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* Python 3.10
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aA>74Fa2L—>3>

SAARHY TRV T NEERBBEEAERL ATV TR ESR—RNLTVAVED, &
BEHEOZ—XICHUTTARTEZBHA VK 2AHYET,

TN EREICETUECEEZBEITHENFTAXRTT,

e Ansibleth—/NFA4 22— Y NERZBATVET,

« Ansibletr—/Nl&, FMC GUIZR—K (FMC GUIO T 7 # )L R R— KN F443 ) L IEEIZEET
EET,

« FIDAFMCICEEICEFEENET,

ATY71: SSHEAEREOY Y —I)LZEAL TAnsibley —/NOCLICEFLL £T,

AT Y 7 2 : <> Ransblegaaxy collection ingtall cisco.fmeansible® £17 L T. Ansible —/SICFMCOAnsbledIL 25 3>
BAAN—ILLET,

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

AT Y 7 3 : mkdir lhome/ciscoffme_ansible 1N RERTL T, BBV 7ML ZRETIFHFLV I LI EZERLET. COHIT
&, R—ALF 4L 2 BMYIEk/Mhomelcisco/ T, L W7 # )X B Efme_ansibleTd,

<#root>
cisco@inserthostname-here:~$

nkdi r /home/ ci sco/ fnc_ansi bl e

AT Y7 4: /homelciscoffme_ansible7 # LA IZBEBIL., 1 RNV T 74N EBEBRLET. COBITRE. 1RV TTA
IO F#Elinventory.ini T3

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fnc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini



COOVTUYEERLUTERABNTHY AT, ERBENIX—2ZFAL TERARTEN LI IV EEETEXT,

<#root>
[fmc]

10.0.5.11

[fmc:vars]
ansible_user=

cisco

ansible_password=

cisco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

AT Y7 5: /homelciscolfme_ansible7 # LA IZBEBIL., BHRT 7ML EZEBRLET. COBITR. BHOT 71L& fme

configure-interface-varsyml T ¥,

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fnc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

frc-configure-interface-vars. yn

inventory.ini

CORBZERLUTHATERLSICHY AT, ERENTXA—XTHBARRE AL LI IV EEETEET,

<#root>
user: domain: ‘Global’ onboard: acp_name: 'TEMPACP device_name: ftdl: 'FTDA' ftd_data: outside_name: '

Qut si de



inside_name:
I nsi de
T

' dmz_name:

DvZ

outside_ip:

10.1.1.1

inside_ip:
10.1.2. 1
" dmz_ip: '

10.1.3.1

' mask24: '

255. 255.255. 0

AT Y 7'6:/homelcisco/fme_ansible7 # )L A IZBEL, TLATY I T 7AINEERLET, COFITRE, TLATYIDT74
JL % & fmc-configure-interface-playbook.yaml T 9,

<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc-configure-interface-pl aybook. yani

fmc-configure-interface-vars.yml inventory.ini

COOVTUYVEERLUTHEABNTHY NG, ERBENSX—2ZFAL TRRARTEN LIV EZLEETEERT,

<#root>
--- - name: Update FTD Interface IP Address hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configu

user. domai n

}}" register_as: domain - name: Task02 - Get Devices cisco.fmcansible.fmc_configuration: operation: ge

devi ce_nane. ftdl

}}" register_as: device_list - name: Task03 - Get Physical Interfaces cisco.fmcansible.fmc_configurati



ftd_dat a. out si de_nane
31" dpv4: static: address: "{{ Outside_ip | default(
ftd_data.outside_ip
) }3}" netmask: "{{ Outside_netmask | default(
ftd_dat a. rask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:

G gabi t Et hernet 0/ 0

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_Tlist[0].id }}' objectId:

ftd_dat a.insi de_nane
11" dpv4: static: address: "{{ Inside_ip | default(
ftd_data.inside_ip)
31" netmask: "{{ Inside_netmask | default(
ftd_dat a. mnask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:

G gabit Et hernet 0/ 1

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_Tlist[0].id }}' objectId:

ftd_data. dnz_nane
31" dpv4: static: address: "{{ DMZ_ip | default(
ftd_data.dnme_ip
) }}" netmask: "{{ DMZ_netmask | default(
ftd_data. mask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:

G gabi t Et hernet 0/ 2

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_Tlist[0].id }}' objectId:

i

i

i



ECOTLATY VBITERBRRENATVSEEE, ZHELTHRELET, chonZBRICHRTZER. EHT
TALRALHREENETS,

FI)E 7 : /homelciscolfme_ansible7 # LA IZHEIL . ansible® A% & B4 ¥ % ansible-playbook -i <inventory_name>.ini
<playbook_name>.yaml -e@"<playbook vars>.yml"/=®IC X RERTLE T,

ZOfITIEE, OY > RiFansible-playbook -i inventory.ini fme-configure-interface-playbook.yaml -e@"fme-configure-interface-varsyml" ¢
3‘ o

<#froot>

cisco@inserthostname-here:~$



cd /hone/ci sco/ fntc_ansi bl e/

cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-configure-interface-playbook.yaml fmc-configure-interface-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnt-configure-interface-playbook.yam -e@fnc-configure-interface-vars:

PLAY [Update FTD Interface IP Addressj dededhhhhhh RN h N RN hddddddededdeddeddeddeddeh RN NN NN hdddddedededededd

T e e etk

e dedededede

TASK [Gathering Facts] dededededede e dede
ok: [10.0.5.11]

TASK [Taskol - Get User Domain] Fedededhhhhhh RN RN hfhddddddededededdeddeddehdh NN NN hddddddedededededededededededehhhn
ok: [10.0.5.11]

TASK [Taskoz - Get DeViceS] TehRNR NN N dhdddddddeddeddeddeddehhh RN RN hfhddddededededededdeddeddedh NN nn
ok: [10.0.5.11]
TASK [Task03 - Get Physica1 Interfaces] Fedededededededededehedededhdede el dede NS hddefefdedefhdedefhde el el dhddfhd
ok: [10.0.5.11]

TASK [Task04 Setup Outside Interface With Static IP] Tehhhhhhhh RN RN N dhdddddddedededdeddeddhh NN hn
changed: [10.0.5.11]

R A R R R OO OO OROROSORORONOORORORORONON

TASK [Task05 Setup Inside Interface With Static IP] Fedededededededededehedededhdede el el el ddedefddedhddefehdededhdd
changed: [10.0.5.11]

TASK [Task06 Setup DMZ Interface With Static] FTehdhhhh RN NN N hddddddeddedddedededdhh NN NN NN hddddddedddd
changed: [10.0.5.11]

Tehhhhhhk

Tekhhhk

TASK [Task07 - Get Deployable Devices] ###¥¥kwus
ok: [10.0.5.11]

TASK [Taskog - Start Dep1oyment] TehhfRNN NN hfddddddedededdeddedededdeddehhh RN R NN fddddddedededededededededededededehhhn
changed: [10.0.5.11]

TASK [Wait for Dep10yment Comp1ete] FTehdhhhhh RN NN fhddddddededededdeddeddh NN NN hddddddedededededededededededehhn
ok: [10.0.5.11]

Tekhhhk

TASK [Task09 - Poll1 Deployment Status Until Deployment Successful] ki oo
ok: [10.0.5.11]

TASK [Tasklo _ Stop The P1ayb00k If The Dep10yment Fai1ed] Fedededededefeedededeede e dede e dededhdedefhdede e Nl hdededdd
skipping: [10.0.5.11]

PLAY RECAP ThF S S S S S S ddedededededededededdehdh RN NN hfdddddedededddeddeddeddhhh NN NN hddddddeddedededededededededehhn
10.0.5.11 : ok=11 changed=4 unreachable=0 failed=0 skipped=1 rescued=0 ignored=0

®
2



ZOtEU>a TR, RENERICEELTVWD L ZRIBLET,

SSHEEKEIOVY—ILZEAL TFTDOCLICHE#HK L. show interfaceip brief 1< >/ R & show running-config interface GigabitEthernet
XX RERTLET,

A2B—TIAAE, IPTPRLA, BLENAIHFERELCREENEL I,

<#root>

> show interfaceip brief
Interface IP-Address OK ? Method Status Protocol

G gabitEthernet0/0 10.1.1.1
YES manual

up up

G gabitEthernet0/1 10.1.2.1
YES manual

up up

G gabitEthernet0/2 10.1.3.1
YES manual

up up

>

show runni ng-config interface G gabitEthernet 0/0

interface GigabitEthernet0/0
nameif

Qut si de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.1.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/1



interface GigabitEthernet0/1
nameif

I nsi de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.2.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/2

!
interface GigabitEthernet0/2

nameif

DvZ

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.3.1 255.255.255.0

CoOtEU2aVTR, REORS TN 1—F AT RIDBBRERNLET,

Ansible Playbook OV &2 & SIZRRTBICIE. -vwZFEA L TAngble PlaybookZE{TLE T

cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-configure-interface-playbook.yaml -e@"fmc-configure-interface-vars.yr

BETE R

Cisco Devnet EMCT7 >3 7 )L



https://github.com/CiscoDevNet/FMCAnsible/tree/main
https://github.com/CiscoDevNet/FMCAnsible/tree/main
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