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BHE k. BFE. [Subject]7 1 —)L

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE-DI R-CA
Subj ect: C=BE, ST=Fl am sh-Brabant, L=Di egem O=C sco, OU=TAC, CN=cucm vngtp.|ab
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Subj ect: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE-Dl R-CA
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Server certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-intermediate-CA-1 Subject: C=BE, ST=Fl am sh-Brabant,
L=Di egem O=Ci sco, OU=TAC, CN=cucm vngtp.!|ab

Intermediate CA 1 certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-internediate-CA- 2

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-intermedi ate-CA-1

Intermediate CA 2 certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-internediate-CA-3

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-intermedi at e- CA-2

i.niermedi ate CAn certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE- D R-CA

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-internedi ate-CA-n

Root CA certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE-D R-CA

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-ACTIVE-DI R-C
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s Certificate X
General Details Certification Path ol I el I I Products and Services

CISCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
+ Proves your identity to a remote computer
«2.16.840.1.113839.0.6.3

*2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement
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g | Certificate i

General Detalls Certification Path

Chaw: <All> L

Fledd value e
& Certificate Policdes [ 1]Certificate Paolicy:...
fl ORL Distribution P... [1]JCRL Distribution ..

s '.‘_1'J_||'|j|:-1:t Alternabiv,..  DNS Mame= 5001, ..
TlSubject Key Ident... blBceccdd9aSdfd?d...
w Enhanced Key Usage Server Authenticatio...
BlSCT List v1, adfTbefa?dfioc...
k| Key Usage Digital Signature, Ke...
o Thumbgprint Odddbbce 30b00bd? ...

DS Mameasdsco-imsgpes.dsco.oom ~
DS Name=dsoo.oom

DS Mame=www-01. G50, com

DS Mame=www-02 dsoo.com

LS Nams=wissar- T, CISC0, Com

DS Mame=www.dsco.com

DS Mame=wwwr.mediaflles-tdoop.com

(S Mame=wiww, SRlc-dsco. com

DHS Mame=wwwvl . desco.com b

Edit Properties... Copy to Ale...

[ ok ]
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CISCO (Cisco Expressway-C
Status » System » Configuration » Applications » sers» Maintenance »

Unified CM servers “ou are here: Configuration *

Unified CM server lookup

Unified CM publisher address cucmpub.vngtp.lab

U=zername # | administrator i
Password *  eeweeeww i
TLS verify mode On i

Deployment Default deployment i

AES GCM support Off i

SIP UPDATE for =es==ion refresh Off i

ICE Passthrough support Off w i

Save | Delete: | Cancel |

Information (=

If TLS verify mode is enabled, the
Unified CM system's FQDOM or P
address must be contained within
the X.509 cerificate presented by
that system (in either the Subject
Commaon Mame or the Subject
Alternative Mame attributes of the
certificate). The cerificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On
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2022- 07-11T18: 55: 25. 910+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 910"
Modul e="network. http.trafficserver" Level ="INFO': Detail ="Recei ve Request" Txn-id="189"

Tr acki ngl D="6af 9a674- 9ebc- 41ea- 868e- 90e7309a758c" Src-i p="127.0.0.1" Src-port="35764" Last-vi a-
addr="" Msg="GCET

http://vcs_control.steven.|ab: 8443/ c3R dmvuLnmxhYi 9odHRwcy9j dWNt LnNOZXZI bi 55 YW vODQOMN cucm
uds/ user/ enusk/ devi ces HTTP/ 1. 1"

2022- 07-11T18: 55: 25. 917+02: 00 vcsc traffic_server[18242]: Event="Request All owed" Detail ="Access
al | oned" Reason="In allow list" Usernane="emnusk" Depl oyment="1" Met hod="GET"

Request ="htt ps://cucm st even. | ab: 8443/ cucm uds/ user/ enusk/ devi ces"

Rul e="https://cucm steven. | ab: 8443/ cucm uds/ user/" Match="prefix" Type="Automatically generated
rule for CUCM server" UTCTi ne="2022-07-11 16:55: 25, 916"

2022- 07-11T18: 55: 25. 917+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 25, 916"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Request" Txn-id="189"

Tracki ngl D="6af 9a674- 9ebc- 41ea- 868e- 90e7309a758c" Dst-i p="10. 48. 36. 215" Dst - port="8443" Msg="CET
/ cucm uds/ user/ enusk/ devi ces HTTP/ 1. 1"

2022-07-11T18: 55: 25. 955+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 955"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Recei ve Response" Txn-id="189"

Tracki ngl D="" Src-ip="10.48. 36. 215" Src-port="8443" Msg="HITP/1.1 200 "

2022-07-11T18: 55: 25. 956+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 955"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Response” Txn-id="189"
Trackingl D="" Dst-ip="127.0.0.1" Dst-port="35764" Msg="HTTP/1.1 200 "

===Fai | ed connection on 6972===

2022- 07-11T18: 55: 26. 000+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 26, 000"

Modul e="network. http.trafficserver" Level ="I NFO': Detail ="Recei ve Request" Txn-id="191"

Tr acki ngl D="bb0c8492- 8c15- 4537- a7d1- 082dde781dbd" Src-i p="127.0.0.1" Src-port="35766" Last-vi a-
addr="" Msg="GCET

http://vcs_control . steven. | ab: 8443/ c3R dnmuLmxhYi 9odHRwcy9j dWNt LnNOZXZI bi 5sYW vNj k3My/ CSFenusk. ¢
nf.xm HTTP/ 1. 1"

2022- 07-11T18: 55: 26. 006+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 26, 006"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Request" Txn-id="191"

Tracki ngl D="bb0c8492- 8¢c15- 4537- a7d1- 082dde781dbd" Dst-i p="10. 48. 36. 215" Dst-port="6972" Msg="CET
/ CSFenusk. cnf. xml HTTP/ 1. 1"

2022- 07-11T18: 55: 26. 016+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 26, 016"

Modul e="network. http.trafficserver" Level ="I NFO': Detail ="Sendi ng Request" Txn-id="191"

Tracki ngl D="bb0c8492- 8c15- 4537- a7d1- 082dde781dbd" Dst-i p="10. 48. 36. 215" Dst-port="6972" Msg="CET
/ CSFenusk. cnf. xml HTTP/ 1. 1"

2022-07-11T18: 55: 26. 016+02: 00 vcsc traffic_server[18242]: [ET_NET 0] WARNING: Core server
certificate verification failed for (cucm steven.|ab). Action=Terminate Error=self signed
certificate server=cucm.steven.lab(10.48.36.215) depth=0

2022- 07-11T18: 55: 26. 016+02: 00 vcsc traffic_server[18242]: [ET_NET O] ERROR: SSL connection
failed for 'cucm steven.lab': error:1416F086: SSL

routines:tls_process_server certificate:certificate verify failed

2022-07-11T18: 55: 26. 024+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 26, 024"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Response” Txn-id="191"

Tracki ngl D="" Dst-ip="127.0.0.1" Dst-port="35766" Msg="HTTP/ 1.1 502 connect failed"

Mcertificate verify failedy &WS T 5 —I&. Expressway-CHATLS/\> R T A UV ZBRIALTE LD
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36432 10.28. 5.0 B2} TP cia 46 35612 = 8443 [ACK] Seqel Ackel HENG4254 Lened Tiwalsf7ESTM1S TELECFRBANEINIS0
434 TOZ2AT-1L 35622 1080561 43 TiSviad s 543 Client Hello
4 £495 19224711 204836, 15 8441 10,48, 24,45 FEEXD TLSVL.2 o0 1514 Server Helln
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i L68T TAT-AL B4E3 10.48.34.48 BEEE) TiSvi.d 0 1479 Certificate, Server iey Exchange, Server Hells Bome
| Si35 TZZAT-11 35422 10.88. 5. 115 43 TOF =) 66 35622 + 8443 [ACK] SeqeS1b ACKeIS53 MINE3&SE Lenwl TSVELASTISTOMST TSCre343633251
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709 2032-47-11 5954060 5451 20.88.346.48 322 TLSVL2 =11 1257 Application pata
ATI6 20234711 26.954878 Bad TeR = 66 Y58 + 8443 [ALE] SefediM) ACKWSTIA WINeSBAEE Lofed TSVAL.STESTAT) TLACTaMABEINGE
ATLL 30T i25.955712 443 TLSVE 58 37 Encryptes Alert
=]

£714 1002-07-11 . TLEV1.2

= Certificates (1433 bytes)
Certificate Lengtn:
v gertificate: (440t commoniamescutn-ng. steven, Lad, {0 at.or
~ signecertificate
vershon: v £2)
serialnumber:
» sigrature (shalWithASAEscrypticn)
issuer: ressequence (8}
» vEligdty
» subject: réniequence (8)
» subjectPublickeyindo
v extensions: 9 items
+ EXtension (14-ge-evtonusapel
+ Exvensien (1d-ce-keyusage)
w Extension (1d.ce.subjectaltiame)
Extension I9i .5.29.17 (1d:0e-subjectaltusme)
ritical: True
w cemtralummes: 1 Ltess
~ dGeseralime: Gwse (1)
dictiiame 1 cups. steves, lab

thame.TAL, L Lationiane-Clgco, 14, 0% locald 44,0t gtate0r 1gim, 140t contryig

(4d.ce.rubjectreyIdent idier)
(dd-cemethort iy identifier)
(4d-ce-cnnistribunicaralnts)
(1 pe - muthort tyInfoac cesstyntax)
{1d-m3 -certificabe- tesplate)
Extension (1d.m.application.certificate.policies)
algeritharsentifier (IRAIMLRRESAINCrYBRL)
Fadding: o
encrypted: #fbaTETelENTaTasIOTIEREREIITEACRCCTeCaMNICESD. ..
gertificate Length
¢ gertificate: IMEIOIEATEINITIMNIATHANINGIITEAHEII0I0AL, .. (14,08, commoniiumte SREVEN-DC.CA, dtattEven, S2alat)
SEEUrE SOCKETS Layer

L, R—BNE6972TIRRENIAE#FANXD &, cucm-EC.steven.lab&E UL TEREET iz
CNEEDHCBLIHE (Issuerlk ) THBENDHYET, -ECILIEIRE. SNAFCUCMT
BREENIZECDSASIAETHD & RLET,

dnze i 22Be=mTeEHacan
=
IC Ty Sartn Bt Dets Dew et P T
4732 2921-07-11 16:55:26. 096892 10,48, 36.45 31576 10.48.36.215 871 TP sa 66 31576 + §8721 [ACK] Sedel Atkel WAReGA2GE Lensd TSvBl-BTISTOSIS TSetra243613000
4 4733 2022-07-11 16:55:26.007100 10,48, 36,46 31576 10.48,36.215 972 TSwL.2 o8 583 Client Mello
A738 IR21-07-11 LEIFE26-916250 19,48, 26215 &7 10.58.26. %6 ST TuSVE.T (1] 1514 server welle, certificate, Server Key Exchange
2715 2023-07-11 16158126 016381 10.48.36.46 31576 16.48.26. 215 871 TEP =0 66 31576 = €471 [ACK] SeqeSid Ackelédd Wine2138 Lenwd TSvaledTESTHSEE TEecra3alSiinzs
A736 2022-07-11 16ISSI26.006408 10,48, 26.215 6972 10.48.36.46 35T TSv12 50 429 Certificate Request, Server hello Done
4757 2E3-67-11 16rSdrie_enaid 1.4 56.44 31876 18_48.36.315 572 TeR &8 31890 = @972 [ACK] Lequfil AckelBid Wined3TiS Lemed TivaleSTEITGS3E Tiecra3a38X3dzd

18,
18, 6. 215 k alert (Level: Fatal, Description: uninswn CA}

002-07-11 16258:26.006703

W22-97-11 16:55:26.007005 6 31576 18.48.36.215 31578 + 6971 [ACK] Seqel ACkel HineG425E Lened TSval=BTS5TESIS Tietr=343633330

HWII-07-11 165526007218 [rETETE TV E client hells
A74E 3922-07-11 LEISEI26.004220 19.48.36.215 972 10.46.36.58 ST TSV 2 a 1814 server Mells, CerRifizate, Server key Exzhinge
4747 I821-07-11 16:55:26.004265 1048 2646 11578 10.48.36. 215 972 TP (] 6 11578 = §372 [ACK] SedeSLE ACKs1449 MINeGS128 Lefwd TSVOLeSTESTOSEN THECraB41621007
A7T48 IR2I-07-11 16IFEII6.RI4TIE 1R B 215 T W HETE TIVEE =2 500 Gertificate Request, Server wello Dose
4743 FR21-07-11 16:55:26.024308 Db 3646 31578 19.48.36. 215 871 TP -] JISTE + £972 [ACK] Seq-518 ACk-1B53 WiReS3T4E Lesnd TSval-STESTOSAR TSecr-343533337
20228711 16:55:26:024548 Lo 36046 3157 10:48: 36 215 73 Alert (Level: Fatel, Descriptions i}

4

3

v Stcure seckets Laper
b TLEVI.Z REEAA Lipkr: MEAdIRAKE Promsdal: Serer Helle
» TLSY1.2 Record Layer: Wandihake Protocol: certificate
Costent Types Handshake (22)
wersfon: TLS 1.2 (dee303)
Lengihi 667
~ Wandshake Protocol: Certificate
Wandshake Type: Certificate (11)
Length: 41
certificates Lesgih: G50
~ Certificstes (660 bytes)
certificete Lenpth: 657
w Certificate: 346... (ig-at-1 1d.at.stateor o, dd it Lt lisb, id-at. L
v sipredfertificate
version: v3 (2)
serialumber: GuisTbeciittieldlisaibatsdidaiefid
sigrature (ecdsm.with-Snalss)
~ iagwer: rasemese (8)
¥ & itess {4 4 1=t

Lgtus, 4.4t Sbéven, 185, 545t A BE- A fRAL TR LOANRSELT 128, D Y- COURLF RBBEEE )
» waligity
subjest: rénsequence (#)
subjectPublickeylndo
~ extensions: § items
Extension (Ld-ce-Reyusage)
Extension (Ld-ce-sutreylsage)
Exversicn (Ld-ce-subjectreyToentifier)
Exteegien (Ld-ce-Baskcsenstraknts)
~ Extésiian {Ld-ce-subjectaltian:)
Extension Id: 2,5.29.17 (1d.ce.aubfectaltnome)
v Generalummes: 1 item
 Generslisme: dnGiame (%)
dusoame ! cucm. steven. lab
» alperithaldentifier (eCdsa-with-iMaiss)
rasstng: @

yped:
® TLS¥1.2 Record Laper: Handshake Protecol: Server Key Exchange

CUCM®[Cisco Unified OS Administration] T, RICTRT KD I, [Security] > [Certificate
Management]® T IZEEZ N TV BIHAEZHIR TE X T, tomcat&tomcat-ECDSARDEL S
SEAEARRENE T, COIAETIE, tomcatldCABBZE I ( Expressway-Cl_ & 2> TEFEE




NET ). tomcat-ECDSAFIFAEIFBECBR E 1. Expressway-CICK > TEEEhEHA,

Srow = Semege = Secuty v Schews Upgrades = Sevicm = e v
:b --:) -t L&), omrii cT .‘6(“&““ (3], Dot 030

—

(@) < e wms

Contincata Uit (1 - 4m0043) e o

e [—
saara ] ALITHE._ Do stasen 1sd S-S (HTALINE GEMIRES b FYH,
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CamMinager B e e il ] St cerheste peAeTEted by It

Camnr DA e -ca

Cammnager HOMAT.AD-CA MOMARAD-CH

[ — car.Ar-002 capTPcer 3 Thin crtsicate man wsed 25 sign e MIC instabed on Citcs. andpeint. Prosnce of £hs cortfcate s th end poirt 15 cormusicats sacursly wih UCH Lting the MIC when astociited with & tecurs profie
Camanager-nat CAPF-eti2itads Aot

[ — =eADT-Ch-t Fra-A2.CAL s ch

CamManager-triat CARRTR-00} CAR-ETR-001 “This CartICaes mes o 53 840 S MIC instabed o CIHGS #aSp0R. Prasance of £ CRSicats alows th end pont wacunsty whan Becure profiis.
EalManager-nat HOMAT-CA-10 WOMATCA10 Sigred Cortcate

CalManager-tru G Rost_CA M3 0z Rack T ME This Certicane mas e 53 B4 S MU instabed on G sndpoin, Presnce of akcrar the ared pint wecuneiy wian Becure prie
P AT 5UB1 A Eisca Rk A_TH0A Tris carishcate mis wead 53 mign S HIE instabed on Eics. sndpoint, Pretarnce of s corss wnd peint. wecurely tha HEE whan Bcurs profie
CalManager-trus wgEACTIVE-DIR-CA "nEACTIT-CEA-CA NMGTP-GA

] i Rast €4 248 €inca, Row Ch,_Toal ST9  This cartAicans mad SRS 03 B0 T8 MUK IEBE o8 CHOR SASOAL, PREBH 0 TN DI o puint vy iha: HIE B profi.
b el e Manfaenng Ca G, WA, 048 e o S e, oot e pusrs. el % e e
[ Ot MRS CA BT 00 ik CA_t2 AV TH i s e i ke HO< it on Sk Sl Pesincs s i et w0 puir. vy iha, HIE Bcue profis
At T CAtrvaenr

Cammagen A sLTIRE it

can e s et peeaed by drite

cartanat Thes cortshcate mi e s 2430 M HIK inatinbed o Cics amdposnt Bresamcs of tha oorfiate st Uue ered (. 15 commrrasmitate Socurely with UM Lrting he HIC when sicisted wih 8 pature preoie.
carrtne

ARt This Corticane me e 1 3430 Eha HIC inatisbed o CHCS @ndpornt. Frasnce of Thil CrSficats altws th erd (XAt 1 Crmmanicats Scunsfy with UM wiing the HIC when Sicciited Wit & U profi.
carrtnne 7 Them cortsicate man weed i ign e MIC inatabed 3 Wit e prant £, erruicate uecursty with UCM Lting the NIC whan smiociibed with 5 uaturs protie.
CARF-trat Thin cortca ma woed 3 mgn e MIC instuled o CHcs #mpoist. B $iow. the ancl POIRE. 1 QOIS MeCUrely Wth UCH g e MIC when SS10C10N] W 5 ACLIS Profile
CAPE Thin cortshcate man wmed b it e priet £, correruiate vecursly with LCM Ui fhe WIC whan smocisbed wih 5 ueurs protie.
CAPF-trat This corticans man waed 3 S8 Carficate allaws the nd pint 15 GRTITLACIES MGy WEh LM Uuing the MIC when asicciated weh 8 Beciry prafil.
ARt This o «Mrummuwwllltmﬂmcmm‘ rwpance of arw the aed point wecursly whan eacure profis
CAPF-trn

an B CHTATIS GRS byt

esnm Trum Carmcmne

ToLBgery m TS CHTACIR QRIS By YA

W ot seeen b P Corticate Sigead by Beves-GC-CA

e gCD st s -

e i ot seeen b B Ampetn 3t 31 s cenAoane premed by briten

o 2t StivaneDOACA P T Cormicae

tomeat trcnt HOMATADCA RCHAT-AD-CA e Corthicate

o 2t s meven et e smpven b T Cartsicate

ot et R re——— Trust Carticnte

ot traat st oL e lat Tt Cartstcate

bt et HOMAT-CA-10 WOMATCA10 Sgred Cortcate

oot treet wngtE-ACTIVE-DIR-CH " ACTEVE-OR-CA Tt Cartstcate
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287 RLA (FODNEERIP ) AEARCEEATLAEL

EEARNTERRIC, RZTA4YIOH—=NEMRAYZA T M ERZTSEHT RL AETER
LET, =&AEF, [System] > [Server] DCUCMTIPF RL A(10.48.36.215)& £ L TCUCM %
RETBDE., Expressway-CHEDESICITZATURNIT RNZALAL, 94T D 50%
OER (Expressway-CZNMULTZTOFVEF ) AZOF RLALCHLTER—7Y NIBRWET

o

TOREQERT RLANY—/NEERABLETATLEVES, TLSKRIE XML, LR
MRAOJ AV RABORAE D502 —AAO—EhET,

2022-07-11T19: 49: 01. 472+02: 00 vcsc traffic_server[3916]: UTCTi me="2022-07-11 17:49:01, 472"
Modul e="network. http.trafficserver" Level ="DEBUG': Detail ="Recei ve Request" Txn-id="144"

Tr acki ngl D="0a334f a8- 41e9- 4b97- adf 4- e165372¢c38cb" Src-i p="127.0.0.1" Src-port="30044" Last-via-
addr =""

HTTPMSG

| GET http://vcs_control.steven. | ab: 8443/ c3R dmvuLmxhYi 9odHRwcy8xMCA00CAz NI 4y MIUv ODQOMA cucm
uds/ user/ enmusk/ devi ces?nmax=100 HTTP/ 1.1

2022-07-11T19: 49: 01. 478+02: 00 vcsc traffic_server[3916]: UTCTi ne="2022-07-11 17:49: 01, 478"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Request" Txn-id="144"

Tracki ngl D="0a334f a8- 41e9- 4b97- adf 4- e165372c38ch" Dst-i p="10. 48. 36. 215" Dst-port="8443" Msg="CET
/ cucm uds/ user/ enusk/ devi ces?max=100 HTTP/ 1. 1"

2022-07-11T19: 49: 01. 478+02: 00 vcsc traffic_server[3916]: UTCTi ne="2022-07-11 17:49: 01, 478"

Modul e="network. http.trafficserver" Level ="DEBUG': Detail ="Sendi ng Request" Txn-id="144"

Tracki ngl D="0a334f a8- 41e9- 4b97- adf 4- e165372c38ch" Dst-i p="10. 48. 36. 215" Dst - port ="8443"

HTTPMSG

| GET / cucm uds/ user/ enusk/ devi ces?max=100 HTTP/ 1.1

2022-07-11T19: 49: 01. 491+02: 00 vcsc traffic_server[3916]: [ET_NET 2] WARNING: SNI (10.48. 36.215)
not in certificate. Action=Term nate server=10.48. 36. 215(10. 48. 36. 215)
2022-07-11T19: 49: 01. 491+02: 00 vcsc traffic_server[3916]: [ET_NET 2] ERROR: SSL connection failed



for ' 10.48.36.215': error:1416F086: SSL routines:tls_process_server certificate:certificate
verify failed

c3RIdmVuLmxhYi9odHRwcy8xMC400C4zNidyMTUvODQOMw (& (base64 -
https://www.base64decode.org/) Z steven.lab/https/10.48.36.215/8443ICEH# L £ T, ik, ##
7 RL A& L Tcucm.steven.labTld 72 < 10.48.36.215I1 R THIMEN HD L ERLTVE
T NTYRFEFTFF¥IZRENTWVWADKSIC, CUCM tomcatiEBAE IC (ESANDIPT RL AHE
EFNTLVEVLES, IZ7—FAO0—EhhFT,

WMECRIETSHE

ROFIET, COBENBRICEEECIIHDESHEZRIAETERT,

1. Expressway-E& & T'CH— /N T ( TCPDumpsA* B RET ) RO ¥ > 7 Z[Maintenance] >
[Diagnostics] > [Diagnostic Logging] A" SBEBRLET ( VZAZDBER, NAZ—/—RHSH
BIBDETTTHTT ),

27V 7T7L—RELCIMRAOV A 2 ZHATIRH, Hfich-BEZTANLET

BKRHMTBDETHEHE>TN S, Expressway-EBROCH—NOBHMOTEEFELELET (IVTAZD
BElk., V7AZOE/—RASEABCOTZRELTSEZW),

4. Collaboration Solution Analyzery —)LcOJ &7 Y 70— RL TS T %,

S5BRENRELEBEESE.,. HEZZ(TEZT—NICOVT, COZTEICHETI IHHOEED K
OCIS—1THAEYO9TFYTeanEd

- Diagnostic overview



https://www.base64decode.org/
https://cway.cisco.com/csa-new
https://cway.cisco.com/csa-new

Diagnostic overview

o st

|° ——

Further infommation

BRI &

EHNBERREG. TLSKRIANERICHETDI L ZHFEIDETT, ETI2 70232k
 RRENDBEEAYE—DICEL>TERBYET,

WARNING:(<server-FQDN-or-IP>) D 7t —/V—EFBA E DIRFEIZ KL F L 7=
Action=Terminate Error=self signed certificate server=cucm.steven.lab(10.48.36.215) depth=xX ¥
E—SHRTFENhES, ThICHE> TExpressway-CH—/YDEBANTFEEB#H I LB B E
Yo COIAEICERZL -CAF I —>(depth>0)Z2EH TS A . [Maintenance] > [Security] >
[Trusted CA Certificate] ' S BECEBRHE (depth=0)Z2FEALET, JTAXAOITXNTOH—
NTZOTO2avERITLTLKEEVY, BlOF7> 3> & LT, Expressway-CIEEHARNT LD
BHADCAZI>TUE—NIABICERITDHENHYET,

WARNING:SNI (<server-FQDN-or-IP>) not in certificate; EW3 XY = FRRENLBEE
 BRENEHAEICCOY—/NOFQDNE LZRFIPAEENRTVW BV EZRLTVET, <D
BHREZESC RS ICAIHAEZEES TS CLE, REZZEL T ( CUCM®D[System] > [Server] T
—NAAEBICEFNDIEDICEET DB E ), Expressway-CH—/N\OREZEFHL T, ZOERE
ERMEEDEETEERT,

EHNSARE, XELEATVWAEERZEAL T, X1420KYEHOUREOEEICT #—)
NYOFTBETT, MILKEAEThEOV RZFEAL T, Expressway-CH—/N/— KD
CLINSRITTEXT,

xConfi guration EdgeConfigServer VerifyOiginServer: Of



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



