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DOD—FE) Y NEFMIZF S, Cisco Unified Communications Manager ( CUCM ) /N\—2 3>
10.0(1) DFBEEIC DV THBALET, ITL —FU LY MK, BEFITL 77 AL BEERE
ALY, PDTFTP H—ERASO—HNITRHEE 1S ITL 77 A4 )L%Z. Trust Verification
Service (TVS ) 2 AL TRIAETERVBEAICEAETNET,

R

ITL7 74—V LY NTBHEEICKV) ., IPPhoneECUCMY —/NEDOERZBRILTD -
2. ROFIEDI1DXRERFERERITIIHBENBLLBZYET,

- BREMAEEIDIHTWVTL7 7ALET7Y7O—RIBICE, NVIOTYTHASERLET

- BIOTFTPH—NZFERATH LD ICEFHELZELET

CRREXZ1—%FERHALT, BEEASITL7 74N Z2FBHTHIRLET

ATLEBETRDEDICT I EANERNICBRDIELDIC, IR NRETCEFTHAHFRICUEY

RUET

COBEEL, EFBE IS ARBTEH IS LHDENOTREHYEEA, COEXEERITSICIE.
TCUCM BB &LUITL7 ZAIINEFERALEISAXETOHIP PhoneD BT, THEEThTWVWD
OVWITNAZFEALET, ITLOVEY NEER., IPEFELCUCMISARBOEEZBRITS
EHICERAEN, BEARA M EARDAESSICOAERENET,
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CUCM/S— 3 2100(1) CHEATE B 65120 t+1 T 1 BEMEN. CORFIAINT
FEREBALEEAN, =02V L AHEEH ) AMCTLTY, =T LACTLEE, /\—KR™
IFUSBEF21VF4RN—=020%, CUCMY—NBRVOIY RRA NTHESLEERICTS -
HICFEAETNBZIYTIRNIITR—=OVICEBEBRAET, FMICOVTIEE, TIP Phone Security

and CTL (Certificate Trust List)y 2B L TS E&E L,

ITL7 74N EEFI1) T4 OFEMIC OVWTIE. TCommunications Manager Security By Default
and ITL Operation and Troubleshootingsg 2B L TS & L\,

B O iR

ERBAOYIXLREETEAVREBISH DB, TFIPH—EARICLK > TREZIBITLY
TANKEZRGTFTPRERZTNITSNTEA, TFTPREZ77AIILICEFTFNATVEIRELEER,
EFRIIGERAEhELA, TFTPOAY 74 F1L—232 7 7ALVICEENDREOHZRICK
LEXY,

. HXE?th

- Web77tA

cE2FIATIIINESSH)TIEA

« A Y F RIKR—KNTFZ 4 H(SPAN)A SPCR— ~

CCMAIMINR—J TINSDREOVWITNAZEBFHICKHLTEEL, EFHN LY NRICE
BENfEMICESBWVEE, ERMATFTPY—NZEELAVTEENI BV ET, 5100 —f%
MEERIE, ERTALINUPZOHOEFE Y —ERICTIE2ATSE. "Host Not Found
EVSAYE—INRTENDETT, EFEIOVIELREETERVRETHD L%
BRI DI, %%ﬂ%ﬁt@%%ﬂ%@Web/\“—yb‘5%%%7\7_'—5!70(Wt—)’éﬁﬁi”ub
[Trust List Update Failed|X Y £—I HFRRE DD ESH ZBFEL £9, ITL Update Failed X v
-2, EFEHEAREDITLTERE I ANDRIEICKAKRL., TVSTRIATERD, >, BF
BAOYOFERFEETEEVRETHE CLEZRLET,

[Settings] > [Status] > [Status Messages|\I_ &89 5 &, BEFEM B KA S[Trust List Update
Failed] XY £E— A RERENET,

16:26 03/10/14

-~ Status Messages
16:25:17 Trust List Update Failed
16:25:11 Trust List Update Failed
16:22:15 Trust List Update Failed
16:22:13 Trust List Update Failed

EHEUANDEFCARL XY E—D ., RIERTLSIZ. BIEOWebR—TDATF—RAX
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VE-IHSEBIETERT,

Status Messages

Cisco Unified IP Phone CP-7965G ( SEP64A0E71502CC )

20:16:01 Trust List Update Failed

BRE ITLO—FUEY M

CUCM/A—2 3210.0(1)ld, EFEMECUCMY —NEOEEEERIT2 O ICERATE3EM
F—ZFERALET, COFLLVF—RKITLYV ANV F—TT, ITLUANIVF—E, 1A=
FEET7Y7IL—RPICERENET, COVANDF—F, FANBOEE, DNSOZEE,
FEEZTOMOEEZIT>TCEEEECNTEFBA, COZEER, EFBRNIRET7AMILDEBREE
FHELUBSBBD ILSBREICEDITEEN DY ET,

# U Lutils itl reset CLIOAY > RZEA L T, EFE#A Trust List Update Failed X ¥ 2—2 A &R
ThitREBOLZLC, BEBEEEEEBLECUCMOTFTPY—ERLDEOERAEZERIUTE X
9, utils itl resetY > K:

1LINTVYS v J—RASHEDITL7 7ML ZEBEBL., TL77AIILOBEZIMYKRE, ITL
Recovery R+ —2 AL TITL7 7AILORBICBEEERZLET,
2. 9ABZADIRNTOT VT AT IETFTP/ —ROTFTPTA4 LI NUICHLWTLTZ7 7 1)L
ZEEBMNICIE—-LET,
. TFTPABBTZINTH./— RTTFTPH—E AN BBHNICHEBHEINET,
TDE, BEBENIXNTOEFEEREV LY NTIBENFHYET, cOUEY MKV, EFE#
ETFTPH—NHASOREBICITL7 7ML Z2ERL, EF#IZEITDITLI7AILE.
callmanager.pemB#E ¥+ — Tk B <ITLRecovery¥—IC K2 TEBBENE T, ITLUEY NZERTT
I, RO2D2OFT>arndHV)E£9, utsitl reset localkey & utils itl reset remotekey % i
RUET, ITLresetAXY RiF, NTUYSI Y HASORKRITTEERT. YTRISA/NHSITLY
Y NZERITTDE, "Thisis nota PublisherNodes E WS XY E—IHFRRENET, AN
YROBICOVWTR, ROEVZ 3> TEULLBEALET,

AO—A ) E#E*—(C &k SITLRecovery

localkeyZA 7'~ az g, ILWTLZ7 Z7AIILEBREEBELT, NTVYZYON—RRSA4TICHB
ITLRecovery.p127 7A ICEENBITLEHEORBEF—EFEALET,

admin:utils itl reset localkey
Enter CCM Administrator password :

Locating active Tftp servers in the cluster.....

Following is the list of Active tftp servers in the cluster



["testlOpub', 'testlOsub']
The reset ITL file was generated successfully

Transferring new reset ITL file to the TFTP server nodes in the cluster.........

Restarting Cisco Tftp service on host testlOpub
Cisco Tftp service restarted on host testlOpub
Successfully transferred reset ITL to node testlOsub

Restarting Cisco Tftp service on host testlOsub
Cisco Tftp service restarted on host testlOsub

1) E— MEIEF—(C K BITLRecovery

remotekeyZ 7> 3> & AT S &, ITLRecovery.p127 7 1 LA REE - AZSFTPH —/\ &
BETEET,

admin:utils itl reset remotekey joemar2-server.cisco.com joemar2
/home/joemar2/ITLRecovery.pl2

Enter Sftp password :Processing token in else 0 tac

coutn is 1

Processing token in else 0 tac

coutn is 1

Enter CCM Administrator password :
Locating active Tftp servers in the cluster.....
Following is the list of Active tftp servers in the cluster

['testlOpub', 'testlOsub']
The reset ITL file was generated successfully

Transferring new reset ITL file to the TFTP server nodes in the cluster.........

Restarting Cisco Tftp service on host testlOpub
Cisco Tftp service restarted on host testlOpub
Successfully transferred reset ITL to node testlOsub

Restarting Cisco Tftp service on host testlOsub
Cisco Tftp service restarted on host testlOsub

X :remotekeyA 7 AV EFEALTUTLOUEY NERTTDE, NTUYSI+D
localkey ( T4 AUV 77 4 )L ) HNremotekeylCBEEBRZ SNE T,

Fshowitly N> RIELKZDBRENDEREE DR

ITLD Yy NOX> REHTITDEICshow itlAN REEALTITL7 ZPAIILERTT D &,
ITLICITLRECOVERY_<publisher_hostname>L> NUAEFATVND CENFTEhET. V5 A
ARDOEZEDTFTPH—NICE > TAEBENZIXNTDITLZ ZAILICE, NTVUySvhs50C
DITLDANVIVRNIUFEENET, showil AY ROB L., COBFONTIYS v HSE
BLEENDTY, ITLILBREIDLEHICERAETNDIN—U R AETRENTVET,



admin:show itl

The checksum value of the ITL file:
b331e5bfb450926e816be37£2d8c24a2 (MD5)
9d7da73d16c1501b4d27dc1ed79211£390659982 (SHAL)

Length of ITL file: 5302
The ITL File was last modified on Wed Feb 26 10:24:27 PST 2014

Parse ITL File

Version: 1.2
HeaderLength: 324 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 139

4 SIGNERNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5
6 CANAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2 8

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128

8f d4 0 cb a8 23 bc b0

f 75 69 9e 25 dl 9b 24

49 6 ae d0O 68 18 f6 4

52 £8 1d 27 7 95 bc 94

d7 5c 36 55 8d 89 ad f4

88 0 d7 d0 db da b5 98

12 a2 6f 2e 6a be 9a dd

da 38 df 4f 4c 37 3e f6

ec 5f 53 bf 4b a9 43 76

35 ¢5 ac 56 e2 5b 1b 96

df 83 62 45 f5 6d 0 2f

c dl b8 49 88 8d 65 b4

34 e4d 7c 67 5 3f 7 59

b6 98 16 35 69 79 8f 5f

20 f0 42 5b 9b 56 32 2b

cO0 b7 la le 83 c9 58 b

14 FILENAME 12

15 TIMESTAMP 4

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was used to sign the ITL file.



ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TFTP

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 439

2 DNSNAME 2

3 SUBJECTNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

4 FUNCTION 2 CAPF

5 ISSUERNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp; ST=nc;C=US

6 SERIALNUMBER 16 42:BF:37:77:9B:16:AF:1C:D2:30:88:C2:17:24:9D:AA

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03
12 HASH ALGORITHM 1 SHA-1

ITL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 455

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 76:59:84:D8:B7:30:60:63:36:E5:C7:B6:A7:DD:B9:D6

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORITHM 1 SHA-1

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1141

2 DNSNAME 2

3 SUBJECTNAME 66 CN=ITLRECOVERY_testlOpub.joemar2.lab;0OU=tac;0=cisco;L=rtp;
ST=nc;C=US

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 66 CN=ITLRECOVERY_ testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;
ST=nc;C=US

6 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.



ITL Record #:6

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 713
2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 67:D1:A1:9E:F8:AB:91:E6:C0:A6:10:35:26:30:EE:02

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORITHM 1 SHA-1

The ITL file was verified successfully.

ITLRecovery¥—AEHEhTW3 Z & DR

ITLOVEY RZRTLERICshow il AN RZFEALTTL7 7ML Z2RRT D E.
ITLRecoveryL NN RO KD ICITLICEBE LI ENRENET, ITLRecoveryldk, TFTPA'H
BEBENDETITLOBREEOTRICRYET, TOR L Tcallmanager.pem&E =k TFTPREFAE
FEREI, ITLLBEERELEY,

admin:show itl

The checksum value of the ITL file:
c847df047¢cf5822¢cledbcf376796653d (MD5)
3440£94£9252e243¢c99506b4dbd33ea28ec654dab (SHAL)

Length of ITL file: 5322
The ITL File was last modified on Wed Feb 26 10:34:46 PST 2014<

Parse ITL File

Version: 1.2
HeaderLength: 344 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 157

4 SIGNERNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC

6 CANAME 66 CN=ITLRECOVERY_testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2 8

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128

58 ff ed a ea 1b 9a c4

e 75 £0 2b 24 ce 58 bd

6e 49 ec 80 23 85 4d 18

8b d0 f£3 85 29 4b 22 8f

bl c2 7e 68 ee e6 5b 4d

f8 2e e4d al e2 15 8c 3e

97 c3 £0 1d c0 e 6 1b

fc d2 £3 2e 89 a0 77 19

5¢ 11 84 18 8a cb ce 2f



5d 91 21 57 88 2c ed 92
a5 8f £f7 ¢ 0 cl1 c4 63
28 3d a3 78 dd 42 f0 af
9d f1 42 5e 35 3c bc ae
c 3 df 89 9 £9 ac 77

60 11 1f 84 £f5 83 dO0 cc
14 FILENAME 12

15 TIMESTAMP 4

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US

4 FUNCTION 2 TFTP

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 439

2 DNSNAME 2

3 SUBJECTNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

4 FUNCTION 2 CAPF

5 ISSUERNAME 49 CN=CAPF-75638ad9;0U=tac;0O=cisco;L=rtp; ST=nc;C=US

6 SERIALNUMBER 16 42:BF:37:77:9B:16:AF:1C:D2:30:88:C2:17:24:9D:AA

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B F0O 65 FE BE D1 E6 19 03
12 HASH ALGORITHM 1 SHA-1

ITL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 455

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOpub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US



6 SERIALNUMBER 16 76:59:84:D8:B7:30:60:63:36:E5:C7:B6:A7:DD:B9:D6

7 PUBLICKEY 140

8 SIGNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORITHM 1 SHA-1

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1141

2 DNSNAME 2

3 SUBJECTNAME 66 CN=ITLRECOVERY_ testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 66 CN=ITLRECOVERY_ testlOpub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
6 SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC

(SHA1 Hash HEX)

This etoken was used to sign the ITL file.

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 713

2 DNSNAME 2

3 SUBJECTNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0=cisco;L=rtp;ST=nc;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 57 CN=testlOsub.joemar2.lab;0U=tac;0O=cisco;L=rtp;ST=nc;C=US

6 SERIALNUMBER 16 67:D1:A1:9E:F8:AB:91:E6:C0:A6:10:35:26:30:EE:02

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORITHM 1 SHA-1

The ITL file was verified successfully.

BEMFEEZ RS TREMEZHS ¥ HRIR

ITLU Y MEREC AT, CUCM/T—D 32 10.0() Ik, BREMAEETEBZVRELES D
EZH<DICRID>EBEEERIEENTVET, SFEHRICEEENTVE2D0O0RNZAMRIV N
(. TVSELT:E'HE(TVS.pem)tTFTPEEEH%(callmanager.pem)'(3“0 1BOCUCMY—/NL A& V&
ELRMBIIRETIE, EE%E N callmanager.pemiEA M ETVS.pemit B E R 2 EBERT D &,
EFEHAS VLY hEh, EERIC "Trust List Update Failedt XY —JHF&RkTR"EhFET, BE
BE 1’1.7'LITLL_ EENBIARENEETCUCMA SEBFEMICBEERT/NA AV Y NRFEEEh B
ATE, EFEBIECUCMZEEELBVREICEDIEMEN B ET,

BROAABNERFICBERESNDSFTIVF (BEERANEBOEERIZEDNSRX AV EDE
F)Z2B<E®HIC, CUCMIZBAR—ILREZAN—NIRESINEXT, dEASEFIrBERE D L,
CUCMIE, EEEN U OARAEOBLERD SSHUNICEL /— REDBIOARAEZFERL &
WRSIZLET, COTOLRICKY, BZHOAASOBLERICEFZTRANUEY MEh, RO
PAENBERSNBAICEBFZTEANNY VT Y TENTERENET,

EDHAEN RUICERENB A ICEREL, EBEMICE 7 7ML ZRIATHH0OEH R
XYY RYFBYET, COTOEADFEFMICO L\'C l&. TCommunications Manager Security By
Default and ITL Operation and Troubleshootings ZZRL TV,
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ROEAE, CLINSRRL T, UBIOAZEOBERAL S5 URICEREEN BIORAEZBE
BRTERBRVRSICTAIRAZRLTVWET,

admin:set cert regen CallManager

WARNING: This operation will overwrite any CA signed certificate
previously imported for CallManager
Proceed with regeneration (yes|no)? ves

Successfully Regenerated Certificate for CallManager.

Please do a backup of the server as soon as possible. Failure to do
so can stale the cluster in case of a crash.

You must restart services related to CallManager for the regenerated
certificates to become active.

admin:set cert regen TVS

CallManager certificate was modified in the last 5 minutes. Please re-try
regnerating TVS certificate at a later time

RIZRTERSIC, ARL—FT 1 T2 AT L(OS)D[Administration| R—J TERIU X Y £—D A
RRENET,

—~Status

@ CallManager certificate was modified in the last 5 minutes. Please re-try regnerating TVS certificate at a later time

- Certificate Settings

File Name TVS. pem

Certificate Mame TVS

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

& / — RA'ITLRecovery_<node name>®D XEE (CN)IC F17& 1734 E DITLRecoveryfif 55 & & #5
2TVTE, ISRX2UHTHEAETATVBI/NT VY S ¥+ OITLEIREF—BHEE—DF—TF, N7
1)y < ¥ DITLRecovery¥—I&, show itIIN > RTRREND, VTAZEEDITL7 7 A4 )L THE
AENPHE—DF—TF, COLD, ITL7T7TALVIICRRENDHE—D
ITLRecovery_<hostname>T > KRUICNT VY Y DHRARBNEENRTVET,

NTVY D YORARNBHIEEE NS E, ITLOITLRecoveryLY RUIZIK/NT U Y2 ¥ D WK
ARBHNBIERMERTENET, Chi, ITLRecovery7 7A I AZZEL T, EFEHEHNEICITLE
BEEEIDRDICINETHVLEDTT,

child, RXM VBN EEEILEBESICEERAThTET, BEF—HDNEEEIEBEVRSICTSD
O, TORXAZENITLRecoveryLY NJICRRENE T, ITLRecoveryil AEN EEE h B I
—OFER, SFEOEUMNF RRTHRINICEY, BERNTIXLEN HDBEETT,

ITLUANUF—RTIE, CLIEREIFOSEER—STHERTETT. NTUYIvELEFHTR
224N TITLRecoveryilBAENBERENTE, IPPhonelF Yy hEhEFt A,
ITLRecoveryfEFAEN BERE D &, TFTPH—EANFBEBENDET, ITL77AILIEESH
EhEtA, NTUYZ ¥ TITLRecoveryit AEZBER L L&, VT AZRRDTFTPHY—ER %
RITTRIIXNTO/—RTTFTPH—ERAZBEBL. ITL7 71 I)LADITLRecoveryL> k%
FLUVIIAETEFHLE T, REDAT Y 7&. [System] > [Enterprise Parameters] ' 53X T D
TNAARz2z)EYRML, VEYRNREZFEAL T, IXTOF/NA AILH L WITLRecoveryiE



AEZSCHLWITLY 7ML EZZOVO—RELDZETT,

ITLUANNVONY OFY TS

ITLEIEFX—F., EFMENSERETERVRREBICLA D LEEIIRETDILEHICHETT, COLdH,

# L LReal-Time Monitoring Tool(RTMT)7 Z— k&, ITL Recovery¥—A" XY OT7 v 7Ehd &
THBHRHERENE T, FAHARUANIVATALADRSNY OF YT Tk, T2—KNZELT

EEBA ITLUANVF—ZRFTDICENYITYTZHREBLETH. F—T771ILOFEN
YOTYTEMUETT,

EEFXF—ENYOITY 7RI, Ny vocLIcOT AL, fie gettftp
ITLRecovery.p12 X RZABDLET, RICTRTELIIE, 77N EREFTHICESFTPH—N
HFRBETT, YTRISAN/—RIZEITLUANV 7 7AUDBVESD, YT RIS 1/ Tfile
get tftp ITLRecovery.p12 X RERTTDE, 77 AN ROAUELEATLE,

admin:file get tftp ITLRecovery.pl2

Please wait while the system is gathering files info ...done.
Sub-directories were not traversed.

Number of files affected: 1

Total size in Bytes: 1709

Total size in Kbytes: 1.6689453

Would you like to proceed [y/n]? vy

SFTP server IP: joemar2-server.cisco.com

SFTP server port [22]:

User ID: joemar2

Password: BRI R I O
Download directory: /home/joemar2/

The authenticity of host 'joemar2-server.cisco.com (172.18.172.254)' can't be
established.

RSA key fingerprint is 2c:8f:9b:b2:ff:f7:a6:31:61:1b:bc:95:cc:bc:ba:bd.

Are you sure you want to continue connecting (yes/no)? yes

Transfer completed.
Downloading file: /usr/local/cm/tftp/ITLRecovery.pl2

ITLRecovery.p127 7ANENY DT Y T2 EHIZCLINSFEB/NY VT Y THERITENDET
. RICRTFTKSICCiscoSyslog (AR NEA—=TF -F7Ur—>3>07 ) ICEENfBAELE
NEF, [0S Administration] X —= M [Security] > [Certificate Monitor] TE F X — JLBFA BRI %
2TVWRHE, FENYITYTHRITENDET, BHOEFX—INZEEINDBEENHY
X7,



- a

| _Log |
Date

] Feb 17 13:38:10 || Mame: ITLRecoveryCertBackup
Machine Name: test10pub :
w: Cllmnl In[?ammn Waniior Description: This cluster has an ITLRecovery cermficate that has not o=
“!H“'!: ||| been backed up. Taking a manual backup of this certificate is :
|| recommended 1o avold the need 1o manually delete the ITL file from
0: testlDpub: Feb 17 2014 09:38:10 PM.735 UTC : ||| every phone in the cluster after certain cluster reconfiguration
HUC_CERT=-4-TLRecoveryCerBackup: ¥{Messages Dp;';ﬁmi_
J[ClusteriD=][ModeD=testl Opub]: This cluster has an TLRecovery
certificate that has not been backed up. Taking a manual backup of || | gyslanation: This alarm indicates that the newly generated ITL
this certificate is recommended o avoid the need o manually ||| Recovery Certificate and key have nat vet been backed up.
delete the ITL file from every phane in the custer after certain ¥ ¥ L g
cluster reconfiguration operations. || Recommended Action: Lise the CLI command “file get tfip
|| ITLRecovery.pl2® to back up the ITL Recovery Certificate as soon as
A | possible.
: Parameters:
* + | Fh) Close

DRS/NY U7 Y 7IZITLRecovery N EENTWVWRFETE, NV IT YT T7AINkbhnit)
KB L BE (LM A TITLRecovery.p127 ZAI)L ZREBIBMICRBEL TH ZEZHBHLE
T NVITVYTHSERTIHERDYELA, NTVUYS ¥HSDITLRecovery.p127 7 A
IHFREFEETNTVWDEEE, dtils it reset remotekeyA 7> a> AL TITLEUEY ML,
DRSEXAZ7>a>E2FEALTINYIOTFTYTBHELTNTUYS v 2BBEL, BEMBLECUCMY
—NNEOMOEHEEZBRMLET,

NTVYS v FBREEENDEE, 97AZEF1UFT 14 /VAT— RIEITLRecovery.p127 7 A
LOBBIONT VY Y ERUICTIHENHYET, hik, ITLRecovery.p127 7 1 JLA
DSAZEF1UTANAT—RICETVTINARAT—RTREENTVDILEHTT, O,
DZAREF1VTANAT—RAIZBEENIHEE. ITLRecovery.p127 ZAIHKNY OT VS
TATVARVCEZRIRTIMT 77— A" )Y hE ., file get titp ITLRecovery.p12 ¥ > RT
#FLUWITLRecovery.p127 7 A L REF2ENDETHAMNVH—EhLET,

R

—FEITLY Y NEEE. EFE-ICITLRecoveryLY NUEBUITLA M VAN =ILEhTVEEHE
ICOAKMBRELET, BEEICAAN=ILENEITL7 74 JLICITLRecovery L RUNEENT
WBRCEZHRBTDICIE., FTFTPHY—/NOCLIA Sshow it AR REABL., ITL77AILDF
IVIOHLEFANET, showitl IX ROBHICKE, FIYIHALANRRENET,

admin:show itl

The checksum value of the ITL file:
b331e5bfb450926e816be37£2d8c24a2 (MD5)
9d7da73d16c1501b4d27dc1ed79211£390659982 (SHAL)

ZBHY—NDITL7 7 4 )LIZ &3k B O callmanager.pemiEBAMAEENRTWVWA . FI Vv IH AR
TFTPH—NZEICEBYET, EFBICAAN—ILENEITLOITLFI Y I AR, SFEHO
Web/~X —= 0)[Settings] > [Security Configuration] > [Trust List] CITLZ TS H, HILLW I 7—
LAVITEETLUTVWSBEMD) SEEE hiDeviceTLINfo7 7—ATEBRTEE T,

T7—ALADITN—=23904N)ABERTIDIEEALEDEFE M TIE, DeviceTLInfo7 5 —A%
AL T, ITLOSHAT/\Y 2 A A CUCMICEREENET, EFEN SEFET A LBERE. RTMTO
Event Viewer - Application LogTRRTCE X T, £/, ITLRecoveryL> M) ZETHREDITLY
AVARM=LENTVBVEFRERERTDEDICEENFEARATHTFTPH—NDITLNY S 1&E
ZHBELET,



5

. CSCun18578:ITL reset localkey/remotekey fails infsEND >+ 1) 7
- CSCun19112:SFTP bad authentication typeMITL reset remotekey error


https://tools.cisco.com/bugsearch/bug/CSCun18578/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCun19112/?reffering_site=dumpcr
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