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Lightweight Directory Access Protocol(LDAPS)AH ® AD Lightweight Directory Access

Protocol(LDAP)ME%E &, Active Directory(AD)YEEEANTVWE T, ChiZlk, LDAPSEIFAENE
BZFBIITCABBNEMPAZTDA VAN —IFEENET,

7 : fBDCisco Collaboration Applications: Software Advisory: Secure LDAP Mandatory
for Active Directory Connectionsicxf L T, 3EtzF 1 7LDAPHA SADANDOtEF+ 17
LDAPSIEGEEFH THLHDBFRICOVTIE, COUVIZSBEBLTLEEZL,

LDAPSAERAE DHEFEE A2 AR =)L

ATY 7 1:LDAPSREEHENADY—NIZTYZ7O—R&Ehizs

. ldp.exe¥ —=)LZFERL T,
ADHY—/NTLDAPSHAEMICHE >TVWA &R LET,

1. ADY—/NTADEEY —)L(Ldp.exe)ZREIL £ T,
2. Connection X — 1 —A 5 ConnectZZRL £ 7,

3. LDAPSH—/\O LB KX A & (FQDN)EH—/NELTABLET,
4. R—RNESELTBE36EANLET,


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
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5.RICRIRSIC, OKZVUYILET

El. Ldp - O X

‘Connection  Browse  View Options  Utilities Help

WIN-H2Q7451U39P .com
[ ] Connectionless
[w]ssL

Cancel

| Ready NUM

R—RB6TOEBHIEEICTOLIDE, RICRIKSIC, ABRAIOARA 2 ICRootDSEFHA" H B
ENET,



Connection Browse View Options Utilities Help

LOAP_OPT_PROTOCOL_VERSION, 3);
% Error 0 = idap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap LDAP_OPT_SSL,(void*)&iv});
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P .com.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:

CN=Configuration,DC= ,DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC= NC=com;
dnsHostName: WIN-H2Q74S1U39P com,
domainControllerFunctionality: 6 = ( WIN2012R. );
domainFunctionality: 6 = { WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name, CN=5Sites, CN=Configuration, DC=

m,
forestFunctionality: 6 = ( WIN2012R2 );
highestCommittedUSN: S00892;
isGlobalCatalogReady: TRUE;

v imahrani=ad: THHIC-

RICRTELSIC, R—PF3269ICH LT DOFIEZZEVIELE T,



£ Ldp - disconnected 2
(_:annectinn Browse View Options Utilities Help

UPDATE_STATS ); 1.2.840.113556.1.4.2204 = ( N
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( |
SEARCH_HINTS ); 1.2.840.113556.1.4.2211 = (
EXPECTED_ENTRY_COUNT ); 1.2.840.113556.1.4.2239 =

( POLICY_HINTS ); 1.2.840.113556.1.4.2255;

3269

supportedSASLMechanisms (4): GSSAPL GSS-SPNEGO;
EXTERNAL; DIGEST-MDS;

0x0 = Idap_unbind(id);
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Connection Browse View Options Utilities Help

d = idap_sslint("WIN-H2Q7451U38P .com”, 636, 1), A
Error 0 = ldap_set_option(hLdap,
LDAP_OPT_PROTOCOL_VERSION, 3),

Error 0 = ldap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void*)&lv);
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P - LCom.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:
CN=Configuration,DC=network218 DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC=network218,DC=com;
dnsHostName: WIN-H2Q7431U39P _ - .com;
domainCaontrollerFunctlionality: 6 = ( WIN2012R2 );
domainFunctionalty: 6 = ( WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-
H2Q7451U39P,CN=Servers,CN=Default-First-Site-
Name,CN=Sites, CN=Configuration,DC= ,DC=co
m;
forestFunctionality: 6 = ( WIN2012R2 );
; hichestCommittedlISN° 500892
Ready NUM

ATY 7 2 LDAPSH—NIIBEN—HTHB I —NIAESEFBEEAEEHIMBL, Chs*®
tomcat-trustsEBiE & L TECUCMB K VIMPINT U Y S v J—RIZALAAR=)LL,
CallManager-trust& L TCUCMN 7 U Y S ¥ IZA VAR =)ILLET,

LDAPSH —/\ZEBA Z <hostname>.<Domain>.cer® —ZfTH 3 ) — NIBAZE L D BEAEE R IC T
L%,

| & [ =1 cent - O x
File Home Share View e
« v » LDAPS » cert v | O £ Searchc...
L Narme Date modified Type Size
3 Quick access .
= =l CERTCA2012-CA.cer 3/27/2020 8:57 AM Security Certificate 2KB
| Documents — ; - . -
& NIN-H2Q7451U39P-CA. «com.cer 3/27/2020 8:55 AM Security Certificate 2KB
¥ Downloads WIN-H2Q7451U39P .com.cer 3/27/2020 8:56 AM Security Certificate IKB

[&=| Pictures o+

cert

CUCM/N7 1) v < ¥ MCisco Unified OS Administration > Security > Certificate Management(_ %
BLET, JL— N(root)Ztomcat-trust ( K255 ) $ LU CallManager-trust ( HZZS8R ) &L T
T7YyZ7AO—RLETD,



@ Upload Certificate/Certificate chain - Mozilla Firefox 0

© & bttps://10.201.218.163/cmplatform/certificateUpload.do s se N D ® @

ogin @' Signintoyouraccount [ Current [ Training

Upload Certificate/Certificate chain

53 upoad [T Close Navigation [ Go |

admin Search Documentation About Logout

-Status

@ Wwarning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

-Upload Certificate/Certificate chain I
Certificate Purpose™® | tomcat-trust v
Description(friendly name) | |
Upload File No file selected.
|
Upload Close @ File Upload
@ A indicates rege &« v A » This PC » Desktop » LDAPS » cert v & Search cert
Organize = Mew folder G== =
B Desktop ol Mame Date modified Type Size
< | LDAPS | ~CERTCAZ012-CA.cer 3/27/2020 8:57 AM it b & L 2KB
ToDo =] -%-qumluzgp- CAnet..  3/27/2020 8:55 AM Security Certificate 2KB
& Cisco ‘—_n] WIN-H2Q745103%P com.cer 372712020 8:56 AM Security Certificate KB

intermediate % tomcat-trust ( RIZ 28 ) $ & U'CallManager-trust ( RZ2S8R ) & LTF7 Y 70—
RUET,

; O & https://10.201.218.163/cmplatform/certificateUpload.do Ll = we I ﬁ IO M ® =

r
Upload Certificate/Certificate chain " login BT Signintoyouraccount [ Current £ Training 2

5% Upioad @ Close [EWEE] Cisco Unified OS Administration | Go
admin Search Documentation About Logout
—Status
@ Success: Certificate Uploaded
@ Restart Cisco Tomcat Service using the CLI "utils service restart Cisco Tomcat”.
| 1f| @ File Upload *
the
| T » ThisPC » Desktop > LDAPS » cert v O o Search cert
| FUpload
|
i Certifi  Organize = New folder = M @
| Descrip [ Desktop L) Name Date modified Type Size
Upload
- LDAPS =] -CERTCA2012-CA.cer 3/27/2020 8:57 AM Security Certificate 2K8
5 ToDO = IN-H2Q74S1U39P-CA.net...  3/27/2020 8:55 AM Security Certificate 2K
Bals & cives Gl win-r20748 u3ep com.cer  3/27/2020 8:56 AM Security Certificate 3KB
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tomcath —EAZBRETDICE, §/—ROCLIEYS 3 E@EE, RICRTLDICOATUR
utils service restart Cisco TomcatZ 2T T2 HENH V) ET,

AF Y7 4:CUCM/NT )Y ¥ MCisco Unified Serviceability > Tools > Control Center - Feature

Serwces@l“ﬁk@?ﬂ L. Cisco DirSynctf —EAN TV T 1 7 THEBEENATWVWSD L ZHERL (K
SR), ChHPFERAENTVEEHEEEFER ./ — RTCisco CTIManagery —ERXAZBEEBLET

( IZIE SR ),

il Cisco Unified Serviceabilitv LEMREUERY Cizeo Unified Serviceability

cisco For Cisco Unified Communications Solutions

&larm v Trace ~ Tools v Gomp v Colome v Help v

ontrol Center - Feature Services CEEELRLERY Service Activation I Go I

Start (@ Stop [y Restart @ Refresh Page

Status:
(Dready

Select Server
Server” | cucmpub218 .com--CUCM Voice/Video /|| Go

Performance and Monitoring Services

Service Name Status: Activation Status Start Time Up Time
Cisco Serviceability Reporter Started Activated Fri Nov & 09:30:34 2019 1465 days 00:27:49
Cisco CallManager SNMP Service Started Activated Fri Nov & 09:30:36 2019 146 days 00:27:47

Directory Services
Service Name Status: Activation Status Start Time Up Timea
O] Cisco DirSyne Started Activated Waed Mar 25 12:17:13 2020 7 days 22:41:10

¥ 1FLDAPFAL I N DERE
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CUCM Administration > System > LDAP DirectoryDJEIZBE L £ 9. LDAPH—/\EHRD
LDAPSH—/NOFQDNE ZEIPF7 RLAZAILFT, BRICRTELSIC, LDAPSR—KhEL T
636ZIEEL T, Use TLSORY VAICF IV IN—D&2FITET,

uliliy  Cisco Unified CM Administration
cisco

Cisco Unifisd CM Administraticn .| Go |
= i Aba

For Cisco Unified Communications Solutions il in Sea bat Logout

System v Cal Routing »  Media B - Features * Device - User T Buk ¥  Help v

LDAP Directory Related Links: | Go |
() sove I oete [ conr Py PerfomFursynchiow i Acdew

rGroup Information ~
User Rank™® 1-Default User Rank v]

Access Contred Groups
Add to Access Control Group
Remowve from Access Control Group

Feature Group Tempiate [ < Mone > |
Warning: If no template is selected, the new line features below will not be active,

Apply mask to synced telephene numbers to create a new line for inserbed users
Mask

Assign new line from the pool list if ane was not created based on a synced LDAP telephone number
Crder M Pool Start oM Pool End

Add DN Poal

FLDAR Server Inf
Host Mamae or IP Address for Server® LDAP Port* UseTLS
[win-nzgresiuase .com jls2s | H




¥ 774 NTR. LDAPH— /BB TREE nTLB/5—2 3210.52)SU28 £ O
9.1(2)SU3MHFQDNA'REBIE M Common NamelClES L TF I v V& h iz, FQRDNOK
DYIZIPT RLANERE N TVWSEEE. Y > Rutils Idap config ipaddrZ 317 L T
FQDNA' SCNADQKRIINER ZEFIELE T,

ATY7 2. LDAPSOREEEZTTITHICIE,. RIZRTKSIC, Perform Full Sync Now% &
vy OL&ET,
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AT Y 7 3 : CUCM Administration > User Management > End User® JEICEE L., RICRT LD
LIV RI-—YHFFETDEEZEIAELET,

aliil,  Cisco Unified CM Administration
CI5€0  gur Cisco Unified Communications Solutions

System » CalRouting * Media Resources v  Advancad Features v  Device w w  User * Buk * Hep =

Find and List Users

:%mm %mn ‘%mrm %mw

@ 3 records found

User  (1-30f3) Rows per Pagels0 .|
Find User where | First name | begins with Find || Clear Filter | =h| =

O UserID* Maating Hurmbar First Hame Last Name Dapartmant Diractary URT Usar Status Usar Rank

| gstacy 2183 Gwen Stacy gstacy @ OO Active Enabled LDAP Synchronized Usar 1

O hosborn 2182 Harry Csborn hesborn@ £am Active Enabled LDAP Synchronized User 1

| pRarker 2181 Pater Parker pparkerd: “com Active Enabled LDAF Synchrenized User 1

ATY 7T 4 A—HYOTANFRBILECEZER TS HIC, comuserRK— (https://<ip
address of cucm pub>/ccmuser)ICBEL £,

CUCM/N—23212.0.1MDccmuserR—Z XD KR DICEV) ET,

Cisco Unihed Communications

Self Care Portal

RICRTRSIC, I—HFRLDAPVL T Y IIOANRICERICOJA >V TEEXT,



aluatli,
cisco

Unified Communications Self Care Portal

Gwen Stacy v Skip to Content

Phones Voicemail IM & Availability General Settings Downleads

My Phones

Pheone Settings

Company Phones

These are the phones prowded to you by your company. You may set personal preferences for these in Phone Settings

|

Cisco 8865
2183

Call Forwarding

t % 1 7LDAPEREINEEE

R— B 3269TNDADNDLDAPS TLSE#HZFA TS -HIZ, CUCM LDAPFIREZREL £ T

CUCM Administration > System > LDAP AuthenticationD B8 L £9, LDAPH—/\EHD
LDAPSH—/NOFQDNZAHNLET, RICRTKSIC, LDAPSR—KNE L T3269%EEL T
Use TLSORY JAICF IV II—V&NFTET,

aliili,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

Cisco Unified CM Administration m

admin Search Dacumentatic Abaut

System » CalRouting v  Media Resources v  Advanced Fealures » Davica v w  User v Buk * Hep v
LDAP Authentication
i sove

@ Update suceessful

— LDAP h ation for End Users

Fluse Loap authentication for End Users
LDAP Manager Distinguished Name"|

.com |
LDAP Password ® [ssenes rrarns . |
Canfirm Passwaord* [assnes esenn . ]
LD@F User Search Base™ ||.-n =users, de= de=com ]
-~ LDAP Server Information
Host Name or IP Address for Server* LDAP Port®  Use TLS
WIN-H2Q7451U35° com |[2es | ®M

Add Ancther Redundant LDAP Server |
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wlli  Cisco Unified CM Administration (NPT Cisco Unified CM Administration "
€150 Eor Cisco Unified Communications Solutions

admin Search Documentation About Logout
System ~ Cal Routing =  Media Resources v  Advanced Features ~  Device ~

ppbcation = User M, * Buk - Help v
UC Service Configuration LEEICE DTS Back To Find/List « | Go
LJ Save x Delate [[_"] Copy r-:} Reset 7 Apply Config ;:L:: Add New
r Status

@ Update successful

rUC Service Informati

UC Sarvice Typa: Diractory

Product Type® Directory

Name™® Secure Directory

Description

Host Name/IP Address™ [win-H2Q7a5103%F om
Port 535

Protacel [TLs

Save Deleta Copy Reset | | J}E]m._' Config Add New
L,

@ *. indicates required item.
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