PPP /NAD— REEREZ’O R )L ( PAP ) ORRE
ERNZTAND21—F42T

&

BE
[FIE7 o San
2%
FHTRAR—F b
;/ECE
E=FHH
B 75 [6) FREE & N5 [E1 52
BEEIANR
ppp authentication pap [callin]
username <username> password <password>
PPP pap sent-username <username> password <password>
REH
REA(IFAT ) DEFE
ZEQM(H—/V) OFE
FNYIHAD
B35 [E PAP REINRB L EBEORER (VAT M) OFNY T
B H[E PAP BREIN R L EZBEOEERA (H—/N) oFNv T
PAPD KRS TN a—F142T
AAAFREZORNIILELTPAPICEEZEL TV AW
PAP ZREIN AHT B
B9 R

Bz

Point-to-Point Protocol ( PPP ) RBRE 2 BEORIAZ7ARNILZHR—KNLTVET, NAD—
I\ SEE7'0 )L ( PAP ) & & U Challenge Handshake #2i8E7’0 N JJ)L (CHAP ) T9, _hsS

WAEZ7ORINLEFELESE RFC 1334 THRHEETNTHY), AHSRTFERBPAZ2—TI4/4 A
'C“'U‘?Jf—l\éhfb\i'd'o

-PAP &, UE—KF /= RARFAN RISV ZERALTEBOBRZRASHICTRIZD
DEMBHFEERMLET, PPP UV IBY T I—AANRTLER, I—HFBENRDT— I\‘
ODRTHFVOZBUT (VT THFANT ) BUBRLEGENET, Chik, FBEL
BEENDD, FLEREEARTIDRTHREXT,

- PAP BZ24FBA7ORNILTRBYERA, NAT—RBEUZIZBUTIOVTTFAL
TEEEh, TLANY IORFEITHRBRIIIDIWEN SREThDEREHYERA. UE—
N /—RIEK>TAOTAVHTORBERAIVITNERENET,



(PAP £7=1& CHAP # AL )PPPRIND RSN 1—F 425D\ Tk, PPP REE7
I—RXERNZTN21—F420032-DNEZE> ERBENBZ7O—Fvy—KTHD TRhTT
> 31—F 47 : PPP (CHAP &/:3 PAP) BBFFs ZBML T L&\, IXTOPPP 7T
—X (LCP, 85, NCP ) D RS 7N 1—F 4252\ T, IXTOEEPPP 71 —X
c‘:ijt/l—‘/ﬂ VENBNTA—BRILEITBIEZE> NS TN —FT 4T OBENET
O—F+¥—KTHD "PPPORT TN 1 —FT 4200 JO0—F¥—has ORFIXNESEL
TLEEL,

BIRSR M
B4

CORFIXANIBEDODEHEHEEA,

FRTAIR—F> b

CORFIXRNOABRRK, BEDVYTZRIITRN=—RIITON-T32VICREEHDED
TRHNEEA

RECE
K+ 1XY NREORMER. "YRIFIZHL T4 YT AORER EBBLTLEE,
BEREHA

CHAP TRI—4 NAD—RAEHREZBU TEABEET BV, PAP R EXRETHDIERL
ENTVWET, CHAP ICDOWT Ok, TPPP CHAP SRETMHFAL BRE, #SBL TS LTV

o

ZE2RFATORILTRBEVECENADS T, RORKETIE PAP 'ERAENDEENHYET

cODTATURNTTIT—=23 0 ORBEBAVAR—I)L R—AT, CHAP #'HR—Kh&EhT
WaEWES

- CHAP ORERENINR A —BTERRY, BEREABWVES

CDE-—NKRANTOTA2ZZIAL—RNTREDHIC, TL—2TFANDNRAD—RA
BERIBE

B 5 mERRE & 5 [ RRRE

BREAEDRIARA T ERAKIC, PAP IR A MR E EFMFRLEZ Y R—NLERT, BHEFER
Tk, - Z2ZEITBM (NAS) DHIHFVE—N YA R (IFAT M) ZRBALEXT. U
TN IZATMNEY—NZERELEX R A,

MAEEERIETIE, &4 RAEEIC Authenticate-Request ( AUTH-REQ ) ZA{E L
Authenticate-Acknowledge ( AUTH-ACK ) & 7z I Authenticate-Not Acknowledged ( AUTH-
NAK) Z2Z{ELET, ZNnid debug ppp authentication AV REFERAL THERTEXT, 77
ATRTO, cOTFNYTOHZRIZRZLET,
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*Mar 6 19:18:53.322: BRO:1 PAP: O AUTH-REQ id 7 |len 18 from " PAPUSER'

! --- Outgoing PAP AUTH-REQ. We are sending out our username (PAPUSER)and password ! --- to the
NAS. The NAS will verify that the username/password is correct. *Mar 6 19:18:53.441: BRO: 1 PAP:
I AUTH-ACK id 7 Len 5
! —-—-- Incoming AUTH-ACK. ! --- The NAS verified the username and password and responded with an
AUTH-ACK. ! --- One-way authentication is complete at this point. *Mar 6 19:18:53.445: BRO:1
PAP: I AUTH-REQ id 1 Len 14 from "NAS"

! --- Incoming AUTH-REQ from the NAS. This means we now verify the identity of the NAS. *Mar 6
19: 18:53.453: BRO: 1 PAP: Authenticating peer NAS
! ——— Performing a lookup for the username (NAS) and password. *Mar 6 19:18:53.457: BRO:1 PAP: O
AUTH-ACK id 1 Len 5
! —-—-- Outgoing AUTH-ACK. ! --- We have verified the username/password of the NAS and responded
with an AUTH-ACK. ! --- Two-way authentication is complete.

LROFNY THATR, RS RAFEATL 2. BABARAIRESATVRBEERE. TNV T
DHEAD 2TOHNRRENET,

REIY R

BEDOPAPRRIEICE., RICART 3 DOONY RAMBETT,

ppp authentication pap [callin]

ppp authentication pap AV RABREEhTVWBIL—X T, PAPZFEALTHFA (ET
) DERBIERERPELET, >FY., BFA(ET7 ) FEFEOLHICO—HIL FNALARICHLT
BEOI1—HEBINAT—RERTRIDHBEN HYET,

callin 77> 3 > Z1EEL =154 . ppp authentication pap callin Y > RAFREEThTVSIL—4Z
TR, BEI-)IKOAMEFAUZRELET. REIA-IINOFESEHEFAZFALELA, 2F
W, A=) ZzRBITDIN—XEHEFA,SOFEIAMER (AUTH-REQ ) ZHEELFEFE A

ROFREE, calin 77232 Z2EDHRICRETNELWVWAZRLTVERT,

RBRERAT |OF4F> S (REM) |NAS (EEH)
LYo Ppp authentication pap zthentication
callin
pap
pPpPpP
7 [ ppp authentication pap authentication
pap

username <username> password <password>

Chig, PPPEFZERITHLHICO—AIL L—2THEAE B 1I—FEENRAT—RKTY, E
THBEDOPAP A—HHENATD—RZEEFELTLKDE, O—AL IIL—2FZFOI—FEEN
X'j_|\7'J‘D_W)LL:EQEénrb\éb‘tab‘{ffl‘y7[/353'° —ﬁj—nu\ ET’H%EE&*L
£

3 : PAPQusername N > RO#EEL. CHAPOMEEE TRV E T, CHAP TR, CO1—%
BENAD—RZFEALUTERIEPERADISENERENETH., PAPEChEBEI—YSR
ENAD—ROBIMZHERIDLEOEFICERALET,



BREAFZRATE., COONY REEGAL—ZFICOKMBETT, NA@MBALTRK., cOIXUR
FHAOAICHETT,

PPP pap sent-username <username> password <password>

BE PAPRREIZBEMICLET, O—AHJ JL—Z T ppp pap sent-username V> RTEEZ
NE1—YRENAD—REKRY, UE—=N FRNLMACHLTESEZRBIALET. HFADIIL—
2 Tlk, LFED username ONX > RZFEAL T, CORUI—FE/NATD—RFFEENLTVS
DENFHYVET,

BRafilzEALTVWAEE, COONY REI-ILZRBITIIIL—RIZOKXDBETT, XNF
AT, COONY REARICERETIHLEN BV ET,

s 1 Bl

ROBEOEI>3>TR, BAAFKREAS FUATHER PAP OX Y RZRLTVET,

X . BMBROBETZEIIIVOINERRENET,

REQA (VFATFD ) DRRE

interface BRI O

! ——- BRI interface for the dialout. ip address negoti ated encapsulation ppp

! —-—- Use PPP encapsulation. This command is a required for PAP. dialer string 3785555 class 56k
! ——- Number to dial for the outgoing connection. dialer-group 1 isdn switch-type basic-ni isdn
spidl 51299611110101 9961111 i sdn spi d2 51299622220101 9962222 ppp authentication pap callin

! --- Use PAP authentication for incoming calls. ! --- The callin keyword has made this a one-
way authentication scenario. ! --- This router (client) will not request that the peer (server)
authenticate ! --- itself back to the client. ppp pap sent-username PAPUSER password 7

! ——-- Permit outbound authentication of this router (client) to the peer. ! --- Send a PAP AUTH-
REQ packet to the peer with the username PAPUSER and password. ! --- The peer must have the
username PAPUSER and password configured on it.

ZERA (Y—/V) ORE

user nane PAPUSER password O cisco

! --- Username PAPUSER is the same as the one sent by the client. ! --- Upon receiving the AUTH-
REQ packet from the client, we will verify that the ! --- username and password match the one
configured here. interface Serial 0:23 ! --- This is the D-channel for the PRI on the access

server receiving the call. ip unnunbered EthernetO no ip directed-broadcast encapsulation ppp

! --- Use PPP encapsulation. This command is a required for PAP. dialer-group 1 isdn switch-type
primary-ni isdn incom ng-voice nodem peer default ip address pool default fair-queue 64 256 0
ppp authentication pap

! --- Use PAP authentication for incoming calls. ! --- This router (server) will request that
the peer authenticate itself to us. ! --- Note: the callin option is not used as this router is
not initiating the call.

TNV T D




PPP PAP BENOF/\Y U &1T75 IC1&. debug ppp negotiation 1< > K & debug ppp
authentication ANV RZFEALET, XD 2 2OKUTFEL TS EEL,

1 I_"Lm_TﬂlJ/J‘w.,\nEJ'v"tt LTPAPIC—ELTWVWBH,
gkl/'Z'b\ib éﬁ:ﬂ\ ID/\F’nu»deT}3Zlb'3'%b7T

c_hbd)gla‘i(n_IEl/<IEIK?%)F%L’J\,\'CH ROTFNYTaSsBLTLSEEW, £/, PPP
RIABENDEBDPPP 7I—XICH IR FEY i’éIT/\“J'7??@3‘/\'(&55@3‘65"*@5%%[
DWW Tk, Fdebug ppp negotiation DHEAIC DOV Ty ESHBLTLKEETV, CORFIXIRNE
PPPEROSI—2 3> nkBMERZTIERP<SHMIZINDICKRISEET, (PAP F£/-l& CHAP
EERALE)PPPRIEDOKNZ I 1—FT 420 JIC2\WTIE, PPPRIAZ7I—X%E2RNZ T2
—TAVITREHONIEEZE ERBENET7O—Fr—hTHD ThSTN a1 —F1425

: PPP ( CHAP F /& PAP ) §85ifa ZZBLTLKEE L,

BH[m PAP BRI R L EBESOREBRU (VFAFT N TNV YT

maui - soho- 01#show debug
PPP:

PPP aut henti cati on debugging is on

PPP protocol negotiation debugging is on
maui - soho- 01#pi ng 172. 22. 53. 144

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.22.53.144, tinmeout is 2 seconds:

*Mar 6 21:33:26.412: % NK-3-UPDOMN: Interface BRIO:1, changed state to up

*Mar 6 21:33:26.432: BRO:1 PPP: Treating connection as a call out

*Mar 6 21:33:26.436: BRO:1 PPP: Phase is ESTABLI SHI NG Active Open [0 sess, 0 | oad]
*Mar 6 21:33:26.440: BRO:1 PPP: No remote authentication for call-out

! -——- The client will not authenticate the server for an outgoing call. ! --- Remember this is a
one-way authentication example. *Mar 6 21:33:26.444: BRO:1 LCP: o CONFREQ [Closed] id 82 Len 10
*Mar 6 21:33:26.448: BRO:1 LCP: Magi cNunber O0x2F1A7C63 (0x05062F1A7C63)

! ——— Qutgoing CONFREQ (CONFigure-REQuest). ! --- Notice that we do not specify an
authentication method, ! --- since only the peer will authenticate us. *Mar 6 21:33:26.475

BRO: 1 LCP: I CONFREQ [ REQsent] id 13 Len 14

*Mar 6 21:33:26.479: BRO:1 LCP: AuthProto PAP (0x0304C023)

! ——— Incoming LCP CONFREQ (Configure-Request) indicating that ! --- the peer(server) wishes to
use PAP. *Mar 6 21:33:26.483: BR0:1 LCP: Magi cNunmber Ox3DBEE95B ( 0x05063DBEE95B) *Mar 6
21:33:26.491: BRO:1 LCP: O CONFACK [ REQsent] id 13 Len 14

*Mar 6 21:33:26.495: BRO:1 LCP: AuthProto PAP (0x0304C023)

! ——— This shows the outgoing LCP CONFACK (CONFigure-ACKnowledge) indicating that ! --- the
client can do PAP. *Mar 6 21:33:26.499: BRO:1 LCP: Magi cNunber Ox3DBEE95B (0x05063DBEE95B)

6 21:33:26.511: BRO:1 LCP: | CONFACK [ACKsent] id 82 Len 10 *Mar 6 21:33:26.515: BRO:1 LCP

Magi cNunber O0x2F1A7C63 (0x05062F1. A7C63) *Mar 6 21:33:26.519: BRO:1 LCP: State is Open

! ——- This shows LCP negotiation is complete. *Mar 6 21:33:26.523: BRO:1 PPP. Phase is
AUTHENTICATING, by the peer [0 sess, 0 | oad]

! ——- The PAP authentication (by the peer) begins. *Mar 6 21:33:26.531: BRO:1 PAP: O AUTH-REQ id
20 Len 18 from " PAPUSER'

! ——- The client sends out a PAP AUTH-REQ with username PAPUSER. ! --- This username 1s
configured with the ppp pap sent-username command. *Mar 6 21:33:26.555: BR0O:1 PAP: I AUTH-ACK id
20 Len 5
! ——— The Peer responds with a PPP AUTH-ACK, indicating that ! --- it has successfully
authenticated the client.

B mE PAP BRI L EBSOBER (Y—/N) OF/NY T

maui - nas- 06#show debug
PPP:
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PPP aut henti cati on debugging is on

PPP protocol negotiation debugging is on
nmaui - nas- 06#
*Jan 3 14:07:57.872: %. NK-3-UPDOMN: I nterface Serial 0:4, changed state to up
*Jan 3 14:07:57.876: Se0:4 PPP. Treating connection as a callin
! -——-- Since the connection 1is incoming, we will authenticate the client. *Jan 3 14:07:57.876
Se0: 4 PPP: Phase is ESTABLI SH NG Passive Open *Jan 3 14:07:57.876: Se0:4 LCP: State is Listen
*Jan 3 14:07:58.120: Se0:4 LCP: | CONFREQ [Listen] id 83 Len 10 *Jan 3 14:07:58.120: Se0:4 LCP:
Magi cNunber 0x2F319828 (0x05062F319828) *Jan 3 14:07:58.124: Se0:4 LCP: O CONFREQ [Listen] id 13
Len 14
*Jan 3 14:07:58.124: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- Outgoing CONFREQ (Configure-Request) ! --- use PAP for the peer authentication. *Jan 3
14: 07: 58.124: Se0: 4 LCP: Magi cNunber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan 3 14:07:58.124: Se0:4 LCP:
O CONFACK [Listen] id 83 Len 10 *Jan 3 14:07:58.124: Se0:4 LCP: Magi cNunmber 0x2F319828
(0x05062F319828) *Jan 3 14:07:58.172: Se0:4 LCP: I CONFACK [ ACKsent] id 13 Len 14
*Jan 3 14:07:58.172: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- This shows the incoming LCP CONFACK (Configure-Acknowledge) indicating that ! --- the
client can do PAP. *Jan 3 14:07:58.172: Se0:4 LCP: Magi cNunber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan
3 14:07:58.172: Se0:4 LCP: State is Open *Jan 3 14:07:58.172: Se0:4 PPP. Phase is
AUTHENTICATING, by this end
! -—-- The PAP authentication (by this side) begins. *Jan 3 14:07:58.204: Se0:4 PAP. I AUTH-REQ
id 21 Len 18 from "PAPUSER"
! ——-- Incoming AUTH-REQ from the peer. This means we must now verify ! --- the identity of the
peer. *Jan 3 14:07:58.204: Se0:4 PPP: Phase is FORWARDI NG *Jan 3 14:07:58.204: Se0:4 PPP: Phase
i's AUTHENTI CATI NG *Jan 3 14:07:58.204: Se0:4 PAP: Authenticating peer PAPUSER
! ——- Performing a lookup for the username (PAPUSER) and password. *Jan 3 14:07:58.208: Se0:4
PAP. O AUTH ACK id 21 Len 5 ! --- This shows the outgoing AUTH-ACK. ! --- We have verified the
username and password and responded with an AUTH-ACK. ! --- One-way authentication is complete.

PAP DS TNa—F14>2Y

PAP DRSNS 1—F4200%F75&@F. "FNAYIHED OEBEICHZODERLUEBICE
x99,

1 MAIAFREESRXE LT PAP IC—ELTWVWD A,

—HLTVWBIEE. PAP RN KT S A,
umpﬁruCWWEﬁmbf)Wwwﬁwh77w/1 F 4D\ TIk, PPP REE7
I—RXERNZTN21—F 420032 -D0IEZED RBENBZ7O—Fvy—KTHB TRFT
L1 —F 4% . PPP (CHAP i (d PAP ) 585y 23 BL T &L,

WMAANZREZ7O0RIILELUTPAPICEREL TV

BREICE?2TIE, PAPZFERATZICELM I HLST, MAORINRIEZONIILELTPAP IC—
BET, ROYICCHAP IL—BT2HENHYVET, COXSBEBEONS TN 1—F1>
TEITDIICE. ROATYTICRHRVET,

1. A=) ZZELTVBIIL—RICROBIAIN ROVWT L FBREE N TVWD & ZHIBL
£9,

ppp authentication pap
or

ppp authentication pap chap
or

ppp authentication chap pap

2. J—)L%EREL TWVWSI)L—ZI(C ppp authentication pap callin AY > RAFREEhTWS &
ERBLET,
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) g ]

3. HEMAIIZIY > R ppp pap sent-username username password password A'IEL < EZEE N
TWBCeZz®ABLET, I—HRENAT—REZFEAIL—ZRICEEEATVWEIEDE —
BI23HENHYET,

4. BEAIIL—RDA 2 R2—T I A4 AREET—RTIT > KR ppp chap refuse ZE&EL £,
Cisco =Rk, F7AIIBMTREBIEZ7ORNIILNE LT CHAP 2Z2 T ANE T, V54T
RAPAP ZHLELTVWABEOND, FOEA Y —/N\TPAP & CHAP A" EE55(FETTED
( ppp authentication chap pap A8 E=hTWVWS ) RN Tk, ppp chap refuse N> K%
FALT, 9547 MNCEBREZO0M L E L THEINIIC PAP ZZ2 T ANEBDCEHNT
EET,

maui - soho- 01( confi g) #interface BRI 0
maui - soho-01(config-if)#ppp chap refuse

PAP BBEEH £ T3

AAIASEEZ7ORIILELTPAP ICEAELTVBICENM M DS T PAP G KB TREE. &
EAREEI BV I—YEB/INAT—ROMBETTT,

1. RERIZ N> K ppp pap sent-username username password password ¥ IEL < BEE h
TVWBCLEZRBBELET, I HREENAD—REZFEAIL—-ZCREEATVDIENDE—
BIBDBEHNFHYVET,

2. XA EERADHZEEIE. ZEMICIN > K ppp pap sent-username username password
password XIEELSBRESHTVD L EBBLET, I—YEEL/N\XAT—REREA/L—
RICRESATVREDE —HIDIUEN S FET. REMAFLZT>TVWRHEIC, ZE
fl)L—Z(CX > R ppp pap sent-username username password password XS @EEhTH
5T, BEPOPPPIUTATFT UMY —NCUE—RNTORAZERLEDELEEEZR
. debug ppp negotiation ( % /=& debug ppp authentication ) DHHICRDKS ICRREh
=9,

*Jan 3 16:47:20.259: Se0:1 PAP: Failed request for PAP credentials. Usernane nmaui-nas-06
COIS— AV E—IRBELOMBEERTENT, RDFLELFIUTIBRERRY
FtEA

3.3.A—HBENAT—RAH, EF LOIN > Rppp pap sent-username username password
passwordCERREZNTVBENDE —HIBD L EZRBELET, —BLEVBERE., XX
YE—IHFRRENKT,
*Jan 3 17:18:57.559: Se0:3 PAP: | AUTHREQ id 25 Len 18 from "PAPUSER'
*Jan 3 17:18:57.559: Se0:3 PPP: Phase is FORWARDI NG
*Jan 3 17:18:57.559: Se0:3 PPP: Phase is AUTHENTI CATI NG
*Jan 3 17:18:57.559: Se0:3 PAP: Authenticating peer PAPUSER
*Jan 3 17:18:57.559: Se0:3 PAP: O AUTH-NAK id 25 Len 32 nmsg is
"Password validation failure"
! ——— This is an outgoing AUTH-NAK. This means that the mismatch occurred ! --- on this
router. Verify that the username and password configured locally is ! --- identical to that
on the peer.

BEE 1T ¥R

. BEOBRE

+PPPOBSTNDA—=F 42T 70—F¥—b

.PPP (CHAP £7:i3 PAP ) BBETICBETA RSN a—F 1424
. debuq ppp negotiation DHHICcD2WT
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. ppp chap hostname & & T¥ ppp authentication chap callin AY > R&E{#H L i PPP BRE
CBALAVYLTY 7T . BEE L HA
- TOZHI YR—BhE RF 21 XN - Cisco Systems
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