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« LAP® XU Cisco WLCDEETE
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CORFIXVNOBEHRIFE., ROVIRNIITEN—RIITON—TIVICETOVTVET,
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« Cisco 1230AG >!'J—X LAP

« J7—LYIIT 4ANBETS 802.11ablg DIA VLA IVSATYRNOTETR
« Aironet Desktop Utility (ADU ) /N\—>3 2/ 4.4

CORFIXVNOREHRE. REDFARRELCHZITNARACETVWTERENELZ, DR
FAXKTEATDIIXNTOTFNAAGR, JUTBE(T7FIN ) RETHERZRKLTLE
T BHEEBPORY ND—OTR, FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EEL,

REDA

RCEOFHFMBIIOVWTR, TR TFTIZAIN T4V TAOREEs 25RLTSEEL,
BRuH

CHORFIXRNTIEE, T4 VYLALANOY FO—F(WLC)TMAC7 1 LR ZRET D HEICD
WT, BEGAEFEALTHRALET, CORFIXYRNTRE. AAA H—/NIZH L T Lightweight
TOBEBARAUKN (LAP) ZRRBAITHHEICOVWTHBALET,

WLC TO MAC 7 RLA 7 4J)LZ ( MAC F33LE )

WLC TMACT7RLARA 74N E2%2ERTDE, FALTWDRIOZAT7RO MACT7 RLAICE
TVWTIA—HIZED WLAN XY RD—OADT IO AZHTELIFIERTEET,

WLC THR—KRENTWVWD MACEREEICIE., XD 2 DDRATHAHYET,
o D jJ)I/ MAC wun
« RADIUSH—/\TERE N3 MACE;

O—AJ) MAC BEETlE, 1—H D MAC 7 RLAN WLC EOF—EXR—AILRBFEENET,
MAC 74 IILEZ) T RTDIRSICEREENE WLAN ICI—YHFTIVEALEDETDRE, 95
AT7>ROMAC 7 RLAANWLC LoO—H) F—EXR—ATHREEh, FBIAICKIIL £5HE
&, WLANAND T VAN FAENET,
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O—H) F—EXR—AZBRIHEE. CLIASROOAXY REFEALET,
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F—BZR—AN RADIUS H—NICRBEENZBE. WLC KR ISA T RNERIETREHIC
RADIUS H—NIZOVZAT7 RO MAC 7 RLAZEELET, TOHR., RADIUSH—NEFEBEE
DTF—ER—AICETVTMACTRLAZBELET, 94T MREAICKITRE, 75
AT72RMNIHUTWLANADT VAN FATENET, MACT7 RLAFIAEZHR—KTS
RADIUS H—/\ThhiF, FEOH—NZFEATEET,
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WLCTHO—NIMACFRREZRRET D ICIE, ROFIEZRTLET,
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2292472 ROMAC T RLAZFEALE WLC TOO—HI F—EX—ADEE.
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A
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1. WLAN ZEK TR =HIC, I NO—F0O GUI T[WLANs] 2O UY OLET,

[WLANS] 74 2 ROFRRENET, COVA2RIICEF. AV NO—-ZIER/EE QT
% WLAN D—EBFRRENET,

2LV WLAN Z5RET B O [New] 20 U Y I L KT,
CDOBFITIE, WLAN I MAC-WLAN EZRIZNTTEHY), WLANID & 1T,

WLANS > New

Type L WLAN v

Profile Name [MAC-WLARN

SSID WacwN

ID 11 s

WLANDEREMACT 1 LR YU > DB
3.[APPLY] Z0 VY OL&ET,

4. WLANs > Edit7 1> RJT, WLANICEBDODNZX—XZE&RXLET,

WLANSs » Edit

. General | Security | QoS | Advanced

]
B |
| IR i
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Layer 2 Security £ NDnE o~

[“]MAC Filtering

NTX—ZDESH

a. Security > Layer 2 > Layer 2 Security Policies® T T, MAC FilteringF I VY J7RY U A
CFIVIR—DVENFTET,

ChiZ&t), WLAN IZXL T MAC SBEEAN BRI V) £T,

b. General > Interface nameT. WLANA' Y YE> J&EhTWV\WB A 2—T7 I 4 A%ER
LET,




CDHITIE, WLAN ZBEBA 2V X—T I/ AIIYE I LTVET,
c. WLAN ORSTEH#HICHUT, TOMONTX—2EBIRLET,
d.[APPLY] 22 UYL %Y,

WELANS = Edit

- General | Security | QoS | Advanced |
Frofile Mame M= EAR
Type LA
==Ib M= LA R
status Enabled
Security Policies MALC Filtering

(Modifications done under security tab will appear after applving th

Radio Palicy .ﬁ.II - v
Interface _management ¥ |
Broadcast 5510 Enabled

AR —TIAAIIIVYETENIEWLAN

R, 94T ROMACT RLAZEALTWLC EOO—H) F—ER—AZHRELXT

o

WLC THAAFIVIOAR—TIAA ( VLAN) BEREITHHEEICOVTIE., TEE LAN I
RO—3T®O VLAN Q& EH| ( VLANs on Wireless LAN Controllers Configuration Example ) 4 %
SHRLTLSEZY,

D74T72ROMAC T RLAZEARL ] WLC TOO—AI) F—EXR—ADFKRE

WLCTY 54 72 hOMACT RLAZEAL TO—ALF—ER—ZERET DR, ROFIE
ERFLET.

1. 1> rO—Z® GUI T [Security] 22 v L, E£flO X1 —T [MAC Filtering] 2% ')
YOLET,

MAC Filtering 7 1 > RUFRTRENET,
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MAC Filtering

(In the Radius Access Reques

RADIUS Caompatibility Mode C|5|3|:|,C|,|:5v MAC address.)
MAC Delimiter | Mo Delimiter %]
Local MAC Filters

MALC Address Profile Mame Interface Description

MAC7 4 LRV T T4 R

2. [New] Z2Uv 2L T, WLC LO—AIN F—EXR—AICMAC T RLA I RN ZERK
LET,

3. [MAC Filters] > [New] 714 > RJT, 954F7>>ROMACTRLA, Z7A77A4I)LE., &
B, 12— IAARBEAILET,

UL T—ROBIRERDEHTT,

MAC Filters » New

MAC Address 00:0b:85:7Ri47:00 |

profie eme (AL V]
e
reerface ome (mensgemert ¥

MACT RLAROO—AINT—ER—ADHERK

4. [APPLY] 220 Y L&Y,

5. T8ICBLDIZAT R 20— F—ER—-RAICEBMTDICIE,. RATYVT 2 ~ 4 %%
WIRLUET,
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RADIUSH —/N%& R L =MACEREED X E

RADIUSH—/N\TMACEREEZERET D IClE. ZOU U= EALET., CcOHITIE. RADIUS
—/Y& L T Cisco Secure ACS H—/\ZFEALTVWE T,

1. WLAN DFEEE MAC Z 4 I)LZ > T DERL

s
frit

2. 0Z4AT7 RO MAC 7 RLAZEAL Iz RADIUS ¥ —/\D3

WLAN DEEEE MAC 714 I)ILZ YT DEMIL
MAC7 A ILZ)>T%FEAL TWLANZRETAICIE. XROFIEZETLET,
1. WLAN Z4ERKTHE=HIC, O NO—F50O GUI T [WLANs]| 2202 UY OL&ET,

[WLANS] 714 2 ROFRRENET, COVARIICEF. AV NO-ZIER/EE QT
% WLAN O —EBARTENET,

2.3 LV WLAN 2R ETHEHIC [New] YUY I LET,

OB Tk, WLAN I MAC-ACS-WLAN & ZHIZFFTH Y, WLANID Ik 2 TT,

W AN > New
Type LA >
Profile Name MAC-ACS-WLAN
==1D MAC-AC=-WLANM
IC z2 W

3.[APPLY] 20 UYL EXT,
4. WLANs > Edit7 4 > RJT, WLANICEBDODNZX—X2ZERXLET,

a. Security > Layer 2 > Layer 2 Security Policies® T T, MAC FilteringF I VY J7RY U X


https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c5
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8
https://www.cisco.com/c/ja_jp/support/docs/wireless-mobility/wlan-security/91901-mac-filters-wlcs-config.html#c8

FIVIOR—D%FTFET,
ZhiZ&kv), WLAN ([CXL T MAC SREEABEMICAY T,

b. General > Interface name T, WLANA' Y YE> JEhhTWVWB A 2—T7 T4 A%ER
LEY,

c. Security > AAA Servers > RADIUS serversD JEIZ#IRL . MACFREEIZERTZE %
RADIUSH—/NZZEIRLF T,

WLANs > Edit

Select A8A servers below to override use of default servers on this WLARN

Radius Servers

Authentication Servers Accounting Servers
Enabled
Serverl (IP:10.77.244,196, Part:1812 % | Nane v/
Server 2 | Mone || None v

MACFRREIZ A ¥ HRADIUSH —NEBRL £ 7,

% JE:WLAN > EditV 1 > ROTRADIUSH—/\ZEBIRT S8, Security > Radius
Authentication™ 4 > R TRADIUSH—/N&ZE& L. RADIUSH—/NZ2EBMICT
DRENHVY)ET,

RADIUS Authentication Servers
Call Station ID Type  [1P Address |

Use AES Key Wrap 7] {Designed for FIPS custormers and requires & key wrap compliant RADIUS server)

Metwork Server
User Management Indes Server Address Port IPSec Admin Status
] = i 10.77. 244 106 1812 Enablad Enablad [ |

RadiusFR&EH—/\

d. WLAN OEREFTEHICISL T, TOMBONTAXA—2%ZBIRLET,
e.[APPLY] 22 UY O L&Y,




WLANs > Edit

General | Security | QoS | Advanced |

Frofile Mame MAC-ACE-WLAN
Tvpe WLAR
=510 MAC-AC5-WLAN
Status ¥ Enabled
Security Policies MAC Filtering
(Modifications done urnder security tab will appear after applying the

Radio Palicy I
Interface | management |
Broadcast SSID Enahbled

RATEHNTAXA—&

5. [Security] > [MAC Filtering] 22 )Y 2L &9,

6. MAC Filtering 7 1 > R M RADIUS Compatibility Mode T, RADIUS H—/NOEFEZER
LET,

CDOBITIE CiscoACS ZFERAL TVWET,

7. MAC Delimiter Z)LAD> XZ1—H5, MAC FUIXEZBRLET,
ZDOBITE Colon ZFEALTVWET,

8. [APPLY] 20 VYO LET,

MALC Filtering
(In the Radius Access Requed
RADIUS Compatibility Mode Cisco ACS % MAC address.)
HAc Delimicer Cra—

RADIUSH—/NZ 41 7 D&

R, 94T ROMACT RLAZFEALTACS H—NZRELET,



D5A4AT 2RO MACT7 RLAZFEAL = RADIUS H—/\DEERE
ACSICMACZ RLAZEMTAICIE., "OFIEZEITLET,

1.ACSH—/NTWLC Z AA AUV TAT>RELTEELET, ACS O GUI T [Network
Configuration]| 22 JY L&Y,

2. Network Configuration 7 4 > RN RRENLES, WLC OBRFI. IP 7 RL A, HERZRE
. #EEAE ( RADIUS Cisco Aironet & 1= & RADIUS Airespace ) 2 E&L £ 9,

ACS BADMDFZIL Y —/NIC D2V TR, X—H—DONZ2T7LEeSRLTLSEEL,

Ciace Bratimg

Network Configuration L
e Jfpp_ |

o AASA Client Hosmame

il

Add AAA Client » AAA Client IP Address
= key
& IMM » Natwork Device Group
L AAA Chent Hostnaemes relessLANCantraller e Authenticate Using
E"'";.m 0. 77,291,210 » Single Connect TACACE+ AAA Chent

AAA Chent [F Address

« Log Update"Watchdog Packets Mrom this AAA Client

i

Log RADIUE Tunneling Packets from this AAA Clhent

Al Fey IM— = Replace RADIUS Fort infio with Username from this 5488
}I mr"uu Cliemt
ﬂlmrﬂlh Authesticate Using [RACIUS (Chco Aionet) =1

Smgle Conpect TACACSH AAA Chent (Record stop m
accoumting on fuhre)

AAA Cliewt Hostname

; I:il-u‘hh-ﬂ I Log Updste/Watrhdog Packste fraen this A A4 Chent The Aok Chent Hostmame is the name assigned to the
vy AAA chent
E:Il.u,,u.,. I Log BADIUS Tunmelng Packets from this AAA Chent
Diecurnarlabion . b T
r~ Eeplace RADIUS Port info with Usemame from this AAA [Back to Top]
Chent A Client [F Address

The AdA Chent [P Address is the IF address asaigned to
the AAA chent

[Subm ]

Submi + Restan | Cancel |

I ypou want to designate mors than one A client with a
srgle AAA chent eotry in Cisco Securs ACE, you can
specify the TP address for each AA8A chentto be
repregented by thiz AAA client entry To separats sach IF

2 Bask o Help I

AAAY Z AT > NDEM

N EWICERET A RERE L —EACSY— /N — BT HENHY £F, HERET
. AXFENTEFRBENET,

BACSODXA2 XZ1—T, [UserSetup] 27 )YILZET,

4. =% F—ER—-AILEMTD MAC 7 RL A% User TF AN RY JAICAHNLETY,



Cisen Srsnems

User Setup

T

Il.lur

Wl
Elm I - User [0 1096 ACERS? -
= " e e -
! m“ List ugers begeaang with lettetfmarnb-e
ABLDEFGHLIJELH
- NOERQEETONEIYI
—Hm_ Eéiiéiéé:lii
‘Inl"ﬂl E Lt &0 L I
élhﬂ_

vt i
;IM e i Baaic fg Ha'p
] e

Trosrsirees s,

MACT RLAZAALET
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User Setup and External User Databases

Finding s Specific User in the CiscoSecms User Database
Adding a User 1o the ClscoSecure User Database

Listing Usernames that Begin with & Paticalsr Characte

Listing All Usernumes in the CiscoSecure User Database

Changing a Usermane in the CiscaSecure User Database

User Zetup epables you to confipure mdomdual wser

eformaton, add users, and dalste weers m e database
User Setup and External User Databases

Before Cuco Secure ACE can authestc ate neers with an
external nser databaps

® 10w muast have the database up and runesng on the
external server. For example, f you e ueng tokoen
card aathentic atvon, your tolcen server most be
rurgmng and properdy confpeed

& Tou must have configured the agpde able
parasneters 1 the External User Dutab ases secthon

Nete: User Senyp configurabon overndes Group Setap
confgaaton

E you rely on the Urknown User Poboy m the Extereal
User Databases sechon to create sntnes o the

N EMACT KL AR, I—HEENRAT— KOBHICOVTWLCH SREENBED

EERIC—BULTVRIRBENHYET,

ALIC KBTI RBER. OTJZ5RL TMAC

AWLC CL 2 TEDRSICHEETNTVRIAZHIEL TSEETV, BO2LEXNFHNE
ATRGEN BB, MACTRLAZAY N T RR=ARNTADLBVTLE

=0,

5. User Setup 7 1 > R*J T, Secure-PAP password T+ AN RY U AIZ MAC 7 RLAZ A

ALET,



Cien Svenims USE[ SEI“I]

User: D406 ACESST (Mew User)

T Accowunt Duiakded
by |
Lty
o Ll
Caaofl | g wh it
I User Setup

£
H
=
i

Fassword Autheptcaton

|'-'- Secue Deiohese El

CiscoSecure PAF (Alo wsed for CHATMS

E{

&
T
i
R

——— v T
CHAMARAF, 1 the Separate Beld i not checked )

Fassword [_—

]

Confirm f
FPassword
O [—. I Separate (CHAPMS-CHAPIARAF
Faseword [
ol [
Fassword
1:."|-|. Ab Fr“ JETVer i uied lor mEhrTRC abon

rupplyng a separate CHAF pasrword for a token
I||-| UiET .-d:-.'.l.l-c 'HF-,I‘ AT AROT :1'4_: &
especially urebal when toloen cacheg i enabled

Group to whoch the ueer iv acmgne d

Secure-PAP Password7 1 — )L RIZMACT7 RLAZ AT S

o Account Disabled

# Deletang a U sermame

+ Supplementary User Info

o Paswword Authentic stjon

o Group te which the user s assigned

¢ Callback

 Client [P Address Assignniemt

o Advanced Settings

» Network Access Hestrictions

» Max Sessions

s Usage Quotas

» Account Dizable

» Dewmloadahle ACLs

+ Advanced TACACS+ Semings

= TACACE+ Enable Contral

» TACACE+ Enable Paseword

» TACACE+ Outhound Pas sword

o TACACE# Shell Camnmmand Authorization

+ Command Awthorization for Netwerk Device Management
Applic atians

o TACACSEH Unknown Services

+« [IETF RADIUS Avtributes

s HADIUS Venday H]urril]r Attrihuies

Account Disabled Stas

Select the Account Disabled check box o desable this

N EMACT KL AR, I—HEENRT— ROBHICOVTWLCA SREENBED

EERIZ—HLTVWIHBEN DY KT, DALCKRITZEE

k. OJZ28RL T MAC

HAPICEI2TEDLSICHREETNTVRIAZHRAL TKEETV, BROEXFHFR
TREEN HBDIEH. MACTRLAZAY RN TURR—ARNTAILBEVWTLEE

W

6. [Submit] 20 Y U LET,

7.E5ICH<NI—HZE ACS T—ER—RAIZEBMTBICE. ATYT 2 ~5%ZEVELET

o

DTAT 2 RACO WLAN IZEHTD E, WLCAS ACSH—NICIOLTFUI v LA ES
NET, ACS ¥—/VI&k, ACS T— '}'U\‘ 7\L:$(Tb'CZ.1’L50)'7bi“'“/*‘/*’)lﬂiﬁﬁébi?

o P7AT > NOMACT RL AN T

—ENR—AILFETBHESE. ACS RADIUSH—/\IZF

WLCICFRRER I ZIBL, VAT 2 MZWLANAND TV AEZNFETEERT,

WLC TMAC 7 1)L X %Z2ET S CLI ODEHA

CORFIXVNDOBET, WLCGUI ZFEALTMAC 71 B ZRETDHEZHALEL L
o WWCTMAC 71 LR %ZRETDICIECLI ZERTEIEETEXRT, WLCTMACT 1 L&

EHRETDICE. ROFIEZRTLET,



« MAC 74 )LRVTRAZ—TIIZTBICIE. config wlan mac-filtering enable wlan_id _
N RERITUET, WLANICHLTMACTZ 1 LR U TN BERICBE > TVWD & 2R
IBICIE. showwlanON RZAHLET,

« config macfilteradd Y > R :

config macfilter add X > RZEA TS &, macfilter, 1 > Z—T7 I 4 A, RBPHKEREBE
TEEY,

JADADAVYLALANIOMA—FTMAC 714X I NI ZEKT B ICIE, config
macfilteradd N> RZFEALET, AT T4 VL ALAN O MO—F OELR LAN (C
DZAT > RZ2O0—AHIICEMTDICE, COOANREFERALET, CcOT7 IR
RADIUS BREE 7Ot AZ/NA/NALE T,

<#root>
config macfilter add

<MAC_address> <WLAN_id> <Interface_name> <description> <IP_address>

B

MAC-to-IP B 7 RLAIYETZANLET, CchINYSZTOOSA T NEYR
—RNTBEHIIERFTTEET, NV TOIUTAFT > NElE, DHCP 2#ERAE T, KA
DIPNTY REZEELTVEBEVWISATRTT,

<#root>
(Cisco Controller) >

config macfilter add

00: EO: 77: 31: A3: 55 1 | ab02 "l abconnect" 10.92.125.51

- config macfilter ip-address ¥ > R

config macfilter ip-address 1Y > REfFEHT2 &, MAC7 1)L R ZIPF RLAICIYYE>Y
TEEXT, O—HIMAC 71N R F—ER—AICIPFTRLAZFRETSICIE., XNX
v REFALTLSLEEV .

<#root>
config macfilter ip-address

<MAC_address> <IP_address>



Bl

<#root>
(Cisco Controller) >

config macfilter ip-address

00: EQ: 77: 31: A3: 55 10.92.125.51

BUWEITATNDRALT I NDRE

BB IOZAT NI UTRALTIRNERETEXRT, PYZTI—HMLELDELERICFEL
T3BEABMULEVZATURNE, TNUBROTYS I -3 0RATEEBNICEMCENE
T ZALTIONPREANFr EBTDE, VFAT72 NIRAOBHATESF TSN, PYSI—NT
BCENTEERT, COLE, BEICEKRTZDEBTHRENET, BWEITATORDEA
LT INERETSIZIE, configwlan exclusionlist wian_id timeout N> RZEADLET, XA
LT INERF1~65535 0TI, FERERICITAT N EEMWMELTBICEK, 0ZANTSC
EETEFT,

R
MACT7 1 LEANELLKRREENTVRIAESHERRITSBICIK. ROFIEEERTLET,
« show macfilter summary : IXTHO MAC 71 )L Z T RUOBENF RRENET,

« show macfilter detail <client MAC Address> : BE® MAC 7 1)L Z T N OFMAN KRR
chET,

JRIZ show macfilter summary AX > ROHIZERLET,

<#root>
(Cisco Controller) >

show macfilter summary

MAC Filter RADIUS Compatibility mode............. Cisco ACS
MAC Filter Delimiter.........cvuiiiiiinnnnnnnnnn None

Local Mac Filter Table
MAC Address WLAN Id Description

00:40:96:ac:e6:57 1 Guest



(Cisco Controller) >

XU, show macfilter®FFMA AN > ROFIZERLF T,

<#root>
(Cisco Controller) >

show macfilter detail 00:40:96: ac: e6: 57

MAC Address. ...vviiiin ittt it et tana e annnnn 00:40:96:ac:e6:57
WLAN Tdentifier. ..o i i i e eenas 1

Interface Name. ...ttt it i e e e e mac-client
DesSCription. ..ottt i it e et e, Guest

NZ7LZa1—-hk
REONZTINS1—F 42T #T3CF. KOOI REFEATEET.

N it debug IV REBETAHEIC, Tdebug XY ROBEREH, £3BL T L
(AN

 debug aaa allenable : TXTD AAA XY E—JOFNY T EITVET,

« debug mac addr <Client-MAC-address xx:xx:xx:xx:xx:xx>:MACH F/\NY T #RET D IZIE.
debug maccommandIX > RZERAL T,

R\ debug aaa all enable X > ROFlERLET,

<#root>
Wed May 23 11:13:55 2007:
Looki ng up | ocal blacklist 004096ace657

Wed May 23 11:13:55 2007: Looking up Tocal bTlacklist 004096ace657
Wed May 23 11:13:55 2007:

User 004096ace657 aut henti cated
Wed May 23 11:13:55 2007: 00:40:96:ac:e6:57

Ret urni ng AAA Error 'Success' (0)
for nobile 00:40:96: ac: e6: 57

Wed May 23 11:13:55 2007: AuthorizationResponse: Oxbadff97c

Wed May 23 11:13:55 2007: StructureSize. . ...ttt it e e 76

Wed May 23 11:13:55 2007: resultCode. .. .uiiiiiii it ittt e 0

Wed May 23 11:13:55 2007: protocollUsed. ...ttt it e eeanea 0x00000008
Wed May 23 11:13:55 2007: PrOXYState. .o i ittt it e e

00:40:96:AC:E6:57-00:00



Wed May 23 11:13:55 2007: Packet contains 2 AVPs:

Wed May 23 11:13:55 2007: AVP[01] Service-Type. ..t iii it iieannnennn
0x0000000a (10) (4 bytes)
Wed May 23 11:13:55 2007: AVP[02] Airespace / Interface-Name...............

staff-vlan (10 bytes)

Wed May 23 11:13:55 2007: 00:40:96:ac:e6:57 processing avps[0]: attribute 6
Wed May 23 11:13:55 2007: 00:40:96:ac:e6:57 processing avps[1l]: attribute 5
Wed May 23 11:13:55 2007: 00:40:96:ac:e6:57 Applying new AAA override for

station 00:40:96:ac:e6:57
Wed May 23 11:13:55 2007: 00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57
source: 2, valid bits: 0x200 qosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTimeout: -1 dataAvgC: -1, rTAvgC: -1, dataBurstC:

-1, rTimeBurstC: -1 vlanIfName: 'mac-client'

DAVYLARIZAT Y NHFWLCOMACT RLAF—EXR—R (O—HAILTF—EZR—RA) ICFEL
BWEE, £EERADIUSH —/NHAWLANNQBEER T 2L EHBERE. TOITAT U NER
ATEET, RIZ, MAC RREEICKBT B354 M debug aaa all enable AN > RO FlERLET,

<#root>
Wed May 23 11:05:06 2007:

Unabl e to find requested user entry for 004096ace657

Wed May 23 11:05:06 2007: AuthenticationRequest: 0xa620e50

Wed May 23 11:05:06 2007: Callback. ..ovviii it i i e ettt ettt 0x807e724

Wed May 23 11:05:06 2007: ProtOCOTTY P . ittt ettt ettt i e e 0x00000001

Wed May 23 11:05:06 2007: ProXyState. ..o vvi it i e e
00:40:96:AC:E6:57-00:00

Wed May 23 11:05:06 2007: Packet contains 14 AVPs (not shown)

Wed May 23 11:05:06 2007: 00:40:96:ac:e6:57

Ret urning AAA Error 'No Server' (-7)
for nobile 00:40: 96: ac: e6: 57

Wed May 23 11:05:06 2007: AuthorizationResponse: Oxbadff7e4

Wed May 23 11:05:06 2007: STrUCTUNESTZE. & ittt ittt i i e enas 28

Wed May 23 11:05:06 2007: resultCode. . ...oiiiiiiii ittt ittt et e -7

Wed May 23 11:05:06 2007: protocollUsed. .o i ittt i e e, Oxffffffff

Wed May 23 11:05:06 2007: ProXyState. .. civi i i i e i
00:40:96:AC:E6:57-00:00

Wed May 23 11:05:06 2007: Packet contains 0 AVPs:

IZ5—: MACTRLARICKDFAZHAKA DA VLAIZA T MNIEREh, BREAKL KR—
NCRBIZ—HRREND

Microsoft Windows 2003 Enterprisett —/\TACS 4.1Z A T% &, MACT RL AIC K375 &
HITTRDITATRNIEBENET, COBRRIFAAM ISAT UMD S AAA H—/NIC
Service-Type=10 BHENEFEET D EEICHREL i@“o Zhlk, Cisco Bug ID CSCsh626414"
RETT. CONTOREZEZTDAAAIZATURNIGE. MACRRRENANAZERATDAA
YFX WLC AFEFENET,

EERIFRDODESTT,


https://tools.cisco.com/bugsearch/bug/CSCsh62641

« ACS40 IO L—RTB,
Fi=&

« W& ACS DB MAC 7 RL A &—7)L® Network Access Protection ( NAP ) (=, FR3E3 %
MAC 7 RLAZEMT %,

IZ— :WLCGUITMAC7 1 )LZZEMTERZV

ZhlE, CiscoBug ID CSCsj98722NRRATHLELET, CHOFRERR. VIU—R420TI—R
TEBEETNATVET, 42&V)EION—23 0 2RTLTVBRBERE., 77—ALATITR42ICT
VTIL—RTBH, COBBICKHLTROD2DNEREEZFEHRATEET,

« CLIT, ROOXV RICKY MAC 71 IR ZRET S,

<#root>
config macfilter add

<MAC_address> <WLAN_id> <Interface_name>

« 2 MO—2® GUI T, [Security] 27 &% [Any WLAN] Z3&RL, 712 EBRTS
MAC 7 RLAZANT B,

IZ—:HYALYRIZATRFRITREIIBE>TLEREA

ERENLEDHCP A RO—FTREENTVEBWEES, DA VLA AT MNFHRID
PNTY NELEFEARP 22592 &, APRERIVAYLAIVZATRDIPFTRLAZEELE
To DAVLAIVSATURNENY ST FNA R (BEEHEBLEVTFNARLBLE ) OFES.
AP, DAYLATFNAADIPT7RLAOERBICAKBLET, TOLH, I NO—-FRBIZ
ATRFIPNTY NEEFEITRDETIOWEBEEET, VAT RDSONTY RHSKBE
FeWEE, A NA—FR@NYZTOVAVYLARISAT7MINTY hZROYTLET,
CDOERE, Cisco Bug ID CSCsq46427 - eHMEnTVET,

N BV LBLOERCT I EATEDNOE. BREADI AT I —D&TT,

TIVUERIALVLAPLC R TBREDNY T FNAAOHERENTVWAIEBREL T,
NSOTNAAQERZTRICTBICIE, MAC 7 1ILEBUZ T D WLAN ZREL. AAA O F—
N=Z1A REZBRETILENHWET,

MACT7 RLA 74L& EFE. DAYLAFNAADMACT RLAZIPT7RLAANIYEYTY
2> MO—FTHEKTEXT,

N CordE. LAT2EEIUT A AOWLANRETMACT KLRA T A LAY 5 %
BWCTRIHENHVYET, £/, WLANSRE D FELAEETE TAllow AAA OverrideZBMIC T3
BENFHVET,


https://tools.cisco.com/bugsearch/bug/CSCsj98722
https://tools.cisco.com/bugsearch/bug/CSCsq46427

CLIAS, MACTRLARA 7M1\ EZERTHICE, ROON REZADLTLEEL .

config macfilter add <STA MAC addr> <WLAN_id> <Interface_name> <description> <STA IP address>

UL T—ROBIERDEHYTT,

<#root>
(Cisco Controller) >

config macfilter add 00:01:02:03:04:05 1 ny_interface "Zebra Printer" 192.168.1.1

BYIE 5 2

« Wireless LAN Controller T?® ACL D& EHI

e DAY LAILAN I NO—F TORIEDEREH]

« BB ILAN I FO—FTO VLAN OEEEHI

« Cisco Wireless LAN Controllerd> 7 4 ¥ 31| —>3a> A4 R, D)—ZA41EILOBHSE
s DAYLATO/O0—ICBTRHR—K R=D

« DRAQTI_HANYR—PERXDO—R
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