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radius server ISE.161

address ipv4 10.48.39.161 auth-port 1812 acct-port 1813
timeout 10

retransmit 5

key Ciscol23
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aaa group server radius ISE-Group
server name ISE.161
deadtime 10
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aaa authentication login webauth group ISE-Group

NZX—=R IV TRE

ATY7TARBIPTRLATIO-NIL BNFA—Z IV TZREL TTFE VARE LT HE
webauth ICAEEE D, Logout REVIEFN—FVILIP ZFERALET, TOEICIL—FT12TH
FHEEBRN—F Y ILIP ZRETHHELVWEE,

parameter-map type webauth global
type webauth
virtual-ip ipv4 1.1.1.1
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parameter-map type webauth web

type webauth

redirect for-login https://10.48.39.161:8443/portal/PortalSetup.action?portal=0c712cd0-6d90-
11e5-978e-005056bf2f0a

redirect portal ipv4 10.48.39.161
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ip access-list extended Preauth_ACL
permit ip any host 10.48.39.161
permit ip host 10.48.39.161 any
permit udp any eq bootps any
permit udp any any eq bootpc

permit udp any eq bootpc any
permit udp any eq domain any
permit udp any any eqg domain
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wlan ext-webauth 7 ext-webauth
client vlan vlan232

ip access-group web Preauth_ACL

no security wpa

no security wpa akm dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
security web-auth

security web-auth authentication-list webauth
security web-auth parameter-map web
session-timeout 1800

no shutdown
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ip http server

ip http secure-server (for secure web-auth, use 'no' to disable secure web)
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€I1sco  Wireless Controller

4t Home  Monitor | ¥  Configuration | ¥  Administration | ¥

Radius Servers

vecurity
YEY AAA New Remove
* __ Method List:
, FHoc LISt Server Name Address Auth Port Acct Port
| Server Groups —
) ISE.161 10.48.39.161 1812 1813

Servers
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Radius Server Groups

Security
YEY AAA Mew  Remove
p = )
| ETlEE MName Serverl <
¥ £ Server Groups - -
) ISE-Group ISE. 161 I
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Security Authentication
T AAA Mew  Remove
¥ Method Lists
- Me s Name Type Group Type | Groupl
O default login local N/A
O  webauth login group ISE-Group

__ Accounting

Authorization
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- Controller {i¥ Home  Monitor | ¥  Configuration | ¥  Administration | ¥ Hel
Security Webauth Parameter Map
T AAA New  Remove
¥ &5 Method Lists
Parameter-map name Parameter-map type
__ General —_
o J global Global
~ Authentication —
. <J web Named
_ Accounting

Authorization
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Security
v aaa
[ Method Lists
_ General
__ Authentication
__ Accounting
__ Authorization
v Server Groups
_ Radius
_ Tacacs+
__ Ldap
» [ raDIUS
_ TACACS+ Servers
__ LDAP Servers
_ Users
_ Attribute List
__ MAC Filtering
_ Disabled Client
AP Palicy
» [ Local EAP
» £ Wireless Protection Policies
» (& aps
» £ Foon
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Control Lists
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O ext-webauth

WLAN &5
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Wireless

v wian

~ WLANs
g ﬁ Advanced
> ﬁ Access Points
» £ 802.11a/n/ac
» £ 802.11b/g/n
g ﬁ Media Stream
» &3 qos
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£ Home  Monitor | ¥  Configuration | ¥

Administration | ¥ Help

Access Control Lists
ACLs > ACL detail
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Preauth_ACL
1Pv4 Extended

Remove

Action | Protocol Source IP/Mask

permit  ip any
permit  ip 10.48.39.161
permit  udp any
permit  udp any
permit  udp any
permit  udp any
permit  udp any
ext-webauth

RELTFEW

Destination 1P/Mask

10.48.39.161
any
any
any
any
any

any

232

{3t Home Monitor | ¥

Source Port Destination Port DSCP
eq 67 - -
eq 68 =
eq 68 - -
eq 53 = =
eq 53
Enabled Web-Auth

Configuration | ¥ Administration | ¥

WLAN
WLAN > Edit
Layer2 Layer3
Web Policy

Conditional Web Redirect
Webauth Authentication List
Webauth Parameter Map
Webauth On-mac-filter Failure
Preauthentication IPv4 ACL
Preauthentication IPv6 ACL

Policy Mapping Advanced

QOS AVC
AAA Server
O
| webauth Uﬂ
| web Uﬂ
O
| Preauth_ACL Uﬂ
| none m|
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