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WLC#show run | sec dhcp

ip dhcp excluded-address 10.106.10.0 10.106.10.10
ip dhcp excluded-address 10.106.10.51 10.106.10.255
ip dhcp pool vlan_10_Pool

network 10.106.10.0 255.255.255.0

Tease 0 8

WLCIZRREENIEIL—TNY VA2 —TIAR:

WLC#show run interface loopback 0
interface Loopback0

ip address 10.10.10.25 255.255.255.0
end

SVILBA > B—T T A RAJELTREE N, ALN=F RLAAWLCOIL—TNY V4> R—7
IAARAELTREENEZTVZ AT MVLAN:



<tfroot>

WLC#show run int vlanlO
ip address 10.106.10.10 255.255.255.0
ip helper-address 10.10.10.25 [helper address can be loopback interface, Wireless management interface

end

R, SVITAILN—T RL A%

RETZRDLYIC, RU—7'O7 74 ATDHCPH—/Y®

IP7RLAZRETDCELEETERT, LEL. —BOICBERARNTZIT 1 ADLHICVLANE
UTHRETDEEHRELET,

configure terminal
wireless profile policy $Policy_Profile_name
ipv4 dhcp required
ipv4 dhcp server $WMI_IP

WLCO MM RNL —X :

2024/03/29 13:28:

2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

06.
06.
06.
06.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

502389611
502515811
502614149
502674118
505719129
505787349
505834315
543149257
543254480
543334850
543407760
543910482
543968250
544135443
544314185

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

WLCT DA AKRINTY NF¥ T F v :

1401
1482
1403
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440

18:58:06.501972
18:58:06.581972
18:58:08.5084963
18:58:08.584963
18:58:08.5084963
18:58:08.504963
18:58:88.542971
18:58:08.542971
18:58:08.542971
18:58:08.542971
18:58:08.542971
18:58:08,542971
18:58:08, 543962
18:58:08,543962

18
108
18
18
18
18

18:58:06.501972 0.0.0.90

. 106.10.
.106.10.
.106.18.
.106.18.
.106.10.
.106.18.

9.90.08.9
9.90.0.9

10.
10.
18.
18.
18.
10.

186.
186.
166.
106.
106.
106.

255.255.255.255
10.10.10.25
10.10.10.25
10.106.10.18
10.106.10.10
255,255,255.255
255,255,255.255
255.255.255.255
255.255.255.255
10.10.10.25
10.10.10.25
18.106.10.180
10.106.10.10
255.255,255.255
255.255,255.255

[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4

[cTient-iplearn] [23608]:

DHCP 348 DHCP
DHCP 344 DHCP
DHCP 344 DHCP
DHCP 342 DHCP
DHCP 342 DHCP
DHCP 346 DHCP
DHCP 416 DHCP
DHCP 452 DHCP
DHCP 374 DHCP
DHCP 378 DHCP
DHCP 378 DHCP
DHCP 342 DHCP
DHCP 342 DHCP
DHCP 346 DHCP
DHCP 416 DHCP

Discover - Transaction
Discover - Transaction
Discover - Transaction

offer - Transaction
Offer - Transaction
Offer - Transaction
Offer - Transaction
Request =~ Transaction
Request - Transaction
Request = Transaction
Request = Transaction
ACK - Transaction
ACK - Transaction
ACK - Transaction
ACK - Transaction

ID @x7030bf99
ID 0x7830bf99
ID @x7830bf99
ID Bx7830bfa9
ID Bx7838bfa9
ID 9x7830bf99
ID 9x7830bf99
ID @x7830bf99
ID 9x7030bf99
ID 9x7030bf99
ID @x7@38bf99
ID 9x7030bf99
ID 9x7030bf99
ID 9x7030bf99
ID @x7e3ebfa9

[Client_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

[Client_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(note): MAC: Client_MAC Clien



WLCTDBZIAKZNT Y KE ¥ TF ¥

APOZATRNODTFINY YT

Mar 29 13:28:05 kernel:
Mar 29 13:28:05 kernel:
Mar 29 13:28:07 kernel:
Mar 29 13:28:07 kernel:
Mar 29 13:28:07 kernel:
Mar 29 13:28:07 kernel:
Mar 29 13:28:07 kernel:
Mar 29 13:28:07 kernel:
Mar 29 13:28:07 kernel:

DZAT2RUNTY NFYTF v

122 ©7:11:56.202853 0.0.0.0 2550
129 ©7:11:58.217331 10.106.10.10 255,
130 87:11:58.219406 0.0.0.0 2555
131 ©7:11:58.227525 10.106.10.10 255,

[*03/29/2024
[*03/29/2024
[*03/29/2024
[*03/29/2024
[*03/29/2024
[*03/29/2024
[*03/29/2024
[*03/29/2024
[*03/29/2024

DZAT 2RIV RNTY RFX¥TFr

13:
13:
13:
13:
13:
13:
13:
13:
13:

255
255
255
255

.255
+255

S2550

« 255

28:
28:
28:
28:
28:
28:
28:
28:
28:

. 255
. 255
255
« 255

05.
05.
07.
07.
07.
07.
07.
07.
07.

7183] [1711718885:718317] [AP_NAME] [Client_MAC] <aprOv2>
7184] [1711718885:718428] [[AP_NAME] [Client_MAC] <wired0
7223] [1711718887:722360] [[AP_NAME] [Client_MAC] <wired0
7224] chatter: dhcp_reply_nonat: 1711718887.722379604: 10

7225] [1711718887:722524] [AP_NAME]
7591] [1711718887:759139] [AP_NAME]
7592] [1711718887:759248] [AP_NAME]
7606] [1711718887:760687] [AP_NAME]
7607] [1711718887:760780] [AP_NAME]

DHCP
DHCP
DHCP
DHCP

344 DHCP Diécover - Transaction ID @x595844d4

342 DHCP Offer - Transaction ID @x595844d4
3780 DHCP Request - Transaction ID @x595644d4
342 DHCP ACK — Transaction ID @x595044d4

[CTient_MAC] <aprOv2>
[CTient_MAC] <aprOv2>
[Client_MAC] <wiredO>
[Client_MAC] <wiredO>
[CTient_MAC] <aprOv2>

BEchiE=BEOQTHL S, WLCH DA VYL AV T AT > NH SDHCP DiscoverX ¥ —> % Z45
L. 95472 NOVLANKAILN—=F RLA ( ZOBITRERAFLIL—TNY D42 Z—TI(4 R
JIEXYE—DZ L —LTVBENDAYET, TDE, REY—/N\HFDHCPH 7 7 —%Z

TL. BWTOZ AT NODHCPER ZIEE

ACKTHERBISEENET,

DAVLAOZAT> NPOH#ERR :

WLCL :

W.C#show i p dhcp bi ndi ng

LET, CcOEXRIE, H—/NIZK2TDHCP

Bi ndings fromall pools not associated with VRF:
| P address dient-1D Hardware address
10. 106. 10. 12 aaaa. aaaa. aaaa

DAYLAODZATN

Lease expiration Type
Mar 29 2024 10: 58 PM Aut omati c

State
Active L
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3.C9800 Tk, SVIC&K > TEBDODAILN—T RLADREN TEETITH, FHIND2D7
THAEREhET,

4. CNETARNBARTHDI D, RYITAODRKIZAT U NAT—=ILD20%E T, T
RNTDTTZYRNTA—=LTHR—RENTVWET, LXK, 64000860V TA TN
ZHR—KNT39800-80NHBE. Y R—KNENBHFEADHCPNA > T4 > J1d#914,000T
9,

T—A AT 41 20EDHCPH — /N2 FER T 284

ABDHCPH —/NE R, WLCEEKIZREEENTVWEWY, RYKNDT—JA4 VT SARNTIF ¥
ROBIDRY ND=OFNAR[T7ATIO#=), L—R]XEBEROI>T 14T 14 LICHEEE
TWBDHCPH—NZELET, cOY—NEE, XRYRND—TLEDITAT2 NIRRT BIPT R
LARZOMDOZRY ND—URENFA—ZOBNZEAZ2ERTZIERY—/NTT,

NEDHCPH —N\ZEATDEE. WLCOEERFX NS 71 Y IDOZEE)L—EFTT, WLCH
SMODHCPRZ 74 Y ODIN—FT 14200 FZEE, 7O0—RFY AR IZF Y AN ICBEEEL
REICEO>TERBYET, ChoDEAZEZEBICKRITLTHEL &5,

LAY2RXA>ZNLEEDHCPRZ 74 Y V07 O0—RF v AR

DHRETKE., 77AT70#F=), TY7TV20, ATAAYFREDRIDORY NT—=UF)\N4A
7\7§‘UI/ I—-12hELTHE bi@“o 94T NHFDHCPF 4 AANVERE7O—R
FYANTBEE, WLCOK—DT 3Tk, COTO—RFYARZLA V241 R2—TI4R
BRHTHRXATEZIETT, CNAELKHEETRICE. 94T NVLANODL A Y242 2—7
IAAFELLKEEEN, WLCOTF—RR—KNETYTIUIFNAREZNLTHATENTWVS
CEZBFEITIHLENBYVET,

CDAVAZRVADT ZAT > RVLAN 20ICX L TWLCRITHRERRERE, XDEHVTT,

WLCTL A V2 VLANZEREL =84 :

WLC#show run vlan 20
vlan 20

name Client_vlan

end

DZAT2RNLANORZ 74V VZFATEILS ICWLCOT— R R—MZRELEL 1=,

WLC#show run int tw0/0/0

interface TwoGigabitEthernet0/0/0
switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto

end



9800 WLCOH MR L — R :

2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.

114800606
114863170
121515725
121583319
132967882
132999148
146521529
146605773
146685159
149359205
149419477
149534985
149685174

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

9800 WLCTHUSE NIzl AIAHKNT Y RFE YT F v

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:

[cTient-orch-sm] [23608]:

[cTient-iplearn] [23608]:

(info):
(info):
(info):
(info):
(info):
(info):
[auth-mgr-feat_dsensor] [23608]: (info):
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
(ERR) : MAC: DHCP_Server_MAC V
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
(note): MAC: Client_MAC Clien

RX:
TX:
RX:
TX:
RX:
TX:

- Transaction

Transaction

- Transaction

Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction
Transaction

187 16:10:43,113992 0.0.0.0 255,255,255,255
188 16:10:43.113992 @.0.0.0 255.255.255,255
189 16:10:43.113992 0.0.0.0 255.255.255.255
190 16:10:43.113992 0.0.0.0 255,255.255, 255
192 16:10:43.120980 10.106.20.10 255.255.255.255
193 16:10:43,120980 10.106.20.10 255,255.255,255
194 16:10:43.120980 10.106.20.10 255.255.255.255
195 16:10:43.120980 10.106.20.10 255.255.255.255
201 16:10:43.145988 0.0.0.0 255.255.255.255
202 16:10:43.145988 0.0.0.0 255.255.255.,255
203 16:19:43.145988 0.0.0.0 255.255.255.255
204 16:10:43.145988 0.0.0.0 255.255.255,255
205 16:10:43.148979 10.106.20.10 255,255.255,255
206 16:10:43.148979 10.106.20.10 255.255.255.255
207 16:10:43.148979 10.106.20.10 255.255.255.255
208 16:10:43.148979 10.106.20.10 255.255.255.255
WLCTDHIHAKINT Y RF+ T F+
APOZATRNODTNY T
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
DZATRNIFYTF v .

DHCPv4 from
DHCPv4 from
DHCPv4 from
DHCPv4 from

BOxaladf5eb
dxala4fseb
Bxaladf5Seb
dxaladf5eb
Bxaladf5eb
@Oxala4f5eb
Bxala4fSeb
Bxaladf5eb
BxaladfS5eb
Bxaladf5eb
Bxala4f5eb
BOxala4f5eb
Oxaladf5eb
BxaladfSeb
BxaladfSeb
@xaladf5eb

interfac
interfac
interfac
interfac

IPv6 DHCP from intf
IPv6 DHCP from intf
[CTient_MAC:ca

[1711796737:183177] [AP_NAME] [Client_MAC] <aprOv2>
[1711796737:184281] [[AP_NAME] [Client_MAC] <wiredO
[1711796737:185404 [[AP_NAME] [Client_MAC] <wired0>
chatter: dhcp_reply_nonat: 1711796737.459745189: 10

DHCP 424 DHCP Discover
DHCP 346 DHCP Discover
DHCP 346 DHCP Discover
DHCP 346 DHCP Discover
DHCP 346 DHCP Offer
DHCP 346 DHCP Offer
DHCP 346 DHCP Offer
DHCP 416 DHCP Offer
DHCP 452 DHCP Request
DHCP 374 DHCP Request
DHCP 374 DHCP Request
DHCP 374 DHCP Request
DHCP 346 DHCP ACK
DHCP 346 DHCP ACK
DHCP 346 DHCP ACK
DHCP 416 DHCP ACK
3650]
3651]
.3465]
3465]
3670] [1711796737:195085]
.3683] [1711796737:368344]
3684] [1711796737:368439]
3931] [1711796737:393131]
.3932] [1711796737:393250]
4597] [1711796737:459726]

[AP_NAME]
[AP_Name]
[AP_Name]
[AP_Name]
[AP_Name]
[AP_Name]

[CTient_MAC]
[CTient_Mac]
[CTient_Mac]
[CTient_Mac]
[CTient_Mac]
[CTient_Mac]

<aprov2>
<aprOvl>
<wired0>
<aprOvl>
<wired0>
<wired0>



3 ©3:17:46.193239 0.0.0.0 255,255, 255.255 DHCP 342 DHCP Discover - Transaction ID @x56883262
9.0.0.0

31 ©3:17:50.649855 0.0.0. 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x56883262
34 03:17:53.259282 10.106.20.10 255,255.255.255 DHCP 342 DHCP Offer - Transaction ID @x56883262
35 ©3:17:53.259282 10.106.20.10 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x56883262
36 ©3:17:53.262280 0.0.0.0 255,255, 255,255 DHCP 378 DHCP Request - Transaction ID ©x56883262
37 ©3:17:53.27313@0 10.106.20.10 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID ©x56883262

RESNEREQTI T, WLCHFIDAL VYL AIZA4F > M S ODHCP Discover7 O— RF ¥ A K
BAZ—ETRNLU, LR2AVEZA—T IA AZNLTRIARNKY T IC7O—RFTYARNLTVS
CcENFDAYET, WLCIEE, H—/\DSDHCPH 7 7—ZZEITDETIC, COXYE—D %
DS5AT > NCEEL, $iVTDHCPEREACKEZEELE T,

DAYLAVZAT> NPOTERS :

DHCPH—/\DIPU—AEXIETBDAT — R AZHRTEXRT,

DAVYLAIZAT b

9800 WLCH DV L—I—> I hELTHRELTWVWS

DEETIE, WLCEDA VYL AIZAT UMD SZELEDHCPNTY N &21-"F Y ANT
DHCP‘U‘ —NCEEEELET, ChEBMICTSIZE. 9547F7 > NOVLAN SVISWLCTERE
ENTVWBRZEZEELET,
9800 WLCTDHCPH —/N\IPZERETBICIE. RO200OFENHYET,
1. R EDRUS—7’O7 74 )L TDHCPH —/NDIPERELE T,

GUIZERT35E : . Configuration > Tags & Profile> Policy > Policy name> Advanced. ICBE L & ¥, DHCPEY 2 3> T,
PIZRT RS ICDHCPY —/NDIPZRETE R T,



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with tr

General Access Policies QOS and AVC

| WLAN Timeout

Mobility Advanced

Fabric Profile

Session Timeout (sec) | 28800 ® Link-Local Bridging

Idle Timeout (sec) 300 l rpno[l)llglf Service ‘ default-mdns-
Idle Threshold (bytes) o | Hotspot Server ‘

Client Exclusion Timeout (sec) || g0 ‘ L3 Access @

Guest LAN Session Timeout

User Defined (Private) Network

DHCP
IPvd DHCP Required v
DHCP Server IP Address | 10.106.20.10

Status

Drop Unicast

DNS Layer Security

WLCTORIZ—7O7 7 1L DOEE

CLIZERAT3HEE :

configure terminal

wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ipv4 dhcp server $DHCP_Server_IP

2.VIRREAT, ALN—T RLAZIBETIHLENf HYVET, TREZREMIZDEHIC, ALN—T RLARETEHRD
DHCPH—N%ZBRETEET, RU—TO77AIADOBWLANICDHCPH —NNT7 RLARRETDEFARETT N, #HRS
h3770-Fk, /12— IAARABUTHRETRETT, Chid,. ANN—TFT RLAZH/ETDNVIICE)HTR LK

DTRRTEERY,

D0 —#eeaERATDHEE, DHCPRS 71 Y IDREERIE. 94T MDAAY FREA > RZ—T I 14 A(SV)DIPF RL AIC
BYET. CORNTTAav IR, L—FT 120 FT—TILTREENETEE (DHCPH—NDIPT RLA) ICHBETEA 0 2—7 T

ARENLTIIN—TFT 12 T&Eh&ET,

RIC, UL—I—212 NEULTEMETH9800NEEREDHZERLET,

ANWN—T RLAZFEALTWLCED YT A T RVLANAILLAV3IA U R—T I A AERELEES



WLC#show run int vlan 20

interface vlan 20

ip address 10.106.20.1 255.255.255.0

ip helper-address 10.106.20.10

end

IDZAT>NLANOD RS 74 Y VZFATADRSICWLCOTF—RR— M ZERELEL Iz,

WLC#show run int tw0/0/0
interface TwoGigabitEthernet0/0/0

switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto
end

WLCHASDRARNL—RA:

2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:
2024/03/30 13:

WLCTOEKAZNT Y NF ¥ TF v :

No. Time
462 19:16:34.
463 19:16:34.
594 19:16:38.
595 19:16:38.
647 19:16:41.
648 19:16:41.
649 19:16:41.
650 19:16:41.
653 19:16:41.
654 19:16:41.
655 19:16:41.
656 19:16:41.

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

38.
38.
38.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.

544969
545961
548967
548967
596953
596953
597961
597961
620954
620954
624967
624967

549504590
549611716
549666984

597696305
597778465

597829829
598444184
598506350
598544420

621660873
621771405

621851320
621908730
625257607
625329089

625490562
625655045

Source
0.0.0.0

10.106.20.

0.0.0.0

10.106.20.
10.106.20.
10.106.20.
10.106.20.
10.106.20.

0.0.0.9

10.106.20.
10.106.20.
10.106.20.

WLCTDBZIAKZNT Y RE ¥ TF ¥

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Destination
255,255,255, 255
10.106.20.10
255.255.255,255
10.106.20.10
10.106.20.1
255.255.255.255
10.106.20.1
255.255.255.255
255.255.255.255
10.106.20.10
10.106.20.1
255.255.255.255

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[cTient-iplearn] [23608]:

Protocol  Lengtr

DHCP 424
DHCP 346
DHCP 424
DHCP 346
DHCP 346
DHCP 416
DHCP 346
DHCP 416
DHCP 452
DHCP 374
DHCP 346
DHCP 416

Info

DHCP Discover - Transaction
DHCP Discover - Transaction
DHCP Discover — Transaction
DHCP Discover - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Request - Transaction
DHCP Request - Transaction
DHCP ACK - Transaction
DHCP ACK - Transaction

[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[auth-mgr-feat_dsensor] [23608]: (info):
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac
relay src_ip:
from interfac
from interfac

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(note): MAC: Client_MAC Clien

ID @x137ea7ac
ID @x137eaVac
ID @x137eaVac
ID @x137ea’ac
ID @xl137eaVac
ID @x137ealac
ID @x137eaVac
ID @x137eaVac
ID @xl37eaVac
ID @x137eaVac
ID @x137eaVac
ID @xl137eaVac

WLC LD REHE b L — A (RA) & Embedded Packet Capture(EPC)OE AT, UL—I—J T NEUTHEETBWLCH, 95414 T



N SDHCPH—/NICDHCPNT Y REBEEI_F Y ARLTVB ENfDAYET,

APOSA T RNODFTINY Y

Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7476] [1711806397:747677] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7481] [1711806397:748177] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] chatter: dhcp_reply_nonat: 1711806400.797214204: 10
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] [1711806400:797362] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7978] [1711806400:797870] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7979] [1711806400:797903] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8204] [1711806400:820455] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8205] [1711806400:820550] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8248] [1711806400:824829] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8249] [1711806400:824911] [AP_Name] [Client_MAC] <aprOvl>

DZATNIF*TF v .

MNo. Time Source Destination Protocal Length Info
1 10:23:46.630692 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xl137ea7ac
50 10:23:50.627940 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x137ea7ac
59 1@:23:53.694541 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
6@ 1@:23:53.696530 0.0.0.0 255.255.255, 255 DHCP 3780 DHCP Request = Transaction ID @x137ea7ac
61 1@:23:53.698634 10.106.20.1 255,255,255, 255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
62 10:23:53.737816 10.106.20.1 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID @x137ea7ac

DAVYLAIZAT 2 NIPORERE

DHCPH—/NNDIP) —AERET R AT —RAEERTEET,

DAYLAIZAT2 b

9800 WLCDH T# 7 3/5/150 CHDHCPA 7 3/80

BEODFTIATRE, XY RNDT—IONEHICEDIAREEEHR<SEDIC, L—F142I9F—TINICKETEDOTIEEL, DHCPRS
TAVIODREERAVE—TIAAZHETRNICERTDHEENHYET, Chik. NALEOROZRY NTD—I9FNAA(LAF
BAAYFRTFATIA=NBE YN IN—ANAGERPAHFIVIZFEATIERICEHICEETT, Leald, J1VYLARE



BAVE—TIAANVLANBOICEREENTWVWE —F T, 54T NSVIAVLAN0ICHY), 94T RN T4V ID
DHCPUL—&ELTHERAERTVWRRREEZE T, F7FINIL—RNE, D4 VLABBVLANYTZY NOSF—KRTIAICE
FshTWxET,

9800 WLCD/N—23217.03.034' 5, DHCPRZ 7 A Y VDREBERAVE—T7 T4 AELT, 954 T NVLANZE [z lEWirdless
Management Interfac WM& EDBIOVLANZBIRTEE T, ChIZ&KV . DHCPH—NANOEHRNRIEE N ET,

REOKBERIRLET,

|
interface vlan 50
description Wireless Management

ip address 10.100.16.10 255.255.255.0
|

interface vlan 20
description Wireless_Client_vlan
ip address 192.168.4.2 255.255.255.0

ip helper-address 10.100.17.14
|

ip route 0.0.0.0 0.0.0.0 10.100.16.1

ZDTFUFTRE, DHCPH—/Y10.100.17.14 D R 7 4 ¥ U ORETAVLAN 50(10.100.16.10)IC % W) EF. Zhnlk, NTY K~
DHAA DV BZ—TIAANIPL—FT A IT=TINTOLY VT Y TICETVTCGEREN, BERT 72 RNIL—RAIREENT
Wahkd, J1IVYLAEEBAZ—7 I 4 AWM)VLANBHTHIE NS LEHTT,

L, Ty 7TV 9 ALY FTReverse Path Forwarding ( RPF ; UN—ANAREE ) FI Y IFREENATVSREHEAE. VLAN
50A SEEL K, RETIPF RLANERDYTRY NVLAN20|ICB I BT Y NIEEET DB/ BY XTI,

ZhEB<IZE. IPDHCPrelay source-interface 1N > RZEEA L T, DHCPAT Y NICERBEERA VE—T I/ AERETD
PEFHYNET, COBEDT—ATIE., DHCP/AY Y N EVLANSODWMIA R —T IA AL SRELET,

interface vlan 20

description Wireless_Client_vlan=

ip address 192.168.4.2 255.255.255.0
ip helper-address 10.100.17.14

ip dhcp relay source-interface vlan 50

ip dhep relay source-interface 1N > RZHEHT D E, DHCPAT Y NORETA VX —7 T4 AEGIADDROEA A", DHCPU L —
OXVRTEEENLEAVEA—TIAA( ZOBEVLANS ) ICREENET, chidk, DHCPZ RL AZEIV) X TB U547
~ MVLANTR VWS, BEICEYETD,

DHCPH—NBEY BV FAT U R T =LA SIPREIVETRHEEEDRS ICRBBLETH,

LEA2T, ChIZHTBEXE. ipdhepreay source-interface X > RAMEAES hi- & E I, CIS00N BEIMICYZA T N7



FY NEREA TSI VROBENY T AT IVI50ICEBMTBETT, chRUVIBREFEN, FYTFvHSERT
EFXY,

Relay agent IP address: 18.180.16.16

Client MAC address:
Client hardware address padding: ©09060600000060060000
Server host name not given

Boot file name not given

Magic cookie: DHCP

> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
> Option: (57) Maximum DHCP Message Size
5> Option: (B1) Client identifier
> Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: 6
v~ Option 82 Suboption: (158) Link selection (Cisco proprietary) (192.168.4.2)
Length: 4

Link selection (Cisco proprietary): 192.168.4.2

WLCINT Y RF Y TFY DA 3182874723150

FT7AINTR, $7HA 7232150 (S ATME ) FEMENE T, FRATHDHCPH—NFCOBEREMRL. COBRICE
TWTEMETED CLEZRBLET, CBOONRELZZEEL, BEAFTSa g2, H7AT72arsaERALTY Y VBRERE
HEETHEEZBEOLET, ChETSICE,. XOJO-NILIIX > REHRELET,.

<#root>

C9800(config)#ip dhcp compatibility suboption link-selection standard

BELLIORY RFBEREhD L. ZATARDHCPNT Y NTHT AT 315089 7 AT 3 V5CBERR KT, $747
2aVERRY RI—=UFNAATELRBREETNATVD LS, NTY M RERES WD ARUAIE< SV ET, COXEOER .
RH#ENBXF Y TF Y TEHSHTY,



Relay agent IP address: 108.168.16.18
Client MAC address: S
Client hardware address padding: ©60006228080000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
> Option: (57) Maximum DHCP Message Size
» Option: (61) Client identifier
» Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: &
5> Option 82 Suboption: (5) Link selection (192.168.4.2)

WLCINT Y RF Y TFry AT 31829747235

BT AT aUE5%RETDE, DHCPRS 714 Y DR Y RD—IFNA AL &> THERBBEEhET, =L, B
Windows DHCPF —N\A AR OB EE. NAK (BERE ) XV E—IHF5ERERTENBEN BV ET, ChiE. DHCPH
—NHFEERIPT RLAZRBALTVAEVZ ENFRRTHD AN SV ET. TORREL T, TOEEBRIPICXIGT B EREN
BWCENEZSIhET,

DHCPH —NTRMAZTSBEANH Y ET A, WindowsDHCPH—/NTl:, UL—I— I hDIPERATREHICAI—DRA
-7 %2 EBTR2BENFHYET,



BE - FXTOUL—I—2 T2 MNOIPT RLA(GIADDR)E, 79 F 4 7BDHCPAO—7MIPT RL AEHEICEE N
TVBRENHYET, DHCPRAO—7DIPT RL AEENDGIADDRIEFIEAY L —& BA&E i, Windows DHCPH —
NFEZNsOUL—T—C I MDA SODHCPIZA T RERZEFTLERA, VL—TI—2 I N2HFTTHEY
OERNEAT—T2ERTEET, GIADDRTAI—7ZERL ( GIADDRAEHEL LIPF RL ANZEIEESH ) . &
A SGIADDRT RLAZBRAL, ROA—T#FIF47ICLET, ThiZkt, GIADDR7 RLADE|V HTHEHE
As, VDL—TI—2I2REHTILET,



FABTUOH—RETEK, DHCPRZ 74 Y VEO—HILELTREENEAPE—RT—THICREBEIhET, &
(2. DHCPERANAIBWLCICHEFE N, ASBWLCEREEV T4 ROIIILBETT VO HA—WLCIZEELET, BEEQ
CREICE2> TR T4V I EREBITEZDIE, PH—WLCTT, LEN 2T, DHCPICBETZ2IXNTOREEZT >~
N—WLCICRETRDIHEN HYET,

SFIVFA 2T IEARAL Y NAPH FexE— RTEELTVD

FlexConnect APlk, 7S50 FAT7 A AR VE—RNAT7 1 RAAFIZREFTENTEY, FROTA VL ALANIY NOA—F(WLC)AD
BENArRONLEEEIC, AZRVRTPOVE—RTEETEE T, FexComnect APlE, RTT7 4 Y OZWLCIZNY VR—ILTD L
B, AT RERYRD—IDOBTRS 74y OBO—ANCRAYFUITEET, ThiZ&Y, BENFRDL,
WANTIGIRA BN ENET, 7L Y VRAE—RAPTI, DHCPRS 74 Y JR>HRRTALYF I T2H), A—AILTRAYF
UGB ENTEET,



RAROSD (7L Y YARAE—RAP)

DHCP Server

— =

Access Point
In Flex Mode

Pt o Wt

9800 WLC Router

Layer 3 Switch

Wireless Client

XY RND—=OKROD : 7LY T RAE—RAP
A _RDHCP% {# F 9 % FlexConnectE— R MAP
FRODHCPH—NZFERATZERE. APE—RICBEFHEEL, BRE, BE70—, BLRERS TN 1—F1 o JOFIEFE—EL

TWEY, 2L, FlexConnecstE— RDAPDIFE, O—ALYARTIZA T hSVIZREL TV EVRY ., BEEO-7A)L
DHCPHY —NZRA T2 L ZHEOHLET,



FEIUE—RNYARNTIOSAT NG TZY NEFRATERVESIE, FlexConnect NAT-PATEZRIBTEE T,
FlexConnect NAT/PATIE, APICERENLEITAT UM SREENLERNT T4V IDRY ND—UF RLAZH]
(NAT)ZRITL., APOEBERBIPF RLAILIYEVILET, HexlE. UE—RNT S FDFexConnectE— RTEIET
AP B, BHEENEISAT RN AV NOA—SHAEETDERLICHZIDHCPH—/NEBETIHEN HDBHS.
RUS—7O7 7 AN DO RDHCPERE & EE) L TFexConnect NAT/IPATE T VT 4 J{LTEE T,

O—AJ)LDHCP% £ 3 % FlexConnectE— R AP

FlexConnect APA"O— A DHCPEHERA T D KD ICHREENTVRHEE, APLTYII—RIDI9S4T7 M TFNA AR, @ELO
—HAIFY ND—UATEATREBDHCPY — /A SIP7 RLABREEZZEFELET. cOO—NIDHCPH =N, IL—&, EA

DHCPH—/\, £ O—AILHY 7 %Y NATDHCPH—ERZRHIZTOMOZY NDO—IF/NAATT, O—HIDHCPTI
. DHCPRZ 74 v ORGRO—DILZRY RD—UATRAAYFoIENET, DXV, APEDHCPERZVSA T KD STIRA
AAYFREOBERY TICEEUL—LET, TIHS, ERXEIRYRNIT—VDOREILH > TREBELhET,



BIRSRAF

1. FlexConnect i1 REZSRL T, CHEAORENHA RERBEATVBFIBERARTZIT A ACERLTVD L 2R

T<EEW,

2. 924 F > MVLANIWE. Flex Profile® FICU ARENBHBENHV)ET,
3APERSVUFE—RTHREL. APEEVLANE XA T 1 JVLANE LTIETAHXENFf HYVET, £k, 954T7>RNS5T7 4
YORADODVLANZ NS O THATHIMRENF HYET,

EEBVLANES8, 754 7> MNVLANZ20IZFRE

Switch#show run int gigl/0/2

interface GigabitEthernetl/0/2
switchport trunk allowed vlan 20,58
switchport trunk encapsulation dotlq
switchport trunk native vlan 58
switchport mode trunk

end
!

EEEY N7 YT APAAXE—RIZERET N TWVWRHEIC, O—AHJIDHCPH—/NEERAO

APUZATUROTNY YT

Apr 3 11:
Apr 3 11:
Apr 3 11
Apr 3 11:
Apr 3 11:
Apr 3 11
Apr 3 11:
Apr 3 11:
Apr 3 11
Apr 3 11:
Apr 3 11:
Apr 3 11
Apr 3 11:
Apr 3 11:
Apr 3 11

APPY T 0F v TFv .

1399
1460
1499
1560
1545
1546
1547
1548
1553
1555
1556
1558

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

39:
39:
:39:
39:
39:
:39:
39:
39:
:39:
39:
39:
:39:
39:
39:
:39:

37:.

33
33
33
33
36
36
36
36
36
36
36
36
36
36
36

7

BiE

37

38:.
38:.
38:.
38:.

38:..

38:.
38:.
38:.

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

[~~~
a = =
=2 @

-~~~ I~
[~~~ I~
=2 9

@

10.106.20.
10.106.20.
10.106.20.
10.106.20.

0.0.0.0
0.0.0.0

10.106.20.
10.106.20.

Lo I e N o N e N O e N e O e O e O e O N N N |

10
10
10
10

10
10

*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024
*04/03/2024

255.
7l
255.
255.
2555
255.
23555
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255,
255.

U TZAPEEREA A Y FR— N ORREFIZRICRLET,

11:
11:
11
11:
11:
11
11:
11:
11
11:
11:
11
11:
11:
11

255,
255.
255.
255,
255.
255,
255.
255.
255,
255.
255.
255,

39:
39:
:39:
39:
39:
:39:
39:
39:
:39:
39:
39:
:39:
39:
39:
:39:

33.
33.
33.
33.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.

255
255
255
255
255
255
255
255
255
255
255
255

6056]
6057]
6058]
6058]
7462]
9149]
9150]
9151]
9161]
9373]
9645]
9646]
9647]
9736]
9736]

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

JEHBETR-OOSEEH !

[1712144373:605628] [AP_Name] [cTlient_mac] <aprOvl>
chatter: dhcp_req_local_sw_nonat: 1712144373.6056478
[1712144373:605830] [AP_Name] [client_mac] <wiredO>
chatter: dhcp_reply_nonat: 1712144373.605647862: 0.0
[1712144376:746192] [AP_Name] [cTlient_mac] <aprOvl>
chatter: dhcp_from_inet: 1712144376.914892705: 10.10
chatter: dhcp_reply_nonat: 1712144376.914892705: 10.
[1712144376:915159] [AP_Name] [cTlient_mac] <aprOvl>
[1712144376:916101] [AP_Name] [cTlient_mac] <aprOvl>
[1712144376:937350] [AP_Name] [cTlient_mac] <aprOvl>
[1712144376:964530] [AP_Name] [cTlient_mac] <aprOvl>
chatter: dhcp_reg_local_sw_nonat: 1712144376.9645492
[1712144376:964749] [AP_Name] [client_mac] <wiredO>
CLSM[client_mac]: client moved from IPLEARN_PENDING
[1712144376:973687] [AP_Name] [cTlient_mac] <aprOvl>

420 DHCP Discover - Transaction ID 9xb530583d
420 DHCP Discover - Transaction ID @xb538583d
342 DHCP Discover — Transaction ID 9xb530583d
420 DHCP Discover - Transaction ID ®xb53@583d
342 DHCP Offer — Transaction ID ©xb530583d
420 DHCP Offer — Transaction ID @xb53@583d
342 DHCP Offer — Transaction ID ®xb53@583d
420 DHCP Offer = Transaction ID 9xb530583d
370 DHCP Request - Transaction ID @xb530583d
448 DHCP Request = Transaction ID ®xb538583d
342 DHCP ACK — Transaction ID @xb530583d
420 DHCP ACK — Transaction ID @xb530583d



DZAT 2 NIF+TF v

16540 111.9@5836 8.0.0.0 255.255.255.255 DHCP 343 DHCP Discover - Transaction ID @x628c@lb4
16541 111.931651 10.106.20.18 10.106.20.18 DHCP 342 DHCP Offer - Transaction ID @x628c@lb4
16542 111.936185 9.0.0.8 255.255.255.255 DHCP 385 DHCP Request - Transaction ID @x628c@lb4
16543 112.3e4391 10.106.20.18 19.106.20.18 DHCP 342 DHCP ACK - Transaction ID @x628c@lb4

DAVLAIZA4T > NPORRE :
DHCPH —/NNDIP) — ARSI D AT —RAZHERABTEERT,

DAYLARAIZAT b

Connection-specific DNS Suffix . :

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6E AX211
Physical Address. Coe e e .

DHCP Enabled. . . . . . . . . . . ! Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPvé Address

IPv4 Address. . . . . . . . . . . #10.106.20.18(Preferred)]
Subnet Mask . . . . . . . . . . . :]255.255.255.0

Lease Obtained. . . . . . . . . . }$03 April 2024 17:24:16
Lease Expires . . . . . . . . . . 404 April 2024 01:24:16
Default Gateway S P

DHCP Server . . . . . . . . . . . 410.106.20.10

DHCPRIRED b S IV a—F4 25

DHCPEEND RTINS 1 —F 40Tk, 94T R IDAVYLAZRY ND—DILEH TS EEICDHCPY—/NA SIPT RL
AEHEBETERVEEEZEEL TEBRIZDCENEENET, DHCPORIEZ NS TN 1—F 1420 T2BO—BNEFIEE E
BEEZXICRLET,

1LUZ4T7 2 MEREDHER

=

s UZATURNIPTRLAZEBNICHBIZDISICHREENTVWD L ZRIELET,

« XYND—IOTHTENBMTEREICHELTVWR L EZRALET,



2. DHCPH —/N—DREEEERT S

o DHCPH—NNABHRELTVWT, I9FA4TVRDORY RD—U I XN SEETRTHI L EZBBLET,

o DHCPH—NDIPT RLA, Y7 XY KRIARY, BLUEFTAFILNTF—RN DI/ OREEHRELET,

3. AO—7HBH DR

« DHCPAO—7%#ANT., VFAT U NFERATERIPP RLAD TR BEEN B ZBALET,

e AO—T70V—-ABBEATZ 3> (DNSH—N, F7FIRTF—hDTA43E) ZHABLET,

o« —EBMIRIE (Active Directory’x &) Tlk, XY RT—Y A TDHCPH —E A Z BT 2 ERHNDHCPH—NIZEZ S5 KTV
EEBERELET,

4. 9800 WLCD X E D HERR

e W=TNYIALVR=TIAR, VAT RVIORM, BREENIEALN—=T RLAOXRMBE, REZI AN RETH
£IHBRBERBE<HNET, OTZRETRHIC, RENELKERENTVR L EZRREIZ L ZHBOLET,

o AEBDHCPH—NEZFIAT2HBE : DHCPAOI—7OMBICEL T, $IZCLIN SDHCPZERET D HEEF. V—AXAY
— DN BEHICHELDTHREETSNTVRLEEZRATHCENEETT, F7FIINTIE, 9800 WLCH ) —AZ A X —IFERIC
BREENTLET,

o HRODHCPH—NZHERATIEHEEE. V14T NVLANKNS 74 Y OFWLCOT Y T OR—NTHAEhD L%
BRLET, HIZ, O—HIDHCPH—NEFKATZHEE. BEITDVLANNFAPTY U OR—RNTHITEATVWSDC
LEBELET,

5B.77PATIx—)LetEF1UT 1 DRE



o JFATIA—=NEEFEFIVFAYTNIIFTHDHCPRT 7 4 Y Y ( DHCPY—/NXDR— K67, DHCPY AT~
NDAR—K68)Z7OYILTWEVWCEERBLET,

aJiN&E

wLch 50Oy

LIXTOIONY ROBESBEESHD-8HIC, term exec prompt timestampZ BMIZ L E T,
2. show tech-support wireless ! ZFERAL T, REZBRELE T,

29AT RO, V54T MREDET, BREBRAENEISA T N EBRBTEET,

show wirdlesssummary !! APS RO IS4 T N DR

show wirdlessexclusionlist!! 254 7> R BAETChTVWBREREENDEES

show wireless exclusionlist client mac-addressMAC@ !! BRAT 2 EBM B IS A T NOFMZEREBL., TOEBHNfMEENDISAT
VRDIPERHELTUARENTWVWAAESH ERBELET,

394F > MDIPP RLAEY HTEHEREL, TEBXTFRLARFHLBEVAZTAYIFT RLANDEE, DHCPH—/AHN5D
BESBVWESHICH—F 1 EX—OENEVLAN, F£EDHCPARPEMEL TVWBSISFTHO/NT Y KROY 7% LET,

show wireless device-tracking databaseip !! IPTHEREL., 7 RLAZBFAED RS TN IZAZRIEBLE T,

show wir eless device-tracking database mac !! MacZFANX T, EDIPVSA T MHFEVUETSNhTWVWB DN ZHELET,

show wirelessvlan details!! SERAFROVLANT )L —7 DiFE, DHCPEEIZKWVLANF R —F1ELTX—UchTVW B\ EE
BWERLET,

show wireless device-tracking featuredrop !!SISFT O RO Y 7

4. BB ITAT 2 SMACQIZBETBHWLCH S O4ED 2 show wireless device-tracking feature drop

DZAT VR DAVLARY ND—VERLEISELTVWREEIL, VTFATRNOMACT RLADHSERNL —RAZHE%
ILLET,

CLIZERATEE :

debug wirdless{mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds} !! Setting time allows us to enable traces for up to 24 days
I"Reproduce [ Clients should stuck in IP learn]

no debug wireless mac <Client. MAC>

WL C generates a debug trace file with Client_info, command to check for debug trace file generated.

dir bootflash: | i debug



AR RBEREFNYIEFERTZE, TNYILRILOOF O INERICEY, EXENZ2O070ENEMLET,
ChERTLAEERICTZE, OV ERRTEDIHBEEMH/TEET, TOLEH, NSNS —F12009twv>ay
DERBIZEELCFNYIZENCTI L EZHBLET,

FIRTOFNY T ZEDCTRICE. XOOX REERTLET,

# clear platform condition all
# undebug all

GUI &M



ATY 7 1: BE% Troubleshooting > Radioactive Trace .
ATYT2:AddEOVYIL, NZTNZ1—FAVTETS509FA4ATROMACT RLAZASILE T, BIFTBMac? KL
AEBEBEMTERT,

ATY 7 3 MEMRNL—AZHRIIERITELS, ARIZIVYILET, WoARKTD L, BHENBMACT KL
ACEEFTZOAMO-LTL—20RBIZEBITZFNYIOF DV INFTFA AVICEERENET,

ATYVT 4 "RZTND1—FT 12 TI2MBEEBRLES, SopE I UYILET,

ATYT5: FNYTULEMACT RLAZEIIL, GenerateZ 01 Y I LT, TOMACFRLAICEHETZIXNTOOV E2EHT
POU077A4INEERTEET,

FlE6: BEFAOT 77N OMBEREZREIRL, [FNARACERZVVYILET,
FIE7: 77ANBOEICHZNEVNTAOAEIVYITRE, 774N E2FTOO0—RTEET, CcO77/4)EI>NO—
SNOT—KR7Z5Y21RSATIZHY, CLIZERALTOE—TBEETEXT,

NISAFTROMACT RLAICE2TRABICTAINZ I TENTEHAEIRARFYTF ¥, 94T NOREBMACT 1 )L &Z
(& 17 150 T EF WAL,




$¥:98000EPCIE., 9800 WLCTHRDHCPABRMICE > TVWBBRAICBRIBET,

CLIZERAT2BE :

monitor capture MY CAP clear

monitor capture MY CAP interface Pol both

monitor capture MY CAP buffer size 100

monitor capture MY CAP match any

monitor capture MY CAP inner mac CLIENT_MAC@

monitor capture MY CAP start

I'Reproduce

monitor capture MY CAP stop

monitor capture MY CAP export flash:|tftp:|http:.../filename.pcap

GUI &8
AT ¥ 7 1 : Troubleshooting > Packet Capture > +AddICBEIL £,

ATYVT2: NTYRFYTFrYOERAEERLET . ZRABNFETANTERT,
ATYVT 3 74N REERBLET (FEITREE ).

ATYVT4: NTZTAVINDATACPUILIN REh, F—RTL—2VICBEAESND O ERRT 2B AE. Monitor Control
TrafficDRY D AICF T Y ION— D %FHFET,

ATYT 5 NYTPHAXEERLET. ZR100 MBETHEATEET,

FlE6 : XEIFHEUT, 1 ~ 10000008 OEEEZFE T2 HE L. FF1 ~ 100000/ 7Y NOEHEFET /N7 Y N
EICHREZERLEY.,

FIE7 : ERAOFIOLA 2V E—TITLAADVARES AV E—T7 T4 AZBRL, RANZBRL THAOFICBRBHLET,
ATYT7 8 ®REFELTTFNA RICER

ATYZ79: FYTFrERKRTRICE, [FAKIEBRLET,

ATV 10 F¥ T F Y2 ERENLHRETCRITTETRT, FY7FYEFHTELITBICE. [FLIZBRLET,

ATY T 1MELETDE, Export RE A ERATREICZY) . HTTPELERKTFTPY—/X, FTPH—/N, $25WVEO—HILZATFLD/N
—RFLARAVELERT7ZY212ANLTO—DLFRINY T ILF Y TF ¥ 77 A4 (pecap) 2 XTI O—REBD AT aVHAKRR
Eh&ET,

APfIAsOOY

show tech !'! Collect show tech to have all config details and client stats for the AP.
term non



'l Basi ¢
debug client MAC@

DHCPH—/N\h S04

NEDHCPH —NZHEHAT3HEE,. DHCPRZ 74 v VN7 O—2HRBITD Ik, H—NEITFN\yIOQTENTY NEYTF ¥
EIRETIHENHYET,

zofthonos

9800 WLCTDHCPERHE X Y £— AR RODHCPEREE I O— NI ODHCPREDAPFNY JOJICRRENDBEEARF. 7v 7
DoORSF Yy TF¥TF—REZRELT, NTY M A—HZXY RNR=RTROYVFTENRTVWAVCEZRBIZIHENHYET
o AMYTFOMBREIZISLUT, PYTVUIARLYFTHHIAKNTY NFEYTFY¥EREGSPAN ( A4 Y F RR—KNTFSA4H

) F Y TFYERTTEET, DHCPUS AT M SDHCPH—NAQOBENF e iR,/ NEHBITD D, BRTFES
BOBBENFFHENERA N EHBITEEHIC, DHCPRZ 74y 97 O—%2BEMNICNL—RT2 28O LET,

BRI DR

BEAI9TAT > ME, RBICRELTVEVLANA SIPZ RLAZEBLESIELTVWET, T4 VYLARIVTSA TR, BXR
5954 FT 2 NVLANICBEERN TS NE200SSIDEATEI Y BHL2BENHYET, COKDIKBE., 9547 NMEIULETIZESR
LEVLANA SIPEERLEGET D IEEN B ET, COIPKREOVLANODHCPAI—7RHICAWE®, DHCPH—/NIE

NAK (BERE ) ZRITL., TOER, V54T NIIPPRLAZBMBTELELSEYET,

BEEHRNL—AOY Tk, BEDSIDOY 54T RVLANAVLAN 20T HBICEA I DST, 9S4 T MAMETICESEL TV
=VLAN(VLAN 100D SIPEIRLETTVWD e DAY ET,

2024/03/30 10:40:43.050956833 {wncd_x_R0O-03}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
2024/03/30 10:40:43.051051895 {wncd_x_R0-03}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
2024/03/30 10:40:43.058538643 {wncd_x_R0-03}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
2024/03/30 10:40:43.058658561 {wncd_x_R0O-03}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
WLCTDHEAZAKNT Y NF YT F v

166 16:10:.. 0.0.0.0 255,255,255, 255 DHCP 368 DHCP Request - Transaction ID @x86ad967@

167 16:10:.. 0.0.0.0 255.255.255.255 DHCP 368 DHCP Request - Transaction ID @x86ad967@

168 16:10:.. 10.106.20.10 255,255,255, 255 DHCP 346 DHCP NAK - Transaction ID @x86ad967@

10.10

169 16:10:.. 6.20.10 255.255.255.255 DHCP 346 DHCP NAK

WLCTDMEHAKNT Y NFYTF ¥

- Transaction ID @x86ad967@



User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: @
Transaction ID: 0x86ad967@
Seconds elapsed: @
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: T
Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)

Option: (61) Client identifier

Option: (50) Requested IP Address (10.106.10.12)

Option: (12) Host Name

WLCTDDHCPA 7> a > 500Ny RF+¥ T F ¥

BRE . VAT M RE2BDHCPTOERAZRTTHRDICTHIIE, R —ERETIPvADHCPRequiredA 7> 3 > 28
ICUET. 94T MASSIDRATHWEZZT>TVRHBAREIC. COREEZEMICLT, LFEOSSIDICEEMS TS hE
VLANA' SIP7 RLAZERTZHEEIC. DHCPH—NN VT ATV MINAKZREETEDRSIZLET, TS5LAEVE, 954
TURNERFICRFLTVEIPY RLAZSIEREFEAELFERL., BENfMPHE B AEEN B ET, LEL. COMEEE
BMIITRE, REZTAYVIIPPRLAZFEALTRESCNTVRI DA VLAISATUNIEEEEZDCLICEREL TS
W,

BHOATS a2 T27OCARERICRLET,

CLIZERAT2HEE :

configure terminal
wireless profile policy $Policy_Profile_name
ipv4 dhcp required

GUIZfERA 9 %154 : DHCPE < 3 > MConfiguration > Tags & Profile > Policy > Policy_name > Advanced. T, ipv4 DHCP required’
BMILET,



Edit Policy Profile

General Access Policies

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

QOS and AVC Mobility

28800 ‘ ®

300

IPv4 DHCP Required

DHCP Server IP Address

WLCTORIS—7TOT77AILDERE

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Polic

Advanced

Fabric Profile

Link-Local Bridging

mDNS Service | default-mdns-ser

Policy

Hotspot Server |

L3 Access @ oisasiep

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security



AE AT UOH—HREDHEES, DHCPREZMADWLCICEDE B ZENEETY, IPV4ADHCP required® 1 x—7
JLIZLTWBEER, ASBWLCET VH—WLCOTATA Z—TIICTBIHBENHYET, 2200BTARI—707
FAILDOTIZHBDDHCPEENREICF—BNHDE, VAT RTEEUTAO-I)LICETIEEN RET D HEE
HABY)ET,

BRE2IPEADEEICKY), VAT MEIREZBERAEND, IY ND—F2TCHTRIPERLR. BHOTA VLAY
ZATRFEUIPP RLAZBEALELS ETRIRRAZRLET, chiF. REFRTS<OEBHANIRRTHZAEENHY)ET,

L AEGENIPT RLADEY T : I—YHNENIPTRLAZT/NARAIZREL, TOTFRLANZRY NDO—U LTI TIZENY
HTSNTWBIPPRLAFEERY—VENTVBIPPRLAE—HTDE, IPPRLADHEEN RETHAREENHVET,
hiE, 280FNA AN EUIPP RLATEHELESETRDERELET, chilkY, BRIZD—FXEEAEOF/NAADX
Y RD—VERENFHENDAEUNDYET, COLSBREAEEHSICE, XY RNT—VLEOKIVTAT U NC—EDIPT RL
AEBETDENTAXRTT,



2. FIEEBDHCPH —/N : Y RO —9 EIZFRIEADHCPY — /AR RIEEBDHCPHY —N\FFETSD E, IPPRLADEY) HTICO&EAN
W, XY RND—ODOBAIENEIPT RLY D VUFTEEFRIDAHEENI BV ET. CORDIBHRENRETDIE, EROTFTNA
ATIPP RLAOBENREL LY, FEYERY NO—OREFMBENLY IT2AEMEFIHYET. COBBICHLTDICE
. REBDHCPH—NEHBELTERY RI—UDSHRL, BUYTRY NATESBEBZIPREEH<SHBEN BV ET,

3.9800WLCTODIZAT7ROFEWVWI RN : A MA—FR. 94T MFBBLEISIELTVWBIPP RLAOFZWHWI
DRNUEBREBITRCENBYNET, COXKDIBIFEE, 9800WLCHASCNSOEVWI NI EZFHTHIRTZISBEN BV ET, T
DHEERIZRELET,

o BRAVANIEENZIMACTRLAOHHFMERNL—RAZRITL., HEMERNL—AROBEIEMACT 7 AILERUTL
£,

o IZ—OJZMRETEET, WCLIENT_ORCH LOG-5-ADD_TO_BLACKLIST_REASON:Client MAC:
Affected_Client MAC with IP: 10.37.57.24 was added to exclusion list, legit Client MAC: Legit_Client MAC, IP: 10.37.57.24, reason:
IP address theft

o ORI, ROOARV RZRITLET,
show wireless device-tracking database mac | sec $Legit_Client MAC
show wireless device-tracking databaseip | sec $Legit_Client_MAC

(FWIYNUASHBEERE, EROIZTAT Y MMac7 RLAILHL TERBODIPEZERBTER Y., 12 TOIPT, £€51201@H
WEWPTY, )

BRREE - WLCD9800A S EHWI Y MU ZFET clear wirdess device-tracking mac-address $Legit-Client MAC ip-address 10.37.57.24

4 BAUY TRy NEFERATZO—HIDHCPY —/NE R L /=FlexConnect ®E A : FlexConnectME&E Tk, T X EAHUE—NO
T=2ar HFRAUCHTRY MY SIPPRLAZEIY X THO—HIDHCPH—NEFERTZON —BHTT. COZFUATR,
BEBHANOTAVYLAIVZAT U NFRALVIPP RLAZZEFETHAERN BV ET, CORYRNT—ITL—LT—OAOT
ohO—ZR’. BROUVSA T NERNFBLUIPT RLAZFERALTVWR CEERETREDICTOTZLENTEY, ChE
IPERAOAEEMENHDEMMLET. TORR, ChsDISATUNEEE, IPPRLAOREZE<SESICTOY IEhiz)
ANCEEZNE T,

BERR : FlexConnect 7O 7 7 A LN TIPA—N—Z v THEE2 B LE T, "Flex Deployment O IS4 7> NP7 RLADOE
B #EEICKRY, FlexComectDBATHR—RNENDIXTOREZHFL BN S, BEOFexConnectt 4 N TEUIPY RL A%
FRATEET,

T7AILRTR, COBBRIEDCE>TLVET., XAOFETEMICTEET,

CLIZERAT2HE :

configure terminal
wireless profile flex $Flex_Profile_name

ip overlap

GUI % £/ : Existing Flex Profile/Add to new Flex profile% Configuration > Tags & Profiles> Flex. 7)Y 9 L, Generd 27 TIP
OverlapZ BRICLE T,


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST_REASON:

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Mame* default-flex-profile Fallback Radio Shut
Description default flex profile Flex Resilient
Native VLAN ID 1 ARF Cacting ’
Efficient Image Upgrade v
HTTP Proxy Port 0
OfficeExtend AP
HTTP-Proxy IP Address 0.0.0.0
Join Minimum Latency
CTS Policy
IP Overlap v
Inline Tagging
mDNS Flex Profile v B

SGACL Enforcement
PMK Propagation

CTS Profile Name default-sxp-p ... X ¥

WLCT DFIex7’ A7 7 A1 JLDFRE

BE3: JAVLRIVZAT RN, IROVLANASIPP RLAZZETER Y, COBERK., VLANINEAE N TVSHE,
FEEITZATMIEYHTSNTWSBVLANA FlexConnect DR TAPERICHEAE N TWAVLANE B UG A ICHEEICRKEL
Y, CORBEOREANBZRERE, BE, VLANEIYHTHAELLBWIETT, HAX AL T, 98001 —XTVLANID%
BRETIRICZEEITDIHENDHDVK 2D DTFUFERICRLET,

LAAAF—N—F A4 REEENBMIE 2 TVBAAAY—NEZHKAT2HE. BYIBVLANIDFAAAT—NASEEFEEhTVSEC

CEBRIDENEETT, RDYICVLANBZEETSHAIE, 9800 WLCTREENTWVWAVLANBE —HTD & &2/HER
LEY,

2.VLAN INERUSAT RN T4 v VRICKREENTVRES, BERT VARSI NAPDE—RICK>TELRZBES
FHYET,

O—AILE—RFRAASYF T DOAPH :

*  VLAN-name=defaultZiEET D &, V74T MEVLANLUZEIW HTShET

e VLAN-ID1EfRAL T, 94T METDA VL ABEBVLANICEIY HTShET

FlexE— R/IO—AILAAY F I DAPDBE :

e VLAN-name=defaultZI§ET 2 &, 754 T NEVLANLICEY) H T hFET

e VLAN-ID1ZERAL T, 954 7> MiEFexConnectx 4 T 14 7VLANICEI ¥ T hET



SRTRBRLESFTUAEZTOHRERIRLET,

LF7#A)RTR, I—FHFRIS—TO7 74 TAERELHWEE, WLCIEVLAN-ID 1ZEV) HTET, chlcky), 2
FATNEAO—ANLE—RTITA VL ABEVLANEMEA L., FlexConnectlZ @APR A T 4 JVLANZFERL £,

2. flex-profile® X4 T 4 FVLANY, RA Y FILREENTVDEDEERLRD XA T 1 JVLANIDTREENTVBRHEE, KU
—7'O7 7 A )IC Tdefaulty VLANBAREE A TWVWTE, 94T NIEBVLAN (X471 7VLAN) A SIPERBLET,

3. flex-profile L MR A F 4 TVLANN, RAA Y FLEIZREENTVE RS T4 JVLANERBUVLAN-IDZFERAL TREETNTWS
BE, RUVI—TO77ANLETTFT7AILMIBREENTVBVLANIN SIPERBTEDDRISA T NEFTT,

4. VLAN IDTIEBELSVLANB ZIBIRL =58k, Flex ProfileNDVLANBARBLU THZD & #HEELET,

BETER

» 98000 WEFDHCPH —/Y

+  HABDHCPH—NHFFEAEHhTWVS

e Windows DHCPHY—/N®ODHCPAZ > 3> 824 #7335

e FHex APCTONAT-PAT

o VIANIGEDAYLRIVSAT U NFERAEND

o ZAAQTOV_HANHYR—PEXDO—R



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
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