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CORFIXVNOEHRE, HEDFARRELCLHZIT/NARACEITVWTERENIZENTT, C
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BER, FFRADIUSOE—T7UNHA—ICHL T, &RRICTACACS+OE—T7 U NHRX—ICHL
TTWE T, RADIUSETACACS+ ISEQREEHABEENET,

RADIUS O RZRE

74 VYL ALANO> NO—Z(WLC)TRADIUSZEEREL T,

AT Y 71RADIUSH—/NEEELE T, WLCTISE RADIUSH—/NZEHERKL £ T,
GUI :

ICRTF &SIC, [Configuration] > [Security] > [AAA] > [Servers/Groups] > [RADIUS] > [Servers]
>[Add]ICBEIL E T,



Configuration™ > Security = > AAA

+ Ann Wizard

= Dashboard

E:F;;-.,I Monitoring AAA Method List AAA Advanced
5 :
Q\\J Configuration + Add

Administration

% Troubleshooting

MName ~  Address = Auth Port ~ Acct Port
LDAP
RadiusLobby 192.168.166.8 1812 1813
1 10 w

RETARINAESE, BADKRE/NTX—RE. RADIUSH—/NA (ISEIAAAZ AT LR E
—HBIRIHLERFHYELEA ). RADIUSH—/NDIPT RLA, BLTCHBEUETT, TOMD/N
FX=REFE, FT7AILRNOERRICTEH, BEICKUTRETERT,

CLI :

Ti m eWLC1(confi g)#radi us server Radi usLobby

Ti m eWLC1(confi g-radi us-server)#address ipv4 192.168. 166.8 auth-port 1812 acct-port 1813
Ti m eWLC1(confi g-radi us-server)#key 0 Ciscol234

Ti m eWLC1( confi g) #end

ATY T2.RADIUSH—NZH—NTI—TICEBMLET, Y—NTI—TZ2E&L. RESI
JZRADIUSH—/NZEML E T, Zhid, Lobby Ambassador1—HDBIEICEAE D
RADIUSH—/N\TT, SRELIEATE 2EHRORADIUSH —/NHNWLCIZEREET W TUVBEEE,
I XN TDORADIUSH — /\‘EHUb‘ —NTIL—TICEBMTHEE2BEHLET, CODES
WLCIEH—NT I —7"ADORADIUSH —/NEOFREEZO—RINZ 2T LET,

GUI :

IR &SIC, [Configuration] > [Security] > [AAA] > [Servers / Groups] > [RADIUS] > [Server
Groups] > [+ Add]ICBEL £ 9,

e Configuration = > Security ™ > AAA
Mand Items )

|§| Dashboard + AAA Wizard

ED Monitoring 3 AMA Method List AMA Advanced
¥l Configuration + Add
>

Administration

RADIUS
Troubleshooting TACACS+ —

MName ¥  Sarver 1 Server 2 Server 3
LDAP
GroupRadLobby RadiusLobby /A NiA
1 10 =

TIN—TICBRZERIRDEOHICERETV A RUNFBEAWVWES, BREL ZRADIUSH —/\%Z[Available
Servers]l) A M H* 5[Assigned Servers]') A MCBEIL T ?o

CLI :



Ti m eWL.Cl(config)#aaa group server radius G oupRadLobby
Ti m eWLC1(confi g-sg-radi us)#server nane Radi usLobby
Ti m eWLC1( confi g-sg-radi us) #end

ATY 73 BAARXNIANZEHERL F9, [Authentication Method List] Tlk, BETZRIAND X
17%2E&L, ERLEY—NJIIL—TICERAURAMZBAL T, RIAAWLCTO—HILIZTT
Hbndh. RADIUSH—/NOAZBTITO B A FEFEENET,

GUI :

IR &SIC, [Configuration] > [Security] > [AAA] > [AAA Method List] > [Authentication] > [+
AddICBBLE T,

Dashboard

e s Servers | Groups AAA Method List AAA Advanced
@ Wonitoring :

R Configuration

Authentication
Authorization + Add

Administration

! Accounting Group
TrOUbIEShOOUnQ Mame ~  Type ~  Type Group1 - Group2 - Group3 ~  Groupd
AuthenLobby.., ogin local GroupRadLob.. A M/ MN/A

BT A2 RIOFBEVES, BRIZANL, B4 T7A7>a>eLTOJ 4 V])ZERL, RETIC
ERLIEEH—N—TN—TZEETET,

[Group Type]%[local]lCEREL £,
GUI :
[Group TypellC[local]ZBIRT B &, WLCREFT I—HHFO—HNILTF—EIXR—AICFETIHE

SHEEIEL, O—AHILF—2AX—ZAIZLobby Ambassador I—HA" B DA S VBEICDH &Y
—NITN—=TICT7 =Ny O LET,

CLI :

Ti m eWL.C1(confi g)#aaa authentication | ogin AuthenLobbyMethod | ocal group G oupRadLobby
Ti m eWL.C1(confi g) #end

¥ : /NJCSCvs87163ICEEL LK EFEVW O— AW 2BAICERATZEE., CniF17.3T
BEEhTVWET,

IN—=TELTIN—=TR47T,
GUI :
[Group Type]lZ[group]Zi#3R L, [Fallback to locall# 7> 3a>&FIZLTVWEWEE, WLCE

A—HZH—NIIL—7ECHLTFIVITREFTHY ., O—AILTF—EXR—ARFEFIVIL
Ft A
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CLI :

Ti m eWLC1(confi g)#aaa authentication | ogin Aut henLobbyMet hod group G oupRadLobby
Ti m eWLC1(confi g) #end

[IIN—7ELTIIN—T24 7 (Group Type as a group)l&[A—AHILIZ 7 #—)L/N Y £ (fallback
toloca)|l A 7> a3 AICHE2>TVET,

GUI :

[Group Type]lc[group]Zi#iR L., [fallback to local| A 7> a> & A ICTdE, WLCIRRI—H%=H
—NTINL—=7IZ/LTFT Yy oL, RADIUSH—NNBETRA LT INLEBEICOKO—7
IWTF—ER—AZBLELET, Y—/\HFRETDE, WLCEO—DIIFAEZ N H—LEE A,

CLI :

Ti m eWLC1(confi g)#aaa authentication |ogin AuthenLobbyMethod group G oupRadLobby | ocal
Ti m eWLC1(confi g) #end

ATY 74 FUARX)ANZERL E9, [Authorization Method List] Tl&. Lobby
Ambassadorlic XEBBRARA TEZEEZLET. cDBFEEIWE Texecs T, Fh, EERENTL
BPEQOERUH—NTIN—TICEHEENET, £, RBIAZWLCTO—HNILICETTEH,
RADIUSH—/NOABTRITIBNZBIRIZDEETEFRT,

GUI :

KIZRTF KSIC, [Configuration] > [Security] > [AAA] > [AAA Method List] > [Authorization] > [+
AddICBBIL KT,

Q Search Menu ltems

Dashboard

P . . Servers | Groups AAA Method List AAA Advanced
@ Meniorng ‘

81:) COanQUI'EﬁOI'I Authentication
+ Add
Administration
: Accounting Group
Troubleshooting Name v Type ~  Type Group1 v Group2 v Group3 ~  Groupd
Authozlobby Exec local GroupRadlLob. P& P& MiA

REVAZRINAVTERZEELLES, BA47A7232& LT Texecs ZRIRL ., BLATIC
LI —NTIIL—TZEVETET,

ITN—=T247 &, "BEFRNVAN I3 VTHALEOERUFEATEREhD &I
ABELTLSEZ WL,

CLI :

[Group Type]%[local]lcEREL £,

Ti m eWL.C1(confi g) #aaa aut hori zati on exec AuthozLobbyMethod | ocal group G oupRadLobby
Ti m eWLC1(confi g) #end

TN=TELTIN=TRALT,



Ti m eWLC1(confi g)#aaa authorization exec AuthozLobbyMethod group G oupRadLobby
Ti m eWL.C1( confi g) #end

[Group Type as group] & [fallback to locall A 7> A A A &> TVERT,

Ti m eWLC1(confi g)#aaa authorizati on exec AuthozLobbyMet hod group G oupRadLobby | ocal
Ti m eWLC1(confi g) #end

ATFYTE: XYY REEWHTET, BEFRTLES, WLICKKOT A>3 AT avICX
Yy RES S TT, EHEVTY(SSHTelnet) PHTTP(GUNE E DF A K1 —H &R T B HEH
HYET,

CNSOFIEGEGUINSEERITTERWVIZ®, CLINSRITITRIHXEN BT,

HTTP/GUIFEAL :

TimeW.Cl(config)#ip http authentication aaa | ogin-authentication Aut henLobbyMet hod
TimeW.Cl(config)#ip http authentication aaa exec-authorizati on Aut hozLobbyMet hod
Ti m eWL.C1(confi g) #end

HTTPEXEZZEET2HE A, HTTPELRUHTTPSH—EAZBEB TS L ZHE8MHLET,

TimeW.Cl(config)#no ip http server
TimeW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#i p http server
TimeW.Cl(config)#i p http secure-server

Ti m eWL.C1(confi g) #end

EI#RVTY,

TimeW.Cl(config)#line vty 0 15

Ti meWLCl(config-1ine)#l ogin authentication AuthenLobbyMet hod
Ti m eWLCLl(config-1ine)#authorizati on exec Aut hozLobbyMet hod
Ti m eWLC1(config-1ine)#end

ATYVT6: COATY S, 175AFERF1733KYBDOYTIRNIITN—23 2 TOIRBMBET
V), CSCvu29748 N"EEEnEL L, UE—RNI—HYZEXZLEXT, ISECOE—T7 U NHHA
—RAICEREhEI—YEIE, WLCTUE—RNI1— b‘%tb'cm%?%wgh‘&wim ) E—
RI—HEBAWLCTERENTLVEWVEE, BIARFELLITHAETH, —TONYA—iE
[RADT IO ADIKTEELS, WLCAD I T OEANF 11— b‘Lﬁ'%éhi% CDRE,
CLINSDAERITTEET,

CLI :

Ti m eWLC1(confi g)#aaa renote usernane | obby

ISEQERE : RADIUS

ATY 71:WLCZISEIZBIL £ 9, [Administration] > [Network Resources] > [Network Devices]
>[Add]cBELET, WLCEZISEILEBMT D MHENHVYET, WLCZISEIZEBMTZHE,
[RADIUS Authentication Settings] 2BMIZL ., RICRT RIS ICHBEBNTX—RZRELET,
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o
Network Devicas Network Devices
Default Device
P A % = . .

Edit [y Duplicate s Import Export » Generate PAC ¥ Delete « Show

Device Security Settings ’ I L3 ok o (& ]
Name « IP/Mask Profila Name Location Type Description
|_| Tim-aWLC1 192.168.166.7... %% Cisco All Locations All Device Types 9800

BETAVRIOABEWVWES, IPADDEWSErIZ AL L, RADIUS Authentication SettingsZ &
%IZ L. Protocol RadiusTAEBRHEEMBEZEZANLET,

ATYZ2ISECOE—7 > N\HBF—1—%%Z2EHKL £J. [Administration] > [Identity
Management] > [Identities] > [Users] > [Add]icBEIL £ ¥,

TARNI—HZEKT BLobby AmbassadorliZ BV B TS5 hiz1—FEE/NAD— RZISEIZEN
LET, chikx, EBENOE—TUONGEZ—ICEYHTBHI1I—YETT,

‘tsco Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy » Work Centers

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
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I
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Network Access Users
Users
Latest Manual Network Scan Results
/ Edit [ change Status »  @oImport @ Export » | 3 Delete » Ly Duplicate
Status Name «  Description First Name Last Name
[0 EEnabled @ lobby

RETA RINBEVNES, Lobby Ambassador I—HDBEIE/NAT—REAHDLET, T
. [Status]A'[Enabled| TH 2 & 2R L ET,

ATY 73 HROFU7O7 714 EEKLET, [Policy] > [Policy Elements] > [Results] >
[Authorization] > [Authorization Profiles] > [Add]iCBEIL £ T, RICTRIRSIC. BDEZEMLZR
DAccess-AcceptZWLCICIRT = (C, ERPBA7O7 7ML ZERLET,

'1':':!:'4':2' Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = ¥ Policy Elements
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I

» Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

= Authorization

_,° Edit =ﬂ=ﬁdd E_’jDupIicate ¥ Delete
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[]  Name Profile
Downloadable ACLs
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sl dentity Services Engine

Home » Context Visibility » Operations

Policy Sets  Profiling  Posture  Client Provisioning = ¥ Policy Elements

Dictionaries » Conditions * Results

&
Authorization Profiles » 9800RadiusLobby
» Authentication ) ) )
Authorization Profile
+ Authorization * Name | 9800RadiusLobby |
Authorization Profiles Description |
Downloadable ACLs IW’H‘CCess Type |ACCESS_ACCEPT v | I

[Advanced Attributes Settings| CEtZ FBTEMT I LENHYET, BME. 1—Fz0E—
FOoNBA—ELTEZRL, OE—TF7UNY A N UEBEEZTADISICHEZRM TS
HIZHBETT,

v Advanced Attributes Settings

Cisco:cisco-av-pair =|user-type=Ilobby-admin

Cisco:cisco-av-pair =[shell:priv-Ivl=15

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = user-type=Ilobby-admin
cisco-av-pair = shell:priv-lvl=15

ATV T4 RIAENEBETELODORI S —%ZERL ET, [Policy] > [Policy Sets] > [Add]IC BB
LET, RUI—ZRETEIHRMERE., EBEEOREICKTFLET, TR, Network Access-
Usernamesk4F & Default Network Access protocolZ R L £,

[Authorization Policy] €. [Results Authorization]| CEREE N7 O7 7ML BIREhTWB &
ZHRBITDIMVENFHVET, ChIlLY, RIZRTERIIC, XELBMHZWLCIZRTZEANTE
£9,



‘dsds dentity Services Engine Home  » ContextVisibility

» Operations » Administration » Work Centers

Profiling  Posture  Clent Provisioning  * Policy Elements

Policy Sets

Status  Policy Set Name

Description
@ 9800LobbyRadius

REJTAZ RIARAVES, T
BLENTEFXRT,

Policy Sels = 9800LobbyRadius

Status  Policy Set Mame Descriplion

@
=

» Authemtication Policy (1)
¥ Authonzation Policy - Local Exceplions
¥ Authorization Policy - Global Exceplions

¥ Authorization Policy (2)

Status  Rule Name

Conditions

TACACS+®DFERE

WLCTNOTACACS+DELE

Conditions
UserName EQUALS lobby

,x_ MWetwork Access

AlRD) S —%%

Conditions

L Hetwork Access- Userbiame EQUALS loboy
Results
Profiles
ame EQUALS labary = SS00RacusL obly

Allowed Protocols | Server Sequence

Default Network Access x v o

RELET. BARIZ—RBTF7AILROERRICT

Allowed Protocols | Server Sequence

Defaul Network ACCEsS L]

Sacurily Groups Hits

AT Y 71 TACACS+H—/N2EELE T, WLCTISE TACACSH—NZEHRL £,

GUI :

KIZRF &KSIC, [Configuration] > [Security] > [AAA] > [Servers/Groups] > [TACACS+] >

[Servers] > [Add]icBEIL £,

Qs Configuration ~

+ AAA Wizard

Servers [ Groups

ES| Dashboard

¢2) Monitoring

)
¥\ Configuration

i

dministration

roubleshooting

» Security” > AAA

AAL Method List AAL Advanced

Server Groups

Servers

Name *  Server Address
TACACSLobby 192.168.166.8

1 10 «

~  Port

44

REVA RONAS E, BADFKRE/NT X—RIE, TACACS+H—/NE (ISEIAAAS AT LB L

—HIILERFHY)EEA ).

TA=RE, TF7FILRDERRIZTE D,

TACACSH—/NDIP7 RLA, BLTHEMETT, TOMD/N
BEICHUTHRETERT,



CLI :

Ti m eWLCL1(confi g) #tacacs server TACACSLobby

Ti m eWLCl(confi g-server-tacacs)#address ipv4 192.168. 166.8

Ti m eWLCl(config-server-tacacs)#key 0 Ci scol23

Ti m eWLC1(confi g-server-tacacs) #end

AT Y T2TACACS+H—NEH—NTIL—TICEBMLET, Y—NTI—T2EHL, BRETS
TACACS+H—NZEMLET, Chik, RECHEAENBTACACS+T—/NTT,

GUI :

KIZRF KDIC, [Configuration] > [Security] > [AAA] > [Servers / Groups] > [TACACS] > [Server
Groups] > [+ Add]ICEBBIL £ 9,

Configuration* > £

o
=
W

Dashboard + AAA Wizard

A S Servers / Groups AAA Method List AAA Advanced
£) Monitoring 5

[ -

=\, Configuration

Administration
Troubleshooting ————

LDAP

RADIUS

BRETAYRIFBVES, JIL—TICREER T, BHWOTACACS+HY—/\%[Available
Servers]') A N A 5[Assigned Servers] J AN CEBEL XY,

CLI :

Ti m eWLC1(config)#aaa group server tacacs+ G oupTacLobby
Ti meW.Cl(config-sg-tacacs+)#server nane TACACSLobby
Ti m eWL.C1(confi g-sg-tacacs+) #end

ATY 73 WAARVANZHERLET, BAFXNJVANE, BELSZFRAEOR/TZERL., R
EENTWBH—NITIIN—TICERUFBRAZEVETET., £, WLCTO—HILICFERAZTS
A, TACACS+H —/NDAHRTRAZITOIN ERBIRTDEETERT,

GUI :

KIZRTF KSIC, [Configuration] > [Security] > [AAA] > [AAA Method List] > [Authentication] > [+
AddICBBIL KT,



Q Search Menu ltems

+ AAN Wizard

E5 Dashboard -

7, B Servers [ Groups AAA Method List AlL Advanced
@ Meniorng - .

"2'\\“ Configuration

Authorization - Add
! Accounting Group
&N Troubleshooting Name ~  Type < Type Group1 «  Group2 ~  Group3 v Groupd

Administration

AutheTacMeth...  [ogin lacal GroupTacLobby  MNFA M/A MiA

BT A2 RIONEVWES, BRIZAANL, ZBA4T7A7232ELTAT A 2)1ZERL, RETIC
EREL I —N—TN—TZEETET,

[Group Type]%[local]lCEREL £ 9,
GUI :
[Group Type]lc[local]ZBIRT B &, WLCRERAMICI—HFAO—HILTF—EXR—RIZFETZH

ESHEEREL. O—HILF—EX—RAIZLobby AmbassadorI—HHA R O2A 5B VWBEICD
HJB—NITN—=TICT7F—=INNY O LET,

¥ ZD/NTJCSCvs87163ICEEL TLKHEWMT73TEBEENATVET

CLI :

Ti m eWLCl(config)#aaa authentication |ogin AutheTacMethod | ocal group G oupTacLobby
Ti m eWL.C1(confi g) #end

IIN=TELTIN=TR47,

GUI :

[Group Type as group]Z3&R L, [fallbacktolocal| A7’ 3a>&FICLTVWEVEE, WLCK
A—HE2H—NTIL—TICRLTFIVIIRETTHY., O—HILF—ER—AFEFIv oL
FtA,

CLI :

Ti m eWLC1(config)#aaa authentication | ogin Aut heTacMethod group G oupTacLobby
Ti m eWLC1( confi g) #end

[Group Type as group] & [fallback to locall A 7> A A A &2 TVWERT,

GUI :

[Group Type]lc[group]Z3i&IR L, [Fallback to locallA 7> 3> A9 &, WLCIRRI—H%
H—NTIN—TEREL., TACACSH—NARETEALTINLEZRBEIZOKAO—HILT—X
R—AZBELET, Y—/\NEBE2EETD L. O—HILF—ER—=RAICI—FHFEEL TV
T, 1—HREFIAEhELE A,

CLI :


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs87163/

Ti m eWLC1(config)#aaa authentication | ogin AutheTacMet hod group G oupTacLobby | ocal
Ti m eWL.C1( confi g) #end

ATV 74 HFAARXJANZERLET,

AFRARN AN, Lobby Ambassadorlic XEBBHFARA T EERZLE T, < DHSlFexecllx
WET, T, RETNTVREQERAUY—NTIL—TICEHREhET, £, RENWLCT
A—AIIICTThbh3H. TACACS+H—/NNDOABTITONBI L ZBIRITBDEETEERT,

GUI :

KIZRF KSIC, [Configuration] > [Security] > [AAA] > [AAA Method List] > [Authorization] > [+
Add]ICBEIL X T,

Q, Search Menu ltems

+ AAA Wizard

53 Dashboard

) o Servers [ Groups AAA Method List AAL Advanced
) Monitoring ——

=, Configuration Authertication

-+ Add
Administration
E Accounting
&% Troubleshooting
Group w
MName - Type < Type Groupl ~| Group2 ~  Group3 ~  Groupd
AuthozTacMe...  exec local GroupTaclob... MN/A NjA A
1 10

RETVAVRINFEAWES, BRIZANL, execE LTRATFT7> 3> &ERL, BIlCERL
EH—NTIN—TZEVETET,

=724 7 &, [Authentication Method List| 22> 3> THEALEDERUFETEAE NS
CEIFELTLSEEL,

CLI :

[Group Type]%Z[localllcF&EL £ 9,

Ti m eWLC1(confi g)#aaa authorizati on exec AuthozTacMet hod | ocal group G oupTacLobby
Ti m eWL.C1( confi g) #end

ITN—=TELTIN=TERALT,

Ti m eWLC1(config)#aaa authorization exec AuthozTacMet hod group G oupTacLobby
Ti m eWL.C1(confi g) #end

[Group Type as group]® & O'[Fallback to locall A 7’ 3 KA I 2TV,

Ti m eWLC1(confi g) #aaa aut hori zati on exec AuthozTacMethod group G oupTacLobby | ocal
Ti m eWLC1(confi g) #end

ATYTE: XYY RZFN)HTET, FEZRELLS, WLCICAT 14> L TVTYEAR®
HTTPGUNE EDTARNI—HZERTRILHIC, AT7232VICXVYY REZVHTIHBEND
WET. CNSOFIRRGUINSERITTERVIZY, CLINSRITIZBENHYET,



HTTP/GUIFEAL :

TimeW.Cl(config)#i p http authentication aaa | ogin-authentication AutheTacMet hod
TimeW.Cl(config)#i p http authentication aaa exec-authorizati on Aut hozTacMet hod
Ti m eWLC1(confi g) #end

HTTPREA2ZET2HE R, HTTPB K OHTTPSY—EAEBRETH L EHEHLET,

TimeW.Cl(config)#no ip http server
TimeW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWL.C1(confi g) #end

E#RVTY:

TimeW.Cl(config)#l ine vty 0 15

TimeW.Cl(config-line)#l ogin authentication AutheTacMet hod
TimeW.Cl(config-1line)#authorization exec AuthozTacMet hod
Ti meW.Cl(config-Iine)#end

ATY76: UE—RNI—HYEZERBLET, ISECAOE—T NS I —AICERENLZI-—HER
WLICTUE—RI—HYRBELTERIDLZLENHBWET, VE—RI-HEHFWLCTEZRE
TVWAWES, FERELLITOAERTS, OE—TIUONGE—HEBRANOT IV EADHTE A<
WLCADTZLT VAN I—HIINEEIhETT, CORER, CLINSDARITTEXRT,

CLI :

Ti meW.Cl(confi g) #aaa renote username | obbyTac

ISEQEE : TACACS+

AT Y 7 1:Device AdminZB%IIC L E¥F, [Administration] > [System] > [Deployment] ZiER L £
T KICHETHIC, [Enable Device Admin Service] ZiBIRL ., RICRT KD ICISEABMICHE 2T
WBZEZHRELET,
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» Syslem k ldentity Managemen!  » Melwork Resources ¢ Device Portal Management  pxGrd Services  » Feed Service  » Threal Centric NAC

¥ Certificates * LOogging ¥ Mainienance LUpgrade ¢ Backup & Resione F Admin ACCESS ¥ Settings

Deployment Deployment Nodes List > timise23

l‘:-llf'

k ;: Daploymant General Sethings Profiling Configuration
——
=l= PAN Failover

-

Hosiname tinmise2d

FQDOMN timise23.cisco.com

I Address 182.168.166.8

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

Administration
+ Monitoring

Rale PRIMARY L
Cither Monitoring Node

w Paolicy Service
w Enable Session Semnvices i
Inciude Mode in Mode Group Mone - i
Enable Profiling Service §
Enable Threat Centric MAC Service |

b Enable SXP Service i

| = Enable Device Admin Service i |

AT Y 722WLCZISEIZENMUL F9 ., [Administration] > [Network Resources] > [Network Devices]
>[AddicBELET, WLCEZISEICEBMTDHEN B ET, WLCEISEICEBMT ZHE.
[TACACS+ Authentication Settings]ZBMIZL., RICRT LS ICHEBNTA—RZRELET

o

';Iul;é!:';' Idenmy Services Engme Home » Context Visibility ¢ Operations » Policy * Admimistration » Work Cenlers

» System  » Identity Management =~ Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
——

(<]
Network Devices
Default Device
4 5 Duplicate 2 Import Export = Generate PAC Delete » Show
Device Security Settings ’ ™ e Import @ Bpo o x
Name « IP/Mask Profile Name Location Type Description
O Tmim-awLc1 102.168.166.7... &k Clsco & All Locations All Device Types 9800

BRETJARINEE, BEiIIP ADDARRENES, TACACS+RRAIREXZAMICL T, BREXL
HEWZEZANDLET,

ATYZIISETOE—F7 U NY X —1—H & ERL EJ, [Administration] > [Identity
Management] > [Identities] > [Users] > [Add]iCBEILEF. VA NI—HZ/ERKT S Lobby
Ambassador |JU-=L|TbTLT':L HEENAT—RZISEICENMLET, chik, RICRTRS
(rh—s Mii%b\ut /\ﬂ-g_tunub)érél -Ij-%‘rj—o



"tses: Identity Services Engine Home  » ContextVisibility  » Operations  » Policy » Work Centers

» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities | Groups  External Identity Sources  Identity Source Sequences P Settings
I
<]

Network Access Users
Users

Latest Manual Network Scan Results

J Edit () Change Status ~  @aImport  @oExport 3¢ Delete » L{yDuplicate

Status » Name Description First Name Last Name

O Enabled 2 lobbyTac

HRET A RINBEVNES, Lobby Ambassador I—HDBEIE/NAT—REAHDLET, £k
. [Status]A'[Enabled| TH 2 &L R L F I,

ATY T4 FERTACACS+7O7 7AIINEHERLET. RICRTKSIC, [Work Centers] >
[Device Administration] > [Policy Elements] > [Results] > [TACACS Profiles]ic B&BIL & T, <D
AO774)ze2EALT, - ZOE—TF7UNFX—ELTHRETSLOICHEREHEZWLCIE

BLEY,

ol
cisco

w \Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler » Posture ~ Device Administration » PassivelD

» Overview ¢ Identities User Identity Groups Ext Id Sources » Network Resources * Policy Elements Device Admin Policy Sets
I _I

Identity Services Engine Home  » ContextVisibilty b Operaions  » Policy  » Administration

<]
» Conditions TACACS Profiles
» Network Conditions 0 Selected
+ Results 2> Refresh + Add Duplicate i Trash+= Edit
Allowed Protocols Name Type Description
TACACS Command Sets Default Shell Profile Shell Default Shell Profile
Deny All Shell Profile Shell Deny All Shell Profile
WLC ALL WLC WLC ALL
WLC MONITOR WLC WLC MONITOR

REJAVRIFEAVES, 7O77A4IIICBFIZEEL, T7FIINEEISENDARLENEE
BATHA, BiEI1—R4M47, {Elobby-admnEHRELET., £k, RICRTEDIZ,
[Common Task Type]Z[Shelll& L TiERL £,



Task Attribute View Raw View

Common Tasks

|Common Task Type | shell ¥
I # Default Privilege 15 (Select 0 to 15}|
Maximum Privilege (Select 0 to 15)

Access Control List

Auto Command

No Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-9999)

| Custom Attributes |

1 Selected

+ Add I Trashv @& Edit

< | Type Name Value

o MANDATORY user-type lobby-admin

ATY 75 : RV —tYy NOERRICTRT KRS IZ, [Work Centers] > [Device Administration] >
[Dewce Admin Policy Sets]icB&8LF T, RUS—ZRETHFRMHE,. EBEOREICKTFLE
To O RFIXNTIE, Network Access-Usernamezkf & Default Device AdminZ'0 M )L
ZEAL £, [Results Authorization]| CEREE N7 O7 7M1 IINBIREhTV\B L%z
[Authorization Policy| CHR T A UEN BV E T, ChiZkl), BDEBZBEEZWLCIZERT ZEHNT
EET,

‘i identity Services Engine Home  » ConextVisiblity  » Operaions  » Policy  » Administration

» Network Access b Guest Access k TrustSec » EYOD » Profiler * Posture + Device Administration » PassivelD

¥ Owerview b ldentities  User Identity Groups  Ext Id Sources  * Network Resources  » Policy Elements |  Device Admin Policy Sets | Reporis  Seftings
——————

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequance Hits  Actions  View
@ 8800 TacacsLobby 1 hiEtuvork fizc Default Device Admin x v [ ] o >

EQUALS lo

BEVARIONRAVES, BARV—ZRELET., RICRT LS, BIARIZ—EFF7
z)Ll\wiithiégtb‘T%i@“o



Policy Sets =» 9800TacacsLobby

Stalus  Policy Set Name Desenplion Conditions. Allpwed Protocols | Server Sequence
o .
[ ] - L nemorkacoess Userame EQUALS kobbyTs

¥ Authontication Policy (1)
¥ Authorization Policy - Local Exceplions
¥ Autharization Policy - Global Exceplions

W Authorization Podicy (2)

Results
Status  Rule Name Conditions Command 65 Shell Profiles

F_F_'C“li\ _nﬁb\IEl%(ru*% btb\éb\tgi)\iﬁﬁwubi?o

show run aaa

show run | sec renote

show run | sec http

show aaa nethod-1ists authentication
show aaa nethod-1ists authorization
show aaa servers

show t acacs

SRREA B2 L 7= & D Lobby Ambassador GUID A& L, XDKSIZHEY ET,

Liser Narme «  Description «  Created By

0 10 -

NS7L>a—h
CITH, BEORS TN 1—FA VI EATERERERLET,
RADIUS 0 525

RADIUSFREET Ik, ROTNY JZ2EATEET,

Ti m eW.Cl#debug aaa aut hentication
Ti m eW.Cl#debug aaa aut hori zation
Ti m eW.Cl#debug aaa attr

Ti m eWLC1#t ermi nal nonitor

TFNYITTELOWARUARBRENATVD L ZMIELET, . VDELBEMR., EUX

A—YE, Y247, BXCERZFDISEF -/ SRENET,

Feb 5 02:35:27.659: AAA/ AUTHEN LOG N (00000000): Pick nmethod |ist 'AuthenLobbyMet hod'

Feb 5 02:35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(0):



7FBA5500C870 0 00000081 usernane(450) 5 | obby

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(1):
7FBA5500C8B0 0 00000001 user-type(1187) 4 |obby-admin

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(2):
7FBA5500C8F0 0 00000001 priv-1vl(335) 4 15(F)

Feb 5 02: 35:27.683: WEBSERVER-5- LOE N_PASSED: Chassis 1 R0O/0: nginx: Login Successful from host
192. 168. 166. 104 by user 'lobby' using crypto cipher 'ECDHE- RSA- AES128- GCM SHA256

TACACS+®DFERE

TACACS+RRRITIE, ROFNY T =ERATEET,

Ti m eW.Cl#debug t acacs
Ti m eWLC1#t ermi nal noni tor

ALAELVWI—YEEISEIPADDTUREZNTVWA 2L ET, £y AT—XAT

PASS) A"&RRENET, AULTFNY I TR, BTV I—XDERIC, FA7OELANF REhE
T, COFATR, 7I—XICK>TELVWI— "j'%b‘IEL/\,\ISEIPADD&:&:EL{EFﬁéﬂ%’L
ENFRIEEENET, COTI—XAAS, WLCZOE—T U NHX—I1—HFEE L TEL VERZR
DISEILREETNTVRIEMZHIAETEET,

BAL7 T —A D :
Feb 5 02: 06:48. 245: TPLUS: Queui ng AAA Aut hentication request 0 for processing
Feb 5 02: 06:48. 245: TPLUS: Authentication start packet created for 0(l obbyTac)
Feb 5 02: 06:48. 245: TPLUS: Using server 192.168. 166.8
Feb 5 02: 06:48. 250: TPLUS: Recei ved authen response status CGET_PASSWORD ( 8)
Feb 5 02: 06:48. 266: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02: 06:48. 266: TPLUS: Recei ved aut hen response status PASS (2)

AT T —ADH -

Feb 5 02:06:48.267: TPLUS: Queui ng AAA Aut hori zation request 0 for processing
Feb 5 02:06: 48.267: TPLUS: Authorization request created for O(l obbyTac)

Feb 5 02:06:48.267: TPLUS: Using server 192.168.166. 8

Feb 5 02:06:48.279: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.279: TPLUS: Processed AV priv-Ivl=15

Feb 5 02:06:48.279: TPLUS: Processed AV user-type=l obby-adnmin

Feb 5 02:06:48.279: TPLUS: received authorization response for 0: PASS

RADIUSH KU TACACSHICEEL TRIRL =T NY JHIC R, OV ZRUNEERIZONDEER
FIEABYWET TNYTRI)FMT, HOAFKRESBYERY, FNYIT2EMICTBHICE.
ROII Y REFEATERT,

Ti m eWL.C1l#undebug al |
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