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<!DOCTYPE html>
<html Tlang="en">
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>YOUR COMPANY TITLE HERE</titTle>
<script src="jquery.min.js"></script>
<link rel="stylesheet" href="bootstrap.min.css">
<link rel="stylesheet" href="animate.css">
<1link rel="stylesheet" href="style.css" >
<script>
function submitAction(){
var link = document.location.href;
var searchString = "redirect=";
var equalIndex = Tink.indexOf(searchString);

var redirectUrl = ;

if (document.forms[0].action == "") {
var url = window.location.href;
var args = new Object();
var query = location.search.substring(l);
var pairs = query.split("&");
for(var i=0;i<pairs.length;i++){
var pos = pairs[i].index0f('=");
if(pos == -1) continue;
var argname = pairs[i].substring(0,pos);
var value = pairs[i].substring(pos+1);
args[argname] = unescape(value);
3

document.forms[0].action = args.switch_url;



}

if(equalIndex >= 0) {
equalIndex += searchString.length;
redirectUrl = ;
redirectUrl += Tink.substring(equalIndex);

}

if(redirectUrl.length > 255)

redirectUrl = redirectUrl.substring(0,255);
document.forms[0].redirect_url.value = redirectUrl;
document.forms[0].buttonClicked.value = 4;
document.forms[0].submit(Q;

function loadAction(){

}

var url = window.location.href;

var args = new Object(Q);

var query = location.search.substring(l);

var pairs = query.split("&");

for(var i=0;i<pairs.length;i++){
var pos = pairs[i].index0f('=");
if(pos == -1) continue;
var argname = pairs[i].substring(0,pos);
var value = pairs[i].substring(pos+1);
args[argname] = unescape(value);

document.forms[0].action = args.switch_url;

// This is the status code returned from webauth log in action

// Any value of status code from 1 to 5 is error condition and user
// should be shown error as below or modify the message as it suits
// the customer

if(args.statusCode == 1){

alert("You are already logged in. No further action 1is required on your part.");
}
else if(args.statusCode == 2){

alert("You are not configured to authenticate against web portal. No further action is
}
else if(args.statusCode == 3){

alert("The username specified cannot be used at this time. Perhaps the user 1is already
}
else if(args.statusCode == 4){

alert("Wrong username and password. Please try again.");
}
else if(args.statusCode == 5){

alert("The User Name and Password combination you have entered is invalid. Please try

}

</script>

</head>

<body class="animated fadeInUp">

<!-- TOP BAR -->
<nav class="navbar navbar-expand-md sticky-top navbar-light bg-dark ">
<img src="web_auth_logo.png" style="width: 70px; height: 70px;">
<div class="container">
<h4 class="align-middle text-white">Your Company Name Here</h4>

</div>
</nav>

<!-- END TOP BAR -->



<div class="bg"> <!---Background color -->

<div class="container-fluid padding

'><!--- page content -->

<div class="row padding">
<div class="col-md-12 col-1g-6">

<br>
<h5>Accessing Company Public Network From Your Wireless Device</h5>

<p class="text-justify">The Company provides Internet access points at no charge in selected ar

computers or devices capable of receiving wireless signals.

You can access the Internet from your wireless device when sitting within range of an a
Guests are expected to use the wireless access in a legal and responsible manner. By us
user acknowledges that he/she is subject to, and agrees to abide by all laws, and all
applicable to Internet use.

</p>

<br>

<h5>Terms and Conditions of Use</h5>
<p class="text-justify">Guests need a notebook/laptop computer or other device equipped with a
The Company assumes no responsibility for the safety of equipment.</p>

<br>

<br>

<div class="card mx-auto" style="width: 350px;"> <!--Form container-->
<h5 class="card-header info-color white-text text-center py-4">
<strong>Sign in</strong>

</h5>
<div class="card-body px-T1g-5 pt-0"><!--Form content-->
<!-- Form -->

<form class="text-center" style="color: #757575;" method="post">
<input TYPE="hidden" NAME="buttonClicked" SIZE="16" MAXLENGTH="15" value="0">
<input TYPE="hidden" NAME="redirect_url" SIZE="255" MAXLENGTH="255" VALUE="">
<input TYPE="hidden" NAME="err_flag" SIZE="16" MAXLENGTH="15" value="0">
<!-- Username input -->
<div class="md-form"><br>
<label for="materiallog inFormEmail">Username</label>
<input type="TEXT" name="username" SIZE="25" MAXLENGTH="63" VALUE="" class="form-contro
</div><br><!-- End Username input -->
<!-- Password input-->
<div class="md-form">
<label for="materiallog inFormPassword">Password</label>
<input type="password" name="password" SIZE="25" MAXLENGTH="63" VALUE="" class="form-con
</div><br><!-- End password input -->
<!-- Sign in button -->
<button class="btn btn-outline-info btn-rounded btn-block my-4 waves-effect z-depth-0
</form> <!-- End FORM -->
</div><!-- End Form content-->
</div><!--Form container-->

</div>
</div>
</div><!--- End page content -->
</div><!---End background color -->
</body>
</html>
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<tfroot>

<l--TOP BAR -->
<nav class="navbar navbar-expand-md sticky-top navbar-light bg-dark ">

<ing src="web_auth_| ogo. png" style="w dth: 70px; height: 70px;">

<div class="container">
<h4 class="align-middle text-white">Your Company Name Here</h4>
</div>
</nav>
<!-- END TOP BAR -->
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<tfroot>

<I--TOP BAR -->
<nav class="navbar navbar-expand-md sticky-top navbar-light

ny- cust om bg- cl ass

>

<img src="web_auth_logo.png" style="width: 70px; height: 70px;">

<div class="container">

<h4 class="align-middle text-white animated fadeInLeft slow">Your Company Name Here</h4>
</div>

</nav>

<!-- END TOP BAR -->
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.bg-img{
background-image: url("winter.jpg");
height: 100%;
background-position: center;
background-repeat: no-repeat;
background-size: cover;
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<h5>Accessing Company Public Network From Your Wireless Device</h5>

<p class="text-justify">The Company provides Internet access points at no charge in selected areas
computers or devices capable of receiving wireless signals.

You are able to access the Internet from your wireless device when sitting within range of an acces
Guests are expected to use the wireless access in a legal and responsible manner. By using this wir
user acknowledges that he/she is subject to, and agrees to abide by all laws, and all state and fe
applicable to Internet use.

</p>

<br>

<h5>Terms and Conditions of Use</h5>

<p class="text-justify">Guests need a notebook/Taptop computer or other device equipped with a wire
The Company assumes no responsibility for the safety of equipment.</p>

<br>
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Mame Date modified Type Size

£ aup.html

| ] customized.tar

[ failed.html

:. legin.html

leginscnpt.js

:‘: legout.html ) I

s] mylogojpg | </ Openwith Atom |
7-Zip > | Add to archive...
CRC SHA b Compress and email...

FEOBRZRT,. 7T—HAT7HREL Tar2BRRLE T,

Add to Archive oo
Archive:
I custom_webauth tar I e
Archive format: tar o Update mode: Add and replace files £
Compression level: Stare e Fath mode: Relative pathnames v
Compression method: e Options
Create SFX archive
Dictionary size: o
[] Compress shared files
Word size: "

[] Delete files after compression

Solid Block: size:
Encryption

Mumber of CPL threads: Fd
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il Cisco Catalyst 9800-L Wireless Controller

= » Management~ * Backup & Restore
Config File Managemsent
Copy To Dewvice w
Fia Type Web Auth Bundle  «
Transfer Moda HTTP -
Source File Path® B Select File
[ cusscenized tar
n '::'I's'y:;' Cisco Catalyst 9800-L Wireless Controller
Administration = »  Management = > Backup & Restora
Config File Management
Copy To Device -
File Typa Wl Auth Bundhe M
Transfer BMode HTTR .
[ custosnized. tar o
" DowmloadFile

T7ALRNTE, 98007 —RT7SY21RICT AN ZERTEERT, cOTFINA I tar7
FALEFROHTEDRATERMTE, IXNTOTFAINZEZOT7FIINAICHBMTEERT,



& vl Cisco Catalyst 9800-L Wireless Controller

17.3.1

CISCO

Administration*~ > Management~ > File Manager

E i
traceings customzed cusiomuzed.t FinalsE00-1
ar pifx

HAZEREL TVWREEIE., ROILENTOLHIC173T—R (FEFFROVD—R ) Z2ERTT
PRENHYNET,

Cisco Bug ID CSCvr05309:webauth tar/N\> RILEARXRNA T —KN7Zv22ildB—L %,
£k, HAEY R7YTOEEEEHETT,

BMEDHA (T IOTATHBRCAR/NA ) THRTSICIF. customizedtarc WS 7 7 A LA T
Y7O—REATVWRAESHERNET,

9800-1#show bootflash: | sSHAZ N 1 X
9800-1#show stby-bootflash: | sHAX Y 1 X


https://tools.cisco.com/bugsearch/bug/CSCvr05309
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TURLZZEETR D, T4 VLAIZAT NEWebH A NOBEZ T SUHICRRLE
¥, BENETREFFRAEATOANESD, EEEhERA. COLSBEAE. FIEE
EAUTCSREARL ., BMBTREESVAN—ILLET,

HTTPSARERIZAICERY . RO2ONDIAYY REEFTL T, URLEHTTPRETHOXEETE S
FT(ChSOIOAIY RF173ABETOREELET ),

#configure terminal

(config)#parameter-map type webauth global
(config-params-parameter-map)#secure-webauth-disable
(config-params-parameter-map)#webauth-http-enable

(config-params-parameter-map)#end
#write


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html

5. ROFIER., HULWNTX—E2I Y TZEKTSHZETT, 9800 GUI > Security > Web-Auth >
AddDEICBBIL £
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Edit Web Auth Parameter x

General Advanced All below settings are optional
Parameter-map name ‘ rny—LI—WebAm:h—w|
Banner Type @ MNone @ Banner Text © Banner Title © File Name
Maximum HTTP connections ‘ 200 |
Init-State Timeout(secs) ‘ 300 |
Type | webauth v |

Captive Bypass Portal

Disable Success Window v

Disable Logout Window o

Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout {minutes) 720




9800 F 7 A NOEIIR— ZEMIZ L. success.htmZEMICTSDICIE. "RV 1> R
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iPhone?* & M4l :
Local WebAuth Customized
< Log In Done

WebsBREO T 1 >




Edit Web Auth Parameter

General Advanced

Redirect to external server
Redirect for log-in
Redirect On-Success
Redirect On-Failure
Redirect Append for AP MAC Address
Redirect Append for Client MAC Address
Redirect Append for WLAN SSID
Portal IPV4 Address
Portal IPV6 Address | XXX

Express WiFi Key Type --- Select --- v

Customized page

Login Failed Page bootflash:/customized) (7
Login Page " mh:fnmunizad.i: @
Logout Page | bﬂﬂﬂhsh:fmmm. IF4
Login Successful Page . 4

EFEONR—SDODHEICHZDERCOTA A Z2I)YvOTBHE, BN TOR—ZO—RLED E
LEFT, AORICRTEDIC, R—DHEBIRTEEXT,



Edit Web Auth Parameter x

General Advanced

Loading customized web pages




tdit Web Auth Paramater

Redirect to external server
Resdirect for log-in
Rehradt One Success
Reshract On=Fallure
Redirect Appand for AP MAC Address
Basiract Appand for Chant MAC Addnsss
Refiract Appand for WILAN S5I0
Poetal IPYE Soddress
Peetal IPVE Address SRR

Express Wik Kay Typs R b *

Customized page

Logn Failed Page booiflash fousiomizedfaled himl &

Logn Page bootilash: foustomized ogin himd ¥

Logout Page DECANBEN FEuSemEeniogout Nl

Lgn Successful Fags | = =R v
- Gkt~ -

rootiias: foustomizedrag, himi
Dootflash | Cusionmipec e hm
Boctilash foustomizeaogin Mmi
Dol ousormibeanogout il
Bootfiash fousiomised/ SucCcass himil

«  Cancal ol Ulpdate & Applhy

6. XDATY Tk, WANAND/NTZ X —ZI Y 7 ORT 4+ T3 (Catd800 GUI > Tags and Profiles
>WLAN), CDHITIE, WLANIEETO—DILDIBO0TARTHIVMASTARNERRIL., X
IZISE ( RADIUSH—/Y ) A SRIEL £,

N COFETR. AMBECENRIACLEEEBNTEET (47232 ),



Edit WLAN

General Security Advanced Add To Policy Tags

Web Policy
On Mac Filter Failure
Web Auth Paramater Map With=-Custome-Bundie » —
Splash Web Redirect - HGABLED
Authentication List default r @ o
Preauthentication ACL
For Local Login Method List fo wark, please make sure
the configuralion ‘aas autharzaion natwork delawl local’
BXELS O [he diacd IPwd MNane ¥
Pk el v

ISEE 2 IFEEDORADIUSH —/NDEREH :

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813

timeout 5

retransmit 3

automate-tester username dummy probe-on

key XXXXXXXXXXX

exit

aaa group server radius RADIUS-GROUP

server name ISE

exit

aaa authentication dotlx ISE-Method group RADIUS-GROUP

aaa authorization network ISE-Method group RADIUS-GROUP

aaa accounting identity default start-stop group RADIUS-GROUP
aaa authentication webauth default local group RADIUS-GROUP
end

N BBOCLORY KA SHESABES IS, BAICO—NILI—FRIEF I Y IFFbh
. RIZISE/RADIUSH IThNET, REZO—HILEFICHR TS A, ISE/RADIUSHE (T
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ALTFIVvIOEh, TZILVEFAEFERADIUSICHLTFIVIENET,

A—AILTARNI—YZEMT BICIE. Configuration > Security > Guest User® JEICEEI L £ T
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Add Guest Liser
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