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A—HYRRECBEBNTA—RRFROELY)TT,

+ buttonClicked: WLCA'RREEDRITE L TT V230 ZKRETEDLSICTSICREK, COND
X—BDEZE "4, ILRETIHENBYVET,

« redirectUrl : CONTX—ZDfEIE, BBEANSKILEEEICITAT > NEBEOWebY A
NIFEETREHICOANO—FICL>TEATIET,

cemrflag: CONTX—REF, FREEBBEBRPE2LEILFUOIVINBENOIS—ZRT 2
HICFERAEhET, FAFRITDE 04 ICEREENET,

« username : — D/NT X —Rlgwebauth/N\TX—ZI Y T TOXFERENET, NTA—X
XY 7 HeonsentlC i EEE N TVWBRBESRERTEEXRT, VM1 VLARIVZFAT7MOI1—Y
BEADTHDULENHD

« password : CD/NT X—ZFwebauth N\ X—RI Y T TOXMEAETNE T, /\TX—EX
Y 7 HeonsentiCEREENT VAR BERERTEEXRT, DA VLAISATRNNAT—R
EANTRDHENHYET,

EH
ROEBCETDHHBN D N ERENET,

 Hyper Text Markup Language(HTML)Web B3
« Cisco IOS®-XET 1 ¥ L A#aE
- Web7 ZOHBEREY—I

EAIRIR—FTb
CORFIXNOERE, ROVIRIITEN—RIITON—232VICETVWTVERT,

« C9800-CL WLC Cisco IOS®-XE/N\—> 32-17.3.3

c AVR—FY N T FX—=2 a2 H—EX(IIS)#EE % fE & 7=Microsoft Windows Server
2012

¢ 28028 K TVOMTTOEARA K

CORFIXNDEBERIEFE, BEOTAREILHDT/NAARAICETVWTHEREELE, COR
FAXRNTERIZITIXNTOTNA AR, VT (FT7FI)IK ) RETHEEZZRHAL TVLE
T AFEBPIOZRY NT—IU TR, FSAVRICEDTRIDAREUNI HIHEE T OERLT
<EEL,

e

ANEBWebFRAETld, EAWeb—/NEOWLCOATTHRARENDWebR—Z ), £lF
Identity Services Engine(ISE)x ENZBEMH—/NZFAL T, WebdAVR—F> NDOE HHH %
TORLALEBZAEICLET, V774 T7 2 N2 ABWebFRAEWLANICEEIC A R—RT B 12
OICBEBN R IA VG, AX=DTLOAVTENET, CORE, D1VLAITA
7R, WLC, RXA2Z—ALZ AT LDNS)H—/VRE O Uniform Resource Location(URL) % f#
RIBD—EDARZ0>3, BRCWLCH I—HIL T v ) Z2O0—HITHRILTS
WebH—NZRLTVWET, cOD—0 70—k, BERBON ST 1—F120TIIKRIUS
9,
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Web Server

mch-J

Web/NZ X —2 DFRE

AT ¥ 71 : Configuration > Security > Web Auth QJEICEBEIL, JO—/NILINTX—2I v 7%
BRULET, BYBRUSAAL I3 HEZRMBTDEHICRBIPUT RLAERNSARNRA Y
RASREETNTWVWREEZRRBLET,

N FTARNTE, URAALYY IV RBEBBET BT S IHFEHTTP WebH 4 k
EEALET, HTTPSUR AL U 3V A BERZBAK. "Web Auth intercept HTTPs |
EFIVITREMENHYET, L, CPUBARFENTE RS, COBRTEFHES
nNEL A



Configuration~ > Security~ > Web Auth Edit Web Auth Parameter x
: ~
General Advanced
Parametar-map name global
Parameter Map Name
global Banner Type ® None O Banner Text O Banner Title O File Name
Local-Web Maximum HTTP connections 100
! 0« Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘
Trustpoint CISCO_IDEVID_SU... »

Virtual IPv4 Hostname

BB

Virtual IPv6 Address
‘Web Auth intercept HTTPs
‘Watch List Enable

‘Watch List Expiry Timeout(secs) 600

w

Cancel oft Update & Apply

CLIICLDEE :

<#root>

9800#

configure term na

9800( conf i g) #

paraneter-map type webauth gl oba
9800( confi g- par ans- par anet er - map) #
virtual -ip ipvd 192.0.2.1

9800( confi g- par ans- par anet er - map) #

trust poi nt Cl SCO_| DEVI D_SUDI

9800( confi g- par ans- par anet er - map) #

secur e- webaut h- di sabl e

9800( confi g- par ans- par anet er - map) #

webaut h- htt p- enabl e

ATY 7 2:+AddZBIRL, ABH—NZEIHFLVNSXA—EZIVTORREZRELET, 7
723> 7T, 9SAT M BAETChBDETCOHTTPRII IS —OBEAKE., 95/4F RN
WebFRAPIRREZ (IS TE DR (BN ) 2RELET,



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximum HTTP 1-200
connactions

Init-State Timeout(secs) 60-3932100

Type webauth

= Close + Apply to Device

i SAGTBJAGN|

ATY 7 3:GeneralZ 7T, HILLKERLENTX—=2ZI YT H&BIRL, TypeROY T7HX T
DARNDSEREERA TZRRELET,

Edit Web Auth Parameter x

General Advanced &

Parameter-map name EWA-Guest

Banner Type ® None O Banner Text O Banner Tite O File Name
Maximum HTTP connections 100

Init-State Timeout(secs) 120

Type consent v

Turm-on Consent with Email |
) r X

Type | webauth - |

Captive Bypass Portal |

webauth

authbypass

=

Disable Success Window

consent

% Close

Disable Logout Window webconsent

djes @AgORIEIL|

Disable Cisco Logo |
Sleeping Client Status

Sleeping Client Timeout (minutes) 720

¥ Cancel ol Update & Apply




« Parameter-map name = WebAuth/N\Z X—2 I Y 7 ICE) HToshi-&Hl

s RARHTTPEGRB =V AT M BRAThDIETORIAIZ—OHK

- Init-State Timeout (seconds) =7 Z 4 7 > A" WebFRALDREZ#HIFTE D W
« Type = WebFRRED R 1 7

webauth wunIE/\ ’f /\ A

o1

= Web& s

DZAT2 RN

SSIDZEAL TIP7 RL AZH
BL. 9800 WLCZFEAL T

MACT RL A

banner login
O Accept

Username: ( ) EANTDE,

banner]

© Accept O Don't Accept

Password: . J * 7 l\ '7 - 7 ( ﬁﬁ 3- 6 %é © Don't Accept Username: [
- ) ABBENET

J

Password: [
RUNAT—RICEEE ATV @
AE =

SMTEXE A,

(WebZBEEIZ I 7 # —JLINY &
LEEA ).

ATY7 4: AdvancedZ7 T, OJAVRAER—ZIAOIPTRLAADUAAL I KE, Eh
ThREEOY—N\YA4 NOURLEIP7 RLAZFEAL THRELET,



Edit Web Auth Parameter x

~

General Advanced

Redirect to external server

Redirect for log-in http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac

Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8 i
=1

Portal IPV6 Address KIKIXIXX §
:ED'.

Express WiFi Key Type --- Select --- v §

Customized page

Login Failed Page F4

v

% Cancel J ol Update & Apply

FIE2, 3. BRV4DCLIFRE :

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest

9800( confi g- par ans- par anet er - map) #

type consent

9800( confi g- par ans- par anet er - map) #

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m
9800( confi g- par ans- par anet er - map) #

redirect portal ipv4 172.16.80.8

ATYTE (A7>32 )WLCKRK., 7TVUNFIEERL TEMONTX—XZAEFETEET,
ik, 98002 —RN—TFT A HOABR—FIINEEBRUZFLEDLOICHEBBEN KD
\)E£9, "Redirect Append for AP MAC Address, . "Redirect Append for Client MAC
Address; . $ KT TRedirect Append for WLANSSID 74 —IILRZFEFATDE, DAZLER%E



FEALTEBMNSX—2%2Z )X ALY NACLICEMTEE T, HLERLENTGXA—2I VT
ZiBIRL ., AdvancedZ 7 ICBEIL T, BEBNSXA—ZOBRZHRELET., FHAAELZ/NTX
—R2EXDODEHYTT,

« APOMACT RL A ( aa:bb:cc:dd:ee:ffflEx )
« 954TF > MNMACT RL A (aa:bb:cc:dd:ee:fflER )
- SSID&

Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in | http:H'I?ZJS.BD_E!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | XXX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

)

Login Failed Page ‘ |

O
Laogin Page ‘ |:!‘ =
o
3
Logout Page ‘ |? =
u c
=
=

)

Login Successful Page ‘ |

CLI [C&k 5%

<ffroot>

9800(config)#



paraneter-nmap type webaut h EWA- Guest

9800(config-params-parameter-map)#

redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append wW an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-mac tag client_nac

COPITRE. VAT NIEFBENBDVFAL I IVURLBIRDKRSICEY KT,

http://172. 16. 80. 8/ webaut h/ consent . ht ml ?swi tch_url =http://192.0. 2. 1/1 ogi n. ht M &p_nac=&ssi d=&cl i ent _nmac

N 5% - Portal IPV4 AddresstESEBMTBE . TAVLRIS AT M S HAEWebSRIEH —
NANDOHTTPB KRTHTTPSRZ 7 1 v U %#Fa ¢ H5ACLABEMICEME D8, BN
EFRAIACLERET A HEBRIH Y EFBA, BEOIPT RLAFRLEIGURLEZFTT25E,
A5 H IS EOURLE — BT BIPH 7 A LR EBTT0&5 CRETHLAHY £
ho URL7 A LREBELEVEY . BROK—FILIPT KL AZBHICEBMTS QT
ZEEA,

~ I OO-NIINGAXA—=23I Y 7 &E., REIPVUB RTIPV6T7 RL A, Webauth4 > &2—t7
KRHTTP, ¥ 7T A TNANAR—ZI, DFAYFIUANODEPLERTTFYFURAN
DENHRREZA LT IRNBREEERTEDIHE—DOIY T T,

CLIREDEL :

O—7A)LWebt—/\

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

NEWebH—/\



parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-login <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10

AAADERE
CHEFREEISTIAIE. WebAuthE = IFWebConsent® WTF A DEREER A THICEREE niz/N
FX—BIYVTICHLTOHMETT,

AT Y 7 1 : Configuration > Security > AAAD JEIZFE L, AAA Method ListZ#IRLEF., Fl
WAERXVAREZREL, +EMEZERLTVANOEBZEAOLET, KAORICRITLSIC, 2A
TH Tloging ICBEEhTWAZEERBAL T EE L,

Configuration - > Security = > AAA |ShouMo How »
+ AAA Wizard
Servers [ Groups Al Advanced
Authentication
+ Add
Authorization
Group -
Accounting Mame w  Type ~« Type Group1 ~ Group2 «  Group3 « Groupd -
default dotlx group radius MNIA MIA NfA
alzlab-rad-auth dotlx group alzdab-rad MNIA NIA NfA
1 10 »
L
Quick Setup: AAA Authentication x
Method List Name* local-auth |
Type* login 6]
Group Type local v | (D)
Available Server Groups Assigned Server Groups
radius ~ ~ =
L) ~)
Idap _
tacacs+ (<] (=)
alzlab-rad (] )
fgalvezm-group — —
<] | v
W — W —_—
o) :
) Cancel = Apply to Device




AT Y7 2 Authorization Z3ZRL, + AddZBRL THLLVWARXVARNZERL KT, RICRT
&3, F7FINDOBEH & Type as networklCFREL £

OV MO—FEWIANLAV3EFIVFAERERICT RNRAXTDH, O—7H
NATAAR)ARNDBEET B ICIE. 58E "aaa authorization network default local -
DHTFNARICFEETDCEZBIBLTLSEETVY, 2FY, O—HI)LWebFRiEZ B IZ5%
ETBICE, defautE WS BBIOFAAR AN EZEERTDHLENHYYET, Ot
23T, COBENEAFRNVARNZERELET,




Configuration= > Security~ > AAA Show Me How »

+ AAA Wizard

Servers [ Groups AAA Method List Adl Advanced

Authentication
Name +  Type ~ Group Type ~ Groupl ~ Group2 ~  Group3 ~  Groupd ~
Accounting
alzlab-rad-authz network group alzlab-rad N/A /A MIA
woem_loc_serv_cert  credential-download  local MN/A N/A A N/A
1 : 10 ¥

Quick Setup: AAA Authorization x

Method List Name* default |

Type* network v | O

Group Type local v | 6]

Authenticated

Available Server Groups Assigned Server Groups

radius A
ldap

tacacs+

alzlab-rad

fgalvezm-group I'j

(=l Apply to Device

FIE13 LT 20O CLIFRE :

)
>

>) &

®E

<) () |

S

<#root>
9800(config)#

aaa new nodel

9800(config)#

aaa authentication |login |ocal-auth |ocal

9800(config)#

aaa aut horization network default |ocal



N 5 HEHRADIUSHII A A EAIBA . 9800 WLCE DRADIUSH—/NORE I BET S F
JE T9800 WLCE MAAA Configs ABZEH< & W\, BIHRU AN ICdotIxTRAEL R A
77E LT Tloging AFRREETNTVDREZRFELET,

AT v 7 3 : Configuration > Security > Guest User® JEIZBE L £9, + AddZEIRL, AN
—HTHINOFMERELET,

Add Guest User X

General Lifetime
User Name* guestuser Years* 1 -
Password* 6000080 Months* 0

Generate password

Days* 1]
Confirm (LITTTT )
Password* Hours* 0
Description* WebAuth user Mins* 0
AAA Attribute list v
No. of 0

Simultaneous

User Logins* Enter 0 for unlimited users

| "0 Cancel | [_':jj Apply to Device

CLI 2L B3R

<#root>
9800( confi g) #

user - name guestuser

9800( confi g- user - nane) #

description "WbAuth user"

9800( confi g- user - nane) #

password O <password>

9800( confi g- user - nane) #

type network-user description "WbAuth user" guest-user lifetinme year 1

If permanent users are needed then use this conmand:


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

9800( conf i g) #

user nane guestuserpermprivilege 0 secret 0 <password>

ATY T4 (AT ) NFA—EIVTEERTDE, BEROTI/ELAO MNO-ILUAL
(ACLYN BEINICHERENET, CNSOACLIE, EORNTT 1Y I HFWebHF—NANOUA AL
v2avaRRNI)A—L, EORZTAVINBBRBEFAIENDIHDEERTDLEHOICEAETIET
o BEOWebY—/NDIP7 RLAXRURL7 1 IILAKE,. BEOEHLNFETDESE.
Configuration > Security > ACLDJEIZEIR L, + AddZBIRL THEBIN—IILZERLET,
denyXiE RS 74 Y ONBIBIBDCEEERZLETH, permitXEV A AL IV RNENET,

BEMERE NIZACLL—ILEROEHVTT,

<#froot>
alz-9800#

show i p access-1li st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access 1list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

RIS —ERTDOHRE

AT Y 7 1 : Configuration > Tags & Profiles > WLANSD JEIC#E L., + Add%ZiZIRL THL L
WLANZER L £F, General 27T, 7OT7 74 )L, SSIDH. HLUStatusZEHEL £ 75



Add WLAN x

General Security Advanced
Profile Name™ | EWA-Guest ‘ Radio Policy | All v |
S5ID* | EWA-Guest ‘ Broadcast SSID
WLAN ID* | 4 ‘
Status

AT Y7 2: Overthe-AirlE SIE X W Z A AN T ERBZEWF. Security® 7 &EIRL T, Layer2
authenticationZNonelZ 58 E L £, Layer 327 T, Web Policy’ RY JAIZFI Y IN—U %A
N, ROVYFEIUAZ2A—DSNTA—EIVTZERL, ROV FTEIIXZ1—H 555
DARNERBIRLES, 77232 T, DARXRALACLHAUFICERE N TVRHE, [FHRENER
RIZEBIRL, ROYTHEIAZI—HDSEYBACLERIRLE T,




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLI MOERFE:

<#root>
9800( config) #

w an EWA- Guest 4 EWA- Guest

9800( confi g-w an) #

no security ft adaptive

9800( confi g-w an) #

no security wpa

9800( confi g-w an) #



no security wpa wpa2

9800( confi g-w an) #

no security wpa wpa2 ci phers aes

9800( confi g-w an) #

no security wpa akm dot 1x

9800( confi g-w an) #

security web-auth

9800( confi g-w an) #

security web-auth authentication-list |ocal-auth

9800( confi g-w an) #

security web-auth paraneter-map EWA- Guest

9800( confi g-w an) #

no shut down

AT ¥ 7 3 : Configuration > Tags & Profiles > PolicyDJEICEE L, + AddZ&IRLET, KU
—NDBUEART—RAEEEZELET, WLANARAS Y F IR —DO T DOCentralfREN O—HI
E—RAPICHLTEMICHZ > TVD L 2BRELET ., Access PoliciesZ7 T, RIDKS I,
VLAN/VLAN Group KA Y 78 X1 —#S5ELWWLANZERL T



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
. 0
HTTP TLV Caching IPvd ACL | v ‘
DHCP TLV Caching o
IPvE ACL | v ‘

WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Post Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLI [C&k 5%

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wirel ess-policy)#

description "Policy for guest access”

9800(config-wirel ess-policy)#

vl an VLAN2621

9800(config-wirel ess-policy)#

no shut down

AT Y 7 4 : Configuration > Tags & Profiles > TagsDJEICEE L, Policy® 7 T+ AddZi&IRL F
¥, BT ZEEHEL T. WLAN-POLICY Maps T+ Add%583R L. BABTICHER L EWLANE RS
—7O07 74 EZEMLET,



Add Policy Tag x

Marme® | EWA-Tag

Description | Enter Description

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | 10 - | tems per page - a
Map WLAN and Policy
WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

=l Apply to Device

CLI [C&k 5%

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800( confi g-pol i cy-tag)#

w an EWA- Guest policy Guest-Policy

AT ¥ 7 5 : Configuration > Wireless > Access PointsD BB E L, CHSSIDOT7O—RF+¥ R
NoEATHAPERIRLE T, Edit APX=1—T, Policy ROY 7HIY X" 1—ASHL<

U2 Z&RLET,



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) ) IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPvd
LED Brightness | 8 v DHCP IPv4 Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O
lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =
to AP is not allowed while changing Tags. mins 13 secs oy
g
=
Controller Association Latency 2mins 7 secs ;
. . s
Palicy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘
e [ Araribe bt [l M

=] Update & Apply to Device

BHOAPICERICRZ T ZNT2HBEN HIHERE. AD2O00A T3V EEATERT,

Z7°< 3> A. Configuration > Wireless Setup > AdvancedDJEIZ#BE L, & Z A S Start Now% &
RUT, REXZ1—VARNZERRLET, TagAPSOHEIZHDVANTA A ZBIRL KT,
ChIZKY), JONREBIZHDITXTOAPO U AR RREN, BDEBAPOFIYIRY DRAZEF
JIZLTHA S, +TagAPsZIBIRLET, RIC, RAYV A I XZ1—hSERLERD D —
RTEBIRLET,



Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile | RF Profile
| Folicy Profile | Flex Profile | RF Tag ¥
| Folicy Tag & | Site Tag &
DEPLOY PHASE
Apply to APs
I[Mani:!amw]l
| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
| Create New

Radio Policy - Radio Characteristics



0x7B 0x73 0Ox0B Ox1E 0x46 O0x2A 0xD7 Ox8F 0x23 0OxF3 OxFE 0x9E 0x5C 0xBO OxEB 0OxF8 0x0000000a

0x0000001a 1

9800#

show pl atform software cgacl chassis active FO group-idx <group index> acl

Ac1l ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2

26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1

19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

NZ7LZ1—hk
BRNL—A
WLC 9800I- F 8B R L —RBBEF B E T, ChICkVY, 95147 NERICBHETE TR

NDIZ—, BE. BLCBHALANILOXY - FRENICOVICRERESh, RERICADT
VREREREERENOJZRRTERT,

N ERENBIOTORICESVT. BEMEASKECESCENTEET,

9800 WLCA" F7 # ) MNTWRELERNL—ARAZRRTSIZIE. SSH/TelnetiEH T9800 WLCIC k%
L. ROFIEESAET (LY IVEFFANIPALNECRBRLTVWACEERBELET ) .

Z2Fv71: 0V NO—SOBEBAERRELT. BEFRELBIUETO/ 2EHTE D &

5iCLET.

<tfroot>
9800#

show cl ock



ATV T 2: DATAREICH 2T, O O—=F0O/NY 7 7 FzlE 5 EBsyslogh S syslogZ YN E
LET, chiZkl), DATLDREMETIS— (HBDBEE)DIAYIEI—NREEhET

o

<ffroot>
9800#

show | oggi ng

ATYT 3 TNV ITRBENFBVBEBE2>TVR AN ESHZRELET,

<#root>
9800#
show debuggi ng

| OSXE Condi ti onal Debug Confi gs:

Condi ti onal Debug d obal State: Stop

| OSXE Packet Traci ng Confi gs:

Packet Infra debugs:

I p Address Por t

Nk RHF-EEREATVAEAR. BUERHE (MACT RLA, IPPRLAKE ) I
EETHTNTOTOERLOIVNT, RL—AFFNY T LARLTRBEENT VAL EE
KLUET. Chicky). OJOBFEMLET, TOED. FIFATEFNYTEFT>T
WEWBAE, TNTORBEEIUTIHCEERHELET.

ATY T 4 TARNKNKROMACT RLANATY T3ORBELTUARERTVEWVWZ E48
BTT, BEDMACT RL AMAlways-On Notice Level(AToS) ML —RAZUEL £T,

<{froot>
9800#

show | ogging profile wireless filter [mac | ip] [<aaaa.bbbb.cccc>| <a.b.c.d>] to-file al ways-on-<Fl LEN/

Y IADTRRERTIZDD., 774N EARBTFTP H—N—ICIE—TEXY,

<{froot>
9800#

nor e boot fl ash: al ways- on- <FI LENAME. t xt >



or
9800#

copy boot fl ash: al ways-on-<FI LENAME. t xt> tftp://<a.b.c.d>/ <pat h>/ al ways- on- <FI LENAME. t xt >

KUERETFNYITESTZATOT1TRNL—R

ERAVREORNL—ATRE, FEFOBBEONIA—ZHE TR LOIC+oBERI BN
WBER. RBEREFNYT2B/MILT, BRT7IT A JRARNL—RAZF YT FrTEXT
o ChICKY, BEETNLEZMH (ZDBERBRITATIMMACT RLAR ) EXFETRDINTOT
OtRACTFNYITLRILONL—ATRBFENET, REFETNYTZ2HMCTRICE. RO
FIEZZRL TIEEL,

ATY T FNYITRBEFBBEB>TVBVSEZHIELET,

<#root>
9800#

clear platformcondition all

ATYVT 2. BER/IBDVAVLAIZATNOMACT RLADTINY J&BZBMCLET,

KOOI Rid, IEEE N MAC T RLAD 30 58 (18008 ) DEZX—%BHBLET, &
BICBUT, COBBESA 2085078494 WETHEP TN TEET,

<tfroot>
9800#

debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-time <seconds>}

QﬁEZ@%@7347>F€E%E%ZQ?%E@\WWTHDZ:&E%WQM@%S
macdNY > RZEITLET,

N BTERTEBLSIC. TRNTOOTRABTNAY T 7 U TERTOWB LD, TAF
LAISATYRFIFAETFARE—SF)LEy S aviiEREnELA.
AFVT 3 ERTAEEE L BEEEELET,

ATV 7 4: F7A)NNELEIBREECNEEIARENINZBISFICEAEN BRL L5EE. T
NY T&FLELET,



<#root>
9800#

no debug wirel ess nac <aaaa. bbbb. cccc>

T2 —RENFf BT SH. debug wireless HE1EFT B &, 9800 WLC TlRXDOFBROO—AHI
T7AINERENET,

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATYT5: MACTRLATZIVTAETADOT77A)NZRELET, ratrace.log ZAIBH—
N—IZOE—9%h, HHZHEEICEERTTEET,

RARNL—ARAT77AIOERZHRBLET,

<#froot>
9800#

dir bootflash: | inc ra_trace

774N AR —N—ICIE—-LFT,

<#froot>
9800#

copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti nmezone_DayWeek _Mont h_Day_year.log tftp://<a.b.c.d:

NBEZRRLET,

<{froot>
9800#

nore bootflash:ra_trace_MAC aaaabbbbcccc HHWMVES. XXX _ti nezone_DayWek_Mont h_Day_year. | og

FIE6 : BRFREAKEASATREWEEE., TNYILARILOOTOLFHHEBZELI—TH
MEOTZRELE T, cOOAXY RIF, ITEREENTARBTRECATVWEZFNY IO
ZRMID D, VFATURNEZBETNYITIDRHEEIHYREA,

<{froot>
9800#

show | ogging profile wireless internal filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file ra-inter



N COOYY REAE. TRTOTOLANDIRTOOYLALICETS N L —AEEL
 EEICABTT. CNSORL—AOEATICOLTE. Cisco TACKBELAhYEL &
e

<ffroot>
9800#

copy bootflash:ra-internal -<FI LENAME>. t xt tftp://<a.b.c.d>/ra-internal - <FI LENAVE>. t xt

NBEZRRLET,

<#froot>
9800#

nore bootfl ash:ra-internal - <FI LENAMVE>. t xt

FIET: PNy TREENBRLET,
N RSTAYI—FAUTEYI I OBRE. BFFNY TREEBBRLTIEE W,

HBARINTY NF¥TF+

9800 NOA—SRBNT Y NEZRATATICAZT77TED S, A NA=-ILTL—20NT
Y NUEBORIRMUEBRED NS TN 1A —FT A ITNFBREICRY)ET,

ATYVT 1 NRORNZ T AV I TAIINEIITFTBACLZERL ET. WebFPEET .
WebH—NEDBEDRZ T 1Y JREFTELS, V74T MERENTVWIAPEORZ 714V
VEFFATAHEZHRLET,

<#root>
9800( confi g) #

ip access-1list extended EWA-pcap

9800( confi g- ext - nacl ) #

permt ip any host <web server |P>

9800( confi g- ext - nacl ) #

permt ip host <web server |P> any



9800( confi g- ext - nacl ) #

pernmit ip any host <AP | P>

9800( confi g- ext - nacl ) #

pernmit ip host <AP | P> any

ATYVT 2 FZEFAYTFYNTA—RZERLET, A MNO—ILTL—2RZT7149 0N
MABTEMCE>TVWDRZE, A VE—TIAAN A NOA—Z0OMBTY ) O %SBL
TWBExERLET,

<ffroot>
9800#

noni tor capture EWA buffer size <buffer size in MB>

9800#

nonitor capture EWA access-list EWA-pcap

9800#

nonitor capture EWA control -plane both interface <uplink interface> both

<tfroot>
9800#

show noni tor capture EWA

Status Infornation for Capture EWA
Target Type:
Interface: Control Plane, Drection: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH

Status : lnactive
Filter Details:

Access-list: EWA-pcap
Inner Filter Details:

Buffer Details:
Buf fer Type: LINEAR (default)

Buffer Size (in MB): 100
Limt Details:

Nurmber of Packets to capture: 0 (no limt)
Packet Capture duration: O (no limt)



Packet Size to capture: 0 (no limt)
Packet sampling rate: 0 (no sanpling)

ATV 3 FEZRAOF Y7 F v 2BKBL. BEEZEBELET,

<{froot>
9800#

nmoni tor capture EWA start

Started capture point : EWA

ATV T4 FEZRZOFYTFvEEFELEL, TVAR—KNLET,

<tfroot>
9800#

nmoni tor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

Tk, GUIrSF Y+ 7FvZAJ>O— KL, Troubleshooting > Packet Capture D JEIZZEIR L
RRELEF YT F v TExportZBIRLET, ROVIFIEIAZI—DS5TRINY TZER
LT, HTTPZALTHF+ 7 FvZBNO7 A LA ICH D O0—-RLET,

- »  Packet Capture b Need help on what logs to collect for various scenarios| 7

Export Capture - EWA

DZATNIORNZ TN A—FT1427

WebFBREWLANKE 754 7> ROBEICKFLEITA ., ChICETVWT, V5472 MIOE#E
O M EBRA WebBALDREBEDRARR ZRHETIRELN KT,

HAR7 SOOIV a1—F142T

Mozilla FirefoxX*Google Chrome &, ZLDHBFH T T IHIZIE, Web7 7V 5—2a> oA/ &



2023 TNV IIBREHOODY—IIEREY—IIFABEEIATVET, HARZ7 7 1)L
IOTATUOREY—NBOARZ0232ORETHY ., HTTPA 2 2Z 0232024 A
ZAE, ERBIEBEFR (AYE—, AT—FAO—R, NTA—2BE ) ZRHLFT

o

HARZ 7ANG I ZAT U NTSOHASTIOAR—RL, BIOTZIHICA2R—KNL TFHM
BOMETDICENTERT, D RFIXDNTR, Mozilla Firefoxh SHARTZ 7 A )L 2 RN&ET
BHAEICODVTEHBALET,

AT Y 71 : Ctrl + Shift + IF —%& L 72 A" 5 Web Developer ToolsZ < A, 7Zo¥0 17>
YAZHIJY UL TnspectZiBIRL £ 9,

G Q_ search with Google or enter address
&2 Identity Services Engine 2% Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr u Software Download - ...

| e You must log in to this network before you can access the Internet. Open network login page

eFi

Q
5 s
Q)

Save Page As...

Select All

View Page Source

Inspect Accessibility Properties n

Inspect (Q)

Amazon eBay 8.8.8.8 172.16.15.18
Sponsored Sponsored

ATY 7 2: NetworklCBEIL, IXTOERRATZF Y7 F v 32120 TAILL AMEREH

TWBCEZMABLET, WET A I ZEIRL, Persist LogsDEIZKENI HD & ZHRBLE
T KANARRJENTVEVEEGE., RXSMVOZBEN NV H— B LECICOTERNFOVT
Eh&ET,

O O mspector [ Consele [ Debugger Metwork |{)} Style Editor () Performance L Memory E Storage ‘i‘ Accessibility 38 Application ﬂ] ane ‘
0] 1 Q G!".'. €55 J5 MHR Fonts Images Media WS Other [ DisableCache Mo Thratling®  ¥f |
Iy
o Persi
« Perform a request or  Reload  the page to see detailed information about network activity.

. . Import HAR File
* Click on the G button to start performance analysis. (3 )



ATV 3. BEEEZBRL, 72U NIXRTOERZERID L ZERALET.,. BEHNFBHR
Thiks, XY ND—o0O0F 7% FILLL, FTTAITHRIBIRL T, "Save AllAs HAR, %
EBIRULET,

¥ O inspector [E) Console [ Debugger T Metwork () Style Editor ) Performance L Memory [B) Storage T Accessivility 858 Application ©: [ - X

Il Q & (Al HTML 55 J5 XHR Fonts images Media WS Other [ Disable Cache  Wo Throtling ¥ ,%

o

| Status Method Deormain File Initiater Type Transferred Size o Persist Logs

| B GET B rzaes0.2 ! document Rt 756 8 5038 I

i 72.16.80.2 fanviesn e Ty cached Impeort HAR File
. GET B 1726808 consenthtmiswitch_urshiipaf1 92.0.2.1 doginhimiBap_macs Dod(i8:94:8:4 hami 2.TEKB
GET J 17216808 51 KB Copy All As HAR
EE] B 17216808 FaviconLoaderjsm:101 ime s cached 1.22 K8

- POST B ez0za loginntmi consenthtml:37 (document]  hamit 233 KB 218 KB B zsa s e
| G 13 requests | 565.21 KB / 28589 KB transferred  Finish: 19182 | DOMContentloaded: 362 5 oad: 4.97 £

DZAT > NIONTY NF YT F v

WindowsX*MacOSKE ENOSERBR L EDA VL AITZATUNE, DAVYLAA—RTET A
TINTYRNBEAZT7TEET, Overthe-Ar/NTY RF Y T F Y FEREEEBRDHDDIEOTEHY)
FHAD., £ BEWebFRAE7O0—% — B THEETEET,

DNSEX :

11068 26I1-0P-26 06:44:07.364305  172.16.21.153 172.16.21.7 s 102 53 Standard gquiry $x8535 & prod.detectportal.prod. cloudips. mTgee et
11065 2631-8-36 04:44:07 373873 172.16.31.7 173.16.21.293 e 195 $7887 Standard quary respente Gxedle A detectpectsl, firefox. com (NS detectportal prod.mozmws.met CE prod.detectportsl.pred.cloudeps mozgep.net A 34,187 5318
11070 2021-09-8 06:44:07.410773  172.16.21.7 172.16.21.293 s 118 51758 Standsrd guery respente BxESSS A prod.detectpartsl prod.cloudeps. mozpip.set A 34,107,221 .82

VEAL I NOEHOHTCP/\ RS T4 U EHTTP GET:

445 2021-09-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET /files/vpn_ssid_notif.txt HTTP/1.1
446 2021-09-27 21:53:46... 96.7.93.42 172.16.21.153 HTTP 866 HTTP/1.1 200 OK (text/html)
447 2021-09-27 21:53:46... 172.16.21.153  96.7.93.42 Tcp 54 65421 » 80 [ACK] Seq=303 Ack=1625 Win=131072 Len=0

A —NEDTCPN R TA D

11889 2030-99-28 04:a4:07.672007  172.16.31.158 172.26.80.8 e & 5300 = B0 [590] eqed Mineia2ed Lensd MiSe1460 WEe256 SACK_PEimel
11090 071-09-18 D6ra4:07. BIMGE  172,16.80.8 172.16.21.183 e [ B0 = 65209 [SWN, ACK) Seqedl dcksd WimeH192 Lemsd MS5e1150 WSe256 SACK_PIRMel
11991 2071-09-28 061a4107.580947  172,16.21.153 172.16.58.8 P 54 65209 = B0 [ACK] Seqel Ackel Wine131072 Lensd

AZH—NAOHTTPGET (F¥ 7T 1 TR—FIILEXR ) :

11166 3001 .00. 38 B6:44:08 E24101  172.16.31.183 172.15.80.8 HTTE [ GET fmebauthfecnient. bml Fswiteh_selobttp:(/182.0.7 1/ login htslksy sacede:dd:8:07: se:608e] font_maeads: 2067 de:6h: FTRe5 idnbibt. Guastioed ireetahten: [ i ms
11107 001 .00- 18 06:44:08. 582258 172.16.60.8 172.18.21.155 e # 0 - 65200 [# 10 Wine66848 Lensd

30132 933 -99-18 Boi4d: 172,136,508 27236, 21.383 e 1304 8 - 65209 [AK] Seq 19 Win=66RA0 Len=1230 [TCP segment of & resssestled POU]

25113 2921-99-1F Eidd; 172,16, 50,8 272,36, 20358 e 134 99 = 65209 [ACK] SeqeI2F1 Acks310 MinG6048 Lene1T30 [TCP segment of » resssestled POU]

11114 2921-99-18 96 172.16.21.153 172.35.B0.8 TR 54 E5205 - B [ACK] SeqeS10 AcksdS01 WineB11972 Lensd
11115 J021-99-18 644188, TETES)  172.16.88.8 172.36.21.153 HITR (1] HITPF1.1 208 0K (text/husl)
IN116 20210918 644188, 34606  172.16.21.153 172.16.50.8 TCP 54 E520% = B8 [ACK] SeqeS1 Ack=3895 Win=138560 Len=8

SELA DRFBIPANOHTTP POST:

12331 2031-00-28 04:a4:90 644118  172.16.31.153 192.8.2.1 e % 52955 = B0 [SVN] Seqed Winefd2od Lensd HISa1460 WE=256 SACK PEfMal

12332 2023-09-218 B6idds FEER I Y 172.20.20.153 e o B0+ 52059 (5N, AKK] Seqed Ack=d WineGAI40 Len=d MSS=11%0 SACK_PIRM=l WS=128
12333 2021-09-28 Dé: 172.16.21.153 192.9.2.1 e 54 52355 = B9 [A0K] Seqel Ackel WinelJ1072 Lensd

12334 2021-09-18 Bér 172.16.21.153 192.9.2.1 HTTP [ POST /login.hewl MTTP/L.L  (appLication/s-ww-fors-ur Lencoded)

12335 2021-09:28 Bé: 152.0.2.1 . R 54 B = 52359 [A0K] Seqel AckwS56 MineB4128 Lensd

13437 3028-09-38 Bé: 193.0.3.1 e 1614 B o 53509 [A0K] Seqel AcksS98 MineS4i2E LensBid [TED segmest of o resssesbled Bu]
12338 2021-09-28 192.0.2.1 e 1014 B0+ 52309 [A0K] Seqe08L Ack neSA13E Lemstd [TCP segmant of & resssesbled U]
12309 2073-09-28 172, 16-21,130 P 4 S2055 = B9 [ACK] $eqe3sE Ack=l9ZL WinelNIETZ Len=d

12340 2021-09-28 Bér 152,0.2.1 HTTR 584 HTTR/1.0 380 OC (text/htal)

13341 2031-09-28 152.0.2.1 e 54 20 - 52359 [FIN, ACK] Seqe=R41L AcK-556 Wime54133 Lénsd

13342 20210924 172.16.21.153 e 54 52359 = B [AOK] SequSSE Acke24ll Wimel3HS60 Lensd

13393 2032-09-38 Sd:aa:30. 740848 173.16.31.158 e 34 33356 = 89 [AK] $eqei8d Ack=2413 Wlael 36540 Len=d

B L R T0H6

chid, BET7 VT A7 RL—RAOBRY SEHEHATIRILEBEOENITT, cOHDZES
ZIZLT, LA V3WebsBASSIDICEKTDITA T RDIZAT 2 hEY S a2 BiEERE
LTLSEEL,



802.11FRELEH RO BHE(T (T :

<{froot>

2021/09/28 12:59:51.781967 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}:

Recei ved Dot 11 associ ation request.
Processing started,

SSI D: EWA- Guest, Policy profile:

Cuest - Pol i cy

[client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
[cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

, AP Name: C9117AXI-Tobby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,

2021/09/28 12:59:51.
2021/09/28 12:59:51.
2021/09/28 12:59:51.

782152 {wncd_x_R0-0}{1}:
782357 {wncd_x_R0-0}{1}:
782480 {wncd_x_R0-0}{1}:

Sendi ng associ ation

2021/09/28 12:59:51.
2021/09/28 12:59:51.
2021/09/28 12:59:51.
2021/09/28 12:59:51.

782483 {wncd_x_R0-0}{1}:
782509 {wncd_x_R0-0}{1}:
782519 {wncd_x_R0-0}{1}:
782611 {wncd_x_R0-03}{1}:

Associ ati on success. AID 1

, Roaming = False, WGB = False, 11lr = False,
2021/09/28 12:59:51.782626 {wncd_x_RO-03}{1}:
2021/09/28 12:59:51.782676 {wncd_x_R0O-03}{1}:

Station Dot11l association is successful

LA V2RBAN AF Y TENRELIL

<{froot>

2021/09/28 12:59:51.782727 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:51.782745 {wncd_x_R0-0}{1}:
2021/09/28 12:59:51.782785 {wncd_x_R0O-0}{1}:

L2 Authentication initiated. nmethod WEBAUTH

, Policy VLAN 2621,AAA override = 0
2021/09/28 12:59:51.782803 {wncd_x_RO-0}{1}:
[...]

2021/09/28 12:59:51.787912 {wncd_x_RO-0}{1}:
2021/09/28 12:59:51.787953 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:51.787966 {wncd_x_RO-0}{1}:

L2 Aut hentication of station is successful.,

ACL®plumb:

<tfroot>

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
[dotl11l] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

response with resp_status_code: 0

[dotl11l] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
[dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
[dot1l1l] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
[dotl11l] [26328]: (note): MAC: 3423.874c.6bf7

1lw = False
[dot11l] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
[cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

[client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
[cTient-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-auth] [26328]: (note): MAC: 3423.874c.6bf7

[sanet-shim-translate] [26328]: (ERR): 3423.874c.6bf7 wlan,
[c1ient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[c1ient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L3 Authentication : 1



2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth,
2021/09/28 12:59:51.785307 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:51.785378 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6

Applying IPv4 intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6
Applying IPv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52

, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0-03}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = | P- Adm V6- | nt - ACL- gl oba

2021/09/28 12:59:51.787904 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

IPEE7OEA:

<#froot>

2021/09/28 12:59:51.799515 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.799716 {wncd_x_R0-0}{1}: [client-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

IP-learn state transition: S_IPLEARN_INIT -> S | PLEARN | N_PROGRESS

2021/09/28 12:59:51.802213 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.916777 {wncd_x_R0-0}{1}: [sisf-packet] [26328]: (debug): RX: ARP from interface cap

[...]
2021/09/28 12:59:52.810136 {wncd_x_R0-0}{1}: [client-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Client IP learn successful. Method: ARP I P: 172.16.21. 153

2021/09/28 12:59:52.810185 {wncd_x_R0-03}{1}: [epm] [26328]: (info): [0000.0000.0000:unknown] HDL = O0xO
2021/09/28 12:59:52.810404 {wncd_x_R0-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
2021/09/28 12:59:52.810794 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:52.810863 {wncd_x_R0-0}{1}: [client-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

IP-learn state transition: S_|PLEARN | N PROGRESS -> S | PLEARN COMPLETE

LAVIRALVAAL O3> 7TORA:

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Authentication initiated. LWA



2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:55.324550 {wncd_x_R0-03}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
2021/09/28 12:59:55.324565 {wncd_x_R0-03}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

HTTP CET request

2021/09/28 12:59:55.324588 {wncd_x_R0-03}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0-03}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

POST rcvd when in LOA@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6
2021/09/28 13:01:29.860335 {wncd_x_R0-03}{1}: [webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6
2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success

2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

RUNJREEAN DT -

<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-0}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN
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