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RUZ—, WLANZ'OZ7 74, 8RRV —RTDHRE
ISETDH—ERARIZ—DOFRE
FERATAOAVR—F b

9800 WLC/N\—2 3 17.12.2

C9120 AXIAP ( XTDHEFIL)

9300 AA ¥ F

ISE/N\—<323.1.0.518

CORFIXVNORRE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FAXKATEATDIIXNTOTFNAALR, JUTBE(T7FIIN ) RETHERZRKLTLE
T ZHEEBPORY ND—OTR, FEONVRIEL>TRIDAEMNI HE2FEZ THOEIELT
<EEL,

LB

Web Auth® "On Mac Failure Filter, #gE(&. MACRRELEE WebsREED T A = A T 2 WLANIRE
T, 7A=INYIXA_XLE L THEELET,

e THA=INYIXA_ZXL : V54T > MHAERADIUSH —/N(ISE)F O — 7J)Lﬂ'—/\‘
XU TMAC7 1 L2 %2R L TWLANICIEHEL KD E LT, BALICKML 5 )}
%ﬁbhdivflx*(‘\’BWebmnEb‘ﬁiﬂ)ﬂ’JLEﬁ?“éhi?o

s RAEDOKI : VTFA T RHAMACT7 1 L2 ZFEAL TERICERIEEND &, WebRiEN /Y
/(/\7\511\ D54 T > NMEWLANIC BEEEHGTE XS,

« BENFRBROEE  COMEEFRATD E, MACT 1 )L AFRAEO KA RE TEHER T
BERATONhDDZB<ENTEEXT,



- , -2
&Client C == SH. @ i!’“"

‘IP R DHCP Server DN Server
Association Request
Assodation Request Access Request (MAC Auth)
Assocition kespanse Access Reject
Client completes DORA process
|
|
DINS REsponse: Caplive.apple.com is at 17.253.61.200

TCPSYH Sent to 1 3‘253.I5|.2UU on port BUREER]
<“— TCP SYN/ACK from Cont(cller spoofing IP 17.253.61 .200|

I
TCP ACK to 17.253.61.200
|

HTTP GET to Captive.apple.com
|

With Redire controfler
192.0.2.1

'mﬂmmm?mmmmm
mnwmmmﬁmmnmu1
ﬂwmmwmmmm

Redirect Page ioads (HTTP)

Username/Password submitted by user

*

Access Request (User Credentials)

Access Accept

WebFEE7 O —
=N
AaxX ;B

ZY RND—TK



Access Point

Network Topology

dA>74Fa1L—>3>

Controller



Web/NZ X—ZR D&
Configuration > Security > Web Auth® JEIZ#E L, Global/NZX—2NX Y 7 ZBIRLET
JO—NILINT X =AY 7 TVirtual IPE Trustpoint DR EZERLET. INTOHAZRA

WebFBRENTZX—27O7 74k, JO-NINZX—=EIVTHSRBIPERNTARRA Y
NDEREZMEL KT,

Edit Web Auth Parameter |

General Advanced
Parameter-map Name l global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections l 100 | Trustpoint l TP-self-signed-3.. »
Init-State Timeout{secs) l 120 Virtual IPv4 Hostname
Type | webauth v | Virtual IPvé Address XXX
Captive Bypass Portal O Web Auth intercept HTTPs

ey

Disable Success Window O Enahle HTTP server far Web
Auth

Disable Logout Window a
Disable HTTP secure server
for Web Auth

Disable Cisco Logo d

i T Eaminin m Banner Configuration

JO—/NILWebBRENZX—270O7 7 1)

ATY T AAZLWebFBIANT X=X Y T2 KT DICE, BMZzRRLET, 7077
AINBEZADL, BA4T7ELT "Webauthy ZBIRLET,

Create Web Auth Parameter

Parameater-map MName™® Web-Filter

Maximum HTTP 1-200
connections

Init-State Timeout{secs) 60-3932100

Type . webauth

w0 Close " Apply to Device




WebFBRENZX—2707 714

DFAT MNPV RLAEEBLTVWRHEEEK., NFX—2IY 7ICREIPV6 T RL AEE
MT2BENHYET, RF¥FI1 X NEEFE2001:db8::/320IPEFERAL £,

DZAT > MIPV6T7 RLAZEBLEBAE., VATIEAELKVETHTTP WebiRiEEOD DR AL V>
AVERBLEISETHAEENA GUVEYD, REIPVWGERETIHENf HVYET,

CLI 2L B3

parameter-map type webauth Web-Filter
type webauth

RUS—7O7F7AINDEEE
ATY71:RVD—=7O7 714 OERK

[§%X%E ( Configuration )] >[®7 & 707 7 4 )L ( Tags & Profiles ) ] > [/R1J < — ( Policy ) ] Ic%
BLET, B, 2BRLET, [ RETT. 7O77SIILOBEEEEL. RAT—F AV
BAEZBMILETD,

Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mability Advanced

Name* Web-Filter-Paolicy WLAN Switching Policy

Description Enter Description Central Switching enageo [
Status enacee ) Central Authentication |ENABLED [ ]

Passive Client @8 oisssiep Central DHCP (enaseo [

IP MAC Binding enasieo () Flex NAT/PAT E—é;\a_at_u _J
Encrypted Traffic Analytics B oseseo

CTS Policy

Inline Tagging

-

SGACL Enforcement
RU—=70O774)0

ATY T2



Access Policies®7 T, VLANE2>3a>o ROYIHEIVIUARNDSESIT A4 T RVLANEZER
LE9,

General Access Policies QOS and AVC Mability Advanced
RADIUS Profiling )] WLAN ACL
i O
HTTP TLV Caching IPva ACL .
DHCP TLV Caching O
IPv6 ACL v | B
WLAN Local Profiling
URL Filters ®
Global State of Device )
Classification
Pre Auth v B
Local Subscriber Policy Name v
Post Auth v &
VLAN
VLAN/VLAN Group VLAN2074 v @
Multicast VLAN Enter Multicast VLAN

Access Policy® 7
CLI ICKRBERRE :
wireless profile policy Web-Filter-Policy

vlan VLAN2074
no shutdown

WLANZ'O7 7 1)L DERE

AT ¥ 7°1:Configuration > Tags and Profiles > WLANsD JEICEE L £3, BN, ZFBIRL TH
LW7O77 A4 EERLET. 7O77AIBESSIDBEEEERL. AT—RXAT71—=I)LR%ZEH
MICLET,



Add WLAN

General Security

Advanced

Profile Name*

Mac_Filtering_Wlan

SSID* Mac_Filtering_Wilan
WLAN ID* 9

Broadcast SSID

WLAN 7’07 74 )L

Radio Policy ®

Show slot configuration
6 GHz

Status ENABLED (i}

€ WPA3 Enabled
&) Dot11ax Enabled

5 GHz
2.4 GHz
802.11b/g | 802.11b/g v |
Policy ’

AT Y 7°2:Security® 7 T, Mac FilteringF T Y 9 RY JR&EFIZL, FAUAN (ISEFXLRE

A—AJ)LHY—/V) TRADIUSH—/NZEHRELET, D

ISEZERLET,

ARETIE. MACFIREE WebFZRED M5 (Z



Add WLAN

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None

|ter|ng uthorization List netwaorl v
MAC Filteri Authorization List* | netw ®

OWE Transition Mode O

Lobby Admin Access D

Fast Transition

Status Disabled
Over the DS D
Reassociation Timeout * 20

WLANL €4 V221 UF 1

AT Y 7°3:Security > Layer3MJEICBE L E T, Web RUSZ—ZBMICL., WebFBIRE/NT X —&
Y7707 7AMICEENEFET. "OnMacFilter Failures FIT Y IRY VRICFIY II—
VEANT, BAVAMOROYZTHE I HSRADIUSH—NEERLET,

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

riae
Web Policy
On MAC Filter Failure &)
Web Auth Parameter Map Web-Filter v B . -
Splash Web Redirect . DISABLED
Authentication List ISE-List v B
Preauthentication ACL

For Local Login Mathod List to work, please make sure

WLAN Layer3 Security® 7'

CLI TD3&



wlan Mac_Filtering_Wlan 9 Mac_Filtering_Wlan
mac-filtering network
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
no security wpa
no security wpa wpa2
no security wpa wpa2 ciphers aes
no security wpa akm dotlx
security web-auth
security web-auth authentication-1list ISE-List
security web-auth on-macfilter-failure
security web-auth parameter-map Web-Filter
no shutdown

ATY T4 RUD—RITOFRE, WAANZOT7AIOER, BRTRIVS—7TO77A4IIY
27

Configuration > Tags & Profiles > Tags > Policy® JEICBE L £F, [EBmMZEIJUYILT, RUZ
— R NEEEEZL FT, WLAN-Policy MapsTAddZIZIR L, LABIICIER L EWLANERD >
—7O774)LEIvEVTILET,

Add Policy Tag

Name* ‘ default-pol icy-tad |

Description l Enter Description |

v WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile )

0 { 10 | No itemns to display

Map WLAN and Policy

WLAN Profile* | Search or Selec v Policy Profile* Search or Selec v | B8

-

RI—RBIIVT

CLI 2L B3R



wireless tag policy default-policy-tag
description "default policy-tag"
wlan Mac_Filtering_Wlan policy Web-Filter-Policy

AT ¥ 7°5:Configuration > Wireless > Access PointD JBEICBE L E£F., CHSSIDOTO—RF+
ANZHEEFTEZTIOEARSI N ERBIRLET, EditAPXZ1—T, R L =Policy TagZ Z|V)

HTERT,

Configuration~ > Wireless~ » Access Po Edit AP

% All Access Points

Total APs:3

AP Name
POD1419-AP9117-
sniffer
AP2-AIR-AP38021-D- |

o Lo
K9-2

i il

APFO1D.2DF4.13C0 g% Ll

1

6 GHz Radios

5 GHz Radios

AP Model
C8117AX1-D

A
AIR-AP38021-D
AIR-AP18401-D+

0w

APANDRIS—RTOIVEY

AAADERTE :

General Interfaces

General

AP MName*

Location®

Base Radio MAC

Ethernet MAC

Admin Status

AP Mode

Operation Status

Fabric Status

CleanAir NSI Key

LED Settings

AT Y 71:RADIUSH —NZERL £T,

High Availability Inventory

APZ-AIR-AP3B0ZI-D-K8
default location

1880.902b.05e0

a023.9fd9.0834

(enseeeo [

Local v
Registered

Disabled

Geolocation ICap Advanced Support Bundle
Tags
Policy default-palicy-tag  « | B
Site default-site-tag » B
RF default-rf-tag v &
Write Tag Config to AP @
Version
Primary Software Version 17.12.2.35
Predownloaded Status NfA
Predownloaded Version NfA
Mext Retry Time MNfA

Configuration > Security > AAADQJEIZBEIL £ T, Server/Groupt 2> 3> O TFIZHBAIATT
3> &PV LET, [Create AAA Radius Server]XR—> T, H—/N\&, IP7RLA, 8K
HEMBZEAHDLET,



Create AAA Radius Server

Name* Support for CoA (&)

Server Address* | IPva/IPv6/Hostname CoA Server Key Type | Clear Text v :|
: consonerr © | |
Key Type Clear Text v Confirm CoA Server Key - ‘
Key* (@) Automate Tester O

Confirm Key™

Auth Port 1812

Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100
Y—NNDFERE
CLI TOH
AX

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key dedededek

server name ISE-Auth

AT Y T2.RADIUSH—NT I —T%#ERL £,

Server Groupst 723> O TOAJAA T2 a > &BRLT, H—NTIL—TE2EXLFET, FLU
TJIN—TREICEDDH—NEPYEZAET,

REXAVE—TIAAZRETIHEGHYELA, T7FIIBNTR, 9800 IN—F 1> F
—7 )L EEALT, RADIUSH—NICEET A EHICHERTRIAE2—TI( AZHEL., BE
EF7FINNTF—RDOT A ZFEALET,



Create AAA Radius Server Group

Name* ‘ ISE-Group| < @® Name is required
Group Type ‘ RADIUS
MAC-Delimiter [ none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 5
Load Balance
Source Interface VLAN ID \ 2074 v 4
Available Servers Assigned Servers
ISE-Auth ‘
H—=—NTIN—=7

CLI TD&

aaa group server radius ISE-Group
server name ISE-Auth
ip radius source-interface V1an2074
deadtime 5

ATYTIAAAFTRUARNERELE T,

AAA Method List2 7 (&) L £, Authentication® FIZHBAddE I Y I LET, TypeZ ©
logina . Group typeZ "Group, ICEREL T, AXJARNEBZERL KT, Assigned Server
Groupt o2 3>T, RELVERMY—NITIN—TEZIVECTILET,



Quick Setup: AAA Authentication

Method List Name*

Available Server Groups

undefined
Radius-Group
Test-group
test-group
undefined

| tacacs1

ALAR U AR

CLI TD3&

Type* login | ®
Group Type | group v | ®
Fallback to local (|}

Assigned Server Groups

ISE-Group

FAMEE

aaa authentication Togin ISE-List group ISE-Group

[ GBI

| Apply to Device

Authorization Method Listz 22 3 ICBEL, AddZV Y OLET. FRVARNBZEZL.
XA 7% Tnetworky I, JIN—T"324 7% "Group,s ICERELF T, REFARADIUSH—/\%&
Assigned Server Groupst 7> 3V ICHYIVEARE T,



Quick Setup: AAA Authorization

Method List Name* { network

Type* | network v ] @

Group Type | group v ] ®

Fallback to local O

Authenticated O

Available Server Groups Assigned Server Groups

:r;j‘:;ned D ISE-Group |
oo o
test-group
iy )

AAARXJAR

CLI TO&

aaa aut horization network network group | SE-G oup

ISE DERTE :
ISE@% Y RT—UF /N4 A& L TOWLCOHIEN

AT ¥ 7"1:Administration > Network DevicesD JEI_¥E L., AddZ o) ¥ 2L E T, Radius
Authentication SettingsT, J NA—FDIP7 RL A, FARE, BLUOHEERBZAILET



Network Devices

Name |

Description

IP Address N, *IP:

XY ND—=0 FINAADED

(]  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret Show

ATY72: =TIV N DOEK

HAEWE

Identity Management > IdentitesD T T, AddZA 7> 3> Z&IRLET,

AT M WebFBRLICER TR MBEN BB I —HRE/NADT—RERELXT



Network Access Users List » testuser

~ Network Access User

* Username testuser|

Status Enabled v

Email

v Passwords

Password Type: Internal Users v

Password Re-Enter Password

* Login Password "=ttt emeeeees

- —ERBE/RDEN

AT ¥ 7°3:Administration > Identity Management > Groups > Registered DevicesD JEICBEL .
Addzo7UYOLET,

TINA ADMACT RLAZAHDLT, ¥—NELCIV MU ZERLET,



Cisco ISE

Identities Groups

Identity Groups
=

Administration - Identity Management

External Identity Sources Identity Source Sequences Settings

Endpoint Identity Group List » RegisteredDevices

Endpoint Identity Group

* Name RegisteredDevices

~ [ Endpoint Identity Groups

uu Blocked List

oL GuestEndpoints

> wu Profiled

Description | »ccet Registered Endpoints Identity Group

Parent Group

. RegisteredDevices

wu Unknown

> B3 User Identity Groups

Identity Group Endpoints

-+ Add

5] Remove ~~

MAC Address Static Group Assignment

TINA ADMACT RL ADIEM

ATY T4 H—EARIZ—OHERK

Policy > Policy setsiCBEIL .

F+J

Select

Endpoint Profile

AREZERLTHLWRUS —tY N E2ERLET

CORDS—EY NEI—HYWebsBiAT, V947 ROI—HYEBENADT—RBETATFUT
1T AEBETHERENINET

Policy Sets— User-Webauth

Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[-] User-Webauth [El wireless_soz.1x Default Network Access (& 0
Authentication Policy (1)
Status Rule Name Conditions Use Hits Actions

[} Default

WebBEEH — b 2K S —

Internal Users

2 Options

E#RIC. MABY—ERARUSD —ZHKL., RARV—OTICABI RRAhEIYEDY

LEY,



Policy Sets - Test-MAB Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits

oy
i,

[} Tast-MAB ke Nermalised Radius-RadiusFlowType EQUALS WirelessMAB Default Network Access : o

~ Authentication Palicy (1)

Status  Rule Name Conditions Use Hits Actions

Q

Internal Endpaints

] Datault

S

* Options

MABRREEH —E AR —

d>kA—-Z 322 74F21L—>3>

<#root>
show wireless tag policy detailed
defaul t-policy-tag

Policy Tag Name : default-policy-tag

Description : default policy-tag
Number of WLAN-POLICY maps: 1
WLAN Profile Name Policy Name

Mac_Filtering_Wan

Web-Filter-Policy

<#root>
show wireless profile policy detailed

Web-Fil ter-Policy

PoTlicy Profile Name
Web-Fil ter-Policy

Description



Status

ENABLED
VLAN

2074

Multicast VLAN : 0

<#root>
show wlan name

Mac_Filtering_Wan

WLAN Profile Name

Mac_Filtering_Wan

Identifier 1 9
Description :
Network Name (SSID)
Mac_Filtering_Wan
Status
Enabl ed
Broadcast SSID
Enabl ed
Mac Filter Authorization 1list name
net wor k
Webauth On-mac-filter Failure
Enabl ed
Webauth Authentication List Name

| SE- Li st

Webauth Authorization List Name : Disabled
Webauth Parameter Map :

Web-Filter

<tfroot>

show parameter-map type webauth name Web-Filter
Parameter Map Name :

Web-Filter

Type

webaut h



Auth-proxy Init State time : 120 sec
Webauth max-http connection : 100
Webauth Togout-window :

Enabl ed

Webauth success-window

Enabl ed
Consent Email : Disabled
Activation Mode : Replace
Sleeping-Client : Disabled

Webauth Togin-auth-bypass:

<#root>

show ip http server status
HTTP server status:
Enabl ed

HTTP server port:

80

HTTP server active supplementary listener ports:

HTTP server authentication method: local
HTTP server auth-retry 0 time-window O
HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server IPv4 access class: None
HTTP server IPv6 access class: None
HTTP server base path:

HTTP File Upload status: Disabled

HTTP server upload path:

HTTP server help root:

Maximum number of concurrent server connections allowed:

300

Maximum number of secondary server connections allowed: 50

Server idle time-out: 180 seconds
Server 1ife time-out: 180 seconds
Server session idle time-out: 600 seconds

Maximum number of requests allowed on a connection: 25

Server linger time : 60 seconds

HTTP server active session modules: ALL
HTTP secure server capability: Present
HTTP secure server status:

Enabl ed
HTTP secure server port:

443

show ap name AP2-AIR-AP3802I-D-K9-2 tag detail

Policy tag mapping



WLAN Profile Name Policy Name

Mac_Filtering_Wlan Web-Filter-Policy

A RNO=Z07Z4T > bR —DIREE

Dashboard > Clientst 2> a2 ICBEBL, KT EITSA T MNODAT—RAEBELET,

74T NEREWebFTAIRERETT

ded Clients

=

Clients

~u
[

Selected 0 out of 1 Clients

Client MAC T IPv4 T AP T St Y
O Address Address IPvE Address Name 1] SsiD
AP2-AIR-
Gc7e.67e3.6db9 .
(O 6c7e67e3.6a09 14766150 feg0:10ebiede 230e:75¢3  AP3EO2- 1 Mac_Filtering_Wian 9
€ D-K9-2
1 10 v

74T > DM

show wireless client summary
Number of Clients: 1
MAC Address AP Name

6c7e.67e3.6db9 AP2-AIR-AP3802I-D-K9-2

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail
Client MAC Address :

6c7e. 67e3. 6db9

Client MAC Type : Universally Administered Address
Client DUID: NA
Client IPv4 Address :

10. 76. 6. 150

Client IPv6 Addresses : fe80::10eb:ede2:23fe:75c3
Client Username :

6¢c7e67e36db9

AP MAC Address : 1880.902b.05e0
AP Name: AP2-AIR-AP3802I-D-K9-2
AP slot : 1

Client State : Associated
Policy Profile :

Web-Filter-Policy

Flex Profile : N/A

W ey

WLAN Y Client Y User T Device
Type State Y Protocol Y Name Typa
Web
WLAN Auth Tac Ge7eB7e36dbd  N/A
Pending
O
Type ID State Protocol Meth
WLAN 9 Webauth Pending 1llac Web



Wireless LAN Id: 9
WLAN Profile Name:

Mac_Filtering_Wan

Wireless LAN Network Name (SSID): Mac_Filtering_WTan
BSSID : 1880.902b.05eb

Client ACLs : None
Mac authentication :

Fai | ed

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :

I P Learn Conplete

Client Entry Create Time : 88 seconds
Policy Type : N/A
Encryption Cipher : None

Auth Method Status List
Method : Web Auth
Webauth State

Get Redirect

Webauth Method

Webaut h

WebRBREICEH TR E, VT4 T RRUS—XZ—I v DREFERUNICBITLET

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail

Client ACLs : None
Mac authentication : Failed
PoTlicy Manager State:

Run

Last Policy Manager State :

Webaut h Pendi ng

Client Entry Create Time : 131 seconds
Policy Type : N/A

NZ7LZ1—hk

MACEEE i DWebrorEHEED#EEE . MABDEEZRICWebBilZ MU A—F202 MO—F#eE
ICEKFELTVET, EBENE, N7 1—F42JEAMOLESHICOY MO—FHSRAN



L—RAZHENICRET B LT,
BERE N L —ADURE

CLITEELIEMACT RLADISAT U RTFNY T NL—RAEERTBICE, BRETIT 17
NL—RZETFOT47ICLET,

BEMNL—RAZEBWICTEFIE :
ITRTOERBER/ETFNY TN EMCBE>TVWR L ZRALET

clear platform condition all

BELUIEMACT RLADOTNY J=2BMCTS

debug wireless mac <H.H.H> monitor-time <Time is seconds>

BEZBERLLES, TNV I ZE ML TRANL—AREZEFLLET,

no debug wireless mac <H.H.H>

RANL—AAFFELTDE, O NO—FT7—KNI7ZY22CFNYITT7AIUNERENET,

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

77ANZARBY—NICIE—LKT,

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

FINY IO E#RRLET,

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log



GUITRARL—RZBMICLET,

ATYT1: NSTND2a—F AV T>HEERNL—AICBHLET, HILLINUZEBMTS
FA7>a %&BIRL., IEEEN=-Add MAC/IP AddressZ 7 ICOS5 AT ROMACT RL A% A
BHLET,

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

SOATOTATRL—R

HBAAKRNTY NFYTF ¥ .

Troubleshooting > Packet CapturelZBBL X T, ¥+ 7F¥BEZANLL, 95472 NOMACT
RLAZERIFLZ7 1 ILAMACELTEELE T, NY 7 7H A XE100ICEREL, BENTY RE
RENTY N2EBERITBIZTYTIIOA4R—T T4 AZEBRLET,



Create Packet Capture

Embedded Packet Capture

v ] 3600 secs ~= 1.00 hour

Capture Name* TestPCap
Filter* any v
Monitor Control Plane @ ()
Inner Filter Protocol D DHCP
Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration

Available (12) | search Q| Selected (1)
(5) Tworor > () rworor0
@ Tw0/0/2 3>
@ TWO0/0/3 >
@ Te0/1/0 -




EVATALCPUICUE ALY REh, F—RTL—VICBEAENERNT 714V 0%
RATBICE. "OAMO-IRZ TV IDER, #7232 2BRUET,

NTYRNEXFYTFrTBICEStartZBRLET

Capture Name Y Interface Y Monitor Control Plane ¥ Buffer Size Y  Filter by YT Limit Status Y Action
O TestPCap TwoGigabitEthernet0/0j0 Mo 0% any @ 3600 secs Inactive L p- Start 'I
= Ear—
CLI TO&E

monitor capture TestPCap inner mac <H.H.H>

monitor capture TestPCap buffer size 100

monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both
monitor capture TestPCap start



<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

AZBTFTPH—NAONTY RF ¥ TFYOILUAR—KN

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

+ Add
Capture Name ¥ Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by Y Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 - Export Capture - TestPCap x
Export to* deskiop v
"D Cancel B Export ]

NTYRFXYTFYOIIAR—N
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Usernameld 247> ROMACT7 RL AT, ChIEMABSREET T,

2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

12:

12

12

12

52

:52
12:
12:
12:
12:
12:

52
52
52
52
52

152
12:
12:

52
52

152
12:

52

.711298748
.711310730
.711326401
.711329615
.711337331
.711340443
.711344513
.711349087
.711351935
.711377387
.711382613
.711385989

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:
[17765]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

BWEI—HYIRNUNFHB 8. ISEldAccess-AcceptZEEL F£T,

2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16

2024/07/16
2024/07/16

21:
21:
21:
21:
21:

21:
21:

12:
12:
12:
12:
12:

12:
12:

52
52
52
52
52

52
52

.779147404
.779156117
.779161793
.779165183
.779219803

.779417578
.779436247

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]

[mab] [17765]:
[mab] [17765]:

AT MRS —OREA MacFBREICBITLEL I

2024/07/16 21:12:52.780181486 {wncd_x_R0-0}{1}:
2024/07/16 21:12:52.780238297 {wncd_x_R0O-0}{1}:

[cTient-auth] [17765]:
[cTient-orch-sm] [17765]:

[17765]: (info):
[17765]: (info):
[17765]: (info):
[17765]: (info):
[17765]: (info):
(info):

(info):

MABRBEEA ML =8, 954 TV hFIPS—ZVUAT— K%

2024/07/16 21:12:55.791404789 {wncd_x_R0O-03}{1}:
2024/07/16 21:12:55.791739386 {wncd_x_R0O-0}{1}:

2024/07/16 21:12:55.794130301 {iosrp_R0-03}{1}:

[cTient-orch-state] [17765]:
[cTient-iplearn] [17765]:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Send Access-Request t
authenticator 19 c6
User-Name
User-Password
Service-Type
Vendor, Cisco

Cisco AVpair
Framed-MTU
Message-Authenticato
EAP-Key-Name
Vendor, Cisco

Cisco AVpair

Received from id 1812
authenticator 5d dc
User-Name
Class
Message-Authenticato

[6c7e.67b7.2d29: capwap_90000005]
[6c7e.67b7.2d29: capwap_90000005]

(info): MAC: 6c7e.67b7.2d29 C(Cli

(debug): MAC: 6c7e.67b7.2d29

(note): MAC: 6c7e.67b7.2d2
(info):

MAC: 6c7e.67b7.2d29

[buginf] [4440]: (debug): AUTH-FEAT-SISF-EVENT: IP updat



VAT RRID—XZ—=J v DREHNRUNICEFE N, MABRELZZET T2 U914 T7> MO

WebFBEEAN AF Y TEhd

2024/07/16 21:13:11.210786952 {wncd_x_RO-0}{1}:

HHAZRNTY NF¥TF v ZFERAL AR

[errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD

|radius

) Time Source Destination Length Protocol Info
53 02:42:52.710961 10.76.6.156 10.197.224.122 RADIUS Access-Request id=0
54 02:42:52.778951 10.197.224.122 10.76.6.156 RADIUS Access—Accept id=0

Frame 53: 464 bytes on wire (3712 bits), 464 bytes captured (3712 bits)

Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122

User Datagram Protocol, Src Port: 65433, Dst Port: 1812

RADIUS Protocol
Code: Access—-Request (1)
Packet identifier: 8x@ (@)
Length: 422
Authenticator: 19c6635633a7e6b6f30070b02a7f753cC
[The response to this request is in frame 54]
Attribute Value Pairs
> AVP: t=User-Name(1) 1=14 val=6c7e67b72d29
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Service-Type(6) 1=6 val=Call-Check(10)
AVP:
AVP:

t=Framed-MTU(12) 1=6 val=1485

Radius/\ v ~

V74T > NTFINA AODMACFERED KM T % B

TISI=23a2HFRPBLERICIZAT Y MIXL THIEEE N /ZMACEE

2024/07/17 03:20:59.842211775 {wncd_x_R0-0}{1}:
2024/07/17 03:20:59.842280253 {wncd_x_R0-0}{1}:
2024/07/17 03:20:59.842284313 {wncd_x_R0-0}{1}:
2024/07/17 03:20:59.842320572 {wncd_x_R0-0}{1}:

COTFNAAIY NINISEICFELBEVESD,

2024/07/17 03:20:59.842678322 {wncd_x_RO-0}{1}:
2024/07/17 03:20:59.842877636 {wncd_x_RO-0}{1}:

t=Vendor-Specific(26) 1=31 vnd=ciscoSystems(9)

=l

[mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]
[ewlc-infra-evq] [17765]: (note): Authentication Succes
[client-auth] [17765]: (info): MAC: 6c7e.67e3.6db9 Cli
[mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]

ISERT7 7V EAEBZEFLEY

[mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]
[auth-mgr] [17765]: (info): [6c7e.67e3.6db9:capwap_9000

MABA' kB L =/e®, 94T MFINA ALK L THREE hi-WebsR:



2024/07/17 03:20:59.843728206 {wncd_x_R0O-0}{1}: [client-auth] [17765]: (info): MAC: 6c7e.67e3.6db9 Cli

DZ5AT > MNFHTTP GETERZBHBTH E., RISTHTCPEYZa A MO—FIC&2T
ART7—=T74200&ndlH, VDEALIRNURNFISATORNTFNAAILT Y 1ENET,

2024/07/17 03:21:37.817434046 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (info): capwap_90000005[6c7e.6
2024/07/17 03:21:37.817459639 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817466483 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817482231 {wncd_x_R0-0}{1}: [webauth-state] [17765]: (info): capwap_90000005[6c7e.6

ZATREUS AL T NURLADHTTP GetZFBL . R—IAO—REhdeOJ1> 0L
TV VIIBEEENET,

LI N

RMO—FHFISEICT IV EAEREZEELET
k., Access-Accept/N\T Y NTEMBEI—HENHEIEE N DWebBETT

2024/07/17 03:22:51.132347799 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Send Access-Request t
2024/07/17 03:22:51.132362949 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: authenticator fd 40
2024/07/17 03:22:51.132368737 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Calling-Station-Id
2024/07/17 03:22:51.132372791 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.132376569 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Vendor, Cisco

ISEA* 5 215 L #=Access-Accept

2024/07/17 03:22:51.187040709 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: Received from id 1812
2024/07/17 03:22:51.187050061 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: authenticator d3 ac
2024/07/17 03:22:51.187055731 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.187059053 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: C(Class

2024/07/17 03:22:51.187102553 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Message-Authenticato

WebsBAEA ML, V747> M OREARUNREICEITLET,

2024/07/17 03:22:51.193775717 {wncd_x_R0-0}{1}: [errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/17 03:22:51.194009423 {wncd_x_RO-0}{1}: [client-orch-state] [17765]: (note): MAC: 6c7e.67e3.6db

EPCH v 7' F v IZ Kk DHEEL

92472 NEIAMO—Z0OREBIP7 RLAZEALTTICPN RS IA(VZETL, 754



TYRGUAALYRR—ZAR—DEO—RLET, I-PHFI-YHRL/NRAT—RERET
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AN I TR E, VZAT > ROTCPEY > a2 HFELUSHh, O NAO—FELETIOZAF2 b
ARUNRREICBITLE T,

ﬁ8:52:51.126992 18. '.I'E 5 15& 8.2 512 TLSvl.2 Client Hello

98:52:51.126992 192.8.2.1 «76.6. TCP 443 - 58832 [ACK] Seq=1 Ack=518 Win=64768 Len=8 TSval=3313564366 TSecr=4022788871
88:52:51.126992 192.8.2.1 -T6.6. 85,1,64 TLSv1.2 Server Hello, Change Cipher Spec, Encrypted Handshake Message

88:52:51.129982 18.76.6.150 152.08.2.1 TCP 58832 - 443 [ACK] Seq=518 Ack=166 Win=131808 Len=0 TSval=4822788876 TSecr=3313564367
08:52:51.129982 10.76.6.158 192.8.2.1 1,64 TLSv1.2 Change Cipher Spec, Encrypted Handshake Message

@8:52:51.138989 10.76.6.150 192.8.2.1 648 TLSvl.2 Application Data

28:52:51.138989 10.76.6.150 192.8.2.1 168 TLSv1.2 Application Data
88:52:51.130989 192.0.2.1 TCP 443 - 58832 [ACK] Seq=166 Ack=1483 Win=64808 Len=0 TSval=3313564371 TSecr=4022788876
& RADIUS d=3

RADIUS
TCP 443 - 58832 [ACK] Seq=16E6 Ack=1483 Win=64128 Len=048 TSval=3313564432 TSecr=4022788876 [TCP segment o
TCP 443 - 58832 [ACK] Seq=1114 Ack=1403 Win=64128 Len=948 TSval=3313564432 TSecr=40822788876 [TCP segment ¢
2496 TLSv1.2 MApplication Data

48 TLSv1.2  Encrypted Alert

:51.191976 B2,
15666 BB 52:51.191976 192.8.2.1
15667 ©8:52:51.191976 192.8.2.1
15668 @8:52:51.192983 192.8.2.1

15673 @3:52:51.196080 10.76.6.150 TCP 58832 - 443 [ACK] 5eq=1403 Ack=2667 Win=128512 Len=@ TSval=4022788942 TSecr=3313564432
15674 ©8:52:51.196980 10.76.6.150 TCP 58832 = 443 [ACK] Seq=1403 Ack=2721 Win=128512 Len=8 TSval=4022788942 TSecr=3313564432
15675 ©8:52:51.196980 10.76.6.150 TCP [TCP Window Update] 58832 - 443 [ACK] Seq=1483 Ack=2721 Win=131872 Len=9 TSval=4@822788942 TSecr=33135
15676 £52:51.197987 48 TLSv1.2 Em: ryplcd Alert
- 15794

456 Ack=2721 Win=131872 Len=0 T5val=4022788942 TSecr=3313564432
0 ]

1 Win=8 Len=@

RADIUS/NT Y hEfERALIZTCP7 O—

15660 ©8:52:51.131981 10.76.6.156 10.197.224,122 RADIUS Access-Request id=3
15663 08:52:51.186986 1@.197.224.122 10.76.6.156 RADIUS Access-Accept id=3

Frame 15660: 499 bytes on wire (3992 bits), 499 bytes captured (3992 bits)
Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol

Code: Access—-Request (1)

Packet identifier: @x3 (3)

Length: 457

Authenticator: fd40@f7e3567dc5a63cfefaefi7%eeaa

[The response to this request is in frame 15663]
e Pairs
tACalllng-Statlon -Id(31) 1=19 val=6c-7e-67-e3-6d-b9
AVP: t=User-Name(1) 1=10 val=testuser
: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)

t=Framed- IPﬂAddressla) 1—6 val-la 76.6.150

U5973086d99f3al85

AVP: t-—Sernce-Type(ﬁ} 1=6 val-.Dlalout Framed- User(S)
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted

A—9ILFTU2v)LEEEITISEILIEEE NBRADIUSNT Y b

DSATURNRNTTAVIRRBRIETDEODI T AT MO Wireshark¥® ¥ 7F ¥ A R—FILAR
—JICVAAL O En, O NO—Z0{REIP7 RL A/WebH—/NXADTCP/\> R T A 0%
BIELET,



Time Source Destination Length Protocol Info

1 @8:51:34,2083945 18.76.6.150 18.76.6.145 HTTP GET /fauth/discovery?architecture=9 HTTP/1.1
188 ©0B8:51:34.206602 10.76.6.145 18.76.6.150 HTTP HTTP/1.1 208 OK (text/html)

234 0B8:51:39.028084 10.76.6.150 7.7.7.7 HTTP GET / HTTP/1.1

236 ©0B8:51:39.031428 7.7.7.7 18.76.6.150 HTTP HTTP/1.1 208 0K (text/html)

Frame 188: 783 bytes on wire (5624 bits), 703 bytes captured (5624 bits) on interface en®, id @
Ethernet II, Src: Cisco_34:9@:e7 (6c:5e:3b:34:90:e7), Dst: Apple_e3:6d:b9 (6c:7e:67:e3:6d:b9)
Internet Protocol Version 4, Src: 10.76.6.145, Dst: 10.76.6.150

Transmission Control Protocol, Src Port: 8@, Dst Port: 58811, Seq: 1, Ack: 1@7, Len: 637

Line-based text data: text/html (9 lines)
<HTML><meta http-equiv="Content-Type" content="text/html; charset=utf-8" name="viewport"” content="width=device-width, initial-scale=1">\n
<HEAD=>\n
<TITLE> Web Authentication Redirect</TITLE=\n
<META ht tp-equiv-"l: ache-control" content="no-cache"=\n

no-cache"=\n

CI:II"I‘EPI"I‘t—”]. URL=https://192.0,2.1/login.html? redirect=http://10.76.6.145/auth/discavery?architecture=9">\n

=/ HATML=

DAALOIRNURLZRIAETRDEODITAT U RNIFYTF ¥

92472 MO—FOREBIP7 RLAANDTCP/\Y R ITA J%HUTS

Time Source Destination Lenath  Protocol
@8:51:34.208377 19.76.6.150 192.8.2.1 TCP

Info
SBB12 ~ 443 [SYN, ECE, CWR] Seq=@ Win=65535 Len=@ M55=146@ WS=64 TSval=3224314628 TSecr=@ SA

58812 - 443 [ACK] Seq=1 Ack=1 Win=131200 Len=8 TSwval=3224314631 TSecr=3313491861

88:51:34.211275 10.76.6.150 192. e 2.1 TCP
03'51 34.2126?3 19.76.6.150 192.8.2.1 512 TLSv1.2 Client Ilello
H & 192.0.2.1 18.76.6. 150 TP ; ACRT Seq=.
124 oa 51 34 220834 192.8.2.1 10.76.6.158 89,830 TLSv1.2 Server nello, Certificate
176 AR-51-24 28I 1467 a4 7 1 14 TR R 1EQA TR A TICuY 7 Carvar ¥owu Fvrhanna Caruar Halla RAanas

DTAT > NeWebY—/NBOTCPN\ R T (45

WebsBREA R L 1=, £y a2 ABUSsSh&EL L,

144 BB:51:34,235915 10.76.6.158 192.8.2.1 TCP ITCP Window Update] 58812 - 443 [ACK] Seq=1145 Ack=18183 Win=131872 Len=0 TSval=3224314655 TS
145 ©8:51:34.235996 18.76.6.158 192.8.2.1 52 TLSv1.2 Encrypted Alert

147 8B:51:34.238965 192.9.2.1 18.76.6.158 52 TLSv1.2 Encrypted Alert

DSAT > NI WebFRitZZ T LERICTCPEY > a AL S
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
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