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Bl @ Catalyst 9800l 77 > 71—<& 1 f=Catalyst 9800 TH BT A
NDERE

XY RNI—=UK

Internet

W.mmf"? o & D

Access Switch

S
=
Wired Client

Network Topology

S\EB9800 WLC E D EEE
Web/NTX—Z2I Y T ORE

AT ¥ 7"1:Configuration > Security > Web Auth® JEICEE L. GlobalZiEIRL T, I NO—7
ERTFARNRAVRNIVETOREIPT RLAZEZEL, XA 7 HwebauthiCEREE TV
CEZBELET,



O
O

Parameter Map Name
global

‘Web-Filter

Web Auth

Edit Web Auth Parameter

Virtual IPvd Address

192.0.2.1

Trustpoint

TP-self-signed-3... «

General
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth

Captive Bypass Portal
Disable Success Window
Disable Logout Window
Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout (minutes)

0O OO0 0O

Virtual IPv4 Hostname

Virtual IPvE Address

Web Auth intercept HTTPs

Enable HTTP server for Web
Auth

Disable HTTP secure server
for Web Auth

Banner Configuration

Banner Title

Banner Type ® None

Banner Text



7E:Web Auth intercept HTTPslE A 7’2 3 VRRETT, HTTPSUR AL V2 3a U RE
BE. Web Auth intercept HTTPSFH 7> 3 > ZBMIC TR HBEN BV ET, L. C
DFREGCPUSEAEREBIMETEE o, HBEhFEBA,

AT Y 72:AdvancedR 7 T, VAT RNIRAL U2 3> ADOHAEWebR— DURLERRE L
£¥9, "Redirect URL for Login. & TRedirect On-Failures ZEEL T, Redirect On-
Successy AT 2aAUTY, RENTETITDE, URALINURLOT L E 1 —AHWebFRFE7
A7 7AI)IZKRTRENET,

General Advanced

@ Preview of the Redirect URL:

[ http://10.127.196.17 1/webauth/login.htmI?switch_url=https://192.0.2. 1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XIXIKIKD X

(B E| 2 7

CLI TOFRE

paraneter-map type webauth gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht i
redirect portal ipv4 10.127.196.171

i ntercept-https-enable

trust poi nt TP-sel f-si gned-3915430211

webaut h- htt p- enabl e



E O FIUATE, JO—NINFA=FI Y THFEREIET, BEHICHKL T,
DE)ZRIRL THARLWeb/NTX—2I Y TH#REL., [FERE|ZTTCIUEALY
RURLZERELET. FTARNRAY NERBIPVIP)ORERERK., JO-/N)L7A7 74
LY SEEIhET,

AAARRTE :

AT Y 71:RADIUSH—N\ZERL £,

Configuration > Security > AAAD JEIZ#E L. Server/Groupt 23> OTNOAddZYJY UL
T. Create AAA Radius ServerR—> T, H—/NZ&., IP7 RL A, & &TShared Secretx AL
£7,

Create AAA Radius Server

Name* | Support for CoA (i)

Server Address* IPv4/IPv6/Hostname | CoA Server Key Type | Clear Text v |
PAC Key ] CoA Server Key (D)

Key Type l Clear Text v Confirm CoA Server Key

Key* ® . . Automate Tester (]

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

| Apply to Device

RADIUS #—/ND&E

CLI TOH



radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813

key Fedededed
server name ISE-Auth

ATY T2.RADIUSH—NTIL—TZERL T,
H—NITN—TZ2E&HEL, JIL—THRELCLEDD -\ EZ S, Server Groupstzo >

IO TOAAIZBRLET,

Create AAA Radius Server Group

Name* ‘ ISE-Group| < (® Name is required
Group Type ‘ RADIUS

MAC-Delimiter { none v J

MAC-Filtering | none v)

Dead-Time (mins) ‘ 5 ‘

Load Balance

Source Interface VLAN ID

| 2074 v ]t;l

Available Servers

RADIUSH—NTIIL—7

CLI TOHE

Assigned Servers

ISE-Auth

plE

]
[J



aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2074
deadtime 5

ATYTIAAAFTRUARNZERELE T,

AAA Method List® 7 (% & L. Authentication® T~ TAddZiZIRL . Typell Tloginy . Group
typell "Groups ZIBELEAXIJARNBEZEZRL. Assigned Server Grouptz V> 3> TEREL
CREE—NTIIN—TE'EIVYETILET,

Quick Setup: AAA Authentication

Method List Name*

Type* Iogin v @

Group Type group | ®

Fallback to local O

Available Server Groups Assigned Server Groups

undefined EE=Grmup
Radius-Group
Test-group
test-group
undefined
tacacs1

TGS ‘

AMEE
BEEEE

ALAX U AN

CLI TOH

aaa authentication Tlogin ISE-List group ISE-Group

RV —=70O77AINDORE

AT Y 7°1:Configuration > Tags & Profiles > PolicyD JEICBE L. General2 7 THL W O7 7
AINCEFZR/R T, AT—2AYVERZERALTEMCLET,



Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC Mobility Advanced

Name* | GuestiANPoicy | WLAN Switching Policy
Description l Enter Description . Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging D

O

SGACL Enforcement

Default SGT 2-65519

RUZ—=70774)L

N[
i
N[
\I
X
L\

AT Y 7°2:Access Policies® 7 T, VLANYYE VI NFRTULET>A—O> KO-
VLANZZ|VW) HTET, COHTE., vian1HAEEShTVET



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O ‘
b IPva ACL v|
DHCP TLV Caching O -
IPv6 ACL _ v @
WLAN Local Profiling
URL Filters ®
Global State of Device Disabled (&)
Classification
: Pre Auth v @
Local Subscriber Policy Name | v | @
Post Auth v|@
VLAN
VLAN/VLAN Group | 1 v ®
Multicast VLAN ‘ Enter Multicast VLAN

Access PolicyZ 7/

FIES[EEVTA1RT T, PA—OA R O—F27ZAIVNCHPYEZ, #7232 TR
REQOEHICADETENVZUBITRZ— Y UEEUTA MR ERELET

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (3) Selected (1)

Anchor IP Anchor IP Anchor Priority

& 10.106.40.11 & & 1076.118.70 [Primary(n - €
& 107611875 >

& 107611874 »

EEVFTAIVT

CLI TD3&



wireless profile policy GuestLANPolicy
mobility anchor 10.76.118.70 priority 1

no shutdown

TANLANZ'O7 7 1)L DERE

AT ¥ 71:Configuration > Wireless > Guest LAND JEICBE L, AddZERL T, —E070O077
AIINEBEREL., BRVLANZAMICLET, X2, BRTARNI—HOVLANIDZASL, 7O

T7AINAT—RA%ZEnabledlic V) XX T,

General Security
Profile Name* Guest-Profile
Guest LAN ID* 1
mDNS Mode Bridging

Status enABLE ([

FARNLANZ'OZ774)

Client Association Limit

Wired VLAN Status

Wired VLAN ID*

2000

2024

AT Y 72: Security® 7 T, Web AuthZB#IIC L. Web Auth/N\ZX—2I v 7&#IvE>T L,
Authentication RO Y 77HA 0> 1) A M A SRadiust—/NZBIRL £,



dit Guest LAN Profile

General Security

Layer3

Web Auth ENABLE .]
Web Auth Parameter Map global v ‘
Authentication List ISE-List | v

Guest LAN Security’® 7/
CLI Tm&%
guest-Tan profile-name Guest-Profile 1 wired-vlan 2024

security web-auth authentication-list ISE-List
security web-auth parameter-map global

T ARNLANY Y 7
Configuration > Wireless > Guest LAND JEIZBEL £3

Guest LAN MAPEREL 2> 3> T, AddZBIRL, RIS —7O77A4IIEFARNLANZOT 7
AINEIXYETILET



Guest LAN Map Configuration

% Delete Map
: GuestMap
Guest LAN Profile Name Y  Policy Name Y ‘
) Profile Name Guest-Profile
No records available.
10 v | items per page 0 - 0of 0 items Policy Name [GUEStLANPOIicyi

7 ARNLANY Y 7

CLI TOFRE

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

E

X3

7> 1—9800 WLCTMD3;
Web/N\TZX—2I Y T ORE

AT Y 7°1:Configuration > Security > Web Auth® JEIZ#E L. GlobalZ®EIRL T, O A—F
ERTFARNRAVRNIVEDTORBIPT RLAZEFEL., X4 7 HwebauthiCEREETh TV
CEEBRELET,

Configuration~ > Security* > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Mame global Virtual IPv4 Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. »
Web-Filter 4
B Init-State Timeout{secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Viirtual IPvE Address X IMINTK
Captive Bypass Portal O Web Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo D
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720

Banner Title

Banner Type ® Mone O Banner Text



JO-NLNFX—BI YT

AT Y F2:AdvancedR 7T, 9TATRNIAAL VS a2 RAOAEBWebR— DURLERE L
£9, "Redirect URL for Loginy & MRedirect On-Failures; ZF&EL T, "Redirect On-
Success) A7 3>TT,

RENFTTITRDE, UAALIBMURLOTLEI—HWebIBAEZTOT7 7 A IILICRTENET,

General Advanced

@ Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htmI&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XIKIKIXIX

(R E| 2 7

CLI TOEE

parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

redirect for-Tlogin http://10.127.196.171/webauth/login.html
redirect on-success http://10.127.196.171/webauth/logout.html
redirect on-failure http://10.127.196.171/webauth/failed.html
redirect portal ipv4 10.127.196.171

intercept-https-enable.

trustpoint TP-self-signed-3915430211

webauth-http-enable



AAAERTE :

AT Y 71.RADIUSH—NZERL £,

Configuration > Security > AAADJEIZBEI L. Server/Groupt o> 3 ICHBAddZIUY UL
. Create AAA Radius ServerR—> T, ¥ —/N&., IP7 RL A, & &UShared SecretZ AL &
ER

Create AAA Radius Server

MName* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname | CoA Server Key Type | Clear Text v
PAC Key (] CoA Server Key (D

Key Type | Clear Text v Confirm CoA Server Key

Key* ® . . Automate Tester (]

Confirm Key*

Auth Port l 1812

Acct Port | 1813

Server Timeout (seconds) . 1-1000

Retry Count 0-100

RADIUS #—/ND&RE

CLI TOE&

radius server ISE-Auth
address ipv4 10.197.224.122 auth-port 1812 acct-port 1813

Tl

server name ISE-Auth

AT Y T2 RADIUSH—NTIN—TZERLET,
Server Groupst V2 3V ICHBDAAAZEBIRL TH—NTIL—TZE&RL., JI—TREICEDS
H—NzthEBAET,



Name* ISE-Group

Group Type | RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 5

Load Balance

. DISABLED ]

Source Interface VLAN ID

2081

v+

A\vailable Servers

CLI TD&

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2081

deadtime 5

ATYTIAAAFTRVARNEZRELET,

Assigned Servers

‘ ISE-Auth

AAA Method ListZ 7 (Z#E L, Authentication® T~ TAddZiZIR L, Typell Tloginy . Group
typell "Groups ZHELEARXNJARNBZEEKL . Assigned Server Grouptz 7> 3 2 TEREL

CRAL Y —NTI—T=#IvECTLET,



Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group v | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined
Radius-Group
Test-group
test-group
undefined
tacacs1

‘ ISE-Group ‘

AMEE
(J BB

SREARU A B

CLI TOE&

aaa authentication login ISE-List group ISE-Group

RV —=70O77AINDORE

AT ¥ 7°1:Configuration > Tag & Profiles > Policy D JEIZBE L, A NO—FERAUBHT
ROD—=7O7 74N EREL. Z7O77AILEBMIILET,



General Access Policies QOS and AVC Mobility Advanced

Fe* | GuestLANPolicy | WLAN Switching Policy
Description Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O
SGACL Enforcement O
Default SGT 2-65519

Toh—RIUS—=70774)L

ATYT2TOEARID—T, ROVTHEIVUARNDSERIZTAT MVLANEIYYEY Y
LEXT



General Access Policies QOS and AVC Mobility Advance

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name ‘ Search or Select v ’
VLAN
VLAN/VLAN Group VLAN2024 v | ®

Access Policies® 7



E RV O77A4LDORKRER. VLANZRE, AR NO—-Z&TF7AH—2 K
O—Z0mAT—HLTVWBHBEN HYET,

AT Y 7'3:Mobility® 7 T, Export AnchorF I Y JRY VAEFICLET,



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility [. DISABLED ]

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anc

Troh—Z2FBELHL



S CORETIE, 980004 YL ALANOY RO—F(WLC)E, BELERUS—7'O

T77A4NICEERTSNETNTOWLANDO 7 > H—WLCE L TEEL £9., 589800
WLCA" DS AT RETHA—WLCICURA AL I RNTBHE, V54T NIEIVYHT
SNEWLANERUS—7'O7 7AI)ICETREHMAI BHEIAET, &Y, TUH
—WLCK, BELAEBRICESVTEYSAO—ALRIS—7TO7 74N %2 EBRTESE

E

CLI TOHRE

wireless profile policy GuestLANPolicy
mobility anchor

vlan VLAN2024

no shutdown

TARLANZO7 7 4L DERE



AT Y 7’ 1:Configuration > Wireless > Guest LANDJEICEBE L. AddZiBIRL T, ¥ AKMLANZ'O
774N ZERL., BELET, Z7O77A4LEBMAEI NO—Z07O0774ILBE—HT
BEzBRELET, P7oHA—AMA—F TRHERVLANZEMNICTIRENf BV ET,

Add Guest LAN Profile

General Security
Profile Name* ‘ Guest-Profile ‘ Client Association Limit ‘ 2000 ‘
Guest LAN ID* ‘ 1 ‘ Wired VLAN Status
mDNS Mode [ Bridging v ]

Status eNaBLE [}

FARNLANZOZ7 7 1)

AFYT2: EFIUTARET, Web AuthZHMICL. Web Auth/N5 X —R T v 7 LI R
hERELET.



dit Guest LAN Profile

General Security
Layer3
Web Auth BTN |
Web Auth Parameter Map global v }

Authentication List ISE-List v




E T ARLANZO7 7L ORERF, BRVLANAT—RAZKRE, A2 ~O—F
EFA-AVNA-FTRIUTHILENHYET

CLI TOFRE

guest-Tan profile-name Guest-Profile 1
security web-auth authentication-list ISE-List
security web-auth parameter-map global

A RNLANY Y

AT Y 7 1:Configuration > Wireless > Guest LANDJEIZBE L £9., Guest LAN MAP
configurationt 2> 3> TAddZZERL, RU—7O77AINETARNANTOT7 7 AILICRI Y
E>OLET,



Guest LAN Map Configuration

> Delete Map
: GuestMap
- Add
Guest LAN Profile Name Y  Policy Name T ‘
. Profile Name Guest-Profile
No records available.
10 v | items per page Policy Name IGUEStLANPOIiCW 2

7 ARNLANY Y 7

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

Aire0S 55200 NO—ZICF > hH—& i l=Catalyst 9800 TDHH
BT ANDERE

& —

Anchar-5520 WLC Inermel

Foreign-S800
=
Access Switch [

"-\.\_.

By

Wired Chient

Network Topology

S\Z9800 WLC L M ERE



Web/N\TZX—Z2I Y T DERE

AT Y 71:Configuration > Security > Web Auth@ JEICBEIL . GlobalZ®EIRL &3, I hO—
FOREIPFRLAENTZAMNRA N Z7OT77AILLETELLIVEY TSN, 24T
webauthiCEREE N TVWB & 2R LE T,

General Advanced
Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3... ¥
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth - Virtual IPv6 Address XIXIKIXIX
Captive Bypass Portal D Web Auth intercept HTTPs [:]
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
) for Web Auth
Disable Cisco Logo O
Sleeping Client Status ) Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File
Web/N\TX—=&2I v 7

AT Y 72:AdvancedZ 7 T, 95A4ATFRDURAL I NEERDNEWebR—Z DURLEIEE
LET, OVAHAOVA ALV NURLBLUTEERFOVA AL IV NEREL £9, Redirect
On-SuccessiREWRF A7 a > NERETT,



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 71;»{
Redirect On-Failure http:H10.127.195.171N{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XXX

[ E|R T

CLI TO&%

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



FEAAADREIC DOV TR, AZ9BOWLCH ") U2 a2 ORENFHMESRL T
ZEW,

RYS—FO7 7 AINOBRE

AT Y 7'1:Configuration > Tags & Profiles > Policy D JEICBE L £9, Add%Zi#EIRL. GeneralX
7T7O77ALNDOEREZEEL. AT—2AOYYEXZEMIILET,



General Access Policies
Name*
Description
Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

RUZ—=70774)L

QOS and AVC

Mobility

‘ Guest

l Enter Description

ENA
B oisasLen
enasten ([

. DISABLED

- III

2-65519

Advanced

WLAN Switching Policy

Central Switching ENABLED .

Central Authentication ENABLED .

Central DHCP enasten [

Flex NAT/PAT B osesen

AT Y 7°2:Access Policies27 T, A LVLANZE|V) HTET,



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled @)
Classification

Local Subscriber Policy Name ‘ S | - v

VLAN

VLAN/VLAN Group B v |®

Multicast VLAN ‘ Enter Multicast VLAN ‘
TORARYS—

AT Y 73:Mobility® 7T, 7>A—A NO—F &Y EBZXTELEEZEPrimary DNIZERELET

o



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.76.6.156 > & 1076.118.74 Primary (1)

Mobility ® 7'



SE:9800AZWLCHRY S —7'O7 7 A Ik, VLANRREZBRE, 55207 > H—WLCOJ*
ARNLANZO77AINE—RTHDURENFHYET

CLI TOFRE

wireless profile policy Guest
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor 10.76.118.74 priority 1
no shutdown

TANLANZ'O7 7 1)L DERE

AT Y 7'1:Configuration > Wireless > Guest LANDJEIZEE L. AddZEIRLET, —En7O7



TAINEBZREL THEVLANZERICL, BETSARNI—YEHOVLAN IDZEELF T, &E
. Z7O77AINAT—RA%ZEnabledICIVEZXE T,

General Security
Profile Name* ‘ Guest Client Association Limit | 2000 ‘
Guest LAN ID* l 2 Wired VLAN Status | ENABLE []
mDNS Mode ' Bridging v Wired VLAN ID* | ‘
Status (enase (D

7 ARNLANRY 2 —

AT Y 72:Security® 7 T, Web AuthZEICL. Web Auth AT X—2X v 72X Y7L T,
Authentication RO Y 77X 1) A MA SRADIUSH—/N&BIRL £ T,

General Security

Layer3

Web Auth :ENABLE .J

Web Auth Parameter Map

Authentication List ISE-List v

Security® 7'



X TAMLANZOT7 7 A4I)LEE, 98004 0> RO—F&£55207 > A—> hO—Z
TRIULTHIVENHYERT

CLI TOFRE

guest-Tlan profile-name Guest 2 wired-vlan 11
security web-auth authentication-list ISE-List
security web-auth parameter-map global

A RNLANY Y

AT Y 7°1:Configuration > Wireless > Guest LANDJEIZBE L F¥9. Guest LAN MAPERELY >
32T, AddZBIRL, RUS—7O77ALETARANTOZ7AIILICIVEZTLET,



Guest LAN Map Configuration

< Delete Map

Guest LAN Map : GuestMap

Guest LAN Profile Name Y  Policy Name h 4 ‘
) Profile Name Guest
No records available.
10 v | items per page ) of O items Policy Name [GUGST 2]

7 ARNLANY Y 7

CLI TOEE

wireless guest-lan map GuestMap
guest-lan Guest policy Guest

E

Xia

7 > 71—5520 WLCT D3

WebwunIE D EX _n"-.-l

AT Y 7°1:Security > Web Auth > Web Login Pageo)JIIELEEJ LET, WebRiEZA 7%
External ( AZH—NNOUR AL UK ) IZEREL., HEBWebFRAIURLZERE L £, Redirect
URL after loginl& 7"~ 3a>Tht)., wiﬁm%btéL774 REERAR=DICUAAL
INTRIRENHDBRICERETEXT,

HMONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT CDMMANDS  HELP

—
Security Web Login Page [Preview... | [ appv_||
]
v MAA Web Authentication Type External (Radirect to external server] ~
General %
= RADIUS Redirect URL after login hitpz//10.127.196. 171 /webauthflogout. html
Authentication r "
Accounting Legin Success Page Type (None |
::;ﬂﬁ‘h“” R External Webauth UAL [ htg:// 10,127,196, 171/ webauthlogin, htm I ]
DNS
Dawnloaded AVP QrCode Scanning Bypass Timer ]
» TACACS+ .
LDAR Qriode Scanning Bypass Count o
Local Net Users
MAL Filtering

= Disabled Clients
User Login Policies
AP Pulicies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Palicles
v Web Auth
w‘ch Login Page

...........

WebF2AE D& E



AAASSTE :
ATY 71:RADIUSH—N\%ZZELE T,

Security > Radius > Authentication > New®D JEICEE L £ 7,

n||1|||. Sawe Configuration |~ Fing | Logout Refrel

CIsco MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP
—

User:sdmin(Readwrite) M Ho

Securly RADIUS Authentication Servars oy ||
v ARA ;
. Auth Called Statien ID Type AP MAC Address: SS1D hd
= RADIUS
Authentication Use AES: Kay Wmp [} {pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
Auth Cached Users bbb [Hyphen ]
Fallback
The Framed MTU [1300]

Bownloaded AVE

RADIUS #—/\

ATFY72: A NO—F5TRADIUSH—N\DIPEHEMREZRELET, Y—/V\AT—XA%
EnablediZt]V) & X . Network UserF I Y 9RY DAICF IV IOI—I%FITET,



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ
Apply Cisco ACA Default settings O
Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

H— I\

TOEAOMO-IL)ANDKRE

AT Y 7°1:Security > Access Control ListD JEICBE L. NewZiBIRL £, DNSH &K V4P



WebH—NNANDKRZT7 4 v O %EFTT2ERAMACLEER L ET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

: |
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering > _ 0.0.0.0 / 0.0.0.0 ! ubp 5
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 S Any Ay ANy 0 a
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit 600 255.255.255.255 1O Any HITTH Any - Any 0 =
Password Policies
. 10.127.196.171 / 0.0.0.0 !
» Local EAP A Permit o gc255.255.255  0.0.0.0 TeR HTTP Any Any  Any 0 a
Advanced EAP ; 0.0.0.0 J/ 10.127.196.171 /
 priority Ord £ Permit 000 255.255.255.255 'O Ay HIIES hety Any 2 a
Bl sy I pormit | 10:127:196.171 / 0.0.0.0 ¥ rop N i N & s
) Certificate £ Permit e 255255255 0.0.0.0 v o Any
% Access Control Lists
Access Control Lists
WebH—NAND KRS T4V 0 FTITDITIOEAVAR
s ° E—
TJANMANZOT7 74 I DEE
— -] — N
AT Y 71:WLANs >IZB 8L, Create NewZiBIRL £,
S 57| ~ —_— ° ~ o — ] " A =
Type as Guest LANZIRIR L, 9800AAZB I RO—F ORIV —7O7 74 ERBU BRI ERE

LEY,

MONITOR  WLANs |_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: Mone [Change Filter] [Clear Filter] [Create New ~| 6o |
[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
7' A NLANDEEL
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin{ReadWrite) f Home
WLANs > New | <Back | || _apply |
Type |Guest LAN | ]
Profile Name Guest I
D 2 W
FANLANZOZ774)L

ATYT2:FANANO77AMAINOAIDBSLOEIDA U EZ—TIAA%EZIVYETLET,
COTE, ANWA R =TI A4 AlEnoneTd, chldx, A A RX—T T4 ANFAHI> v O—



THSDEIPRRILTHB1ZHTT,

HAAVB—TIAARK, BRITAT > NIYENICEREITSDVLANTT (O—HIIVLANDIE
& IEPVLAN )

General | Security = QoS | Advanced |

Profile Name [Guest

Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface None hd |

Egress Interface [wired-vlan-ll V]

NAS-ID |none

FARNLANZ’O7 74

AT Y 73 Security® 7 T, LA V3tF 11T 1 &L TWeb AuthenticationZi#IRL . BHIFE
ACLEXYYETILET,

WLANSs > Edit 'Guest’

General | Security | QoS | Advanced ‘

Layer 2 I Layer 3 - | AAA Servers |

Layer 3 Security [Web Authentication v

Preauthentication ACL 1Pv4 | Pre-Auth_ACL v| | IPv6 | None v

Override Global Config2®  [_J Enable

Guest LAN Security® 7

AT Y 7 4:Security > AAA ServerD JEICEEL £,

ROy 7AD>&ZIRL, RADIUSH—/N\ZSARNLANZO77A4IILICIXYETLET,



General = Security QoS | Advanced

 Layer2  lLayer3 | AAA Servers

Select AAA servers below to override use of default servers on thi

RADIUS Servers

Authentication Servers _______ Accounting Servers
Enabled _| Enabled
Server 1 1P:10.197.224.122, Port:1812 v| None

T A
Server 2 | None v | None
Server 3 | None v | None
Server 4 | None v| None

FARNLANZ'O7 7 A4 ILANORADIUSH—NDOI Y E> T

ATY7T5EWLANILEBELET, YARANZOZ7 74O ROAY T7EITFTAI A=Y
Z4&bHt, Mobility AnchorsZiBIRL £9,

Oz Guest LAN  Guest - Disabled Web-Auth =
Remaove

[ Mability Anchors |

AT ¥ 7°6:Mobility Anchor CreateZiZ2RL T, AV NO—FZ DT AMLANZO77A4)ILOL
DAR—KNTUH—ELTHRELET,

WLAN SSID Guest

Switch IP Address (Anchor) Data Path Control Path

| Mability Anchor Create

FEEVFA T H—OER

Catalyst 9800l 7 > H—& 1= AireOS 5520 CHIET A N ERE



Foreign-5520 WL% T

Access Switch

H‘_}

Anchor-9800 WLC [nterne

>

Wired Client

Network Topology

FAE85520 WLC L D&% E
OYhO—5 42 2—7 T4 ADRE

AT Y 7°1:Controller > Interfaces > NewD JEICBEBLET, 1> X—7 I 14 A&, VLANID%E%
EL. YANLANZBEMIZLET,

BRTANZE2ODRAFIVIAVE—TIAANFBETT,

B, LAV22RAFZIVIAR—T A RZHEKL. TARNANELTEELET, 204
DE—TIARARK, BRIZATMYENICEETDTANANODADA D Z—T T4 AL
LTHBELERT,



CISCO

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANA

Controller

General
Icons

Inventory

Interfaces

Interface Groups
Multicast

» Network Routes

» Fabric Configuration
# Redundancy

b Mobility Management

Ports
P NTP

» CDP

b PMIPv6

b} Tunneling
b IPV6

» mDNS

ABABE=TITARA

Interfaces > Edit

General Information

Interface Name wired-guest

MAC Address a0:e0:af:32:d9:ba

Configuration

Guest Lan

NAS-ID |none

Physical Information

Port Number
Backup Port o ]
Active Port 1

Interface Address

VLAN Identifier 2020
DHCP Proxy Mode | Global v
Fnahla NHCD Nntinn ]2 M

AT Y 7°2:Controller > Interfaces > NewD JEICBEILET, 1> X—7 I 4 AZEVLAN ID%ZEEX

ELET,

BEHDAAFTZIVIA U E—TIA AR MNO—ZFLEDOLAVIA U R—T IAATHIHE
oY), BIEISATUNEZOVLANY TZXY NRASIPTPRLAZZELES, CcOAZ2—7

IAAR, PANANTO77AINOHEAAVE—TIAAE L THBELET,



CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANA(

Controller Interfaces > Edit
General
Icons .
General Information
Inventory
Interfaces Interface Name vlan2024
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast

Configuration

» Network Routes

b Fabric Configuration GuestiLen O
i
» Redundancy Quarantine O
. Quarantine Vian 1d 0
b Mobility Management
NAS-ID | none
Ports
» NTP Physical Information
D Port Number
BUERIEVS Backup Port E
b Tunneling Active Port 1
b IPV6 Enable Dynamic AP Management O
b} mDNS
b Advanced Interface Address
Lawful Interception VLAN Identifier
IP Address 110.105.211.85 |
Netmask 255.255.255.128 |
Gateway [10.105.211.1 ]

HAAMR—TITARA
ALY FR—KNDERE

BRTANI—FRBT IO EALAVYAAYFILERLET, ChS5OEER—NE, O hO—
FTTARLANABMZE D TWBVLANTRET I LENf HYVET

TORBALAYASY FR—NDRE
AVR=TIAAFHEY b —H R Y b<x/x/x>
DA BRTVARNT LA

switchport access vian 2020



switchport mode access

K%

AR NO—FTY TV IR—NDRE
1 > B2 —7 I 4 ATenGigabitEthernet<x/x/x>
P ABWLCAD RZ > IKR— K
switchport mode trunk

switchport trunk native vlan 2081

switchport trunk allowed vlan 2081,2020

o
m

ToA—AVRNA—FFY TV IR—NDEE
1 > & —7 I 4 ATenGigabitEthernet<x/x/x>

HBAT > H—WLCADRNF > IR—b

switchport mode trunk

switchport trunk native vlan 2081

switchport trunk allowed vlan 2081,2024

R#&

WebFBZE D &R E

AT ¥ 7"1:Security > Web Auth > Web Login PageD JEICBE L £9, WebFRilX 1 7%
External ( AZH—NNOUR AL UK ) IZEBREL., HEBWebFRAIURLZERXE L £, Redirect
URL after loginlk 7> 3> Thv) ., BIANRIBLERICOISA T NEEAR—DICURAL
IRNTEIMBENHDBEEICERETEET,



alvaln

cisco

MONITOR

WLANS

CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS

e Configuration ng  Logout

HELP User:admin{ReadWrite) M Home

Security

* AAA
General
= RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Dawnloaded AP
» TACACS+
LDAR
Local Met Users
MAL Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Cartificate

b Access Control Lists

 Wireless Protection
Policles

[* Wb Auth
Wb Lagin Page

Cortificats

WebZREE DR E

Web Login Page

E
i

Web Authentication Type
Redirect URL after login
Legin Succecs Page Type
External Webauth URL

External (Redireet to axternal serer] v

http://10.127.196, 171/ webauthslogout. html

None

Mg/ 10127196, 171/ webauthiagin, tml

Grode Scanning Bypass Timer
QrCode Seanning Bypais Count

[
o

AT Y 71T RADIUSH—NZREL £ T,

Security > Radius > Authentication > New®D JEICEE L £ 7,

Sacurity

T AAA

SATSE
- RADIUS
Authentication

Auth Cached Users
Fallback

ONS

Downloaded AVP

RADIUS #—/\

MONITOR

WLANS

Auth Called Statien ID Type
Use AES Key Wrap

MAC Dedimiter
Frameéd MTU

CONTROLLER

WIRELESE SECURITY  MANAGEMENT

RADIUS Authentication Servers

AP MAC Address: SS1D o

COMMANDS

Bing ' Logout Refrel

Save Configuration

HELP User: sdmin{Readwrite) M Hon

L) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Hyphen W

27 Y72 : 1Y NO—S5TRADIUSH—NDIPE HERBERELET, H—/ART—R A%
EnablediZt]V) & X . Network UserF I Y 9RY DAICF IV IOI—U%FITET,



RADIUS Authentication Servers > New

Server Index (Priority) 4 V|

1
Server IP Address(Ipv4/Ipv6) |
Shared Secret Format ASCII V|

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings LJ
Apply Cisco ACA Default settings O
Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

H— I\

TOEAOMO-IL)ANDKRE

AT Y 7°1:Security > Access Control ListD JEICBE L. NewZiBIRL £, DNSH &K V4P



WebH—NNANDKRZT7 4 v O %EFTT2ERAMACLEER L ET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 B Y y A 0 a
User Login Policies ) 0.0.0.0 / 10.127.196.171 [
AP Policies 2 Permit 600 255.255.255.255 1O Any HITTH Any - Any 0 =
Password Policies
. 10.127.196.171 / 0.0.0.0 !
4 Permit TCP HTTP A A A i
» Local EAP = TEM 555255255255 0.0.0.0 i YA a
Advancad EAP c permit 0.0.0.0 / 10.127.196.171 / e N HTTPS A A 0
 priority Ord == TEME 4 0.0.0 255.255.255.255 n v Any a
Bl sy I _ 10.127.196.171 / 0.0.0.0 !
6 Permit Tcp HTTPS Any Any  Any 0 -]

b Certificate 255.255.255.255 0.0.0.0

4 Access Control Lists
Access Control Lists

WebH—NNAOKRS T4V O RHFATEDT7IEAVAN
FARNLANZ’O7 74 I DOKRE

AT Y 7°1:WLAN > Create New > GoDJEIZBEL £ 7,

MONITOR  WLANs 1_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN

Current Filter: None [Change Filter] [Clear Filter] [Create New v| I Go I

[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
FANLANZOZ774)L

Type as Guest LANZIZBIRL T, Z7O77AMILBERELE T, 98007 HA—I> MO—F DR
D=7O77AINETANANTO7 74 TRIUBHERETIHENHVET,



WLANS > New

Type | iGuestLAN Vi |
Profile Name ‘ Guest-Profile !

ID 3 v

TARNLANZ’'OZ7 74

ATY T 2:General BT T, ADAVE—TIAARERANA I EZE—TIAAESARNLANZOT7 7
AINICIYETLET,

ADAVEZ=TIARAK., BREITAT N YENICELETDHVLANTT,
HHABZ—TIA A, 94T IPPRLAZERTBVLANY T XY NTT,

General | Security | QoS = Advanced |

Profile Name [Gueat-Proﬁle
Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying tt

Ingress Interface | wired—guest d I

Egress Interface [vlan2ﬁ24 VI
NAS-ID ‘nc-ne
ZARNANZOZ 7 A

AT Y 7°3:Security > Layer 3O JBIZBEH L £,

Web Authentication& U TlLayer 3 SecurityZ &R L., ERIFRAIACLEZNYYE T LE T,



General I Security | QoS | Advanced |

Layer 2 I Layer 3 | AAA Servers \

Layer 3 Security | Web Authentication v

Preauthentication ACL IPv4 IPre-Auth_ACL VI IPv6 | None v

Override Global Config2? (] Enable

Layer 3 Security® 7
ATY T4
AAA servers® 7 T, RADIUSH—/N&EF I Y UKRY U AEnabled2X Y E I LET,

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on th

RADIUS Servers

Authentication Servers Accounting Servers
Enabled () Enabled

Server 1 |[IP:10.197.224.122, Port:1812 | None

Server 2 | None v| None

Server 3 | None V| None

Server 4 | None v | None

FARNLANZ'O7 7 A4 ILADRADIUSH—/N\DI v E> Y

AT Y TEWLANR—TIZBEHL., YARNANZO77ANDEIZO0FTAACH—=YIL
EEHDET, EEUFA T H—%BRLET,

[ 30 WLAN guest-1665 guest-1665 Disabled [WPA + WPAZ][Auth(PSK)] [~

ID 1 Guest LAN  Guest-Profile Enabled Web-Auth =
move
N - isabl -A
Oz Guest LAN  Guest Disabled Web-Auth [ Mobiity Anchors |




EEVTATN—

ATYVT6: BEEUTATUOA—ZROAYTHEIVIVARDSTARNANTOZ 7AIILICR Y EY
JLEY,

Mobility Anchors

‘WLAN SSID Guest-Profile

Switch IP Address (Anchor) - Data Path Co
ocal

[Mobility Anchor Create | U RN
10.76.6.156

Switch IP Address (Anchor) v 10.76.118.70

Foot Notes

EEUFATUN—DFARANADOR Y EVY

7 > 71—9800 WLC T M ERTE

Web/NZX—ZX Y 7T DERE

AT Y 71:Configuration > Security > Web Auth@ JEICBEIL . GlobalZi®#IRLEd, I hNO—

ZORBIPTFRLAERNZARRA I TOT77AILETELIIVEYTEN, BA4TH
webauthlCEREE N TVWA L ZHFELE T,

General Advanced
Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth v Virtual IPv6 Address KRR KK
Captive Bypass Portal ) Web Auth intercept HTTPs O
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status ) Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title

Banner Type @® None O Banner Text
O Read From File

Web/NTX—&2I Y7



AT Y J2:AdvancedZ 7 T, 94T RO AL U NEERDHEWebR—Z DURLEFEE
LET. OJAHAOVA AL I NURLBLUTEERFOVA AL IV NEREL £9, Redirect

On-SuccessiREWF A7 IV DEETT,

General Advanced

B Deovipeof the Deodlbeaat
S

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.html&redirect=<website-name> ]

Redirect to external server

Redirect URL for login

Redirect On-Success

Redirect On-Failure

http://10.1 27.195.1?11&'
http://10.1 27.195.171;w:

http://10.1 27.196.1?1!\«J|

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address

10.127.196.171

Portal IPV6 Address
[FEHEERE)| R 7
CLI TORE
paraneter-map type webauth gl obal
type webaut h

virtual -ip ipvd 192.0.2.1
redirect for-login http://10.127.196. 171/ webauth/Il ogi n. ht m

HKOXKKIXX

redi rect on-success http://10.127.196. 171/ webaut h/ | ogout . ht m
redirect on-failure http://10.127.196. 171/ webauth/fail ed. ht m

redirect portal ipv4 10.127.196.171
trust poi nt TP-sel f-si gned- 3010594951
webaut h- htt p- enabl e



A AAARRE DFEIC DWW TR, #9800 WLC D "Bl Catalyst 98007 > h—& hi-
Catalyst 9800 TOERT ARNDEEL V23 2ZRLTLKEEL,

RID—7O77A4IILNDOEE

¥ JIE1:Configuration > Tags & Profiles > PolicyDJEICBE L £9, ASI RO—F OS5 A~
LANZ A7 7ANCEALEOERUEBRT, RUS—7O7 74 IILZBELET,



General Access Policies

Name*

Description

Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

RUZ—=70774)L

QOS and AVC

Guest-Profile

Enter Description

ENABLED .

- DISABLED
ENABLED .

. DISABLED

i IIIH

Advanced

WLAN Switching Policy

Central Switching

Central Authentication

Central DHCP

Flex NAT/PAT

enaseo B
enasteo [

enaseo [

. DISABLED

AT Y 72:Access Policies27 T, ROV IR IVIARNDSERITA T MlanEI v EY

TJLEY



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)

Classification

Local Subscriber Policy Name { Search or Select v 1 2
VLAN

VLAN/VLAN Group [ VLAN2024 v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

TOEARISD —

AT Y 7°3:Mobility® 7 T, Export AnchorF I Y VRY VRAEAVIZLET,



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility (@ oisaLeo J

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Mobility 2 7

CLI TOFRE

wireless profile policy Guest-Profile
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor
vlan VLAN2024
no shutdown

FARMANZ’O7 74 IILDOERE

AT Y 7"1:Configuration > Wireless > Guest LANDJEIZBE L. AddZ&EIRL T ARLANZO7
TAILNEREL., BHRVLANAT—ZAZEMIZLET,

TPoHA—LEOFARNANZOT77AIINEBE., ABWLCEDTANLANZO7 74 ERLICTS
PVENFHVYET,



General Security

Profile Name* ‘ Guest-Profile ‘ Client Association Limit | 2000

Guest LAN ID* ‘ 1 Wired VLAN Status |

mDNS Mode ' Bridging v
Status |enase ()

FARNLANZ’OZ7 7 1)

AT Y 72:SecurityZ 7 T, Web AuthZBMICLET, Web Auth/N\TX—2I Y FEREEU A
REROVIFIAIVUARNDSEBIRLET

dit Guest LAN Profile

General Security

Layer3

Web Auth enaste ()
Web Auth Parameter Map global v
Authentication List ISE-List v

Guest LAN Security® 7'

CLI TD3&

guest-lan profile-name Guest-Profile 1



security web-auth authentication-1list ISE-List

security web-auth parameter-map global

A RNLANT Y

AT ¥ 7"1:Configuration > Wireless > Guest LAND JEICBEI L £9, Guest LAN MAPERELE V>
32T, AddZBIRL, RUS—7O7 74N ZTARNANTO77AILICIYETILET,

Guest LAN Map Configuration

% Delete Map

AN Map - GuestMap

-+ Add

Guest LAN Profile Name Y  Policy Name

No records available.

7 ARNLANY Y 7

sy
A/C»
A2 MO—ZERE DAL

#show”7" A NLAND B =

GLAN GLAN Profile Name
1 Guest-Profile
2 Guest

#show”" A RLAN ID 1

<#root>

Guest-LAN Profile Name : Guest

v 4

Profile Name

Policy Name

Guest-Profile

|Guest—Pr0ﬁ|e| (X

Status

Guest-LAN ID
Wired-Vlan

11

Status



Enabl ed

Number of Active Clients : 0
Max Associated Clients : 2000
Security

WebAuth
Enabl ed

Webauth Parameter Map : global
Webauth Authentication List :

| SE- Li st
Webauth Authorization List : Not configured
mDNS Gateway Status : Bridge

#show/\ T X —R I Y 7R 4 F'webauthg O—/\)L

<tfroot>

Parameter Map Name : global
Type :

webaut h

Redirect:
For Login

http://10.127.196. 171/ webaut h/ | ogi n. ht
On Success
http://10.127.196. 171/ webaut h/ | ogout . ht m
On Failure
http://10.127.196. 171/ webaut h/ fai |l ed. ht m
Portal 1ipv4
10.127. 196. 171
Virtual-ipv4

192.0.2.1

#show parameter-map type webauth name <profile name> ( H AR AWeb/NTX—R70O7 7 A
LN 2ERT 256

#show wireless guest-lan-map® E#J

GLAN Profile Name Policy Name



#show wireless mobility summary

IP Public Ip MAC Address

10.76.118.70 10.76.118.70 f4bd.9e59.314b

#show ip http—/NAT—X A

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: local

HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server trustpoint: TP-self-signed-3010594951

>show guest-lan summary ( 7 A RLANOBIEZ KRR )

Number of Guest LANS. . ... iiiiitiiiirrnnennnnn 1
GLAN ID GLAN Profile Name Status Interface Name
2 Guest Enabled wired-vlan-11

>/ A RLAN 2% &R

Guest LAN Identifier.........ciiiiiiiiniiinnnnnnn 2
Profile Name........ .ottt ittt Guest
10 - U Enabled
Interface. ...t i it e st e e wired-vlan-11
Radius Servers
Authentication.......coiiiiiiiiiiiininiannnnn 10.197.224.122 1812 *
Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
I8 2 Pre-Auth_ACL
Mobility Anchor List
GLAN ID IP Address Status

2 10.76.118.74 Up



>HAZRLWeb%Z FNXTERR

Radius Authentication Method..................... PAP

CiSCO LOGO. .t i ittt it e s i et e EnabTed

CUSEOMLOGO. v vt ittt i e e st e None

Custom Title. .ot it e e et ettt e e e e ennanns None

CuStom MeSSage. .. v v vttt s i e nnns None

Custom Redirect URL.....u'iiiiininrnnnnnnnnnenns http://10.127.196.171/webauth/Togout.html
Web Authentication Login Success Page Mode....... None

Web Authentication Type......ciiiiiiiiinnnnnnnn. External

(oo Lo YU atee o Yo} o U 1S Enabled

External Web Authentication URL.................. http://10.127.196.171/webauth/login.html
QR Code Scanning Bypass Timer........oevuuuunnnn. 0

QR Code Scanning Bypass Count........oouuuuunnnn. 0

>show custom-web guest-lan 2 ( HA X Lweb”7* A Nan 22 KRR )

Guest LAN Status........iiiiiiinniiinnnnnnnnns Enabled
Web Security Policy........ciiiiiiiiininnnnn Web Based Authentication
WebAuth Type. ... ..o i it e e eanans External
Global Status.......viii it eeeennns Enabled

DZAT > NRD S —OIREDBEE
BATE -
#show DA VYL AOZA T NOBE

ABAY NO—SDISA T2 hRUS—Z— v OREE. 254 7> N ERCEEN
SNIEETRUNICHEY) T,

<{froot>

MAC Address AP Name Type ID State Protocol Meth

alce.c8c3.a9b5 N/A
GLAN 1

Run
802. 3

Web Auth

Export Foreign

>show client detail aOce.c8c3.a9b5



<ffroot>

Client MAC Address. .....couiiiiininiinnnnennnnnn a0:ce:c8:c3:a9:b5
Client Username ........ouieirennennennennnennenns N/A

Client Webauth Username .........coiiiiiinnnnnnnn N/A

Client State.....iiiiii it it ettt e aannnn Associated

User Authenticated by ...........cciiiiiiiinnnnn None

Client User GroUp....uvi e nenennnnnnns

Client NAC OOB State.....cuiiiiinnnnninnnnnnnnnns Access

guest-Tan. ...t i i e e e 1

Wireless LAN Profile Name.........covviiivnunnnn. Guest-Profile
MobiTlity State.......vviiiiiiiii ittt i i et eee e

Export Foreign

Mobility Anchor IP Address...........ccoiiiinnnnn.
10. 76.118. 70

Security Policy Completed...........cvviivnnnnn.
Yes

Policy Manager State........oiiiiiiininnnerrnnns
RUN

Pre-auth IPv4 ACL Name.......u'ii it nnrnnennnnn Pre-Auth_ACL
EAP Type. ittt i it e i i st st i Unknown
I =Y o = (oL <

Wi r ed- guest - egress

VLAN. it i e ittt sttt ettt e 2024
Quarantine VLAN. ... ... it i ittt eaaanes 0
7> h—E

ToA—AUMO—ZTI9ZATNOREEBBRZEBRIIBEN HYET,

DZAT > MR —IZ—2 ¥ OIREHN Web Auth pending(WAUTH) T T,

<tfroot>

MAC Address AP Name Type ID State

a0ce.c8c3.a9b5 10.76.6.156
GLAN 1

Webauth Pending
802. 3

Web Auth

Export Anchor

Protocol Meth



DTSAT 2 MRBIEETNDE, RV —IFZ—2 v DIREFRUNREICEITLE T,

MAC Address AP Name Type ID State

al0ce.c8c3.a9%5 10.76.6.156 GLAN 1 Run

#show wireless client mac-address aOce.c8c3.a9b5 detail

<#root>

Client MAC Address : aOce.c8c3.a9%b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile

Mobility:
Foreign IP Address
10. 76. 118. 74
Point of Attachment : 0xA0000003
Point of Presence : 0
Move Count 1

Mobility Role

Export Anchor

Mobility Roam Type

L3 Requested

PoTlicy Manager State:

Webaut h Pendi ng

Last Policy Manager State :

I P Learn Conpl ete
Client Entry Create Time : 35 seconds

VLAN : VLAN2024

Session Manager:
Point of Attachment : mobility_a0000003

IIF ID : 0xA0000003
Authorized : FALSE
Session timeout : 28800

Common Session ID: 4a764c0a0000008ea0285466

Protocol Meth



Acct Session ID : 0x00000000
Auth Method Status List
Method : Web Auth
Webauth State

Login

Webauth Method

Webaut h

Server Policies:
ResuTltant Policies:
URL Redirect ACL :

WA-v4-int-10.127.196.171
Preauth ACL

WA-sec-10. 127.196. 171

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

WebsBREA U T D E, VT4 72 MIRUNREICBITLE T,

show wireless client mac-address aOce.c8c3.a9b5 detail

<#froot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69
Client Username :

t est user

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:
GLAN Id: 1
GLAN Name: Guest-Profile
Wireless LAN Network Name (SSID) : N/A
BSSID : N/A
Connected For : 81 seconds
Protocol : 802.3

Policy Manager State:



Run
Last Policy Manager State :
Webaut h Pendi ng

Client Entry Create Time : 81 seconds
VLAN : VLAN2024

Last Tried Aaa Server Details:
Server IP :

10. 197. 224. 122

Auth Method Status List
Method : Web Auth
Webauth State : Authz
Webauth Method : Webauth

Resultant Policies:
URL Redirect ACL :

| P- Adm V4- LOGOUT- ACL

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

>show client detail a0:ce:c8:¢3:a9:b5

<#root>

Client MAC Address. ... .o iii i it eeeaannn a0:ce:c8:c3:a9:b5
Client Username .........cuuiiiimmnneenannnennnnnn N/A

Client Webauth Username ............cciiiiiunnnn. N/A

Client State.....iiiii ittt ettt eeeaaann Associated
Wireless LAN Profile Name..............couuuoo... Guest

WLAN Profile check for roaming................... Disabled
Hotspot (802.10U) .. u ittt e et eaanennnn Not Supported
Connected FOr ...ttt it ettt eeeaaann 90 secs

IP AdAressS. ... iiii ittt ettt ettt 10.105.211.75
Gateway Address.........c.iiiiiiiinnnnnnnnnnnnnnns 10.105.211.1
1= ] 255.255.255.128

MobiTity State.....oviiiiiii it e et eeeaaann
Export Anchor
Mobility Foreign IP Address...............c.ccooo..
10.76.118.70

Security Policy Completed......... ..., No
PoTicy Manager State......ouieiiinninnnnnnnnnnnnn

VEBAUTH_REQD
Pre-auth IPv4 ACL Name.......u.iiiiiiinnrnnennnnn

Pre- Aut h_ACLPre-auth



IPv4 ACL Applied Status.................

Pre-auth IPv4 ACL Applied Status.............
Yes
WEEDE, V54T MERUNREICEBITLE T,

<tfroot>

show client detail a0:ce:c8:c3:a9:b5

Client MAC Address. .....uiiiiiiiinnnnnennnnnn
Client Username ..........eiiennnnnennennnens

t est user

Client Webauth Username ...........c.ccvviun.n.

t est user

Client State....iuiiiiiii ittt snnennennnsnn

Associ at ed

User Authenticated by ............ .. ..ot

RADI US Server

Client User GroUp....uu e e e ieeenenannnnn
Client NAC OOB State.......vvvvrvrrnnnnnnnnnn
Connected FOr ..... ..ottt ittt iiennnn
IP AdAress. .. .iiii ittt ittt eeeaane

10. 105. 211. 75

Gateway Address. .......coiiiiiiiniiinnnnnnnnnn
1= ]
Mobility State...... ot i i i

Export Anchor

Mobility Foreign IP Address..................
Security Policy Completed....................
Policy Manager State.......oiviiiinnnnnnnnnn.

RUN

Pre-auth IPv4 ACL Name............cuuiueean..
Pre-auth IPv4 ACL Applied Status.............
EAP Type. .ot e e e e
Interface. ... it e e it i e e e e

w red-vlan-11

a0:ce:c8:c3:a9:b5

testuser
Access
37 secs

10.105.211.1
255.255.255.128

10.76.118.70
Yes

Pre-Auth_ACL
Yes
Unknown



NZ7L>a1—b
AireOSO> NO—ZF/N\NV T
DZAT > RNTFINY TOEME
>debug client <H.H.H>
TINY THBMAESH ZHBTDICE
>TINY T DORR
TINY T EMCTBICE
debug disable-all ( 74 £—7JLICERE )
9800/ H tE Tl &

CLITIEELEMACT RLADIZATUYRFNY I NL—RAZERTDICIE. BRT V717
NL—RET7OT47ICLET,

HEMENL—AZBMCTEFIE :
IRXTORBNETNY IHNEDCB>TVR L ZBIELET,

clear platform condition all

BEUEMACT RLADTFNY J2BMICLET,

debug wireless mac <H.H.H> monitor-time <Time is seconds>
BREZBRLES, FNYITZE ML TRANL—AREZEFLELET,

no debug wireless mac <H.H.H>

RANL—AFFELTDE, FNYITTT7ALNFIARNO—FDT—RT7FV21ICERENET

o

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da



774N AR —NCIE-LFT,

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

TNy IO #RRLET,

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

GUITRARL—AZEBMICLE T,

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

= Apply to Device

WebUITORAKRL —ADEML

Embedded Packet Capture

RZTND2a—FA2I>NTY RFATFAIIBBLET. FYTFYEEZANL, V54T
NOMACT RLAZRERT 1 LEMACELTEELET. NY 77 H A XZ100ICREL . BE
NTYRNERENTY NEERTDTYTIVIAVE—TIARAEBRLET,



Create Packet Capture

Embedded Packet Capture

v ] 3600 secs ~= 1.00 hour

Capture Name* TestPCap
Filter* any v
Monitor Control Plane @ ()
Inner Filter Protocol D DHCP
Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration

Available (12) | search Q| Selected (1)
(5) Tworor > () rworor0
@ Tw0/0/2 3>
@ TWO0/0/3 >
@ Te0/1/0 -




EVATALCPUICUE ALY REh, F—RTL—VICBEAENERNT 714V 0%
RATBICE. "OAMO-IRZ TV IDER, #7232 2BRUET,

Troubleshooting > Packet Capture D JEICBE L., StatZBRL TNTY R ZXF Y TF ¥ LET,

Capture Name Y Interface Y Monitor Control Plane ¥ Buffer Size Y  Filter by YT Limit Status Y Action
O TestPCap TwoGigabitEthernet0/0j0 Mo 0% any @ 3600 secs Inactive L p- Start 'I
- Er—
CLI TOEE

monitor capture TestPCap inner mac <H.H.H>

monitor capture TestPCap buffer size 100

monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both
monitor capture TestPCap start



<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

NTY NEYTF v+ ZABTIFTPH—NICIIOAR—KLET,

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

O—AILIZOTHFYTFYI77A4I)EA T O—RTBICIE,. Troubleshooting > Packet
Capturelc B8 L TExportZ&RL £9,

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by ¥ Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 Export Capture - TestPCap x
Export to* deskiop v
"0 Cancel & Export ]

EPCOA D >O—R
EEOTDAZRY N

AireOSHERI> NO—-Z09ZA4 T NF Ny T0OT



BROZATRDPSZELEBRNTY N

*apfReceiveTask: May 27 12:00:55.127: aO:ce:c8:c3:a9:b5 Wired Guest packet from 10.105.211.69 on mobil

AR O—F—OEILREEHLTVH—ER

*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:a9:b5 Attempting anchor export for mobile al:ce:c8:c3
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:a9:b5 mmAnchorExportSend: Building ExportForeignlLradM
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:a9:b5 SGT Payload built in Export Anchor Req 0

AR NO—FA T A—A NOA—FICIIAR—RT U H—EREZEEFELET,

*apfReceiveTask: May 27 12:00:56.083: al:ce:c8:c3:a9:b5 Export Anchor request sent to 10.76.118.70

ToA—ANO=FHF0FATNOT U A—EROBEFISEZIERE

*Dot1x_NW_MsgTask_5: May 27 12:00:56.091: aO:ce:c8:c3:a9:b5 Recvd Exp Anchor Ack for mobile aO:ce:c8:c

AMBANO—FOIZATROEEYTAO-IAEHESH, B NO—FHFIT VAR
—hENEXT,

*apfReceiveTask: May 27 12:00:56.091: a0O:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) mobiTlity role update requ
Peer = 10.76.118.70, 01d Anchor = 10.76.118.70, New Anchor = 10.76.118.70

74T M RUNIRREIZBITLURL £,

*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
*apfReceiveTask: May 27 12:00:56.091: a0O:ce:c8:c3:a9:b5 Stopping deletion of Mobile Station: (callerld:
*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:a9:b5 Moving client to run state

9800 B> RO—Z DHFMERNL—R
VAT NO-FZICEENTSNET,



2024/07/15 04:10:29.087608331 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

BEEMTRICEEUT 1 ORENETFTT,

2024/07/15 04:10:29.091585813 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:29.091605761 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

FEVTATFAAANUN0EBENDE, 94T 2RNOA—Z20 247 R@FL3ICKH UL TERE 1
7Y 7TF—NICBVY)ET,

2024/07/15 04:10:29.091664605 {wncd_x_RO-0}{1}: [mm-transition] [17765]: (info): MAC: aOce.c8c3.a9b5 MM
2024/07/15 04:10:29.091693445 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Roam t

AR NO—FA T H—WLCICIVAR—RNT U HA—ERZEFELTLVET,

2024/07/15 04:10:32.093245394 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.093253788 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Fo
2024/07/15 04:10:32.093274405 {mobilityd_RO-03}{1}: [mm-client] [18316]: (info): MAC: aOce.c8c3.a9%b5 For

FoA—AYRNO—FASITIAR—KNTUH—REEZZEL. 1707 7 1ILH Svianh
BRAEIhEXT,

2024/07/15 04:10:32.106775213 {mobiTityd_R0-0}{1}: [mm-transition] [18316]: (info): MAC: aOce.c8c3.a9b5
2024/07/15 04:10:32.106811183 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9b5 Ex
2024/07/15 04:10:32.107183692 {wncd_x_R0-0}{1}: [epm-misc] [17765]: (info): [aOce.c8c3.a%b5:Tw0/0/0] An
2024/07/15 04:10:32.107247304 {wncd_x_R0O-0}{1}: [svm] [17765]: (info): [aOce.c8c3.a9%9b5] Applied User Pr
2024/07/15 04:10:32.107250258 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17765]: (info): Applied User Profile:

ToNA—DOIIVAR—RERFEBENDE, VAT REEUTAO—LFITIAR—KI
HICEHRENINKT,

2024/07/15 04:10:32.107490972 {wncd_x_R0O-0}{1}: [mm-client] [17765]: (debug): MAC: aOce.c8c3.a9b5 Proce
2024/07/15 04:10:32.107502336 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Mobili
2024/07/15 04:10:32.107533732 {wncd_x_R0-0}{1}: [sanet-shim-translate] [17765]: (info): Anchor Vlan: 20
2024/07/15 04:10:32.107592251 {wncd_x_RO-0}{1}: [mm-client] [17765]: (note): MAC: aOce.c8c3.a9b5 Mobili



VAT MFIPEBAT—RIBITT S,

2024/07/15 04:10:32.108210365 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:32.108293096 {wncd_x_R0O-0}{1}: [cTient-orch-sm] [17765]: (debug): MAC: aOce.c8c3.a9%5

IPAZEBENDE, V54T NEHEWLC ETRUNREICBITLER T,

2024/07/15 04:10:32.108521618 {wncd_x_R0-0}{1}: [cTlient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

AireOST7>H—2 N NA—-Z9ZA4AT7> FNY 0T

AR S O—FHLSEBENLETA—EROITAR—K,

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Anchor Export Request Recvd for mobile al:c
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv: Extracting mmPayloadExpo
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0O:ce:c8:c3:a9:b5 mmAnchorExportRcv Ssid=Guest useProfileNa

O—AILTVYSOIVIANY O9SA T NMCERAENET,

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Updated local bridging VLAN to 11 while app
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Applying Interface(wired-vlan-11) policy on
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 After applying Interface(wired-vlan-11) pol

FEEVTFTAO-INEFEN, TVAR—KNTOH—EDFAT > NDIREN Associated I B 1T
L%,

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 0.0.0.0 START (0) mobiTlity role update requ
Peer = 10.76.118.70, 01d Anchor = 0.0.0.0, New Anchor = 10.76.118.74
Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
add client MAC a0:ce:c8:c3:a9:b5 IP 10.76.1
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
Sent message to add aO:ce:c8:c3:a9:b5 on me
*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv (mm_Tisten.c:7933) Changi

TEEUTAARTL, 95472 NORENFBEER TSN, EEUTAO-IAFITIAR—KT
JH—CBYERT,



*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mob

97472 MOIPT RLAROY RO—FTEEE h, REEEDHCPAEAND S WebsBFEA HHIZ
BITENhET,

*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 Static IP client associated to interface wired-vlan
*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 dtlArpSetType: Changing ARP Type from 0 ---> 1 for
*dtTArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 10.105.211.75 DHCP_REQD (7) Change state to WEBAUTH.

Webauth URLEE, AFMUA AL I NURLEDY NO—F ORBIP7 RLAZEML TERE hE
ERD

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Preparing redirect URL according to configure
*webauthRedirect: May 28 10:46:58.500: al:ce:c8:c3:a9:b5- Web-auth type External, using URL:http://10.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added switch_url, redirect URL is now http://

URLIZVZAT7 > ROMACT RL AEWLANZIE N,

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added client_mac , redirect URL is now http:/
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now http://10.127

RAB10.105.211.1OHTTP GETZ 7 &l L 1= & O &K URL

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser host is 10.105.211.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser path is /auth/discovery
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5-added redirect=, URL is now http://10.127.196.

R AL 2 NURLIE, 200 OKISBENT Y RTOTATUMNIREEENET,

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- 200 send_data =HTTP/1.1 200 OK
Location:http://10.127.196.171/webauth/Togin.htm1?switch_url=https://192.0.2.1/1ogin.html&cTient_mac=a0

DSAT 2RISR ALL Y NURLIRKANE DTCPEGZEIULET., VAT MY R—FILT
OJA4 21— ENAT—REZEEITDE, O MO—FH Sradiusth—/NCradiusER A EE
TSNhET



> RO—F M Access-AcceptZZETDE, VAT NETCPEY S 3> ZFU, RUNIREE

CBITLET,

28
28

10:
10:

46:
46:

59:
59:

*aaaQueueReader:
*aaaQueueReader:

May
May

28
28
28
28
28

10:
10:
10:
10:
10:

46:
46:
46:
46:
46:

59:
59:
59:
59:
59:

*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:

May
May
May
May
May

10:46:59:
May 28 10:46

*aaaQueueReader: May 28
*radiusTransportThread:

*Dotlx_NW_MsgTask_5: May 28 10:46:59

*apfReceiveTask: May 28 10:46:59:500:

98007 > A—1> hO—Z OHEHH

077:
077:

077:
077:
077:
077:
077:

500:

a0:ce:c8:c3:a9:b5 Sending the packet to v4 host 10.197.224.122:18
a0:ce:c8:c3:a9:b5 Successful transmission of Authentication Packe
AVP[O1] User-Name.....vorenininrnrnnenenrnrnnenns testuser
AVP[03] Calling-Station-Id............. ..., a0-ce-c8
AVP[04] NaS—-POrt. ..t er ettt taranensnsnrnnenns 0x000000
AVP[05] Nas-Ip-Address........uuiiiiiinrnnnnnnnnn 0x0a4c76
AVP[06] NAS-Identifier...uueeuriorionennrennennns POD1586-

a0:ce:c8:c3:a9:b5 radiusServerFallbackPassiveStateUpdate: RADIUS
:59:500: a0:ce:c8:c3:a9:b5 Access-Accept received from RADIUS serv

:500: a0:ce:c8:c3:a9:b5 Processing Access-Accept for mobile al:ce:c

a0:ce:c8:c3:a9:b5 Moving client to run state

ML—X

AN NO—FH2S8DITZATRNODEEVTATFTIAXY =,

2024/07/15 15:10:20.614677358 {mobilityd_R0-0}{1}:

[mm-cTient] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Re

A MO—FRANL—ATHRAARBETA—AY MNO—FICK 2 TEBE DI I AR—
NT7UA—RBECRLT, 94T MFRERTZT>TVWREE LA NO-FH5F

BULEIVAR—RNTUH—EX,

2024/07/15 15:10:22.615246594 {mobilityd_R0-0}{1}:

94T

o

%

2024/07/15
2024/07/15

15:10:22
15:10:22

2024/07/15
2024/07/15
2024/07/15

15:10:22
15:10:22
15:10:22

.616156811 {wncd_x_RO-0}{1}:
.627358367 {wncd_x_RO-0}{1}:

.627462963 {wncd_x_RO-0}{1}:
.627490485 {mobilityd_RO-0}{1}:
.627494963 {mobilityd_RO-0}{1}:

[mm-transition] [15259]: (info): MAC: aOce.c8c3.a9%9b5

NABSER FREBICBITL, EEUTAO—IANITIARAR—RNTUH—CBITLET

[client-orch-state] [14709]: (note): MAC: aOce.c8c3.a%b
[mm-client] [14709]: (note): MAC: aOce.c8c3.a9b5 Mobili

[dot11l] [14709]: (note): MAC: aOce.c8c3.a%9%b5 Client da
[mm-cTient] [15259]: (debug): MAC: aOce.c8c3.a9%9b5 Ex
[mm-cTient] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Fo



PZ—Z208FR%TL, 94T NPHYARPZBL TEEBEEhD,

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:
15:
15:
15:
15:
15:

10:
10:
10:
10:
10:
10:

22.
23.
24,
24,
24,
24,

628124206
627064171
469704913
470527056
470587596
470613094

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[cTient-iplearn] [14709]:

(info): MAC: aOce

.c8c3.a9%5

[sisf-packet] [14709]: (info): RX: ARP from interface m

[cTient-iplearn] [14709]:
[cTient-iplearn] [14709]:
[cTient-orch-sm] [14709]:
[cTient-orch-sm] [14709]:

TZAT 2 RR) S —DIREHN WebBAEREF T o

2024/07/15 15:10:24.470748350 {wncd_x_R0-0}{1}:

[client-auth] [14709]:

(note): MAC: aOce
(info): MAC: aOce

.c8c3.a%5
.c8c3.a9%5

(debug) : MAC: alOce.c8c3.a9b5
(debug) : MAC: alOce.c8c3.a9b5

(info): MAC: aOce.c8c3.a9%b5

CTi

TCPN\Y RY IAOFAY RO—FKLEP2TRAT—T AT ENTWSB, 954 F> MHTTP
CETZRETAE. UL ALY NURLESE200 OKISE 7 L — LN REENET,

DZA4ATNEVA AL NURLZEALTTCPN\ RO IA( D ZBUL, R—DZ0O—RTS
BEANBHVNET,

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

DZAT > RHFWeb R—ZNR—=DTOATA 2V OLTUIvIEEETRE.

15:
15:
15:
15:
15:
15:

11:37.
11:37.
11:37.
11:37.
.123072893
11:47.

11:47

579177010
579190912
579226658
579230650

123082753

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wnc2024/07/15 15:

[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]
[webauth-httpd]
12:04.280574375

Access-Request/\7 Y M A'RADIUSH—/NICEEEhET,

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

Radiust —/\ /' 5 Access-AcceptZ 215

15:12:04.281076844 {wncd_x_RO-0}{1}:
15:12:04.281087672 {wncd_x_RO-0}{1}:
15:12:04.281093278 {wncd_x_RO-0}{1}:
15:12:04.281097034 {wncd_x_RO-0}{1}:
15:12:04.281148298 {wncd_x_RO-0}{1}:

2024/07/15 15:12:04.683597101 {wncd_x_RO-0}{1}:
2024/07/15 15:12:04.683607762 {wncd_x_RO-0}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]

[radius] [14709]
[radius] [14709]

[14709]:
[14709]:
[14709]:
[14709]:
[14709]:

[14709]:
[14709]:
[14709]:
[14709]:
[14709]:

L. webauthAIILEL 1=,

: (info):
: (info):

(info):
(info):
(info):
(info):
(info):

(info):
(info):
(info):
(info):
(info):
{wncd_x_RO-03}{1}:

mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce

[webauth-httpd] [1470

RADIUS: Send Access-Request t
RADIUS: authenticator e3 01
RADIUS: Calling-Station-Id
RADIUS: User-Name

RADIUS: Cisco AVpair
RADIUS: Received from id 1812
RADIUS: authenticator 52 3e



2024/07/15 15:12:04.683614780 {wncd_x_RO-0}{1}: [radius] [14709]: (info): RADIUS: User-Name

AL, V54T RRUS—DOREFRUNT T,

l."

2024/07/15 15:12:04.683901842 {wncd_x_R0-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:12:04.690643388 {wncd_x_R0-0}{1}: [errmsg] [14709]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/15 15:12:04.690726966 {wncd_x_R0-0}{1}: [aaa-attr-inf] [14709]: (info): [ Applied attribute :bs
2024/07/15 15:12:04.691064276 {wncd_x_R0-0}{1}: [cTient-orch-state] [14709]: (note): MAC: aOce.c8c3.a%

HBMARNT Y REY T F ¥ 547

HNo. Time Source Destination Length Protocol Info
8084 15:18:24.826953 10.185.211.69 16.185.211.1 HTTP GET fauth/discovery7architecture=9 HTTP/1.1
o+ 806 15:10:24.826953 10.1085.211.1 10.1085.211.69 HTTP HTTP/1.1 208 OK (text/html)

Frame 886: B63 bytes on wire (6984 bits), 863 bytes captured (6984 bits)
Ethernet IT, Src: Cisco_59:31:4b (fd:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:5e:3b:34:98:ch)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 18.76.6.156
User Datagram Protocol, Src Port: 16667, Dst Port: 16667
Control And Provisioning of Wireless Access Points - Data
Ethernet II, Src: Cisco_34:90:d4 (Gc:5e:3b:34:08:d4), Dst: Celink_c3:a9:b5 (2@:ce:cB8:c3:29:b5)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 4095
Internet Protocel Version 4, Src: 18.105.211.1, Dst: 10.185.211.69
Transmission Control Protocol, Src Port: 8@, Dst Port: 54351, Seq: 1, Ack: 188, Len: 743
Hypertext Transfer Protocol
HTTP/1.1 288 OK\r\n
Location: hitp://18.127.196.171/webauth/login.html?switch_url=https://192.8.2.1/login, hitml&redirect=http://10@,105.211.1/auth/discovery?architecture=9\r\n
Content-Type: text/html\r\n
Content-Length: 527%r\n
\ryn
[HTTP response 1/1]
[Time since request: 9.00000000@ seconds]
[Request in frame: 8@4]
[Request URI: http://10.105.211.1/auth/discovery?architecture=9]
File Data: 527 bvtes

DFAT VRN R=BIIR=DICURAL I NEND

A ALY NURLZZFLIZE, EY2 a2 ABMUSIET,

Be4 15:18:24.826953 18.105.211.69 18.185.211.1 HTTP GET fauth/discovery?architecture=9 HTTP/1.1
B85 15:10:24.826953 18.105.211. .185,211.69 TCP 88 - 54351 [ACK] Seq=1 Ack=1088 Win=65152 Len=0 TSval=2124188437 TSecr=2231352508

-
=
=

:18:24.826953 10.185.211. .185.211.69 HTTP/1.1 288 OK (text/html)

110:24,.826953 108.105.211.69 10.105,211.1 TCP 54351 - 8@ [ACK] 5eq=188 Ack=744 Win=131808 Len= TSval=22313525080 TSecr=2124108437

:10:24.835955 18.105.211.69 10.105.211.1 TCP 54351 - 80 [FIN, ACK] Seq=108 Ack=744 Win=131872 Len=0 TSval=2231352518 TSecr=2124108437
B13 15:1@:24.836947 10.105.211.1 10.105.211.69 TCP B8 - 54351 [FIN, ACK] Seq=744 Ack=109 Win=65152 Len=0 TSval=2124108447 TSecr=2231352510
B14 15:18:24.836847 10.185.211.69 19.185.211.1 TCP 54351 - B0 [ACK] Seq=189 Ack=745 Win=131872 Len=0 TSval=2231352518 TSecr=2124108447

DA ALY NURLOZERICTCPEY I ABEALUSNS

DFZATRFIVA AL MURLIRARADTCP 3V I AN RO IAVZBBK/L, HTTP
GETERZXFELET.

R=IHFO—REhdE, QA2 OLTFOIYIANFR—RIILTEEEh, I NO—FRI 7
AT NEFATRIEHIZRADIUSH—NICT IV ERAERZEFBLET.

EE?!J"EJZIJJ?%&: WebH—NADTCPEYZavAHAFALUSHh, ONO—ZELETOZAT N
) —XZ—=T v DRENRUNICEBITLET,

S 2



54381 - 80 [
80 - 54381 [

:38.603957 10.105.211.69 19.127.196.171 54381 - 88 [ACK] Seq=485 Ack=1737 Win=26@352 Len=@
2358 15:11:38.615965 10.1085.211.69 10.127.196.171 HTTP GET /webauth/yourlego.jpg HTTP/1.1
2359 15:11:38.616957 18.127.196.171 10.185,211.69 HTTP HTTP/1.1 384 Not Modified
2368 15:11:38.616957 10.105.211.69 10.127.196.171 TCP 54381 - 8@ [ACK] Seq=1113 Ack=188@8 Win=261952 Len=@
2362 15:11:38.621961 10.1@85.211.69 18.127.196.171 HTTP GET /webauth/aup.html HTTR/1.1

2363 15:11:38.623968 10.127.196.171 10.105,211.69 HTTP HTTP/1.1 384 Not Modified
: 54381 - 88 [ACK] Seq=1786 Ack=2023 Win=261952 Len=0

10.185.211. 18.127.196.171
108.127.196. 10.105,211.69
=0

K 62144 Len=@
10.185.211.69 L 097488 Len=0
10.127.196.171 E 2167 Win=262144 Len=8

DSA T M R—ZINNR—2ICHTTP GETERZEEL, FAAZEEICETLET

Radius7 7 £ AER/NT ¥ b

s 2747 15:12:04.280976 10.76.118.70 10.197.224.122 RADIUS Access-Request id=0

Frame 2747: 405 bytes on wire (3240 bits), 405 bytes captured (3248 bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:9@:cb (6c:5e:3b:34:90:cb)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 60222, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @x@ (@)
Length: 363
Authenticator: e3818f5d8e52fccbedd783dacla2@9et
[The response to this request is in frame 2751]
Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=a®-ce-c8-c3-a9-b5
AVP: t=User-Name{l) 1=18 val=testuser
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t=Framed-IP-Address(8) 1=6 val=10.185.211.69
AVP: t=Message-Authenticator(88) 1=18 val=67469fa3@B834350d2aeddedb226cddf7
AVP: t=Service-Typel6) 1=6 val=Dialout-Framed-User(5)
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Vendor-Specific{26) 1=32 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
AVP: t=NAS-IP-Address(4) 1=6 val=18.76.118.7@
AVP: t=NAS-Port-Type(61) 1=6 val=Virtual(5)

TOEAERNTY b

Radius Access Accept/\ Y ~

2751 15:12:04.682963 10.197.224.122 10.76.118.70 RADIUS Access-Accept id=0

Frame 2751: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Cisco_34:90:cb (6c:5e:3b:34:90:cb), Dst: Cisco_59:31:4b (f4:bd:9e:59:31:4b)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2881
Internet Protocol Version 4, Src: 10.197.224.122, Dst: 10.76.118.70
User Datagram Protocol, Src Port: 1812, Dst Port: 60222
RADIUS Protocol
Code: Access—Accept (2)
Packet identifier: ox@ (@)
Length: 1@5
Authenticator: 523eb®1399aba715577647alfbe3b899
[This is a response to a request in frame 2747]
[Time from request: @.401987000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=1@ val=testuser
AVP: t=Class(25) 1=57 val=434143533a3030303030303030303030303030373342354243343437423a697365333167..
AVP: t=Message-Authenticator(8@) 1=18 val=223df8645f1387d7137428b20df9edcl

Access Accept/\T VY ~
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
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