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FL®IC

CORFIXYNTIE, ISEE9800 WLCHOE TRADIUS DTLSZRET RO ICHERIHEZ
ER TR HFEICODVTHBALET,
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RADIUS DTLSI&, RADIUSX Y —< #'Data Transport Layer Security(DTLS) N> ZILZENL T
EEEHBRADIUSTORNINOEFIT7HEERNTT, BAY—NeF—t2T4T7—20BIC
CORNRILNZERTBICIE., —EQHHENIN VETT, CcO—ENIAEFTE., IFEDOIERF
—ERAEKVU)EBAEILR, FICWLCEEEAETOD I Z A4 7> REEE. B RTISEGERAE O Y —/\F
METDTATRNEAOMAEERETIHENHYIET,



AR SR
BH

ROEBICEIZHEN HDENHEREIAET,

« 9800 WLC, 7O tARA > NAP)OEKXEERNDIRES X
« OpenSSL 77U r—>3>zERATd5E
s NAF—AVTSARNSUFY(PKNETFDRILHE

EATZIR—FT K
CORFIAYNOERE, KOYTRITTEN-—RIITON-TIVIIETVTLET,

« OpenSSL7 7V r—>3a> (IN—2323.02)
- ISE (/N\—33.1.0518)
. 9800 WLC ( /A—<3217.12.3)

CORFIXVNOERE, FEOZRARELHZTNAARACETVWTEREhELEZ, COR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T, XEAPORY RND—UTR, FEOVVRICK>TECH AN HIREZTHEIELT
<EZEW,

=N =

AX JXE
B =
BHE., I—RMCAEHFRECAZFERAL T2LARIINOFIERZERL. I RIRA 2 NIRAEICESR

TBETY, AABHNEEBEND E, WLCEISEIZLA VR—hENET, FRIC. ChSOiE
BAEZEAL TRADIUS DTLSFRREZRITT A LD ICT/NA ANREENE T,



ECORFIXYRNTR, LnuxBIBEOIOXYY REEAL TV 7ML ZERB LVERE
LEJ. OpenSSLZHERATERMDARL —FT A VTS ATLATERUBREZRITTE
B&3IC, ANV RIZDVWTHALET,

FA7°>3> : WLCH &K TU'ISE RADIUS DTLSF /N1 AGIBHE D ERK

RADIUS DTLSZ'ORNJJLIE, DTLSR R ZER T B =HICISEEWLCHOE TAIAEE R T
BDRENHYET, BMEAEN EVHEEF., O—HICAZERL TAEHEEZEKTEET,

FClsco IOS® XEE R SFRREZX AR T D H D0penSSLTOIIINFLARINRINBDERE ) 2S8R
L. CORFIXINTHASTNTVRFIEZHRNDSFIBOZRETEITLET FECAZEHA

EZERLET,

openssl.enf7 7 A )ILADEREEIZ 3> DEM

openssl.enfA 74 F1L—>32077A)NZEHE, 77A4ILOTEIC., BIMBIAHAEBLER
(CSRIMDERICHERL EWLCEISEO Y > a> 2 IE—F Y RR—AKLET,


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html

ISE_device_req_exttz2> 3> EWLC_device_req extzo>a> OB EE, CSRICEDHS
SANOUARZELTVWET,

#Section used for CSR generation, it points to the Tlist of subject alternative names to add them to CSR
[ ISE_device_reg_ext ]
subjectAltName = @ISE_alt_names

[ WLC_device_reg_ext ]
subjectAltName = @WLC_alt_names

#DEFINE HERE SANS/IPs NEEDED for **ISE** device certificates
[ISE_alt_names]

DNS.1 = ISE.example.com

DNS.2 = ISE2.example.com

#DEFINE HERE SANS/IPs NEEDED for **WLC** device certificates
[WLC_alt_names]

DNS.1 = WLC.example.com

DNS.2 = WLC2.example.com

TFIVFTAREELT, CAlE, CSRICBRZTDLEHICCSRICEETDIINTNHOSANZE LEE
TR, FAEThTLVEVFNA AR, FAFFATERTVEAVROEMAIREZZ (TE
BLENTEFEA, BEIEIHEEICSANZEMUETIZIE, subjectAltName/NT X —R & fiE
ALT, CSROERICEALEZEDERFLUY ARSANZRELRLET,

ISET (. REBAE(CFE T BserverAuth&clientAuth® T DEKUA BRET T A, WLCTIE
clientAuth® & A B ET T, hSlkextendedKeyUsage NTAXA—ZZFRHL TEBRNFEAHEIC
BmMEhET,

AMAEOBRICFERATR I3 Zopensslenf7 Z A ILDTFEICIAE—T 2 RR—ARMLET

o

#This section contains the extensions used for the device certificate sign
[ ISE_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid,issuer:always

#EKU cTlient and server 1is needed for RADIUS DTLS on ISE

extendedKeyUsage = serverAuth, clientAuth

subjectAltName = @ISE_alt_names

[ WLC_cert ]

basicConstraints=CA:FALSE
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always
#EKU cTlient is needed for RADIUS DTLS on WLC
extendedKeyUsage = clientAuth

subjectAltName = @WLC_alt_names



WLCTF* /N A AFEBHE D ERX

IntermCA.db.certs& WS ZBI D AECARERHE 7 # LA WIZO0penSSLA'f VA R—=I)ILEhTW3
NV EICWLCEEHEZRETAFHLVW I A IINAZERLET, COFLLV I AIILFFEWLCTT

o

mkdir ./IntermCA/IntermCA.db.certs/WLC

openssl.cnf7 7 4 JLO[WLC_alt_names]29> 3 TDONSINTXA—RZZELE T, EEL LA
OB ZENOEICEELE T, XOEHAWLCIERAENDSANs7 1 — )L RICAHENET,

[WLC_alt_names]
DNS.1 WLC.example.com <----- Change the values after the equals sign
DNS.2 WLC2.example.com  <----- Change the values after the equals sign

WLCH#EF+—EWLC CSR%E, < 3 >WLC_device_req_exth* S D& Z A L TSANAIC/E
BRLET,

openss1 req -newkey rsa:4096 -keyout ./IntermCA/IntermCA.db.certs/WLC/WLC.key -nodes -config openssl.cn

OpenSSLi, HAIBDON)DFMEANTEIEODA RS IOT4TBRTOV T NEHEXT,

+. L HrE R

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:WLC.example.com




FE AVRTZUOTAT7RBTOCTNTERETDHER(CN)IE, openssl.enf7 7 1L D
[WLC_alt_names]| 9> a>DBEOVINAERLUTHIHLEN HVYET,

IntermCAE WS ZHIDCAZEAL T, [WLC cert] TEEE n iR F&IFDWLC.csr& WS &R
DWLC CSRIZEBE L. BHFHIBEE% /IntermCA/IntermCA.db.certs/WLCHICRFEL £ T,
WLCT /N A AREFAEEWLC.crtE HIFNhF T,

openss1 ca -config openssl.cnf -extensions WLC_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/WL

9800 WLCTHRIFREZ A VA R— KT 221, FEHENf pXEXTHEIMBEN HV)ET, WLCEERRE
ICBRELECADFI—ZE80HLWI 74N ZERLET, CnidcertfleE BEIENET,



cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/WLC/certfile.crt

PIXT 7 AN EEETRICE, WLCON—232CIEUT, KOONY ROVWFhAZETLE
ERD

1712AK ) BIO/N—23 2 DIBE

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -ink

N—=23 21712150

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -inkey ./IntermCA/IntermCA.db.cert

ISEF*/N A AGEEAE DIERK

IntermCA.db.certs& VS BRIO RREICATERHE 7 # LA WIZO0penSSLA"1 VAR =)L h TV
N>V ECISERIAE ZRETDIEOOHLVW I AINFTE2ERLET, COFLLW I FIILFE
ISET 9,

mkdir ./IntermCA/IntermCA.db.certs/ISE

openssl.cnf7 7 4 JLO[ISE_alt_names]9 2 3 TODNSNTAXA—ZRZEZELET, BEL LHEH
DHlZBERDOEICEELET, ROEHAWLCIERAZSNDSANST7 1 =)L RICADEIhET,

[ISE_alt_names]
DNS.1 ISE.example.com  <----- Change the values after the equals sign
DNS.2 ISE2.example.com <----- Change the values after the equals sign

ISE#ZEF — & ISE CSR%., ISE_device_req_ext for SANst 7> 3> OEHREFEHL THERL F
¥,

openss1 req -newkey rsa:2048 -sha256 -keyout ./IntermCA/IntermCA.db.certs/ISE/ISE.key -nodes -config op



OpenSSLiE, FAIZDN)DFMEANTIEODA RS ITATRITOAVT N EZHEEXT,

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:ISE.example.com




EE AVERTZUOTATRTOVT NTIEETSCNIE, openssl.enf7 7 1)L D
[ISE_alt_names] o> 3> NDEBEFE 2 E<KEUTHIMBENHVYET,

IntermCAE WS ZBRIOCAZERAL T, [ISE_cert]TEHRE Nk F&IF DISE.csr&E VWS BRHID
ISE CSRICEZ L., BEZHILHAE% /IntermCA/IntermCA.db.certs/WLCHICRFEL £ T, ISEF
INA AGEEAE (FISE.crtEFIEFNET,

openss1 ca -config openssl.cnf -extensions ISE_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/IS

TINNAANDARED A 2 R— b

ISENDIEAED 1 > R—b

1. ISEREFAETF I —2 A SRR TERAABTANTICI—NCAREAEZ A R—MLET,
2. Administration > System > Certificates > Trusted certificates D JEIZBE L £ 7,

3. "T3B, #U9)Y YL, Rootert7 74\ EBIRLET,

4. Trust for authentication within ISE# & U Trust for client authentication and SyslogF I ¥ 77K Y
DACFIVIN—D%ZANT, Submitz V)Y JLET,

= Cisco ISE Administration - System Q @ G@

Deployment Licensing Certificates Logging Maintenance Upgrade Health ¢ Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Cartificate Managamant e
System Certificates - -
* Certificate File | Browse... | RootCA crt
Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests
Trusted For:
Certificate Periodic Check Se... o R
Trust for authentication within ISE
Trust for client authentication and Syslog

Ceartificate Authority > _"| Trust for certificate based admin authentication

(] Trust for authentication of Cisco Services

|__'j Validate Certificate Extensions

Description

m .::n e

ISEJL— RCARERAE A > R—KE A4 T70OY

FEASS FEITZHEER. PERABICOVWVTERAUFIEZEITLET,



EISEFIAEREAITF I —> D —ETHAHCAIIABTICHL T, COFIEZZEVIELET,
KF)—RNCAEHEL SHBL, FI—2OKEEVHPBCAIIAETKTLET,



Q @ @ #

= Cisco ISE Administration - System A E

Deployment Licensing Certificates Logging Maintenance Upgrade Heaith ¢  Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Certificate Management ~
System Certificates ) § .
¥ * Cenificate File | Browse... | IntermGA crt
Trusted Certificates
Friendly Name
QCSP Client Profile O
Certificate Signing Requests
LR TnﬁmdFm:(]
Certificate Periodic Check Se...
n Trust for authentication within ISE

n Trust for client authentication and Syslog
Certificate Authority > E] Trust for certificate based admin authentication

[ Trust for authentication of Cisco Services

() validate Certificate Extensions

Description

Cance'

ISEFREICARERRE A A R—RZ 4707




EEISESIFHEEWLCHIREN ERBCAICK > TRITEATVWBES., WLCEFRREF T
—ICEBT2IXNTOCAIBHEE A VAR—RNTBIHBENHVYET, ISElE, Chsn
CASIFHEZER A VR—KNTBET, DILSAHAEXRBTWLCIIHEZE.®Z T ANEE A,



Deployment Licensing Certificates Logging

Cortificate Managamant |I"I'IDOI'|. Server Certificate

System Certilicates * Selact Node
Trusted Cenificates
* Corficae File
QCSP Client Profile
Certifieate Signing Requests * Private Key File
Certificate Periodic Chack Se...
Password
Friendly Name

Cortificate Authority »

Allow Wildeard Camilicates

Maintenance Upgrade Health Checks Backup & Restare

ise-vbeta -
[Browse...| ISE.ent

Browse... | ISE.key

oo

Validate Cenificate Extensions  [_] (7)

Usage

([ senin: use cericate to aut

] AP Aunentication: Use certl

B RADIUS DTLS: Use cerliicate i

e the ISE Admin Poral

¢ for EAP protocols that use 55

o e RADSEE S

[T pwGnia; use centificate for the prGrid Controlier

ISEF/NA AREBAEA VR—KXZ1—

Admin Access

Settings



EN:CORTYTTAVR—RNTRIHUENHDDIE, ISEF/NA RFHEL T TT,
COIBAE, DTLSA R EZRIUT B EOIZISENRIRTHHAETT ., WLCIEHE
FEABIICA VA R—NENCASERREZFEAL THRIEE N3 =8, WLCT /N1 ARERAE L
WEF—ZAR—RNTEIRBEEHYEEA,

WLCADFEAED 1 > R—b

1. WLC T Configuration > Security > PKI Management® JEIZi#R L, Add Certificate X 7 I_#
BLET,

2. Import PKCS12 Certificate ROY 7&A0>&22UY UL, NF2AR—NARA 7 %Desktop
(HTTPS)ICBEL £ T

3.Select File/RZ>Z VY UL, BICERBLEpX77AILZEREIRLET,

4. 4 2VKR—MNAD—RZAZL T, &EICImportz P UY I LET,



“ Import PKCS12 Certificate

Transport Type Deskiop (HTTPS)
Source File Path™ = Select File
CYWLC. pfx

Certificate Password™

L2l l 2l l]

WLCEEE& 1M > R—NX 4707

AVR=R7OAOFMIIDOWVWTIE, FCatalyst 9800 WLCTOCSREIBAENAEK EX VO
— Ry ZZRLTSEE,

WLCIC, Y NT—0 %N LU THERETEDMHEELI) ANCRLNEWVEES, BEINICHERS
NEERTAMNRKRANAOKRMFIVIOZEDICLET,

9800#configure terminal

9800(config)#crypto pki trustpoint WLC.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint WLC.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883

7 . TConfigure Multi-Level CA on OpenSSL to Generate Cisco I0S XE Certificatesas R
FIAIXVNZZRUTIILFLARILCAZOpenSSLTER L 123545, CRLY—/NAERE
NBEWEYS, RWTFIVIOZBUMITILEN HYVET,

BEA>KR—RNTlE, WLCIIFAZE L TOCASIRAEZ RN T D EHICHKBBRNTARNRA MY
ERETNhET,



B> NWLCREHAEANISERIAZE LR UCAIC L > TRITEN-FE k. WLCEIEAE 1 >R
—hNTEBNICERENEZEDERURN ARSIV NEERATERY, ISERIAE Z(E
ACAVR—RNIBIHBERZHY)EEA,

WLCAIFAZ A ISERIBAZE L FEBRDCAILK > TRITENDFE., ISEF/NA AAEZEHETS
=HIZ, ISECASIBAZEZWLCICA VR—NTBDHBREEHYET,
I—KRCADFHLWHNZANRKRASA MEERL, ISEL—RCAZAVR—BNLET,

9800(config)#crypto pki trustpoint ISEroot
9800(ca-trustpoint)#revocation-check none
9800(ca-trustpoint)#enrollment terminal
9800(ca-trustpoint)#chain-validation stop



9800(ca-trustpoint)#exit
9800(config)#crypto pki authenticate ISEroot

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

ISECAFI—2 EDOROFBBECATIRE. DEVWI—HFCAICK D TRITENIZCAREHEZ 1 VR
- |\ bi@'o

hamariomedl(config)#crypto pki trustpoint ISEintermediate
hamariomedl(ca-trustpoint)#revocation-check none
hamariomedl(ca-trustpoint)#chain-validation continue ISErootCA
hamariomedl(ca-trustpoint)#enrollment terminal
hamariomedl(ca-trustpoint)#exit

hamariomedl(config)#crypto pki authenticate ISEintermediate

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

FI—2LOEMOEZCAICK, BRIORNZARNRAY MFBETT, FI—2HADEZERNTARR
4 > ~&. N> Rchain-validation continue <Issuer trustpoint name>%& R L T, 1 VAR—K T
PIAAEORTEMAZTZECN AN RAI VN ESBRIDXLEN HYET,

CAFI—2VICBENTLVARHETCAREZ A R—NLET, ISET/NA AEBEORITE
CARDAZVR—KHFETLIES, CORNTFARNKRAVNOERZEEEDET,

RADIUS DTLSZ #gEE € 2 1= ® ICWLCETISETF/NA AGEAEZ AV R— N IR L EFH Y FE
Ao

RADIUS DTLSD & E
ISE BXE

WLCZ XY ND—UFNAAE LU TISEIZEMT %I IE. Administration > Network Resources >
Network devices > AddD JBEICBEIL £7 .

TINAADERE, RADIUSKRT 74 Y VZEFETAWLCA 2V Z—T IAADIPEASILET,
BEFIVAVLAEEASA -7 T4 AIP, FICAZO—J)LL T, RADIUS Authentication
Settings& DTLS RequiredlCF I Y I —DZ ANT, Submitz V)Y I LET,



= Cisco ISE

Administration - Network Resources

Metwork Devices
———————

Network Devices
Default Device

Device Security Settings

Network Device Groups Network Device Profiles

Nemwork Devices List > New Newwork Device

Network Devices

Mame Radsecwic

External RADIUS Servers

Description

i IPAddress .t P 172.16.5.11 32
Device Profile = Cisoo W @
Model Name v
Sofiware Version ~
Network Device Group
Locarion All Locations: ~
IPSEC Is IPSEC Device ~
Davice Type All Device Types £

B -~ RADIUS Authentication Settings

FLORY RD=0FNA ADRE

RADIUS Server Sequences

Set To Default

Set To Default

Set To Default

NAC Manage



RADIUS DTLS Settings )

DTLS Required ()

Shared Sacrat radius/drls

CoA Pon 2083 Set To Default
Issuer CA of ISE

Cerrificares for CoA Select if required (optional)| e

DNS Name

General Settings
[ Enable KeyWrap ()
Key Encryption Kay

Message Authenrticator

Code Key

Key Inpur Formart
D AsCll (O HEXADECIMAL

—] ~ TACACS Authentication Settings
~] ~ SNMP Settings

| ~ Advanced TrustSec Settings

ISELD% Y h7—4F/14 AORADIUS DTLSHE
WLC DOF&E

ISE IP7 RL A& &T'Radius DTLSOF 7 # )L R R—K & EEIZH L VWRADIUSH—NZEERL £
T, COFRER. CLITOXMEATEET,

9800#configure terminal
9800(config)#radius server ISE
9800(config-radius-server)#address ipv4

9800(config-radius-server)#dtls port 2083

Radius DTLST & £ B ZERradius/diisZER T D LEANH V). 9800 WLCTIF, DF—LBAD
REFAF—FEBEETIET,



9800(config-radius-server)#key radius/dtls

dtlstrustpoint client
AN RZEFEAL T, DTLSR ORI ERBRTDWLCT /N A AFEABNEEND N T ARNKRA Y
NeRELEXT,

dtlstrustpoint server

ARV RZFEAL T, ISEFNA AAAERORITECAZEC RN ZAMNRA U N ERELE T,

DZATREH—NDRNTARNKRAY NEE, WLCEISEDRIBAEA B UCAICL 2 THITE h
BHEEICOHKELUICEYNET,

9800(config-radius-server)#dtls trustpoint client WLC.pfx
9800(config-radius-server)#dtls trustpoint server WLC.pfx

ISEEIFAEICFEETAH TSIV MEBBSANDIDEEETDEISICWLCERELET., <D
REE, SIHENSANS7 1 — )L RICFEETSDSANDIDEFERIC—BL TVWRAENHY ET,

9800 WLC Tk, SAN7 1 —)LRIZH T D ERRBR—AOBERFRTEhELA, 2FY., &
& ZIE dtls match-server-identity hostname *.examplecomy, 74 JL RA— REEBBEDSANT 4 —)L RIZ
*example.com# D BANDIANY RIFELWICEBEH ST, ALY ROSANT 1 —JL RIC
www.example.com# H B BEREL< BV EZEKRLET,

WLCTE, COBRIZR—LY—NIHLTFIVILEEA,

9800(config-radius-server)#dtls match-server-identity hostname ISE.example.com
9800(config-radius-server)#exit

#L VWRadius DTLSZRSICHEATAHLWVWH—NITINL—T%2ERLET,

9800(config)#aaa group server radius Radsec
9800(config-sg-radius)#server name ISE
9800(config-sg-radius)#exit

ChBRE, WL.CEDtDY—NTI—7R@EIC, ZOY—NITIN—T%2ERTEET, D
HB—NEDAVLAISAT > R NRBALCERATSIZIE, TCatalyst 98004 YL A hO—F
) —ATD802 XA DERTES ZSHBLTLSEETL,



http://www.example.com
http://www.example.com
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
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Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

new-code

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated



USER ATTRIBUTES

username 0 "testuser"

7 1 testdN > R® Taccess rejects H A&k, WLCH Access-Reject RADIUSX ¥ £ —
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9800#debug radius
9800#debug radius radsec

9800#terminal monitor

R, TNV T B LUIERETORELEORIDEIZRLET,

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

username
9800#

Jul
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Jul
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Jul
Jul
Jul
Jul
Jul
Jul
Jul
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24:
24:
24:
24:
24:
24:
24:
24:
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24:
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24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
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38.
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38.
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38.
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38.
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301:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
authenticator C3 4E 34 OA 91 EF 42 53 - 7E C8 BB 50 F3 98 B3 14
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
314:
314:
314:
314:
314:
315:
315:
316:
316:
316:
318:
318:
318:
318:
318:
318:
318:
318:

0 "testuser"

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :Orig. component type = Invalid

RADIUS/ENCODE (00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS (00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] dipv6 tableid : [0]

idb is NULL

RADIUS (00000000): Config NAS IPv6:

RADIUS (00000000) : sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 53808/10, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 '"testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 54509

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkey1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
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authenticator 4E CE 96 63 41 4B 43 04 - C7 A2 B5 05 C2 78 A7 0D
453:
453:

RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake success!(172.16.18.123/2083) <-------- TL
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 3
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS-RADSEC-HS-SUCCESS: Negotiated Cipher is ECDHE-RSA-AES256-GCM-SHA384
RADIUS_RADSEC_START_DATA_SEND: RADSEC HS Done, Start data send (172.16.18.123/2083
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_MSG_SEND: RADSEC Write SUCCESS(id=10)

RADIUS(00000000): Started 5 sec timeout

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_START_DATA_SEND: no more data available

RADIUS_RADSEC_IDLE_TIMER: Started (172.16.18.123/2083)

RADIUS-RADSEC-HS-SUCCESS: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 20, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Radius Tength is 113
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Going to read rest 93 bytes
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 93, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Tinktype = 7 - src port = 2083 - dest port =
RADIUS: Received from id 54509/10 172.16.18.123:2083, Access-Accept, len 113 <----

RADIUS: User-Name [1] 10 "testuser"
RADIUS: C(Class [25] 83

43 53 3A 61 63 31 30 31 32 37 62 64 38 74 [CACS:acl0127bd8t]
50 47 4E 63 6C 57 76 2F 39 67 44 66 51 67 [GXPGNclWv/9gDfQg]
76 6C 35 47 72 33 71 71 47 36 4C 66 35 59 [cJv15Gr3qqG6Lf5Y]
2F 7A 57 55 39 59 3A 69 73 65 2D 76 62 65 [RB/zWU9Y:ise-vbe]
6E 63 6F 2F 35 31 30 34 33 39 38 32 36 2F [tanco/510439826/]

453:
453:
453:

[ 9]
RADSEC: DTLS default secret
RADIUS/DECODE (00000000): There 1is no General DB. Reply server details may not be r
RADIUS (00000000) : Received from id 54509/10
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9800#test
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Radsec testuser Ciscol23 new-code

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :0rig. component type = Invalid

RADIUS/ENCODE(00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS(00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(00000000): Config NAS IPv6:

RADIUS(00000000): sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 52764/13, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 "testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ_WAIT_Q: Success Server(172.16.18.123)/Id(13)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 49556

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secsUser reject

RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(13)
RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_FAILOVER_HANDLER: no more data available

RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake <---------- D
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)

RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

RADIUS/DECODE: No response from radius-server; parse response; FAIL

RADIUS/DECODE: Case error(no response/ bad packet/ op decode);parse response; FAIL
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_CERTIFICATE_VALIDATION_FAILUR
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_IDENTITY_CHECK_FAILURE: Chass
%RADSEC_AUDIT_MESSAGE-6-FIPS_AUDIT_FCS_DTLSC_DTLS_SESSION_CLOSED: Chassis 1 R0/0:

ChEBETAICIE, WLCICEREE N/ZIDA, ISESIAEICEENSDSANDIDEERIC—HTS
CEEBRELET,

9800(config)#radius server

9800(config)#dtls match-server-identity hostname
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configuration uses the Issuer CA trustpoint.
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ISEAWLCIC & > TERMEENIHEZRIETEZVIES. DTLSM O RILOERICKEL . BEE
FERBLET, Chid, RADIUSTA7OJICIS—ELTRRENET, Operations > Radius
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Cisco ISE
Steps
Overview P
91030 RADIUS DTLS handshake started
Event 5450 RADIUS DTLS handshake failed anashake starte
91104 RADIUS DTLS: no need to run Client Identity check
Lisamama 91031 RADIUS DTLS: received client hello message
Endpoint Id 91105 RADIUS DTLS: sent client hello verify request

. 91105 RADIUS DTLS: sent client hello verify request
Endpoint Profile 4 fy req

91031 RADIUS DTLS: received client hello message
Authorization Result 91032 RADIUS DTLS: sent server hello message
91033 RADIUS DTLS: sent server certificate

91034 RADIUS DTLS: sent client certificate request

Authentication Details 91035 RADIUS DTLS: sent server done message
Source Timestamp A=) (R S R 91035 RADIUS DTLS: sent server done message
91035 RADIUS DTLS: sent server done message
Eecansdiiimestiamy 2024 URIIODS 018830 91036 RADIUS DTLS: received client certificate
Policy Server ise-vbetanco 91050 RADIUS DTLS: TLS handshake failed because of an
"7 unknown CA in the certificates chain
Event 5450 RADIUS DTLS handshake failed

91050 RADIUS DTLS: TLS handshake failed because of an

Failure Reason : - :
unknown CA in the certificates chain

Ensure that the certificate authority that signed the client's
certificate is correctly installed in the Certificate Store page
(Administration > System > Cenrtificates > Certificate

Resolution Management > Trusted Certificates). Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information. If CRL is configured, check the System Diagnostics
for possible CRL downloading faults.

RADIUS DTLS: SSL handshake failed because of an unknown

Root calise : - =
CA in the certificates chain

FABCANRETHREL EDTLS/\Y R IAVDKRBREISES A 7OV RETS

CNEBETRICE, FEEAELIIL—NIREOWH ZHIEL .
Administration>System>Certificates>Trusted certificates® T @ Trust for client authentication and
SyslogF IV IRY DREFVICLET,

KMFTYIONFRITENATVD

AEEAEAWLCICA VA R—bhEhd &, FILKERETNENTZARN KA NOXRMF Y UHFBER
CBYET, ik, WLCREATEBZWVWARZERRETHEVIIAEZELAM) AMCRL)ZHKRER
LiS&L, EAERIEICKRBRLET,

SEERERIE/NADEZENTARNKRA > M, revocation-checknone 1N > RAEENTWVWD & ZHERL
£,



Jul 17 21:50:39.064: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl1(0) matches hashkey2(0) TRUE
Jul 17 21:50:39.064: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x780FB0715978:0) get for
Jul 17 21:50:39.064: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
Jul 17 21:50:39.064: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured. <------ WLC tries to perform revocation c
Jul 17 21:50:39.070: RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!
Jul 17 21:50:39.070: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/Id(2)
Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
Jul 17 21:50:39.070: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER: no more data available
Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success
Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake
Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success
Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error
Jul 17 21:50:39.070: RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event
Jul 17 21:50:39.070: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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9800 WLCIZ l&. Embedded Packet Capture(EPC)¥gEN D > TVWE T, COMEEZFRTH L
BEDAVR—TIAATEZEENLEIRNTORNT T4V 0 RFYTFYTEEY, ISER
. BEBRURERNT 714V IV RERTIDTCPA U TERENIEHKOMEZIRMLET, B
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

No. Time Source Destination Pratocol Length Info

= 1 2824-18-18 172.16.85.122 172.16.18.123 DTLSv1.2 237 Client Hello
1 2824-18-18 172.16.18.123 172.16.85.122 DTLSvL. 2 186 Helle Verify Request
3 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 269 Client Hello
& 2024-10-18 172.16.18.123 172.16.85.122 DTLSV1.2 926 Server Hello, Certificate (Fragment), Certificate (Fragment), Certificafe (Fragment
§ 2024-18-18 172.16.18.123 172.16.85.122 DTLSv1. 2 608 Certificate (Fragment), Certificate (Fragment), Certificate (Fragment), [Certificate
9 2024-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
18 2924-1@8-18 172.16.85.122 172.16.18.123 DTLSv1. 2 178 Certificate (Fragment)
11 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSV1.2 278 Certificate (Fragment)
13 2024-18-18 172.16.85.122 172.16.18.123 DTLSVL. 2 270 Certificate (Fragment)
13 2024-10-18 172.16.85,122 172.16.18.123 DTLSvL. 2 278 Certificate (Fragment) BTLS Tunnel negatiation
14 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 378 Certificate (Fragment)
15 2024-10-18 172.16.85.122 172.16.18.123 DTLSv1. 2 178 Certificate (Fragment)
16 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
17 2824-19-18 i 172.16.85.122 172.16.18.123 DTLEv1.2 7@ Certificate (Fragment)
16 2024-108-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
19 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSV1.2 278 Certificate (Fragment)
20 2024-18-18 172.16.85.122 172.16.18.123 DTLSVL. 2 278 Certificate (Fragment)
21 2824-18-18 172.16.85.122 172.16.18.123 DTLSV1.2 278 Certificate (Fragment)
12 7824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 7@ Certificate (Fragment)
13 1024-108-18 172.16.85.122 172.16.18.123 DTLSv1. 2 218 Certificate (Fragment)
24 2824-18-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 378 Certificate (Fragment)
25 2024-10-18 12:94:2. 172.16.85.122 172.16.18.123 DTLSvL. 2 278 Certificate (Reassembled), Client Key Exchange (Fragment}
26 2024-18-18 12: 172.16.85.122 172.16.18.123 DTLSVL.2 278 Client Key Exchange (Reassembled), Certificate Verify (Fragment)
27 2024-108-18 . 172.16.85.122 172.16.18.123 DTLSv1.2 270 Certificate Verify (Frapment)
18 2824-18-18 172.16.85.122 172.16.18.123 DTLSw1.2 278 Certificate Verify (Reassembled), Change Cipher Spec, Emcrypted HandshaWe Message
9 2824-18-18 1Z: 172.16.18.123 172.16.85.122 DTLSV1.2 121 Change Cipher €, Encrypted Handshake Message
30 2024-18-18 12:04: 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
31 2824-18-18 12:84:2_ 172.16.18.123 172.16.85.122 DTLSVL.2 183 Application Data DTLS encrypted RADIUS Messages
48 2024-19-18 12:94:3. 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
4% 2024-19-18 12:04:3. 172.16.18.123 172,16.85.122 DTLSv. 2 183 Application Data
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