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APDAT—T 2 JHIZ, MAPZMAPE L TRETDHBENHB 1D, APZA—H XY MNEHT
eWCIZIAZ BB HEN B KT, TR, MAPORT—J 2V TICAA Y FIOR—bK
G1/02ZFERALEXT, AT—I2 0%, MAPRARA Y F2ILBEBLET,

J—RPCHEHFRENTVWRRAMYTFR—ME, VLAN1OIEDOT IV EAR—RNELTEREEIE
ERD

AA Y F1:

ip dhcp excluded-address 192.168.101.1 192.168.101.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
1

ip dhcp pool AP_VLAN100

network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
dns-server 192.168.1.254

1

ip dhcp pool VLAN101

network 192.168.101.0 255.255.255.0
default-router 192.168.101.1
dns-server 192.168.1.254

1

interface GigabitEthernetl/0/1
description AP9124_RAP (EWC)
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end
interface GigabitEthernetl/0/2
description AP9124_MAP_Staging
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end
interface GigabitEthernetl/0/8
description laptopl

switchport access vlan 101

switchport mode access

spanning-tree portfast edge

end

AA Y F2:

interface GigabitEthernet0/1
description AP9124_MAP

switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernet0/8



description laptop2

switchport access vlan 101
switchport mode access
spanning-tree portfast edge

end

interface GigabitEthernet0/1
description AP9115

switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

EWCERAPDERTE

EWC AP®Day0s2E#%. HaAKAPRESICMATISENHYET,
1.7NA AR )L —RAPEX Y2 AAPO A —H XY NMACT RLAZEMLET,
Configuration > Security > AAA > AAA Advanced > Device Authentication® JEIZi#IRL . +Add:

A Wizand

AR Achvanced

Giobal Cordy
MAC Adedress

FADIIS Falback

o I

WAL Address T Amribute List Name T Description T WLAN Profie T

Atiribute List Name

AP Policy

oo [N
i

Password Poicy

ABA Interiace

TINAABIAEDMACT RL A

CLI ONX > R:

9124EWC(config)#username 3c5731c5ac2c mac description MeshAP-RootAP
9124EWC(config)#username 3c5731c5a9f8 mac description MeshAP-MAP

A4 —HZY NMACT7 RL A&, AP CLIAZ 5 Tshow controllers wired 01 ZR{TL THFETEXT
o L—HRAPAH S DA :

AP3C57.31C5.AC2C#show controllers wired 0
wired0 Link encap:Ethernet HWaddr 3C:57:31:C5:AC:2C

BEREBDAPINAOT VAR, RIZARTESIC. AN R Twireless ewc-ap shell



username x4y CxE T C&EE T,

9124EWC#wireless ewc-ap ap shell username admin
[...]

admin@192.168.255.253"'s password:
AP3C57.31C5.AC2C>en

Password:

AP3C57.31C5.AC2C#

AP3C57.31C5.AC2C#1ogout

Connection to 192.168.255.253 closed.

9124EWC#

0 COON T RiE, Mobility Express 1> NO—2 TLARIICERAIBER 2 1=
apciscoshell ICHYE L ET,

APEBEI—HEZBENAD—RAAPTOT77AINICEEENATOVAWVESRE., F7FILB
O 1—HH&Cisco&/NAT— RCiscozfERAL £,



2. BRAEAREFHFALRNZEBML T,

Quick Setup: AAA Authentication

Method List Name* MESH_Authentication
Type® dot1x v @
Group Type local | @

Ayailable Server Groups Assigned Server Groups

radius
Idap
tacacs+

D Cance [l Apply to Device

FOREAR U AR

Quick Setup: AAA Authorization

Method List Name™* MESH_Authorization
Type* credential-download » @
Group Type lecal vy | @

Authenticated (m]
HAailable Server Groups
radius

Idap
racacs+

[=] Apply to Device

FHARKXUAN

CLI AN R:

9124EWC(config)#aaa authentication dotlx MESH_Authentication local
9124EWC(config)#aaa authorization credential-download MESH_Authorization local

3. Configuration > Wireless > MeshD JEICBEEL FF, CORFIXNOERETREA—H XY
RTVYDOINMBEBETHD D, 1 —HZYRNTUY DO IHABPDUE A Z—T7IILICLET

o



* » Mash

Glabal Contg
——

Genaral Alarm

Backhaul

Security

A—HZRYNTVY S TIZLBBPDUDEFA

CLI ONX > R:

9124EWC(config)#wireless mesh ethernet-bridging allow-bdpu



A TFT7AIINRTR, XYZIAPEX Y212 TBPDUZEELEE A,
220054 NFICARD I BVEERTETT,

ARV IONHBHEE. BPDUZEFAITRZENHYNET, chzeThrLe, XY K
D—OTSTPIL—THRETHDRERENIHVVET,

4.default-mesh-profile 228 EL £ T T, UBIZREL EAARIES KO AKX ZIBIRL
£9, 221UV UL, default-mesh-profileZiwmEL £7,

Advanced® 7 [C#EIL . Authentication5F = & Authorization 5 R & EIRLET, 1 —H RV NT
D07 a EBFEMILET,



“ 3 Mesh Edit Mesh Profile »

Profiles " . =

Advanced
Number of Profiles : 1

Name T  Bridpe Group Narme . 5 GHz Band Backhaul
Sseurity

[0 defauk-mesh-profile
1

2.4 GHz Band Backhaul

Ethernat Bridging Fast Roaming

(] m]
8]
Bridge Group
|
:

default-mesh-profile D {75

CLI ONX > R:

9124EWC(config)#wireless profile mesh default-mesh-profile
9124EWC(config-wireless-mesh-profile)#description "default mesh profile"
9124EWC(config-wireless-mesh-profile)#ethernet-bridging
9124EWC(config-wireless-mesh-profile)#ethernet-vlian-transparent
9124EWC(config-wireless-mesh-profile)#method authentication MESH_Authentication
9124EWC(config-wireless-mesh-profile)#method authorization MESH_Authorization

Z7°2 3> VLAN TransparentAN D4R I—ILT I N :

COMEERX, XY ATIEARA VRN A—HBRYRNT VYIRS T 1Y IDOVLANZ T =
BID2HEERELET,

s VLANRSVARTLY MHFEMICE2TVREHEE, VLIANZT FaBE Y, NIy N
RIBLINTY RELTTVYDEhET,

- VLANKRSVARTLY NFEMBHE, 1 —HUXY RR—PFNORERFXEHY FE
hoe 1—HZY NIR—KNEK, RINETL—LERTBZLOT7L—LOWEEEZ, 7L
—LZBREFICELET,

« VLANRSVARTFLY RN FA4E—TINIZBE2TVWBRESRK., R—NOVLANRE ( S
2O, TOEA, FEEBEET—R)ICH2>TINTONTY MFREBENIET,
s A—=HBRY R R=RKDIRTIOFE—RICBREENTVWAREEE, /1 —HXY K
VLANRF 2 JZBETIHEN HYVET,



B> NAPVLANZF > T %#ERTSIZE, VLAN TransparentF T Y JRY DA% F 7 IC
TRIRENHYET,

VLANZF > T2 FERLEVEEE. RAPEMAPA RS OR—KNICERESNERAT 4
TJVLANEICHZ CEZERLET, COMRT, MAPOBRICHZDMMOT/NA AEXA
T4 7VLAN ( 2 ZTIVLAN100) ICEBE T 2HEE. VLANNS 2V ARTL Y N 2B
ICTBDHBENHYET,

5. REBAPAEWCICIIA L E T, APIIARREZEFETSICIE. IY > K Tshow ap summary, %Z
FEALET,



S124EWCHshow ap summary
Number of APs: 1

CC = Country Code
RD = Regulatory Domain

AP Mame Slots AP Model Ethernet MAC  Radio MAC CC  RAD IP Address State Location

AP3C57.31C5.AC2C 2 C91244XI-B 3c57.31c5.ac2c 4cab.4d23.ased US -B 152.168.189.11 Registered default location

show ap summary ( WLCTZR1T)

GUIZERAL TMALEAPEZRBRTZCLEETEET, CNDBA. APEFlex+BridgeE—R& L
TRRENET, FELE, CCTAPOBRBIZEETEET, cDERETIE. BEIAPI124_RAPH
FRENET,

T » Access Points Edit AP 2 I

General
W All Access Points
General Togs
Current Active AP Narne® APICET 108 ACIE y tefsut-policy-1g  w |8
default locstion kbl -Sha- S AL
: [
Towl APs:1 O 20
@
Adimin
1| S Hjjed B e i Admin Status |ereapeeo [] Verslon
ICSACC il COI24AX-B 2 ] ]
. .
1 .

AP D — % Z¥ 40

NEBEHREREL. MeshZ7 TZNOO—J)LHARoot APELTREE N, 41 —H XY N R—KERE
A XS T BAVLAN IDZ I DtrunklCEREET M TWVWA L E2ERELET,

- Access Points Edit AP * I

Mesh
W Al Access Points
General Ethernet Port Cnﬂﬁgurﬁ‘iuﬂ
Current Active Block Chid [w] o
(m}
R "o
TowlAPs:1
o MAC | 000000000000
3 AP Model i Sl f Swis Up Tima
ICEACIC AlM  CI24A0-B 2 ] Gomhe
.
1 . - " |
5 GHz Radios Backhaul
2.4 GHz Radios o
Dual-Band Radlos
B
Country Backhaul Slat ID 1 -

LSC Provision

Dca 5 Update & Apply to Device

AP Certificate Paolicy

XvZ2ad—JLol—k



Edit AP x

General Interfaces Inventory Geolocation Mesh Advanced -
General Ethermnet Port Configuration
Block Child D © Ethernet Bridging on the associated Mesh Profile should be enabled
to configure this section successfully
Daisy Chaining (]
Daisy Chaining strict- D Part | 1] - |
RAP | |
Made | trunk v |
Preferred Parent MAC ‘ 0000.0000.0000 ‘ ' :
r - Native VLAN ID* | 100 |
Role | Root v |
Allowed VLAN 1Ds | 101 ':_Ta-|
Remove PSK ]ﬁ[
Backhaul

@ Radio Type and Slot can be changed only for a Root

AP

Backhaul Radio Type | 5ghz v |
Backhaul Slot ID. 1 v
Rate Types | auto - |

[z] Update & Apply to Device

1 —4xY MR- N ORE

MAP D% E
SZFI124 MAPICSINT AT,

1. AT—=2 20 0O EHIZMAP APZSwitch1 IC$#H L £ T, APAEWCICHIIAL, AP RAKNIZRR
ENET, BHIZEAPII24_ MAPO LS HKEDICEEL, Mesh®7 TMeshRole& ULTEHRELFT
o Update & Apply to Devicez 2 U Y O L&ET,



» Accass ot ere

Mesh
W All Access Points
General Ethernet Port Configuration
Current Active Block Chid o o 3
) O
Total APs 2
Ay § A Pargrit M 0000.0000.0000
AP Mama E AP Mocel i Sots ! Swus Mative VLAN 100
AP 128_MAP M CHIZ4AN-B 2 1] o
©
1
Backhaul
5 GHz Radios
2.4 GHz Radios
Dual-Band Radios
Country
LSG Provision D Car 2] Update & Appiy to Device:

MAPZ&E

2.RXYRND—=DBATISLIZES2T, RAA4AYFINSAPERYHAL, A4 Y F2ICEHELET,
MAPIE, RAPZN L TEFEA > X—T7 I 4 ABZHTEWCIZS ML ET,



EAPCRNT—A YOI RN SBAEMRKT B0, APRE IV LERA, I,
RENEERETHBLD, A( Y FRIMBRITEL, T—TLERS Y FETBE
tBEITT,

OV =N T—7 L ZAPICEHRTDE, AV —ILEZNLTRANRBCEHD ERBTEET, KIS
 WSOPDEEBAYE—JZRLET,



E D U—Z17 121 T, 802.1M1AXAPOF 7 # )L N>V —I)ILR—L — NA9600
bpsH 5115200 bpsic EEENTVE T,

EWCADMAPDERA XDNET,

A

| Y s I e 8 s I s Y s N s Y v s N o e N |

P

9124_MAP#

*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

:23.
:28.
:28.
:31.
:31.
:33.
:34.
134
:37.
:37.
:40.
:40.

0214]
1474]
1474]
1485]
1486]
4214]
1495]

.1495]

1505]
1505]
1515]
1515]

chatter: Device wired0 notify state change 1link Df
Re-Tx Count=1, Max Re-Tx Value=5, SendSeqgNum=83, |

Re-Tx Count=2, Max Re-Tx Value=5, SendSegNum=83, |

chatter: Device wired0 notify state change 1link Ul
Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=83, |

Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=84, |

Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=84, |



[*
[..
[*
[*
[*
[*

‘01/11/2024
]
01/11/2024
*01/11/2024
‘01/11/2024
‘01/11/2024

14:08:43.1524]

14:08:48.1537]
14:08:48.1538]
14:08:48.1539]
14:08:48.1542]

Max retransmission count exceeded, going back to I

BTock11s:
Remove a:
3C:!

CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshLink: Link Down Block Root port Mac:
CRIT-MeshWiredBackhaul[0]: Remove as uplink

MAPIE DA VYL ABRHTT A AANVE—RIZBITL., FYXILI6OELEFE/NY JR—ILZERT

RAPZ#HL., EWCEZRELTENICS

[*
[*
[*
[*
[*
[*
[*
[*
[*
[*
L..
[*
[*
[*
[
[
[
[
[
[
[
[..
[
[
[
C..

‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
-]
01/11/2024
‘01/11/2024
*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

cee]

*01/11/2024
*01/11/2024
*01/11/2024

-]

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:

:51.
:51.
:51.
:51.
:51.
:51.
:53.
:53.
:53.8680]
:53.

:48.
:59.
:59.
:59.0106]
:59.0987]
:59.
:59.
:59.
:04.
:04

:06.
:06.
:06.

3893]
3894]
3915]
3926]
4045]
4053]
3898]
3904]

9232]

4388]
0000]
0106]

8466]
8466]
8769]
7842]

.7953]

6919]
8506]
8848]

mULEd,

CRIT-MeshRadioBackhaul[1]: Set as uplink
CRIT-MeshAwppAdj[1][4C:A6:4D:23:AE:F1]:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (monO:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (apbhi
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (apbhroO
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (mon0O) -
CRIT-MeshLink: Set Root port Mac: 4C:A6:4D:23:AE:]
Mesh Reconfiguring DHCP.

DOT11_UPLINK_EV: wgb_uplink_set_port_authorized: «
CRIT-MeshSecurity: Mesh Security successful auther

Set as Pal

Discovery Response from 192.168.100.40
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup
dtls_verify_server_cert: Controller certificate ve

CAPWAP State: Join

Sending Join request to 192.168.100.40 through po!
Sending Join request to 192.168.100.40 through pol
Join Response from 192.168.100.40, packet size 13

CAPWAP State: Run
AP has joined controller 9124EWC
Flexconnect Switching to Connected Mode!

MAPIERAPZ /T L TEWCIZMAL TVWET,

T, AP C9115[FVLAN 100 LDIP7 RL AZEEBL. EWCIZZMTEEXRT,



| N s Y s s s e I s Y e s Y e s s e N |

BEVLAN 100 ARAM Y FR—RNDODRSVIVRATATVLANTH D EIDEFELTLKE
L, VLAN 100 EQAPAS DO KRS 7 14 v I VLAN 100 EOWLCICEZETBICIE, XV
231U TVLANEBAERICE > TVBAENHYET, Chid, Xv>a177077
AIND TA—HZRYRNTVYST, 923> TITVET,

*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024

11:
11:
11:

11
11

11:
11:
11:
11:

11
11

15:
15:
15:

40:
40:
40:
:40:
:40:
40:
40:
40:
40:
:40:
:40:
13:
13:
13:

55

58

.0710]
58.
.2070]
58.
58.
58.
58.
.2600]
.2600]
58.
58.
56.
56.
56.

2070]

2150]
2150]
2400]
2530]

2670]
2670]
0000]
0070]
0070]

ethernet_port wired0O, ip 192.168.100.14, netmask .
CAPWAP State: Init

CAPWAP State: Discovery
Discovery Request sent to 192.168.100.40, discove
Discovery Request sent to 255.255.255.255, discove

CAPWAP State: Discovery

Discovery Response from 192.168.100.40
Found Configured MWAR '9124EWC' (respIdx 1).
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup



-]
*01/19/2024 15:13:56.1660] dtls_verify_server_cert: Controller certificate ve
*01/19/2024 15:13:56.9000] sudi99_request_check_and_load: Use HARSA SUDI cer:
*01/19/2024 15:13:57.2980]
*01/19/2024 15:13:57.2980] CAPWAP State: Join
*01/19/2024 15:13:57.3170] shared_setenv PART_BOOTCNT O &> /dev/null
*01/19/2024 15:13:57.8620] Sending Join request to 192.168.100.40 through po
*01/19/2024 15:14:02.8070] Sending Join request to 192.168.100.40 through po!
*01/19/2024 15:14:02.8200] Join Response from 192.168.100.40, packet size 13
*01/19/2024 15:14:02.8200] AC accepted previous sent request with result cod
*01/19/2024 15:14:03.3700] Received wlcType 2, timer 30
*01/19/2024 15:14:03.4440]
*01/19/2024 15:14:03.4440] CAPWAP State: Image Data
*01/19/2024 15:14:03.4440] AP 1image version 17.12.2.35 backup 17.9.4.27, Con
*01/19/2024 15:14:03.4440] Version is the same, do not need update.
*01/19/2024 15:14:03.4880] status 'upgrade.sh: Script called with args:[NO_UI
*01/19/2024 15:14:03.5330] do NO_UPGRADE, part2 1is active part
*01/19/2024 15:14:03.5520]
*01/19/2024 15:14:03.5520] CAPWAP State: Configure
*01/19/2024 15:14:03.5600] Telnet is not supported by AP, should not encode -
*01/19/2024 15:14:03.6880] Radio [1] Administrative state DISABLED change to
*01/19/2024 15:14:03.6890] Radio [0] Administrative state DISABLED change to
*01/19/2024 15:14:03.8670]
*01/19/2024 15:14:03.8670] CAPWAP State: Run
*01/19/2024 15:14:03.9290] AP has joined controller 9124EWC
*01/19/2024 15:14:03.9310] Flexconnect Switching to Connected Mode!

| Y s I s 8 s s Y s s Y e I e N s Y s N s Y s s Y s e Y v I s N s Y s s Y s N s v W s N |
.

CNIFEWCAPTHS 1S, ThEEAODEFIICHIETDAPAX—2DOAENEENTVET (
Tk, C9124ldap196aZXRTLET ), BIOEFIDAPICIIATS &, FREEMRY KT —
DICBEYET,

COESIBRATR., APFEUN—23 2 TRABEWVEE, ALN—232 280 O0—-RT2H%
ENfoVET, TOLH, BEMATFTP/ISFTPH—N&OT—>3ar A&y, EWC >
Administration > Software Management:



Images > S r CHBDR-AP-uneversalk®, 1 £ 0

& long time ago

. conbroller_weriananls

W resdme ot

APAX—= 7 # )X ZFDTFTPH—/

B ..l Cisco Embedded Wireless Controller on Catalyst Access Points ; a v oo

" » Software Management

192 168 10016
I=AP=universalcd.17.12.02
] @

| oo Jif seesoowicad [N Coco |

APA X—3

APAAPU A NMZRR&E N, PolicyTagZBlW 4THENTEET,



B b Cisco Embedded Wireless Controller on Catalyst Access Points Welomeaomin | # B ADE & B © O Ql | (@ Feodoack) 2

3 Access Points Edit AP

General
W Al Access Points
Ganeral Tags
Current Active AP Name* APS1IE Pulicy LocaltilTag . B
default location -]
Base L -~ |8
TotiAPs:3 2 A B®
Admin |
AP Mame f AP Model i ot I St Varsion
APS1IE ol COT1BAXE-B 3 -]
2 0-18 = ] -
-t &
1
LED Sottings =
5 GHz Radios ED State enaseen [

AP A N E9115M EE4H

AP Operational Configuration Viewer

APIIS
WLANs and Policles Site properties
LocalSWTag defaul-she-lag
Rarnot
= :opan = 1dotlx AP default-ap-profie Flas, Prafiy - defaul-flex-pro...
) 1o Miative VLAM ID : 100
open S0 : dotlx o G o
v 0 : LocalSWProfle Palesy 0 LocalSWProhile
101 WLAN ID : 107
v o O Socuity - WRAD

AN = PEE_WLAN
D - PEE_WLAN
obcy € | LocalSWProfie
o101
v | WRAZ (PSK)

APOE)EE 1 —

&

1Y > KRshow wireless mesh ap treeZfEA T 5 &, GUIZNLTXY S 1Y) —ZRRTEET
o T, CLIMNSOEIERTRENET, GUIT. Monitoring > Wireless > Mesh:

oyl
54



2”3 Mesh

4Pg12

Mumber of Bridge AP3 1 2

XY IAPY -

RAPH LUO'MAPTIE, 1Y > R Tshow mesh backhaul

TEXY,

APS1 24 RAPESHOW
Wired Backhaul:
idx Cost Uplink InterfaceType
5] 16 TRUE WIRED

Mesh Wired Adjscency Info

mesh backhaul
B [3C:57:30:C5:AC:2C)

iame [Hop Ctr,Link SNR,EG Mame,Chasmel,Pref Parest,Chan Util, clients]

[2 9, Default, (36), 0000.2000.0000, 3%, 0]
[1, 73, Default, (35), BODO.0O0O.0200, XX, 8]

s to wpdate or Ethernet Coneected Mesh AP,

ZEALTXYZ2)NY U7R—) ZHER

Flags: Parent(F), Child(C), Reachable(R), CapwapUp(W), BlockListed(B) Authenticated{A)}

Address

3C:57:31:C5:AC:2C 16 16 ]

Wired Backhaul: 1 [3C:57:31:C5:AC:2C]
idx Cost Uplink Interfacelyps

1  Invalid FALSE WIRED

Mech Wired Adjacency Info

Cost Rawlost BlistCount Flags: P C R W B A Reject reason
T/F:

TFTTFT Filtered

Flags: Parent(P), Child(C), Reachabla(R), CapwapUp(W}, BlockListed(B) Authenticated{a)}

Address

3C:57:31:05:A0:2C 16 16 @

Radic Backhauwl: @ [4C:AG:4D:23:AE:F1]
idx State Role RadioState Cost
2 INITIAL ACCESS UP

Uplink
Invalid FALSE

No Radio Adjacency Exists

Radic Backhaul: 1 [4C:A6:4D:23:AE:F1]
idx State Role RadicState Cost

3 MAINT DOWMNLINK UP

Mesh AWPP Radio adjacency info

Uplink
Invalid FALSE

Cost RawCost BlistCount Flags: PC R W B A Refect reason
T/F:

FEFFFF Filtered

Dowinlink Access ShutDown ChildrenAllowsd BlockChilaState InterfaceType
FALSE TRUE FALSE FALSE ALLOWED RADID

Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
TRUE FALSE FALSE TRUE ALLCWED RADIC

Flags: Parent(P)}, Child(C), Meighbor({M), Reachable(R}, Capwaplp(HW},
Blocklisted(B), Authenticated(A), HTCapable(H}, VHTCapable(V)

CldParent(0), BGScan(s)
Addrass Cost
4C:AG:40:23:90:5]1 Invalid Invalid @ 2

RAP @ show mesh backhaul

RawCost LinkCost ReportedCost Snr BCount Ch Width

Bgn Flags: POCHRH B A HV S Reject reason

75 @ 36 20 MHz - (TFE): FETETEETTTE =



APS124 MAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:A9:FB8]

igx Cost Uplink Interfacelype

@  Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(l), BlockListed(B) Authenticated(A)
Address Cost RawCost BlistCount Flags: PC R W B A Reject reason
IC:57:31:C5:49:F8 16 16 32 T/F: FFTFTT Blocklisted: GW UNREACHABLE

Hired Backhauwl: 1 [3C:57:31:05:49:F8]

idx Cost Uplink InterfaceType

1 Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(k), BlockListed(B} Authenticated{A}
Address Cost RewCost BlistCount Flags: P C R W B A Reject reason
F:57:31:Co:AD:FE 16 16 a T/F: FFFFFF Fllterad

Radio Backhaul: @ [4C:AB:4D:23:9D:51)
idx State Role RadiocState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE  FALSE FALSE ALLOWED RADIO

Ho Radio Adjacency Exists

Radic Backhaul: 1 [4C:AG:4D:23:9D:51]
Hops to Root: 1
idx Stete Role RodicState Cost Uplink Downlink Access ShutDown ChildrenAllowsd BlockChildstate InterfaceType
3 HMAINT UPLINK ¥ 217  TRUE TRUE FALSE FALSE TRUE ALLOWED RADIO
Mesh AWPP Radioc adjacency info
Flags: Parent(P), Child({C), Meighbor{N}, Reachable(R), CapwapUp(W},
BlockListed(E), Authenticated(A), HTCapable(H), VHTCapable(V)
0ldParent{0), BG5can(s)
Address Cost RawCost LinkCost Reportedfost Snr BCount Ch Width Bgn Flags: PO C MR W EBE AHWY 5 Reject reason
4C:AG:4D:23:AE:F1 217 272 156 16 mwm B 36 28 MHz - (T/F): TFFTTTFTTTEF -

arg1za_rarzifj

MAPX Y 2 2 /)Ny OR—) &K~

APEITX Y AVLANRS O F T DBREEERIETEET,

AP9124_RAP#show mesh ethernet vlan config static
Static (Stored) ethernet VLAN Configuration

Ethernet Interface: O
Interface Mode: TRUNK
Native Vlan: 100
AlTowed Vlan: 101,

Ethernet Interface: 1
Interface Mode: ACCESS
Native Vlan: 0O

Allowed Vlan:



Ethernet Interface: 2

Interface Mode: ACCESS

Native Vlan: O

Allowed Vlan:

AA Y FIELEE N TWVWBLaptop2A'VLAN 1014 SIP7 RLAZZELEL &,

:\Users\luke>ipconfig

dindows IP Configuration

Ethernet adapter usb xhci:

pecific DNS Suffix
IPv4 Address.
Subnet Mask
Default Gateway

A4 Y F1CBESE Ni-Laptop1iEVLAN 1018 5IPEZELEL &,

Ethernet adapter Ethernet 6_White:

Connection-specific DNS Suffix .

Link-local IPv6 Address . . . . . : fe80::d1d6:f607:ff02:4217%18
IPv4 Address. . . . . . . . . . . : 192.168.101.13
Subnet Mask . . . . . . . . . . . i 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.101.1

C:\Users\tantunes>ping 192.168.101.12 -i 192.168.101.13

Pinging 192.168.101.12 with 32 bytes of data:

Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=7ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128

Ping statistics for 192.168.101.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 5ms, Maximum = 7ms, Average = 5ms



A : Windows7T /N1 ABDICMPZTARNTBICIE, SATLATT7ATIA—=)T
ICMPZFFR[ T A ULEBEABHVYET, 7)) NTIE, WindowsTF/NAL ARG ATLTT7A
To#—)LTICMPEZ7OYOLZEY,

A—HZYNTVYS T RBRIDES1O>OFELZTFANE, WADAS Y FIZVLAN 1010
SVIZEREL. Switch2 SVIZDHCPICERET A & TF, VLAN 1010 Switch2 SVIiEVLAN 101
5IPZHB L. Switch 1 VLAN 101 SVI for vian 101§Z&F T ¥ JCpingZE RITTEE T,

<#root>

Switch2#show ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM up down

V1an100 192.168.100.61 YES DHCP up up

VI an101 192.168.101.11 YES DHCP up up



GigabitEthernet0/1 unassigned YES unset up up

[...]

Switch2#

Switch2#ping 192.168.101.1 source 192.168.101.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.11

éﬁéééss rate is 100 percent (5/5), round-trip min/avg/max = 3/4/7 ms
Switch2#

<ffroot>

Switchl#sh ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.11 YES NVRAM up up

V1an100 192.168.100.1 YES NVRAM up up

VI an101 192.168. 101.1 YES NVRAM up up

GigabitEthernetl/0/1 unassigned YES unset up up

[...]

Switchl#ping 192.168.101.11 source 192.168.101.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.11, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
Switchl#

A—7J)LE— RAP CO115€EWCIZS ML TV ET,

- » Access Points

Al Access Points

Current Active Current Standby Preferred Active

Total AP3:3 O

L8

AP Name i AP Model : Slots i Stalus Up Time i IP Address : BaseRadioMAC : Ethemet MAC I AP Mode i

EWCIZHAL TWAAP 9115

TOEARDD—TERENLVLAN 101 ZF DRV —TO77AINIIIVE TEnlz, F—
7>, PSK, & KTdot1xM3DDWLANZER :
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AP9124 RAPEshow mesh

adjacency
backhaul

bgscan

channel
client-debug-filter
config

convergence

dfs

dhcp

ethernet

forwarding

history
least-congested-scan
linktest

nat
res

security
stats
status
stp
timers

XY 1ERR

MESH Adjacency

MESH backhaul

MESH Background Scanning

ME5H channels

MESH client debugging filter set
MESH config paramenter

MESH convergence info

MESH dfs information

Flex-mesh Internal DHCP Server
show mesh ethernet bridging
MESH Forwarding

MESH history of events

Mesh least congested channel scan
MESH linktest stats

Flex-mesh MNAT/PAT

MESH RES info

MESH Security Show

MESH stats

MESH status

MESH daisychain STP info

MESH Adjacency timers



AP91.44 RAPadebug mesh

adjacency MESH adjacency debugs
ap-link MESH link debugs

bg-scan Mesh background scanning debugs
channel MESH channel debugs

clear RESET all MESH debugs
client Debug mesh clients
convergence MESH convergence debugs
dhcp MESH Internal DHLP debugs
dump-pkts Dump mesh packets

events MESH events

filter MESH debug filter

forward-mcast Mesh forwarding mcast debugs
forward-table Mesh forwarding table debugs

history MESH history of events

level Enable different mesh debug lewvels
linktest Mesh linktest debugs

nat Mesh MAT debugs

path-control MESH path-control debugs
port-control MESH port-control debugs

security MESH security debugs

=tp MESH daisychain STP debugs
wpa_supplicant Mesh WPA_SUPPLICANT debugs
wWstp MESH W5TP debugs
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G12AEHCEchow wireless mash 2
sirtime-fFairness Shows Mazh AP J
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o Showt Mazh
contig Show mesh
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<#root>

AP9124_RAP#show debug

mesh:

adjacent packet debugging is enabled
event debugging is enabled
mesh linktest debug debugging is enabled

Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:04 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:04 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:04 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:05 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:05 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124 RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124 RAP kernel: [*01/16/2024
Jan 16 14:47:06 AP9124 RAP kernel: [*01/16/2024
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14:
14:
14:
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14:
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14:
14:
14:
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14:
14:
14:

14:

14:

14:

47
47:
47
47 :
47:
47 :
47:
47 :
47:
47 :
47:
47 :
47:
47 :
47:
47 :

47:

47:

47:

06.

06.

.9559]
.9559]
.9560]
.9570]
.9588]
.9592]
.9600]
.1008]
.1011]
.1172]
.1173]
.1173]
.2033]
.2139]
.2139]
.2143]

. 2143]

2143]

2143]

EVENT-MeshRad1i«
EVENT-MeshAwpp!
EVENT-MeshAwpp/
CLSM[4C:A6:4D:.
EVENT-MeshRad1i«
EVENT-MeshL1ink

EVENT-MeshSecu
EVENT-MeshSecul
EVENT-MeshSecu
EVENT-MeshSecul
EVENT-MeshSecu
EVENT-MeshSecul
EVENT-MeshSecu
EVENT-MeshSecu
EVENT-MeshSecu
EVENT-MeshSecu

EVENT- MeshSecur

EVENT- MeshLi nk:

EVENT- MeshLi nk



Jan

Jan

Jan
Jan
Jan
Jan
Jan
Jan

16
16

16
16
16
16
16
16

14:
14:

14:
14:
14:
14:
14:
14:

47 :
47:

47 :
47:
47 :
47:

47
47

06
06

06
06
06
19

:19
:19

AP9124_RAP
AP9124_RAP

AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP

kernel:

ker nel :

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

[

*01/16/2024

[*01/ 16/ 2024

| N s Y s N s e e |

*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024

14:
14:

14:
14:
14:
14:
14:
14:

47 :
47:

47 :
47:
47 :
47:
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47

06.
06.

06.
06.
06.
19.
:19.
:19.

2144]
2146]

2147]
2151]
2151]
3576]
3577]
3577]

fI2:MAP MAC7 RL AAWLCIZEEME ATV EWA, ELSEMEATLARL

<ffroot>
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Jan
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16
16
16
16
16
16
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16
16
16
16
16
16
16
16
16
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16
16
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16
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52
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:52
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14:
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14:

52
52
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:15
:15
:15
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:15
:15
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15

:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15
:15

15

:15

AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP

AP9124 RAP

AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP
AP9124_RAP

AP9124 RAP

AP9124_RAP

fI3:RAPIC L DMAPDIE X

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

ker nel :

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

ker nel :

kernel:

[
[
[
[
[
[
[
[

*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024

[*01/ 16/ 2024

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024
*01/16/2024

[*01/ 16/ 2024

[

*01/16/2024

14:

14
14

14

14:

14:
14:

14

14

14
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:52
:52
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14:
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14:
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52
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:52
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:52
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14:
14:
14:
14:
:52
14:
14:
14:
14:

52
52
52
52
52

52
52
52
52

152
:52
14:
14:

14:

52
52

52:

:52

:13.
:15.
:15.
:15.
:15.
:15.
:15.
:15.

15.

:15.
:15.
:15.
:15.
:15.
:15.
:15.
:15
:15.
:15.
:15.
:15.
:15.
:15.
:15.
:15.
:15.

15.

:15.

6402]
7407]
7408]
7409]
7411]
7419]
7583]
7586]

7586]

7620]
7620]
7621]
7621]
7621]
7621]
7621]

.7622]

7622]
7622]
7622]
7622]
7623]
7623]
7623]
7636]
7637]

7642]

7642]

EVENT-MeshL1ink
EVENT- MeshAwpp/

EVENT-MeshAwpp!
EVENT-MeshAwpp!
EVENT-MeshAwpp/
EVENT-MeshRadi
EVENT-MeshRad"i ¢
EVENT-MeshRadi

INFO-MeshRadiol
INFO-MeshRadiol
EVENT-MeshRad1i
INFO-MeshRadiol
EVENT-MeshL1ink
EVENT-MeshSecu
EVENT-MeshSecul
EVENT-MeshSecu

EVENT- MeshSecur

INFO-MeshRad1iol
INFO-MeshRadiol
INFO-MeshAwppA«
0x3c 0x57 0x31
INFO-MeshAwppA«
INFO-MeshAwppA«
INFO-MeshAwppA«
Oxff Oxff Oxff
INFO-MeshAwppA«
INFO-MeshAwppA«
Oxaa Oxff 0x00
INFO-MeshAwppA«
INFO-MeshAwppA«
Oxaa Oxff Oxaa
INFO-MeshRad1iol
EVENT-MeshRadi
INFO-MeshRadiol

EVENT- MeshLi nk

EVENT-MeshSecul



<ffroot>

Jan 16 14:48:58 AP9124_RAP kernel: [*01/16/2024 14:48:58.9929] INFO-MeshRadiol
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.2889] INFO-MeshAwppA«
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.7894] INFO-MeshAwppA«
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.9931] INFO-MeshRadiol
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.9932] INFO-MeshRadiol
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.2891] INFO-MeshAwppA«
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.7891] INFO-MeshAwppA«
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.9937] INFO-MeshRadiol
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.9938] INFO-MeshRadiol
Jan 16 14:49:01 AP9124_RAP kernel: [*01/16/2024 14:49:01.2891] INFO-MeshAwppA«
Jan 16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14: 49:25.5480] EVENT- MeshAwpp/
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5481] EVENT-MeshRad:«
Jan 16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14: 49:25.5481] EVENT- MeshRadi c
Jan 16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14:49:25.5488] EVENT- MeshRadi c
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5489] INFO-MeshRadiol
Jan 16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14:49:25.5501] EVENT- MeshRadi c
Jan 16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14:49:25.5501] EVENT- MeshAdj [ ]
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5502] EVENT-MeshRad:«
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5511] EVENT-MeshLink
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5512] EVENT-MeshSecul
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5513] EVENT-MeshLink
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
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https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
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