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CORFIXNOBERIE. ROVTRNIITEN—RIITON—TIVICETOVTVET,

+ Catalyst 9120AXI APIZ#H & JA & h #=Catalyst 9800 WLC, Cisco IOS® XE Cupertino 17.9.3
- Catalyst 9105AXI APy ZZBL T &V,

« TFTPD-64/N\—< 3 >/4.64,

« TFTPD-HPA Linux/\Y 75—,

e SSH Linux/\y 7r—o

CORFIXNOBERIE. BEODSARELHZTNAARICETVWTEREhELE, COR
FAXVRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHEXRZRBLTLE
T ZEEBPORY ND—OTR, FEOXVRIEL>TRCDAEMNI H2FEZE THEIELT
<EZW,

INY DT 202 RIGHR.

EWCELTHBET BT IV EARSA UV NE, HOT IV EARA M ZRY NDO—=DICMATBERIC
. ThEBDOAPA X =R AT UL RBETEERA, XY ND—UNERERERM (EWCEL T

BEETDAPLIIERD A X—DNDAP ) TEEENTVRHEE, APAEIASA I O—RTE
L5, TFTPEEESFTPH—NZEBALU TAPAX—DZF N SKANTIHBENHYWEXT
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EohE, RYRMND—=OALPSO—HANICAX—=2BADO—RTBAPAX=DT
YTYIL—R7OCVACOKBERENETT, £, APIECCOT7YZTIL—RZNLTA
VE—ZXY NDSEEAX—TDEAIO—RTEET,
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-9/config-guide/ewc_cg_17_9/image_download.html#task_mtr_f4d_pkb
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-9/config-guide/ewc_cg_17_9/image_download.html#task_mtr_f4d_pkb
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-9/config-guide/ewc_cg_17_9/image_download.html#task_mtr_f4d_pkb

e 9105 AP

=1

TFTP Server

-ll II.

COCOC
9120 (EWC)

XY RND—UK
TFTPIC KRB A X—20A o> O—R
TFTPD-64(Windows)

TFTPD-64lk, TFTP##E% & E & %Free and Open Source(FOSS)1—FT A T4 T, X
YA—REAVARM=ILIZDOVWTE, WebH A hZZRLTSLEEV,

APNNY RILAX—D ZTFTPH—NOBY B 7 AR ICHBELET,


https://pjo2.github.io/tftpd64/
https://pjo2.github.io/tftpd64/

Current Directory C:‘\Usels\cah\Desklo\lﬂ files

Server interfaces [1 72165.27 winxnet3 Ethemnet Adapter

Lefle

Thp Server l Titp Client ] DHCP server | Syslog server | DNS server | Log viewer
peer file | stattime | piogiess | bytes | total | timea... |

B 1794

(T
() New ~

v 4 | @ > Desktop > tftp files > EWC > 17,9 4a

# Home Name Date modified Type

& OneDrive - Pers: W epigs 10/20/2023 11:04AM  File

B 10/20/2023 11:04 AM File
B Desktop W 2pigs 3 11:04 AM File
L Downloads ; B 2pigéa /20/2023 11:04 AM File
B Documents ; B ap1g7 0/20/2023 11:04 AM  File
B ap1g8 /20/2023 11:04 AM File

& Pictures

@ Music

¥ videos

B 033 /20/2023 11:04 AM File
B C92300-AP-iosxe-wlc.bin 129 AM BIN File

. controller_version.info )/20/2023 11: INFO File
Bl tfip_files =

1766
im1704a

l readme Text Document

B vesion.info 311: INFO File

B OpenssH

AP TFTPH—NA S A A=A I O—RZHBTDE. TFTPASORY TT Y THRRE
N, A X=—EEOETRANFHICRRIENET,

BT DTt TR - L sershcalo’\D esktoptitp files ﬂ
Server interfaces |‘l 7216.5.27 vminet3 Ethemet Adapter L]
Thtp Server | Tftp Client ] DHCP server | Syslog server I DNS sewer] Log viewer
peer file: start time | progress bytes total | timeo...
172.16.4.26:50801 GEWCNWT_S 4ahaplal< 15:50:38 27% 19734528 70512640 0

& \EWC\17_9_4a\ap1g8 to 17216426 X

File size : 70512640
19734528 Bytes sent 1315635 Bytes/sec




TFTPD-HPA(Linux)

TFTPD-HPAIWE., APTURS NUASEETEDEANLGEBEHNONYT—2Td, SFHMICOVTIEE
. Ubuntu®TFTPRFIX KRESBLTLSEETL,

TFTPERENTFTP7 2 LF ZEEICHEL TWVWT, APNY RILAA—=—DHNFBRENTVD L &TE
BLET,

S cat /etc/default/tftpd-hpa

# [etc/default/tftpd-hpa

TFTP_USERNAME="tftp"
TFTP_DIRECTORY="/home/calo/Documents/tftp_files”
TFTP_ADDRESS=":69"

TFTP_OPTIONS="--secure --create --verbose"

total 727100
~-fW-F--I~--
-fW-F--r--

calo calo
calo calo
calo calo

@

aplg4

aplgs

aplgé

aplg6a

aplg7

aplgs8

ap3g3

C9800-AP-1osxe-wlc
29 controller_version

readme. txt

version.info

S

(=3 ]

1
1
“-fwW=-r=-r-- 1
-rw-r--r-- 1 calo calo
-rw-r--r-- 1 calo calo
-rw-r--r-- 1 calo calo

1

1

1

1

1

o O

[ I ]

N~ ~ 00 ~ W £

= D O

“TW-F=-T~-~ calo calo
-fW-F--r-- calo calo
-fW-F--T-- calo calo
“TW=F==[~-~ calo calo
-TW-T--T~-- calo calo

W
(]
(o]

NANNNNNNNN
@ o

e I
@

Ubuntu COTFTPEREELBBRT7T 7 1)L

Ubuntu®/var/lib/syslogic 77 # )L R TRBEND A X—JEHEETOLAZERTEEXT,

S

RQ from 172.16.

Ubuntu®TFTP7 7 A )&% O
WLC D&E

WLC®OGUIT, Administration > Software Management > Software Upgrade® JEIZ1#IRL £ 7,
Mode® TO ROY FA I ANTTFTPZEIRL., TFTPH—/NNDOEHREEELET,

SaveZIBIRL TAX—HA O O—-R7O7 74N %2R EL, EWCRY RD—JIZIMAT3H
LWAPDA X— R O—REZFEMICZTSAH. Save & DownloadZz 7)Y 2 L TEWCHAP%
EUOITXNTOAPTA YV O—R7OARAZI<SICHABLET,


https://help.ubuntu.com/community/TFTP
https://help.ubuntu.com/community/TFTP
https://help.ubuntu.com/community/TFTP
https://help.ubuntu.com/community/TFTP

Cisco Embedded Wireless Controller on Catalyst Access Points a Af B &

17.9.4a

Administration~ » Software Management
Software Upgrade Wireless network is Non-Homogeneous. Desktop (HTTP) mode is not supported.
Mode TFTP v
Image Server” 172.16.5.27
Image Path* TEWCN7_9_4a
Parallel Mode (I osasceo | @

m Save & Download Cancel

VIRNDITTYTIL—RADTFTPERE

CLI IZkBE%

9120-EWC(config)#wireless profile image-download default
9120-EWC(config-wireless-image-downTload-profile)#image-download-mode tftp
9120-EWC(config-wireless-image-downTload-profile)#tftp-image-server <TFTP-server>
9120-EWC(config-wireless-image-downTload-profile-tftp)#tftp-image-path <path>

SFTPEZEEHETOA X—20OA D> O—R
SFTPH —/\(Linux)

SFTPIESSHZ N LU TEIMET B -8, LinuxMSSHNNY r—> & FERAL T, Linux CREEASFTPY
—NERETEEXT,

letc/ssh/ssh_config7 7 4 )L CSFTPIZHEYI BB EZBEL TVWA L ZBRBRLET, LEICKL
TSFTPFALORNVICI—H (FLEETIL—7) OERZEML. APN RILAX—=DT7 74
ILZBHRONAICEBRLET,



Match group calo
tch group sftp

-1 /home

calo calo

calo calo

calo calo

calo lo

calo calo

calo calo

calo calo

calo calo

calo calo

calo calo :

calo : ; :04 version.info
. e |:|

L e o = = SR

e

Ubuntu T O SFTPERE

Linux®TFTPH—/NEBHRIZ, SFTPF VT AETAEBHTEE T, F7FINTR, OJ K
Ivar/log/auth.logic R FEE ND LS ICRETNTVET, LEICISUT, OFLRILOEREZIED
LET,

UBUNTU
UBUNTU

UBUNTUZ2

UbuntuTOSFTPOY DT VT 41 ET 1 £RE



FESFTPH—NICEHTEDTF/NA AREWCTHY), A XA—2RERTBAPTROYEE
ho ChiE, JLF>I ¥ IILNEWCICSITSREIICAPTIRAL, EWCT7 O3z
IENBLEHTT, TOE, AX—2RF, ThEERITZIEBRODAPICEEEAET,

WLC DF&FE

WLCOGUIT, Administration > Software Management > Software Upgrade D JEIZi#IRL £ 9,

Mode® O ROY TR IV ARNASSFTPZEIRL, STFTPH—NOBEHREIL TV v IL%E
AALZET,

SaveZBIRL TAX—H DO O—R7O7 74N %R EL, EWCERY RD—DICIIAT3H
LVWAPOA X—=A D O—REBMICTS A, Save & Downloadz 2 !') Y 2 L TEWCHAP%
EUCIXNTOAPTA O O—R7O0LRAZI<SICHABLET,



aluiln Cisco Embedded Wireless Controller on Catalyst Access Points - & 3 # A B & MmO
17.9.4a

cisco

Administration = » Software Management

re Upgrade Wireless network is Non-Homogeneous. Desktop (HTTP) mode is not supported

SFTP L 4

Image Server” 172.16.5.62

Image Path* Documents/sftp_files/E

calo

rd Type UNENCRYPTED -
2805000

r 22

ool M @ 0

GUITHOSFTPMEEE

CLI ICKBEBE -

9120-EWC(config)#wireless profile image-download default
9120-EWC(config-wireless-image-downTload-profile)#image-download-mode sftp
9120-EWC(config-wireless-image-download-profile-sftp)#sftp-image-server <SFTP-Server>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-image-path <path>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-username <user>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-password 0 <password>

=3
=1\

CAPWAPAT—RKY> ik, tHOAPA X =P OADO—R7OCLATEEFEENDEHY)
CAP7O0—%207ICRB&ELET,

<#root>
[%01/30/2024 21:41:35.1120] CAPWAP State: Image Data

[*01/30/ 2024 21:41:35.1130] AP inmge version 17.3.3.26 backup 8.10.130.0, Controller 17.9.4.27

*01/30/2024 21:41:35.1130] Version does not match.

*01/30/2024 21:41:35.1130] Request to close the file..

*01/30/2024 21:41:35.1130] wtpOpenImgFile: image file closed, dcb->fd set to -1.

*01/30/2024 21:41:35.2040] status 'upgrade.sh: Script called with args:[PRECHECK]'

*01/30/2024 21:41:35.3020] do PRECHECK, part2 1is active part

*01/30/2024 21:41:35.3350] status 'upgrade.sh: Cleanup tmp files ...’

*01/30/2024 21:41:35.4620] status 'upgrade.sh: /tmp space: OK available 96064, required 50000 '

e

[*01/30/ 2024 21:41:35.4630] wt pOpenl ngFile: request aplg8, local /tnp/part.tar



[*01/30/2024
[*01/30/2024

[ *01/ 30/ 2024

[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
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[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024
[*01/30/2024

[ *01/ 30/ 2024

21:
21:

21:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

21

21:
21:
21:
21:
21:

21

21:
21:

21

21:
21:

21

21:

21:

41:
41:

41

41

41:
41:

41

41:
42:
115
42:
42:

42

42

42:
43:
143:
43:
43:
43:
43:
43:
143:
43:
43:
143:
43:
43:
143:
43:

43:

35.
35.

35.

:35.
35.
35.
:50.
54.
14.
.5860]
15.
34,
:46.
53.
11.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
.6990]
13.

13

20.

4630]
4630]

4650]

4690]
4690]
4760]
61901]
7060]
0820]

6430]
28001]
0420]
0610]
6480]
3940]
3940]
3940]
3940]
3940]
3940]
3950]
4190]
4190]
5110]
6100]
6420]

8610]

9990]

wtpOpenImgFile: open (/tmp/part.tar) image file success
Using fd(37559296) for image writing to file(/tmp/part.tar)

I mage Data Request sent to 172.16.4.26, fileNane [aplg8], replicaStatus 1

Image Data Response from 172.16.4.26
AC accepted previous sent request with result code: 0
Coa ettt ettt s Discarding msg CAPWAP_WTP_EVENT_REQ

.............................................. Discarding msg CAPWAP_WTP_EVE

Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data

...... > 70512640 bytes, 51208 msgs, 601 last

Last block stored, IsPre 0, WriteTaskId O

Request to close the file..

wtpOpenImgFile: image file closed, dcb->fd set to -1.

Image transfer completed from WLC, Tast 1

Request to close the file..

wtpOpenImgFile: image file closed, dcb->fd set to -1.

in (CAPWAP_MSGELE_IMAGE_DATA_msg_dec_cb) Enabling radCfg.is_oob_image_dnld_
wtp_delayed_event_handle_write_image_to_storage(10): fileName aplg8, pre 0
wtp_delayed_event_handle_write_image_to_storage(10): fileName aplg8, pre 0
status 'upgrade.sh: Script called with args:[PREDOWNLOAD]'

do PREDOWNLOAD, part2 is active part

status 'upgrade.sh: Creating before-upgrade.log'

status 'upgrade.sh: Start doing upgrade argl=PREDOWNLOAD arg2= arg3= ...'
status 'upgrade.sh: Using image /tmp/part.tar on ax-bcm32 ...'

status 'Image signing verify success.'

WLC syslogTld, 1 X—=2 ORIV VO—RERBEN—TVENTVET,

<tfroot>

*Feb 1 17:05:37.108: %INSTALL-5-INSTALL_COMPLETED_INFO: Chassis 1 R0O/0: install_engine:

Conpl et ed i nst al

add

sftp://******@172.16.5.62/Documents/sftp_files/EWC_17_9_4a/ap3g3
*Feb 1 17:07:00.720: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0O/0: wncd: AP Event: AP

I mage Downl oad Success

AP X— R o>O—R

TYv7IL—R7O0ELAZRBLES, EWCT "showapimages AN REFEHAL T, APA X
—2O7LEVO0-—R7OCLAZEHTEEXRT, INTOAPHF A X=X T O—RERT
TBE, APONY DTV TAX—TITER—TY M X—DZHRTEET,

<tfroot>



9120-EWC#show ap image
Total number of APs : 3

Number of APs
Initiated
Downloading
PredownToading
CompTleted downTloading
Completed predownloading
Not Supported
Failed to Predownload
Predownload in progress

Z2 OO0 WwWoOoOOoOo

o
AP Name Primary Image
Backup | mage

Predownload Status Predownload Version Next Retry Time Retry Count Method

AP-PQOD-2-2 17.9.4.27 17.12.1.5 Complete
AP6C41.0E16.E79C 17.9.4.27 17.12.1.5 Complete
9105-emorenoa 17.9.4.27 17.12.1.5 Complete

H3WEE, GUITIZTOY L A/N—HActivate REEICE VW KT, CORMETIF. EWCZHL W
—RIEZEADY TR LEHICVO—REFHFBETT,

> Sofiware Management

work is Non-Homo

TETP =

172.16.5.27
Irnage Path® FEWCNT_12_1
Paraliel Mode [ osamce 0]

AL @
£ D D e

Soltware Upgrade Status

Initiate & WLE Image Download 6 AP bmage Download @ Metwork Upgrade & Activaie &
Status Controlier image Predownload to EWC Capable APs Complete. To trigger network upgrade click on Activate.

EWC Web UI7 Y 7°J L — REFTRR/N—

RIZ., EWCTIAPDPredownload A7 —Z AN RRENTVET,

Primary Image (AP/ i  Backup Image (AP/ i Predownload I AP Image £ ETA/Percent :
AP Name i  Controller) Controller) Status Type Role : Complete{AP) ETA/Percent Complata{Controller)
—— o ’ : — o . 00:00:00 NA
AP-POD-2-2 17.9.4.27 | HA 17.12.1.5/ NA Complete ap3g3 Master T00% NA
00:00:00 00:00:00
PEC41.0E16. = L4.27 1 i X 1.5 /17.00. . p1 1
APBCA1.0E16.E79C 17.9.4.27 17.09.04a.0.6 17.121 7.09.042.06 Complete aplig? Master S Too%
9105-amorenoa 17.9.4.27 | NA 17.12.1.5/ NA Complete apige Maste ol o
05-amarenoa 7.9.4.27/ 7 A i plg aster 100% WA

1 0w

EWCWeb UAPA XA—=2D7 LA D O—RAT—RA

NZ7LZ1—hk



APAX— DA O—R7OEATIE. APOCAPWAPIKRETY> > OJ T, 00— REH

Image Data
Image Data

BTERVWZENDAVET,

<#root>

[*07/12/2023 07:41:00.7960] CAPWAP State: Image Data

[*07/12/2023 07:41:00.7970] AP image version 17.3.3.26 backup 8.10.130.0, Controller 17.9.4.27
[*07/12/2023 07:41:00.7970] Version does not match.

[*07/12/2023 07:41:00.8580] upgrade.sh: Script called with args:[PRECHECK]

[*07/12/2023 07:41:00.9540] do PRECHECK, part2 is active part

[*07/12/2023 07:41:01.0070] upgrade.sh: /tmp space: OK available 101272, required 40000
[*07/12/2023 07:41:01.0080] wtpImgFileReadRequest: request aplg8, local /tmp/part.tar
[*07/12/2023 07:41:01.0100] Image Data Request sent to 172.16.4.26, fileName [aplg8], slaveStatus 0
[*07/12/2023 07:41:01.0140] Image Data Response from 172.16.4.26

[*07/12/2023 07:41:01.0140] AC accepted join request with result code: 0

[*07/12/2023 07:41:09.5930] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state:
[*07/12/2023 07:41:28.7700] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state:
[*07/12/2023 07:41:29.7500]

[*07/12/2023 07:41:29.7500]

Going to restart CAPWAP (reason :

L I e T e Y s Y s T s B sy I s s B |

*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023
*07/12/2023

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

41:
41:
41:
41:
41:
41:
41:
41:
41:
41:

29.
29.

29

29

30

7500]
7570]

.7600]
29.
29.

7970]
7970]

.83301]
29.
30.

9560]
0570]

.10501]
30.

1590]

i mge downl oad cannot start)...

Restarting CAPWAP State Machine.
Image Data Request sent to 172.16.4.26, fileName [aplg8],

CAPWAP State: DTLS Teardown

Aborting image download(0x0): Dtls cleanup, aplg8
upgrade.sh: Script called with args:[ABORT]

do ABORT, part2 1is active part

upgrade.sh: Cleanup tmp files ...

Discarding msg CAPWAP_WTP_EVENT_REQUEST (type 9) in CAPWAP

slaveStatus 1

state:

DTLS Teard

APAAR—DELIVO—RTEEVEHEEBTBI2IF. EWCTSyslogEF I Y ILET,

TFTPH — /Y SFTPH —/NADIEEE NI/ VAN
O— KO KBE. —HH

SFTPDHE

<tfroot>

BOTVBREDICRETS, /1 A=20FTY
RDELSIZOTICELL RBENET,

*Feb 1 20:29:14.108: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 RO/0: wncd: AP Event: AP

I mmge Downl oad Fail ed

*Feb 1 20:29:17.325: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add

sftp://******@L72. 16. 5. 62/ Docunent s/ W ong- Pat h/ ap1g6

*Feb 1 20:29:25.730: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine:

Failed to install _add package sftp://******@.72. 16. 5. 62/ Docunent s/ W ong- Pat h/ ap1g6

Error:



Failed to download file sftp://******@L72.16.5. 62/ Docunent s/ W ong- Pat h/ ap1g6: No such file or directory

TFTPOBA

<{froot>

*Feb 1 20:52:08.742: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0/0: wncd: AP Event: AP

I mage Downl oad Fail ed

*Feb 1 20:52:11.894: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add
*Feb 1 20:52:13.977: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine:

Failed to install _add package tftp://172.16.5. 27/ Wong- Pat h/ apl1g6
, Error: Failed to download file

tftp://172.16.5. 27/ Wong- Pat h/ aplg6: No such file or directory

TFTPHY —/NKIZESFTPH —/NAAPLEWCA SEETRETH D L ZREBLET, T5THV
B Ak, EWC SysloglcTimed Out QY A e RENB AN HY F£T,

<#froot>

*Feb 1 20:55:03.359: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0/0: wncd: AP Event: AP

I mage Downl oad Fail ed

*Feb 1 20:55:06.512: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add
*Feb 1 20:55:46.579: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine: Failed to inst

Failed to download file tftp://172.16.5.199/ EWC/ 17_9 4al/ aplg6: Ti ned out



¥ APEEWCETFTPEESFTPH—/NOR T, TFTPOUDPR— R69ESFTPD
TCPAR—R22A7AY 9 nhTWEVWZ EZEFRLET,

BYE R ¥R

Catalyst7 7t ARA > MEWC)TRDCiscoLARTFTY ROAVYLAOAO—ZICET
RIOAL MR—=/N—

+ Catalyst7 7t ARA > K~ £ DCisco Embedded Wireless ControllerT— X< — k

+ Catalyst7 7t ARA > N TDCisco Embedded Wireless Controlleric B84 5 FAQ
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