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UE eNB MME 5-GW

_1] Assign EPS Bearer ID ™
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) 2) P-GW selg_tlion by HSS or MME =
i 3) Create Session R est
IMSI, EPS Bearer 1D, P-GW IP, APN, Subscribed Profile (QCI, ARP, APN-AMBR (UL/DL)), ECGI, Tal
4) Create Session Request
IMSI, EPS Bearer |D, 55 51GW TEID, APN, Subscribed Profile (QCI, ARP, APN-AMBR (UL/DL)), ECGI, TAI
5)

Q
Create 55 TEID (DL) Receive S5 TEID (DL)
=, 6) UE IP address allocation

7) Indication of IP-CAN Session Establishment (CCR)
IMSI, UE IP, PDN ID (APN), Subscribed QoS Profile (QCI, ARP, APN-AMBR (UL/DL)),

ECGI, TAI
£) Profile Request
9) Profile Response

IMSI, Access Profile
10) Policy Decision =

11) Acknowledge of IP-CAN Session Establishment (CCA)

IMSI, PCC Rule {SDF Fitter, QCl, ARP, APN-AMBR (UL/DL),

Charging=0ffline, Change Reporting Action (Start Reporting ECGI, TAI)
12) Policy Enforcement (Install Policy Rule) ™

13) Create Session ResEonse
UE IP, EPS Bearer ID, S5 P-GW TEID, Authorized Qo5 Profile (QCI, ARP, APN-AMBR (UL/DL)),
TFT (UL), Change Reporting Action (Start Reporting ECGI, TAl)

W9 [
Receive 55 TEID (DL) Create S5 TEID (UL)

() S5 Bearer Established
15) Create Session Response

UE IP, EPS Bearer ID, 51 5-GW TEID, S5 P-GW TEID, Authorized QoS Profile (QCI| ARP, APN-AMBR (UL/DL)),
16) 55 P-GW TEID will be used for TFT (UL), Change Reporting Action (Start Reporting ECGI, TAI)
TAU in case of 5-GW relocation ™

18) MME shall set the UE-AMBR to the sum 17) ®
of the APN-AMBR of all active APNs Create 51 TEID (UL)
_up to the value of the subscribed UE-AMEBR .

EPStY < a> NI

« SMMKPIOE T, BEERATHDIHBENHBCSROFEITLY) ., Create Session
Requests(CSR)DEBZNDHF N ZVBEICERENET,

KPIDREICEAETNZRZEEL, XRICETNBZIXNTOAIREZXELT, BTORRLE
BBNI R ERETELRT,

S11 ASR (SPGW) = ((tun-sent-cresessrespaccept+ggsn_tun-sent-cresessrespdeniedUserAuthFailed+tun-sent-c

PDN Connectivity Success Rate (MME) : ((%esmevent-pdncon-success¥%) + (%esm-msgtx-pdncon-rej%))*) / (%es



X AMERR, AERFELCKI>TERYET,
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s FRHENTVWABKPIZA—315,

s RMEBONILIAZY NADZEEBEORBREASOI—RMEMZSIERLET,

- BEANREL TVSHEIC302 BB T/ — KA SShow Support Details(SSD)D22 M A > A
ROABEFYTFYLET,
. Syslogd)iﬁ(.&"\ MEBEE T RET 25BN SIBEDRZETT T, monsublpro tracest & ¥

logging monitor msid <imsi>,
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SILKPIRICEENBZEHTADKPINL Y RENILVAZY NE2HLTEHMET %,

REOHZZALTA 2 ERBOBRVWEALTAVOBOKPINL Y REEBLET,

BEENEBAEOHDbuksta NI ENFT7TO—ICETVTEDRSICERENTVR L EZRAN, NE2—2ZBIULFT,

3~ 5P NEBTEHREDRYIBLICK>T/—RASTIMEBERZRELET,

BREBDEAALAZ T TNEE N2 DONOSDEDYIMEBERNDES ZOHTEET, TIXEOKIFEEEMNE R T UIMERIE,
KPIOETOREEEZSNET, TNTOYMEHOEFMEIC DV TIE, https//www.cisco.com/c/en/us/td/docs/wirel ess/asr_5000/21-
23/Stat-Count-Reference/21-23-show-commant- & % T Cisco Statistics and Counters References B L TS &V,

show session disconnect-reasons verbose

5. /KD /—ROXATICETV TegtpiRetiEmEF T Y ILE T,

show egtpc statistics interface sgw-ingress path-failure-reasons
show egtpc statistics interface sgw-ingress summary

show egtpc statistics interface sgw-ingress verbose

show egtpc statistics interface sgw-ingress sessmgr-only

show egtpc statistics interface sgw-egress path-failure-reasons
show egtpc statistics interface sgw-egress summary

show egtpc statistics interface sgw-egress verbose

show egtpc statistics interface sgw-egress sessmgr-only

~-- PGW end -----

show egtpc statistics interface pgw-ingress path-failure-reasons
show egtpc statistics interface sgw-ingress summary

show egtpc statistics interface sgw-ingress verbose

show egtpc statistics interface sgw-ingress sessmgr-only


https://www.cisco.com/c/en/us/td/docs/wireless/asr_5000/21-23/Stat-Count-Reference/21-23-show-command-output/m_showsession.html
https://www.cisco.com/c/en/us/td/docs/wireless/asr_5000/21-23/Stat-Count-Reference/21-23-show-command-output/m_showsession.html

- MME end -----
show egtpc statistics interface mme path-failure-reasons
show egtpc statistics interface mme summary

show egtpc statistics interface mme verbose
show egtpc statistics interface mme sessmgr-only

6. FHEEZBIZERILTVARHENHT O ZEREL S, mon-sub/mon-prod—)LRL—AZF ¥ TF ¥ LT, ES5ICoHETV
KPETORREBZE>TVBRRHENT—II 7O ZBETRIHLENHYET, =5IC, AFBY—ILZEHL TWireshakh L —2R
ZREL., KRYUFEHBEINETSEETERT,

Monh 7 RL—REF v 7’F ¥ 32X RBRODEBY T,

monitor subscriber with options 19, 26,33, 34, 35, 49,A,S, X, Y, verbosity +5 during the issue.
mon-pro with options 19, 26,33, 34, 35, 49,A,S, X, Y, verbosity +5 during theissue if no mon-sub is present.

More options can be enabled depending on the protocol or call flow we need to capture specifically

KPIDETAZRPEOEEICEE>TVRLEHICMon-sutbDESISBERL—ADF Y T7FYHARITTERVEEE. RDVYICZATFA
LRIWLOFNYTOT XY TF Y IRIHENHYET, ChillE, sessmgreegptcd TNy JOTOF v+ 7F v, BLOHBEIC
BUES—RNIIABEO7O0—DF Y TFYHAEENET,

logging filter active facility sessmgr level debug
logging filter active facility egtpc level debug
logging filter active facility sgw level debug
logging filter active facility pgw level debug

logging active ----------------- to enable
no logging active ------------- to disable

Note :: Debugging logs can increase CPU utilization so need to keep a watch while executing debugging logs

7. FENY IO sl ick. BEORRZRHELLBER. I5—OJVZBEIZIRENDAARNOIAT77AIILDOF v TF ¥
ICEBZENTEERT,

logging enable-debug facility sessmgr instance <instance-1D> eventid 11176 line-number 3219 collect-cores 1

For example :: consider we are getting below error log in debug logs which we suspect can be a cause of issue
and we don;t have any call trace

[egtpc 141027 info] [15/0/6045 <sessmgr:93> _handler_func.c:10068] [context: INLAND_PTL_MMEOQL, contextlD: 6] [software internal user syslog] [mi

Sointhis error event



facility :: sessmgr
event ID = 141027
line number = 10068

B 7T
IXTT

7Ny £'0O%. logging monitor, mon-sub, mon-proxENOT NIEEZERTIHEEEIC. chsoOy N
VARBHEICREENDLSICLTLKEETV, T, COBICCPUNETRIZERTZEEEETT,
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Y. SSDASTATALHRERIZY DV ANRELTVWEVWAESH EZHBLET,

show crash 1list

e TFAEVAOBBEIRELEAESHERERELTLKEETV, BEIZK 2T, Serving Packet Data Gateway(SPGW)D Z 1 +
DAOHBRAYINDE, HLLVIA—LZZFAND ZENTELRLSAY, TORR, J—IIKKL, SLOBERTEL
BTFAYTHRELET,

show resource info

s XEVERELRCPUDEREAGVEDHIC, BE/F—/N—REOsesmgr 4 VARV AN EBRHIHESH ERIEL TLEE
Vo COEDIBAVARVANRDON 2 12BERE., ROFAFRATHL VWI-—LFEBTEATVRAESH ZRABL&E
kD)

s FNYITOTAS. ERAVER—TIAATI—LEBTIZ—HARELTVIHNERIETEET,

Fsgw-egress) AV TFARNRTHERENDHTRITANICHULTREOD-IEBTIS—NFHKEL, ThIZHEWT "sgw-ingressy 1
VTFARNTEAUYTRIVSANNIERTE NBBEE, Packet Data Gateway(PGW) A S DIEEA'SI1T > 7+ A N DSGW-> MMEIZ
BEETNDEHATEET, PGWHIN SESICBRELTIRN TN 1—F 142092012, ZOIMSIOmon-subZBETEET

o

2022-Nov-26+00:20:51.763 [egtpc 141018 unusual] [7/0/16871 <sessmgr:579> _handler_func.c:3227] [context

2022-Nov-26+00:20:51.763 [egtpc 141018 unusual] [7/0/16871 <sessmgr:579> _handler_func.c:2505] [context

o BARILK2TR., KAF 1Y FICHLTEROIERBANEET R N B0, SEAZEBICHEREL., ThIIBLUT
MNBEEDHDIVENHV)ET,



ez E, $EDInternational Mobile Subscriber Identity(IMSH> U —X (A=Y —HRO YT AU SA/NH ) T
no_resource_available/user_auth_failure T — BT 2 AHEMEA H B -, PGWAS NS ZBRITIHLEN HVE T, remote
peer not responding® X S BEHTEY L AV ERNISGW TR A AT I NIEY), SIIKPIABK TS AEEMEN HYET. < DEK
vy arik, SGWA SMMEAN®DNo resource available& FHRICIERTE LT, chsOUTZ I NRRAI—RE, EZ2700
JOJHhSHEETEET, £, Create Session RequestdS & UFCreate Session ResponsesZF I Y I LT, 2hsnUP 19 NER
J—ROEEALTHIBEDIPF RLAZKBEETEET,
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