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NYOFY7FIR
OSPDIN\Y O TFYv T

1. OpenStack AZ Y UV DIRREEL /— R AN EERLET,

[stack@director ~]$ source stackrc
[stack@director ~]$ openstack stack list --nested
[stack@director ~]$ ironic node-list
[stack@director ~]$ nova list

2.0SP-D./—RA5, §XTOUndercloud—E AN O—RBEH, FITA4T, BREETHD

RETHINESHEZRRBLET,

[stack@director ~]$ systemctl list-units
UNIT

neutron-dhcp-agent.service
neutron-openvswitch-agent.service
Agent

neutron-ovs-cleanup.service

Cleanup Utility
neutron-server.service
openstack-aodh-evaluator.service
service
openstack-aodh-listener.service
service
openstack-aodh-notifier.service
service
openstack-ceilometer-central.service
agent
openstack-ceilometer-collector.service
service
openstack-ceilometer-notification.service
notification agent
openstack-glance-api.service

named Glance) API server
openstack-glance-registry.service
named Glance) Registry server
openstack-heat-api-cfn.service

API Service
openstack-heat-api.service
openstack-heat-engine.service
openstack-ironic-api.service
openstack-ironic-conductor.service
service
openstack-ironic-inspector-dnsmasqg.service
Ironic Inspector
openstack-ironic-inspector.service
for OpenStack Ironic
openstack-mistral-api.service
openstack-mistral-engine.service
openstack-mistral-executor.service
openstack-nova-api.service
openstack-nova-cert.service
openstack-nova-compute.service
openstack-nova-conductor.service
openstack-nova-scheduler.service

"openstack*"

LOAD

loaded
loaded

loaded

loaded
loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded

loaded
loaded

active
active

active

active
active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active

active
active

"neutron*"

ACTIVE SUB

running
running

exited

running
running

running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running

running
running

"openvswitch*"

DESCRIPTION

OpenStack
OpenStack

OpenStack

OpenStack
OpenStack

OpenStack

OpenStack

OpenStack

OpenStack

OpenStack

OpenStack

OpenStack

Openstack

OpenStack

Openstack

OpenStack
OpenStack

Neutron DHCP Agent
Neutron Open vSwitch

Neutron Open vSwitch

Neutron Server
Alarm evaluator

Alarm listener

Alarm notifier
ceilometer central
ceilometer collection
ceilometer
Image Service (code-
Image Service (code-
Heat CFN-compatible
Heat API Service
Heat Engine Service

Ironic API service
Ironic Conductor

PXE boot dnsmasqg service for

Hardware introspection service

Mistral API Server
Mistral Engine Server

Mistral Executor Server

OpenStack
OpenStack
OpenStack
OpenStack
OpenStack

Nova API Server

Nova Cert Server
Nova Compute Server
Nova Conductor Server

Nova Scheduler Server



openstack-swift-account-reaper.service loaded active running OpenStack Object Storage

(swift) - Account Reaper
openstack-swift-account.service loaded active running OpenStack Object Storage
(swift) - Account Server

openstack-swift-container-updater.service loaded active running OpenStack Object Storage

(swift) - Container Updater

openstack-swift-container.service loaded active running OpenStack Object Storage
(swift) - Container Server

openstack-swift-object-updater.service loaded active running OpenStack Object Storage
(swift) - Object Updater

openstack-swift-object.service loaded active running OpenStack Object Storage
(swift) - Object Server

openstack-swift-proxy.service loaded active running OpenStack Object Storage
(swift) - Proxy Server

openstack-zagar.service loaded active running OpenStack Message Queuing
Service (code-named Zagar) Server

openstack-zagar@l.service loaded active running OpenStack Message Queuing
Service (code-named Zagar) Server Instance 1

openvswitch.service loaded active exited Open vSwitch

LOAD = Reflects whether the unit definition was properly loaded.

ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB

The low-level unit activation state, values depend on unit type.

37 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'

BNV OTYTTOLRAZRTIBHEIC, TOBTAAVBREN HZEZ2WBLET, CD
tarballld 2B < E€£35GBTHBIMBEN BV ET,

[stack@director ~]$df -h

4. Undercloud ./ — R A* S undercloud-backup-[timestamp].tar.gz&E WS BRI D 7 7 1 IICTF—2 %
NYOFYFTL, N OFPYTH—=—NCEETSICE, I—FI1—HFELTZhSOOIU KE
RIFLET,

[root@director ~]# mysgldump --opt --all-databases > /root/undercloud-all-databases.sqgl
[root@director ~]# tar --xattrs -czf undercloud-backup-'date +%F .tar.gz /root/undercloud-all-
databases.sqgl

/etc/my.cnf.d/server.cnf /var/lib/glance/images /srv/node /home/stack

tar: Removing leading /' from member names

AutoDeploy/NY O F v 7
1. AutoDeploy Tlk, XDF—REZNY IO T YT TRHENHWET,

- AutoDeploy Confd Configuration Database(CDB)

- AutoDeploy M 5% E

. AutoDeployd %

. Syslog M & E
2. AutoDeploy Confd COBF—&MO/NY V7Y FERFTA 74 Fa1L—>3>i@, 7OT47
WEET VT 1A TUDIECICRETHY), F—EFNYIOTYTH—NIEEEThD & z2ER
9,

3. AutoDeployld AR > R7OVE—RTEIEN, ZOF—ZFNFKbhiHEEe, BHEEEICHE
TOTATHTRDERTEFEEA, LEN 2T, REECDBF—ZONY IT Y T EMBIMHE
NFHYET,



ubuntu@auto-deploy-iso-2007-uas-0:~$ sudo -i
root@auto-deploy-iso-2007-uas-0:~# service uas-confd stop
uas-confd stop/waiting

root@auto-deploy: /home/ubuntu# service autodeploy status
autodeploy start/running, process 1313

root@auto-deploy: /home/ubuntu# service autodeploy stop
autodeploy stop/waiting

root@auto-deploy-iso-2007-uas-0:~# cd /opt/cisco/usp/uas/confd-6.3.1/var/confd
root@auto-deploy-iso-2007-uas-0:/opt/cisco/usp/uas/confd-6.3.1/var/confd# tar cvf
autodeploy_cdb_backup.tar cdb/

cdb/

cdb/0.cdb
cdb/C.cdb
cdb/aaa_init.xml
cdb/A.cdb

4. autodeploy_cdb_backup.tar2/SY O F v 7- H—NICIE—L %Y,

5. AutoDeploy®ETA> 74 F¥F 1L —232# NV IOTFv 7L, NV OTYTH—NITEELE
EE

root@auto-deploy: /home/ubuntu# confd _cli -u admin -C

Welcome to the ConfD CLI

admin connected from 127.0.0.1 using console on auto-deploy

auto-deploy#show running-config | save backup-config-$date.cfg a Replace the S$date to

appropriate date and POD reference
auto-deploy#

6. AutoDeploy Confd —E AZ BB L £ 9,

root@auto-deploy-iso-2007-uas-0:~# service uas-confd start
uas-confd start/running, process 13852

root@auto-deploy:/home/ubuntu# service autodeploy start
autodeploy start/running, process 8835

7. scriptsTA LI MUICBE L, AutoDeploy VMASOJ &EREL E£T,

cd /opt/cisco/usp/uas/scripts

8.0 %= RET S -®HIZ, collect-uas-logs.shAV ) 7 NEREILET,

sudo ./collect-uas-logs.sh

9. AutoDeploy A SISOA X—=2ONY O T v 7&=EY), NV OTFT Y 7H—=NICEELET,

root@POD1-5-1-7-2034-auto-deploy-uas-0:/home/ubuntu# /home/ubuntu/isos
root@POD1-5-1-7-2034-auto-deploy-uas-0:/home/ubuntu/isos# 11

total 4430888



drwxr-xr-x 2 root root 4096 Dec 20 01:17 ./
drwxr-xr-x 5 ubuntu ubuntu 4096 Dec 20 02:31 ../
-rwxr-xr-x 1 ubuntu ubuntu 4537214976 Oct 12 03:34 usp-5_1_7-2034.iso*

10. syslogi® EE#REL . NV ITFT Y TH—NICREFELET,

ubuntu@auto-deploy-vnf-iso-5-1-5-1196-uas-0:~$sudo su
root@auto-deploy-vnf-iso-5-1-5-1196-uas-0:/home/ubuntu#ls /etc/rsyslog.d/00-autodeploy.conf
00-autodeploy.conf

root@auto-deploy-vnf-iso-5-1-5-1196-uas-0:/home/ubuntu#ls /etc/rsyslog.conf

rsyslog.conf

AutolT-VNF/SY O F v/

AutolT-VNFIFAT— KL AVMTH 2, NV I T Y THYBERF—EZXR—ADB)EH'Y) £t
Ao AutolT-VNFIE. Ultra-MOERERBU RS NI EEEIINYTF—OBBEZTVET, LEAD
T. ChsONYIOTY T 2RTITBENFTARTT,

1. EOF A StarOSEREDPNY VT v T'EN), NV OTY TH—=NIZEELET,

root@auto-it-vnf-iso-5-8-uas-0:/home/ubuntu# cd /opt/cisco/usp/uploads/
root@auto-it-vnf-iso-5-8-uas-0:/opt/cisco/usp/uploads# 11

total 12

drwxrwxr-x 2 uspadmin usp-data 4096 Nov 8 23:28 ./
drwxr-xr-x 15 root root 4096 Nov 8 23:53 ../
-rw-rw-r-- 1 ubuntu ubuntu 985 Nov 8 23:28 system.cfg

2.scriptsTA LI NUICBEIL, AuolTVMA SO ZRELFT,

cd /opt/cisco/usp/uas/scripts

3.0 % RETB-HIC, collect-uas-logs.shAV ) 7 NEREILET,

sudo ./collect-uas-logs.sh

4. syslogi8EN/NY VT Y TR PEL, NV IOTYTH—=—NIIRELET,

ubuntu@auto-it-vnf-iso-5-1-5-1196-uas-0:~$sudo su
root@auto-it-vnf-iso-5-1-5-1196-uas-0:/home/ubuntu#ls /etc/rsyslog.d/00-autoit-vnf.conf
00-autoit-vnf.conf

root@auto-it-vnf-iso-5-1-5-1196-uas-0:1s /etc/rsyslog.conf

rsyslog.conf

AutoVNF/SY O F v

AutoVNFZ, 8% OVNFMEVNFERZE T2 EEHN %) %7 . AutoDeployld VNFMEVNF DR
BAVAR AT D EOICHERREZAUOVNFIZIEEL ., AutoUNFIFC DBEZEZITLET
o VNFMZRE TS 18-, AutoVNFIEVIM/OpenStacke EIE@EE L. VNFMARE L =%,
AutoVNFIZVNFMZFEHA L TUNFZEB L £ 9,

AutoVNFIZIFTNOTREN H V), Ultra-MtEY K7 Y 7Tk, 3D0DAutoVNF VMAETE TV



T, Ultra-M TR B — DAutoVNFEEEN HR—KhEh, UANUNAETT,

X EBOBRENRELLEBERE. YR—bEhT, SATLOBRANVEICED TR
AHYWETS,

AutoVNF/NY 0T v 7O 4 -

- Running Configuration

- ConfD CDB DB

- AutoVNFOZ ( AutoVNFOEEA VARV AN S )

. SyslogMi&E
BEOYANTTOTATEBET 0T 14727V, X OTFY7H—NICTY7O—RTBH
. NV OTYTEMBD L ZBEBOLET,

1.YAZ—AutoVNFIZOY 4> L., confd-masterTHh & =BBLET,

root@auto-testautovnfl-uas-1:/home/ubuntu# confd_cli -u admin -C

Welcome to the ConfD CLI

admin connected from 127.0.0.1 using console on auto-testautovnfl-uas-1
auto-testautovnfl-uas-1l#show uas

uas version 1.0.1-1

uas state ha-active

uas ha-vip 172.57.11.101

INSTANCE IP STATE ROLE
172.57.12.6 alive CONFD-SLAVE
172.57.12.7 alive CONFD-MASTER
172.57.12.13 alive NA

auto-testautovnfl-uas-l#exit
root@auto-testautovnfl-uas-1:/home/ubuntu# ip a

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever

2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP group default glen
1000
link/ether fa:16:3e:c7:dc:89 brd ff:ff:ff:ff:ff.£ff
inet 172.57.12.7/24 brd 172.57.12.255 scope global ethO
valid_lft forever preferred_lft forever
inet6 fe80::f816:3eff:fec7:dc89/64 scope link
valid_lft forever preferred_lft forever

3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP group default glen
1000
link/ether fa:16:3e:10:29:1b brd ff:ff:ff:ff:ff:ff
inet 172.57.11.101/24 brd 172.57.11.255 scope global ethl
valid_l1ft forever preferred_lft forever
inet6 fe80::f816:3eff:fel0:291b/64 scope link
valid_l1ft forever preferred_lft forever



2ERMTAV74F21L—2320ONYIOTYT Y, 77A4NENY 7Y T7H—NIZEEL
£9,

root@auto-testautovnfl-uas-1:/home/ubuntu# confd cli -u admin -C

Welcome to the ConfD CLI

admin connected from 127.0.0.1 using console on auto-testautovnfl-uas-1
auto-testautovnfl-uas-1l#show running-config | save running-autovnf-12202017.cfg
auto-testautovnfl-uas-1l#exit

root@auto-testautovnfl-uas-1:/home/ubuntu# 11 running-autovnf-12202017.cfg
-rw-r--r-- 1 root root 18181 Dec 20 19:03 running-autovnf-12202017.cfg

.COBONY OTYTZEY), 77ANENY OTY TH—NIEELET,

root@auto-testautovnfl-uas-1:/opt/cisco/usp/uas/confd-6.3.1/var/confd# tar cvf
autovnf_cdb_backup.tar cdb/

cdb/

cdb/0.cdb

cdb/C.cdb

cdb/aaa_init.xml

cdb/vpc.xml

cdb/A.cdb

cdb/gilan.xml

root@auto-testautovnfl-uas-1:/opt/cisco/usp/uas/confd-6.3.1/var/confd#
root@auto-testautovnfl-uas-1:/opt/cisco/usp/uas/confd-6.3.1/var/confd# 11 autovnf_cdb_backup.tar
-rw-r--r-- 1 root root 1198080 Dec 20 19:08 autovnf_cdb_backup.tar

4.scriptsTA LONJUICEBEBL, OJZRELTINYIT Y TH—NICEELET,

cd /opt/cisco/usp/uas/scripts

sudo ./collect-uas-logs.sh

5. AutoVNFO AR NA AV AR AICOTA4 2L, AOFIEZERTLT, OJZ2IREL., Y
DTV TH—=NICEELET,

B.NAR—E RV AR /N1 AutoVNF VM TsyslogskEZ/NY O F Y7L, NV OTF v 7H—NIC
BRIELET,

ubuntu@auto-testautovnfl-uas-1:~$sudo su
root@auto-testautovnfl-uas-1:/home/ubuntu#ls /etc/rsyslog.d/00-autovnf.conf
00-autovnf.conf

root@auto-testautovnfl-uas-1:/home/ubuntu#ls /etc/rsyslog.conf
rsyslog.conf

ESC/XYHOFvYS

1. AutoVNFIlE, VIMEBERE TS &K 2 TUItra-MY ) 11— 32 TESCZEE T 5 FEHN
HV)ET, AutoVNF/IEMIZFVNFE B DEREZESCHE KRTESCIZEL ., VNFIRVIMERFEFET S &
TRBLET,

2.ESCICIF, Ultra-MY ) 1 =232 D11ORTRMEANH Y T, 2DDESC VM EAETHTEY)



Utra-MTE —BEZYR—KMLET, 2FY, DATLALE-BENHZ5EEF. YATLZE

EI(E‘C?—E%@“O

X EBOBRENRELLEBERE. YR—bEhT, SATLOBRANVEICED AR

AHYVETS,

ESC/NY O T Y 7O

- Running Configuration
- ConfD CDB DB
. ESCOY

. SyslogE%E

3 ESCDBNNY U7 Y 7DMHEREM T, ESCHIEATNIZZEEVNFVMOE EE i&%!‘i’é?/
VEERBLVHETRILYD, BEECLAETIMEN HBYVET. chSONYITY TR, BE

ENIVNF/POD/Site DT VT A ET A IR X ERICETIDEZHEOLET,

4. ESCOREN health sh AT VT N AL TRETHD L Z2HBLTSEZ L,

[root@auto-test-vnfml-esc-0 admin]# escadm status
0 ESC status=0 ESC Master Healthy

[root@auto-test-vnfml-esc-0 admin]# health.sh
esc ul 1is disabled -- skipping status check
esc_monitor start/running, process 836
esc_mona 1is up and running ...

vimmanager start/running, process 2741
vimmanager start/running, process 2741
esc_confd is started

tomcat6 (pid 2907) is running... [ OK ]
postgresgl-9.4 (pid 2660) is running...

ESC service is running...

Active VIM = OPENSTACK

ESC Operation Mode=OPERATION

/opt/cisco/esc/esc_database is a mountpoint
============== ESC HA (MASTER) with DRBD =================

DRBD_ROLE_CHECK=0
MNT_ESC_DATABSE_CHECK=0
VIMMANAGER_RET=0
ESC_CHECK=0
STORAGE_CHECK=0
ESC_SERVICE_RET=0
MONA_RET=0
ESC_MONITOR_RET=0

ESC HEALTH PASSED

5.7 74Fa2L—>3>0ONYoTF YT '2WMY), 77A4NENY T Y TH—/)NICEEL

£

[root@auto-test-vnfml-esc-0 admin]# /opt/cisco/esc/confd/bin/confd_cli -u admin -C



admin connected from 127.0.0.1 using console on auto-test-vnfml-esc-0.novalocal
auto-test-vnfml-esc-0# show running-config | save /tmp/running-esc-12202017.cfg
auto-test-vnfml-esc-0O#exit

[root@auto-test-vnfml-esc-0 admin]# 11 /tmp/running-esc-12202017.cfg
rw-——-=--—--— . 1 tomcat tomcat 25569 Dec 20 21:37 /tmp/running-esc-12202017.cfg

wa?wj —BAR—A
1.ESCEXTFHFAE—RICERELE T,

2.ESCVMICOJA> L, NYOTFYTZMABAEICCOIN REXRITLET,

[admin@auto-test-vnfml-esc-0 admin]# sudo bash

[root@auto-test-vnfml-esc-0 admin]# cp /opt/cisco/esc/esc-scripts/esc_dbtool.py
/opt/cisco/esc/esc-scripts/esc_dbtool.py.bkup

[root@auto-test-vnfml-esc-0 admin]# sudo sed -i "s, 'pg_dump, '/usr/pgsqgl-9.4/bin/pg_dump, "
/opt/cisco/esc/esc-scripts/esc_dbtool.py

#Set ESC to mainenance mode
[root@auto-test-vnfml-esc-0 admin]# escadm op_mode set --mode=maintenance

B.ESCE—RZFIVIL, XUTFUAE—RTHDEZHIELET,

[root@auto-test-vnfml-esc-0 admin]# escadm op_mode show

4. ESCTRIAABERDBNY Ty 7ERY - ZERLE/NY UT Y 7DB,

[root@auto-test-vnfml-esc-0 admin]# sudo /opt/cisco/esc/esc-scripts/esc_dbtool.py backup --file
scp://<username>:<password>@<backup_vm_ip>:<filename>

5. ESC%[Operation Mode]lciRL. E— RZHEZRELE T,

[root@auto-test-vnfml-esc-0 admin]# escadm op_mode set --mode=operation

[root@auto-test-vnfml-esc-0 admin]# escadm op_mode show

6.scriptsTA LI RNVICBEBL, OJZRELET,

[root@auto-test-vnfml-esc-0 admin]l# /opt/cisco/esc/esc-scripts

sudo ./collect_esc_log.sh

7T.AZNAESCVMTREUFIEZZRIEL, OJENY OTYTH—NICEELET,

8. ESC VMSODO i /5 TsyslogikE/NY V7Y 7= WBREL, NV IOT Y TH-—NIZEELET,

[admin@auto-test-vnfm2-esc-1 ~]$ cd /etc/rsyslog.d
[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$Sls /etc/rsyslog.d/00-escmanager.conf
00-escmanager.conf

[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$ls /etc/rsyslog.d/0l-messages.conf
0l-messages.conf

[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$ls /etc/rsyslog.d/02-mona.conf
02-mona.conf

[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$ls /etc/rsyslog.conf



rsyslog.conf

EMNXYOTFPY S

1. VNFM/ESCH'#28 L 1=, AutoVNFIZESCZFER LU TEMU S AR ZRELFT, EMIT AR
FEETDE, EMIFESCE XI5 L TVNF(VPC/StarOS) 228 L £ 9,

2.EME, UltraMY J1—2 3> TENORRMEZBITVET, 3DDEMVMO IS AR &)
. Ultra-MZ BE—OVMEZEDO ) ANV ZHR—KNLET,

X EBROBENRELLEBERE. YR—bhEhT, SATLOBRENVEICED AR
AHYNET,

EM/NY OF v 7O -

- Running Configuration
- NCS DB
-EMOY (MEDNCSTIT 1A TIRARINAVMA S )

- Syslogi& &
B.EMDBNY U7 Y7 DHEEFEMT, ESCHYrEAETNEZEVNFVMOE FEFTERETD
ZERBIVHEFT T, EEICMEBIBZIMENf HBYVET, cnSONYIT YT, BED
VNF/POD/Site DT VT A ET A IR 2 IERICKRITITD L ZH#MOLET,

4. EMRFOAV74F21L—232#NYIOTFYTL, Z7A4NENY 7Y T7H—NICEEL
x5

ubuntu@vnfdldeploymentem-0:~$ sudo -1
root@vnfdldeploymentem-0:~# ncs_cli -u admin -C

admin connected from 127.0.0.1 using console on vnfdldeploymentem-0
admin@scm# show running-config | save em-running-12202017.cfg

root@vnfdldeploymentem-0:~# 11 em-running-12202017.cfg
-rw-r--r-- 1 root root 19957 Dec 20 23:01 em-running-12202017.cfg

5. EMNCSDBNY OTF Y7 %Z#EY), 774NNy OF Y TH—=NICEELET,

ubuntu@vnfdldeploymentem-0:~$ sudo -i
root@vnfdldeploymentem-0:~# cd /opt/cisco/em/git/em-scm/ncs-cdb
root@vnfdldeploymentem-0:/opt/cisco/em/git/em-scm/ncs-cdb# 11

total 472716

drwxrwxr-x 2 root root 4096 Dec 20 02:53 ./

drwxr-xr-x 9 root root 4096 Dec 20 19:22 ../

-rw-r--r-- 1 root root 770 Dec 20 02:48 aaa_users.xml
-rw-r--r-- 1 root root 70447 Dec 20 02:53 A.cdb

-rw-r--r-- 1 root root 483927031 Dec 20 02:48 C.cdb

-rw-rw-r-- 1 root root 47 Jul 27 05:53 .gitignore
-rw-rw-r-- 1 root root 332 Jul 27 05:53 global-settings.xml
-rw-rw-r-- 1 root root 621 Jul 27 05:53 jvm-defaults.xml
-rw-rw-r-- 1 root root 3392 Jul 27 05:53 nacm.xml
-rw-r--r-- 1 root root 6156 Dec 20 02:53 0O.cdb

-rw-r--r-- 1 root root 13041 Dec 20 02:48 startup-vnfd.xml

root@vnfdldeploymentem-0:/opt/cisco/em/git/em-scm/ncs-cdb#



root@vnfdldeploymentem-0:/opt/cisco/em/git/em-scm# tar cvf em_cdb_backup.tar ncs-cdb

ncs-cdb/

ncs-cdb/0.cdb
ncs-cdb/C.cdb
ncs-cdb/nacm. xml
ncs-cdb/jvm-defaults.xml
ncs-cdb/A.cdb
ncs-cdb/aaa_users.xml
ncs-cdb/global-settings.xml
ncs-cdb/.gitignore
ncs-cdb/startup-vnfd.xml

root@vnfdldeploymentem-0:/opt/cisco/em/git/em-scm# 11 em_cdb_backup.tar
-rw-r--r-- 1 root root 484034560 Dec 20 23:06 em_cdb_backup.tar

6.scriptsTA LI NVICBBL, OJZRELTINY ITYTH—NIEELET,

/opt/cisco/em-scripts

sudo ./collect-em-logs.sh

- BAUFIEZ#BEVIEL T, NCSAZRNAVMASOT ZIRELET

. FXNTDEM VM TsyslogiREENY 9 F Y7L, NYOTYTH—NCERLET

root@vnfdldeploymentem-0:/etc/rsyslog.d# pwd
/etc/rsyslog.d

root@vnfdldeploymentem-0:/etc/rsyslog.d# 11

total 28

drwxr-xr-x 2 root root 4096 Jun 7 18:38 ./

drwxr-xr-x 86 root root 4096 Jun 6 20:33 ../

-rw-r--r-- 1 root root 319 Jun 7 18:36 00-vnmf-proxy.conf
-rw-r--r-- 1 root root 317 Jun 7 18:38 0l-ncs-java.conf
-rw-r--r-- 1 root root 311 Mar 17 2012 20-ufw.conf
-rw-r--r-- 1 root root 252 Nov 23 2015 21-cloudinit.conf
-rw-r--r-- 1 root root 1655 Apr 18 2013 50-default.conf

root@vnfdldeploymentem-0:/etc/rsyslog.d# 1ls /etc/rsyslog.conf
rsyslog.conf

StarOS/IA\Y 9 F v
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Checking AutoDeploy Processes
Verify that key processes are running on the AutoDeploy VM:

root@auto-deploy-iso-2007-uas-0:~# initctl status autodeploy
autodeploy start/running, process 1771

root@auto-deploy-iso-2007-uas-0:~# ps -ef | grep java

root 1788 1771 0 May24 2 00:00:41 /usr/bin/java -jar
/opt/cisco/usp/apps/autodeploy/autodeploy-1.0.jar com.cisco.usp.autodeploy.Application --
autodeploy.transaction-log-store=/var/log/cisco-uas/autodeploy/transactions
Stopping/Restarting AutoDeploy Processes

#To start the AutoDeploy process:
root@auto-deploy-iso-2007-uas-0:~# initctl start autodeploy
autodeploy start/running, process 11094

#To stop the AutoDeploy process:
root@auto-deploy-iso-2007-uas-0:~# initctl stop autodeploy
autodeploy stop/waiting

#To restart the AutoDeploy process:

root@auto-deploy-iso-2007-uas-0:~# initctl restart autodeploy
autodeploy start/running, process 11049

#If the VM is in ERROR or shutdown state, hard-reboot the AutoDeploy VM

[stack@podl-ospd ~]$ nova list |grep auto-deploy

| 9b55270a-2dcd-4acl-aba3-bf041733a0c9 | auto-deploy-ISO-2007-uas-

0 | ACTIVE | - | running | mgmt=172.16.181.12,
10.84.123.39

[stack@podl-ospd ~]$ nova reboot -hard 9b55270a-2dcd-4acl-aba3-bf041733a0c9
2. AutoDeploy X BIfERBERIBZE k. ROFIEICH > TUBIOREICETLE T, UETIZEEBL L
NYOTY 7= FERALET,

[stack@podl-ospd ~]$ nova list |grep auto-deploy

| 9b55270a-2dcd-4acl-aba3-b£f041733a0c9 | auto-deploy-IS0-2007-uas-

0 | ACTIVE | - | running | mgmt=172.16.181.12,
10.84.123.39 [stack@podl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts

[stack@podl-ospd ~]$ ./auto-deploy-booting.sh --floating-ip 10.1.1.2 --delete



3. AutoDeployZ HIBR U 7=, [E Ufloatingip7 KL AZ#E A L TAutoDeployZ BTERL £¥

[stack@podl-ospd ~]1$ ed /opt/cisco/usp/uas-installer/scripts
[stack@podl-ospd scripts]$ ./auto-deploy-booting.sh --floating-ip 10.1.1.2

2017-11-17 07:05:03,038 - INFO: Creating AutoDeploy deployment (1 instance(s)) on
'http://10.1.1.2:5000/v2.0"'" tenant 'core' user 'core', ISO 'default'

2017-11-17 07:05:03,039 - INFO: Loading image 'auto-deploy-IS0O-5-1-7-2007-usp-uas-1.0.1-
1504 .gcow2' from '/opt/cisco/usp/uas-installer/images/usp-uas-1.0.1-1504.gcow2’
2017-11-17 07:05:14,603 - INFO: Loaded image 'auto-deploy-ISO-5-1-7-2007-usp-uas-1.0.1-
1504 .gcow2'

2017-11-17 07:05:15,787 - INFO: Assigned floating IP '10.1.1.2' to IP '172.16.181.7"
2017-11-17 07:05:15,788 - INFO: Creating instance 'auto-deploy-IS0-5-1-7-2007-uas-0"'
2017-11-17 07:05:42,759 - INFO: Created instance 'auto-deploy-ISO-5-1-7-2007-uas-0'
2017-11-17 07:05:42,759 - INFO: Request completed, floating IP: 10.1.1.2]

4. Autodeploy.cfg7 7 4 )L, 1SO, & Wconfd_backuptar7 7 A INZ=E/NY O TF Y TH—=)\H5
AutoDeploy VMICJE—L &9,

SINYOTYTtar7 74NN Sconfdcdb 7 7 A 2ETLET,

ubuntu@auto-deploy-iso-2007-uas-0:~# sudo -i
ubuntu@auto-deploy-iso-2007-uas-0:# service uas-confd stop
uas-confd stop/waiting

root@auto-deploy-iso-2007-uas-0:# cd /opt/cisco/usp/uas/confd-6.3.1/var/confd
root@auto-deploy-iso-2007-uas-0:/opt/cisco/usp/uas/confd-6.3.1/var/confd# tar xvf
/home/ubuntu/ad_cdb_backup.tar

cdb/

cdb/0.cdb
cdb/C.cdb
cdb/aaa_init.xml
cdb/A.cdb

root@auto-deploy-iso-2007-uas-0~# service uas-confd start
uas-confd start/running, process 2036

#Restart AutoDeploy process

root@auto-deploy-iso-2007-uas-0~# service autodeploy restart
autodeploy start/running, process 2144

#Check that confd was loaded properly by checking earlier transactions.
root@auto-deploy-iso-2007-uas-0:~# confd cli -u admin -C

Welcome to the ConfD CLI

admin connected from 127.0.0.1 using console on auto-deploy-iso-2007-uas-0

auto-deploy-iso-2007-uas-0#show transaction

SERVICE
SITE
DEPLOYMENT
SITE TX AUTOVNF VNF AUTOVNF
TX ID TX TYPE ID DATE AND TIME

STATUS ID ID ID ID TX ID


http://10.84.123.4:5000/v2.0

1512571978613 service-deployment thSbxb  2017-12-06T14:52:53.412400:00 deployment-success
6. VMAERBICERLENTRITENTVWSES, UBIOEEBBRAONY VT Y THSITXNTO
syslogBEl EMEREN BTN TVWBR L Z2BERLET,

ubuntu@auto-deploy-vnf-iso-5-1-5-1196-uas-0:~$sudo su
root@auto-deploy-vnf-iso-5-1-5-1196-uas-0:/home/ubuntu#ls /etc/rsyslog.d/00-autodeploy.conf
00-autodeploy.conf

root@auto-deploy-vnf-iso-5-1-5-1196-uas-0:/home/ubuntu#ls /etc/rsyslog.conf
rsyslog.conf

AutolT-VNFYU /Y1)

1. AutoIT-VNF VM EETRET T, VMA' LTS —F L@ vy REFIREDEEE. /\—RY
T—R2RTLT, $EEZTBVMERELET, AutolT-YNFEZEETSIZIE. XOFIEEZR
TLET,

Checking AutoIT-VNF Processes
Verify that key processes are running on the AutoIT-VNF VM:

root@auto-it-vnf-iso-5-1-5-1196-uas-0:~# service autoit status
AutoIT-VNF is running.

#Stopping/Restarting AutoIT-VNF Processes

root@auto-it-vnf-iso-5-1-5-1196-uas-0:~# service autoit stop
AutoIT-VNF API server stopped.

#To restart the AutoIT-VNF processes:

root@auto-it-vnf-iso-5-1-5-1196-uas-0:~# service autoit restart
AutoIT-VNF API server stopped.
Starting AutoIT-VNF

/opt/cisco/usp/apps/auto-it/vnf
AutoIT API server started.

#If the VM is in ERROR or shutdown state, hard-reboot the AutoDeploy VM

[stack@podl-ospd ~]$ nova list |grep auto-it

| 1c45270a-2dcd-4acl-aba3-bf041733dlal | auto-it-vnf-ISO-2007-uas-

0 | ACTIVE | - | running | mgmt=172.16.181.13,
10.84.123.40

[stack@podl-ospd ~]$ nova reboot -hard 1c45270a-2dcd-4acl-aba3-bf041733dlal
2. AutoIT-YNFA B ETBEB B EIE. ROFIEICHK > T, LaTOREBICETLET, NvITY TS
774N EEALET,

[stack@podl-ospd ~]$ nova list |grep auto-it

| 580£faf80-1d8c-463b-9354-781ealc0b352 | auto-it-vnf-IS0-2007-uas-
0 | ACTIVE | - | running | mgmt=172.16.181.3,
10.84.123.42 [stack@podl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts

[stack@podl-ospd ~]1$ ./ auto-it-vnf-staging.sh --floating-ip 10.1.1.3 --delete
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3. auto-it-vnffAT— T AT U T R &2ETL TAuto-ITZBERL ., UEIICERALEZOERUR

BIPEEALTSEZL,

[stack@podl-ospd ~]1$ ed /opt/cisco/usp/uas-installer/scripts

[stack@podl-ospd scripts]$ ./auto-it-vnf-staging.sh --floating-ip 10.1.1.3
2017-11-16 12:54:
'http://10.1.1.3:

2017-11-16 12:54:

31,381 - INFO: Creating StagingServer deployment (1 instance(s))
5000/v2.0" 'core', ISO 'default'
31,382 'auto-it-vnf-IS0-5-1-7-2007-usp-uas-1.0.1-

on

tenant 'core' user

- INFO: Loading image

1504 .gcow2' from '/opt/cisco/usp/uas-installer/images/usp-uas-1.0.1-1504.gcow2’
2017-11-16 12:54:51,961 - INFO: Loaded image 'auto-it-vnf-ISO-5-1-7-2007-usp-uas-1.0.1-
1504 .gcow2'

2017-11-16 12:54:53,217 - INFO: Assigned floating IP '10.1.1.3' to IP '172.16.181.9"
2017-11-16 12:54:53,217 - INFO: Creating instance 'auto-it-vnf-IS0-5-1-7-2007-uas-0"'
2017-11-16 12:55:20,929 - INFO: Created instance 'auto-it-vnf-ISO-5-1-7-2007-uas-0'
2017-11-16 12:55:20,930 INFO: Request completed, floating IP: 10.1.1.3

4PODT1EFE?’51’L%>ISO4’)( Tk, AutolT-YNFTUO—RIDIBEAN DT,

[stack@podl-ospd ~]1$ cd images/5_1_7-2007/isos

[stack@podl-ospd isos]$ curl -F file=@usp-5_1_7-2007.iso http://10.1.1.3:5001/isos

{
"iso-id":

}

"5.1.7-2007"

Note: 10.1.1.3 is AutoIT-VNF IP in the above command.
#Validate that ISO is correctly loaded.

[stack@podl-ospd isos]$ curl http://10.1.1.3:5001/isos

{
"isos": [
{

"iso-id": "5.1.7-2007"

]
}
5. VNFsystem.cig7 F A )L %& ) E— M —/\HA SAutolT-YNF VMIZOE—L & T, COHITE,
AutoDeploy A 5 AutolT-VNF VMIZOE—&2 h&E T,

[stack@podl-ospd autodeploy]$ scp system-vnf* ubuntu@l0.1.1.3:.

ubuntu@l0.1.1.3's password:

system-
vnfl.cfg

100% 1197 1.2KB/s 00:00
system-
vnf2.cfg

100% 1197 1.2KB/s 00:00
ubuntu@auto-it-vnf-iso-2007-uas-0:~$ pwd
/home /ubuntu
ubuntu@auto-it-vnf-iso-2007-uas-0:~$ 1s

system-vnfl.cfg system-vnf2.cfg


http://10.84.123.4:5000/v2.0
http://10.84.123.42:5001/isos
http://10.84.123.42:5001/isos

6. AutoDeployMERETSRBEND K SIC, AutolT-VNFEDBEYIBBRICT7 74 I 2 IE—LET
o CESEIBLIEEL,

ubuntu@auto-it-vnf-iso-2007-uas-0:~$ sudo -1

root@auto-it-vnf-iso-2007-uas-0:~$ cp -rp system-vnfl.cfg system-vnf2.cfg
/opt/cisco/usp/uploads/

root@auto-it-vnf-iso-2007-uas-0:~Sls /opt/cisco/usp/uploads/

system-vnfl.cfg system-vnf2.cfg
7VMAFEBIZERETNTERITEATVREEE., UBIOEELGBRIONY VT Y THS5ITNXT
DsyslogBEBEDFRENBERENTVWD L ZHRLET,

root@auto-deploy-vnf-iso-5-1-5-1196-uas-0:/home/ubuntu#ls /etc/rsyslog.d/00-autoit-vnf.conf
00-autoit-vnf.conf

root@auto-deploy-vnf-iso-5-1-5-1196-uas-0:1s /etc/rsyslog.conf
rsyslog.conf

AutoVNFU /YU
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[root@tbl-baremetal scripts]# nova list | grep "auto-testautovnfl-uas-[0-2]"

| 3834a3e4-96c5-49de-a067-68b3846fbabb | auto-testautovnfl-uas-
0 | ACTIVE | - | running auto-
testautovnfl-uas-orchestration=172.57.12.6; auto-testautovnfl-uas-
management=172.57.11.8

|
| 0fbfecO0c-£4b0-4551-807b-50c5fe9d3ea7 | auto-testautovnfl-uas-
1 | ACTIVE | - | running | auto-
testautovnfl-uas-orchestration=172.57.12.7; auto-testautovnfl-uas-management=172.57.11.12

|

| 432ela57-00e9-4e58-8bef-2a20652df5bf | auto-testautovnfl-uas-
2 | ACTIVE | - | running | auto-
testautovnfl-uas-orchestration=172.57.12.13; auto-testautovnfl-uas-
management=172.57.11.4

[root@tbl-baremetal scripts]# nova reboot --hard 432ela57-00e9-4e58-8bef-2a20652df5bf
Request to reboot server <Server: auto-testautovnfl-uas-2> has been accepted.

[root@tbl-baremetal scripts]#

B.VMABEIL IS, VMBI VZARICRD 2R LET,

root@auto-testautovnfl-uas-1:/opt/cisco/usp/uas/scripts# confd_cli -u admin -C
Welcome to the ConfD CLI
admin connected from 127.0.0.1 using console on auto-testautovnfl-uas-1

auto-testautovnfl-uas-1l#show uas



uas version 1.0.1-1
uas state ha-active
uas ha-vip 172.57.11.101

INSTANCE IP STATE ROLE

172.57.12.6 alive CONFD-SLAVE
172.57.12.7 alive CONFD-MASTER
172.57.12.13 alive NA

4. AutoVNF VM%Z LEEDFIETEETE R VEEE. ROFIEICH>TERETIHEN HYET

o

[stack@podl-ospd ~]1$ nova list | grep vnfl-UAS-uas-0

| 307a704c-al7c-4cdc-8e7a-3d6e7ed332fa | vnfl-UAS-uas-

0 | ACTIVE | - | running | vnfl-
UAS-uas-orchestration=172.168.11.10; vnfl-UAS-uas-management=172.168.10.3

[stack@podl-ospd ~]$ nova delete vnfl-UAS-uas-0
Request to delete server vnfl-UAS-uas-0 has been accepted.

5. autovnf-uas VM%Z BB 9 3 (C (k. uas-check AV U7 M 22170 TIREZEFEL TS TV,
IS —aRETHDHENHYET, X2, —fixAT7>a>zEFHALTEERITL. XELTWVLS
UAS VMZBER L T,

[stack@podl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts/
[stack@podl-ospd scripts]$ ./uas-check.py auto-vnf vnfl-UAS

2017-12-08 12:38:05,446 - INFO: Check of AutoVNF cluster started
2017-12-08 12:38:07,925 - INFO: Instance 'vnfl-UAS-uas-0' status is 'ERROR'
2017-12-08 12:38:07,925 - INFO: Check completed, AutoVNF cluster has recoverable errors

[stack@tb3-ospd scripts]$ ./uas-check.py auto-vnf vnfl-UAS --fix

2017-11-22 14:01:07,215 - INFO: Check of AutoVNF cluster started

2017-11-22 14:01:09,575 - INFO: Instance vnfl-UAS-uas-0' status is 'ERROR'

2017-11-22 14:01:09,575 - INFO: Check completed, AutoVNF cluster has recoverable errors
2017-11-22 14:01:09,778 - INFO: Removing instance vnfl-UAS-uas-0'

2017-11-22 14:01:13,568 - INFO: Removed instance vnfl-UAS-uas-0'

2017-11-22 14:01:13,568 - INFO: Creating instance vnfl-UAS-uas-0' and attaching volume ‘vnfl-
UAS-uas-vol-0"'

2017-11-22 14:01:49,525 - INFO: Created instance ‘vnfl-UAS-uas-0'

[stack@tb3-ospd scripts]$ ./uas-check.py auto-vnf vnfl-UAS

2017-11-16 13:11:07,472 - INFO: Check of AutoVNF cluster started
2017-11-16 13:11:09,510 - INFO: Found 3 ACTIVE AutoVNF instances
2017-11-16 13:11:09,511 - INFO: Check completed, AutoVNF cluster is fine

6.X AZ—AutoVNF VMICOT A LET, VAN OBDIUARIC, HLEREhIZA AR
AN IVTARIISML, T7ATRELBZIBEN HYVET,

tb3-bxb-vnfl-autovnf-uas-0#show uas

uas version 1.0.1-1
uas state ha-active
uas ha-vip 172.17.181.101

INSTANCE IP STATE ROLE



172.17.180.6 alive CONFD-SLAVE
172.17.180.7 alive CONFD-MASTER
172.17.180.9 alive NA

#if uas-check.py --fix fails, you may need to copy this file and execute again.

[stack@tb3-ospd]$ mkdir -p /opt/cisco/usp/apps/auto-it/common/uas-deploy/

[stack@tb3-ospd]$ cp /opt/cisco/usp/uas-installer/common/uas-deploy/userdata-uas.txt
/opt/cisco/usp/apps/auto-it/common/uas-deploy/

7T VMAEBICERENTERITEATVREEE. USTOEEGBREMONY VT Y THS5TNT
DsyslogEBEDHREN BTN TWVWA EZHRBLET, INTOAUOVNF VMTERTE N TV
BEEERELET,

ubuntu@auto-testautovnfl-uas-1:~$sudo su
root@auto-testautovnfl-uas-1:/home/ubuntu#ls /etc/rsyslog.d/00-autovnf.conf
00-autovnf.conf

root@auto-testautovnfl-uas-1:/home/ubuntu#ls /etc/rsyslog.conf
rsyslog.conf

ESCUANV
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[root@tbl-baremetal scripts]# nova list | grep auto-test-vnfml-ESC-

| f£03e3cac-a78a-439f-952b-045aea5b0d2c | auto-test-vnfml-ESC-
0 | ACTIVE | - | running | auto-testautovnfl-

uas-orchestration=172.57.12.11; auto-testautovnfl-uas-
management=172.57.11.3

| 79498e0d-0569-4854-a902-012276740bce | auto-test-vnfml-ESC-

1 | ACTIVE | - | running | auto-testautovnfl-
uas-orchestration=172.57.12.15; auto-testautovnfl-uas-

management=172.57.11.5

[root@tbl-baremetal scripts]# [root@tbl-baremetal scripts]# nova reboot --hard f03e3cac-a78a-
439f-952b-045aea5b0d2c\
Request to reboot server <Server: auto-test-vnfml-ESC-0> has been accepted.

[root@tbl-baremetal scripts]#

3.ESCVMAHIrEe h, BEEBIZHLEN H2BERF. XOFIEICKWVET,

[stack@podl-ospd scripts]$ nova list |grep ESC-1

| c566efbf-1274-4588-a2d8-0682e17b0d41 | vnfl-ESC-ESC-

1 | ACTIVE | - running | vnfl-
UAS-uas-orchestration=172.168.11.14; vnfl-UAS-uas-

management=172.168.10.4

[stack@podl-ospd scripts]$ nova delete vnfl-ESC-ESC-1



Request to delete server vnfl-ESC-ESC-1 has been
accepted.

4. AutoVNF-UASH SESCER N Z ¥ o> arzikERL., NZHU>a>nOdT
boot_vm.pyd~N > RITEBRFEL T, ESCA VAR AZEHRLET,

ubuntu@vnfl-uas-uas-0:~$ sudo -i
root@vnfl-uas-uas-0:~# confd _cli -u admin -C
Welcome to the ConfD CLI

admin connected from 127.0.0.1 using console on vnfl-uas-uas-0
vnfl-uas-uas-0O#show transaction

TX ID TX TYPE DEPLOYMENT ID
TIMESTAMP STATUS

35eefcda-ddad9-11e7-bb72-fal63ef8df2b vnf-deployment vnfl-DEPLOYMENT 2017-11-
29T02:01:27.750692-00:00 deployment-success
73d9c540-d4a8-11e7-bb72-fal63ef8df2b vnfm-deployment vnfl-ESC 2017-11-
29T01:56:02.133663-00:00 deployment-success

vnfl-uas-uas-0O#show logs 73d9c540-d4a8-11le7-bb72-fal63ef8df2b | display xml

<config xmlns="http://tail-f.com/ns/config/1.0">

<logs xmlns="http://www.cisco.com/usp/nfv/usp-autovnf-oper">
<tx-1d>73d9c540-d4a8-11le7-bb72-fal63ef8df2b</tx-id>
<log>2017-11-29 01:56:02,142 - VNFM Deployment RPC triggered for deployment: vnfl-ESC,
deactivate: 0

2017-11-29 01:56:02,179 - Notify deployment

2017-11-29 01:57:30,385 - Creating VNFM 'vnfl-ESC-ESC-1' with [python //opt/cisco/vnf-
staging/bootvm.py vnfl-ESC-ESC-1 --flavor vnfl-ESC-ESC-flavor --image 3fe6bl97-961b-4651-af22-
dfd910436689 --net vnfl-UAS-uas-management --gateway ip 172.168.10.1 --net vnfl-UAS-uas-
orchestration --os_auth_url http://10.1.1.5:5000/v2.0 --os_tenant_name core --os_username ***¥¥%*

--0s_password ****** __-bg os_auth_url http://10.1.1.5:5000/v2.0 --bs_os_tenant_name core --

bs_os_username ****** __bg os_password ****** __egc _ui_startup false --esc_params_file
/tmp/esc_params.cfg --encrypt_key ****** __yger pass ****** __yuger confd pass ****** __kad vif
eth0 --kad_vip 172.168.10.7 --ipaddr 172.168.10.6 dhcp --ha_node_list 172.168.10.3 172.168.10.6
--file root:0755:/0opt/cisco/esc/esc-

scripts/esc_volume_em staging.sh:/opt/cisco/usp/uas/autovnf/vnfms/esc-

scripts/esc_volume_em staging.sh --file root:0755:/opt/cisco/esc/esc-
scripts/esc_vpc_chassis_id.py:/opt/cisco/usp/uas/autovnf/vnfms/esc-scripts/esc_vpc_chassis_id.py
--file root:0755:/0opt/cisco/esc/esc-scripts/esc-vpc-di-internal-
keys.sh:/opt/cisco/usp/uas/autovnf/vnfms/esc-scripts/esc-vpc-di-internal-keys.sh]...

5. boot_vm.pyfTZ IILAVVUT N7 7 4 )L(escsh)ICRFEL ., TXTOI—HZ**E&/VAD
— R 3T 2 E L WEHR(BEE (Fcore/Cisco@123) TEH L E T, -encrypt_keyF 7' 3 2 £ HIER
TRIBENBHVY)ET, user_pass® & Uuser_confd_passDiF & k. -user_passwd
username:password(f : admin:Cisco@123)N R EFRTHIHEN H X T,

JRIZ. running-configA* S bootvm.pyANDURLZ¥RL . bootvm.py7 7 A« )L Zautovnf-uas VMIZEN S
bi@'o :a)i%é\ 10113‘*AUt0'|T—C"a—o

root@vnfl-uas-uas-0:~# confd _cli -u admin -C
Welcome to the ConfD CLI
admin connected from 127.0.0.1 using console on vnfl-uas-uas-0

vnfl-uas-uas-0#show running-config autovnf-vnfm:vnfm


http://tail-f.com/ns/config/1.0
http://www.cisco.com/usp/nfv/usp-autovnf-oper
http://10.84.123.35:5000/v2.0
http://10.84.123.35:5000/v2.0

configs bootvm
value http://10.1.1.3:80/bundles/5.1.7-2007/vnfm-bundle/bootvm-2 3 2 155.pv

root@vnfl-uas-uas-0:~# wget http://10.1.1.3:80/bundles/5.1.7-2007/vnfm-bundle/bootvm-
2_3 2 155.py

--2017-12-01 20:25:52-- http://10.1.1.3/bundles/5.1.7-2007/vnfm-bundle/bootvm-2 3 2 155.pv
Connecting to 10.1.1.3:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 127771 (125K) [text/x-python]
Saving to: ‘bootvm-2_3_2_ 155.py’

2017-12-01 20:25:52 (173 MB/s) - ‘bootvm-2_3_2_155.py’ saved [127771/127771
Create a /tmp/esc_params.cfg file.

root@vnfl-uas-uas-0:~# echo "openstack.endpoint=publicURL" > /tmp/esc_params.cfg

6. bootvm.py Python AV U 7R & F 73V TRITITBDVINAIV TN EETLET,

root@vnfl-uas-uas-0:~# /bin/sh esc.sh

+ python ./bootvm.py vnfl-ESC-ESC-1 --flavor vnfl-ESC-ESC-flavor --image 3fe6bl97-961b-4651-
af22-dfdo910436689 --net vnfl-UAS-uas-management --gateway_ ip 172.168.10.1 --net vnfl-UAS-uas-
orchestration --os_auth_url http://10.1.1.5:5000/v2.0 --os_tenant_name core --0OS_username core -

-os_password Cisco@l23 --bs_os_auth_url http://10.1.1.5:5000/v2.0 --bs_os_tenant_name core --

bs_os_username core --bs_os_password Cisco@l23 --esc_ui_startup false --esc_params_file
/tmp/esc_params.cfg --user_pass admin:Cisco@l123 --user_confd_pass admin:Cisco@l23 --kad_vif ethO
--kad_vip 172.168.10.7 --ipaddr 172.168.10.6 dhcp --ha_node_list 172.168.10.3 172.168.10.6 --
file root:0755:/opt/cisco/esc/esc-
scripts/esc_volume_em_staging.sh:/opt/cisco/usp/uas/autovnf/vnfms/esc-
scripts/esc_volume_em_staging.sh --file root:0755:/opt/cisco/esc/esc-
scripts/esc_vpc_chassis_id.py:/opt/cisco/usp/uas/autovnf/vnfms/esc-scripts/esc_vpc_chassis_id.py
--file root:0755:/0opt/cisco/esc/esc-scripts/esc-vpc-di-internal-
keys.sh:/opt/cisco/usp/uas/autovnf/vnfms/esc-scripts/esc-vpc-di-internal-keys.sh

- e
________________________________________________ +

| Property

Value

- e
________________________________________________ +

| 0S-DCF:diskConfig
MANUAL

| OS-EXT-AZ:availability_zone |
mgmt


http://10.84.123.42/bundles/5.1.7-2007/vnfm-bundle/bootvm-2_3_2_155.py
http://10.84.123.42/bundles/5.1.7-2007/vnfm-bundle/bootvm-2_3_2_155.py
http://10.84.123.35:5000/v2.0
http://10.84.123.35:5000/v2.0

| OS-EXT-SRV-ATTR:host
1.localdomain

| OS-EXT-SRV-ATTR:hypervisor_hostname
1.localdomain

| OS-EXT-SRV-ATTR:instance_name
000001eb

| OS-EXT-STS:power_state
1

| OS-EXT-STS:task_state

| OS-EXT-STS:vm_state
active

| 0S-SRV-USG:launched_at
02T13:28:32.000000

| OS-SRV-USG:terminated_at

tb5-ultram-osd-compute-

tb5-ultram-osd-compute-

instance-

2017-12-

| accessIpPv4
| accessIPv6
|
|

| addresses | {"vnfl-UAS-uas-orchestration": [{"OS-EXT-IPS-
MAC:mac_addr": "fa:16:3e:d7:c6:19", "version": "addr": "172.168.11.14", "OS-EXT-IPS:type":
"fixed"}], "vnfl-UAS-uas-management": [{"OS-EXT-IPS-MAC:mac_addr": "fa:16:3e:31l:ee:cd",
"version": 4, "addr": "172.168.10.6", "OS-EXT-IPS:type": "fixed"}]}
| config_drive | True
| created | 2017-12-
02T13:27:49%Z

|
| flavor | {"id": "457623b6-05d5-403c-b2ed-aa3bbalc9d32", "links":
[{"href": "http://10.1.1.5:8774/flavors/457623b6-05d5-403c-b2ed-aa3bba0c9d32", "rel":

"bookmark"}]}


http://10.84.123.35:8774/flavors/457623b6-05d5-403c-b2e4-aa3b6a0c9d32

| hostId |
£5d2bbf0c5a7df34cf2e6£62ae0702ef120f£82£81c3£7664Ffb35e9

| id | 2601b8ec-8£f£8-4285-810a-
e859f6642ab6

|
| image | {"id": "3£fe6bl97-961b-4651-af22-dfd910436689",
[{"href": "http://10.1.1.5:8774/images/3fe6bl97-961b-4651-af22-d£d4910436689", "rel":

"bookmark"}]}

| key_name -

| metadata
3

| name | vnfl-esc-esc-

os-extended-volumes:volumes_attached

| progress
0

| security_groups | [{"name": "default"}, {"name":
"default"}]

| status
ACTIVE

| tenant_id |
£fd4bl15df46c6469cbact5b80dcc98a5bc

| updated | 2017-12-
02T13:28:32%Z

| user_id |
d3b51d6£705£4826022817£27505c6cd

7.0SPDA'S., FILWESCVMA T VT 1 7/IR{THTHBD 2 BALE T,

"links":


http://10.84.123.35:8774/images/3fe6b197-961b-4651-af22-dfd910436689

[stack@podl-ospd ~1$ nova list|grep -i esc
| 934519a4-d634-40c0-a5le-fc8d55ec7144 | vnfl-ESC-ESC-
0 | ACTIVE | - running | vnfl-

UAS-uas-orchestration=172.168.11.13; vnfl-UAS-uas-
management=172.168.10.3

|
| 2601b8ec-8£f£f8-4285-810a-e859f6642ab6 | vnfl-ESC-ESC-
1 | ACTIVE | - running | vnfl-

UAS-uas-orchestration=172.168.11.14; vnfl-UAS-uas-
management=172.168.10.6

#Log in to new ESC and verify Backup state. You may execute health.sh on ESC Master too.
ubuntu@vnfl-uas-uas-0:~$ ssh admin@172.168.11.14

FHHF R R R R R
# ESC on vnfl-esc-esc-1.novalocal is in BACKUP state.
FHHF R R R R R

[admin@vnfl-esc-esc-1 ~]$ escadm status
0 ESC status=0 ESC Backup Healthy

[admin@vnfl-esc-esc-1 ~]$ health.sh
============== ESC HA (BACKUP) =================

ESC HEALTH PASSED

[admin@vnfl-esc-esc-1 ~]$ cat /proc/drbd

version: 8.4.7-1 (api:1/proto:86-101)

GIT-hash: 3a6a769340ef93b1ba2792c6461250790795db49 build by mockbuild@Build64R6, 2016-01-12
13:27:11

1: cs:Connected ro:Secondary/Primary ds:UpToDate/UpToDate C r-----
ns:0 nr:504720 dw:3650316 dr:0 al:8 bm:0 1o0:0 pe:0 ua:0 ap:0 ep:1 wo:f ocos:0

8. ESC VMA'EIEREET, T —EAR—ADERNBELZFZERE. UBCBRELENY OTYTH
5F—BN—AZB/RLTLEZ L,

9. ESCTF—ER—AZERTDICI}F, F—ER—AZEXTTBDHEICESCH—EANELELTVS
CEEERLET, ESCHANESRK., FHICEAFZIUVMT, RICTZAIVVMTEITLE
9,

# service keepalived stop

10. ESCH—E AN AT—R2A%ZEIEL. HAODTSAIXVUVMEEA A UVMOBEETITNTO
BWENXELELTVWD CEEZERLET,

# escadm status

MNTF—BER—AZEBRTILEHICRAVIVTRNERTLET. HLIERKENIZESCA VARV A
ANDDBOETXTND—RELT, Y=IRBGA VAR AND1D2ETFAXJESCICE#KL., TODB7
#)LZ %ZDRBDT /N1 AIZX U ML T, PostgreSQLT—ZXR—AZEEBLE T,

# /opt/cisco/esc/esc-scripts/esc_dbtool.py restore --file
scp://<username>:<password>@<backup_vm_ip>:<filename>

12.ESCH—ERAZBEBEL T, F—EIXR—ADEREZTTLET,


mailto:admin@172.168.11.14

13. WA DVMTHAZRIT IR, F—T 7547 H—ERZBEFHLXT,

# service keepalived start

14 VMA'EEICERENTRTEND L, UEOEEZBRHMONY VT YTHASINTD
syslogE BENRENBERXEAhTVE L &2HERLET, INTHESCYVMTERTENTWSB L
ZHALET,

[admin@auto-test-vnfm2-esc-1 ~]$

[admin@auto-test-vnfm2-esc-1 ~]$ cd /etc/rsyslog.d
[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$Sls /etc/rsyslog.d/00-escmanager.conf
00-escmanager.conf

[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$ls /etc/rsyslog.d/0l-messages.conf
0l-messages.conf

[admin@auto-test-vnfm2-esc-1 rsyslog.d]S$ls /etc/rsyslog.d/02-mona.conf
02-mona.conf

[admin@auto-test-vnfm2-esc-1 rsyslog.d]$ls /etc/rsyslog.conf
rsyslog.conf

EMU AL

1.EMVMA, 12 FELRFZOMDOZLEIC KV None/ErrorREEICE > TVWDHEES., 1—HF&NT
BPEMVMZEETHLEODICFHEDIEFICHES CENTEET,

2. ESC/IVNFMIE, EMVMZERTZIAVR—FXRNTT, TOESH, EMAF TS —IREDIES.
ESCIFEMVMO BEIREARAET T, MSHANDEHRT. ESCHYrUANUEEEICETTEHEVIE
4. ESCEZTOVMZEIS—REL L TNY—YLET,

BCDERSBIFTIUATR, BRBERBDAVIZFANZVFYOBBENfMEEEChDE, 1T
EMVMZFETUANUTERY, REANSEBESMEESILERICIRY ., COFHOEZRTT
DLENEETTY,

4 T7—REOVMZHELET,

[stack@podl-ospd ~]$ source corerc

[stack@podl-ospd ~]1$ nova list --field name,host, status |grep -1 err

| ¢794207b-a5le-455e-9a53-3b8££3520bb9 | vnfl-DEPLOYMENT-_vnfl-D_0_a6843886-77b4-4£38-b941-
74eb527113a8 | None | ERROR |

5.ESC MasterlcOJ 14> L, &% Z(+}DEMB LVCF VMZ & (Crecovery-vm-actionZ 1T L
F9, BELEBEEV, ESCRUANVUT 23>z ATr21—)LL, BHEERTE AV IEEM
FHYET,

ubuntu@vnfl-uas-uas-1:~$ ssh admin@172.168.10.3

[admin@vnfl-esc-esc-0 ~]$ sudo /opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli recovery-vm-action DO
vnfl-DEPLOYMENT-_vnfl-D 0_a6843886-77b4-4£38-b941-74eb527113a8
[sudo] password for admin:



Recovery VM Action

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=admin --
privKeyFile=/root/.ssh/confd_id_dsa --privKeyType=dsa --rpc=/tmp/esc_nc_cli.ZpRCGiieuW
<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">

<ok/>

</rpc-reply>

6.0X > RAET 9 % & Tlvar/loglesclyangesc.logZE5R L £ 9,

[admin@vnfl-esc-esc-0 ~]$ tail -f /var/log/esc/yangesc.log

14:59:50,112 07-Nov-2017 WARN Type: VM_RECOVERY_ COMPLETE

14:59:50,112 07-Nov-2017 WARN Status: SUCCESS

14:59:50,112 07-Nov-2017 WARN Status Code: 200

14:59:50,112 07-Nov-2017 WARN Status Msg: Recovery: Successfully recovered VM [vnfl-DEPLOYMENT-
_vnfl-D_0_a6843886-77b4-4£38-b941-74eb527113a8]

#Log in to new EM and verify EM state is up.

ubuntu@vnflvnfddeploymentem-1:~$ /opt/cisco/ncs/current/bin/ncs_cli -u admin -C
admin connected from 172.17.180.6 using ssh on vnflvnfddeploymentem-1
admin@scm# show ems

EM VNFM

ID SLA SCM PROXY

2 up up up
3 up up up

ESCAVMOBEIICKKL 8BS

1.FHL VRN BRRE T, ESCHAVMOERICKKITZBEEN BN ET, OEEKEFE, YAZX—
ESCZI)7—KNUTESCARA YFA—-—N—%RTTBH_ETT, ESCAA Y FA—-/N—IZIEH
190D YET, :TLWIARXESCThealth.shZ2EITL, EEBL TVWBAESIHEHERLET,
ESCHANAR—IZBB &, ESCHAVMOREZEEL TVMEZRETHHEENHYET, CDRE
FEARATD1=)IlEahTW\WB LS, TETITDETS ~ 7T0E2BENHYET,

2. /var/log/escl/yangesc.log & /var/log/esc/escmanager.logZ BEfR CE R T, 5 ~ 7R ICVMA U S
NIENBEWEEE, FEEZZTBAVMEFEITUANIITZHREN HYET,

BVMAEEICERENTETEIhD &, UBIOEELRBRHMONY OTYTHS, TXTO
syslogBBEDRENBRXLENTVREEBRALET. IXNTOESCYMTEREATLB L
ERELET.

root@abautotestvnfmlem-0:/etc/rsyslog.d# pwd
/etc/rsyslog.d

root@abautotestvnfmlem-0:/etc/rsyslog.d# 11

total 28

drwxr-xr-x 2 root root 4096 Jun 7 18:38 ./

drwxr-xr-x 86 root root 4096 Jun 6 20:33 ../]

-rw-r--r-- 1 root root 319 Jun 7 18:36 00-vnmf-proxy.conf
-rw-r--r-- 1 root root 317 Jun 7 18:38 0l-ncs-java.conf



-rw-r--r-- 1 root root 311 Mar 17 2012 20-ufw.conf
-rw-r--r-- 1 root root 252 Nov 23 2015 2l1-cloudinit.conf
-rw-r--r-- 1 root root 1655 Apr 18 2013 50-default.conf

root@abautotestvnfmlem-0:/etc/rsyslog.d# 1ls /etc/rsyslog.conf
rsyslog.conf

StarOSU A/

1. StarOS VM®M 12 A None/ErrorREEIZ % 2 1FE,. 1—H R EE %22 (15StarOSVMZEE T
‘%)z_&btu\ L.a)mﬁii-u:ﬁfij L_t:if-(i§.351?o

2. ESC/VNFMIEStarOS VMZEER T B AV R—R > M TH B 2%, CF/SF VM TS —IREDH
&. ESCRCF/SFVMO BBEEBZRAE T, @MSHADEHT, ESCAUANVZEREICETT
ZEBVES, ESCERETOVMZELIS—REELTIN—ILET,

BLDERSBIFTUATR, BBERBRDAVIZFANZVFYOBENfMEEEChDE, I
CFISFVMZFEHTUANIUTERT, COFBHEREGE. BEANSHEZEEL LB TOKRT
TRENEETT,

4.TZ7—REODVMZRELET,

[stack@podl-ospd ~]$ source corerc

[stack@podl-ospd ~]$ nova list --field name,host, status |grep -i err
| ©794207b-a51le-455e-9a53-3b8££3520bb9 | vnfl-DEPLOYMENT-_s4_0_c2b19084-26b3-4c9c-8639-
62428a4cb3a3 | None | ERROR |

5.ESC MasterlcO¥J 14> L, %%Eﬁw%EMa‘sJiUCF VMZ & [Zrecovery-vm-actionZ E1T L
£9, ESCRRUANIUT O3V ZATD1—)LL, BPEARTEAEVIAEENS BV ET,

ubuntu@vnfl-uas-uas-1:~$ ssh admin@l172.168.10.3

[admin@vnfl-esc-esc-0 ~]$ sudo /opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli recovery-vm-action DO
vnfl-DEPLOYMENT-_s4_0_c2bl19084-26b3-4c9c-8639-62428a4cb3a3
[sudo] password for admin:

Recovery VM Action

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=admin --
privKeyFile=/root/.ssh/confd_id_dsa --privKeyType=dsa --rpc=/tmp/esc_nc_cli.ZpRCGiieuW
<?xml version="1.0" encoding="UTF-8"7?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">

<ok/>

</rpc-reply>

##Monitor the /var/log/esc/yangesc.log until command completes.
[admin@vnfl-esc-esc-0 ~]$ tail -f /var/log/esc/yangesc.log

14:59:50,112 07-Nov-2017 WARN Type: VM_RECOVERY_ COMPLETE

14:59:50,112 07-Nov-2017 WARN Status: SUCCESS

14:59:50,112 07-Nov-2017 WARN Status Code: 200

14:59:50,112 07-Nov-2017 WARN Status Msg: Recovery: Successfully recovered VM [vnfl-DEPLOYMENT-
_s4_0_c2b19084-26b3-4c9c-8639-62428a4dcb3a3]



6.F /=, StarOSTshowcardX 7 #R{TL T, AUCEERIELET. VANV ENEVMASFO
BE. BREBEILBLUTTITATILTRDHEN HYET, DEBSarOSEREEZZLZEL X T,

[local]VNF1# show card tab
Saturday December 02 14:40:20 UTC 2017

Slot Card Type Oper State SPOF Attach
1: CFC Control Function Virtual Card Active No
2: CFC Control Function Virtual Card Standby -
3: FC 4-Port Service Function Virtual Card Active No
4: FC 4-Port Service Function Virtual Card Active No
5: FC 4-Port Service Function Virtual Card Active No
6: FC 4-Port Service Function Virtual Card Standby -
7: FC 4-Port Service Function Virtual Card Active No
8: FC 4-Port Service Function Virtual Card Active No
9: FC 4-Port Service Function Virtual Card Active No
10: FC 4-Port Service Function Virtual Card Active No

ESCAVMOEEICKKL EBE

BERICK2TR., FHULAVWRENRET, ESCAVMOBREICAKTDENHYET, BEEE
k. NARX—ESCZ )7 —KULTESCRAIY FA—N—%RITTBH_ETT, ESCRA Y FH—
N—=IZ@R 1A YVET, FILVWIAKESCThealthshZRTL, EBELTVD Z & Z2HER
£¥9, ESCHNAER—IZB &, ESCHAVMOREZBEL TVMERBI TR HEEN HET., &
DBREGATZ1—-)IEnhTVWR I, TTITBDETS ~ 7T0RFO2VENfHYET,
Ivar/log/esclyangesc.log & /var/log/esc/escmanager.logZ EERR TE E T, 5 ~ 79 &RICVMHF EEL
BWEER., REZZTBVMEFEITUANUITBIXENf HYVET,
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