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C:\Users SRR netsh wlan show interfaces|

There is 1 interface on the system:

Name

Description

GUID

Physical address
Interface type
State

SSID

BSSID

Network type

Radio type
Authentication
Cipher

Connection mode
Band

Channel

Receive rate (Mbps)
“Transmit rate (Mbps)
Signal

“Profile

: Wi-Fi

: Intel(R) Wi-Fi 6 AX201 160MHz

: cef8e258-3571-UcTe—afec-aldfcb5b852d5
: bc:6e:e2:b0:53:33

: Primary

: connected

: 54:at:97:0a:be:8a
: Infrastructure
: 802.11ac

: WPA2-Personal
: CCMP

: Profile

: 5 GHz

: 36

: 702

: 585

: 86%

1.2. MacBook TDEFEEESSIDF IV Y ¢

MacTi&, Wi-FIfESRENFI Y IRTIIUY VBRETY, EBOXZ1—/N—OWi-Fi7 (41
DEOIUYOLBAS, ATVaAVF—ERLEERICLET, ROVFHAIUXZ1—T, 1t
DXRY ND—UBEEFHOARADN EHICWI-FIESHEE (dBMENLORSSHE ) ZRRTEDLD
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Known Networks

IP Address: 192.168.0.103
Router: 192.168.0.1

Security: WPAMWPAZ Personal
BSSID: ac:84:c6:f5:18:4¢
Channel: 1 (2.4 GHz, 20 MHz)
Country Code:

Moise: -95 dBm

Tx Rate: 144 Mbps

PHY Mode: 802.11n

MCS Index: 15

M55S: 2

MACOESEE
WLCTOEREF IV Y
WLCORENEEBICKZ2EERTOBEICEETS VS 2ADFEAMEXICRLET,
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MONITOR  WILANs CONTROLLER  WIRELES5 SECURITY MANAGEMENT COMMANDS  HELP

Wireless = 802.11a Global Parameters

w Access Points

All APs General Data Rates**
» Radios
802.11a/nfac/ax 802.11a Network Status Enabled & Mbps
802.11b/g/n/ax
Dual-Band Radios Beacon Pericd (millisecs) |100 | 3 Mbps
Dual-5G Radios .
Global Configuration Fragmentation Threshold {bytes) |2346 | 12 Mbps
» Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximurn Allowed Clients |200 | 24 Mbps
} AP Group NTP RSSI Low Check (] Enabled 36 Mbps
e ggiI)Threshold (-50 to -90 |-ao | 48 Mbps
- 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect ;
Groups Low Band Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled
i:ae;(l;i;l}:gﬂt VLAN TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Suppert Enabled
Metwork

5GhZBEDT 7 # I hTF—2L—h

CIsSsCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP
Wireless 802.11b/g Global Parameters
w Access Points
All APs General Data Rates™*
+ Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Ecnabled 2 Mbps
Dual-5G Radios 3 -
b ek Beacon Period (millisecs) |.LDD | 5.5 Mbps
¥ Advanced Short Preamble Enabled 6 Mbps
o (F;:?erzaantatmn Threshold | 3346 | g Mbps
» AP Group NTP DTPC Support. Enzbled 11 Mbps
» ATE Maximurn Allowed Clients |2ElD | 12 Mbps
RE Profiles RSSI Low Check [l Enabled 18 Mbps
ety g.g;I)Thresho]d {-80 to -390 |—8I3 | 24 Mbps
Groups 35 Mbps
CCX Location Measurement
¥ FlexConnect ACLs 43 Mbps
FlexConnect VLAN Mode Clenabled 54 Mbps
Templates
-t i L L 3 = A
Network Lists BSS Color Configuration TWT Configuration ***
v i[:tz\;;lkafnfac;’ax BSS Color (1 Enabled Tirpet WilBme e
« RRM Broadcast TWT Suppert Enabled
RF Grouping

24GhEBEDTF 7 # ) N F—XL—hK

E1IE -

PEREF—ZL—KE, CLIEEREGUIZERAL TEMNEEFEMNCTD LN TEET,



1. #E4#R802.11blIC XL TCLIZHEAL TERITISFIE :

config 802.11b disable network
config 802.11b 11gSupport enable
config 802.11b 11nSupport enable
config 802.11b rate disabled 1
config 802.11b rate disabled 2
config 802.11b rate disabled 5.5
config 802.11b rate disabled 11
config 802.11b rate disabled 6
config 802.11b rate disabled 9
config 802.11b rate mandatory 12
config 802.11b rate supported 18
config 802.11b rate supported 24
config 802.11b rate supported 36
config 802.11b rate supported 48
config 802.11b rate supported 54

config 802.11b enable network

2.GUIZN L TEMBMICTS

JAYLAOAY NO—FLEODAVLAZY RD—UDOF—2L—KE2ZEETBICE. OV RNO—FOGUIICEE L. Wirdes &
7 %BIRL ., RIZ802.11b/g/n/ax & BIR U Network X 72 BIRL T, BREICTF—FL—NOBHROATS 3> (&, HR—K, &
T ME) ZBIRLET,

3. E48802.11alc X L TCLIZ N L TETT 3 FIE,

config 802.11a disable network
config 802.11a 11nSupport enable
config 802.11a 11acSupport enable
config 802.11arate disabled 6
config 802.11arate disabled 9
config 802.11arate disabled 12
config 802.11arate disabled 18
config 802.11a rate mandatory 24
config 802.11arate supported 36
config 802.11arate supported 48



config 802.11a rate supported 54

config 802.11a enable network

4. GUIEN L TEML/BMIL

DTA4YLAO NO—FLEOTAVLAZRY RT—=UDOF—RL—KZZETBIZIE. GUI of the controller i B E) L TWireless &
7EBRL, RIZ802.11anac/axZBIRL £F, Network R 7 ZBRL T, RBICTF—RXL—NOBWOAT 3> (&M, HR—
M, FEREMXE) ZBRLULETD,

ul
oy
aum
>

% -

CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless 802.11b/g Global Parameters

w Access Points

All APs General Data Rates**
w» Radios
: / 802.11 Metwork Status 1 Mbps Disabled W
g o Netwark enaid .
802.11bfg/nfax
Dual-Band Radios 802.11g Support Eenabled 2 Mbps
P 30 Qe B Period (milli [100 | 5.5 Mb ; v
Global Configuration encor:Reriod (millisecs) a ps
b Aidhencad Short Preamble Enabled 6 Mbps
ol (F;:?;r;)entatlon Threshold |2346 | 9 Mbps
} AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |ZDU | 12 Mbps
RE Profiles RSST Low Check (J Enabled 18 Mbps
RSSI Threshold (-60 to -20
FlexConnect dBm) [-80 | 24 Mbps Supported ¥
Groups 36 Mbps
CCX Location Measurement
b FlexConnect ACLs 438 Mbps
FlexConnect VLAN Mode UEnabled 54 Mbps
Templates

Network Lists

+ 802.11a/n/ac/ax

Network
» RRM
RF Grouping

BSS Color Configuration *#**

TWT Configuration ***

BSS Color [C] Enabled

#E;IRB02.11bDHERT— XL — b

#i%802.11 aD R T —XRL — b

Target Waketime Enabled
Broadcast TWT Support Enabled



CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless 802.11a Global Parameters
+ Access Points
All Aps General Data Rates**
» Radios
802.11a/n/ac/ax 802.11a Metwork Status Enabled & Mbps
802.11b/g/nfax
Dual-Band Radios Beacon Period (millisecs) | 100 | 9 Mbps
Digh 30 Relhos F tation Threshold (byt (2326 | 12 Mb i ~
Global Configuration Einertatien Haeshold (lt:) L
b Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 | 24 Mbps
» AP Group NTP RSSI Low Check (] Enabled 36 Mbps
v Eie ;IlgntJThreshoid {-60 to -90 |—80 | 43 Mbps
. 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect :
ki o ad Enablcd CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled . .
FlexConnect VLAN TWT Configuration ***
Templates
Network Lists BSS Color Configuration **#* Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color [ Enabled Broadcast TWT Support Enabled
Metwork
FRGIZAFIRXS >
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FHERBIBDENKLKBUET, COFMICLY . HIEORBICERLTFNAA%Z, AURBERXAADOROETS —A
LACEEEERZENTEERT,

BERXA VA R—REATVEVWERR, BEDDVAVLATFNARFRLERZT I /O02—F, BEOERLEEHORELFZ
CE 2 TRECNERUBITRBFICERL TV BV EZBRLET,
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CNRATOREE., 802.11b(24GHZ) D HKIZEHL TVWDH A MNTI—HEHEL, FEHRE1(802.11aDEERT—X AN BET
HTHIBEIRETEET,

EOoEEI-—RORYEVVICE > TRETH EEEBEL TERIZD>FIEERIZRLET,
LESAOY NORAT—RRAEHERLET,

StausP o> aICTFIEAL, RONAICEBEHLET. "Regulatory Domain: Not Supporteds % HEWireless> AP > <desired AP>

> Interfaces. 32 L E£ 9,

ANl APs > Detaits for

& R i | migh e 0 | 1
Etharnat Intarfaces
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Eilissinet Tates facss 0P s1ate
a
1 =
e Crpmrational Siatus  Tx Unicast Fagkeis e Unicast Fackeis  Tm Moo Unicast ackeis e Mo Unbcast Sagbeis
= up Az%01 1440860 Aw04z 3871317
G oW ATLVETIRD o a e
Hadio Intartaces
Musnber of Radus Eobeiooes 2
L Conliguration
Hadeo Slure CO Statn
(-] c
1 O
Hadio Slot®  Radio Interdacs Type  Hoduls Type Suls Band Admin Status Dper Status Cloandin! 51 Admin Status  Cleandin/ 51 Opor Statis v Damain
8 8O3, 1300/ - - Erabie DOWN Enaile DOWN Supparted
i B dadndee - . Enabde T Enalde OGN ot Supmorted
LAN Foris

TOEARAY NBEEDOBRFIREHR—NORBEICKY), 802.11aBEN X T >T S

2. AdminsAT—X AN enableREETH D L EELET

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless 802.11a/nfacl/ax Cisco APs > Configure

w Access Points

all APs
» HRadios
802.11a/n/acfax General
802.11b/g/nfax
Dual-Band Radios AP Name =
Dual-5G Radios Kdiiin Statias Erable +
Global Configuration
Cperational Status DOWN
b Advanced
Slot # 1

Mesh



#2802 11aN TV EARAV NDEBEAT—X A

BRIZRTERDIZ, FOEARRAD MOBFESFAOEESHFWirdess> Country TEMICE 2> TWA & 2REBLET,

CISCO MONITOR  WlLANs CONTROLLER 'WIRELESS SECURITY MANMAGEMENT COMMANDS HELP
Wireless Country
¥ AcCiss Points
Al APs List of sccess pont models and protocols supported per
» Fadios country and requlatory domain
B02 1 lafnfselas
802,11k ik Configured Country CN, IN
Dual-Band Radsos Cude{ﬁ.}
Dual-5G Radios

Global Configuratssn

A MAO—ZTEMCHE>TWAEI-—ROUAN

{&1E -

LRICRTESIC, ER1B02.11ZT Y SICTRLEDHIC, PTUVEARSANIBNOEI—-REYYTLET,

CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless All APs > Details for NN
- iﬁff Points ~ General | Credentials | Interfaces | High Availability = Inventory = Advanced
5 i ! 3
» Radios
802.11a/n/ac/ax Regulatory Domains _
802.11b/g/nfax
Dual-Band Radios Country Code
Dua!-SQ R'ad"_:'s Cisco Discovery Protocol CN (China)
Global Conhguration
AP Group Name default-group ™
b Advanced
Statistics Timer
Mesh :
Rogue Detection |:|
b AP Group NTP -
2 Telnet Global Config v
F ATF
2 s5H Global Config v
RF Profiles MSI Ports State Global Config v
FlexConnect Groups TCP Adjust MSS (IPv4: 536 - 1363, IPv6: 1220 - 1331} [ |
b FlexConnect ACLs LED State (] | Enable w
FlexConnect VLAN :
LED Brightlevel 1-8
Templates ? gl:l( )
LED Flash Stat o 1-3600 .
Network Lists FSe ¢ Fecunc
b 802.11afnfacfax Orndefinite
b 802.11b/g/n/ax ®@pisable

TOEARAY MBEBLTVWHIEZERLET,

2RDEIZRTRDIC, AHEDAAYFHFEEBLTHY, I—HYNF5CHzZICERE N TVWBR L E2BRELET,



__Generd Credentials Interfaces L_Igghaﬂlbﬂty | Inventory | Advanced @ Intelligent Capture |

Ethemnet Interfaces

COP Configuration

Ethernet Interfaces COP State

0

Interface Operational Status Tx Unicast Packets Rx Unicast Packets Tx Non-Unicast Packets Rx Hon-Unicast Packets
GigabitEthemnatn ue 84856797 261416506 0 156155298

Radio Interlaces
Mumber of Radio Interfaces a

CoP Configuration

Radio Slots CDP State
]
1
2 O
Radio CleanAir /ST Admin CleanAir/S1 Oper
Slot# Radio Interface Type Module Typa Sub Band Admin Status Oper Status Status Status Regulatory Bomain
L1} BO2. 11b/g/nfax - = Enalile ue Enabla up Supported
D B02.11a/nac/ax - - Enabile uP Enable 3 Supported |
2 802.113/n/ac/ax “ = Disabla DOWN A HA Supparted

APEEBMIREN T YT T, BEIRXA NP R—RENTVWEEZERELET,
{8 3 45 3:Band Select

FIEHABICKRY, FATILN R (24B8&T5GCGHz ) BMENTRER VS AT e, BEODBEWSGHzZZ VEARAS 2 MNIBE
TEET, S5CGHzZF Y RIIF. 24CGHZF ¥ RN THOTO—T B EZESERIETISATUNIE>THINEEDICRD -
., V54T MNI5GHzTHEGEZBIRLET,

HREIE  COBERR, 802 1MW TITILNY RUZA T2 M5 GHZAAFZBRUP TV ICHRFFENTVERTAH,
(BFEOEEEZHPIVEEISATUNEEATS ) EEMSWLANTE, O—IVJEEXI-IOROY 725|222 Y
AREMA BB, FELTHEATIZEN HYET,



FETATINY ROZAT R ZANMICTRHEIC, EARKTTITIN RIZAT M 2ERL TRIENICTA
RLTLSEZL,

WLANTHIHBIRZEM-THFIE :

GUIRIZ R T &SIZ, WLAN > Advanced > Client Band SelectiZ B8 L, B%#HIZ L % 9 Band Select > Apply.



WLANs > Edit T

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel 18
Override Interface ACL

Layer2 Acl
URL ACL
P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients
&

Static IP Tunneling 41
Wi-Fi Direct Clients Policy

Enabled
Enabled

36000
Session Timeout (secs)
MEnabled

[CEnabled
IPvG

IPv4 | None ™
None
MNone
None v

Disabled ~

Enabled 60

Timeout Value (secs)
0

[TJEnabled
Disabled v

WLAND T~ O E&IRF 7 a>

CLI :

(WLC) >config wlan band-select allow enable

i F4514:802.11K

DHCP

DHCP Server L] override

DHCP Addr. Assignment Required

Management Frame Protection (MFP)

MFP Client Protection 4 | Disabled w

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1
NAC

NAC State | ISE NAC v

Load Balancing and Band Select

Client Load Balancing

IE_D

I Client Band Select

802.11k:802.11kE Iz lF KA N— VU A MR, VFA4 T MOIRXTORAN—APOUARNERBELET, LEN DT, V54
T NERSSHEZFERALTOZA T M ERATEDZIXNTOAT> a2 &2HREL, BRICESVTO—IVJOREERTSC

ENTEES, V74T M RAN—VARZN L TBEBIRENTZAPETRY BN LEESERBIZ LD, BREONTF—X

VALEENBELET, SOATT IV, 802 1KHMEND I AT NTEELET,

ZFAN—VANEBMITZFIE :
GULRIZ R T &S IZ, WLAN > Advanced > Neighbor ListlC BB L Apply TEMICLE T,



MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEME

WLANSs > Edit T

General | Security | QoS | Policy-Mapping | Advanced |

Lync
Lync Server | Disabled v |

11k

_Neighbortist [ Enabled

Neighbor List Dual Band D Enabled
Assisted Roaming Prediction Optimization D Enabled

802.11ax BSS Configuration
Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled
Up Link OFDMA Enabled

BOBRAN—VAR

CLI :

config wlan assisted-roaming neighbor-list { enable | disable} wlan-id

£ FAPI5: [#|ART 5]

FrRILVBE., AN=T"YREELEEZLEHIZ, 1D2OF Y RILIZ2D, 42U LEOF Y RILNZEN) B TR ENTEDHETT
o Bl : DTSAT U RN KN ZLDT—REETENTE, KYBRICED2DDFYIILEIDIIN—DF D546,

COMBEERE., SCGHAFICEA T TRAENRTVET, 5CGHZFICEA—N—F YT LBEVFrRINE<, ThozilideahtEd
ETIAVYLADEEZBLETEET,

TF7 AN BRTR, Fv¥RJIIEE20 MHZT, 40 MHz, 80 MHz, E7=([F160 MHZICIBXR T EANTEEXT, 22D0F v R EN—
DFBE, A—N—"FYTLBVWFrORLLENFBPLET, LEN T, 7JO7ICZSHOAPY HBEEE., OBz EA
THRIBRICERTIHLENHYET,



AOMHZETOTF ¥ RILIEZBIMICTDFIE :
GUI :
RIZRTKSIZ, Wireless> 802.11a/n/ac/ax > DCA > Channel Width > 40 MHz > Accept Prompt > Apply IZBEIL £,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method @®Automatic Interval: |m| AnchorTime: |07v
OFreeze Invoke Channel Update Once |
(OFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [_] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wicl (10.229.242.8)
Last Auto Channel Assignment 190 secs ago
DCA Channel Sensitivity Medium v~ | (15 dB)
| Channel Width (®20 MHz |0 40 MHz (080 MHz (0160 MHz (0)80+80 MHz (O Best
Avoid check for non-DFS channel |:| Enabled

T7F#IBNOF ¥ RIIEZE20



802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method (®Automatic Interval:| 10 minutes v | AnchorTime: 0 v |
OFreeze Invoke Channel Update Once |
OOFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [ Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wicl (10.229.242.8)

Last Auto Channel Assignment 190 secs ago

DCA Channel Sensitivity IWI (15 dB)

[channel Width (020 MHz ® 40 MHz )80 MHz (0160 MHz ()80+80 MHz ()Best
Avoid check for non-DFS channel D Enabled

DCA Channel List
MhzlZ 52 E F v L8 Z40MhzIZ 5% E

CLI :

(WLC) >config 802.11a disable network y (WL C) >config advanced 802.11a channel dca chan-width-11n 40 (WLC) >config 802.11a enable network

52 F34516:QoS

QoS /= Ik Quality of Service(QoS)Z AL T, WLANBHICH 2> TR 74 JICBRIENERN TR LN TEET, TERNT T
1Y 7 OWLANTPlatinum QoSZFEA TS LS ICRREL . KFEHIEOWLANICBronze QoSZFEATH LS ICEIVW KT, TOMI N
TORS 714V I0%&KEY)DQSLARIEICEIHTEENTEET,

WLANTPlatinum QosZ X E ¥ 2 FIE :

GUI:WLANSIZC#E) L. WLAN ID > QoS, Quality of Service(QoS)%iZ1R L TE M & Platinum (voice) > ICEREL £,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANSs > Edit 'S

~ General | Security | QoS | Policy-Mapping | Advanced

Quality of Service (Qos) Platinum (wvoice) W
Application Visibility Enabled

AVC Profile AUTOQOS-AVC-PROFILE +
Flex AVC Profile none v

Netflow Monitor none v
Fastlane Enable ~

QoSfE % PlatinumlZ 5% &

CLI :

(WLC)> config wlan gos wlan_id platinum
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