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2=V DT 7 4V ME 16000 2 VB TY, RELZA VX — ULOfEIE, v v anbOHiRY)

no7ae—Zxtdso— 75K (fast, normal, long 72 &) % EEXLET, Fry FX—20D

NetFlow 70— o7V UV RRET HIHO0 a3~ FETIE,

mls sampling packet-based rate [interval] T9,

N7y PR—2Z® NetFlow 70— H o7 U 7Tk, ROWTINOFIEIZEY, o7V 7Bk

R AR—FD7a—NBIRENET,

o HIBEINZu—D 7y NEBF LTV T L— b E2BIABRE A F—UL X (X 1Z 8000 ~
16000 OFPHOME) IZBWT, 7r—0 7y NERTF TV T L— NMIRELT-EEZBEZ 5
LAk, 7a—ntr 7y s ER) S, =7 AR—bbEInET,

o HIREINZ7u—D Yy NERY IV T L— MR WEE . 42— X (X 11X 8000
~ 16000 OFPHOE) 2B NT, 7r—0D Ty MRS 7Y 7 b— MIEEE L7 EICH -
BRWERIE, 7 —07 y MIZESWT, 77— 7 vy b B MR8 DD DWW
TRNCMESNE T, 2D 82Dy bV A X%, o7V T L— D 1/ EALOHES T
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Bl NetFlow & & U NDE OHEEEE

T, 7u—IlEENL Ty NOBBY LTV L— D0~ 18 THLIYA. Ty s A7
U MNIEMONTy MBIV S THENET, 7u—lZHENIZ Ty hOBBY T Y 7 L—
D 1/8~2/8 THDILGE., Xy M BTV ME200HO/Nry MZEID Y TENRET, REEIC,
N7y ROBIZIGU TRy b Ao bRED Y TOHRES, 7r—0 7y b Ay b EAN

Ty MTBMULERER, Xy b 2ntor 7)o s L— 2B -581%, N7y b
B ENBINENT-REO 7o =Ry T TSN, 2 AR— b ERET, Xy b Y
VEMNOIICERE I, BEAHESFORMSINET, ZolhEcky, Xy b vy bRt r
IV L= ERBRHILORWTa—2Y ) S BL O AR — FHICERTE £,

B R—X M NetFlow 70— %> 7Y o5

BFf_—Z D NetFlow 72— $ > 7V 7Tk, =17 AKR— K 4 Z =L (2 UBHALD) ORFIO
Yo TR (R VRN NIER SN -7 a—nY o7y v EhET,

mls sampling time-based rate 2~ > RTHRETEXAHEF 7V 7 L— ME, FEE—20D
NetFlow 7o — Yo 7Y o I THASND Y VTR E T AR— b 4 X = LOBEHEEZRHD
F9, wICHlERLET,

e YTV LT L—FELTO64 ZRELEELEIE. 4096 SVHBOZ I AR—K A X —NLT L
OO 64 IV (27U 7EH) DNICER SN 7 —RN @RS E T,

o HLTYLT L—FELT2048 ZRELIEEAIE, 812 I VO AKR—F A Z—r LT
LORMD 4 I VR (7Y TR DIRIER SNz 7 m — N3RS E T,

#* 52-512, B _X—2®D NetFlow 7u— %7V o oYV 7F Vo7 Lb—hexo g AR —k A4

H—N)VERLET,

% 52-5 BEA—ZRQY>FYoT L—k, YTV ITEM. BLBIIRKR—F 12—
YTy L—

k YT TRE (SUP) IHORR—F 4122 —%L (2UM)
€)1 (BREAF) (AR

1/64 64 4096

1/128 32 4096

1/256 16 4096

1/512 8 4096

1/1024 4 4096

1/2048 4 8192

1/4096 4 16384

1/8192 4 32768

NetFlow 75 U5 —< 3>

~

(E)

PFC B XU DFC ET® NetFlow 77 U 7 —v 3 > AR — FOFEMIZ>WTIiE, kO URLICHD~
=27 )V® [NetFlow Aggregation] DIEEZZML T ZE,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cger/fswtch_c/swprt2/xcfnfov.ht
m

e Release 12.2SRB TiZ, "— KU =7 7u— ¥ v allT—ZNmrrEND L o112, x>
A B —T x4 AT NetFlow 4 2—7NVICTDHHLERNH Y 3, T2 E V. NetFlow 231
X—=T NN o TCNDBA L H =T 2 AMNEDHR, v v vall7a—NEArAENET,
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| #52% NetFlow #& U NDE D%

A2 8—T7 x4 REHD NetFlow & U NDE W

e Release 12.2SRA TlI, 77UV F—ay AF—LAARBRETAHAI LT HA—FRY =27 7u—
Xy vV allT A EHAAALZENTEET, 20Xy v =ilid, T TOLA Y3 A4 X —
T 2 A AZKTHEWN T 0 — T EE A ENE T,

e MSFC ® NetFlow 77 U 7 —>a V2% ET H &, PFC 8L DFC @ NetFlow 77 VU 7 —3 3
VHBREINET RBREHFEDY 7oV TE, TMSFC Lo 7 v —|2xf4 5 NetFlow 7 7'V
F—=arOFE] (P52-24) ZBMRLTLIEEWN),

e NetFlow 7 7' U #—3 g 0%, NDE A=Y 3 v § 2HHLET,

A 23— x4 REHLO) NetFlow & U NDE

Cisco I0S Release 12.2SRB LIED U U — A TiL, A v Z—7 = A AHALD NetFlow 3 X U8 NDE FHE
Wk, fHlxnA 2 H—7 x4 AT NetFlow #414 %—7 WL LT, TNHDA L H—T = A A LT
IPv4d 77 4 v 7 70— IERONEL =7 AR — M 2FEITTEEd, LA, NetFlow %A1
X—=TNMZTBE, —=FDTRTDA 2 Z—T = A AT L THEERANES L TWELE (7
u—/L F— R),

PtV YV —2R (Fa—s3L F—K) 75 Release 12.2SRB (f v H— T = A ZAHNLET—R) 27 v
7= T 555, NetFlow 27 77 4 7123 21203, flx DA % —7 = A Z [T ip flow ingress
avr REFETTIHLERSGVET, Ty 77 L—F 7TetwxTix, BFEO7a— L E— K 78—
VAT PRIET DA U H—T oA ARNOFEIHICBEIMICEE I ET (source, destination, LV
destination-source 1% destination-source-interface (272 ¥ | full I& full-interface (2729 £97),

Release 12.2SRB M B LUBTIO U )V —R A D L —FF 5L, (TRTONL—F f L F—T x4 AT
stUTHEHMERZINET D) e — U B— FEERHR SN E TR, 122SRB 72— A7 362
27 ol-F F T,

A B —7 = A AT NetFlow #HEIZ L V. NetFlow 7— 7 NV OMHRENRT p—< U ANRKD L D
Wi kLU E9,

o HE/ART7n—(Z% LT, NetFlow 7—7 LD X0 £ OfEli 2Rt C& 5, £ V¥ —7 = A AL
NetFlow Zffi 9% & . NetFlow 31 2 —7 MR > TWAHAL v X —T = A4 RTH LTET.
TNz NYBERENET, ZHICED, T NANORER N OBERNEA L, &
Frrovun—lIx LT, IVELoEEzRtcE s Lo 3, RE, +—ZDFT_XTHA
VA =T 2 A A L TCT =T AMEE SN TWE LT,

NetFlow 234 X — 7T N> TWAA v Z—T oA ATH L TDH, T—7 N = U Z2ERT
He, WOBHICE- TR T7r—<v o 2ARMELET,

o 7 —_—2DFTXTOMHEE (NetFlow, QoS. ¥/ FF v R~ L) T NetFlow 7 — 7 /LM
HHEEIN5,

e NetFlow T —7 B3\ oW 5b &, NetFlow Ya—bhy A VA =L ENT, 7
O—HEER (BLOT AT T 0 o TER) BNEbN D AREMR D S,

e NDE L =2— K% Netflow Data Collector (NFC) (2= 7 AR — T 252 &I12&k > TNFC 2
BRI, BERT I T 407 T—=E20Nkbhink 5215, MetEWoE Ly
AR— ME, BEDA L H—T oA AR LTEFTbNb7-%, NFC IZXE&N 5 NDE L 22—
ROEEEHLLT LR 9,

e NDE ¢ ZDOMOMEOR TRAETZER LAWBAN LT 5,

T A H—T = A AHEALO NetFlow & NDE, 3 & O Release 12.2SRB TE A X #1172 NetFlow
L NDE (ZPEHE§ 5 Z O fth OFEREIC DWW TRt L £ 97,

o 4B —7x A ZAHNLOD NetFlow & NDE Offi H EoFEFmds JOWIRFE] (P.52-12)
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W (.%— 714 REfO NetFlow & & U NDE

(A v 4 —T = A AHNLD NetFlow 33 L OV NDE O#% &) (P.52-13)
[ 2B —T = A ZHAL O NetFlow 33 L O NDE O#EzE ] (P.52-13)
[MPv6 il NetFlow /S— = > 9] (P.52-14)

[VRF A > % —7 =A A F® NDE] (P.52-14)

A3 —TJ x4 RBGID NetFlow & NDE OFERLEDEEEIES L UHIERE

E S

Cisco 7600 /L — X TA » #—7 = A ZAHN. D NetFlow 83 L O NDE Z3RET 5BI2i1%. koM Lo
HEEEEB LOHIBRBEEIZE - T Z 0,

Cisco IOS Release 12.2SRB LIfED YV — A THHR— I b,
RSP720, Sup720. ¥ LU Sup32 THHR—FZh b,

LAY3 A HF—T oA ALDIPVE 2=F X A MBIV AFIFXY AN N T 740 w72 LTY
—h&h o,

IPv6 7 v —iZxt L CiL, NetFlow 83X W'NDE I, 4 v ¥ —7 = A ABf[E— RTEIR, Tu—
NV E— R CEIET B,

(ZVyvahi) bA4Y¥ 2 7a—Zx LT NetFlow 8L O'NDE A4 x—7/WIZT5H L, A
B—=TxAALD Ob—T 47 ENT) LAY 3 7r—Zx L THBEIRIICHEREN A X —T7 LI

B AV H—T7 x4 AR LT NetFlow 8L UNDE 27 4 E—7 M T 58551, L4 Y 27
B—BIOLA V3 70—0KELT 4 E—T7NMZTDHERS D, L2 7u—%T 4 E—T LI
9 51Zi%. no ip flow ingress layer2-switched #ff 35, L3 7o —% 7 4 —7 2T 5HITiF
no ip flow ingress {4 %,

AV B =T 2 A ATAL 2 H—T A AHEMOD NetFlow BL P QoS v 7R v 7 ERETE
B, PR L AVHE—T oA A LTREDZ 70— AT DA TEBRELRNESIZTAEZ L, 1
ODTa— AT DEA T TE, A H—T oA ABMNO NetFlow B~/ 70— K
UoICRET D RENR DD,

Release 12.2SRB UAED /L — % TIZNDE 70— w227 & QoS 71— ¥ X7 RHR— K I DM,
FCLA VB —T oA A FLTHED 7O — v RAI ERETHILITTEXRU,

NDE & </ F %+ X 3 RPF Oi iz A X —7 02345 &, NDE THFIEMRN Kb b alHerE
NdHD, ZOBAEHRBROTREM L., v~V F X+ 2 b 7 —|Z% LT NetFlow & NDE 237
02— Nl F—T ML EIN DO AET D, Zhid, NetFlow 7—7 B34 —_"—T7 0 —9 75
AREMER D D Z L B EKRT D,

A v ¥ —7 =4 AT platform ip features sequential =~ > K& HTH LG, 1 v F—T A1 A
TN 7= A ERERETHDLERHY ET, ZOHREIZE 5T, NDE 23 1E LWWREHEHR %
T AR—RTEDLLZRY, TN TV T 4 T EEBHRELET,

WOHIRFEEIT, A v F—T = ABAE— RO 70— v A7 @A IND,

o HEDA U HE—T 2 A ACERRAIEHO TV O — v AT BHRETERN, A VX —T A AH
N NetFlow £721Z NDE ICRESNTZTRXRTOAS v F—T =2 A AWK LT, 1 EHO 70—
VAN R—-FENR D,

e NDE 041k, V=T 47 &7 (L3) NetFlow = hU &7V v Eniz (L2)
NetFlow = FY OfFIZFE L7 — <~ A7 NMFHEN 5,

o EETXTu— R LT n— < 27133 T destination-source-interface & L THLFL &
., 7 ~<=A7 1B 5 Y full-interface & L T SN D, 7u— X7 OFEEIZOW T,
[Vo— <27 (P52-3) #&M,
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| #52% NetFlow #& U NDE D%

A2 8—T7 x4 REHD NetFlow & U NDE W

* [NetFlow 35 JL U NDE &% & s 0 1 9- 0 E K OMlA SR (P.52-15) ICREH SN TN DT TOHE
EHEB LOHRIRFEPEHA S D,

A3 —TJ x4 ABGID NetFlow £ & U NDE DERE

I, Cisco 7600 —5 TA v % —7 = A ZAHALD NetFlow 36 LN NDE Z i Ed 5 72 DI2HE 5 %
ﬁ%éxr/7%i&@iﬁo17/7_&®ﬁﬂﬁ$@ IONTE, ZOEOROHESZRL T
SV,
1. NetFlow #iHERE =27 AR — T 2BE1E, WOa~vr F&EFATTL2Licky, v—4%T
NDE % 7' a2 — LA x—7 b LE T,
configure terminal
ip flow-export destination

ip flow-export version
mls nde sender version

2. kWOa<wr REFEITLT, HxDAf 2 F—7 A A LT NetFlow A4 x—7 /UL LET,

configure terminal
interface
ip flow ingress

3. ({EE) NetFlow > 7V V7 &FET DX, ROFIEIZHENE T,

a. V7Y T ERNT NetFlow Z2v—% LT/ a— Ll % =72 LET (INetFlow 7
n— Y7 T oE] (P52-19) 25,

b. HxDAYH—T A AT, 7V 7 E N7 NetFlow 24 2 —7 /2325 (mls netflow
sampling) .

C. (VA —TxARZar7 Fal—ar%EMLET (ip flow ingress).

4. NDE o7 Eﬁ‘ﬂﬁ@*ﬁ‘ﬂ%ﬁ (QoS X~V F X A M l) AL TWRWI LA2ERLET, T
Z R 3 5 121%. show ip interface =~ > R&ffiH LET (4 % —7 = 4 ZAH,LD NetFlow 5
J U'NDE O)EEM»J (P.52-13) &),

A 23— x4 ABEHD NetFlow £ & U NDE D#EER

A ARZ o AL D NetFlow 3 X O NDE B UNCERE STV 5D 2 & i3 2121%. show ip
interface =~ > FZ XD I H I LET, kO a~> FHE A TIEL, NetFlow kJ:U\NDE DO EN
WERT 74—V RIEKFTORENTHET,

Router# show ip interface gig2/9
GigabitEthernet2/9 is up, line protocol is up
Internet address is 10.0.0.1/8
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.5 224.0.0.2 224.0.0.6
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Local Proxy ARP is disabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
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IPv6 A NetFlow /3—23 > 9

ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled
IP Flow switching is disabled
IP CEF switching is enabled
IP CEF switching turbo vector
IP Null turbo vector
Associated unicast routing topologies:
Topology "base", operation state is UP
IP multicast fast switching is enabled
IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled
Network address translation is disabled
BGP Policy Mapping is disabled
Input features: Ingress-NetFlow
Output features: Post-Ingress-NetFlow, HW Shortcut Installation
Post encapsulation features: HW Shortcut Installation
Sampled Netflow is disabled
IP Routed Flow creation is enabled in netflow table
IP Bridged Flow creation is disabled in netflow table
WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
IP multicast multilayer switching is disabled

IPv6 F§ NetFlow /A\—2 32> 9

Cisco IOS Release 12.2SRB Ti%. IPv6 HiZ NetFlow /A—Y a2 9 YR — FRBEA I THET,
Z O#HEZ Cisco 7600 /L— & TEHIET D FIEDOFEMIZ DWW TIX, ® URL |25 % Release 12.2SRB
DOF LVEREICET 2~==2 7L BEETAF) T A—F % TV 22— LVORBEEBR LTI ZE 0,

http://www.cisco.com/en/US/products/ps6922/products_feature guides_list.html

VRF £ 5% —2 x4 X E®D NDE

Il Cisco7600 )—X JL—% CiscolOS Y7 b7 3274 Falb—avy HAF YJY—2X158

Cisco IOS Release 12.2SRB iZi%, VRF 4 > #Z—7 = A A }® NDE O¥ KR — F R EA S THET,
ZOFHEREIZ L V. Cisco 7600 /L —# X MPLS X"—F x /)L 7534 X— K xv hU—2 (VPN) LT
IPv4 /%% > k@ NetFlow fiFHE#RZ X ¥ 7F v L TZ7 AR — b TEET, ZOHE, L—Fid,
MPLS X > NU—7 Dy P TFu ", — v (PE) V—Z L L TEELET,

VRF A > % —7 = A A D NDE DOFEHIC SV T, %k URL 128 % Release 12.2SRB D#r L UM EHE
BT 5~==27 /0 (BEEIAK) T7Z4—F % T2 /LOFHERBL T &0,

http://www.cisco.com/en/US/products/ps6922/products_feature guides_list.html
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| E52%

NetFlow & & U NDE D&

NetFlow 5 & U NDE 077+ L e N

NetFlow EFSJ:ZF NDE OF 74 +BE

# 52-6 1Z, NetFlow B3BLXNDE ©OF 7 4 /L hEEZ R LET,

*& 52-6 NetFlow & U NDE OF 7+ )L FERE
HiHE T+ HME
NetFlow Fo4E—T

122SRB : IPV4 2 =F%F ¥ A FOBEHIIA v F—T =
A ABMET— R (ZFOMIZT T r—rL T—K)
12.2SRA : 7@ — )L F— R

NDE T 4—=T N

VRF 1 > % —7 = A A ® NDE 122SRB : 7 4 E—7 v

12.2SRA : fEfA "]
ANT7T VP RIP 8T 7 4 v 27 ® NetFlow B |7 4 &—7 b

X O'NDE

NDE #{Ex7 FL 2 72 L,

NDE 5—% 2L 27 ZD7 RLABILOUDP |% L,

A=k

NDE 7 4 V% 2L,
NetFlow < & 7 L,
NetFlow %> 7 U 7 F4k—=70
NetFlow 727V 7 —3 3 Fav—Tn
B NDE 7 o« — /v ROFEHIAI A 32—,

NetFlow & & U NDE :&EH‘—?G),I EEELSIUHHNEIE

NetFlow 3 XY NDE Z 3 E T DEICIL, IROEREFEB L ORI FHIZHE - T Z3 0,

NetFlow 3 X OV NDE 1%, NetFlow X—Y 3> 9 TOHAIP LV FX¥ AN T 74 v 7 %P R—FL
*9, LSO NetFlow /S— 3 > Tl show mls ip multicast 2~ > RE2FHT2L2 LT, IP ~
NFFy¥y A+ bT T 4 v 7 AO NetFlow $iattERz2F T £,

e Cisco 7600 L —# %, ==F ¥ X K IP "7 v bOHTIFH RO NetFlow V7R — F L TWERA,

e F_T®» PFC (PFC3A #[:<) Tix. 7YV v RIP 77 4 v 712% % % NetFlow 3 L U NDE
T AR—brShEEA,

e NDE iX. Internetwork Packet Exchange (IPX) F7 7 4 v 7 &Y AR—FLEHA,

e Policy Feature Card 3 (PFC3; RV > — 7 4 —F % #—FK3) I, "—RFRU=zT7TOLA¥3 A
A F 7 NetFlow 7 —7 VEEHLER A,

e NetFlow 7 — 7 VO HRN, WOBITRTHIEBEL VOFERREBET D L, HeHEHREHRET
L1200+ BN R ET AMEENEL R ET,
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W NetFlow #& U NDE BEHOIEEES & UHKHEE

NetFlow F— I DEHE
PFC #EIh3 NetFlow T—IILDOFERE B
PFC3CXL (235,520 (230K) =~V 262,144 = KV
PFC3BXL
PFC3C 117,760 (115K) —> R~V 131,072 = K~ U
PFC3B
PFC3A 65,536 (64K) = U 131,072 = K U

o HEEHEHIX. NetFlow 7 —7 AN D LA, v F o7 E8NL 70 —I3fEATEEE A,

e Cisco 7600 >V —X )b—% %, NetFlow 7— 7 NVEFERA L T7 0 —_— 2O EEICET A 1EHRE
PREELE 9, % . Feature Manager I¥, 7a—2NEEFETHTA v I—FR
EToHR, 7uo—_—2OHREMIZ Netflow T—7 /L =2 bV 2B LET, LiL, TCP A >
H— 7 MITa— rVRE CTH BT, V—FIE, AJIPFC 8X W DFC 7217 CT7e <, BV £}
THNTVWETRTOPFCEBLVUDFC THTCP A v ¥ —% 7 b 77—z MY 2ERLET,
i, TCP A > #—& 7~ 7r =049 % PFC £721X DFC TiZErThWwW sy M o
FRFREIN, ZOMO PFC BLWUDFC T3 X7y ATV MR ERIZRDZ EEEWRLET
(CSCek47971),

e R®D IPv4 NetFlow &7 3 VB I ONDE 73 3 »id, IPv6 7o —|Ji3fEHTE A
(CSCek55571),

o 77U —varohR—k (ip flow-aggregation cache =~ > R)
e LAY2TAAL yTF U T ENIZIPV6 70 —DT 7 AR— |

e Netflow BLO'NDE 7V 7

e NDE 7 4 AV H# DHFR— k

TILFX ¥ X+ NDE DREHOIESEIE
Cisco 7600 T~ /L FF ¥ A s NDE #@&ET 2EEICIE, MOTFEFRIIE- T LI,

e Release 122SRB LIED Y U —A T, vV FFX¥¥ A FNDE & QoS vA7r7u— K7
DS EFALA 2 =T A ALTRETEETA, LEL. BRI 0¥ =T =4 A LTH, Z
o OWREERETEET,

e </ FFxx Ak NDE ZFET HIZIL. ip flow ingress =~ > N & ip multicast netflow ingress =

~ 3 RO F %34T L ¥ 7, ip multicast netflow ingress =~ > KX, 77 /L F TA X —7 N{Z
RESNTVET,

Release 12.2SRB LIE®O ) J—X

Release 12.2SRB LARED /L —% 1%, IPv4 b T 7 4 v 71 LT, A v ¥ —T = A AHENLE— KD
NetFlow 3 X O NDE 7213 2% 4R — F LTWE9, IPv6 7 2 —|ZxF L TiZ. NetFlow 35 & U8 NDE 1351
X S o— )L = RTEMEL £,

A HF—T A AHMD NetFlow & NDE, BXOZFOEEFE L HIRFEOFEMIZO WL, 1~
H—7 = A AHNLD NetFlow 83 L O'NDE] (P.52-11) #Z&HBRL T &V,
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NetFlow & NDE ox B

NetFlow & NDE DO%5E

Z 2 TlE. NetFlow 3 XWX NDE O EFIEICO>OWTHi L £9,

e [PFC L» 7 v —|Zx}4 % NetFlow 33 L ' NDE ®#% &) (P.52-17)

e [MSFC ko7 v —IiZ%t4 5 NetFlow 3 LU NDE O &) (P.52-23)

e TANTZT VY RIP T 7 4 w7147 5 NetFlow 3 X OV NDE O A x—7 k] (P.52-26)
e INDE 7 RLABIOR— o ENER] (P.52-27)

e INDE 72— 7 4L XDHE] (P.52-28)

e INDE O#&En#a] (P.52-30)

GE) e PFC E® NDE BLWUMSFC E® NDE #H% AR —bh§5I121F%, MSFC LA ¥3 4 X —T <A A
T NetFlow A 32— 7T 50BN H Y £,

* PFC TNDE ##AR— r§25121X, MSFC ® NDE %A 2 —7/WIZT 20N H Y £,

o AV H—7xA AT Network Address Translation (NAT; %~ hU—2 7 KL AEH) BIOV
NDE 2% 3 5%A. PFCIZ7 7 7 A Mbani"ry "D T 7 4 v 7 %3 T MSFC (2
EELT, Y7 b7 TR EEET (CSCAz51590),

GE) RUAVZ— 714XLTNDE&NAT% RET D LI AR - EEHA, NDE Cit, ﬁﬁ%ﬁ
BT AR— T BH20H —NEHIRNCHIREINC 22 2 MERH Y £, NAT X, RN
SR WWN— R =T :‘/a~ F7‘7‘y FeA L AP—=NLLET, LT=N-T, NAT ENL727m2—0D NDE
IFELSEELERA,

PFC L7 0O—IZxt9 % NetFlow & U NDE DR E

Z ZTlE. PFC Lo 7 —2xt LT NetFlow 3 X O'NDE 2% ET 25 FNEICHOWTH LET,
e [PFC E» 7 v —|Zxt% 5 NetFlow Oi%E | (P.52-17)
e INDE O A x—7 1k (P.52-23)

PFC LD 7 O0—(Ixt9 % NetFlow DE&E

Z 2Tk, PFC L7 —|Zxt LT NetFlow #EEHERINEZ R ET 2 FIRICHOWTHBALET,
e [PFC T® NetFlow ® 1 x—7 /11t (Release 12.2SRA) | (P.52-18)

o A2 B —Tx A AHNLOD NetFlow DA *x—7 /14 (Release 12.2SRB LLF%) | (P.52-18)

e [NetFlow 7o — # > 7V 7 O%E] (P.52-19)

e [PFC L7 u—Zx% 2% NetFlow 77 U 77—+ =2 »Of%E] (P.52-20)

o [F/NIPMLS 71— w27 Of%E (Release 12.2SRA O #4) | (P.52-21)

o IMLS =—Y > 7 XA LADf%E] (P.52-22)

Cisco 7600 &J—X JL—#% CiscolOS Y7 bz 7 AV 74 ¥aL—aY HA1 K YYy—x 158
| oL-10113-24-J .m



$£52% NetFlow && U NDE ORE |

Bl NetFlow & NDE D&%

PFC T® NetFlow M1 *—7JJL{t (Release 12.2SRA)

Release 12.2SRA T PFC Lo 7 u—iZxt L T NetFlow #aHEHRINE L A 2 — T2 T 5I12iF, ROE

EEITWET,

Release 12.2SRB LIFED U UV — 2T NetFlow DA 1 —7 MELOFERIZ DWW TIL, IROEEZZB LT

<TEEW,

avrv kR

=]

Router (config) # mls netflow

PFC ® NetFlow %A *—7 /WIZLET,

Router (config) # no mls netflow

PFC ® NetFlow #7 4 ®—7 M L ET,

K12, NetFlow ftatE@INE L A X —7 /W T 56 2R L ET,

Router (config) # mls netflow

A3 —D A REHD NetFlow D1 Rr—TJLit (Release 12.2SRB LIE)

Release 12.2SRA LIED U Y — 2T PFC F® 7 v —2%} L T NetFlow #HEHRINEL A x— T NI T
HIiE, ROVEEEITWE T, NetFlow 8L NDE O A % — 7 = A AEME— R TO/L—HF OEE

DFEHIZ SV T,
v REESCOFEIC OV TR,
72EW,

[ B —7 A ZAHNLO NetFlow 3 X O NDE] (P.52-11) #ZR LT ZEW,
COEDORMICTEH I TS a~r RV 7y L 2a2BMLTL

avwy kR

E]:)

Router (config) # mls flow ip

NetFlow = MV IZfEHT 27— <A 27 2RELET,

Router (config) # interface interface

NetFlow A X —7WICT oA F—7 = A A% BIRL E
R

Router (config-if)# [no] ip flow ingress

LAY 3 A4 H—7xAALTNetFlow 4 x—7/VIZL
9, WHEEA R—TNIITEEA L X —T 2 A LETa~
v REFEITLET,

A B —T xA AT NetFlow 8L ONDE #5 4 &—7 L
2T 5i12iE, 2~ FDno X E2EHL E9,

Router (config-if) # exit

AV E—T A A7 4 Xal—ay F—RNEKTL
i‘j‘o

Router (config) # mls nde sender

Router (config) # ip flow-export destination {hostname
| ip-address} udp-port

(f£7) NDE %A % —7 M2 LE3, NetFlow #EHE#HA =
I AR— D T HHEIR, Inboa~vr REFITLET,
NetFlow #EFHEBRD LB OINTHR A N (BETEZIXIP T
FLR) BLOFR—brzHEELET,

Router (config) # mls nde sender

(f£7) NDE %A % —7 M2 L£3, NetFlow #EHE#H% =
JAR— T HESIZ, Zoa~vr REFERLET,

Router (config) # ip flow-export destination {hostname
| ip-address} udp-port

(fE&) NetFlow #atlEH DT 7 AR — MDA A~
RARNLELIZTIP 7 FL R L WEHEROEFHEOR— b
ZEELET,

Router (config) # show ip interface interface

BELIEA LV H—T 2 A ADREEERLET, REEH
~_ NDE OB ENMOMRE (QoS v /T F ¥ X ML)
EFAEL TV ARNWZ LR LEST (A —T x4 AH
N2 NetFlow 3 X ' NDE 0##R] #5R),
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| #52% NetFlow #& U NDE D%

NetFlow & NDE ox B

NetFlow 70— 43> 7)) U5 DERE
ZZTlE, PFC TH 7V 7 &Rz NetFlow 2% €T 2 FIEICHOWTHA L E4,
e [NetFlow 7u— %7V 7O 7 a— ik E (Release 12.2SRB 15 X UY Release 12.2SRA) |

(P.52-19)

o (AU B —Tx A AHMNE—FD NetFlow 7u— o7V 7 D#EE (Release 12.2SRB) |
(P.52-19)

e L AF¥3I AL F—TxAALETONetFlow 7u2— $% o7 7 0FHE (Release 12.2SRA) |
(P.52-20)

(3¥) MSFC E® NDE i, NetFlow 7r— %> 7V v 7% ¥R — M LEFA,

NetFlow 20— 4> Y5045 00—/ ERE (Release 12.2SRB 8 & U Release 12.2SRA)

Release 12.2SRB ¥ LU Release 12.2SRA T, H 7V 7 &7z NetFlow 72 —% 7 1 — 3 )L ik
ETHITIE, ROEEEITWVWET,

avwv kR E]:y
AF¥971 Router (config)# mls sampling {time-based rate | Yo7 Y T ENT- NetFlow 24 X —7 2L, L— b
packet-based rate [intervall} %?)%‘TE Li"fo PA ]\/\“*—7(0)‘3‘.‘/7°U v TIToNT
i, R T AR = A =V ERELET,
Router (config) # no mls sampling Yo7 v X7 NetFlow @g}rgﬁ;&ﬂ%f Liﬂ‘o
AT97 2 Router (config)# end a7 4 Fal—ary =R TLET,

Ja— 7Y 7 E T NetFlow 2R ET 558, IROBICHEZE L T EEN,
o rate \ZHRT DHEBNAMEX. 64, 128, 256, 512, 1024, 2048, 4096, kL8192 T,
o Ry hR_R—=Z2Dx 7 AR— | interval DFEZMEIL 8,000 ~ 16,000 T,

e Release 12.2SRA DIEBEDTF—H 27 AR—FTH20F, VA4 ¥3 A =T A LTH T
Vo7& NetFlow 2% ET 50 ELH D £77,

FEARIZ oW T, TNetFlow ¥ 77U 7] (P.52-8) &ML T 7ZS W,

il

AB—D 1AL REMFE—FD NetFlow 70— H 2T YU FTDEFE (Release 12.2SRB)
Release 12.2SRB LABED VU UV — 2 TiL, ROFIDO L H iz, 7V 7 Eni= NetFlow & 7 v — 31
WA R—=TNCT D0, Hax DA LB —T 24 A LTAX—TNICTHLERHY £7°,

ZOFITIX, mls sampling X, Vo7V 7 &7z NetFlow 227 72— 3Ll X—T7WZ LET, £
72. mls netflow sampling |%, ¥ 7V > 7 &z NetFlow 214 v % —7 =4 2 (ZOHITIX, 77
AN A—HFy b F—F512) ETAR—TMIZLET,

Router# configure terminal

Router (config) # mls sampling packet-based 64
Router (config) # interface fastethernet 5/12
Router (config-if) # mls netflow sampling
Router (config) # end

Router#
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$£52% NetFlow && U NDE OBE |

Bl NetFlow & NDE D&%

LAY 3AVE2—T x4 ARETD NetFlow 70— 4> TY 5 DH/E (Release 12.2SRA)
Release 12.2SRA Tix. full-interface 7 7 — ~ A 7 % 7=1% destination-source-interface 7 2 — ~ A 7
EHEHLT, flxDLA¥Y3 A0 X =T ATH 7Y 7 E N7 NetFlow 24 32 —7 /v E 721
FA4e—TNICTEFET, FOMTRTOT7a— A7 T, o7V v 7S NetFlow |37 72—
NUNZA R—=TNVEET 4 B—T M2 0 ET,

Release 12.2SRA T. LA ¥ 3 A2 Z—T A A LTH 7Y 7 Shi- NetFlow 2% ET 51213,
TV T E T NetFlow 237 B — LA X—T /U2 TNAD Z EZER L TMh D, IROEE
EITWET,

avw vk B
X-T-‘y7’1 Router (config) # interface {vlan vlan ID | g&“ﬁﬁ‘é L AY3IAfA L HE—TxA X%*‘é‘ﬁ;bij‘o
type slot/port} -
GE) VAV3IALHE—T2AALIPT FLATHEE

TLHOMENDY £,

AF972 Router (config-if)# mls netflow sampling

Router (config-if)# no mls netflow sampling

LAVY3IA L H—T A RALETH T Y T &N
NetFlow %A x—7 iz LE9,

LAY3IA L E—T A ALTYH 7Y TENE
NetFlow 25 4 t—7 I LET,

AT97 3 Router (config)# end

a7 4 FXal—Yary ET—REKTLET,

WIZ, 77 AN A =%y b FR—k 512 T 7V 7Sk NetFlow % A 32— 7 VIZT 5B %R
LEJ,

Router# configure terminal

Router (config)# interface fastethernet 5/12
Router (config-if) # mls netflow sampling
Router (config) # end

Router#

PFC E®7RA—IZx9 % NetFlow 74 ') 75— a L DERE

MSFC {Zxf L T NetFlow 7 7 U 7 —> g VA2 ETH &, PFCBLUDFC EO7m—Zxt LT
NetFlow 7 7V 7F—> a UBAHBIMICRESNE T (TMSFC Lo 7 v —(Zx3 5 NetFlow 7 7' U 7 —
varORE] (P52-24) #&5M),

PFC £721X DFC ® NetFlow 77 U 7 — 3 > v v ¥ alFREFERT DITIE. WOEEZITHNET,

avy kR

E]:)

Router # show ip cache flow aggregation {as |
destination-prefix | prefix | protocol-port |
source-prefix) module slot num

NetFlow 77 ) A —3a v v v 2 EREFTRLET,

Router # show mls netflow aggregation flowmask

NetFlow 7 7 U A —3L a3y 7a— v A7 ERE>R R LET,
Zda< RiZ, Release 12.2SRA TOREA TX £,
Release 12.2SRB TlIfEH T £ A,

~

(3¥) PFC BLUDFC TiX, NetFlow ToS X—ZADNAL—% 77V F—va & R—FLEHA,

WIZ, NetFlow 7 7V F—va v v v valffzRrT 02 R0ET,

Router# show ip cache flow aggregation destination-prefix module 1
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| #52% NetFlow #& U NDE D%

NetFlow & NDE ox B

IPFLOW_DST PREFIX AGGREGATION records and statistics for module :1
IP Flow Switching Cache, 278544 bytes

2 active, 4094 inactive, 6 added

236 ager polls, 0 flow alloc failures

Active flows timeout in 30 minutes

Inactive flows timeout in 15 seconds

Dst If Dst Prefix Msk AS Flows Pkts B/Pk Active

Gi7/9 9.1.0.0 /16 0 3003 12M 64 1699.8

Gi7/10 11.1.0.0 /16 0 3000 9873K 64 1699.8

Router#

WIZ, NetFlow 7 7V F—va v 7a— < 2755 KR T 506 %2R LET (Release 12.2SRA D
) o

Router# show mls netflow aggregation flowmask
Current flowmask set for netflow aggregation : Vlan Full Flow
Netflow aggregations configured/enabled :
AS Aggregation
PROTOCOL-PORT Aggregation
SOURCE-PREFIX Aggregation
DESTINATION-PREFIX Aggregation
Router#

B/MNIPMLS 70— TR DHRE (Release 12.2SRA O #H)

PFC @ NetFlow v v ¥ =225t T 3 70— w27 OF/NHERBRETEXET ((Vr— <27 |
(P.52-3) #&M), HHTHIEBEO 7o — <~ A7 (ZiE, mls flow ip 2~ > K TERE S -/ O fE
Mg > TWET,

GE) ZOVE¥%1E. interface-destination-source 7 7 — <~ & 7 L interface-full flow 7 2 — ~ 2 7 7213 R34
AR— bk &35 Release 12.2SRB [ZIT#H T& £ A,
NP 78— v A7 HRET DITIE, IROMEEELITVET,
avw> kR B#
Router (config) # mls flow ip {source | destination | Jua ha)ViE/NIP Ve — A7 EFEELET,
destination-source | interface-destination-source |
full | interface-full}
Router (config) # no mls flow ip FIFNLEIDIP 70— <RAZICRLET (X)),

Wiz, /NP 7 — w27 2R ETHHERLET,

Router (config) # mls flow ip destination

IP 70— v X7 OREEFRT DL, ROEEEZITHET,

avwy kR

E[:3)

Router# show mls netflow flowmask T — AT DREEFERLET,

RIZ, MLS 70— v~ A7 DREZFZRT L0 2R LET,

Router# show mls netflow flowmask
current ip flowmask for unicast: destination address
Router#

| oL-10113-24-J
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$£52% NetFlow && U NDE ORE |

Bl NetFlow & NDE D&%

MLS T—2 VT 84 LDETE

(E)

Nus:~9y7&4A(?7¢whuym@)m\i&f@Nm%w%yyvlixﬁ) T &
NFET, normal =—T 07 XA AL, 32 ~4092 OFMHCTHRETEET, 7u—iF, XEINTA
VE—NNLEY AR FRIT 4 BEIRRTALENH 0 £, T —IT, ﬂ?i’nf REMD 2 7
PAPNICREE U Ed,

N—=T 4 VT DEREIZ) 7 AT = O Y, 2= 7PN DA X MMZE > TMLS =
U DBHIBRESNDHERH Y 97,

MLS = b U OEBHELE AR (TNetFlow 35 L OY NDE #¢ i I ) 73 5 $ B L OMHIK) S5
(P.52-15) #ZM) 2B L5, —#WO7 v —THEMHFHER LA TE 222568050 £7,

NetFlow ¥ v v ¥ = A ANHEREFEHRZ B 2 720 K 9 IZHERF§ 21213, mls aging =~ > R&EHT
LEE. RDNRTA—=B oA F—T M LET,

e normal : HIREINL &L 72D | fast T—V v T E T long =— V7 ORGH O b BHIFRE
L FE CTOFBFHEZREL ET,

e fastaging : DT NREONRT v FLDAAL v F 78T, FOLEHMEHAIND Z EDRNT
—ZHRLTER SN D R Y &, ZhERAICHIREIIC #6t&@7ntx% YELEJ, fast
aging /X7 A —# ¥, time ¥— 7V — NMEZFEAL T, £7 82— 2" THRIETDH threshold ¥ —
J— RETHREINDIED N7 MRAL v F v T EINTNDINE I DhEHRET, time THE
SN D EERINIC threshold THRE S NDED Ny N2 AL v F o 7 LT RWNW T B — 220 T,
oz b UBRHIREINICRY £5,

o long: HREHINTWLZ U M ZHIRT 27200 =0T A Ly fﬁ“bi?‘ long =—
DR, REMBHEHEROBERE LD T E 5T T T FEBFIET A0 LE
T

BRSNS — A2 %y v 2 = UL, RAAL Y F—2& $—23 (DNS) F£720% TFTP — &%
NENTEHT7a—IZkT22 )T, 2O b UIIERZRICHOMEH SN Z LiddH 0 1A,
PFC 1, Zhbo=> b 2 LHIRGINICT 528546, iooT —#% HIZ NetFlow ¥+ » v =2 DA
R—RAEFHHLET,

MLS fast T— 07 XA Do A X—T W D52 ERNVEREAIT, &N 128 ICRELTL X
VW, NetFlow ¥ v v o ¥ AT, HRFEHEZBEAX 58T Syyva 47‘4 R HSHELEAE

FRKRMICAR D ETHREEZ FTTET, v v aBHIFT %E*ﬂ%ﬁﬁ4%:tzt &1, normal
MLS =—> 7 Z A L%&F< LET,

MLS =— 7 A LERET DI, IROEEZITHET,

avwrv kR

=]: 5]

Router (config) #
time (1-128}] |

mls aging {fast [threshold {1-128}
long 64-1920 | normal 32-4092}

NetFlow ¥ ¥ v ¥2 =2 N YD MLS =—Y 7 XA LEfR
ELET,

Router (config) #

Router (confiqg) #

no mls aging fast

no mls aging {long | normal}

fastaging 7 4 E—7 ML E T,
TI7ANVEDMLS ==Y 7 XA KIRLET,

Wiz, MLS == 7 24 2ERETHHERLET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # mls aging fast threshold 64 time 30

MLS ==V 07 XA LOREEFZRT HITIE, KOEEEZITVET,
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| #52% NetFlow #& U NDE D%

NetFlow & NDE ox B

avwyFk

E]:)

Router# show mls netflow aging MLS =—2 U 7 XA LOFREEZFRRLET,

WIZ, MLS =—2 07 2 A4 AOREERTFT 201~ LET,

Router# show mls netflow aging
enable timeout packet threshold
normal aging true 300 N/A

fast aging true 32 100

long aging true 900 N/A

NDE @4 r—7JJLit

Release 12.2SRA 5 L O Release 12.2 SRB Tlt, RO EEEZFEIT L CNDE 2 7 10— LA R —T )b
fkcE ¥,

avwy kR

E[:3)

Router (config) # mls nde sender [version {5 | 7}] PFC Lo 7 v —iZxt L TNDE &4 % —7 /2L, ({EET)

NDE R"—V g V&R ELET, T—F DT AR— D
NetFlow =L 7 % & —34 % NDE X—Y 3 V&2 EL £,

Router (config) # ip flow-export destination {hostname |FR¥I|L F£9°,

| ip-address} udp-port

Router (config) # no mls nde sender PFC Fo7ua—lzxf L TCNDE 27 4 &—7 /i LET,

Router (config) # no mls nde sender version FTIFINLMEIZRELET (X—T 32 7).

S

(E)

e PFC @ NDE Tid, MSFC ICRRE S NTZEELA v F—T7 = A Z %M LEF (TMSFC NDE %
BrbA¥Y3IA ¥ —T7 =24 ADOFKE] (P.52-25) &5H),

e NetFlow N—Y a3 v 9 AP R—bFINET, KOBREZZML TIZEI 0,
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123 _1/nfv9expf.htm

Wiz, PFC Eo 7 v —IiZxt LT NDE % 7 0 — Uil A F—7 2T 58~ LET,
Router (config) # mls nde sender

WIZ, PFCIZxt LT NDE &2/ 02— Ll X—7 2L, NDE N—2 3 v 5 2R ET A0~ L E
B

Router (config) # mls nde sender version 5

MSFC LM 7 O—IZ%{9 % NetFlow & & U NDE DE&E

Z 2T, RO URL IZFE#HE TV % NetFlow FIEIZ W THIE L ET,
http://www.cisco.com/en/US/docs/ios/12_2/switch/configuration/guide/xcfnfc.html

Z ZTliE, MSFC ETNDE #&EY % FIMEIZOWTHP L £,
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$£52% NetFlow && U NDE ORE |

NetFlow & NDE MDE%5E

e [MSFC k® 7 v —i2%f4 % NetFlow ® 1 % —7 /1t (P.52-24)

e [MSFC L7 v —iZx4 % NetFlow 7 7' U 77— a3 Ok E | (P.52-24)
e IMSFCNDE 5 A Y3 A X —7 = A ADKE] (P.52-25)

e INDE D%iseDskE] (P.52-25)

MSFC £® 7 B—(Zx¥ % NetFlow D1 r—TJ )Lk

Release 12.2SRB LIED U U — 2 ClE, A ¥ —7 = A A LT NetFlow 4 3x—7 /LT 5 & (ip
flow ingress), £ MDA ¥ —7 x A A ETNDE BAHBNIZA X —TWIZ7% Y £§, 7272L, NDE 23

BET 57291C1E, NDE #2712 — Ui X —7 /I LT, #aHERD =7 AR — Mz iEET D&%
ZN&H Y £3 (mls nde sender 33 X OV ip flow-export destination),

Release 12.2SRA Tid, NDE A X —T NMIZT DK LA ¥ 3 A X —T = A ATk L CTIROIEZEEAT
92 &izk v, MSFC E® NetFlow #14 X —7 /LI LE 9,

avw vk B
AZT971 Router (config)# interface {vlan vlan ID} | BETALAYIA L E—T oA ABERNLET,
{type slot/port} | {port-channel
port channel number}
X'T'\)jZ Router (config-if) # ip flow ingress NetFlow %4’7‘\ TNz Lij—
Router (config-if) # ip route-cache flow

MSFC L® 27 0—I(=xt9 % NetFlow 77 ) 75— 3 D DERTE

GE)

MSFC E®» 7 v —(2%f L NetFlow 77 U 7 —3 2 2R ET 5121, %® URL OIE [Configuring
an Aggregation Cache] DFIEA FEITLE T,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fswtch_c/swprt2/xctnfc.htm
#wp1001058

e MSFC ® NetFlow 77 U 7 —va U &#&%ETH &, PFC B8EL U DFC @ NetFlow 77 U 7 —3 =3
URHBEIICEREINET

e Release 12.2SRB Tlid, "—FNU =7 70— X ¥ vy allTF—#RNmAHrrENS I o1z, HxD
A H—T A A LT NetFlow 24 X—T7 /W ITHMLERHD T, T2k, NetFlow NA
F—=T NI TNDBA U E—T oA ANELDH, ¥y vall7a—NimrrEnEzd,

e Release 12.2SRA TiL, 77UV F =Y a v AF—LE2RETHZ LWL THA—FKy=2T 7a—
XY v allT— R ERRADIENTEET, 2O0F vy v allid, T RXTCOLI A HF—T =
AN T DIHRN 7 0 — T HAIAENE T,

MSFC iZxt L T NetFlow ToS X—ZXD)—& 77U 5 — a3 Y ERET HI21E, RO URL O FlE%
FITLET,
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft/1201imit/120s/120s15/dtnf
Itos.htm

~

(3¥) PFC BX O DFC Ti%, NetFlow ToS X"—2ADNV—% T 7V G —Ta v aHhFR—FLERA,
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| #52% NetFlow #& U NDE D%

NetFlow & NDE ox B

MSFC NDE EERX LAY 3 AV E2—T 4 ADERE

MSFC 76 OfEaHE# 2 & e NDE /X7 v F OkfE5C

ETHITIE, ROEEEITNET,

L THERENA LA YISV E—T oA A%KR

avwyk

=]

Router (config) # ip flow-export source {{vlan vlan ID}
| {type slot/port} | {port-channel number}
{loopback number}}

Router (config) # no ip flow-export source

MSFC 76 OfEaHE#|Z &t NDE /X7y FO#EEILE LT
EHEnNLA v F—T7 =4 ZEHRELET,

NDE #ETA v F—T =2 ADRTEZMHELET,

MSFC NDE #ETC LA Y3 A v H—T oA AHRETIHHE.

WO RIZIEELTLIEEN,

e IPTRLARRESINTNAS U H—T 2 ABERTAHILENDHY 97,
o N—T Ny I A F =T AEEHTEET,

Wiz, v—F Ny {2 H—TxA A% NDE 71—

FEILE LTRETDHHEZRLES,

Router (config) # ip flow-export source loopback 0

Router (config) #

NDE D3ELDERE

NDE #iaH1 2
£7,

2ET2HL9

W55 P 7 RLAB LN UDP A— & RE

e

I, ROEEZTY

avy kR

E]:)

Router (config) # ip flow-export destination ip address
udp _port number

Router (config)# no ip flow-export destination
ip address udp port number

NDE %% P 7 RLAB LW UDP A— hERELET,

NDE D%t DR EEWHELET,

~

GE)  Netflow DEHDO= 7 Zﬂ‘f~ FE:LENDE 7—4% X MU —LA%EEL, 58487 Netflow 7 — % B35
BENDMFEELFEDDHIZIL, ip flow-export destination =~ > K% 2 IE])\jJ L\ FhEnOa<wr R
THIDOZESE IP 7 R 1/27% %E L E£9, Netflow OEEDO =7 AKR— FefiBlX, RON— KR 27T
PR—rEINET,
e PFC3
WiIZ, NDE 72 —0%% IP 7 FLAB LW UDP R— 2R ET D0 2R LET,
Router (config)# ip flow-export destination 172.20.52.37 200

~

GE) ﬁ%?va%inDPf~%$ﬁiNvmmd %Téﬂ NDE #F 4 E—7 I L THOA F—

TV LTSS, 3 —20DE

EIRAE A7 /A L2
|Z NetFlow FlowCollector T r—g /%ﬁﬁﬁ'ﬁ”éiﬂ/\

Zh, HIBRESNFITIRY £, T2
& L7z UDP R— FF 508,

FlowCollector @ /opt/csconfc/config/nfeconfig.file 7 7 A MR ENTWOR— FEFLELCTHD Z

LEMERLTIZEE N,
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Bl NetFlow & NDE D&%

ANTYVYPFIP 374971283 % NetFlow 8L U NDE DA =—7

Uit

$_T®» PFC (PFC3A Zk<) Tid. AAWT YV P RIP 77 4 v 712%3 % NetFlow 3 X U NDE
YV R—bENFEHEAL, ZZ2TiE. AHDTY P RIP b7 7 4 v 71iZ% LT NetFlow 3 X O NDE %
AR —TNCTDFNEICHOWTHEBALE T,

[VLAN FOAF 7Y v KIP b7 7 4 v 712%4 5 NetFlow A *r—7 1k (P.52-26)
[VLAN LEOAN TV v RIP T 7 4 v 7% 3 25 NDE O A x—7 14k (P.52-27)

(E)

ATV P RIP 77 4 v 7% LT NetFlow 24 x—7 WVt 5E, o7V r78nik-
NefFlow #EREIC L > TZ OFEHERZHEH TE £ (INetFlow 7V 7] (P.52-8) &),

7V RIP FT77 4 v 7% LT NetFlow 83X ONDE % A x—7 /W29 54 VLAN (25t L
T, ®ETD VLAN A v F—T = A4 A%AERK L, IP 7 FL A %ZE| D 4T, no shutdown =~ > K
EFEITLTEDA LV H—T = A A RHTHLERDHY £7,

NDE 7 82— U2 A 3—T W75 THWBRY VLAN ETT7 U U RIP R 77 4 v 7% L
T NetFlow A4 3 —T7 W92, TV VR T T7 407D I AKR— b RNT 74V 8TA

X —TINCRESNET,

VLAN LtOAATY Y P RIP b3 4 v 21239 % NetFlow D41 r—TJ Lt

VLAN EOANT Y v RIP M7 7 4w 712 LT NetFlow % 4 X —7 /W2 T 51213, IROIEEEAT

WET,
avwyk B
Router (config)# ip flow ingress layer2-switched BED VLAN FTOANT Y RIP Vo7 4 v 272k L
vlan vlan ID[-vlan ID] [, vlan ID[-vlan ID]] T NetFlow % A *—7“/1/51 Ljﬁﬁ‘

(GE¥) VLAN ETOANTZUV YT RIP F 7740w 27iZxfL
T NetFlow Zfi 7% 121X, mls netflow =~ > R
i L C, PFC ET NetFlow 24 x—7 /ViZT 5%
MR F5,

Router (config) # no ip flow ingress layer2-switched WWED VLAN FTOANTY I RIP VT 7 40 w7125 L

vlan vlan ID[-vlan ID]

[, vian ID[-vian_ID]] T NetFlow %7 4 E—7Vc LET,

i

2. VLAN 200 EOAS 7Y v FIP b7 7 4 v 71Z% LT NetFlow &1 R—7 /W T L6 2R L

iﬁ—o

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # ip flow ingress layer2-switched vlan 200
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NetFlow & NDE ox B

VLAN EOAHATYYPFIP b5 74 v9(2%$ % NDE DA *—TILiE
VLAN EOANT Y v P FIP F5 7 1 » 712kt LT NDE &4 X —7 et 5 I, ROEE T

£
avyk E]:3
Router (config) # ip flow export layer2-switched BED VLAN EOANT Y v RIP 77 4 v 72k LT
vlan vlan ID[-vlan ID] [, vlan ID[-vlan ID]] NDE % 4 *_7\‘/1/@: biﬁ— (ip flow ingress
layer2-switched vlan =~ > K& AJj$5 L5774+ hTA
F—=7 st T),
(#F) VLAN ETOANT IV v RIP FT7 4 v 7ITH L
C NDE #4194 2(2(%. mls nde sender =~ N %
LT, PFC L TNDE ZA Xx—7/MZF 5 %HE
WY ET,
Router (config) # no ip flow export layer2-switched EED VLAN FETCOANT IV RIP T 7 4 v 7124 L
vlan vlan ID[-vlan ID] [, vlan ID[-vlan ID]] TNDE%?%?~7WWL§¢

WIZ, VLAN 200 EOAS 7Y P FIP b7 7 4 v 712 LTNDE 24 X —7 /2T 56 Z2R" L E
ﬁ—o

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # ip flow export layer2-switched vlan 200

NDE 7 F LRAB L UVR— FDEREDRTR

NDE 7 FLAB LR — FOREZFRT HITIE, ROEEEZITHET,

avwv kR B

Router# show mls nde NDE =27 ZR—hk 72— IP 7 KL 2B L UDP R— k
DFEEFRTLET,

Router# show ip flow export NDE =27 ZF— |k 7u—d P 7 KL%, UDP F—F, ¥
LFO'NDE R ETXA v 4 —T = AORELFRLET,

RIZ,NDE =27 ZR—F 7o —DFEFEILIP 7 FL A, BLOUDP R— FOREZFKRT L 2R L
ESUaN

Router# show mls nde
Netflow Data Export enabled
Exporting flows to 10.34.12.245 (9999)
Exporting flows from 10.6.58.7 (55425)
Version: 7
Include Filter not configured
Exclude Filter is:
source: ip address 11.1.1.0, mask 255.255.255.0
Total Netflow Data Export Packets are:
49 packets, 0 no packets, 247 records
Total Netflow Data Export Send Errors:
IPWRITE NO FIB = 0
IPWRITE ADJ FAILED = 0
IPWRITE PROCESS = 0
IPWRITE ENQUEUE FAILED = 0
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Bl NetFlow & NDE D&%

IPWRITE IPC FAILED = 0
IPWRITE OUTPUT FAILED = 0
IPWRITE MTU FAILED = 0
IPWRITE ENCAPFIX FAILED = 0
Netflow Aggregation Enabled
source-prefix aggregation export is disabled
destination-prefix aggregation exporting flows to 10.34.12.245 (9999)
10.34.12.246 (9909)
exported 84 packets, 94 records
prefix aggregation export is disabled
Router#

WIZ, NDE =7 AR —h 7a—D P 7 RV A, UDP A—F, BLUONDE EFHA v F—T = A A
DRFEERRT DHERLET,
Router# show ip flow export
Flow export is enabled
Exporting flows to 172.20.52.37 (200)
Exporting using source interface FastEthernet5/8
Version 1 flow records
0 flows exported in 0 udp datagrams
0 flows failed due to lack of export packet
0 export packets were sent up to process level
0 export packets were dropped due to no fib
0 export packets were dropped due to adjacency issues
Router#

NDE 70— 74 L2 DEEE

ZIZTH.NDE 70— 74 L ZIZOWTHBALET,

e INDE 71— 7 4 L% O %] (P.52-28)

o [AR—F7u— 74 VZOFEE] (P.52-29)

o [RAFMBLIUOKR—F 7u— 74 LZDFHE] (P.52-29)
o [ARAN 7u— 74 VHOFEE] (P.52-29)

e [Fubhal vu— 74 NXOiE] (P.52-30)

NDE 70— 7 4 /LA DIfE

T HINTE, 74 NMNFEHRELRWVED, I XTOHBRUIN 7T —RN s AFR—rENET, 74
NEEZETHE, MBUNICR s THESRE7e—05 5, EESNTE T A VA EHEICES) 7a—
PN AR—=FENET, 7 4V ZEIZNVRAM IZFEEN., NDE 25 4 t—7 /Wi LT H HIBR
SNEHA,

NDE 7o — 7 4 VZ OFREARFRT HI21E, showmls nde =~ FEFEHAL £4 (INDE OREDFE
<1 (P.52-30) &),
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NetFlow & NDE ox B

A—bk 28— T4 ILEDHRTE

SUEEITREIXLOR—F Tuo— T4V ZERET DHITIE. ROEELITVET,

avwy kR B

Router (config) # mls nde flow {exclude | include}
{dest-port number | src-port number}

NDE 7u—®R— |k 7a— 74 LB ERELET,

Router (config) # no mls nde flow {exclude | include}

R—h 78— 74 VHDOREELHEELET,

WIZ, sEdeAR— b 23 ~OREIN 70 —7EF N/ AR —FENDELHIC, F—h TJu— T4 V8%
RETLHHIZRLET (Tr— vAZF ull TRESNTHWDLIHDLEELET),

Router (config) # mls nde flow include dest-port 23
Router (config) #

RRAMBELUR—F 78— T4 IILRDEE

BRA MBI TCP/UDP R—F 7o— 7 AV FERET HITIE, ROEEEZITVET,

avwy R B

Router (config) # mls nde flow {exclude | include}
{destination ip address mask | source ip address mask
{dest-port number | src-port number}}

NDE 70 —DHRA BLIOR—F 77— 74 VX EREL
ESc

Router (config) # no mls nde flow {exclude | include}

A=k 78— T4 NVHOREEZHEELET,

WIZ, ARA B 171.69.194.140 2> B565EAR— F 23 ~OHIBRTIN 7 e —7Z N7 ZR—rEn5 L5
12, FEETHRA FBLO%EE TCP/UDP R—h 7a— 74 W Z B ET A% LET (7r— <X
7% ip-flow ICHESNTWVDH LD LHELET),

Router (config) # mls nde flow include source 171.69.194.140 255.255.255.255 dest-port 23

RRAM 78— T4 ILEDHBE

SEHEETNLEBEILOFA S 7u— 7 4 NV Z ERTETHITIE. ROEEEITVET,

avwv kR B

Router (config) # mls nde flow {exclude | include}
{destination ip address mask | source ip address mask
| protocol {tcp {dest-port number | src-port number}
| udp {dest-port number | src-port number}}

NDE 7u—®FRA s 7a— 74 VB ERELET,

Router (config) # no mls nde flow {exclude | include} — M ANV FOREEHEELET,

WIZ, RA R 172205237 ~D7 0 —EIREENTZ I AR—FENDH LI, FA S Tu— 74
NZ RET DH R L ET,

Router (config) # mls nde flow include destination 172.20.52.37 255.255.255.255
Router (config) #
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o ko)L 78— T4 IILEDHRE
Jabha)l Tu— 74N FERETDHITIE. KOEEEZITWET,

=l B#

Router (config) # mls nde flow {exclude | include} NDEjg—@fu$1w7m—74wy%§ﬁbiﬁo
protocol {tcp {dest-port number | src-port number}
udp {dest-port number | src-port number}}

Router (config) # no mls nde flow {exclude | include} R— 7 4 ILH @&ﬁ:_*%{ﬁf Liﬁ—o

WIZ, AR — bk 35 H MBI 7 e =R AR— &5 L9512, TCP 7 haj 7a—
TANEERETDHHERLET,

Router (config) # mls nde flow include protocol tcp dest-port 35
Router (config) #

NDE 70— 7 4 VFZ DAT —H X% $ 521, show mls nde =~ > RafH L £ (INDE O
EDRR (P52-30) 2ZM),

AR JA— T4 LR ERETHEHOERLEODLA KS4A4 Y

NetFlow 7—#% =7 AR — bk 74 VZ EZRETDHHEIE, ROKKFHEEFEH EOTA R7 4 12
o TLIZEWY,

o Jn— T AR—MEBMELIIBAT 72007 4 Z X1 DL R—FFENEHA, 7
n— TJ AR— FREIE, BETIP, 55 IP. FEILR— b, sAER—F, BLOT 2 harlc

HEOETET,
o WROBITRT LI, ZA4NE NFA—FZEFEHINIRET D&, REDT A VED, RESNTE
TRTCOT 4 VA ETHEKRINET,
Router (config) #mls nde flow include src-port 100
Router#sh run | I mls nde flow

mls nde flow include protocol tcp src-port 100
Router (config) #mls nde flow include dest-port 200

Router#sh run | I mls nde flow
mls nde flow include protocol tcp src-port 100 dest-port 200
Router#

o ROPUIRT LI, ZA4NZEHLWVETRELET &, HWES EEESLET,

Router (config) #mls nde flow include dest-port 200
Router#sh run | I mls nde flow

mls nde flow include dest-port 200

Router (config) #mls nde flow include dest-port 500
Router#sh run | I mls nde flow

mls nde flow include dest-port 500

NDE DERE DR

NDE O EEFAT HI121E. ROEEEZITHET,

avwyFk B
Router# show mls nde NDE O EE=E R LET,
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&I, NDE O EZZRT D02 L ET,

Router# show mls nde
Netflow Data Export enabled
Exporting flows to 10.34.12.245 (9988) 10.34.12.245 (9999)
Exporting flows from 10.6.58.7 (57673)
Version: 7
Include Filter not configured
Exclude Filter not configured
Total Netflow Data Export Packets are:
508 packets, 0 no packets, 3985 records
Total Netflow Data Export Send Errors:
IPWRITE NO FIB = 0
IPWRITE ADJ FAILED = 0
IPWRITE PROCESS = 0
IPWRITE ENQUEUE FAILED = 0
IPWRITE IPC FAILED = 0O
IPWRITE OUTPUT FAILED = 0
IPWRITE MTU FAILED = 0
IPWRITE ENCAPFIX FAILED = 0
Netflow Aggregation Enabled
Router#
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