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AT972 Router(config)# ip vrf vrf-name ARy 7 A FIZVRF Z2E#FKLE T,
description VRF for domainl VRF DB,
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GE) A HACPU LT, & RFAA 212D VRF
ERETDMENDY 7,
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ip address 192.168.10.1 255.255.255.0
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[ //localhost/Radius/Profiles/mwts-mip-r20sit-haslbl-prof/Attributes ]

CDMA-HA-IP-Addr = 20.20.225.1

CDMA-MN-HA-Shared-Key = ciscociscociscoc

CDMA-MN-HA-SPI = 00:00:10:01

CDMA-Reverse-Tunnel-Spec = "Reverse tunneling is required"
cisco-avpair = mobileip-vrf-ha-addr=20.20.204.2
cisco-avpair = ip:ip-vrf#0=ispxyz-vrfl

class = "Entering the World of Mobile IP-3"

Service-Type = Framed

VRF D% EHl

®IZ. MWAM HA C®» VRF R — FOREHZRLET,

CiscoHA#show running-config
Building configuration...

Current configuration : 3366 bytes
|

!
aaa new-model

|

|
aaa group server radius vrf-auth-grpl

server 9.15.100.1 auth-port 1645 acct-port 1646

!
aaa group server radius vrf-auth-grp2

server 10.76.86.8 auth-port 1645 acct-port 1646

!
aaa authentication ppp vrf-auth-grpl group vrf-auth-grpl
aaa authentication ppp vrf-auth-grp2 group vrf-auth-grp2
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network vrf-auth-grpl group vrf-auth-grpl
aaa authorization network vrf-auth-grp2 group vrf-auth-grp2
aaa authorization configuration default group radius
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aaa accounting network default start-stop group radius
aaa accounting network vrf-auth-grpl start-stop group vrf-auth-grpl
aaa accounting network vrf-auth-grp2 start-stop group vrf-auth-grp2
aaa session-id common
ip subnet-zero
no ip gratuitous-arps
ip cef
no ip domain lookup
!
!
ip vrf moip-vrf-grpl
rd 100:1
|
ip vrf moip-vrf-grp2
rd 100:2
|
no virtual-template snmp
!
|
!
interface Loopbackl
ip address 172.16.11.1 255.255.255.0 secondary
ip address 172.16.10.1 255.255.255.0
!
interface GigabitEthernet0/0
no ip address
!
interface GigabitEthernet0/0.11
encapsulation dotlQ 11
ip address 9.15.42.111 255.255.0.0
no cdp enable
!
interface GigabitEthernet0/0.82
description Interface towards PDSN
encapsulation dotlQ 82
ip address 10.82.82.2 255.255.0.0
|
router mobile
!
ip local pool vrf-pooll 10.5.5.1 5.5.5.254 group vrf-pool-grpl
ip local pool vrf-pool2 10.5.5.1 5.5.5.254 group vrf-pool-grp2
ip classless
ip route 10.15.47.80 255.255.255.255 GigabitEthernet0/1
ip route 10.76.86.8 255.255.255.255 9.15.0.1
ip route 10.1.0.0 255.255.0.0 GigabitEthernet0/0.82
no ip http server
!
ip mobile home-agent
ip mobile host nai @xyz.com address pool local vrf-pool2 interface GigabitEthernet0/0.82
aaa
ip mobile host nai @cisco.com address pool local vrf-pooll interface GigabitEthernet0/0.82
aaa
ip mobile realm @xyz.com vrf moip-vrf-grp2 ha 172.16.11.1 aaa-group accounting
vrf-auth-grpl authentication vrf-auth-grp2
ip mobile realm @cisco.com vrf moip-vrf-grpl ha 172.16.10.1 aaa-group accounting
vrf-auth-grp2 authentication vrf-auth-grpl
!
|
1
radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco
!
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control-plane
!

end

HA TRt % &M L= VRF OFREH
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ATFvT1 AT VyralHAIP 7 FLAIZOWT, % Hot Standby Routing Protocol (HSRP; &5 v ~ A%
UL =T g7 Ta han) BIXOHALEERERELET,

AF9FT2 N—TNRNy 7 EOIPT RLA (7 bV = KRSV MOEEOMDA v Z—T =24 X P T
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ATv7F4 VRFHEE=~Y FERELET,

AFYTES TITATHANDAZ U ANAHANDNAAL T 47 T 7T — b Ay =PI NAL ARG 1T
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79747 HA:
HAl#sh run
aaa new-model

|

!
aaa group server radius vrf-auth-grpl

server 9.15.100.1 auth-port 1645 acct-port 1646

!

aaa group server radius vrf-auth-grp2

server 10.76.86.8 auth-port 1645 acct-port 1646

!

aaa authentication ppp default local group radius

aaa authentication ppp vrf-auth-grpl group vrf-auth-grpl
aaa authentication ppp vrf-auth-grp2 group vrf-auth-grp2
aaa authorization config-commands

aaa authorization ipmobile default group radius

aaa authorization network default group radius

aaa authorization network vrf-auth-grpl group vrf-auth-grpl
aaa authorization network vrf-auth-grp2 group vrf-auth-grp2
aaa authorization configuration default group radius

aaa session-id common

ip subnet-zero

ip gratuitous-arps

|

1

ip cef

no ip domain lookup

|

|

ip vrf moip-vrf

rd 100:1
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|
ip vrf moip-vrfl

rd 100:2
!

!
interface FastEthernetl/0

ip address 10.92.92.2 255.255.0.0

duplex auto

speed auto

no cdp enable

standby 10 ip 10.92.92.12

standby 10 ip 172.16.11.1 secondary

standby 10 ip 172.16.12.1 secondary

standby 10 priority 130

standby 10 preempt delay sync 10

standby 10 name cisco

!

!

router mobile

!

ip local pool vrf-pooll 10.5.5.5 5.5.5.55 group vrf-pool-grpl

ip local pool vrf-pool2 10.5.5.5 5.5.5.55 group vrf-pool-grp2

ip classless

ip mobile home-agent address 10.92.92.12

ip mobile home-agent ip mobile home-agent redundancy

ip mobile host nai @cisco.com address pool local vrf-pooll interface FastEthernetl/0 aaa
ip mobile host nai @xyz.com address pool local vrf-pool2 interface FastEthernetl/0 aaa
ip mobile realm @cisco.com vrf moip-vrf home-agent-address 192.168.11.1 aaa-group
authentication vrf-auth-grpl

ip mobile realm @xyz.com vrf moip-vrfl home-agent-address 192.168.12.1 aaa-group
authentication vrf-auth-grp2

ip mobile secure home-agent 10.92.92.3 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 172.16.11.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco

radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco
|

end

A& 2184 HA :

HA2#sh run

|
aaa new-model
|
aaa group server radius vrf-auth-grpl
server 10.15.100.1 auth-port 1645 acct-port 1646
|
aaa group server radius vrf-auth-grp2
server 10.76.86.8 auth-port 1645 acct-port 1646
|
aaa authentication ppp default group radius
aaa authentication ppp vrf-auth-grpl group vrf-auth-grpl
aaa authentication ppp vrf-auth-grp2 group vrf-auth-grp2
aaa authorization config-commands
aaa authorization ipmobile default group radius
aaa authorization network default group radius
aaa authorization network vrf-auth-grpl group vrf-auth-grpl
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aaa authorization network vrf-auth-grp2 group vrf-auth-grp2
aaa session-id common
ip subnet-zero
|
i
ip cef
|
!
ip vrf moip-vrf
rd 100:1
!
ip vrf moip-vrfl

rd 100:2
|

|

interface FastEthernetl/0

ip address 10.92.92.3 255.255.255.0
duplex auto

speed auto

standby 10 ip 10.92.92.12

standby 10 ip 172.16.11.1 secondary
standby 10 ip 172.16.12.1 secondary
standby 10 preempt delay sync 10
standby 10 name cisco

|
router mobile

!
ip local pool vrf-pooll 10.5.5.5 5.5.5.55 group vrf-pool-grpl
ip local pool vrf-pool2 10.5.5.5 5.5.5.55 group vrf-pool-grp2
ip mobile home-agent address 10.92.92.12

ip mobile home-agent ip mobile home-agent redundancy

ip mobile host nai @cisco.com address pool local vrf-pooll interface FastEthernetl/0 aaa
ip mobile host nai @xyz.com address pool local vrf-pool2 interface FastEthernetl/0 aaa
ip mobile realm @cisco.com vrf moip-vrf home-agent-address 192.168.11.1 aaa-group
authentication vrf-auth-grpl

ip mobile realm @xyz.com vrf moip-vrfl home-agent-address 192.168.12.1 aaa-group
authentication vrf-auth-grp2

ip mobile secure home-agent 10.92.92.2 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix

ip mobile secure home-agent 172.16.11.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix ignore-spi

ip mobile secure home-agent 172.16.12.1 spi 101 key ascii cisco algorithm md5 mode
prefix-suffix

no ip http server

!

radius-server host 10.76.86.8 auth-port 1645 acct-port 1646 key cisco
radius-server host 10.15.100.1 auth-port 1645 acct-port 1646 key cisco

end
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