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flow record record-name
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7 n— L a— K&{ER% L. Flexible NetFlow 7 27— L 21—

RarvrsXal—yary E—RE2EBLET,

o Zavwry RNTIX. BEO7a— La— RELEHETA
b TEES,

description description
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Router (config-flow-record) # description Used
for basic traffic analysis
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match ipv4 destination {address | {mask |
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Router# show flow record

flow record FLOW-RECORD-1:

Description: Used for basic IPv4 traffic analysis
No. of users: 1

Total field space: 29 bytes

Fields:

match ipv4 destination address
collect ipvé4 protocol

collect ipv4 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets
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collect timestamp sys-uptime last
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1. enable

2. show running-config flow record
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AFv7 1 enable
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Router> enable
Router#
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Router# show running-config flow record

Current configuration:

|
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flow record FLOW-RECORD-1
description Used for basic IPv4 traffic analysis
match ipv4 destination address
collect ipv4 protocol

collect ipv4 source address
collect transport source-port
collect transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last
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1. enable

2. configure terminal

3. flow monitor monitor-name

4. description string

5. record {record-name | netflow-original | netflow ipv4 record [peer]}

6. cache {entries number | timeout {active | inactive | update}seconds | type {immediate | normal |

permanent} }

7. VEIISULTAT Y P65 BUVEKELT, 207 — E=FDX vy via NITA—XDOEHREET
LET,

8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name

11. end
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ARV FFERERT7IVa Y
AFv71 enable
Bl
Router> enable
ATY7 2 configure terminal
Bl :
Router# configure terminal
ZF97 3 flow monitor monitor-name
Bl
Router (config) # flow monitor FLOW-MONITOR-1
AFv7 4 description string
Bl
Router (config-flow-monitor)# description Used
for basic ipv4 traffic analysis
AF97 5 record {record-name | netflow-original
netflow {ipv4} record [peer]}
Bl
Router (config-flow-monitor)# record
FLOW-RECORD-1
Xfwjﬁ cache {entries number | timeout {active |
inactive | update}seconds | type {immediate |
normal | permanent}}
Bl
Router (config-flow-monitor)# cache entries 1000
AT97T MBS UTAT v 7 6 2VIRLT, 2071 —
FE=HDX Y v a RIA—FOEFEZET LET,
AFw7 8 statistics packet protocol
Bl
Router (config-flow-monitor)# statistics packet
protocol
AFw79 statistics packet size

-

Router (config-flow-monitor)# statistics packet
size

({£&) Flexible NetFlow =% O ¥ A X4y EHEE RO
NEEA F—T N LET,
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Router (config-flow-monitor)# exporter i%. TConfiguring Data Export for Cisco I0S XE
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AF97 11 end Flexible NetFlow 72— F=% a7 4 Xal—3 9>
F— RZHKT LT, FfiHE EXEC E— RIZREY £7,
Bl :
Router (config-flow-monitor)# end
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1. enable

2. show flow monitor monitor-name

FIE D4

AFv7 1 enable

enable =~ RIZL-»T, HHEEXECE— Rz LET (Fr o7 FRRRINTEENNATY—RE
AHLET),

Router> enable
Router#

AFw 7 2 show flow monitor monitor-name

show flow monitor = ~> FClE,. EET A7 — E=XDOBIEORAT— X A5 F R LET,

Router# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic ipv4 traffic analysis
Flow Record: FLOW-RECORD-1
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
Size: 1000 entries / 50052 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
Stats:

protocol distribution
size distribution
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1. enable

2. show running-config flow monitor monitor-name

enable

enable =~ RIZk > T, FHHEEXECE—RZBMBELET (Fr 7 FRERRINTEZHENRAT—RE
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Router> enable
Router#

show running-config flow monitor

show running-config flow monitor =~ > R T, fsEL /-7 n— E=FDar 74 Falb— g
avy REFRRLET,

Router# show running-config flow monitor FLOW-MONITOR-1

Current configuration:

|

flow monitor FLOW-MONITOR-1

description Used for basic ipv4 traffic analysis
record FLOW-RECORD-1

exporter EXPORTER-1

cache entries 1000

statistics packet protocol

statistics packet size

A2B3—T A AANDI70— E=S2DHEA

HHER

Tn— T= X BT 0T 4 7L T BRI, 1 OUEDAS U F =T 2 ZZHEATHALERHY T, T
O— F=XET 7T 4 7T B0, IRONEZX AT HFRITLET,

FATEHRF L =2 — N [NetFlow original |, F721% NetFlow IPv4 original input] % 77— E=4|Z
fRE LT, LAATO NetFlow = 3 = L— M3 2535813, Flexible NetFlow 7 m— =% & AJ) (%18)
NT 7 4y 7 OGWTEFICERTE £,

FHIEFFE L 2— K [NetFlow IPv4 original output] % 7 v — =4 (Z{E L C, /) NetFlow 7
AU T 4R E T 2 L— T 5851, Flexible NetFlow 72— =% %1/) (33) +7
T4y OGP ETIERTEET,

"
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Bl Flexible NetFlow ® 70— La—FH&UI0— E=4DHhRET( XA

FIEDOBE
1. enable
2. configure terminal
3. interface type number
4. ip flow monitor monitor-name {input | output}
5. 27 v 7 3BLV4EBVKLT, "I T4 vl 2ERTOIANV—FOMDA =T 2 ATT
n—E=4%7 774 7{LET,
6. end
FIED
AR RFERETIVaY B
A¥971 enable ¥i#E EXEC E— R&EA x—7 2L E T,
e U EIRRRINTEHL, NRAT—FREANLE
Bl : 7
Router> enable
AFY72 configure terminal Ja—\)v arZ 4 F¥alb—vary - RelBLET,
Bl :
Router# configure terminal
A2Fv7 3 interface type number A HE—T 2 A ABEL, A v F—T A AT 4

Fal—varyET—FERBLET,
B
Router (config) # interface fastethernet 0/0/0
AFy7 4 ip flow monitor monitor-name {input | output) VERR D 7 a— =R A, T T 4T DOOMxt4 L
DA B —=T 2 A ACHY B THZ LT, 2O 7r— E=
i YETITFATICLET,

Router (config-if)# ip flow monitor
FLOW-MONITOR-1 input

27975 AF oS3 BLOA4EMOELC, NT T4 v B | —
W AIL—X DDA v H—T 2 ATT O — F=
2uT T 40 7L LET,

7776 end AV B—Txf A AvT 4 Fal—var T—ReiT

L. ¥+ EXEC E— FIZEY £7°,

#l

Router (config-if) # end
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Flexible NetFlow ® 70— La— FE&U7O0— E=420hR4vsXA%: N

A4 >3 —7 x4 AT Flexible NetFlow 4 *—IJL{EENnTWLNBZ LD

W2

FIRDOHE

FIED

ATvF 1

A7y 2

A & —7 = A AT Flexible NetFlow 28 4 2 — 7 /LT >TWA Z & ZMHRT HIC1F, ROF T3
HEEERTFATLET,

1. enable

2. show flow interface type number

enable

enable =~ RIZL > T, HHEEXEC E— RZBMBLET (7 FREBREINTEZLNRAT—RE
ADLET),

Router> enable
Router#

show flow interface type number

show flow interface =~ K TiL, A > ¥ —7 = A AT Flexible NetFlow 234 x— 7 /L{Z72 > T\ 5
Tl ERmERLET,

Router# show flow interface fastethernet 0/0/0

Interface FastEthernet0/0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

Router# show flow interface fastethernet 1/0/0

Interface FastEthernetl1/0/0

FNF: monitor: FLOW-MONITOR-1
direction: Output
traffic(ip): on

20— EF=43 vy aADT—2DERTE

ARG

TH— B2 Xy v aDT—FERRTDHITIE, ROFT v a AMNEEEFITLET,

TR— =X Xy v aNO T —%KRFT 570121, NetFlow original L 22— R TER Sk
YWICHETDFN T 74 v 7 2% GTHEA L E—T 2 R, AN7a— =2 %2@HTILENHY
i‘?‘o

"o
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FIEDHE

FIED

ATy

71

1. enable

2. show flow monitor name monitor-name cache format record

enable

enable =~ RIZk->T, FHHEEXECE—FRZBMBELET (Fr o 7 FRERRINTEZHENRNAT—RE

ATTLET),

Router> enable

Router#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ > KX FH|TiL, 7a— =4 D
AT —H A RHEHR, BIOFy vy 2N 7 — T—XEFRLET,

Router# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (
- Event aged
- Watermark aged
- Emergency aged

IPV4 DESTINATION ADDRESS:

ipv4 source address:
trns source port:

trns destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

IPV4 DESTINATION ADDRESS:

ipv4 source address:
trns source port:

trns destination port:
counter bytes:

counter packets:
timestamp first:
timestamp last:

ip protocol:

IPV4 DESTINATION ADDRESS:

ipv4 source address:
trns source port:

trns destination port:
counter bytes:

counter packets:

Normal
1000
4
4

101

97

1800 secs) 3
15 secs) 94

172.16.10.5
10.10.11.1
25

25

72840

1821
21237828
22086520

6

172.16.10.2
10.10.10.2
20

20

3913860
7326
21238788
22088080

6

172.16.10.200
192.168.67.6
0

3073

51072

1824
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timestamp first: 21239228
timestamp last: 22087980
ip protocol: 1

Flexible NetFlow ® 70— La—FB LU 70— =4 %
DRI IAXTBHEEH

T, ROBREFNCOWTHILET,

o [Pl HHIRRS 727 v —THEMAT L KEENZR 78— La—F v v ia0iiE) (P1S)
o [ : AJJ VRF ¥R — kD72 Flexible NetFlow Ok | (P.16)

o Ml Xy hT—IRXR=2 77V r—a Bk 72D Flexible NetFlow D% E] (P.16)

Bl MAFRBREN-O0—THEFERT I AENLTZ72O0— La—F Xvvyiaa
MDERTE

WIZ, V=B DT _XTDOA 2 —7 x4 A LD Type of Service (ToS; # A 7 47 ¥ —ER) 71—/
REERTZ-00%REMERLET, ZOFIX, show flow monitor =~ K&EHEH LT, L—4% T
SNTHOBMT =2 ZNETHZLEHME LTNDED, T AR—ZEIREINTWEEA,

OV UTNE, Fr—rL ar 7 4 Fal—vay T FhLBBLET,
|

!

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network
match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

!

flow monitor QOS MONITOR

description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS_ RECORD

cache type permanent

cache entries 8192 ! 275 (combos of interfaces) * 256 (values of TOS)
exit

!
interface fastethernet0/0/0

ip flow monitor QOS MONITOR input

exit

!
interface fastethernet0/1/0

ip flow monitor QOS MONITOR input

exit

!
interface fastethernet0/2/0

ip flow monitor QOS_MONITOR input

exit

|
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interface serial2/0/0

ip flow monitor QOS_MONITOR input
exit

!

interface serial2/1/0

ip flow monitor QOS MONITOR input
|

show flow monitor =~ > R TlE, ¥ v v Va2 DBEOARAT—F XK RLET,

Router# show flow monitor QOS MONITOR cache

Cache type: Permanent
Cache size: 8192
Current entries: 2
High Watermark: 2
Flows added: 2
Updates sent ( 1800 secs) 0

5l : A5 VRF 4 R— rD1=HD Flexible NetFlow D&&E

WIZ, key 74—/ RELTVRFID 2T 5 70— La— R FBboHA N 7o— F=4 %ML T,
N— 2 THEZ /37~ N A5 Virtual Routing and Forwarding (VRF) ID #UUET 5 -0 Ok &Rl %~ L
TWET,

IOV TNE, Ta— b ar T 4 Falb—ar T— K LEBLET,
!

flow record rm 1

match routing vrf input

match ipv4 source address

match ipv4 destination address
collect interface input

collect interface output

collect counter packets

!

flow monitor mm 1

record rm 1

!

interface Serial2/0/0

ip vrf forwarding vrfl

ip address 172.16.2.2 255.255.255.252
ip flow monitor mm_1 output

|

end

Bl: 2y FI—HOR=R F7FT)5r— 3 UEBEBDT-6HD Flexible NetFlow

DERTE

WIZ, key 74— RELTT TV r—vavaz2lETL 70— La— bbb 70— E=X %
L. Network-Based Application Recognition (NBAR; * > hU—27 R—2 77U Fr—3 3 i)
EHEALT, 2B P FRAMITRRENDGT TV r—var TLICRR L 7 n— 52 BT 56 %
LET,

OV UL, Ta—)L ar T 4 X alb— gy B— R LBLET,

flow record rm 1
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match application name
match ipv4 source address

pmEEs M

match ipv4 destination address

collect interface input

collect interface output
collect counter packets

|

flow monitor mm_1

record rm_1

|

interface FastEthernet0/0/0

ip address 172.16.2.2 255.255.255.0

ip flow monitor mm 1 input
!

end

Flexible NetFlow (2%t L TF —# =7 2R — h &% ET 545414, [Configuring Data Export for Cisco
I0S XE Flexible NetFlow with Flow Exporters] £ 2 — /L &S L T 7230,

Ta— Yo7 T EREL T,

N7 74y 7 GHTICE D CPU A — "=~y REBRT 55611,

[Using Cisco I0S XE Flexible NetFlow Flow Sampling to Reduce the CPU Overhead of Analyzing
Traffic] €Y a2 —LZ2R LTI EE0,

Flexible NetFlow (2% L CEHHIE

BFHOVa— RERFET D551, [Configuring Cisco I0S XE

Flexible NetFlow with Predefined Records] £ 2 —/LZ ML T 2 &V,

SEEH

BEIRE

SHRE

Cisco I0OS 2= K

[ Cisco 10S Master Commands List, All Releases]

Flexible NetFlow D#EE

[Cisco I0S XE Flexible NetFlow Overview |

Flexible NetFlow OffEr — N~ v 7

[Cisco IOS Flexible NetFlow Features Roadmap |

Flexible NetFlow T®LLFi® NetFlow DT I = L — |

[Getting Started with Configuring Cisco IOS XE Flexible NetFlow |

Flexible NetFlow & — 4% # 7 AR — T 570D 7
O— TJ AR—ZDHET

[Configuring Data Export for Cisco IOS XE Flexible NetFlow with
Flow Exporters |

Flexible NetFlow @ kT 7 ¢ v 7 BERIZ K B A4 — /3 —
~y R O-oD 70— 7Y o THRE

[Using Cisco I0S XE Flexible NetFlow Flow Sampling to Reduce
the CPU Overhead of Analyzing Traffic]

HHTEE L 2 — R L 7= Flexible NetFlow @

ix AE

[Configuring Cisco IOS XE Flexible NetFlow with Predefined
Records]

Flexible NetFlow ® 2> 7 4 F a2l —v gy a<w o K

[Cisco 10S Flexible NetFlow Command Referencel
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Bk 24 kL
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MiB MIBY>Y

L BRLTETT7y 74+ —24, CiscolOS VY —, BLUYT 14—
F¥ vy MIHT D5 MIB E2RELTH Y rr— R, RO
URL 24 % Cisco MIB Locator Z#fEH L 9,
http://www.cisco.com/go/mibs

RFC a4 b

RFC 3954

[ Cisco Systems NetFlow Services Export Version 9]

DRADTYZHI YR— bk

B8

>y

EDOURLIZTZ7EBALT, YRAabd7 7 =) Y
A= M ERKRKBIZIEHL T 7ZE0,

UTFaaEtes ESERIEHRICT O Web VA F23EAL
HET,

T I =NV Y R—=EZTD

Y7 T EA - RT5

X2 VT o O ERE TS, EE Rl
AT F 2 VT MBI 53R EZ T D

= NVBIRY Y —ANT I AT H

- Product Alert D321 & ék

- Field Notice D321 &%

- Bug Toolkit % fi Jf] L 7= BE%n o R E D #r 5%

- Networking Professionals (NetPro) =2 ==7 ¢
T, HINBEEDT 4 A v g LZBINT 5
M= T VI AT I ERAT D

- TAC Case Collection V—/V&ZfH LT, ~— KU =
TRWIE, /N7 F—~ AT D AR E & A
UHETIT 4 TIHRRER L ORI D

ZD Web H A+ EDY— T 7 AT BB,
Cisco.com D74 ID BLUO/SRA T — RNRQLET
7

http://www.cisco.com/cisco/web/support/index.html

B
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Flexible NetFlow n#geim W

Flexible NetFlow D HETER

(E)

£ 1IZ, ZOEYVa2a— I SN T o iR KOEERN 2R ERHR~D Y 7 2R LET,

Cisco Feature Navigator #ffifl 325 &, 77 v b 74 —2BX RV 7 by =7 £ A=V OV KR— ME
WA MBTE ET, Cisco Feature Navigator ZiHT 5L, Y7 by =7 A A=V R KR— T 55
EDOY 7 b7 VY —Z, ety b, T Ty T+ — L EFERTEE T, Cisco Feature
Navigator (213, http://www.cisco.com/go/cfn 2267 7 XA LE9, Cisco.com DT I ¥ > MILEDH
D EH A,

#£ 11T, —HED CiscolOS V7 b =7 VY —2D 5 5 KEEDOHREN W) TE A X7~ Cisco I0S
V7 U7 VY —=RARETREHEINTWET, FICHTZL TR ED | 20T, —&EO
CiscolOS Y7 b =7 VU —=2DLEDOT V=2 THLYR—FENET,
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% 1 Flexible NetFlow d#Et#sR

R4 yi)y—=x BEEEER

Flexible NetFlow Cisco IOS XE |Flexible NetFlow 238 A Sk L7z,
JJ—= 318

Flexible NetFlow #8212\ Tidk, RO T L £7,

e [Flexible NetFlow ® 7 — L a— RBIRN 7o — F
=R AR A AT B2 OESRME] (P2)

e [Flexible NetFlow ® 77— L a— REBL\N 70— &
=HDHAF <A RIZHONT] (P3)

e [Flexible NetFlow ®» 7o — L a— RB IO 72— F
=X DI AR~ A RFiE] (P4)

e [Flexible NetFlow ®» 7 e — L a— R Bl 7o— F
=B AR A XTHEER] (P.15)

WDa~y RPEAEIFEEINE L, cache
(Flexible NetFlow) . clear flow exporter, clear flow
monitor, clear sampler, collect counter. collect flow,
collect interface. collect ipv4. collect ipv4 destination,
collect ipv4 fragmentation. collect ipv4 section. collect
ipv4 source, collect ipv4 total-length, collect ipv4 ttl,
collect routing. collect timestamp sys-uptime, collect
transport. collect transport icmp ipv4. collect
transport tcp. collect transport udp. debug flow
exporter. debug flow monitor. debug flow record.
debug sampler, description (Flexible NetFlow) .
destination, dscp (Flexible NetFlow). exporter, flow
exporter. flow monitor. flow record. ip flow monitor.
match flow, match interface (Flexible NetFlow). match
ipv4. match ipv4 destination, match ipv4
fragmentation, match ipv4 section, match ipv4 source.
match ipv4 total-length, match ipv4 ttl, match
routing, match transport., match transport icmp ipv4.
match transport tcp. match transport udp. mode
(Flexible NetFlow) . option (Flexible NetFlow) .
record. sampler. show flow exporter, show flow
interface. show flow monitor. show flow record. show
sampler. source (Flexible NetFlow). statistics packet.
template data timeout, transport (Flexible NetFlow).
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=1 Flexible NetFlow DHSEEIEHR (=)

Flexible NetFlow n#geim W

HEeS

)=

HEEtRER

Flexible NetFlow : IPv4 = =% ¥ X s 7 u—

Cisco IOS XE
Release 3.1S

Flexible NetFlow TD IPv4 F T 7 4 v 7 DEHRE A 12—
T LET,

Flexible NetFlow : IPv4 = =% ¥ A b 7 1 —#HEIZ >\ T
X, RO THALET,

e [IPV4 "I 7 4 v I DHAS~A A L7 a— La—
FoExE] (P4)

e M —TxfA~DT7u— F=2DiEH] (P.11)

WDa<y RMEANEITEEINE L7, collect
routing, debug flow record, collect ipv4, collect ipv4
destination, collect ipv4 fragmentation, collect ipv4
section, collect ipv4 source, ip flow monitor, match
ipv4, match ipv4 destination, match ipv4
fragmentation, match ipv4 section, match ipv4 source,
match routing, record. show flow monitor. show flow
record,

Flexible NetFlow : A7] VRF ¥R — b

Cisco IOS XE
JJ—=x 318

key 7 4 —/v FE7zlZ nonkey 7 1 —/v K& LT VRFID &
WETL7u— La—RFRbdAN7u— =4 %
LT, V—% THIE 3 » b5 Virtual Routing and
Forwarding (VRF) ID Z[UETZ 5L 9ICLET,
Flexible NetFlow : AJj VRF ¥R — MERRIZOWTIE, &
DETHHLET,

o [l : AJJ VRF R — kD7 % ® Flexible NetFlow ¢

] (P.16)

WA~y RNEAEIFETINE L, collect
routing, match routing, option (Flexible NetFlow) .
show flow monitor,

Flexible NetFlow : NBAR 7 7' U 7r—3 3 3
4

Cisco IOS XE
JJ—=2 318

Network-Based Application Recognition (NBAR; v k
U= R—=2 77U r—3 3 @R Tl key 7 4 —/b
FE72lE nonkey 7 4 — NV RELTT AV r—va 4%
NEFTEZ7n— La— R KRbb7n— T=F2@EAHL T,
Network-Based Application Recognition (NBAR) % f{i# H
LT, 28DIP AR MITRRENLDGT TV r—va D
LICRR 7 m—2 B TE £,

NBAR 7 7'V r—3 a URBRBEREIZ DWW T, IROIETHL
HLET,
o Wil :xy RT—IR=R TFVr—va r@B#os
¥ @ Flexible NetFlow D% &) (P.16)
WOa~vy FPHEANEIIEE INE LT, collect
application name, match application name, option
(Flexible NetFlow) ., show flow monitor,
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