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Vo—R95E, BEAZ IV haX 7o ma—RLTHEITLET, CiscoCrosswork (2R X4
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zropEnvy s

BTN ZMRBEEDORIET HELIZHOWNTIE, X a7 ZTP OREEER (13 X—) | &%
LT EEN,

PhPZTP DOy 4
WO, PAaPZTP TN, AD T a g J e d R —F 4 o IR T 57 ek 2
Vv ERLET,

X 3:PhPZTPDAERD T v Y

Cisco I0S-XE DHCP + TFTP
device server pr

s Trigger ZTP on device _ |
Operator ‘ Request PnP profile

ZTP process, i

VLAN discovery Download PnP profile
Initiate PnP
discovery » /pnp/WORK-REQUEST w!serial

[ iéﬁﬁﬁbﬁk "RESPONSE Q&éééé;_’d.r};sdﬁéé&éé capabili

e IPNO/WORK-RESPONSE send bye request _____________ podate status from UiV H_
{pnp/WORK-REQUEST wiserial : N return

Fa— [PnR/WORK-REQUEST deviceinfo servic ? request ..
/pnp/WORK-RESPONSE success=0/1 w device info

e {pnp/WORK-RESPONSE send bye r_Eﬂ_u_e_sl _______________

/pnp/WORK-REQUEST wyserial :
/pnp/WORK-REQUEST certificate install service
Install PKI q] /pnp/CERT-DOWNLOAD response .

trustpoint, trigger Jpnp/HELLO response
SSL handshake

/pnp/WORK-RESPONSE success=0/1

D > [Establish HTTPS channel & allow
server to authenficate device SUDI
using challenge request-response

Encrypt challenge e et e el
w/SUDI key, send ‘ /pnp/WORK-RESPONSE success=0/1 w.fBUD\ certificate
SUDI certificate /pnp/WORK-RESPONSE work-info reque&r wisession id

Download image from image repo service
save config, :
reload & upgrade ‘ ] /pnp/WORK-RESPONSE success=0/1 w/sid

imege P [DND/WORK-RESPONSE work-info bye request

/pnp/WORK-REQUEST w/session id '
/pnp/WORK-REQUEST config-upgrade rdquem wisid
Download day0 config from config repo sbnnce

] /pnp/WORK-RESPONSE success=0/1 w/bid

/pNp/WORK-RESPONSE work-info bye reques‘l

save day( config »[

e = = = = e e e b
Query status
< Return status
”””””” return
p“/ call DimClient API to onboard to inventory
T Query status

< Return status
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F R —Z N PP ZTP WL % Y T—3 2% & 7734 A1X VLAN fHi 2347 L, DHCP
MR E D BDIA v —7 = A A& L E T, DHCPHRHO—#E LT, 7341 AL DHCP
F T a 150 EEMEH L THNE TFTP — =D P 7 LA B EFF L E 9, 7/31 AT
R L CTFTP Y — =ML PnP 7V u 7 v A VEF U ua— KL, T84 ADFE{Ta 7 4
Xl —ygilabt —LEd, PaP 72 77 A JUZICLITHXF A N7 7 A LT, a7 74
MiE, TAXAADOPIP =2 =2 b&T 7T 47120, R— b 30620 E THLAIAH Crosswork
PnP H— R —|Z/EEE R A HTTP R CEE L E 3, KIZ, PP $—N—(FZT A 2DV VT
NZ5 % Crosswork D ) 7 VEZO 57 U A~ (LARIZ Crosswork 127 > 7’a— K L7z
L) LA L THGEEL, PnPHRET —ERAERZGE L ET, 754 2025 O PP /EEISE
DT HE, TARLADT Y a =V JAT—HAN [T Ya=r Tl
(Unprovisioned) ]7>5 [#47H (InProgress) JWCAEB I E T, £D%k, PP — — L, 7
NA ANEH, GEAZEOA VA= A A=V DA VANV, BEDT v 77 L— K ED
BEREZ GO —EOY —EABREZFAMLET, 6D/ —EAZRITIE, PP H——L
PnP=— = FED4 T AN R = INEENET, FEAES VA M—LERO—F]
L LT, Crosswork PnP — N—{3FDFEAEL T NS A ELEHFLEST, TXA AZZD T
ARRA U REEFIZA VA R—LTEL, PP 77 7 A VHENEE SN, Crosswork T
HTTPS & AR— 30603 DfEHIDBHE S NNE T, BFEDA A=V EREDF 7 m— FELRIE
HTTPS Z#H L C T 7 v a vz LET, BIfE. 7341 A TiISUDIGEH ERGELY
R=FENTOWERTAL, TAALABFH LA A=Y (FHETDIHE) 240 n—FRLTA v
Abh—=nL, Va—R$5L PnP 7o EBRFG&E/HMECLIREY 7 A VEX T a— KL,
TNAADFITA L 7 4 Falb—ra NEHLET, 7 ADAT—Z AN [FrE Vs
=2 7% (Provisioned) JIZERE 4L, 7 A &2 A Crosswork CHFT SN ET, 734 R
DAT—H AL A R—T 4 > 7 (Onboarded) ]IZFXE S, T /34 AL PP $—/N—
L oE{E &5 IE L E T, Cisco Crosswork (ZFRR I35 T 34 ZRAED X T D Iz >V T
. TPnPZTP MIRAEER (14 <—) | 2BBLTLLEEN,

2%

TNRAZDY) Y FEZIFTI r—RIZR-oTHBEND & ZTP V' rt ZFHERICHET L E
9, F72. CiscoCrosswork (X, [E 1 ¥ v FF /34 & (ZeroTouch Devices) |V « > R % 5
L. T A ANRRELIZ T BB RAOEEEZRT AT —HAA =V R RLET, RO 2
DOETHATH LI, RELZOEBIZ, 77V v 7 ZTPLEX 2T ZTP TR £,

ZTP CTHERAT AR EAZ V7 ML, Cisco API 2 — V&2 fEH LT, T/3( ZADIRAEZ (L % Cisco
Crosswork (ST HMENH Y 9, £ 9 L7 E | Cisco Crosswork (FIRAEA{L 34 LT
- %h’%’“‘ﬁf%?‘ Tuvrvamr Il R—T 4 IR L ET, T b D a—
NOBIEHERT D21, [T/31 REHE (DeviceManagement) | >[ZTPREZ 74/ (ZTP
Configuration Files) ]%i%??ﬁ L. [ 727 V7 hoX 7 ma— R (Download Sample Script) ]
Vv LET,

959 ITP DIREEETRS
WO, 753 v 7 ZTP B OWREE 2R LET,
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4:935299 ZTP 7131 RDIKREETS

ZTP initiated Device posts Device onboard to Crosswork
Validated serial ID, Provisioned success inventory successful, If NSO
being config status to ZTP app. provider configured, obtained
download. License consumed. to NSO.

Unprovisioned > InProgress [ > Provisioned | > Onboarded

ZTP success, device

didn't post status to

ZTP app.

ZTP posts failed

status ZTP app.

A4 Device onboard to
Crosswork inventory failed.
Provisioning Error Onboarding Error

User fixes device or
dhep config issue, resets to
Unprovisioned state

444548

User retries onboarding
to inventory if any error.

TV I ITPTFNRA A MU, [Fubya=r772L (Unprovisioned) JIREEN S BR%A
SNET, ZTP 2Bl T2 L. T/ RFHR Yy PU—ZIHfIL, A A—V & a7 4Xa
L—=ar7r7ANDZyru— Raiad s, ETT (InProgress) ] DIRBIZHAT L %
To T RL, [FrEYa=r27xF— (Provisioning Error) [ D34, X [FrEY 3
=7 (Provisioned) | &35 £ T, [HEITH (InProgress) ] DIRAEDHEFF S AL E T,
TuvrYa=m U I RRNTSE. TAL RF [TV a =0 %A (Provisioned) ] OYRAEIC
BITLET, 7rEYVa=r I RE T35 L, CiscoCrosswork |37 /NA A& A R—F 4 7
L £9, Cisco NSO %3 Cisco Crosswork 7' 1 /34 X% Tdb 5354, Cisco NSO [IT /34 A4
R=T 4T LET, FUVR—=T A TN T DL, THAAADREN [ R —TFT 47
## (Onboarded) IZEDLY 7, ZITT /A ANA Xy M UIZHAIAENT- T2, ftho
Cisco Crosswork % N —27 TN A LRFRICE=F —BLOEBHTE £,

7Ty ITPIE, T/ AMZEDA A —TVRFET— REIEFIZ2— KL, CiscoCrosswork
WCEERELC, [P rEYa=r 7% (Provisioned) | DAT—Z A& #fiET 5 LK LET,
ZDAT—HZADEIZEYD, ZDOTNRAADVY TARZFIIKH L TIODTA B ABH D
YhrEhET, T4 RFV Y TAFESICHEMT O TS 2D, BT[AVAR—T 1
7 %% (Onboarded) |DARBEIZEAT L2V, FRIFZTPAUHRZ S HIZfTo72Y LThH, T4tk
YARIITRBE L EE A

%17 ZTP DIREEER
WORNZ, Bx =T ZTP LHOIREERLEZ R L £,
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5: %17 ZTP DIREEER

DHCP discovery initiated

SZTP redirect url

pointing to Crosswork Device downloads
is obtained from image, validates

DHCP server and installs it
ZTP downloads
Validate device SUDI and validates Device posts

Offer boolstrap payload ~ pre-config, config,
with OV Device validates ~ and post-config,

"Provisioned Success”

status to Crosswork Device onboarded to Crosswork

OV against Owner cert executes them ZTP. License inventory and NSO provider
Begins downloads consumed (if configured)
Unprovisioned > InProgress > Provisioned E—
ZTP Success,

If any of the failure criteria
in Post-script is met,
“Failed"” status posted to
Crosswork

Device onboard to

Crosswork fails
Provisioning Error
ZTP failure:

Image download/install
failure, config download
failure

Onboarding Error

User corrects configuration
cause failure. User changes

device stalus to Unprovisioned m

YX 2T ZTPT A ADxT ML, [Pty a=r77L (Unprovisioned) ]IRHE ThhE
DET, ZTPEHIGT DL, TXARAET— A NT v T —N"—HAITRFEL, A B—
REBFIELET, 202201, T3 AD SUDL, FiEHENTYF ¥ —, BEIOF A AFTHEH
AEFEZM M L. HTTP/TLS 24 L THGEZ1TWE T, BEEk., 731 A= FUEx Y b
T—J7 R L, A A=V ERET 7 ANDE T a— REET 5 &, [ETH (InProgress) |
DRFEICBITLE T, T/ A, [FubYa=r7=xF— (Provisioning Error) ], [ZTP
Z+— (ZTPError) |. 721 [FuEya =7 %H (Provisioned) ] D AT —H A% Cisco
Crosswork (ZiHI9 2% £ T, [#1TH (InProgress) | DREDF T80 94, Yubeva=r
TRRNTDHE, THAAL AL[F vy a =27 (Provisioned) [|OIRREICEATLET, 7
e Ya = IRET9 5L, Cisco Crosswork (37 /34 A& AR —F 47 LEJ, Cisco
NSO 73 Cisco Crosswork 7' 12 /34 X T 58585, CiscoNSO IET A A AU AR—F 47 L
T, ALVR—FT 4 IR D L T, ADIRREN[A R —TF 4 7 (Onboarded) ]
WZEDY ET, ZIVTT A ANA Xy N UITHAIAENT- 728, LD Cisco Crosswork & v
=2 FNRA ZELFRRICE = —B L OEHTE £4,

BREFIEDOWF NN LT D L, %27 ZTP X [FrE Y 3 =7 =5 — (Provisioning
Error) | Z@HILET, A A—VELITRET— FBRAEETZIEA VA h—/MZKIT 5 &
X7 ZTP IZADVIC [ZTP =T — (ZTP Error) ] &@LU £, 72& 21X, Mo H
THE LA A—T7 7 A VA Crosswork N HHEIBR S L7256, 3804 A —JICEE#
ZONTGE, A A—TYOF Ty a— RET AL ATRRLET, ZTP=T7— X vt —0d,
AA=VOFya—RZRB L 2R LET, 7TV v 27 ZTP LFERIC, BEX 27 ZTP
I, TRAANFDA A —VRRET— REIEFIZ2— KL, Cisco Crosswork (ZH#t L .

[Fuebvya=r7#H (Provisioned) | DAT—H AZBHMTHEKILET, T4 AD
WEEIX, 773y 7 ZTP LRI TT,

User retries onboarding
device to Crosswork
Device inventory
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PnP ZTP DK REEFE
WOKNZ, PnP ZTP ALELOIRBELRAL 2R L E9,
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6: PnP ZTP MIKEEET

Retry PnP service
on error

Validate device PnP Conlig upgrade service Device onboarded to
work request, initiale successhully Crosswork inventory
PnP service | sucoessiul
Add Device Unprovisioned ———————»| InProgress I > Provisi i > O
A Y D A
Any PnP servics agent User edits devicalimags/ Sucoess
error, image, config issues config details to fix the issue

Device onboard to Grosswork
Y inventory failed due to missing

! capability/aliribules
. ZTP Error Onboarding Error
User can also fix the issue by

editing deviceimage/config
and move 1o initial state U

User retries onboarding
to inventory
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PnP ZTP 734 A x> h UL, [FrE Y a =772 L (Unprovisioned) ] OIRRETHIE Y F
T ZTP #tET 5 &, T84 A EO PP =—V = > ME, AMB TFTP Hh— 1 —I27 v 7o —
R L72DHCP & PnPZTP 7't 7 7 A L Zffi ] L C, HTTP #H TPnP % — S —Z R L £,
PP #— =37 ZDMEEBREZRGEL . 731 A0 ) T AF &M L THTTPS T
WMRET 2 Z &L TPP Y —E A ZBIA L ET, MEEE, 73 A0 M UIER Yy MU — 27 T8
L. AA—VERET 7 ANDE Y o a— Refltad 5 &, HEITH (InProgress) | DIRREICH
fTLET, T8 A%, [ZTP =T — (ZTPError) ], £723[F vy a=v 7 ER

(Provisioned) ] ™ A7 — & A% Cisco Crosswork {23819 5 F C, [#fTH (InProgress) ] DIk
BOFEFILRVET, IO Va=r IRRIITHE, TR L [T rEY a =2 7R
(Provisioned) ] DIRREIZBAT L £3, Yurb Y a=r 7258 T3 5L, Cisco Crosswork (57
NRA R TV R—=FT 4 T LET, AV R—F 4 VIR TD L. T, ADIRFEN [A4
RN—T 4 7% (Onboarded) JIZZEDV £7, ZITT /A ANRA X FVITHAAEI
7272, fthd Cisco Crosswork % v b7 —27 T34 R LARKICE =X —B X OEH TX 7,
Cisco NSO 73 Cisco Crosswork 7' B2 /31 & & U TRE SV TV D EE . Cisco NSO 17 /34 A %
FroR—=F 4T LET,

FRRE, PnPH—E R F7ET A A, A A=V FLEREDFHEHMONT NN RIL L5
A PnPZTP X [ZTP =7 — (ZTPError) |Z @M L ET, =—WF =L, TA A, A A=,
FRRITHREOHBEEELEL, T3 A& [Fub Y a=77:L (Unprovisioned) ]IRREIZRE
L. ZTP 2 HERAT 2 2 L CRIECEEd, ¥XaT ZTPRV 7 ¥ v 7 ZTP L [AFRIZ, PnP
ZTP X, T A AREDA A=Y ((FAETH5E) ERET— RZEFICr— L, Cisco
Crosswork [(ZHEfE L, [ rE Y a =7 %A (Provisioned) | AT — X A&@EMT D EMIHL
£, A ADHERIL, 7T v 7 ZTP LRIL T,

ZTP LS A1 &R

F_TD Cisco Crosswork 77V r— a3 id, A48 A2 LT HEIfE T E£9, =—
P—MN 2T Alza 7 A B 7-NT, Crosswork i b 7 A 7/VHARIOFE Y © B & R4 /37—
ERRALET, NTATABRHBPEINICRD L, NP —IZZOENRRRINET, TOREA
T, TFNULEDOTANAZATIIZTP AV R—T 4 77T a AZE T TERIRYD ET, ZTP
TARVAIE, TRy VB TIRGEESND TA B AL DHBER—RAET VIV E T,
ZTPEHEH L CT AN, A% F R —T 4 7T D8R 20 BII2iE, M7 A 7 AWIRHRIcA
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VIR—=F 4 T LT A A E, A% ZTP THUR—F 4 VST 5 TEOH LT A
ADEDW FH o NNN—FTBETF7A ATy 7 VAN VTILERSHDET, & x
X, IATAHFICI0BEDT A A F Y R—T 47 LThb, 91 HAIZIOBDOT /N1 A
DIAVANY RVEA A N— VLSS, HHATELT7 /48 A135%0 8 A, BlOT
NAREFVR—=FT 4V TTHEN, Pl Eb120T7A v AT ay &AL A M—1F
HVENRHY F4, LEISU T, 4By A7 ey 7 #BINTEEd, AL —H I, 74
tVX@%%%%:&—LT\%@ﬁ@?%?yﬂTE%@ﬁﬁéZ%ﬁ%@iﬁoﬁﬁ%#
DI v ADEE, FEMHARERT A v 2D E MR T 5I121E, Cisco Smart Licensing
DY A MR LET,

TR —T 4 T ERD ZTP T A A, WIZIROWT I BEEA T S ET,
e VT INEKE, £T0iT
«Option 82 =7 — = > ID @MEDfE (VE— K ID L[EHRID)

VUTNANEGEa s —va DKo T TFFA) VR MBI ET, ZTP X, 731 &
EAVR—T 4T L TCIA R REZE VY TCHZLERETH X, ZOVAMEHERAL
ifoﬁyﬁ%?4yﬁ%&@zw?ﬂ4x%4yNybU#%%%L\%Tﬁﬁﬁyﬁ%
FA T TAERIE. RU U TAERSE-IZnsr—2 g IDEFEHLET, o) T
%E%D&~va/dD%ﬁﬁTék TABANKRDICHEE S NDIGENRH Y £3, BiFE
DOV IV —=ATIE, 2OV AoEBERIIREShTOWERA, WThoHEL, R U7
NEEEEnr—a v ID #2022 DOR D ZTP TN, AERRHIT 77 4 71235 2
LIITEEEA,

ZTPERFED T —H 70—

YuXoFrubeva=r Tl ZIP7— FeREEZ NI T —T DRI, IROBTX AT %
BONCFEIT L TCBLMLERNHY £,

1 BREN, BX2VT 4, TS ERE. BXOT A ABERHICEET 2 ZTP ORiESM %
?ﬁfi [/"Cl/\%)\_ k %Eﬁ;h\bi—g«o

2. ZTP TRV L A7y FETEV 7LV LEST, NERTEY MIKROLEBY T
7,

A VAN=NTEIVT NI 2T A A= (T ay)
« EWHI DRE,
s TNRARIT IV BRTHEZDDI LT vy,

cFRLADYY T AEE,

TXR2TZTPZEH L TWAEE, 207y MIIT A A& EAE, [EHE A
A EEAE, AN Fy—, BXOSUDI 731 ZEHELEENFE T,

3. FAUR—=TFT 4T TETEDTNA AORTEE W L £,
4, TR TZNLTZZTP 7& v b % Cisco Crosswork (22— KL E9,
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6. ZTIPT A AL M) 77 A NEHEFLET, TNHDT 7 A NVT, ZTP BTN A%
Cisco Crosswork 7 /34 A A X N UICAVR—T 4 V7T 5 72DIfEHT 5 Cisco
Crosswork 7 /3NA A= MU ZERLE T, AR —T 4 7T DT 34 ANEE b 555
Bl CSVTZ 7 ANVEA VAR— LTy M A —FECTIERLET, AvR—FT 177
BTN ANLEDEATX, Cisco Crosswork D UL 2L Coh bz v & 1579
DERT 51F 9 AMEFITT, Crosswork APIZH L CT NS A A v R—T 4 7552
L TEET,

ZOHEDOFEDVD MYy 7 T, ZHHDEX X7 DFEITHIEIZHOWTIH L ET,

ZTP DREHRFH M=

ZTP & O HHWEZ TR 5 72812, CiscoCrosswork DA A h— L IXR ORiHES: 2= LT
WAVENRH Y £77,

¢« ZTP |27 /N4 A% Cisco NSO ~A U R—TF 4 7 Z¥D58EE1%. NSO % Cisco Crosswork
TanNA L LTHRELET, BT NSO 7 XDT a7 ¢ ¥F—% forward 2, 7
18T AMEE true ICERTEL TLEE 0,

* CiscoCrosswork 7 7 A% /) — RET /A A D, J— RIET A Ahb, T MF 730
REHARY NT =T F3A v RNU U R T =% Xy NU—7 OWT g L TERER
RECTHOHVNERDHY £, ZhbOBEFOFMO e ERIZOWTIE,  [Cisco
Crosswork Infrastructure and Applications Installation Guidel] @ [Network Requirements] (DI
o1y NT—27EZRLTESN, ZOXATDT 78 AZH/MNIT HITIE,
Tr7AT VA NVREEEPLERIGENH D £7,

s Crosswork ZTP Z il L CA >R —F 4 > 75 Crosswork 77 7 A% /) — K & T /314 A0
FoLK B2V T 2y MIH DAL, Crosswork / — R BH T34 AT Xy h~dD
1 DL LN — FERETDMNENH D FT, A A=a—0bITNEITHITIE,
[ (Administration) ]> [RE (Settings) ]>[###9)L— kb (StaticRoutes) | # %R L %
T, a2 v r L, BREY TR FOIPT FLALE SRS (XRT v akild) ZA
JILT, GEM (Add) 1227V v LET,

ZIIP7Ey bDT7EVTIL

[ZTP7 &Y b LW HFEIL, ROBIRT 7740, Z LT vyl BIORZEOMOT
vy FEELET, FHTAHATFEDZIP E— RITSEL T, ZNHD 9 HLO—EALE T,
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OSDH—Y U —R%EFLET, CiscoCrosswork (ZA A —T T 7 A V& 1DF D7 v a—
KL, 77 a—ROWHIFHZY 7 v =T A A=Y 7740 ZTEIZMDS = v 7
L& AJTLUET, Cisco Crosswork [ MD5 F = v 7 YL E2HEH LT 7 A L OIEE M
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DHEAT., T 7V a0 TRELTEI, Ty7e—RT54( A—TOMED
MD5 F =y 7 YLzl t 5 TEET, ZTP TiE, TTIIA A=Yk TnD
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TNESE—FETr—RNLEd, X227 ZTP 2T 285815, TR Fv—%
FRTDHEXCVITARESEVAIZEFE L TIEIN,

FREEIRE  FrAEIFHE L FTAE T — DM J7 % Cisco Crosswork (22— R LT, &5
NAADY — T EEZ AR TEDHEIICLET,

EE KA A VEEBAZE (PDC) : FrAFAEAE & & $12 PDC % Cisco Crosswork ([ZH— K L
FT, Elo, AN F v —EHERTHELEXIIPDCEZ TV ATEEFLET,
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LRET 7 ANEEYEFTHT-DDOHA RTA4 &2 RLET,
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AR EDHEH ., 2 2B X Day 0 EE72ILA A VEkE, 3 2HIE Day 0 RERICHEH I NS
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1. DAZLHRTEI—RNE, T 740 EDAZ LOEFOEB R AHE (£721% [ L—2F0
) ) RIA=HEFEHTEES, Ik, A A2 b & —fETA VR — b7
HEE, EITEIZ L OTOMERT D & X, [RERME (Configuration Attributes) ] 7
4=V REFERALTCT XA LEFICEEZHFATEET,
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i, T2 MY O [EERM (Configuration Attributes) ] 7 4 —/L R TERE L72ED
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ERHDFET, ARX—REEDDLZLIITEEEL (ROVIT A —R2aT7 &EH) ,
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R—FSHTVERA,
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FRlZ, 7L AR OO ZTPIREED GRIORIEICEAT L & &I, =— R TAPI=— /L%
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7. PORET7FANLTHHORET 7 AN Ea— /L L TETTEETH (FA RTEFIT
Ao a— RTEXAEE) | EX 2T ZTPTOH, o Xa 7o v rn— RKo—8
ELTHEBDOFERIEETZ 7 AV, BEKR T 74V, BLUEDay0HE7 7 A VEFRETE
i‘j‘o

8. RETZTFANAITEBOE Y F REEhbZ LIXTES, £/1-. AX—20RbYVIZT v
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B 7 7 A MRS N TOET,
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EHLATRE/ N T A —Z OFEIC OV TIX, [BRETZ 7 ANV TOT 7 4V FOEHATFE T A —H
O (232—=) | & [RET 7 AN TDOH AL LABHRFRE/RT A =X O (25 ~2—
D) ] ABRBLTLLEEN,

API 22— /L DFEAMIZ DU T, Cisco Crosswork @ Cisco Developer Network (DevNet) 1 kT
FIFAIfEZ: [Crosswork API References] A == —@ ZTP T /3A A L %€ APL ICfHT A IHAZ S
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BEITFANLDTLE2L—

LIHIZ Cisco Crosswork |27 > 7' — RINTZFRET 7 A VONKE T L E2—T 5, [T
NA REHE (DeviceManagement) ]>[ZTP&&XE 7 7 4 JL (ZTP Configuration Files) ] % %R
L. REZ7ANAE7 )y LET, Ry 7T v 7 7L Ea—2F, RORITRTEHIT,
HEpa— MEREO I — R U H vy VT ADAZ A VREENTWVET,

R2ZZIIPEEIT7ANTLEA—DIA—KI VB9 ADE

SHROT— P =TE
fgea, WET. =07 17 ¢, URL, % |R&
7T A%, K

a A b 7=

a4 BT T—IUE, BEL, v (ALY
RV

L sy Bk T MAAR, A | TR

PR HE IR—F L
F—U—F, EmtE 5
IERAREL, HE 23
pe=ll ik

Fer A—HP Ry NT RLA, MACT KL R | =¥ &

BEITF7FAILTOTIAHIL FOBEBRARE/NS A —F DEA

WDFNZ, HAZLRET 7 A/NVTHEHTE DT 74V NOBERARENRNT A —F ZRLET,
TR, 2 BHDEK T L — AR/ F % Cisco Crosswork 15T /34 A DM BIZ & X #x
4, 5D L—ARNFOMEHBIZ SV TIE, CiscoCrosswork 22 SR E A7 1V 7 kDO
A7 —RLTL SN ([T/A1 REE (DeviceManagement) | > [ZTPEREZ 71 )L
(ZTPConfigurationFiles) [>[¥ > TRV ) T DA >aO—FkK (XR) (Download Sample
Script(XR)) 1) o ZTAUHDOT 7 AV EOEERFEE N T A — & Off T EEZ R TR OV T,
[ZTP X EAZ VT FOf] (26 X—) | ZBRLTLEEN,

RIVZIPEREIT7AINDTIAIL MRS A—4

Cisco Crosswork NEH#: 3 5 |{FARAINDIE

TL—REKILE

{$HOSTNAME} ZTP T3 A h U THRESN TV TN, ADKEA M,
{$IP_ADDRESS} ZIPTNA ATy R Y THEENTWLT S, ADIPT RL A,
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Cisco Crosswork NN B9 5
TL—RKRILE

ERSNSIE

{$SSH_USERNAME}

JLT VR NT 0T 7 AN [2—P—4 (UserName) |7 A —
NV ROE ([#Et ¥ A 7 (Connectivity Type) |73 [SSH] D5A) .

{$SSH_PASSWORD}

VT YR N T 0T 7 A NDPSAT = (Password) 17 4 —
v ROME ([$%5i % A 7 (Connectivity Type) ]74% [SSH] DA .

{$SSH_ENPASSAORD}

JVT v NT T 7 AND [ R—T N/SAT — K (Enable
Password) | 7 « —/V ROJE ([#i¥ 1 7 (Connectivity Type) ]
23 [SSH] DA

{$SNMP_READ_COM}

JVLT NI ATy AND [HAHAIRY 21 2=7 1 (Read
Community) |7 4 —/Vv ROE ([#ki¥ A 7 (Connectivity Type) |
28 [SNMPv2] DA

T

5

{$SNMP_WRITE_COM}

JUVT Uy NT R T 7 AND [HEEiABLTI2=T 1 (Write
Community) |7 1 —/V ROfE (#5547 (Connectivity Type) ]
23 [SNMPv2] DIE)

{$SNMP_SEC_LEVEL}

TJVTFovxNTa T AN [EFX2 VT 4 LoUL (Security
Level) ] 7 4 —/V NOfE ([#i4¥ A 7 (Connectivity Type) | 2%
[SNMPv3] DFE)

{$SNMP_USERNAME}

JVLTF oI a7 A D [2—H—4 (UserName) |7 4 —
v ROfE (Bt # A 7" (Connectivity Type) ] 7% [SNMPv2] %7
% [SNMPv3] DIGA)

{$SNMP_AUTH_TYPE}

VTR NT BT 7 A N[ —4 (UserName) ]7 A —
RO (% 1 7 (Connectivity Type) 1743 [SNMPv3] T [
X = U7 4 UL (Security Level) ]72% [AUTH NO PRIV] 7=
I% [AUTH_PRIV] D)

{$SNMP_AUTH_PASS}

IVT R NTRT 7 A NO[2—F =% (UserName) |7 4 —
JV ROfE ([BEi % A 7" (Connectivity Type) ] 7% [SNMPv3] C[&
= U7 4 L~Ub (Security Level) |75 [AUTH NO PRIV] %£7=
IZ [AUTH_PRIV] D¥4)

{$SNMP_PRIV_TYPE}

JVT eI T A O [—F—4 (UserName) |7 14—
v ROl ([BEt % A 7 (Connectivity Type) ]73 [SNMPv3] T [t
X = U7 4 LU (Security Level) 73 [AUTH_PRIV] DA)

{$SNMP_PRIV_PASS}

JVLTF Uy NTa Ty AND [T TAR—RA T — R (Priv
Password) | 7 4 —/V ROfE ([##i% 1 7" (Connectivity Type) ]
23 [SNMPv3] T [EFx =2 U7 1 L~ (Security Level) |73
[AUTH PRIV] D#4A) .
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WOBNRT L DI, WME DN AR LAEHARENT A—F ERET 7 A MIERTEET,
OHENZTRT LT, MUBRET 7 ANVHNTHAZLLF 7 4V NOBHATHE ST 2 — X % ff

TExET,
WDOEMEZEMTZ L TCODBIRY , [EBEDOLFIZ D AR LB ARENRT A =X |ZEIV Y THZ LN
T&EET,

« FRE SN AEHEREA ({$MyParm} 72 &) (219,
e RGRA—BHPDAR—A LT A —F 4 VL RICEERZ D,
« 77 )V b OBEHAAFERT A —H L [A] LA RO CT &2 FEH L7,

e TNARATY MY 77 AND [FEERBM (Configuration Attributes) |7 4 —/L N2, &7 A
BLNTGA=ZDMEEANTT D, RO CLIREDY > TNT 7 A NELDAARL LINT
A—=Lu ZTP TNRA AT MY T 7 A VTHAT ST, ZTP 7S A= Y 77 A
IWNDET A AD [EEEME (Configuration Attributes) ] 7 « —/L KT {$LOOPBACKO_| P}
TAL LNTG A =B DIEEIFET DMENH D ET, WAZ LT A—ZOEEZIEE LS

X a7 ZTP ZHH L TV A 84 1%, Day0

NTEEEE, BENKBL £,

WYR—FENET,

ZDAT VT FOFIORAIOITIE, I0S-XR T /34 ADCLI A7 V7 RN THETYT, Zhizk
V. ZTP X7 7 A /L3 CLI A2 U 7 k> bash/Python A7 U 7 b EFERTE £9, MBS
L TAR—=V g VB BEAEHLTLLEE N, [0S-XE TN A0S, 20X BTIINEHY
A,

7:BMATIEE/NT A — 2 HNRTET B I0S-XRCLIZRFER Y ') T+

'l TOS XR Configuration 7.3.1

hostname {$HOSTNAME }
username {$SSH USERNAME}
group root-lr
group cisco-support
password 0 {$SSH PASSWORD}

|
cdp
|

line console
exec-timeout 0 O

line default
exec-timeout 0 O
session-timeout 120

call-home

service active

contact smart-licensing

profile CiscoTAC-1
active

destination transport-method http

WET 7 ANDIHTH AL NEWRRE/ ST A —H
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interface LoopbackO

ipv4 address {$LOOPBACKO IP} 255.255.255.255
|

interface MgmtEthO/RPO/CPU0/0

description OOB Management ZTP

ipv4 address {$IP_ADDRESS}

|

end

ZTP RFERY ') T DBl

WIZ, TAREHRTIAL BT OENTWEIRET 7 A VOB EENTWNWDY T L EIR
LEd,

8:I0SXRTINARADY S5 vy ZTPDay 0 XY ) 7 b

#!/bin/bash

FH R R R R R R R R
ztpSampleScriptFile.sh

Purpose: This sample script is required to notify Crosswork of the status of
ZTP processing on an IOS XR device, and to update the device's IP address and
hostname in Crosswork. It is also used to download a dayO config file from
Crosswork config repository and apply this initial configuration to the device.

#

#

#

#

#

#

#

#

# To use: Modify the sample script as needed, following the comment guidance.

# Then upload the modified script to the Crosswork config repository.

# Next, copy the URL of this file from the repository and set that

# value in the DHCP server boot filename for ZTP config download. When ZTP is

# triggered on the device, it will download and run the script, then notify

# Crosswork.

#

# Replace the following variables with valid values & upload to Crosswork config
# repository. Sample values are provided for reference.

# - XRZTP_INTERFACE NAME: e.g., MgmtEthO/RP0/CPU0/0 interface where ZTP triggered
# - CW _HOST IP: Crosswork VM management or data network IP address,

# - CW_PORT: 30604 for HTTP & 30603 only for HTTPS download of config file

# - CW_CONFIG UUID: Replace with UUID of day0 config file from Crosswork repo,

# assuming user has already uploaded device day-0 config file.

#
#
#
#
#

This script has been tested and is known to work on Cisco NCS5501, NCS5401,
ASR9901, and 8800 routers.

FHEHAFHH AR R R R R R R R R R R R R R R R R

export LOGFILE=/disk0:/ztp/customer/user-script.log

XRZTP_INTERFACE NAME="MgmtEthO/RP0O/CPU0/0"

# ZTP helper library is assumed to be installed in IOS-XR linux shell
source /pkg/bin/ztp helper.sh

interfacedata=$ (xrcmd "show interface ${XRZTP_ INTERFACE NAME}")

CW_HOST TP="192.168.100.248"
CW_PORT="30604"
CW_CONFIG UUID="e04661£8-0169-4ad3-82b8-a7c26c4f2565"

# Send logging information to log file on device diskO:/ztp/user-script.log
function ztp log() {

echo "$(date +"Sb %$d $H:%M:%S") "$1 >> SLOGFILE
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#

# Get chassis serial number of the device, required by ZTP process.
# This works on Cisco NCS5501, NCS5401, 8800 series routers.

#

function get_serialkey () {

local sn=$(dmidecode | grep -m 1 "Serial Number:" | awk '{print S$NF}");
if [ "$sn" != "Not found" ]; then
ztp_log "Serial $sn found.";
# The value of $sn from dmidecode should be same as serial number
# of XR device chassis.
DEVNAME=S$sn;
return 0
else
ztp_log "Serial $sn not found.";
return 1

#

# Get chassis serial number of the device, required by ZTP process.
# This is tested and works on Cisco ASR 9901, but not other devices.
#

function get serialkey asr9901 () {

udi=$ (xrcmd "show license udi")

sn="$ (cut -d':' -f4 <<<"Sudi")"
pid="$ (cut -d':' -f3 <<<"$udi")"
pid="$ (cut -d',' -fl <<<"$pid")"

echo "Serial Number $sn"
echo "product id $pid"

#

# Get IP address and subnet mask from device. IP address is assigned from DHCP
# server on interface where ZTP was triggered.

#

function get_ ipaddress() {

local ipvar=($(echo $interfacedata | awk -F "Internet address is " '{sub(/
K., $82) sprint $21'))

local ipvé4addr=$ (xrcmd "sh run interface ${XRZTP_INTERFACE NAME} | i ipv4 address"
| awk '{print $3}")

local ipv6addr=$ (xrcmd "sh run interface ${XRZTP_INTERFACE NAME} | i ipv6 address"

| awk '{print $3}"')
local ipaddress=($(echo $ipvar | awk -F "/"™ '{sub(/ .*/,"",$1);print $1}"));
local mask=($ (echo S$ipvar | awk -F "/" '"{sub(/ .*/,"",$2);print $2}'"));
local maskv6=($ (echo S$ipvé6addr | awk -F "/" '{sub(/ .*/,"",$2);print $2}'));

ztp log "### Value of interfacedata => $interfacedata ###"

ztp_log "### Value of ipvar => $Sipvar ###"

ztp log "#####IPv4 address $ipaddress and mask $mask found. #####";
IPADDR=$ipaddress

MASK=$mask

MASKV6=$maskveé

return 0

#

# Fetch hostname from device configuration.

toavF Joneva=vy ||}
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#

function get hostname () {

hostnamedata=$ (xrcmd "show running-config hostname")

local hostname=($ (echo $hostnamedata | awk -F "hostname " '{sub(/ .*/,"",$2);print
$21"));
ztp_log "#####hostname S$hostname found.";
HOSTNAME=S$hostname;
return 0;
}
#
# Download day-0 config file from Crosswork config repository using values
# set for CW_HOST IP, CW PORT and CW _CONFIG UUID.
# The MESSAGE variable is optional, can be used to display a suitable message
# based on the ZTP success/failure log.
#
function download config() {
ztp_log "### Downloading system configuration ::: ${DEVNAME} ###";
ztp_log "### ip address passed value ::: ${IPADDR} ###";

ip netns exec global-vrf /usr/bin/curl -k --connect-timeout 60 -L -v --max-filesize
104857600
http://${CW HOST IP}:${CW PORT}/crosswork/configsvc/vl/configs/device/files/${CW _CONFIG UUID}
-H X-cisco-serial*:${DEVNAME} -H X-cisco-arch*:x86 64 -H X-cisco-uuid*: -H
X-cisco-oper*:exr-config -o /disk0:/ztp/customer/downloaded-config 2>&1

if [[ "$?" != 0 ]]; then
STATUS="ProvisioningError"
ztp log "### status::: ${STATUS} ###"

ztp log "### Error downloading system configuration, please review the log ###"
MESSAGE="Error downloading system configuration"

else
STATUS="Provisioned"
ztp log "### status::: ${STATUS} ###"
ztp log "### Downloading system configuration complete ###"
MESSAGE="Downloading system configuration complete”

fi

#
# Apply downloaded configuration to the device and derive ZTP status based on
# success/failure of ZTP process. The MESSAGE variable is optional, can be used
# to display a suitable message based on the ZTP success/failure log.
#
function apply config() {
ztp_log "### Applying initial system configuration ###";
xrapply with reason "Initial ZTP configuration" /disk0O:/ztp/customer/downloaded-config
2>8&1 >> SLOGFILE;
ztp log "### Checking for errors ###";
local config status=$ (xrcmd "show configuration failed");
if [[ Sconfig status ]]; then
echo $config status >> SLOGFILE
STATUS="ProvisioningError"

ztp log "### status::: ${STATUS} ###"
ztp log "!!! Error encountered applying configuration file, please review the
log !ttim;
MESSAGE="Error encountered applying configuration file, ZTP process failed"
else
STATUS="Provisioned"
ztp log "### status::: ${STATUS} ###"

ztp log "### Applying system configuration complete ###";
MESSAGE="Applying system configuration complete, ZTP process completed"
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Without this function,
be updated in Crosswork.

Using this API,

Call Crosswork ZTP API to update device ZTP status,
device status will remain in "In Progress" and not
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IP address, hostname.

device SSH/SNMP connectivity details can also be updated.
Values for connectivity details values can be added as part of

H o e o o S S 3 3 S S S S S 3 3 S S S S e

'connectivityDetails" array in below curl command.

"connectivityDetails": [{

"protocol": "SSH",

"inetAddr": [{
"inetAddressFamily": "IPV4/IPV6",
"ipaddrs": "<ssh/snmp ipaddress>",
"mask": <ipaddress mask (Integer) .>,
"type": "CONNECTIVITYINFO"

1

"port": <ssh/snmp port (Integer)>,

"timeout": <ssh/snmp timeout (Integer). default to

H

function update device status() {

echo "'"$IPADDR"'"
echo "' "$MASK" [l
echo "'"$DEVNAME"'"
echo ""'sSTATUS"'"
echo "'"S$HOSTNAME"'"
echo "'"$SMESSAGE"'"
curl -d '{

"ipAddress":{
"inetAddressFamily": "IPV4",
"ipaddrs": "'"$IPADDR"'",
"mask": '$MASK'

}I
"serialNumber":"'"$DEVNAME"'",
"status":"'"$STATUS"'",
"hostName":"'"SHOSTNAME" '",
"messagen AL "$MESSAGE" T

}' -H "Content-Type: application/json" -X PATCH

Sample snippet provided:

60sec>

http://${CW _HOST IP}:${CW PORT}/crosswork/ztp/vl/deviceinfo/status

}

#

Script entry point

STATUS="InProgress"
get_serialkey;

#get serialkey asr9901; // For

Cisco ASR9901,

get_serialkey asr9901.

ztp_log "Hello from ${DEVNAME}

rrrmw.
R

get_ipaddress;

ztp log "Starting autoprovision process...";
download config;

apply config;

get_hostname;

update device status;

ztp log "Autoprovision complete...";
exit 0

replace get_serialkey with
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#!/bin/bash

FHEFHHHH A A A A R R R R R
#

# Secure ZTP post-configuration script. It updates the hostname and

# ipaddress for the device input, serial key and Crosswork host and port

#

FHEFHHHH A A A A R R R R R

export LOGFILE=/disk0:/ztp/customer/user-script.log

XRZTP_ INTERFACE NAME="MgmtEthO0/RPO/CPUO/0O"

# ZTP helper library is assumed to be installed in IOS-XR linux shell
source /pkg/bin/ztp helper.sh

interfacedata=$ (xrcmd "show interface ${XRZTP_INTERFACE NAME}")

CW_HOST IP="192.168.100.248" #update from the post script prepare code
CW_PORT="30603" #update from the post script prepare code

# Send logging information to log file on device diskO:/ztp/user-script.log
function ztp log() {

echo "$ (date +"%b %d $H:%M:%S") "$1 >> SLOGFILE

#

# Get IP address and subnet mask from device. IP address is assigned from DHCP
# server on interface where ZTP was triggered.

#

function get ipaddress() {

local ipvar=($(echo $interfacedata | awk -F "Internet address is " '{sub(/
LK/, $2) sprint $23 7))

local ipvéaddr=$ (xrcmd "sh run interface ${XRZTP_INTERFACE NAME} | i ipv4 address"
| awk '"{print $3}"')

local ipvé6addr=$ (xrcmd "sh run interface ${XRZTP_INTERFACE NAME} | i ipvé6 address"
| awk '"{print $3}"')

local ipaddress=($(echo $ipvar | awk -F "/"™ '{sub(/ .*/,"",$1);print $1}'"));

local mask=($ (echo $ipvar | awk -F "/" '{sub(/ .*/,"",$2);print $2}'));

local maskv6=($ (echo $ipvéaddr | awk -F "/"™ '{sub(/ .*/,"",$2);print $2}"));

ztp log "### Value of interfacedata => $interfacedata ###"
ztp log "### Value of ipvar => Sipvar ###"
ztp log "#####IPv4 address $ipaddress and mask $mask found. #####";

IPADDR=$ipaddress
MASK=$mask
MASKV6=$maskvo6

return 0
}
#
# Fetch hostname from device configuration.
#

function get hostname () {

hostnamedata=$ (xrcmd "show running-config hostname")
local hostname= ($ (echo $hostnamedata | awk -F "hostname " '{sub(/ .*/,"",$2);print

M tosyFJREva=oy
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ztp_log "#####hostname S$hostname found.";

HOSTNAME=$hostname;
return 0;

Call Crosswork ZTP API to update device ZTP status,

IP address,

zrrrrozn ]

hostname.

Without this function, device status will remain in "In Progress" and not

be updated in Crosswork.

Using this API, device SSH/SNMP connectivity details can also be updated.
Values for connectivity details values can be added as part of

"connectivityDetails" array in below curl command.

"connectivityDetails": [{

"protocol": "SSH",

"inetAddr": [{
"inetAddressFamily": "IPV4/IPV6",
"ipaddrs": "<ssh/snmp ipaddress>",
"mask": <ipaddress mask (Integer) .>,
"type": "CONNECTIVITYINFO"

11y
"port": <ssh/snmp port (Integer)>,

"timeout": <ssh/snmp timeout (Integer). default to 60sec>

H

function update device status() {

http://${CW_HOST IP}:${CW PORT}/crosswork/ztp/vl/deviceinfo/status

}

echo "'"SIPADDR"'"
echo "'"SMASK"'"

echo "'"S$SERIAL KEY"'"
echo "'"S$HOSTNAME"'"
curl -d '{

"ipAddress":{
"inetAddressFamily": "IPV4",
"ipaddrs": "'"SIPADDR"'",
"mask": '$MASK'

}I
"SerialNumber":"'"$SERIAL_KEY"'",
"hostName":"'"SHOSTNAME"'",
"message":"Post config script updated succssfully"

}' -H "Content-Type: application/json" -X PATCH

function get sudi_serial() {
local rp card num="ip netns exec xrnns /pkg/bin/show platform sysdb | grep Active |

cut -d ' ' -f 1°
echo Srp card num

Sample snippet provided:

xrcmd "show platform security tam all location $rp card num" > tamfile.txt
local sudi_serial=$(sed -n -e '/Device Serial Number/ s/.*\- *//p' tamfile.txt)

echo $sudi_serial
SERIAL KEY=$sudi_ serial
return 0

function ztp_disable()

{

toavF Joneva=vy ||}
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xrcmd "ztp disable noprompt"

}

function ztp_enable()
{
xrcmd "ztp enable noprompt"

}

# ==== Script entry point ====
get_sudi_serial;

ztp log "Hello from ${SERIAL KEY} !!!";
get_ipaddress;

get_hostname;

update device status;

ztp log "Autoprovision complete...";
ztp log "Disabling secure mod"

ztp disable;

exit 0

ZTIP7+Ey bOA—k

togyF FoEsa=vy |

3% ZTP & — ROBEMIZHEST, TR IV LEZIP Ty 2T v e — RKLET,

7Zv v ZTP TiE, WEr— KT 530 RH D 7,
BEZ77AN (TXT 77 AN, SH 77 AN, F-1ZPY 77 A4)V)

c TNRAADY ) TNEK S

X 2T ZTP T, RET— RTH0LERH Y F1,

cEZ 7 AN (TXT, SH., 721X PY)
« FNRAL ZADI Y T NEKS
o [HE KA A R E
« FTAMERE A &
s FTAMENTF ¥ —
« SUDI /L— hZEBA #
PnP ZTP Cl&, RE B — RTLO0ERHY £7,

FHETZ 7 A (TXT D)

s TNAADYVY TIVEE

ZTP v AR —F 4 v T DO—EH e LTTF AL ADF R —F 4V T VAT AT NI 2T %A
A=t BA A—VMb, FREEFTILITFENRNDILEEF. ROX I 7 b =T A A—

VESMU R — FTo0ELHY £,

« 2773w 7 ZTP : TAR | ISO ., BIN, L7ZIZRPM A A=V 7 7 A )L LU SMU

e %27 ZTP : TAR . ISO. BIN, F72IZRPM A A —T 7 7 AL, BLUSMU
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ATy T

ATy T2

ATvT3

ey ton—rk ||

«PnP ZTP : BIN ® %4, SMU IV HR—FENTWEH A,

vy T ENEFY NI RIALTEBHLT, Y7 hv=T A4 A=Y, SMU, BILOHE
TryANET v Ia— RT&xET,

CiscoCrosswork IZ. 77— RL7E=Y U T AESOEEZHEL, BEmic1 2o~V
IZ~v—Y L £9, CiscoCrossworkiZ, 7 v 7 — KL= X COFTHEENNYFv—%BFED Y
U7 VS BRI BT £,

A A=Y, SMU, REZ 74/, BLOV I TALESEEEDIEFCTT v — KT&EET,
VI TNEEEa— FLERICOA, GEAELHIEESAYV Ty —2r—NLET,

EE) Y7 =T A A—VESMUET v r—RKLET,

a) AA U A=a—nb, [T/Nf REE (DeviceManagement) |>[V 7 bz 74 A— (Software
Images) | #&IRL. [Flazr 0 vy Lgd,

b) MERAA—VELIFISMUDT 7 A MEHREZA L, (BN (Add) 1227V v 27 LET,

T7ANDMDS F =y 7 LEANNTHLENHY 7,
F72. [B Browse) |27 Vv 7 LTV T "I 2T A A=Y 77 A NEFERTHZ L TEET,

o Har0 oL, T A—VL MU T 7 A L ER— FTHET, FIHIb 2#HVELET,
REZ 7 ANET v 7Ta—RLET,
a) AAVA=a—nb, [T/N\( XREE (DeviceManagement) |>[ZTPE&E 7 7 4 JL (ZTPConfiguration

Files) ] Z3R L. Flz2 Vv s LET,
b) MEZRRCHEREADLTCHEM (Add) 1227V v 27 LET,

[ (Browse) |27 Vw7 LTREZ 7 ANVEERLET,

X 2T ZTP 232ET 25513, (#1477 (Type) | Fay 7P Xy 2R LT, BT HIRET 7 A
VIS [FATRRE (Pre-config) |7, [Day 0% (Day0config) 17, F2iX[EE% (Post-config) ] 0%
BELET., 777 ZTP & PnP ZTP OHA1%. #IZ [Day 0 i%/E (DayO-config) ] Z IR L 7,

o) HarVor L, $_TORET 7 ANV EE— R 5 ETTIA2 20 ELET,

TNRAZADV YT NEGET v 77— LET,

Q) AA U A=a—Mnb, [T/A4 RAEE (DeviceManagement) |>[2 ) FILBS L/ F v— (Seial
Number and Voucher) ] Zi#R L, [Z U 7 /L& S DB (Add Serial Number) | %7 VU v 27 LE T,

b) [CSV DT v 7 rm— R (UploadCSV) 1%7 VU v 7 L, seriadlnumbercsv V> 27 %27 U w27 LT
sampleSerialnumber.csv 7> 7L — N7 7 A )L EHX T — RLET,

) HIRLT-CSVIZ7ANTT 4 ZEMEH LT, ZIPZEH L CH L R—F 4 T HFEDTXTOT
NAADV Y TNFEGET T L—MIANLET, EHLIECSV I 7 ANT T L— a2 LW,
ACRFLET,

d) [V T NESOENM (AddSerial Number) ] Z RN L £9, [ Browse) |7V v 7 LTEH
L7 CSV 77 ANEZIRL, [ZU 7 EEDIEM (Add Serial Number) %27 U w27 LTI U 7%
FhEAVR—RMLET,

toavF Joneva=vy ||}
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AT T4 BX 2T ZTP 2 FET HHEAICOH, WOTFNEICERE T,
ATY TS TN NOFTAMHEGERE, FEE RAA VFAE, iEES—, TAEERE, BLOFEE A7 L —
AEEHLET,

a)

b)

¢)

d)

e)

f)
2

A A= 2=, [EE (Administration) ]>[iEBAZEEHE (CertificateManagement) ] # 2L *
7

[FERAE (Certificates) ] C. [Crosswork ZTP A% (Crosswork-ZTP-Owner) | DRIZH D &7 U v
7 L. [REBHEDO®EH (Update Certificate) 1227V v 27 LE 7,

[Zf (Browse) [#7 VU v 7 LT, HERAA FENE (PEM 7 7 A )V ET2IXCRT 7 7 A /L) Z iR
LET, 77 ANVEBRLUIIREET, [IRfF (Save) 127V v 7 LET,

[ (Browse) |27 Vw27 LT, fTE&%— (PEMZ 7 A /L, KEY 77 A /L, CRT 7 7 A /)V) %%
WLET, 77 ANVEBIRUIIRET, [fR{F (Save) 1227V v 7 LET,

[ (Browse) 1 &7 U v 27 LT, BrAHEIENE (PEM 7 7 A VETIXCRT 7 7 A /V) ZIERL F

To T ANEBIRUIKIET, [fR1F (Save) 1227 U v 27 LET,

[FTf5#&7SA 7 L—RX (Owner Passphrase) JIZFTAH /A7 L—X% AN LET,

[fR7F (Save) |27 U v 7 LET,

RATYT6 T7HNNOFAMENYTF ¥ —iEAEZ R LET,

a)

b)

<)
d)

e)

AL A=a—0b, [EE (Adminigration) |>[REBAEERE (CertificateManagement) | 3R L &
7

[REFAE (Certificates) ] C. [Crosswork ZTP A% (Crosswork-ZTP-Owner) | DRICH D =27 U v
7 LET,

[REFAEO ®H (Update Certificate) 1227 U v 27 LET,

[ZH (Browse) 1% 7 U v 27 LT, 774N FOFTAWHAYF ¥ —OFFIMHEMNT 5 TAR 7 7 A )L E
T VCI 7 7 A VEIEIRLUE T,

[RTE (Save) |27V v 7 LET,

ATy TT1 FT 74/ D SUDI F A AFEAEAZFHF L ET,

a)

b)

<)
d)

e)

AA A =a—b, [EE (Administration) |>[SEBAEZEEE (CertificateManagement) | Z &R L &
R

[FERHZE (Certificates) ] T. [Crosswork ZTP 7 /3A A SUDI (Crosswork-ZTP-Device-SUDI) ] DHEIZ &
L HI YT LET,

[REFAEO®H (Update Certificate) 1227 U v 27 LET,

[ (Browse) 1% 7V v 27 LT, 574/ ko SUDIFEAED TH M9 2 SUDI 7 /3 A AFEH &
Ty ANEFRLET,

R%TF (Save) 127 U7 LET,

ATy T8 LEINUT, BMOFAEHEASAYFv—%2T v 7 u—KLET,

a)

b)
c)

A A=a—nb, [T/INM AEHE (DeviceManagement) |>[2 ZILBEE E/NDF v — (Serial
Number and Voucher) | Z&4R L £9,

[/STF % —DiBEM (Add Voucher) 1227 U w27 LET,

[Z# (Browse) |27V v 7 LT, 77 —KRTEH5TARNNUF ¥ —T7 7 A LFEZIELVCINRNTF v —
TrANVERRLET,

B tozvF JoEvazuy
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ZIPTOI LT LTRT 74 ILOER .

P— K= F BT AR ZADNTF v —%T v 7T u— RTH858E, 7Ty 7 a—RLEVC 77 AV
N LA serial.vei IZESD TWAZ L ZMERLET, 22T, seria IIxedTH5T A4 2D )T
JVE 5 TY, Cisco Crosswork Tld, FTAMENYF ¥ —%2T A Ry B T T H12DICZDFAT
DML NVETT,

d) [Tv7a—FK (Upload) 127V vZ7 LET,

ZTP TOO LTI IILTAT 74 IILDER

ATy T

ATy T2
ATvT3

RTvT4

CiscoCrosswork ZTP Cld, TNRA AT 7B AL TCERETLHIDICZ LTy a7y A )L
BUETT, KRIZ, CSVIZ7ANVEFHALTHETI LT oy AT a7 7 A VE BT 55
HEERLET,

TJLToTvxNTa Ty ANE 1 OTOBEMTLHIELTEET, ZhETHITE, [T/A4
A& (DeviceManagement) 1> [Z LTI v )LFB T 74 )L (Credential Profiles) ]% &R
L Hz2zy oy LT,

TVTooxynNTuad s ANEFRTHE TAAALAARYR— b T57 0 ha VI LIc® 5
TVTF oy VERETEET, SNMPZ LT U Uy LEEATWATNAL AT LT Uy )b
Ta 7y A NVEERT HEEX. a7 7 A T N A TEREEICE NI > T D SNMP
DNR=q DI LTy )vd, TONR=g 0 DRhEEbdblEEBEIDLET, -2
E. T ZARETSNMPVI AN > TOWARWERIE, FOF AL ZADI LF oy LS
1077 A /I SNMPV3 7 LT vy v L2 G hR T IEE,

AA A= a—n5 [TIAA REHE (DeviceManagement) 1>[2 LT ¥)L7O 774 )L (Credential
Profiles) | 8RR L £,

ExrvorLET,
[ [Credential template (*.csv) | #7757 A /LDX 71— K (Download sample 'Credential template
(tesv)'file) 1V 2% 27Uy 27 L, CSVI7ANT T Lb—haeua—RRFELET,

TEOZT 4 X EZHEHLTCSV T 7 L— b afEET, BT A7 LTy 7 m o7yl Eicl
TToO7 7 A MATEBIMLET,
INEITIEEE. ROHA R4 800 ET,

LT UV NANTaT 7 AND [PXAT— K (Password) FINZEHDEA, CSV 7 7 A VEA U R—
FCExEHA, LEIDGU T, THHDT 4 —/L RICEBEONNAT — R&2 A TXF£7, CiscoCrosswork
RS L ENTHANTINODRAY— RERELET, ZOFEZRIRLEZGSE. Ty 7 n—FK
BT IZCSV 7 7 A VEEIEL CTL 3V, CSVZ 7 A LD [/SAT— K (Password) 5T AH Y
AT HBEANNILTCA VA= THZL2RB8OLET, AR — PRI L= 5., Cisco Crosswork
GUI LT a7 v AV ERmEL, WOFIATHIAT DL IICE RO AT — RE AN TEE
—g—o

cFWL7 4=V FNTEROT= M) ZXUI5ICE, BEIaar2EHLET,

toavF Joneva=vy ||}
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ATy TH
ATvT6

ATy T1
ATvT8
ATvT9

HBEOT ) I3 TRYIDEEIE, K7 4=V NICEEANTDIAFREZETH L Z LI
EELTLES, 120FORYIOT . b VIFROIIDOEOT FVICvy e 7shET, f:
[/SAT— K& A7 (Password Type) (2, NAT—RKZATFTDY X |
ROBOT USERPASS_SSH;ROBOT USERPASS_TELNET ; ROBOT USERPASS_ NETCONF % A J) L %7,
Wiz, [=—H%—4 (User Name) ]%/iZ Tom;Dick;Harry;., [/XA 7 — K (Password) ]I
root;MyPass;Turtledove; * AN LET, ZHHDINCANTHIEFICL>T, AHLZ3 2D
NRRAT—=RKEZAT 30 Da—V—4, BIO3ODRATU— ROBIZKRDO~ v BV I RRESNE
7

« ROBOT _USERPASS SSH; Tom ; root

*« ROBOT USERPASS NETCONF; Dick ; MyPass
* ROBOT _USERPASS TELNET; Harry; Turtledove

« 77 ANERGT DENC, BT NT =2 T2 LTHIBRL T &, Fl~y X —{TI3EH T £,

FETLES, CSV 77 A NEH LWL TIRIEL £,

WEZIE U T, [T/ REE (DeviceManagement) |>[Y LT %)L TR T 74 )L (Credentia Profiles) ]

rEEERL, E 2200 LET,

[ (Browse) 1227 U w27 LTCSVZ7ANETEELERLET,

CSV 7 7 A NWHEIEIRLIIREET, [A > A —F (mport) 227V v 27 LET,

AVR=IPETLEL, ROFIEELFETLETS,

a) [Z LTy ¥/7r7 57 AL (Credential Profiles) |V 4 > RUDEMMNEG, HHTL57a7 7 A L%
L. ary s LT,

b) JLTrvx TR T ANDNAY = Reala=T 4 XFHE AL, [IRfFE (Save) 1227 U v 7
LET,

) TRTONRAY—FRLaia=T 4 XFHNEANTLHET, LREIJSLTINODOFIREZMHEY KL E
7

ZTP 787 74 ILDERK

CiscoCrosswork %, ZTP 7 a7 7 A L ZFEH LT, f A=k nkv ALK ETutRZ HE)
{bELET, ZIPT R 7 7 A MIA T a TR, T 52 L2 BEIO LET, ZTPA
A—=UILERET DB RAEM{FT DO HLET, ZIPT R 7 7 A NVEMHT S & FE
DY FZADEINIT NA AT 7 IVADT AL RTHATE D, EREHLDA A=V T 7 AL
ERET 7 ANDEy FEBHTEET,

753y ZTP #FEETHHRE . KR ZTP a7 7 A NLIZIZ 1 DDA A =T 7 AL e 1O
DERET 7 ANDLEBEMNITAHZENTEET, %27 ZTP TIL, FRIRE T 71 /L,
WER T 7 AN, BXODay0 X E7 7 A VERETEET,

ZTIP 7u 7 7 ANV TliE, A A=V 77 A NVERETILETIH Y ¥ A,

. tosyF JoES 3=y
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ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ITIP TINA AT MY T 74 LDIER .

ZTP 70 7 7 A IV D THIERTE F 4, XA RAT7 73V TL, a—RFr—2TL, F
73Ry hU =2 — VL1 ODZTP 70 7 7 A NDIHEERT D Z L 2B LET,

AL A= a—nb [TINA AEHE (DeviceManagement) | >[04 vyFFO774AJL (Zero Touch
Profiles) | &R L £7°,

+H LW e 77 A/ (+NewProfile) 127 Vv 7 LET,

HLWZTP 7 7 7 A VKB RMEEZASILET, 7077 A N0DY 7 " I x2T A A=V RIRET HNE
xH Y FHA,

X 2T ZTP 2 FEET DA%, [EX =27 ZTP (Secure ZTP) D AT A X% [£%) (Enabled) ]IZ/E)L
F9, W, FARET 7 ANVEREZRT 7 A VOLARTEATILET,

OSN—V gL LTIOS-XE Z@IRL7-54. BXa7 ZTP IMEHTE ¥ A,

[f#17F (Save) 1227 Vv 7 LTHLWZTP 707 7 A VEAER L £,

ITP TINA AT M) 774 IILDERL

Cisco Crosswork (%, ZTP 734 A= MU EHHL T, 7o ya=73257 /31 2D IP
T RULA, Fu bhai, BIOREOMOEREZFHFICHEE TX £9, Cisco Crosswork |3, ZTP
WMENEFICETTDE, ZhbDAf R — &y VISR AE A LET,

TNAAZL NIDCSV 77 A NEA VA= T HIET, ZTIPT XA A b & —fET
fERLCE £,

KO REY 7 T, TRAZAZ L RIDCSV 77 ANVDT L FL— R eXrra—RL, @
B2 KD ZTP /34 A= b Y ZERT D HFEICOW T L £,

BEBNDLDETIE. TRA A FIDOCSV 7 7 ANERZRTZL2BEIOLET, T L —
FOab—IZ 1 2FHI1T2 00T A A NI OLBLEZBML, A A —FLET, FO%
T, MEREREIST 5 H 2R TEET,

Fio, B—ZTP T3 2> MU OER (44 2—2) T4 % X 9 (2. Cisco Crosswork ®
Ul ZFEHALT, ZIPT A A "N Z 1 OTHERTHZ EbTEET,
ITPTFINA R IV RM) FUoTL—FrDAHO—KERE

1. A A=a—n5 [T/\/4 AEE (DeviceManagement) |>[7T/34 R (Devices) | %
WLET,

2. [Ba#%vFF /31 A (Zero Touch Devices) | # 7% 7 U v 7 LET,
3. ElxrvoriLsd,

4. [ Tdevicesimport] 7> 7L — b (csv) OF 7> u— K (Download 'devices import' template
(esv) 1V 27%27 Uy 7 L, [T (Save) 1227V v 7 LCHR—HILVARL—VT YV —
ANRAFLET, [Fr A (Cancel) 127 Vw7 LTHEA TRy 7 A% 7 VT L
\iﬁqo
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5, BIRLET AU A —2a>TCSV T L—hElX. BILOVARTTHRELET, K17
T, ZTP AL CA VR —T 4 VT T D TFEDET A ADTZ Y MY BERLET, &
FNZATT T BIEIZOWTIEL, RO My 7 DHEEZSH LT IZEW,

ITPTNARIVFYDCSV T TL— Y T7L IR

RDOFLT, 77— FHOFIOERATIEZOWTHHALET, =2 M) Z0EL T LT
WL, FIBDORIZT A2 U A7 (%) T TORLTWET,

450 [#45 (Connectivity) | FITIFEE DO MU RNHFAEINTNDHZD, 1 BDOTF /A Z|T
BEOMET 2 Fa Va2 EETEET, o4 Ty a v EFERAT ISR, = FUMICER
anrEMEHL, RO 3OOFNZFECIEF TEAEAN LET, 2L 2E 7w han

(Connectivity Protocol) %1l SSH;NETCONF; & A9 5 & LE7, [ — kb (Connectivity
Port) ]%i223;830; E AJILT=E, 220080 U IFRO LS Icv vy B 7 anET,

* SSH : 22

* NETCONF : 830

RAZIPTNNAR IV M) FUoTL—DH) T7 LR

T L— D3

ERAE

[> U 75 (Serial
Number) ] *

FALADYY FAERE AN LET, [T/ Rk LTRK 3
DOV TNEFEFEAITEET, ZhbiX, LARTIZ Cisco Crosswork
i KL ADY Y T AR LR L Th D BEN b 0 &
T,

ZTP Tid, @HFEOTRTORERMIZT Y T AEFE SO MY BRMET
9, DHCPOption 82 ML TV L —=—V = F&FEETHEE
X, ZO7 44—V REZEADEFIZTEHIELTEETN, T4 R
LT D702 E— N ID EEFRIDITIEET 2 LERH Y £,

(02— o v BER)
(Location Enabled) ]

nr—va D EFH L TT AN A5 584 1%, TRUE & A
NLET, VU TAESTHEINTHE5E1X, FALSE E AN LET,
TRUE & A L7261, st 5502V E— hID L RIFRID 2 A )
L% ¥, FALSE & AJJL725A 1, T 55 Y 7 A& SE A
HLET,

[VE— FID (Remote
ID) ]*

X a7 ZTP 2R3 L, Option 82 #fHT 256 : 7— A T v
T ==L LTHRET 5 U E— bR R FOARTZHAI L ET,
DHCPOption82 2 L TV L—=—Y x> M 23T 5584813, ©
Dxy FUIEMAETT, T34 2D Y E— D &[EHRID OFHE D
HEANTHLERS D 7,

Option 82 Z M L72WEAIL, 207 4 — /L REZZEADEFICTE
ETH, T ZADV Y TNAEFITRET DMLERHY £7°,
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ITIP TINA AT MY T 74 LDIER .

TUIL— D3

ERAE

[[FIHRID (CircuitID) ]
*

YX a7 ZTP #5324 L, Option 82 i 2454 : 7— A R T v
T R—=NEREZ(ET DA H—T = A AFET21E VLAN Z ik 5l
LET,

DHCPOption82 #ffH L TV L—=—T = > M EFEET LA, 2
DTy FVIIMEATT, T4 2D U E— KD & [BIFEID DA D
TEANTHLERHY F7,

Option 82 A L72WEAIE, 207 4 — /L REZEADEFICTE
FETH, T ROV TAEFIIEET DLERH Y £7,

[RA R4 (Host
Name) ] *

TNAZZEND B THRA M EANLET,

[Z VT vy rn
7 7 A )b (Credential
Profile) ] *

Cisco Crosswork 37 /NA AT 7B A L CRET DO T 57
LT vy T a7y ANVOAFTIEAT LET, AT DH4RL,
CiscoCrosswork CfREE SN TV D7 LT vy b7 a7 7 A )V DL HI
T HMERDY 7,

[0ST'T > N7 4 —2A
(OS Platform) ] *

TNAADOS 7Ty v 74— AN LET, 72& 21X, I0SXR
72 Y7, CiscolOS 7T T v h 7+ —Lb41L, A 7 Tlidpd A—
AZEHEH L TCANTAVNERS L Z LITHEBELTLLEE N,

[N—T 3 v
(Version) ]*

TFTNRAAT T N T =L A A—=TDOS T Ty b7 H—LD/—
VarxaANLET, YTy T —LDNR=Va L, TtV
SV TNERT A A= T 7 AN ERET 7 ANVITHRESNL TN S
BOLFALA—Ya v ThHHLERDY £,

[7'v 77 A% (Profile Name) ]FIIZ ZTP 7' 7 7 A L Z457E L 72
WG EIZDHMETT,

[TNRARAT 73
(Device Family) ]*

TNRAADTNRA AT 7 IV EANLET, T34 A7 7 IV IF,
ZIP AT ey a = JIfERHT A A= T 7 A NVERET 7 AV
DT NRAAT 7 IV E—HTHMLERHY FT,

[7v 77 A 0% (Profile Name) 152 ZTP 7' 7 7 A L Z457E L 72
" \%/El\a: @A%‘gﬁ—g—o

[ EID (ConfigID) ]

*

TN, ADRERFITMHEH T HERE T 7 A /LD Cisco Crosswork 12 & -
TEIW Y ToN=ID Z A LET, Cisco Crosswork (X, 7 v 7/ 1a—
FEHZT RTORET 7 A /I —EDID #EI0 B TE,

[Fa 77 AN4% (Profile Name) |52 ZTP 7' 7 7 A L EFRE L 72
l/ \%/EHC @%L‘/[Z‘EVC‘?FO
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[Fa7 7 AN IDTNA AT e a = AT 5 ZTP Va7 7 A VD4
(Profile Name) ] * Az AT LET,

ZTP 70 7 7 A VEFEH L CHREID, A A—YID, OS7 7 v b7 —
LI EHRET AL AICOHRMIETT,

[#5 ID (Product TNAAN—= Ry =T Za— NMeEhi, v A2LoTHV Y TH
ID) ]* A2 PID (B ID) # A LE7, PIDIE, L HARICT X ToD v
23 Ry NT—=F 7 T8 AT T D T ~LICHIR E
72 UDI (—EOT A AHHIF) EHRNOERSETE ET,

ZDY U —=ATiE, PID DRFEIITOILRNZ EICEEL TS
W, FEROBEEICHAZ T, ELWPID 28 ET A2 2880 L E
ﬁ‘o

UUID AR —T 4V TRHCT A AZEND T HIH—E#RB 7 (UUID)
EAEBRLTHET A ENTEET, ZOF T a v aRRLTEGE
I, 20128 By RUUID # A LET, ZhUAOEAEIE. 2
D7 4 =)V REZEADOFEFFEIZLTEL &, CiscoCrosswork [T /3 A A
DAV R—=TF 4 VTR T X L7 UUID 280 4 TEJ,

[MAC7 RLA (MAC|T/8% ADMAC T RLAZ AN LET,

Address) ]
[[P7 KL (IP TNAADIP T RLA (IPv4 £721X1IPv6) &, ZTOH T x>y b~ A
Address) ] AT vy aRil TANLET,
[RX E & THA ZADRET 7 A NDI AL LOEWAHE/ ST A —H (T Cisco
(Configuration Crosswork CHEHT 2MEEZ AN LET, 774/ FOEBAIFE T A —
Attributes) ] AOBEENTLHET. ZO7 44—V FEZEAOFFEICLET, &
Fa7 ZTP 2 L TV A, DAY LOBEMRAIRER/NT A—H
1. Day 0 RET 7 A MD/RT A — 22 DB TE ET,
[ m b =av TNA AT =F—F 572, F721% CiscoCrosswork 7 7'V 77—/ =
(Connectivity VERREA Y AR — MO E R T e F AL, BIRTELT
Protocol) ] = k=213, SSH, SNMPv2, NETCONF. TELNET. HTTP, HTTPS.
GRPC, 5L U'SNMPv3 T,
[ IP 7 KL A i 7 m ha Lo IP 7 RLA (IPv4 £721X1Pv6) &V 7Ry bR
(Connectivity IP TEANDLET, #i7 o haLOREEZBIRLZGAICOBLMIET
Address) ] 7
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TUIL— D3

ERAE

[HZfi AR — b
(Connectivity Port) ]

O ha VAT AR - EASTILET, £ 1 hain
R—NvvbBrr7a3nEd, #BRLE7v baliivy B 7SN
HIR—FEFEMLT AN LT EEN,

WOBEERE, T XTOT AL A1 EOR— 7 a han
ZHRELET,

A UR=F 4 T LT A, AD AT — R AL E PR RINE 1T
o LTHELET,

e FUIR—F 4 T LT=T 234 A D Cisco Crosswork 22 ] GEME
F v B LET,

TFNRA AT LB DT 0 ba)L b R— NE2RET HIHEND H5HE
NHYET, HBHETDH7 1 hardR— oL, CiscoCrosswork D
BREFTIELFEA L TV 5D Crosswork 7 7 ) r—y g iz ko TR Y
9, [Crosswork #5710 b 2 /L DB (42 X—) | ODEDFK
EHRLTLLEEN,

[H&he 2 A L7 U |k

(Connectivity

Zo7m kv EER LIBERTHR S A LT U b5 ETORRE
MEZATLET (BHAD) . 7740 MEZ 308, #RRsns 21

Timeout) ] LT 7 MEX 60 BT,
TN =4 LWZTP TN, A F U R—T 4 7T 57 A XOL4HTE A
(Provider Name) HLFET, ASITD4H0Z. CiscoCrosswork TIEE SN TS T /3

AEHT 0 AL F O E EMRIC BT 2 8ERH Y £,

[f >~ FV ID
(Inventory ID) ]

FORAL ZNZEN S TEHEAL X R IDEASLET,

[E¥% =7 ZTP BNAEZ)
(Secure ZTP
Enabled) ]

X aT ZTPZEH LTS, 22Ty a = 7T 5881%
TRUE, % 9 CRWEHEIXFALSE & AJILET,

[t% =7 ZTP 23K 55
{b# 7 (Secure ZTP
Encrypted) ]

BEY AR — S TWEFA, FALSE E AL ET,

[f A— ID (Image
ID) ]

Cisco Crosswork |, 7 v 72— FERZTR_RTOY T v =T A A —
VI ANMIEDOID ZEID Y TET,

FNRARAZA VA RN—ILT BT NI T A A— 7 7 A )LD Cisco
Crosswork IZ L > CEIV ¥ CTon=ID # AT LET,

FR—=F 4 VT T N T 2T ARA—DA VA M=V EE DD
WENBHY | [Fr T 7 A4 (Profile Name) [FIZZDY 7 U=
TARA=VHEEGZTP 707 7 A VEFRE LR Do I23BE I D Bdh
BT,
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[FRTRXE ID
(PreConfig ID) ]

CiscoCrosswork [%, 7 v 7' — REIFIZTRTORET 7 A MIZ—ED
ID #EI0 4 CTET,

[%7E ID (ConfigID) ]¥NIHEE LT E 7 7 A V& FATT DRI,

FEITTBHHREAZ U7 FD Cisco Crosswork ID # AJ1LFE T,
U R—T 4 VTERCERIRRE T 7 A N FITT HEAICDOARLET
T,

(SZTP ConfigMode) ]

[(XE%ID (PostConfig | Cisco Crosswork (£, 7 v 70— RIFIZTXRTORET 7 1 /UIZ—ED

ID) ] ID #EI0 B CTET,
E ID (ConfigID) 1 FNIHEE LIZiRE T 7 A V& BT LT EREIC
FATT L EAZ V7 D Cisco Crosswork ID # AJJ L E T,
FUR—=T 4 VTRHICRER T 7 A N FATT D5 DHMET
j‘o

[SZTP fXEE— N X 27 ZTP C, [XEID (ConfigID) 151, [Fnis%/EID (PreConfig

ID) 1%, BLO[EEHID (PostConfigID) ¥ THRE LIZi%E 7 7
ANET A A EOBEFORE L ~—U T 58451L. merge & AJ)
LET, BELLEREY 7 A VONECHFOREL EEXT A
X, ZOFNEEAOEFIZLET (ZOFNEEHOEFEICTLHI L
T, EEERT T4V MIRVET) .

N— 31D
(Version ID)

=

BEDNR—T 3 1D,

FUIR—T 4 VT RHIFEATT BRI E T 7 AV &
FE LB lc 0B BT,

E%7 7 ANVE

e

routingInfo.globalospfrouterid

T34 A|Z OSPF % EET LA 1F. T/ AD OSPF L —# ID %
ANLET, ZNLSOHEEIFE. ZO7 4 — NV RIZEAOFEFICL
TREET,

routingInfo.globalisissystemid

FONA AT IS-IS B FEIEFT BPEIL, TAALADIS-IS VAT AL ID %
AN LEST, 2SN OEEIE, 207 4 —/V RIFZEADOFEFIZLT
BEET,

routingInfo.teRouterid

TFNRARZ T T 4wy 2o P=T ) o T RFET AL T
AADTENL—ZIDEATILET, TNUHNDEEIT. 207 14—

NVRIFZEADEFICLTBEET,

Crosswork E# 70 FaJLOEH

CiscoCrosswork 7 7' U 77—+ 3 »TlE, T30 A D LICS E S ERBER T 0 a2 AT
HMENRHY ET, ROFKIZ, YR—FENHDEER T2 ba Lo nNb0EfEEZRLET,
ZORIFRENTOET TV =y a VEENT 2581, 7 A ATIRbDT e Fatk
A LTS, AV R—F 4 v 7T 5013, #F A ATIREOT B ka7l
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ITIP TINA AT MY T 74 LDIER .

EH1IDZAMCTIMERHY ET, 607 a1 obRITIE 71 A4

VIR—=F 4 T TEER AL

®5ETITVr—LavEBREOERTO FILOES

[ZOoran
(Protocol) ]

R—Fk

Crosswork 7 74— 3>

T r— 3 Uk

GRPC

9090

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

Cisco Crosswork API i#13

HTTP

80

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

Cisco Network Services Orchestrator
NDTIRA ADK L IR—F 4
o

HTTPS

443

* Cisco Crosswork Network
Controller

Cisco Network Services Orchestrator
NDTIRA ADF VR —F 4
s

NETCONF

830

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

Cisco Network Services Orchestrator
NDT I, ADF LV IR—F
P

SNMPv2

161

* Cisco Crosswork Network
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

SNMPv2 CTHOF — Z V4L
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[Fokal |R—+F Crosswork 7 ) r—> 3> | 7 7 r—3 3 UHEE
(Protocol) ]
SNMPv3 161 » Cisco Crosswork Network | SNMPv3 T 5 — X IIN4E
Controller

* Cisco Crosswork Change
Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

SSH 22 * Cisco Crosswork Network « CLI TOF— X IV

Controller
« TNA AP SSH 7 7 & A
* Cisco Crosswork Change

Automation and Health
Insights

* Cisco Crosswork
Optimization Engine

BE—ZIP T/NA XLV b DERL

ZTP A LT R —F 4 T T AT AL ANDEOBEESIT. T A ") &2 15T
YERCT 21F 9 DHEZREAERH Y £, H—0 ZTP T3 A= Y 2B+ 5121%., ZTP
22— L H =T 2 ATROFIEEZFEITLET,

ARTYT1 A A=a—=05 [T/ REE (DeviceManagement) | >[T/34 X (Devices) | ZiEIR L £,
ATv T2 [BEa¥ vFF /314 A (Zero Touch Devices) | X7 %27V v 7 LET,
ZFwF3 Hlaryyr LT,
RT9T4 HLWZTP T A A MY OfEE AT LET,
BT NA ATy P UICRBERIERICONWTIE, ZTP T A Ay R Y 77 A VOERK (37 ~X—) |
DT FL—Fr) 77 L ZAEBRLTLLTEE N,

ZTP TTFNA A% F R —F 4 74 % & Cisco Crosswork 137 /34 ZA DI E 72 & T 31 2124
THHMEREERT D7 — NV REFERLET, [H0R—F 0V TEARZTP T A AEHROANTT (71
N—) | OIS T, TAAZADA RNy b La— REREL T, Z0BENERZRMT 2 75
NhHET,

ATY TS5 [{R7F (Save) |27 U w27 LET,

B tozvF JoEvazuy
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(o] » > — N
ZTP 70OEY 3= 07— 20—
ZTP DFENZE T LTeb, WO LT A AT e ya=r 7 LTHERECE £,

1. ZTPALHZ NV H— L7271, CiscoCrosswork " A A— EREY 7 N =2 T 2 HRICHE D
> —RT&5 K 9ICDHCP % E L £,

2. EfL7=ZTP 534 A "V D CSV 7 7 A /L% Cisco Crosswork |27 v 72— KL F
T, T7ANEALR—= TDE AVR—T 4 VTR ZTPINANT DT /34 A b
UDPMERRENE T, DED ZTP TR, ADHBFEF LV R—F 4 7T 58E1F,. RbviZ
ZTP 22— —A L H =T 2 A AEFER L TT A A Y B L E7,

3. KT NA ADBIFROFRANE 1L CLI OFREIOFEITIC L > T ZTP LB A MY H— L F
@—O

4 FUR—T 4T EINDTNNAADEFEREATILET, TNOEREL, (i zxd) 7
oY a = JRC ZTP M TE e o BRI E T A AT L E T,
ZOaAT U= 7u—%%ETTHE RO MY ITDOT KA R e FiEEFEHLT, ZTPF A
A ZADHEGHIIR A T F o A RBITTEE7,
« BHME T ZTP T/3A A% HH LE9,

e UR—=F 4 T, MOT T — g U EERT AN, T ARHIR L CEA
R—=F 4 T L%, ZTP T4 22 HHRELET,

e TNRAATA VU AEBMETDHZ LML, ZTP T, A BEIEF 21355 # L E7,
e FNRAADF R —F 4 SIFEH LI ZIP T2y F T AFZF—E L 72 FTLET,
ZTP BB L OT A ZADMEE VT TNy a—T 4 7 LET,

ZOHDEY D FE Y7 TE, TNODEFZ AT DIATHIEIZOWTHMHLET,

ITP TINA AT N)DT7y 70—k
WIZ, FANAERR LT ZTP 73 A= MU CSV 7 7 A L&A AR — F LT, 8D ZTP 7
NAZAZ MY ZET 2 FIEEZ R L ET,
A= LIZZTP T34 A U X, [BEu¥ v FF /314 A (Zero Touch Devices) | ¥ 7
WZHIZ[AT—H AN (Status) [ [FrEY 3 =277 L (Unprovisioned) | IZERE S 74k
TR RSINET, ZbiE, ZTPAHEE NV T—35FT[Fueeya=v2r7L
(Unprovisioned) | OF FIZ720 £7,

ATV TN AL A=a2—05 [T/IN4 AEHE (DeviceManagement) ]>[% v kT—% F/34 X (Network Devices) ]
PERLET,

ATw T2 [Ea¥vFF /314 A (Zero Touch Devices) | ¥ 7 %7V v 7 LET,

toavF Joneva=vy ||}
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25973 Enry o Lst,

ATy T4 [BE Browse) |27 V27 L, fERLZZTP T34 A FY CSV 7 7 A MIZBEIL CZED T 7 A /L
ZEIRLET,

ATY TS5 CSV 77 A NNEBRLUTIREET, [/ AR—"bF (mport) 1227V v27 LET,

Crosswork ZTP T® DHCP D&% E

ZTPALFE A R V) H—3 B2, CiscoCrosswork 287 /XA A LiB(E L CTH 7o — RERIZGE
T& %X 9512, DHCP (B XU PnP ZTP DA 1E TFTP) H— —ELX EH T HLE R H D
9,

WD M7 T, ZOBEHEEZT IS —_N—RELEHT 02~ LET, KOTFIE
CENE, FERTH ZTP E— RIc k> TEALR Y 1,

« VT ZTPIZOWTIX, 7 F3 > 7 ZTP T® DHCP OfRE (46 - X—) | &%
FRLTL &,

e X aT ZTPICHOWTIEX, [EF =27 ZTP TO DHCP OFE (50 2—) | ZHMWL
TLIE&E W,

«PnP ZTP IZ2W %, [PnP ZTP T® DHCP & TFTP OFRE (54 X—¥) | #&RL T
<TEEW,

o« 753 w7 ZTP & CiscoPNR D EAZ 7 FdDE v MZOW\WTiL, [CiscoPrime Network
Registrar (CPNR) T®D 2 73 v 7 ZTPDHCP DREAZ V7 kb (553—) | &ML
TL7EEW,

253w % ZTP T DHCP DEXRE

ZTPALERZ N U H—F DRI, ZTPT A AL ZNGIZHEHAT DY 7 b Y =7 ZRET 15
ZHEALUTDHCPRETZ 7 A NV ETH LET, ZOFEHRIZE Y, Cisco Crosswork & DHCP (%
ZTP T NA A%EHRIL, Xy NT—J 8L 77 ANDE T — ROBERIZSETEZH L)
W2 9,

PBED Ny 7 TlX, ZOBEME2N7-4 X 9 ICDHCP — —&REE2 HH T 50 %2~ L E7,
INHEDORE Y ZORITIE, RORIZRT DHCP 27 % A MREZHITEE L TWET,
IZ. Internet Systems Consortium DHCP ¥ —/N— DR EHl %8 L CTWE T,

X10:9 5y ZIPDHCP 2 > T XX b

#
authoritative;

default-lease-time 7200;
max-lease-time 7200;

subnet 192.168.100.0 netmask 255.255.255.0 {
option routers 192.168.100.1;
option domain-name "cisco.com";
option domain-name-servers 171.70.168.183;
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option subnet-mask 255.255.255.0;
range 192.168.100.105 192.168.100.195;
}

Bl : 95 w4 ZTP 0 DHCP X E

X aT Fy FNT—2 RAL L DOHBENLTCTAAL R ETa a3 58801F. 75
Vw7 ZTP AT 5 2 L@ BEID LET,

75397 ZTP THR—FENTNWDELZaDF A, 2T, HTTP BB TO 4 iPXE VY 7 b
VT A A—TEX Yy a— RRTEXET, ZNOHOFR LT /3 AL, HTTP £721X HTTPS %
NLIEZRETZ 7ANVDOA T a— RedR— L TWET, ZNHDOA T a Tk, Mo
DHCP Y — R —F%EIZDHCP 7 — 7 7 A /L URL D> kU BMLILTI,

ARA=—DERETFANDE T a— RO IHIZ HTTP 242854813, 25O URL T
HTTP 7’'u ha/ &R — b 30604 ZHEETHMLENH Y £9, dFIZOVTIEE, K1 & 2 Dl
EBRBLTLLEE N,

E1n==

RETZ7ANDE T a— RO HTITPS #H 3 53546 1%, URL THTTPS 71 bt
A— k30603 IEETAHMLENHY £+, URLDHTTPS 71 2 LOFNC -k AT a &R
TELET, ~NVTIZHONTiE, M3 BL4DHZ2SL TN,

ZTP TiL, REDH 71— K|Z DHCP Option 82 % f#i 1 ¢ ¥4, Option 82 (DHCP U L —
Ty MERA T a EBEND) X IPAT—T 4 TRMAC AT —7 4 T,
F7ILDHCP 7 R L AEB A LI2 BN DT A A% R# L £3, Option 82 Z#fEMHT 2
LA UR—T 4 T LD TN AL TN, AR E SRR H DHCP - — N —fIC Al E S 7z
L —Z £ 3P —Z A RETEET, ZOF T a L E2ENT LTI, mr—va v
IDEFELET, 27— 3 VIDE, BRID (f ¥ —7 A AF7ZIXVLANID) & VU E—
FID (ARA h4) THRESNET, M2BL04OFIIRT LIS, THOEDEEHREL Y
»u— RURL O/NF A—2 L UTHIE L £, Option 82 DFEAMIZ-DOUVNTIE, RFC 3046
(http://tools.ietf.org/html/rfc3046) % ZHE L TL 72 &0,

ROBNHE S 6
+ <CW_HOST_IP> #% Cisco Crosswork 7 7 AX D IP 7 KL AIZHTEEHEZ T EEW,

«<IMAGE UUID> # ZTP YU AR RV DY 7 R =T A A—T 7 74 /L@ UUID IZE X i 2
F9, 7— b7 7 A NH L UUID O FIEIZOWTIL,  [#Hunique 157 unique 157 Connect
42 CopyBootfileNamesAndUUIDsForDHCPSetup (50 %—37) | OEZZMRL T 72XV,

e RET 7 AMZIZ UUID IZLEH Y £H A,

1:HTTP &fERA L= 5 v & ZTP DHCP D%

host cztpl {
hardware ethernet 00:a7:42:86:54:f1;
if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename = "http://<CW HOST IP>:30604/crosswork/configsvc/vl/file";

}
}
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12: HTTP & Option 82 %fERA L 1= 5 < v Y ZTP DHCP D&%

host cztp2 {
hardware ethernet 00:a7:42:86:54:£2;

if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename =

"http://<CW _HOST IP>:30604/crosswork/configsvc/vl/file?circuitid=Gig00l&remoteid=MAR1";
}
}

13:HTTPS #ERA L= 5 v ZTP DHCP DERE

host cztp3 {
hardware ethernet 00:a7:42:86:54:£3;
if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW_HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename = "-k https://<CW HOST IP>:30603/crosswork/configsvc/vl/file";
}
}

14: HTTPS & Option 82 %{#FA L1=% 5 < v & ZTP DHCP DER5E

host cztp4d {
hardware ethernet 00:a7:42:86:54:f4;

if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else if exists user-class and option user-class ="exr-config" {
filename = "=k

https://<CW _HOST IP>:30603/crosswork/configsvc/vl/file?circuitid=Gig00l&remoteid=MARL";
}
}

Bl : 425w 4 ZTP T® Generic Internet Systems Consortium (ISC) DHCP M E&XE

WDKIZ, Internet Systems Consortium (ISC) DHCP #—/3—® /etc/dhcp/dhcp.conf #iE
TrANTY T2y 7 ZTPIZH L THERT 2R A b N DX A T Ol 2R LE T,

D — RK/—F ¢ "IDHCP — /N — I 2RI TN R ) £908, 2L DEARFRINLD
ISC Dl L FIED AT a v A EFEMALET,

IHH0FH LWy Y OERNET L6, ISCDHCP —R_"—% V) a— R4+ 50, £
7ZIEFEEE L E9,

15:9 5<% ZTPISC IPv4 DHCP 0 5% 5E 15l

host NCS5k-1
{
option dhcp-client-identifier "FOC2302RO09H";
hardware ethernet 00:cc:fc:bb:be:6a;
fixed-address 105.1.1.16;
if exists user-class and option user-class = "iPXE" ({
filename = "http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/
<IMAGE UUID>
} else if exists user-class and option user-class = "exr-config" ({
filename = "http://<CW HOST IP>:30604/crosswork/configsvc/vl/file";
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16:9 S < % ZTP ISC IPv6 DHCP® 5% E 5!

host 5501
{
host-identifier option dhcp6.client-id
00:02:00:00:00:09:46:4£:43:32:33:30:38:52:30:53:33:00;
fixed-address6 fc00:15:2::36;
if exists dhcp6.user-class and substring(option dhcp6.user-class, 2, 4) = "iPXE" {
option dhcp6.bootfile-url
"http://<CW _HOST IP>:30604/crosswork/imagesvc/vl/device/files/
<IMAGE_UUID> "
} else {if exists dhcp6.user-class and substring(option dhcp6.user-class, 0, 10) =
"exr-config" {
option dhcp6.bootfile-url
"http://<CW _HOST IP>:30604/crosswork/crosswork/configsvc/vl/file";
}
}

WDFIZ, IPv4ISCDHCP 7 /34 A2 Y OBINOZATE, A SNDHEO Y — 2 &R L E
4, IPv6 DBHIOT > U OFIAILE U TT A, IPv6 DT KLy o 7RG SE T E
KR

K 6:1SCIPvADHCPEREDHRR FT Y b &fE (V529D ZTP)

IPvdT 1Y) s BA

host NCS5k-1 TNAAZY N DERA N, RAMGIE, EERICEY 4T
BNEARAMALIFCIZT 2 N TEETR, ALTHD
VEIIH D A,

option dhcp-client-identifier | F /N4 A MY D—E D ID, IPv4d ORI N TV AHIE

lroc2302r09H] X, TAAA ZADV Y TAESTE, YU T
FHIT A ADY ¥ =V TR TEET, 7754 ZTH#
BINCT 7 B ATE 20 GE X, 10S-XR @ show inventory =
<~ R TV U TAEEDRERINET,

hardware ethernet FRA ADA —HY %~ F NIC " — FD MAC T KL X, ZoD
00:cc:fc:bb:be:6a 7 RLRIZ, ZTP 7 vt RA% MY H—F57 KL ATJ, Cisco

Crosswork 22 HEEWHEZR T FL A ThHIIX, FEHA—MFE-
1157 —ZR— b EIEETEET,

fixed-address 105.1.1.16 HREHICT AL ACE DY TEHENDIPT RV A, ZOHIEE
HIIP DA TI A, ZEUEDO DHCPIP O 7 — v E| ¥ Ca<
FaffEfd+s2 b TEET,

toavF Joneva=vy ||}
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B tx_7zPcooHcr omE

IPvdT 1Y) s BA

option user-class = "iPXE" | Z OfTIE, FFfF ZTP BRIZ liexe] A7 v a VBEENL T
and £ilename = HZEEMWHELET, 7T v 7 ZTP Tk, 2047 a
EERALTT AN, A% A A=V LET, ERICZDOAT T3
\‘/75§ﬁiﬂfl/‘é%é\\ '3‘:\/“/])Xli\ filename = /N7 A —X%
THRESNZ UUID &R —FHTHA A= T 7 AN EH
7o —RLET,

option user—class = :@?ﬂi\ %1% ZTP Ei}?ﬁi ’—exr—configj j_7o‘.‘/5 Vﬁ‘é\i
"exr-config"and £f1 filename |} C\NZ = L AR LET, ZTPIXZOA T v a VAL
- TTFNA AZRELET, BRIZZOF T a v nEENT
WABEA. T3 Al filename = /8T A—H THRE SN2
AN—HTHAHRET 7 ANV EL Y a— RRLET,

DHCPEEAD T —r 774 )LBZEUVUID DO E—

DHCPH—N—DRET 7 A NVEEETLHEIE. FY 7 NV =T AA—VDT— 77 AL
4 & UUID ##8€ L £, 9 TIT Cisco Crosswork |27 v 72— R L7V 7 b =T A A=
DY ARG, WHZ7 ) vy 7HR=NIEHZaE—T&ET, RET 71 /VIZIFTUUID (T4 2
H0FEHA,

VT RT2TARA=TDT— 77 A4 ¢ UUID a2t —4 51203, ROFIEEZFEITLE
7,

1. AA U A=a—D05 [T/N1 XREE (DeviceManagement) |>[VY 7 kD T7A A=
(Software Images) | # R L £7,

2. av—925003 KROFEZFETLET,

VTN T A A=Y DT — T 7 A N4 L UUID : [4 A—/SMU 44 (Image/SMU
Name) [HDOOE27 U v 7 LET,

VT T 2T A A—=TDUUID DA : [ A= O UUID (Image UUID) 150 (1 % 7
Uo7 LET,

Cisco Crosswork IC X > CT =77 A4 V4L UUID N7 Y v FR—Rizabv—&SnE9,
ZHEDHCP R A b MUIZBED T B Z ENRTEET,

At — L7 7 7 A NRZ A L TCDHCP 8 A b= U BT 5858013, IP 8%
Cisco Crosswork #"—/X—®D P 7 KL A LR — MIEEH 2 1,

+ 3217 ZTP T® DHCP DEFE

ZTPALFEEZ N U H—F 2R, ZIPT XA R L ZNBICHEATE Y 7 b =T 2B ET B 1HH
ZHEAHLUCDHCPREZ 7 A NVEREH LET, ZOEHRIZED . Cisco Crosswork & DHCP 1%
ZTPF A ZAEFAN L, 2y NT— 28 77 AN DE T m— ROERISETEX S L5
12720 F9,

. tosyF JoES 3=y
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3217 ZTP TO DHCP DR E .

DBD Ry 7 Tid, ZOEMZHTZT L 2 IZDHCP M — \—Ex THT 562~ L ET,
INHO Ny 7 OFITIE, IROKIZRTDHCP 27 X A MREARHEE LTOET, KO
Xz, Internet Systems Consortium DHCP H—/ S— DR ER 2R L E T, ¥ =7 ZTP IZIL,
sztp-redirect 47V a Y EHMNIT DITNMLETT,

17: %27 ZTPDHCP O > T XX +

#

authoritative;

default-lease-time 7200;

max-lease-time 7200;

# Next line is required for Secure ZTP;
option sztp-redirect code 143 = text;

subnet 192.168.100.0 netmask 255.255.255.0 {
option routers 192.168.100.1;
option domain-name "cisco.com";
option domain-name-servers 171.70.168.183;
option subnet-mask 255.255.255.0;
range 192.168.100.105 192.168.100.195;

5 - 2327 ZTP O DHCP %7

X7 ZTP 2T 5L, EFaT7 Xy U= FASL e EFRaT TROR Y FTU—
I RAAL VOB T TT A AT B EYa =/ TEET, RET7ANVOX YT a—RIZ
HTTPS %{fﬁﬁ L\ %&ET‘—? A 77 7 }‘ \z option sztp-redirect %—_’#E!ﬁﬁiﬂbij—o Option 82 %f
AT 2%A1E, VE—MID EERID ZB8MLET, VE—RFIDET— AT v T H—
N—L L THEET 2V E— FAX ba2@dl L, B IDIZYE—FHRA M LEOS =T = A
AFETIIVLANZ#BI LEd, 7— b7 7 A L4 & UUID O A7 EIC OV CiE, BhE b ey
27 @ T#unique 157 unique 157 Connect 42 CopyBootfileNamesAndUUIDsForDHCPSetup (50

N—=y) ] EBRLTIIEZS N,

18: HTTPS Z{E A L=t % 17 ZTP DHCP DR E

host sztpl {
hardware ethernet 00:a7:42:86:54:£4;
if exists user-class and option user-class = "iPXE" {
filename =
"http://<CW HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE UUID>";
} else {

option sztp-redirect
"https://<CW HOST IP>:30617/restconf/operations/ietf-sztp-bootstrap-server:get-bootstrap-data";

}
}

19: HTTPS & Option 82 % % L 1=t % 1 7 ZTP DHCP O

s
it

host sztp2 {
hardware ethernet 00:a7:42:86:54:£5;
if exists user-class and option user-class = "iPXE" ({
filename =
"http://<CW_HOST IP>:30604/crosswork/imagesvc/vl/device/files/<IMAGE_UUID>";
} else if exists user-class and option user-class ="exr-config" {
option sztp-redirect

"hittps://<Oi HOST IP>:30617/restaonf/operations/iet f-sztp-ootstrap-server:get-bootstrap-data?cirari tid-Gigi0l sramoteid-MARL" ;

toavF Joneva=vy ||}
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B «x27zrcooHero

ks
filt

5] : &% 27 ZTP T® Generic Internet Systems Consortium (ISC) DHCP D&% E

ROKZ, Internet Systems Consortium (ISC) DHCP #—/X—® /etc/dhcp/dhcp.conf & iE
Tr7ANTEF2T ZTP 1T LTHER T 2R A 2 MU DX A TOR 2R L ET,

D>V — Ro8—F ¢ ®IDHCP Y — S — I BRI 7R F2EER B ) 30, ZLoHBEEFI LD
ISC D L FED AT a v e EFEHALET,

ThboH Ly Y OERNZET L= 6, ISCDHCP —_—Z 03U o — R4 50, =
7T EERE L ET,

20:+ %27 ZTPISC IPv4 DHCP ) 5% 7E 15l

authoritative;
option sztp-redirect code 143

text;

default-lease-time 7200;
max-lease-time 7200;

subnet 105.1.1.0 netmask 255.255.255.0 {
option routers 105.1.1.254;
option domain-name "cisco.com";
option domain-name-servers 171.70.168.183;
option subnet-mask 255.255.255.0;
range 105.1.1.40 105.1.1.140;
if exists user-class and option user-class = "iPXE" {
filename =
"http://105.1.2.100:30604/crosswork/imagesve/vl/device/files/cw—image-uuid-db2 fo355-deSb-4c13-8290-346c4daaas 77" ;

} else {
option sztp-redirect
"https://105.1.2.100:30617/restconf/operations/ietf-sztp-bootstrap-server:get-bootstrap-data";

}

}
21:+ %27 ZTPISC IPv6 DHCP )% 5E 15

default-lease-time 2592000;

preferred-lifetime 604800;

option dhcp-renewal-time 3600;

option dhcp6.user-class code 15 = string;

option dhcp6.bootfile-url code 59 = string;

option dhcp-rebinding-time 7200;

allow leasequery;

option dhcp6.name-servers 3ffe:501:f£f££:100:200:ff:£e00:3£f3e;
option dhcp6.domain-search "cisco.com";

option sztp-redirect code 136 text;

option dhcp6.info-refresh-time 21600;
subnet6 fc00::/64 {

range6 fc00::10:10:101 £c00::10:10:105;
}

host CW14-NCS {

host-identifier option dhcp6.client-id

00:02:00:00:00:09:46:4£:43:32:32:32:31:52:31:39:4e:00;
fixed-address6 fc00::10:10:100;

. tosyF JoES 3=y
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%27z o bHer o ]

if exists dhcp6.user-class and substring(option dhcp6.user-class, 2, 4) = "iPXE"

{
option dhcp6.bootfile-url

"http://[£c00: :10:11:97] :30604/crosswork/imagesve/vl/device/ files/ow—image—uuid-do2 fo355-deSh-4c13-8290-346c4da2a5 77" ;

} else {
option sztp-redirect

"https://[£c00::10:11:20] :30617/restconf/operations/ietf-sztp-bootstrap-server:get-bootstrap-data";

}

}

WDFIZ, IPv4ISCDHCP 734 A MU DBINDKATE, HHINDHHED Y —A &R LE
T, IPv6 DFIO MU OFBIZIPvA DD LR U TTA, IPv6 DT Ry 7 HFRICH

AHSHTWVET,

& 7:ISCIPVADHCPERERA FDIT Y bY) &fE (X7 ZTP)

IPvdT> kY

e

host NCS5k-1

FRA AT NYDOKRA M, RAMIT, EBICEY YT
BHEARRA M ERALICT S LN TEXETR, ALTHD
VETH Y £H A,

option dhcp-client-identifier

TNA AT NI DO—EDID, 753 v ZTP & IPvd D
WRENTWBIE Troc23ozroom] X, T3 AD VY TILE
HFTT, VITNANEFIT A ADY ¥ — TR TEET,

TS ANTYERNC T 7 B AT E WG, T0S-XR @ show
inventory I ¥ RT¥D TJV%%ﬁgi‘%%éhij—o

hardware ethernet
00:cc:fc:bb:be:ba

FNRAADA =Y F v ENICHR—FDMACT LA, ZD
7 RVRE, ZTP 7o R% N H—357 RLATT, Cisco
Crosswork NG EFER[RE/R T LA THIUL, BHFA—FE-
ET7T—4#FR—NEfRETEET,

fixed-address 105.1.1.16

BRERFIZT NA AZE DB THENDIPT FLA, ZOHIEE:
FIIP OIFE TN, fEH#ED DHCPIP D7 —/VEID Y Ta<w
FefEfd+r2 b TEET,

option user-class = "iPXE"
and filename =

ZOATIE, H1E ZTP ERIC Tiexe] A7 Y a UAEEhTW
HZEEERLET, 777 ZTP TlL, ZOF T a v
EERLTT AN, A% A A=V LET, ERICZDOAT T3
V7j§,/§.\ihfb\éj}%/§,\\ 5‘:/{/])7\01\ filename :/\037(‘_‘&
THREINTZUUID ERRZ—FT DA AT T 7 ANV EL
voa—RKLET,

toavF Joneva=vy ||}
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B rorzie <o oHep L TRIP RE

IPvdT 1Y) s BA

option sztp-redirect code ZOFTIE, BIE ZTP BRI lexr-config) A7 v a U NEE
143=text NTWEZEEHER LET, BEX=2T ZTPIIZ DA SV 3 v
EEALTT AL AEZRELET, ERICZOAT Vg o
EENTVBHEA. T35 Ald filename = /37 A — X TIEE
SNTRAL =T DRET 7 AN EX T rm— RLET,

PnP ZTP T® DHCP & TFTP D& %E
PnP ZTP fL# % b U U —F NI, ROFNEEZFATTLLERH Y £7,
1. ASR900 7/3A A & NCS 520 7 /34 AH HEZERIREZRSMEB TFTP — N — 23R E L £ 7,
2. PnP 7' 7 7 A NVESE TFTP —"—Z7 v 7a— KL ET,

3. Cisco Crosswork PnP ¥ —/N—DIGFAT 2RI IE#HR CDHCP RE7 7 A Va2 HH L E T,

ZDOEHRIZE D . Cisco Crosswork WNFFRf SV E T,
VB FE > 7 Tlid, INHDOEX AT BEITTHHE2RLET,

SR TFTP H—/N— DB FE

PAHR— P STV DT TO Cisco ASR900 2 Y — X & NCS 520 & U — XD /L—F|Z(E, S
TFTP Y= "PHMETE, == FHR—=F69UDP TT7 277 4 7 THLLENDH Y 7,

TFIP~ADO PP 7O 74 )ILDT7 vy TA—F

PaP 7’1 7 7 A VT, B AZRET 7 A /LT, TFTP U RY Y OFEY—E Z~D PnP
T T ANDT vy Fa— R, 1RIRYOT 7T 4T 0 TT,
a7 7 A ILVDONE T, Crosswork 7 7 A X DT — X R— FOFHAZEET HHLERH D

4, ZOFITIEL, IPT FL 2 192.168.100.211 I ZHHLAIAH Cisco Crosswork PnP H—/3— D5 —
% VIP TH Y. 30620 (L PnP H—/S—DHEEAR— kT,

X 22:4 : R PP FO D74 )L

pnp profile cwpnp-data
transport http ipv4 192.168.100.211 port 30620

DHCP H—/A\—DHFE
DCHCP = FUZE, FNNA A FEDOPWP=— =y RIABAES TFTP — SN—D P 7 KL R|T

FNoT 4BV EAL LT FLET,
23: PP ZTP DHCP 05552 51

option tftp code 150 = text;
host cztpl {
hardware ethernet 00:a7:42:86:54:f1;
option tftpl50 "192.168.100.205":
}
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Cisco Prime Network Registrar (CPNR) T®D% 5% w4 zTPDHCeP nEEz 2y T+ ]

Cisco Prime Network Registrar (CPNR) TD4 5 v % ZTPDHCP DERER Y ) 7 +

WIRT DL, 7TV YT ZTPT AL A, L A=V, BLOREZ 7 A vDOx k) % CPNR
DHCP ¥ — N—DHRTET7 7 A MZBIMTEDL A7 V7 D 2® >y T, IPv4 HIZ3 DDA Y
U711y b, IPV6AIZS OORZ VL RBLS 1y Y T,

\}

GE) RoORZUVFNI, 773y 7 ZTPHATYT, BX =27 ZTP £721L PnP ZTP TIIfFT&
A,

INBbDAZ )7 MR LI, ROFNEEZFEITLET,

1. AUV FONFEZ2E—L T, ZIIORTEARAIOOT—DNLT XA N 74 VIZEED £
ij—o

2. A7V OaRA s NTHASNL TS L HIZ, ztp-vd-setup-vi-nremd. txt A7 Y
7 NEIE ztp-v6-setup-vi-nremd.txt A7 VT FDTNRA A A A=Y BIW
HETLY N ZVLEGECTERLET,

3. FHTHAZ VS 77 AV Ea—H )L CPNR b —_R—D)L— N7 L F|Za™—LF
KR

4., RoOa<r REHEH LT, CPNR Yy —_X—T2X 7 UV F  NE2FEITLET,

[root@cpnr-local ~]#/opt/nwreg2/local/usrbin/nrcmd -N username -P password

<ztp-IPVersion-setup-via-nrcmd.txt

- -
— — N

e username (X, CPNR — _—CEBLEHEIR Z R > — % — ID DARITTT,
« password (%, xf/59 % CPNR FHE D2 —HF— D OD/NA T — R T,

o IPVersion iZ IPv4 X—2 g VDAY U7 s OBEIT va, IPV6XR—T 3 DA Y T b
0)2%{%1j1v6 T??ro

24:1Pvd R 1) 7+ 1/3 : ztp-v4-setup-vi-nremd.txt

#

# Create the scope

#

scope ztp-ncs-5501-mgmt create 192.0.20.0/24

# Add the dynamic range
scope ztp-ncs-5501-mgmt addrange 200 225

# Default the routers option. Note: No need to do subnet-mask. It is automatically
provided.
scope-policy ztp-ncs-5501-mgmt setoption routers 10.10.10.1

# Set the lease time for clients on this scope

scope-policy ztp-ncs-5501-mgmt setoption dhcp-lease-time 216000
#

# Load the option 43 definitions

import option-set ztp-v4-option-set.txt
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#

# Set the client classing expression and enable use of client-class

dhcp set client-class-lookup-id=@ztp-v4-client-class-expr.txt

dhcp enable client-class

#

# Load the client classes - these are used to lookup the correct client details

# depending on whether an iso or script is requested by the client.

client-class ztp-iso create

client-class ztp-iso set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-iso\")) (request macaddress-string))"

#

client-class ztp-script create

client-class ztp-script set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-script\")) (request macaddress-string))"

#

# Clients that are not ztp will fall into the ztp-none class

# and should not be offered service so they are excluded.

#

client-class ztp-none create

client-class ztp-none set action=exclude

#

# Create a default client that will prevent service to unknown clients.

client default create

client default set action=exclude

#

Create some ZTP clients

#
#
# For each ZTP client we create two clients based on their serial number.
# (See above for the client-lookup-id expressions.)

# One has "-iso" added to the end that will be used when the client's

# request includes "iPXE" in option 77.

# The other has "-script" added to the end that will be used when the

# client's request includes "exr-config" in option 77.

#

### Device-1 Settings ####
client <device-l-serial-num>-iso create
client-policy <device-l-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900cb"

client <device-l-serial-num>-script create
client-policy <device-l-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1d b441-3a27-47d1-aef0-39¢3087d34c1"
client-policy <device-l-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2
O)ll

### Device-2 Settings ####
client <device-2-serial-num>--iso create

client-policy <device-2-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900c"
client <device-2-serial-num>-script create

client-policy <device-2-serial-num>-script set packet-file-name=

"http://<cw-ipv4-address>: 30604/ crosswork/configsve/vl/configs/device/files/d1640deb-8252-4To6-aabl-a843c0c7757b"

client-policy <device-2-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2
O)ll
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# Create more as needed using the above as models.

# Note: For those that need option 67 (boot file), you can use:

# client-policy <name> setoption boot-file "<file-url>"

#

# The next line is optional. Uncomment it if you want to log what the script is doing.
# dhcp set log-settings=+incoming-packet-detail,outgoing-packet-detail,client-detail

# Assure that the server is up-to-date with this configuration
dhcp reload

25:1PvdR % ) T+ 2/3 : ztp-vd-setup-vi-nremd.txt

#

# Create the scope

#

scope ztp-ncs-5501-mgmt create 192.0.20.0/24

# Add the dynamic range
scope ztp-ncs-5501-mgmt addrange 200 225

# Default the routers option. Note: No need to do subnet-mask. It is automatically
provided.
scope-policy ztp-ncs-5501-mgmt setoption routers 10.10.10.1

# Set the lease time for clients on this scope

scope-policy ztp-ncs-5501-mgmt setoption dhcp-lease-time 216000

#

# Load the option 43 definitions

import option-set ztp-v4-option-set.txt

#

# Set the client classing expression and enable use of client-class

dhcp set client-class-lookup-id=@ztp-v4-client-class-expr.txt

dhcp enable client-class

#

# Load the client classes - these are used to lookup the correct client details

# depending on whether an iso or script is requested by the client.

client-class ztp-iso create

client-class ztp-iso set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-iso\")) (request macaddress-string))"

#

client-class ztp-script create

client-class ztp-script set client-lookup-id=" (or (try (concat (as-string
(request get option 61)) \"-script\")) (request macaddress-string))"

#

# Clients that are not ztp will fall into the ztp-none class

# and should not be offered service so they are excluded.

#

client-class ztp-none create

client-class ztp-none set action=exclude

#

# Create a default client that will prevent service to unknown clients.

client default create

client default set action=exclude

#

Create some ZTP clients

#
#
# For each ZTP client we create two clients based on their serial number.
# (See above for the client-lookup-id expressions.)

# One has "-iso" added to the end that will be used when the client's

# request includes "iPXE" in option 77.

# The other has "-script" added to the end that will be used when the

# client's request includes "exr-config" in option 77.

#

### Device-1 Settings ####
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client <device-l-serial-num>-iso create
client-policy <device-l-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900cb"

client <device-l-serial-num>-script create
client-policy <device-l-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1d b441-3a27-47d1-aef0-39¢3087d34c1"
client-policy <device-l-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2
O)ll

### Device-2 Settings ####
client <device-2-serial-num>--iso create
client-policy <device-2-serial-num>-iso set packet-file-name=

"http://<cw-ipvd-address>: 30604/ crosswork/imagesve/vl/device/files/cw-image-uuid-d3930e13-081-4905-02e5-051249d900c"

client <device-2-serial-num>-script create
client-policy <device-2-serial-num>-script set packet-file-name=

"http: //<cw-ipvd-address>: 30604/crosswork/configsve/vl/configs/device/ files/d1640deb—8252-4Tb6-aabl-a843c0c77570"
client-policy <device-2-serial-num>-script setvendoroption 43 Cisco-ZTP " (1 exr-config) (2
O)ll

Create more as needed using the above as models.
Note: For those that need option 67 (boot file), you can use:
client-policy <name> setoption boot-file "<file-url>"

The next line is optional. Uncomment it if you want to log what the script is doing.
dhcp set log-settings=+incoming-packet-detail,outgoing-packet-detail,client-detail

HH o = H

# Assure that the server is up-to-date with this configuration
dhcp reload

26:1Pvd X% 1) 7 & 3/3 : ztp-v4-client-class-expr.txt

(or
(if (equal (as-string (request get-blob option 77)) "iPXE") "ztp-iso")
(if (equal (as-string (request get-blob option 77)) "exr-config") "ztp-script")
"ztp-none"

)
27:1Pv6 2% ') 7 +1/5 : ztp-v6-setup-vi-nremd.txt

#

# create prefix for mgmt

prefix prefix-for-mgmt create 2001:DB8:10e:20la::/64

#

# Set the client classing expression and enable use

# of client-class

#

dhcp set vé-client-class-lookup-id=@ztp-v6-client-class-expr.txt
dhcp enable client-class

#

# Load the client classes - these are used to lookup the correct
# client details depending on whether an iso or script is requested
# by the client.

#

client-class ztp-iso create
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client-class ztp-iso set v6-client-lookup-id=@ztp-v6-iso-lookup-expr.txt
#

client-class ztp-script create

client-class ztp-script set v6-client-lookup-id=Q@ztp-vé-script-lookup-expr.txt
client-class-policy ztp-script set vé-reply-options=17

#

# Delete option set (may not exist and ok if fails)

#

option-set dhcp6-cisco-custom delete

#

import option-set ztp-v6-options.txt

#

# Clients that are not ztp will fall into the ztp-none class
# and should not be offered service so they are excluded.

#

client-class ztp-none create action=exclude

#

# Create a default client that will prevent service to

# unknown clients.

#

client default create

client default set action=exclude

Create some ZTP clients

#
#
# For each ZTP client we create two clients based on their mac-address.

# One has "-iso" added to the end that will be used when the client's

# request does not include the "exr-config" in option 77.

# The other has "-script" added to the end that will be used when the

# client's request does include "exr-config" in option 77.

#

client <device-serial-no>-iso create

# Set the vendor options using blob format as option definitions are for different data
client-policy <device-serial-no>-iso setV6VendorOption 17 dhcp6-cisco-custom " (1
exr-config) (2 0)"

# Escape the [ and ] as nrcmd (which uses tcl interpreter) will otherwise fail command
client-policy <device-serial-no>-iso setv6option bootfile-url

"http://\ [cw-ipv6-address\]:30604/crosswork/imagesvc/vl/device/files/cw-image-uuid-aec596

al-7847-4254-966a-2456aa5"

#
client <device-serial-no>-script create
# Set the vendor options using blob format as option definitions are for different data
client-policy <device-serial-no>-script setV6VendorOption 17 dhcp6-cisco-custom " (1
exr-config) (2 0)"
# Escape the [ and ] as nrcmd (which uses tcl interpreter) will otherwise fail command
client-policy <device-serial-no>-script setv6option bootfile-url

"http://\ [cw-ipv6-address\]:30604/crosswork/configsvc/vl/configs/device/files/8eb6biel

-bd54-40bb-84e0-89f11a60128b"
#

# Assure the server is up-to-date with this configuration
dhcp reload

28:1Pv6 R4 ') 7 ~2/5 : ztp-v6-client-class-expr.ixt

(or (try (if (equal (as-string (request get option 15)) "exr-config") "ztp-script"))
(try (if (equal (as-string (request get option 15)) "iPXE") "ztp-iso"))
"ztp-none"
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29:1Pv6 2% ') 7+ 3/5 : ztp-v6-iso-lookup-expr.ixt

(let (id)
(setg id (request get option 1)
(or
# First try extracting the serial number from DUID
(try (if (equali (substring id 0 6) 00:02:00:00:00:09)
(concat (as-string (substring id 6 128)) "-script")
)
)
# If that fails, use normal client-id (DUID) lookup
(concat (to-string id) "-iso")

)
30:IPv6 2% ') T+ 4/5: ztp-v6-script-lookup-expr.ixt

(let (id)

(setq id (request get option 1)

(or
# First try extracting the serial number from DUID

(try (if (equali (substring id 0 6) 00:02:00:00:00:009)
(concat (as-string (substring id 6 128)) "-script")
)
)
# If that fails, use normal client-id (DUID) lookup
(concat (to-string id) "-script")

)

)

31:IPv6 2% ') 7+ 5/5: ztp-v6-options.txt

# Option Definition Set Export/Import Utility
# Version: 1
#
{
( name = dhcp6-cisco-custom )
( desc = Cisco Systems, Inc. )
( vendor-option-enterprise-id = 9
( id-range = 2 )
( option-list = [
{
name = cisco-17 )
id = 17 )
base-type = AT _VENDOR OPTS )
flags = AF IMMUTABLE )
sepstr =, )
option-list = [

{

(
(
(
(
(
(

( name = clientID )

(id =1

( base-type = AT NSTRING )
( sepstr =, )

(

desc = ZTP - clientID )

( name = authCode )
(id = 2 )

( base-type = AT INT8 )
( sepstr =, )

(

desc = ZTP - authCode )
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id = 3)

name = md5sum )
base-type = AT _NSTRING )
desc = ZTP - md5sum )

name = cnr-leasequery )
id = 13 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [

{

name = 0Oro )

id =1

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
repeat = ZERO_OR MORE )
sepstr =, )

( name = dhcp-state )
(id = 2 )

( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = data-source )
(id = 3 )

( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = start-time-of-state )
(id = 4 )

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = base-time )
(id = 5)

( base-type = AT _DATE )
( flags = AF IMMUTABLE )
( sepstr =, )

( name = query-start-time )
(id = 6 )

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = query-end-time )
(id = 7))

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )
( sepstr =, )
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( name = client-class-name )
(id = 8 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = partner-last-transaction-time )
(id =9)

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = client-creation-time )
(id = 10 )

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = limitation-id )
(id = 11 )

( base-type = AT _BLOB )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = binding-start-time )
(id = 12 )

( base-type = AT _TIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = binding-end-time )
(id = 13 )

( base-type = AT_STIME )

( flags = AF IMMUTABLE )

( sepstr =, )

( name = fwd-dns-config-name )
(id = 14 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = rev-dns-config-name )
(id = 15 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = lookup-key )
(id = 16 )

( base-type = AT _BLOB )
( flags = AF_IMMUTABLE )
( sepstr =, )

B trs2yFJoECa=vy



| trayF FoEva=vy

Cisco Prime Network Registrar (CPNR) T®D% 5% w4 zTPDHCeP nEEz 2y T+ ]

( name = user-defined-data )
(id = 17 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = prefix-name )
(id = 18 )

( base-type = AT _NSTRING )
( flags = AF_IMMUTABLE )

( sepstr =, )

( name = failover-state-serial-number )
(id = 19 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = reservation-key )
(id = 20 )

( base-type = AT _BLOB )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = failover-partner-lifetime )
(id = 21 )

( base-type = AT_STIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = failover-next-partner-lifetime )
(id = 22 )

( base-type = AT_STIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = failover-expiration-time )
(id = 23 )

( base-type = AT_STIME )

( flags = AF_IMMUTABLE )

( sepstr =, )

name = client-oro )

id = 24 )

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
repeat = ZERO_OR MORE )
sepstr =, )

( name = failover )

(id = 21 )

( base-type = AT _BLOB )

( flags = AF_NO_CONFIG_OPTION,AF SUPPORTS_ENCAP_OPTION,AF IMMUTABLE )
( sepstr =, )
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( option-list

{

[

name = server-state )
id =1
base-type = AT _INTS8 )

flags = AF_IMMUTABLE )

sepstr =, )

name = server-flags )
id = 2 )
base-type = AT _INTS8 )

flags = AF_IMMUTABLE )

sepstr =, )

name = binding-status )

id = 3 )
base-type = AT _INTS8 )

flags = AF_IMMUTABLE )

sepstr =, )

name = binding-flags )

id = 4 )
base-type = AT _INTS8 )

flags = AF_IMMUTABLE )

sepstr =, )

name = start-time-of-state

id = 5 )
base-type = AT _DATE )

flags = AF_IMMUTABLE )

sepstr =, )

name = state-expiration-time )

id = 6 )
base-type = AT _DATE )

flags = AF_IMMUTABLE )

sepstr =, )

name = failover-expiration-time )

id = 7))
base-type = AT _DATE )

flags = AF_IMMUTABLE )

sepstr =, )

name = bndupd-serial
id = 8

base-type = AT_INT )
flags = AF_IMMUTABLE
sepstr =, )

name = bndack-serial
id = 9

base-type = AT_INT )
flags = AF_IMMUTABLE
sepstr =, )
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( name = client-flags )
(id = 10 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )
( sepstr =, )

( name = vpn-id )

(id = 11 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )
( sepstr =, )

name = lookup-key )
id = 12 )
base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [
{

( name = type )

(id = 0 )
( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = data )

id = 0 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )

( name = user-defined-data )
(id = 13 )

( base-type = AT _BLOB )

( flags = AF_IMMUTABLE )

( sepstr =, )

name = reconfigure-data )
id = 14 )
base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [
{

( name = time )

(id = 0 )
( base-type = AT _DATE )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = key )

id = 0 )

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
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name = requested-fqgdn )
id = 15 )
base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [
{

( name = flags )

(id = 0 )
( base-type = AT INT8 )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = domain-name )

id = 0 )

base-type = AT _DNSNAME )
flags = AF_IMMUTABLE )
sepstr =, )

( name = forward-dnsupdate )
(id = 16 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = reverse-dnsupdate )
(id =17 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = partner-raw-cltt )
(id = 18 )

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = client-class )
(id =19 )

( base-type = AT _NSTRING )
( flags = AF IMMUTABLE )

( sepstr =, )

name = status-code )
id = 20
base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [
{

( name

= status-code )
(id = 0 )
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( base-type = AT_SHORT )
flags = AF_IMMUTABLE )
( sepstr =, )

name = status-message )
id = 0 )

base-type = AT _NSTRING )
flags = AF_IMMUTABLE )
sepstr =, )

name = dns-info )

id = 21

base-type = AT BLOB )
flags = AF_IMMUTABLE )
sepstr =, )
option-list = [

{

( name = flags )

(id = 0 )

( base-type = AT_SHORT )
( flags = AF_IMMUTABLE )
( sepstr =, )

name = host-label-count )
id = 0 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

name = name-number )
id = 0 )

base-type = AT _INTS8 )
flags = AF_IMMUTABLE )
sepstr =, )

( name = base-time )
(id = 22 )

( base-type = AT _DATE )
( flags = AF_IMMUTABLE )
( sepstr =, )

( name = relationship-name )
(id = 23 )

( base-type = AT _NSTRING )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = protocol-version )
(id = 24 )

( base-type = AT_INT )

( flags = AF_IMMUTABLE )

( sepstr =, )
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( name
(id =
( base
( flag
( seps

name
id =
base
flag
seps
opti
{

(
(
(
(
(

( name
(id =
( base
( flag
( seps

( name
(id =
( base
( flag
( seps

B trs2yFJoECa=vy

= mclt )

25 )

-type = AT_INT )
s = AF_IMMUTABLE )
tr =, )

= dns-removal-info )
26
-type = AT BLOB )
s = AF_IMMUTABLE )
tr =, )
on-list = [

name = host-name )

id =1

base-type = AT RDNSNAME )
flags = AF_IMMUTABLE )
sepstr =, )

name = zone-name )

id = 2 )

base-type = AT _DNSNAME )
flags = AF_IMMUTABLE )
sepstr =, )

name = flags )

id = 3 )

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
sepstr =, )

name = forward-dnsupdate
id = 4 )

base-type = AT _NSTRING )
flags = AF_IMMUTABLE )
sepstr =, )

name = reverse-dnsupdate
id = 5 )

base-type = AT _NSTRING )
flags = AF_IMMUTABLE )
sepstr =, )

= max-unacked-bndupd )
27 )

-type = AT_INT )

s = AF_IMMUTABLE )

tr =, )

= receive-timer )
28

-type = AT_INT )
s = AF_IMMUTABLE )
tr =, )

)

)
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( name = hash-bucket-assignment )
(id = 29 )

( base-type = AT _BLOB )

( flags = AF_IMMUTABLE )

( sepstr =, )

( name = partner-down-time )
(id = 30 )

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )

(

sepstr =, )

}

{
name = next-partner-lifetime )
id = 31 )

flags = AF_IMMUTABLE )

(
(
( base-type = AT _DATE )
(
( sepstr =, )

( name = next-partner-lifetime-sent )
(id = 32 )

( base-type = AT _DATE )

( flags = AF_IMMUTABLE )

( sepstr =, )

name = client-oro )

id = 33 )

base-type = AT_SHORT )
flags = AF_IMMUTABLE )
repeat = ZERO_OR MORE )
sepstr =, )

( name = requested-prefix-length )
(id = 34 )

( base-type = AT INT8 )

( flags = AF_IMMUTABLE )

( sepstr =, )

ITP TINA R T— A Sy TO MY H—
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—HELTZDIA B AZBL, 777 4 77MEHDIZHITHNNT AL ZADTF A&
AERTZENTEET,
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NA AZHIBRTDHLENH Y T,
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BEie, ZTP TA ADT R COT—EANEENTNWDENNY I T v 7 CSV 77 A V&=
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