VATLT )R EEXA)T A DEE

11l

Z T, RORFIZOWTHALE,

s FEEOER (1 X—)

« TA L ADER (13 2—)

e —HF—DEH (22 2—)
a— P —FHAFOFTE (TACACS+, LDAP L NRADIUS) (41 ~<—)
TN A Ay (SSO) DAY (47 X—)
X2 VT ¢ iILOE (48 X—)
o VAT LEEOHER (52 X—)

sEEAZE D EE

AEAE LI

AERAEE, A, == &tk TR0 T AT 4 EZEML, TOTUT 4T 4 BN
B —CBEE AT D8+ LETY, AT —2MH L GEREZERT D &, — 8T W%

F—bAEMEINET, TLS T, AF—IZ= T 4 T A ICHEEN DT — X Ol SAbI
S, WEX—ITESICHEHSE T, FEREIL, BITEE T T GEE GRRER) I

FoT, 2F0, HOWEF—IZE-TELINET, FEHEZACELAT AL TEE

T, TLS O TIL, FEEDORITHE DA IEE MR T 5 12 DIZGEHEORE A EH v E

T, ZOMBBIIEET = — > LT, L— b CAFEHE (HOE4) . Bk T3
LoULOHI CAGEE, BIOW—n— (7137 747 b)) iEtE (2 R 7 o

TA) DIODHFA T THERINET, FRGEHEIL, ——FEEZ CA O/L— EE
WUy L, BNMotx=a )7 o BERids EEoY 7)) L LTH#iELE3, L— Mk
HEOREX—0 LG, BT = — NOZIEHEORE X —1X, BT 17 1
HICRKCELTDET, To—rNORDOFEAZTICEA L TRITLET, = R T ¢
T AGEAEE, T2 —CNOREZOHAETHY . 7747 v MEAEE 2T — R —FEAE
ELTHEHESNET, o7 am ha/ vz o VT, [X509EE (498—) |
& THTTPS (49 <—2°) | ML T EE0,

YRFLT7EREEF2UT4DEE [



SRTFLTOEREEFL) T4 DEE |
B avzosqTemmsz

Crosswork TOIIBAZ DEAAE

Crosswork 7 7' U or—v 3 o &7 3 A OBER° & & & & 72 Crosswork =1 > AR —R > M D
WEE, TLS 7'm b a VA L CR#E SV ET, TLSIEXS09FEHEAMEH L TLR/IIT A
A RAERFEL., T—Z R EAL L CEETH LRI E T ORAMZ MM L E 7, Crosswork
W, R ESNTZEHEE 2 A T T v e — RLEGEHEEZ A S DT TEA L E T,
Ty a— REINAEAEIL, RRER (CA) MOlEATH0, BHEBATHZ ENTEET,
7= & z21X. Cisco Crosswork VM 287K A2 b2 Web —_X—L 7 TG4 T N7 TP R—2D
2= X —T = A AF, TLS B TARH XI5 Crosswork 12 L » THARKR I 7= X.509 FE
EZMEH L CHAICEE LET,

Crosswork Cert Manager (X, 07 L — AT —7 NOEEO~A 7 o —ERAB LR —E R
DT7uaXFTTHY, TXTCTD Crosswork sEFAEZEFB L £9, fEFAEEHE o Ul (B8

(Administration) 1> [EEBAZEHE (Certificate Management) |) i3 5 &, GEAEZE
R Ty u— R BROEETEET, ROKIZ, CiscoCrosswork MRS 27 7 + /4 b D
REREEZ R LET,

1: ;I EED Ul

Certificates Selected 0 / Total 5O &%

Name Expiration Date Last Updated By Last Update Time Associations Actions
@  05-SEP-2026 10:27:04 PM GMT+5:30 06-SEP-2021 10:27:04 PM GMT+5:30
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fEET = — L DHET v IR —REREIF T e — RT&EHr—/,
EHT = — L HFMREHER LDl T T vy T e — RERFA v — REFA T

Hua—)b,

H L ULGEBAZENEMN

ROE—/VOFEAEZBINTE £,
o [SMEBBEGSE  (External Destination) ]: 20w —/LHICT v 7o — K L7ZGEAEIL,. CDG &
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ALV A=2—nb [EE (Administration) ] > [SEBIESE (Certificate Management) ] 2R L., [Tl %
7w LET,

ELEO—BEOLRIEANTILET,

[FEAE D 7 —/ L (Certificate Role) | K2 v 7 A A =a—ni, AEAEEZEHT S BAZBINL £9°,
FHHCOWTIE, RERAEOX A T LERAE Q=) | 2ZRLTIEIN,

GE) MR EERESEREI S 2B N E 72 TR 5 & &I, [T ski ) (Kafka/gRPC) 2R TE
iﬁ—o

[ (Browse) 127 U v 7 L CGEHEDOFEET = — BB L E T,

SN RE E O A1, 1 DL EOBRIEEZ IR L, CAREEDOEHT = — . PHEEHAE, BXO
HX— 248 ETOHERDH Y £9, NRATL—XT 40—V NI4T a T, Pl —OERICHEH X
NET GZAUT2H55) .

[fRT7F (Save) 1227 U w7 LET,

GE) 7y 7ua—RKEb L Crosswork aElE~ 3 — U ¥ [ X — N—FEEEZ S T AL, MGEL., 4
B LET, BAEDRERET 25 L, 77 —2A4 ( [Crosswork Web ¥-— 3 —DHEE) (Crosswork Web
Server Restart) | ) ([ZX > CREHFIENEA SN L2 ELTWAHZ LRSS NET, FEEFH
UliZEEMICe 77 7 F L, GEBELS Web 7 — b U = A IZEA L E T, #H LWOFEAEZ /R
T 5121%, https://<crosswork_ip>:30603 OHEIZH D 1 v 77 <Not Secure>/<secure> 7 A 2 % 7
Vw7 LET,

AEBAZE DRE

AFFAEARE L C, B2 BINEZITHIBR L2 . HIRUIN F 721358 - TRE SNz iEAE
7y 7 — RFBIONE#RLLEY CEES, 22—V —{FEOFENE L ZTPFEMEFR L U Web
AEFE A 4L C& £9°, CiscoCrosswork N HEfied 2 Z DD > X7 LAFEIEIIAE R T4, &
R,

Fo. ZOFNEICHE S CEEAEL THIFR) L CGGEEAE SR 50, E3E 0 Y Ton
B2 VT 4 8T (BT REBEEZFHZT S (Enable Secure
Communication) |47 a vy Z8hicd25) ZLbTEET ( [F—X5OBEMNE IR
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ATV TN AL A=a—nb, [BE (Adminigration) ]>[FIBAEZEE (CertificateManagement) ] &N L, £H
TOREAEL MR L E T,

2FvF2 EEysammECcl 22y s L, GEHEOEH (Update Certificate) | 23R L £,
ATy T3 BBERF T g EEHLET,
GE) CW Web H— N—FEBEO T SRR, RO 7 ¢ —/L RIZBEHET AEEZ A LET,

* [Crosswork Web CA] : /L — bk CAFEBAE L FRIGEIAEL 1 DL EET), Fo72<EA T
BRWMEHETFT =—> 7 7 AL (PEM B .

¢ [Crosswork Web H1[f] (Crosswork Web Intermediate) ] : /L— b CA FEFHETEL S L= HHE
CA FEFIE,

* [Crosswork Web H[#]%— (Crosswork Web Intermediate Key) ] : H'[i] CA FFRA (2 B f} 1)
BN TNDF—,

* [Crosswork Web /X2 7 L—X (Crosswork Web Passphrase) |: ZAUEA 7> a7 1 —v
F\‘@TO

RRERRIT 5 &, GEAEEH UL ZHBMNICe 77 7 b L, Web 7 — b ¥ = A (ZREW % 36
HLES,

ATy T4 -7 (Save) 1227V w7 LET,

EIBAEDAHO—F

FERELZ =7 AR — M 5121, ROFIEEZFATLET,

ATV TN AL A=a—00 [BEE (Administration) | > [FEBAEZEE (Certificate Management) | Z3&R L £,
ATFvT2 Fura— R T 5alEO D22 Y v LET,
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Crosswork-Internal-Communication Certificate

| o | Description  Crosswork Internal Root CA
= B
Cl@ Signed CISCO SYSTEMS INC
Installed  Tue Feb 16 19:01:52 UTC 2021
Signed By  Crosswork Internal Root CA

Expires  Sun Feb 15 19:01:49 UTC 2026

c/ Description  Crosswork-Internal-Communication B
=
al Signed CISCO SYSTEMS INC

Installed  Tue Feb 16 19:01:52 UTC 2021
Signed By  Crosswork Internal Root CA

Expires  Sun Feb 15 19:01:52 UTC 2026

c/ Description  PRIVATE KEY
= E"
a Signed

Installed  Tue Feb 16 19:01:52 UTC 2021
Signed By

Expires

Export All \/ Cancel \I
\ J

RFw T3 — NEEPE, PREEE. BLOBEF— 2Ny n— N5, Blery s UEd, EE
LR —T N TE AT — R 5I0E, [T_T=7 ZF— |k (ExportAll) [ %7V v 7 LE
—é—o

SERAE D ER

FERAET, AOWIRAYIN D £ TIEMAD T, UTFOFEZ, 77 AXRNDE /) —F (O~
A7V KeEU—h—) TIEFIZFATTIOILERHY ET, 1 20/ — RTIEAEL R L7z
5. WD — RIZHETRNIZA Yy RBIEFTHHL Z L 2R LET,

\)

GE)  ARHIRAUINDRNCREHEEZFHT 2561, 7 7 A BNEEREICH D720, A TF >
A4V R ZDT 7T 4 T 4 2F T T2 2RO LET,

AEAE 2 HH 51213, ROFIEEZFETLET,

ATYT1 J—FT, a~vr F&2FETLTroot 21— —IZBE L F7,
sudo -i

NRAT—=KREATTTBHEIICRKDONET, cw-admin T—P —/RRA T — K,
AT 72 GAEHEOBABHIRIINIC/ > TWDNE D hEHRLET,

kubeadm alpha certs check-expiration

YRFLT7EREEF2UT4DEE [
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ATvT3

ATvT4

ATvTH
ATy 76

FEEAE D EH

WOEBIL, HHhoY T TT,
X 4:SBHEQADHBROY L FILH A

:~# kubeadm alpha certs check
on] Reading configuration from the cluster...
piration] FYI: You can loock at this config file with 'kubectl -n kube-system get cm kubeadm-config —oyaml'

EXPIRES RESIDUAL TIME CERTIFICATE AUTHORITY EXTERNALLY MANMAGED
May 16, 23 21:: H k no
May 16, - ca no
May 16, 2 z . etcd-ca no
apiserv May 16, ¥ - ca no
contreller-manager. f May 16, ¥ : > L]
etcd—healthcheck-client May 16, . etcd-ca no
etcd—peer May 16, 2 : = eted-ca no
etcd-s May 16, ¥ . etcd-ca no
May 16, ¥ : = front—-proxy-ca no
scheduler. May 16, 23 . ne

CERTIFICATE AUTHORITY  EXPIRES RESIDUAL TIME  EXTERNALLY MANAGED
ca May 13, 283 H / ne
etcd-ca ay 13 : : / no

front-pros E May 13, 2832 21: : / no
root@lé-9 7-67-hybrid:~#

SEBAE L conf 77 A NVD Ry I T v T HERER LET,

mkdir $HOME/Old-K8-Certs

mkdir $HOME/Old-K8-Certs/pki

cp -p /etc/kubernetes/pki/*.* SHOME/0Old-K8-Certs/pki
cp -p /etc/kubernetes/*.conf $HOME/Old-K8-Certs

~#

avy REFITLUCGEREZERH L E T,

kubeadm alpha certs renew all

FIE2 2V IRL T, SFTLWIFHEOER AR L E T,
< REEITL T xubelet ZHEENL £97,

systemctl stop kubelet

GE) BHEINIITXTO/— FTRAL., BHIN7-3EHEL kubelet & kube-apiserver DS FHEE) X
NDETEHEIMIRY A, FEREFICT IV r—a b OBERIZEIET 5 Z L 2RBED
LET,

kubelet Z1EIE L7725, ROT ot A% BT F T (ps -eaf | grep #fEf) <process name>)

kube-apiserver
controller-manager
kube-scheduler

FhoEHiE (ki1l -9 <pid> ZfH) LET, L7 o 2R2MEl#E T Lz, LA 23T L T kubelet
ZHEEBLET,

systemctl daemon-reload
systemctl start kubelet

J— FIIEm N Akl IBIT L, RIS kil IT L ET,

II VRATLTVEREEF AT A DEE
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GE) J— R RhiIlCBAT L2 T, syslog IZITBI &fiE N7 7 4 v 7V BEREINDIGENH

@iﬁqo

10-90-147-67-hybrid kernel: [1897091.695393] 11 header: 00000000:
51 56 a2 9c 7c 08 0

ff £ff £ff ff ff ff fa

10-90-147-67-hybrid kernel: [1897091.695414] IPv4: martian source 169.254.1.1 from

10.244.215.17, on dev calieff0340c649
10-90-147-67-hybrid kernel: [1897091.695416] 11 header: 00000000:
e8 75 10 bb 64 08 06

ATV T TRCORy RREFHFTEITEINTNDLZ 2B LET,

kubectl get pods -A -o wide

Fio, BEEBILIEAATY v K — RTEITHOR Y RHREELE T,
ATy T8 EAENEHINTODINE I DEMHERLET,
ATy 79 MERGI SR ERET L2561, conf 77 A VEEELET,

ff ff ff ff ff ff 72

sudo kubeadm alpha kubeconfig user --org system:nodes --client-name system:node:$ (hostname) >

/etc/kubernetes/kubelet.conf

TITAE—ND ) — R LI EROFIEZ B IR L ET,

T4 ADEE

VA Av—h T4V UTNE, VAT R—= T3 VAR IO EKRTY 7 by e
7 &LV ENORBEICEH L THEABLOEH T MR T B RAETAVTT, Fi,
ZHUFEETT, 22—V —RNT 7 AT L0EHIEITEEST, A~v— T4 B XEMH
THE, RO ENAREICZR Y T,

HERETOITAR—3Y Av— I U RIL, SR TCXAY T N 2T
FTARADT—NVEHSLET, PAK BT 77 4 _X— 3 % —) [TIRETT,

- EED#E : My Cisco Entitlements (MCE) 1%, AT WA —=Z LTI XTHO Rl
e P —EADFERRE 2 — 2T 20T, MG LD, EHLTWD DA HITH
T,

cTSAEVRADFEFHE : V7 MU 2T IIN— KU =TI/ — Ry SRTWRnzd, &%
BISLTIA B AEMBIERAB X ONEETE £,

A<v—h T A4 AEMHT HIT1E. £ Cisco Software Central TA~— T H 7 FEFRE
THINLENRHY 7 (software.cisco.com) , CisCORY—rTFHDI Y ML, A~— hRbGEL,
DIYRY PV EREEL, > 2aTA4 B ZADOFEME, T4 2 ZDOMEARNOER, BLTOY
Z SN OB A FTREIC L9, Cisco Smart Software Manage (CSSM) ZfEH9 5% &,
—TEENTZ1 2O Web A F235 Cisco A~— R~V 7 "7 =27 DT _RTCDTA B AEEH
T& %7, Cisco Smart Software Manager TlZ, 74 B A ZEHT H1-DICA~Y— T AT~
FNANTEEDON—F v LT T FEERBLOEH T ET, Y A7 ADOFEMIZO
WCIE, cisco.com/go/licensingguide 2 &/ L TL 72 &0,

YRFLT7EREEF2UT4DEE [
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B oExsx

AL A= 2= [EE (Adminigtration) ]>[AY— k54 22 XD & (Smart Licensing
Registration) | Z#®IN L, [7 7V r— g V&8 (Application Management) |7 « > KT DT
\Z[A~— KT A& A (SmartLicense) | ¥ 7 & F R LET, [A~¥—FT7 A A (Smart
License) ] # 7 T, Cisco Crosswork 7 7'V 77— 9 D% Ek, b7 AKR— MREDHE., 7
AV ADEH, TTVr—a VORBREREIT) 2N TEET,

AYX—FSA U ADBEDORREMS
IRDIELTT,
*Cisco A~¥v— hT7 17 |,
* Cisco Crosswork 7 7' U 77— a3 V OWEAFE R T A 2 A,

kZ 2 AR — NREZ#EA L T, CiscoCrosswork & ¥ A 2 DY — 3— L OE(E HIEERE L E
ED
o [E#2 (Direct) ]: 77U r—3 3 & Cisco Smart Software Manager (CSSM) Z BB
LET,
[N AR—F 7 — 7 =A (TransportGateway) |: 77U —aid, M7 U AKR—

NrFr—bhU A, £FFI7T7 T FR—2D2—Y -2/ AR 2 2R TH AT
LIZADTRTCOBEXRBETACSSM AL FLIAF T aru 2 LTCEELET,

)

GE)  CSSMALFLIAFT 3 OFEMNZOVWTIE.  [Smart Software
Manager guide] 2L T 7231,

i

s [HTTP/HTTPS 7" — F 7 =+ (HTTP/HTTPS Gateway) |: 7 /U — a I 7 ax
Y= N—H T LTHERLET, ZhiE, EEE— NCOLEHSNET,

\)

G KNS o ZAAR— FREIL., Crosswork Bl 28 4%E — RICR o TWARIIEFE X FH A, BF
T OISR T HDLERNH D £,

ATy T [A~v—FT A& A (SmartLicense) | %7 D [T AR— 3% E (Transport Settings) |12, BIFEEER &
NTND M7 AR— ME—RFRFRINET, BET DT, [FammiE (ViewEdit) 227V v 7 LE
j‘o

[T > AKR— F%E (Transport Settings) | %A 7 027 Ry 7 ANRFRINET,
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Transport Settings

Configure how the product will communicate with Cisco. Note that this setting is shared with
Smart Call Home, so any changes made here will apply to other features using this service.

® Direct - product communicates directly with Cisco's licensing servers
URL : https://tools.cisco.com

Transport Gateway - proxy data via Transport Gateway or On Prem Smart Software Manager
URL:

HTTP/HTTPS Gateway - send data via an intermediate HTTP or HTTPS proxy
IP Address :

Port :

Ve
Save ( Cancel )
e ol

ATy T2 BHETE T UAR—FE—FEBEIRL, RENTET7 40—V RICE#ETSZ U EZASLET,
ATv T3 [R1FE (Save) 1227V v LET,

k—% > T® Cisco Crosswork 7 7)) r—< 3 > D&%

TA Y AREE BN T HITIE, BEID F—727 % {#H L T Cisco Crosswork 7 7" U 47—
va % CSSMIZRERT D MENH Y £, Bikshd &, DEAFEZIA~Y— T AT b
WCERIRFE S, EBITHOT X TCoBEIERSNET, ERFEIX1EMADT, 6 » H#
2 H BV AYIZ BT S AL Tk 22 S RGE S AL E T,

)

GE)  Bdkb—7 VOERIZ OV TIL, Smart Software Manager @ Web ~— 3 Gt X T 5 R —
MUY =2 TLIEEN,

ATY TN AL A=a2—05[EE (Adminigration) |>[AY— k54 2 RADZE% (Smart LicensngRegistration) ]
Z@INL, [A~¥~— T A& A (SmartLicense) | ¥ 7 &#F L £,

BIRAT —H AL T AV ARFEARAT —F AL, TN [AREBEL (Unregistered) ] & [7Hii (Evaluation) ]
T FICRYET,

YRFLT7EREEF2UT4DEE [
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Select Crosswork
Crosswork Platform Services v
Product

You are currently running in Evaluation Mode To register your Crosswork application with Cisco Smart
Licénsing:

- Ensure this product has access to the Internet or On Prem Smart Software Manager installed on your
network. This might require you to_edit the Smart Call Home Transport Settings.

- Log in to your Smart Account in Smart Software Manager on your On Prem Smart Software Manager.

- Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

- Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it.

Learn more about Smart Software Licensing

Smart Software Licensing Status

Registration Status /. Un Registered
License Authorization Status . Evaluation Mode(87 days remaining )
Product Instance Name UDI_PID:CW_INFRA;UDI_SN:f150b4bf-3f2f-4c98-842f-9097acf06498;
Export-Controlled Functionality Not Allowed

Transport Settings Direct View / Edit
Smart Licensing Usage

License (Version) Description Count Status

CW_EXTERNAL_COLLECT(1.0) L Init

ATFY T2 [A~—bF V7 b U =T A& A (SmartSoftware Licensing) | %A 7 10 7R v 7 AT, [k (Register) ]
Vv LET,

[(A~v— K VT U7 T4 2RO (Smart Software Licensing Product Registration) ] %A 7 =2 7
RNy I ANFRENET,

Smart Software Licensing Product Registration X

(® Register via Token () Register via Reserved License
To register the product for Smart Software Licensing:

- Ensure you have connectivity to the URL specified in your Smart Call Home settings. By
default, this will require internet access. See the online help registering to a On Prem Smart
Software Manager.

- Paste the Product Instance Registration Token you generated from

Smart Software Manager or your On Prem Smart Software Manager.

OAfter succesful registration, page may need to be refreshed to see the updated status.

Product Instance Registration Token

Re-register this product instance if it is already registered

(] Lab Licensing

ATw 73 [BLA AKX 2Bk N —2 > (Product Instance Registration Token) |7 4 —/L K2, A~— KT H D b
MBAERENTRER N—T V2 ATILET, h—7 2 IDBIEMET, AHIHNTSHL Z L 2R L TE

. VRATLTVEREEF AT A DEE
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ATv74

ATy TH

ATvT6

sqevz7ovaroFycoza |

T, FEMNZOWTIL,  Thttps://www.cisco.com/c/en_in/products/software/smart-accounts/software-licensing.html |
EHML TN,
(FAFvary) 77V r—ra VEBBRET A5AIL, [TTICBREIN TV A HEEIXZ O/ 2 Bk L
F 7 (Re-register this product registration if is already registered) | F = v 7Ry 7 A& 4 I LET,
GE) Ny 7T TETEILRERDOETTEIEDH., Cisco Crosswork VM % CSSM (2 T8l T8 &%
TOMERHY FT, T, EaETHEANSIND ANy 77y TORGTICT TITRERIS
TV 5 Cisco Crosswork VM DIF&IZ#EH S E 7,

(A7vay) IRITA B RAICBET D581E, [ 74 A (LabLicensing) | F =y 7Ry 7 A%

7V w7 LET, TOFTvarm@RT 58 ITREHENTLIEKNHL5E. TREKS ZITH LT

1A FBRRESNET,

[&&k (Register) 1227 VU v 27 LET, BEOLBIIIES DN HEE01H0 £7, kEh4 25 &, [

BEMNIEFIZ52 T LE L7z (Product Registration completed successfully) | & W) A v B—URNERINET,

BIRAT —H AL TA VU AFIEAT — X AL, TN [REFEH (Registered) | & [HKFRHE 7

(Authorized) ] IZHEFHNET,

GH) BRI — ([aE%E=7—] X [51vv 207y kpoo@hmsg] 72E) BRAELESA
I, LIEG L Fo T BEE2HmRITL T Ean, EHEFRITL T =7 =2 HE
X, AT B RAEw— 27 ZARY A F—LAIBRVELEL I E N,
 BERHICHBEX A LT U VT —DNBAE LA, =7 —F AT us Ry 7 AT[OK] %
IV FHE, TV =y a URNBREEFERITLET,
cHEAEIZ L o TR, BBV LIZRICEH SNIZAT — X A RKR-THITIE, X—V%F
HCHEHTOIMLERDHY £7°,

FACVRT I AVDFHTODET

Cisco Crosswork D356, Xékds L OGRREO HHIET 7 /v N CHEBIIICHE NI /2> TWET,
2720, TV r—var b Aah—N"—HO@EBRENRELZEEIX. 2hbDT 7
varETFE TR TEET, [T27 Va3 (Actions) | Rey 7 X RA LV EEHLT, 7
TV —va U EFETER, AR BLOBSMERTEET,

)

(GE)  CiscoOptimizationEngine A~— s 7 A £ ADHE, /— KA MI, T4 AOFEH DA
VIR—=T 4 T BEOTA B ADREREEEM GBI SNE T, ) — FEOER
(X, GMT D 24K T L ICA~Y— h T A B A — =L RS E T, 157 L2 WA,

TTVr—=varyIfAbr Ae\EELT, /— FRETSICERTEET,

ATY T [A~—F T A& A (SmartLicense) | ¥ 7 C, [T 7 a3 (Actions) | RKe vy 7 X T RA L ET Y v

I, ROIA 7T 7 va AZBET AT a CEEIRLET,

YRFLT7EREEF2UT4DEE [
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c0eo

_

Renew Authorization
Renew Registration
Reregister

Deregister

a) [7P 3> (Actions) |>[FREENDE#H (Renew Authorization) ] : 30 HDO#&b D IZHEEH— 1 2
DRI LG I FE CRlGE 2 R L £ 77,
b) [72 3> (Actions) |>[EEDEH (RenewRegistration) ] : 6 2°H Db 0 IZHENEHH— B AR
KL TG BIC TR CRERZ TR L E 7,
) [7Z 3> (Actions) |>[BEEEk (Reregister) |: &gk b—7 > OWREIN 2 EOFBE T, 77
T—arEEBERLET,
d) [72 3> (Actions) |>[Z8%fEF (Deregister) |: TV AR— FREALEFTIMLENH DR L
DBAIT, 7TV r— a v OBGEERRLET,
GE) BEpfbrEns &, 77V r—3a UL [FHl (Evaluation) 18— N GHEHIE A & 25
E) F7203 [FHMEHARREIA (Evaluation Expired) ] E— RIZBITL £ 9, sEMICOWTiE,
TARVABIEAT —Z A 21 X—2) ZZELTIES,

ATFwT2 BIRLET 7 a U RNIEFICETEINET,

754 2 FHTD Cisco Crosswork 7 71) r— 3 D&%

A<w—hT A4 AEMFEFT 5 Cisco Crosswork 77U 7 —3 = 0%, fEREHRZ EHIAIC
CSSM &3/ L9, CSSMIZEMIRYIZHERE L 7= < 72 581%, Cisco Smart Licensing (247 7
A FRIOF T a U PRHEESNTVET,

FTTS5A TR, 200F— RAH D 4,

HEEDTA B ATH (SLR) : ZDOEF—RKTIE, TRTALNEOHDLEERDT A
A ERIRTE F9,

e KATA B ATH (PLR) : ZDOF— FTlE, W SEZERSEILHE—-DT A B R
Ndv £9,

1R BRI

A=K7 AT "G DHT L xR LET, 724, [Smart AccountRequest] (ZFEEN L,
Web #A ~DFRICHENET
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ATv T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

ATy

ATy 710

7+ 754 > FHTO Cisco Crosswork 7 7 1) 77— 3 D &ER .

AL A=a—06 [EH (Administration) [>[A~— k7 A &2 ZAD%Ek (Smart Licensing Registration) ]
EEINL, [A~— ;T A A (SmartLicense) | ¥ 7 & FR~LET,

[B#% (Register) 1227 U v 7 LET,

[(A~— K VT =T T4 2R OXEE (Smart Software Licensing Product Registration) | %1 7 &2
TRy 7 ANFRINET,

[FHRIBE T A o A THEE (Register via Reserved License) | 47> a3 V&R L F7,

Smart Software Licensing Product Registration

Register via Token @ Register via Reserved License

Reservation Code

Use this code to obtain a authorisation code from Cisco smart software manager.

Please click on generate

Paste Authorisation Code here

Please paste the authorisation code copied from Cisco smart software manager

[FH=— K (Reservation Code) | &7 > a D TFIZH D [Eh% (Generate) | "X %7 Vw7 LET,
TRV 72 A ha— KRPRERESI, TFARNT7 4=/ RIZATENET, [ — (Copy) | H¥ &=
MLTZoa—Feabr—LEd,

Cisco Software Central ® Web ¥ NMIBEI L, @R EET B0 F&2EIRLET,

[FA4 A (Licenses) | #7 %27 Vw7 L, [FA4 8 ATH (License Reservation) | %27 U v 7 LE
T, FME4 THERLIZETRY 72 A ba— Rz 0 AT, [k~ (Next) |22 U v 27 LET,

[FA4 &2 ADER (Select Licenses) | ~~— T, [FFED T A &2 ATH (Reserve a specific license) | 7
VARSI HEBIRL, VA DO UERT AL AETRILT, [k~ Next) 1227V v 7 LET,
[LEo— LR (Review and Confirm) ] ~3— T [FE=— RO (Generate Authorization Code) ] %
7V vy 7 LET, [Z7V v 7 AR— Rzt — (CopytoClipboard) | Hh¥ & FEHLCa—Kzar—LFE
R

Cisco Crosswork UL D [A~—F Y 7 F T = 77 T A ' AR O Gk (Smart Software Licensing Product
Registration) |X—IZRYD £9°, [Z ZIZFRFE=T— R&ZHE Y 417 % (Paste Authorisation Code here) |t 2
75V@T®?#X%74_W$;\m&ﬂﬁf%%mﬁfi?

P&k (Register) | &7 U v 7 LET, BEOWLBIITED DN D5ERHD £7,
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BERAT —H AL T AV AGEFEAT —HF AL, THNEN [BEFE A (Registered) | & [FAFRHE A~
(Authorized) JIZHEH SN ET,

754 0FHDOEEH

ATv T

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

ATy T17

ATFvT8
ATy

ATv 710

[FHRIDOFEH (Update Reservation) ] A7 araHH LT, 774 PHTHREINTZTA
AR EEHLET,

AA A =a—06 [EH (Administration) [>[A~— k7 A &2 ZAD%Ek (Smart Licensing Registration) ]
ZEIRL, [A~v— 7 A2 A (SmartLicense) ¥ 72 F L ET, WA LV AX A4 2 EZHDE
T ([A~v— b T 02T T4 T DAT—H X (Smart Software Licensing Status) | &7 > a >
ZHOET) .

Cisco Software Central ® Web ¥ NMIBEI L, @R EET B0 FE2EIRLET,

[HfhA > A% > 24 (Product Instance Name) | (Z— 8T 285 A v A2 2AD4FTH# 7Y v 7 LET,

[77vay (Actions) | Fuy Xy RE2 %270 v L, [TROEH (Update Reservation) | % i3
RLET,

[7 A& ADEIN (Select Licenses) | <— T, [FED T A L ATH (Reserve a specific license) | 7
UFARE L EFIRL, VA SDOMERT AL ADEETH LT, [k~ Next) 1227V v 7 LET,

[LE=2— R (Review and Confirm) ] ~X— C [FRFE=— FDA AL (Generate Authorization Code) ] %
7V w7 LET, [Z7V v 7 AR—=FIZat— (CopytoClipboard) | R¥ ZHHL Ca—Kzar—LZE
R

Cisco Crosswork UL @D [A~— K T A > A (SmartLicense) |"X—IZRD £9°, [T 7 3 (Actions) |
Fay7HEoRE %7y 7 L, [FRIOEH (Update Reservation) | ZB3eR L £7°, FIE 6 THRK
L7ciBFE=— R& R0 A1, (887 (Update) 1227 Y v 7 LET,

o — R SNET, [Av— R )T N7 748 T DAT—H A (SmartSoftware Licensing
Status) 17 v a3 TR TEET, ZOa—Faat—LET,

Cisco Software Central ® Web ~— IR £9°, MERWNA L AZ 240 % 7 ) v 7 LET,

[77 v ay (Actions) | Ruy 77Xy R %270 v L, [fER=— RDOAJ) (Enter Confirmation
Code) ] Z#EIRL £,

FIE 7 CAER SN2 PRIMER 2 — RE2 AT/ AT, [OK] %227V v 7 LET,

T A & AL, Cisco Crosswork Ul D [A~— kT A A (Smart License) ] ~— Y THEF N ET,

7254 oFHDEZNE

[THID#ELN{L (DisableReservation) 14 7Y a V2R LT, TRFELDT A B A% U —

ALET, T4 AR Y —23NDE, TV r— a3 i [l (Evaluation) ]E— K
GHIEIM A & 5 56) F 72X [FEHmSIFESIAL (Evaluation Expired) |1E— NIZBATLE T, #F

MZDONWTIE, FA BV AFREAT —HX A 21 =) 2L TLLEE,
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ATFY TN AL A=a2—005 [P (Administration) ]>[A~— ;T A & A% 4k (Smart Licensing Registration) ]
EEIRL, [A~— M7 A A (SmartLicense) | ¥ 72 F£RLET, WA AX L AL 2 EEXHOET
([A~—F Y7 b T T T4 T DAT—H A (Smart Software Licensing Status) | © 7 > 3 »IZdHh

DET) .
ART9 T2 [77var (Actions) | Kay 7 Xy v RE2 %270 v 7 L, [FRIOEL (Disable Reservation) | % 3%
RLET,

AT 973 [THROENOMGR (Confirm Disable Reservation) 17 4 > R T, [#E# (Confirm) 127 VU v 7 LET,
VY—Ra— K (FHYZ—ra—R) PERESIET, [28— (Copy) |R¥ v ZFEHLTZDa—FR
Fatv—LET,

AT w74 Cisco Software Central Web A MIBE)IL, @I/ EAET v FERIRLET,

RATw T [BlihA A A4 (Product Instance Name) | (Z—EJ 285 A VA XV ADL4HIZ 7 U v 7 LET,

ATYT6 [77ar (Actions) | RKuy 7 Z o Ry %710 w7 L, [HIFR (Remove) | Z IR L £,

RATY 1 [THIOHIER (Remove Reservation) |y 77 v 7, FIE3 TERLETHI X —ra— KR40 115,
[T#IDHIEE (Remove Reservation) | %7V v 7 LET,

Cisco Crosswork Ul @ [A~— kT A &> X (Smart License) ] ~3— T, [BEkAT —H A (Registration
Status) ] 2% [k (Unregistered) ]IRREICHEH S FE T,

TA U RRBERT—2 R
CiscoCrosswork 7 7° U r—3 g VU DOBERA T — X AZFKDNWT, RDTA B AFBIEAT —H
ANFRINET,

YRFLT7EREEF2UT4DEE [
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T—2 R
AAR Gk FHE— R TV =g DI A BREAYBRICHER T
(Evaluation 590 HOFHMEHRE, —olkeex, 7V r—va
mode) WD THEAT D & ZIZBhSET,
FEAmEARRE AL FHEHI O T T 7V r—3 3 U IEF IR R S
(Evaluation ﬁfbiﬁ"/uf L7me ZOIRREEDR., TV r— a3 8%
Expired) BRIZIENC 20 £3, 77V r—va &R LT
Zo Wik, BETAVLERH Y 9,
BERHIREI THVr—valid, TAT T 47 A iEHEOHZ
(Registered HIRR2SGIAL DRI CSSM IR CE 37, AREERIRAEIC
Expires) RO ELE, &Y ofHMI#iRI RS 2546, 77V 7 —
YaVEERELET, ZOBEMETIE, 77U A —T g
CVEEREGT AT OITH LWEERID h—27 U BNET
ﬁ—o
BRI P KRG (MEL | T r— 3 %%ﬁﬁ@?%tyx%%@ﬁ

) (Authorized (In
Compliance))

MEma2lZfFsnTVhEY, R
IR SN ET,

130 B Z & ICHE)

aALTITAT A
#X (Outof

TV r—a r OBEOHEEZ AT 57202 FH
TX 5+ @74ﬂ/xﬂﬁéﬁf%ﬂtﬂ—%¥W

Compliance) TAT MY ERAL, TV = a rESI &k
AT DHI21E. b—27 VBB STV D HERR/AT
FIRZTHTHLERH Y FT,

FRESHARREII | 77U r—3 2 390 HLLE CSSM Ldfs T&E 3, @R

(Authorization | RED A ZHABRAEIANL TV E T,

Expired)

1—H—DEHE

RANTZ 7T 4 AL LT, FHEF TR TOZ—H—

WXL THEBI DT B v &2 5

MENRH Y £9, CiscoCrosswork Z i T 22—V —DV X va¥fH LET, 2—F—£H LT
i XA —REREL, TNOLDO2—Y—T 07 7 A VEERLET, 2—F =T D7 D

PRI, P37 7 2T BHE R RET B D2 —F—m— L EH D 4T,
ladmin| SOz —HF—m— L Z M DB AL, 2P BB B A 2 —F e m L
BERLET ([2—P—o— L0l (26<—) | B8 .
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ATv T

ATy T2

ATvT3

ATvT4

ATy TH

1 o2 b=t s nt-gEl—v— ]

A A =a—inb, [BEE (Adminigration) ]1>[1—H—&0—JL (Usersand Roles) |>[1—4—

(Users) | Z 7% BIRLET, 20T 4> Runb, HLOa—F—0BM, BFO1—F —D%E D

£, BLO2—HF—0DHIBREZITH 2N TEET,

Bl —F—%58id 5100k, ROFIELXEITLET

a) Tl&sY s LCnBRa—F—0laE AT LET,

b) [#R1F (Save) 1 &7V > 7 LET,

2—HF—EfRET5ITE, ROTFIEEZFETLET,

a) PRI HEF s Ry s 2B Y ws L, ery v LEd,

b) BEAEZMAIZO, [IRFF (Save) 1227 U v 27 LET,

2—HF—ZHIRT5ITE, RO TFIEEZFETLET,

Q) =P - HLF v s Ry 2% Vv L, B %20 vs LET,

b) [HIFROHMERE (Confirm Deletion) 17 1 > K7 T, [HIFk (Delete) 1227V v 27 LET,

a—H—DEED VR FRT DT, ROFIEEETFLET

a) Vﬁyay(Mmm]ﬁMT@3“74:y%79y7u[%Emﬁ(mmu@]%&ﬁbi
7

BR Lo —P—40 [EAE=2 2 (AuditLog) |EEARRSINET, BEER 7 OFEMIZOWTIL,
[View Audit Log] ZZML T 7E &0,

AR M=ILEFIZERESN-EE1L—H—

A A h—/UIFIZ, Crosswork 1% 2 DK B ID 2 1ER L £,

1. o=—H¥—LNew-admin T, T 74/ FDONXZAT— RN admin D{RET S U EHE, 57—
Ay o 2B —EHEITIZOIDEFEHAL T2 A L, Crosswork ' —/3—Z R A ML TS
VM % NS TNy a—F 47 LET,

2. 2—H—&MN admin TF 7 4/ FDO/3A T — K3 admin @ Cisco Crosswork EIEE . #l
EHFIT., CoDEEAL el AL, =P —A L X =T ZAEHRTEL. HFL
W —H— ID OFER 7 E ORI 2 B EE FEIT L £,

W5 OEFL——ID DF 7 4 /L hSAT— R, BONHERT 5 & EICEET 0N D
DET, ROIFEZEFEHP LT, CiscoCrosswork @HE /RAT — REZLHSTLHZ L TXET,

EHED YL L TrSA L, BHEL Y —RRT—RERELET,
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AHHTLET,

cHRk AN — FKEuvZ/ay ZHERLET,

« /= b2 7 OBEN T ZHIBR L £, EBorRE
Y TRBRIZY AR —F L TWEEA,

o —HDTNA A~NDANNIT—HEHH LET,
c FUNRA B —DF U R—F 4 T DAPIZ Y RRA Vb
ERELET,

HIBRT 7 B AFFAICL Y, RO Z ENTEET,

e A UNERT T T AL ) — RO—FEEIRZFEIT L
£7

« HIBEMER O CSV 27 v Fr— RFLET,

*HAZ —)v, T—=87 = U= A ORH, BIORET—
27— hr U =A ZHIBRLET,

AR T—, TaASE— BIOZ T EHIBRLET,
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A T I AHFRIZLY, =N R T —H X T TR
B ) — KR, 77V r—ary ~LVAR AT —H A E
TaTd AT —F A, GEEEHR, Ny 7Ty TBIOMEILY 3
TAT—H A EEIGTEET,

BXIABRT 7B AFAITIE, ROZENTEET,
« XFTP Y — =D A X —T /T 4 B—T 1k
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EZDOFEE) R L)
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ZR— k. FERAEOIERE - IZED. Web H— — Dk
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CBE/T A DHBDNRNy I T v T B I OETRIEEFEITL
F9,

TN = a b OER (T T 4T, TV T 4T
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HIERT 7B AFFANC LD . VM (ID Ti#kBll =41 %) ZHIBRL
20, Y7 =T VRV NINST Y r—a ol
L2 TEET,

Y
= API

AR T Vv AHRIZEY ., NI TN a—T 4 T DT
DIZF v v otz Bl cE £,
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71k

TN—TEHE PR/ L —7 DI Y —,

HRIRY T 7 AFF T b EE DU ERRTE, BXIAH
TR AFFA TS N~ T DI EH R TE £, S —7
FHEA—I0 6 N —TZHRT 51008, BIRT 7 & A7
MBETT,

GE) APL D 7 )V—TAUIZKET DR A0 7 7 & ZFFA]
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API # R.%

FRE Y —TOE 2 —&H,
FAED T VB AR TIIE 2 — %K R TE, EXIAART Y
T AFA TR 2 —Z2E/FEH TX, HIBRT 7 & AFFA Tl
HIBRMEREN B ZNZ 720 £,

(R =%

HiFE API

FT7TA v~y TOMBY—E AR L F9,

FEHILY T U2 AFFRIEA T T A 7 — FC Geo Map % H
T&, BEERART 7 BAFAITIL GeoMap 7 7 A V& T v 7
n— R T&, BIBRY 7 & ZAFFAIEERGE THIK 7 7 A L 2 HIlBR
TEET,

hAR | Y API

FRE ON— BRE, ERE MR BT L — AT —
I EFERTHZEOMOR—TEFEITXET,

AR OBRTAGITIE, BT T 7 AFFRPLHATT,
EHEIIART 7B AFFAITIE b AR VK E%Eﬁf% HIlBR T
JREAFATIE IR Y I BE T LEEGEITHIBRTE
£

A=

Crosswork 7' 12
¥ API

NSO RestconfNBI © CNC 7’12 % 3 AP 2 #5257 7 & A FF
EJ‘O

FWAHELY 7 7 & ZAFFA[1F NSO REST conf NBI D3 =T ® GET
FREZFA L, EXIALT 7 & AFFA[ 1L POST/PUT/PATCH
TEZFFRT L, HIBRT 7 & AFFAMIX 3 COHIFR API 2 825
LET,

SWIM

SWIM NB API

SWIM URY MVICA A= T v 7 a—RKL, T3 A|Z
Bl L CA v A M=/ TEET,

BAED T 7 AR AT S L, SWIM UARY R G
TRTCDA A=V E—EFRLTED, TNAANLDA A—
UEHRAEFRLTZD . SWIM ¥ a 7O AR LY T
FT, BXIALT 7 BVAFAIZED, 4 A M=V DOF
RCOENEET v 7o — REMA L, FITTHZ LN TEE
T, HIBRT 7B AFFRICL Y, a € — LIl a2 T /31 A
HHIprCTE £,

EHEHEETY 7 b 2T DA VA M—)U/T A A=)
Playbook Z FEAT3 2I2i%, FEZIALMIERT 7 & AFF A 8B
T—g—o
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API . .
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EEDOY—CRADBREA LT A — R BELE
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CEBINLEY—ERADHEA LAZ LTV —ERT T 7%
BELET,
e —ERRX N v I TF—HETET D
EXALMIET 7 AFFAE, 2 HOAPHCITEA S vE
A,
PRAES T 7~ |G HAI0 77 B AFFRlc k0, RO R TEET,
FTEXAL e omme TS LET
e BHLZ T HY—EADY X NERELET,
s —HTHHTH—ER (FTF U AR—FEIIT A A
DH) DY ANERASELET,
EXIALMIRT 7B AFF AL, ZNHDOAPHIZITEH SN E
A,
ta—U 2R ta—URT 47 Rolr—VFHOT 78 RFNE, —
FUYT RO | EARAT SV aT T ADT I T LR T 7 7 A VA&
= 3R — | THEDDT I ' A,
v API

BEAIABT 7B AFANZED, bEa—URT 47 Ny b—
VDL AR, a—VURAT 47 Ny = OFEM
W=, TaT7r7A)N, BT =R A RFNUT R TT
TAY) OV BEMRIEAT > a > D7 =V RA[EEIC
o0 ET,

HEIRABRT T RAFAMCED, ba—UAT 4 w7 Ny f—
VEA R — L, TANTOEREFRIEZEITTE £,

BT 72 AN LV, HIBRRIEEZFEITCEET (e x
1Z. RuleClass. MetricClass 72 EZHIR L £9) .
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v H—E
API

AR T 7 ARFAIC LY, RO ENRTEET,
« ZTP KR Y R b VITERAES LTV DT T D day-0
7 7 ANE—ERRLET,

« ZTP R U ARY PV IIRFEENTWD 0 H H DR 7 7
AN ETRE L £,

« ZTPHERL Y AR Y N U D day-0#&k 7 7 A NV X0 vm—
FLET,

«CW ZTP U AR Y bk VITHRAFE 4T % Day-0 Rk 7 7 A
JAACBEEAF T BT IERICIE SN T, TRTOT A R
T7IV/TRAANR=T g TNRA AT Ty N T —
L —EFRRLET,

EXALT VB RAFATIE, ROZ LN TXET,

O HHDOH 7 7 A NVETZIZAZ ) 7 M& ZTP HERR D &
ChIZT vy Fu—RLET,

< ZTP RE VAV hVICREFS TV BHED 0 H H D%
ET 7 AMIBIET DA 27— 2 %G FRm/EH L ET

HIBRT 7 B AFFANZ LD . ZTP MR R b VICT v 7 r—
RENTMERLT 7 ANERT )T MEHIBRTE 7,

CW A A=
H— 1 2 API

BRI T 7R AFANCLY, ROZENTEET,

cZTP A A=V URY P UICRESN TN HTRTOTA
AR A=V T 7 A Ve —BFRLET,

cCWZTP URY FVITRIFSNTNDA A =TT 7 AV
CBEM T BN TVBETRTOFTNA AT T h T —
D77 IV A —ERIRLET,

¢ IDTTNA AL A=V T 7 A NEAT a—RRLET,
EXIALT VR AFAIZELD, ZTP A A=Y URT N VIR

FENTWBEEDA A— T 7 A M BEHESTT &7 B
ART—=HERHFTEET,

HIBRT 7 2 ALY, ZIPA A=Y URT MIIZT v 7
O— RENTZA A=V T 7 A NVEHIBRTE E7,

CW ZTP ¥ —
B X API
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AT A—JL#ER | EHEA

ZTPF A AL T 07 7 A NEEHTX £9, Crosswork (215
I/ECE/HIER L £

A T IR AR XD ZTP T34 A, U T %
OV, 7u 7y A, BT NT—H CSV =R L, ZTP
TNAR, TaTdZrA NE—BERRL, ZTIP T /A AL A ¥
F—H T AKR—FTEET,

BT 7 2 2RI L0 . ZTPTF A A, U T ILES/OV,
T 77 ANEEBIML, ZTP T /3 A0 @& B/ EH &
i‘a‘o

BT 78 2L, ZIPT A X, a7y AL, ¥
U7 VRS EMEEEAEAHIR T £,

CW-CLMS H3H:F A& |Crosswork TF A £ ARG EEETAT-DHDAPIOT 7 & A
AEBY—Y |FF,

MY sy 7 e LD A= b A AR, B

G AT A $5 LT A o A A FR T E E 148,
BXABT sk ABAE, T4 ADRE, FRE. B
i, FH7REDAT— N ITA BV AREELEET LH72DIC
BT

TO9T47tyarvnDERE
FHAIX. Cisco Crosswork UL CT 7T 4 7ty a VEABERBLIOEHL, kROT 7=
VEFATTEET,
e ax—HP—t v g DET

AT 7 ORR

ZH T DT 7R AR A OB HAE N O =Y =T, BBy a v ER T TEE

R
WA T 7 R AR R OBHE LN D= T, v v a O R T ORI
TEET,

G T U AR WEE DS D= =1L, [T T 4 Ty 3 (Active
Sessions) |V 4 ¥ RU AR R TEEH A,

ATV T A A=a—00, [BE (Administration) 1> [1—H—& 0—)L (Usersand Roles) |>[1—H—
(Users) ] &R L £7,
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1—¥—RIORE (TACACS+. LDAP &£ U RADILS) [

[7277 4 7%y al (Active Sessions) ] % 71ZI&. Cisco Crosswork D3 _XCOT 77 4 Tk v i ar
N, a—P—4, FEILIP, v A U, A HEREDOFEME & bIRRINET,

GE) [1&fZ7CIP (Source IP) 1%L, [BEA D= DICREETLIPE AN LE$ (Enable source IP for
auditing) 1 F = v 7 R v 7 A% 42 LT, Cisco Crosswork [ZFF 12 7' A > LT AIC DO AR

SNET, ZOF T a L, [EE (Administration) ]1>[AAA] > [ERTE (Settmgs) ] =0
[1E7CIP (SourceIP) | &7 v a3 i2d v £,

ATFY T2 a—H—tvia B TT 510 |77>a>/Mmmw]ﬂ®T®3J74:y%7)/ﬁL [t
v a O T (Terminate Session) ]%ﬁi?ﬁ'bi?‘ T avERTHIEODOX AT a TRy T ANREK
RENFET, KT (Terminate) | ZBINL, By a 2T LET,

ped=| by VA BT TLLEITEET O LEBEIDLET, By v a BT Lita—¥—
T, FANCE S 22T 2 8137 <, RESTORWERITRDILET,

ety ar BT Liza—Y—0E, ROTT—Avb—URErRENET, By a
UBETLELE, b Er A LELTLEEV (Your session has ended.

Log into the system again to continue) ] .

ATy T3 a—PF—DERD S EFrTHIE. [T72 22> (Actions) 1510 Flzdh b S tavwzryosL.
[0 2 (Audit Log) | Z3&IR LT,

BR L a—F—4 0 [EBEfR 2 (AuditLog) |HEAFRENET, BED ZOFEMIIOVTIE,  [View
Audit Log) #ZM L T 7ZEV,

A—H—BETNERTE (TACACS+. LDAP £ & U RADIUS)

Cisco Crosswork 1%, @ —H /L —H—DHPR— MMMz T, TACACS+, LDAP. L U'RADIUS
Y= = DHAEIZL D, TACACS+. LDAP, B L URADIUS 21— —% VKR —F LET,
WA T2 AIROFNERH Y F7,

*« TACACS+., LDAP. B L OXRADIUS ——ZREL F T,
« TACACS+. LDAP, B L TRADIUS 2 — ¥ —NEMWT+ 50— LZ/ERE L £7,
cAAA REEFZRELET,

« TACACS+, LDAP, B JURADIUS = — W —DIEFIZT 7 A A2 (SSO) A%
IZT52 b TEET, FHEMTOWVWTIE, 7Y A Fr (SSO) OFEFME (47 2—
V) BEERLTLIEE N,
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B ecacs: v—i—oEm

\)

GE) e AAA Y —N_—_R—TF T RTCOY— =R [HOBERTEHINDS EEHE— T
EELET, ——DHIRICEET A7 VAT 2 a—F—D4c T E— R
AV — =D A APl OEXIART 7B AR 25925 2 L 2 BED LET,

FMHED EEBEXIALDOT 78 RAHFR OB R ((THIE] 7278 2R OR) 22— —
1T, BIBREREDS TEXAD] T 7B RATFAO—ETH D=8, Cisco Crosswork 7> 5 AAA
P N—DFEMAEHIRTE FT, IOV TIE, 2—F—a—LDOEK (26 <—)
EHRLTLLEEN,

AAA = R—ZEHEZIMA D & & (TERUmEHIER) | BRT D IESM/->Z L %
BEIOLET, POz THEIZAAA ZERET 5L e 74 U kT %
AREMER D D £,

» Cisco Crosswork (%, K 5 BOHNEY— \—D#EkZ R —FLET,

AR ZOHEOFNEIZHE S TEAEEZIT S &, Crosswork D—W— A L H—T = f A~DFTXTOH
LW A BT A LICHEELTLEEN, By va v OFEER/NEIZINZ 57290
2. TRTONFY — _R—DFRHOEFEZ 1EDOE Y a0 TEITL, RETHZLZ2BED
L\iﬁ—o

TACACS+ H—/\—DEHE

Crosswork [%, TACACS+#—/3— (OpenTACACS+) i L Ca—HW—%2RiET 52 L&Y
A—RFLTWET,

Crosswork % CiscoISE (Identity Service Engine) 72 ED7 7'V rr—3 a3 > L#HA LT, TACACS+
7'r ]\Z/V%'{éﬁﬁbfuunﬁ:j‘é t%f%ij—

1R BHHIIZ

» Cisco Crosswork & [A] UH D& FRET DA, TACACS+ r— _—THE/ pa—F—n—/L
PYERT D MENH Y T,

» Crosswork % Cisco ISE & #t&9 5121, Crosswork % CiscoISED 7 74 7 b & L THRE
THMENRDY 7, s OV T, H&Hi/3— 3 > @ [Cisco Identity Services Engine
Administrator Guide] Z#Z&HR L T 7Z &V,

ATV TN A4 A=a—00, [BE (Administration) ]1>[AAA] > [¥—/3— (Servers) | >[TACACSH ¥ 7 % i
WLET, 20T 4 FunbliE, # L TACACS+ — "—DiBEN, REDRE. BIOHIRZITY 2 &
NTExFET,

ATv T2 #FHLWTACACSH H—/N\—ZEBMNTBIZIE. ROFIEFETLET :
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ATvT3

RTv74

tacacs+ ——n&E ]

a) HlrqavaEsy s LET,
b) WE72 TACACS+ — —fFHRAEZ AL ET,

GE) s —EBEOELIBMEZIEE L, RIEERICELIBMN Z2E D B THZ nTEET,

* Crosswork 23MHFAREY— S — L IBE T 2121E, ZDOR_X—I TANT 5 [BeAME  (Shared
Secret) /37 A — &w'mamy%—ﬂ—f RE SN TWDHIAWMEDOMEE —ET 5
WVERH Y £77,

C) uunﬁ&47%]§_§ﬂ_\]biﬁ—

*PAP : AT — RRX—ZXDFIEI, 20O T 4T A N1 ODO/NAY— REFEFNZHEF L, F0
INA T — ]\%—fnuuﬁmgﬁ {%ﬁﬁﬂ—é 7013 b :’/V’C‘\j—o

*CHAP : ¥ LV IUNV Ry aA 770 barTE, 72947 eV —R_"—D N7 1L —
VTHXANOREXF—EZRHLTED, ZOMEX— TRy hU—7 RIZEE IRV
RN £9, CHAPIE, XA U—RRGEZ 1 b2 (PAP) L VENT-EX=2V T 1 23
HELFET,

d BET LT _XToFEMez AN LIS, B (Add) JZ27 Vv 7 LET,

GE) [V > —ID (PolicyID) ] 7 4 —/V RiZ, TACACS+ ¥ — "—THERK L7z —H —a—/LiZ
s LET, SBERa—V—o—/LEERT D EiIZ TACACS+ = —%— & L T Cisco Crosswork

e rZA4rLEoEeT56E, [F—0FASNTWERA, —BTHR) O —0BHY ¢
A (Key not authorized: no matching policy) | £ WH =T — A v —UBRRRINET, =

BlE. 77UV EHLEY, n— UV ERE L —F—L L Tr YA/ L, TACACS+
Y= N=TARRL TV D a—P—u— &k L, TACACSt—H—u 7o §Hz ]
L T Crosswork (22 74 > LE L ¥,

e) [TRTOEEEZRTF (Save All Changes) 127 Vw7 LET, BEEZFEHTH-0O0OV— —DHE
BT HEE A v —URERINE T, [ELEDOLRIF (Save Changes) [ %7 V v 7 L THER L E
—g—o

TACACS+ H—N—ZHmET HICIF. ROFIEZEITLET -

a) TACACS+H—S—ORchdF = v s Ry 2 2% 20 vr L, s ) vr LET,
b) ZEHEAEMZ %, [E#H (Update) 1227V v 7 LET,

TACACS+ H—/IN\—FHIBRT BI(CIE, ROFIEZETLET :

a) TACACS+ V——DHICHbF = v s/ Ry s 2% 2V v L, B %220 v LES, [H—"—1IP
7 R ADHIEE (Delete server-IP-address) ] Z A 7 2 7R v 7 ANFHE ET,
b) [HIEE (Delete) 127V v LCHERLET,
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LDAP H—/\—DEHE

ATy I

ATy T2

ATvT3

ATvT4

Lightweight Directory Access Protocol (LDAP) (%, T4 L7 MUIEHRIZT 7 A L CEHEHT S
DI NS — =71 k2L CF, Crosswork £, LDAP #—/3— (OpenLDAP, Active
Directory, 33X OEF 27 LDAP) Z#fiH L Ca—HF =252 L &2 AR—F L TWET,
PRy FU—I7fFHTT 4 L7 M) 2EH L, 77— EBEHOBEMAR TR e M LT
TCP/IP ECHEHMEFTL £

X2 7LDAP 7O FaLEZfEHAT B2, LDAP Y — X —Z BT A HIZEF = 7 LDAP i#
{EEEAE A BNT 24BN H Y £3, EHEOBEMOFEICOWNTIL, #F LWEEAEOBN
(7X—) ZBLTIEIN,

AA A =a—0b, [EE (Administration) ]>[AAA] > [H—/\— (Servers) | >[LDAP] ¥ 7 Z &K L
Ft, 2O FUEEAL T, #H LW LDAP ——0BEl, REDOHTE. BLOHIREZITY Z &N
TEET,

FLWLDAP Y —/N\—%BMTSHI(2IE, ROFIEZEFTLET :

a) Hrqavasyys e,

b) XF7 LDAP — —DFElAE AT LET,

GE) s TACACS+H— "— L [FEREIZ, —BOELIBMEEZIETE L, sREEERICELNELLZEI Y
MTHIENTEET,
e EF 27 LDAP #— =% BT 51Ti, [EF = 7HH¢ (Secure Connection) ] k7 /v
RE U ERADIC LT, BT 5% 27 LDAP GFHEZ [FFHE (Certificate) | R & v
TEU YA RDPOBRLET,
« [AV > —ID (Policy ID) ] 7 ¢ —/V KiZ, LDAP % — _—TER L7z —HF—nm—/
RIS LET, BERa—Y—ua— L E2EHT B E1Z LDAP = —%—& L T Cisco
Crosswork i 74 > Lk HEd5L, A RIRLE LT, R —0REo0
DERAL, Ry NPT EHEIIBIRWEDELTEIY, | EWVWIHIZT—RyE—
NERINET, 2O T —%[EET 521X, Crosswork TH LV LDAP H— 13— %%
ETHANI, LDAP r—"—TCH#§ 52— —a— L2 Elk L T E 30,

) [Add| %7V v7 LET,

d) [TRTOEEEZRAF (Save All Changes) |27 Vv 7 LET, BEEZFEHT IOV — —DFHE
BT EE A v —UREREINE T, [EEDOMRIF (Save Changes) [ %7 U v/ L THEGR L £
‘@40

LDAP H—/N\—%4RET BIZIE. ROFIEEETLET :

a) LDAP #—~—OfchdF =y s Rv s 2% 2 0w L %20 v s LET,
b) EWEMZ =%, [EH (Update) 1227V v 7 LET,

LDAP H—/N\—%HIkT BIZ1E. ROFIEEZEFTLET :
a) LDAP ¥ —_—0ich b F v s Ry 7 2% Vo L, [0 220 o7 LET,
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b) [HIFR (Delete) 1227V 7 LTHERLET,

RADIUS H—/\—DEH

ATy T

ATy T2

Crosswork IZ. RADIUS (Remote Authentication Dial-In User Service) H—/X—Z{#HH L Tz —
P—%iET 52 a2 R—bLTWVET,

48 HHEIIZ

TACACS+ $—/3— L [A#£1Z, Cisco Crosswork il Ut D &R ET HRIC, BB/ —H —
7 —/L% RADIUS % —/N\—TIERT 2 MR H D 7,

Crosswork % CiscoISE (Identity Service Engine) & #4& L C. RADIUS 7’12 h /L &2l H L T3&
FETbZEnTEET, ZoV—EREFHAT HITIL, CiscolSE T Crosswork 7 FA47T b

ELTCERETOILERDY £7, sHMIZ OV TiE,  [Ciscoldentity Services Engine Administrator
Guide] ZZH L T 7EE VY,

AL A= a—nb, [BE (Administration) ]>[AAA] > [H—/3— (Servers) ]>[RADIUS] # 7 % &R
LET, 207 4> Fumnbid, # LV RADIUS — —0iBN, #EOWE, BLOHIBREZITH Z &N
TEET,

#H LUV RADIUSH—/\—Z BN 311

a) Hraavasyys e,

b) ##72 RADIUS Yr— _—{E#fzE= A LET,

(6=3) s HOBESEIEMEZHE L, REEERICERIAML 2T D 4 TH R TEET,

* Crosswork 23MIFRAEY— N— LiBE T2 121E, ZO_X—Y TANT 5 AR (Shared
Secret) /37 A—# 73, RADIUS #h— —TRE SN TWHIEMEOMEE —HT 5
PVENRHY £7,

C) umﬁﬁ/}’7%1§?ﬁbif

*PAP : NATU — FR—=ZDFWFET, 20D T 4T 4 N1 ODDO/NRAT— R FRNZEA L, £0
INAT — REGRREDO I NI 57 e h 2T,

cCHAP : F¥ LU INV Ry =A 2385 halTlE, 7I9A4AT7 v b — =Dl N7 L —
VTR A NOMERF—EZRBLTEY ., TOMEBEX—ITEtzry hU—7 EIGEESRRWE
ERMIZR Y £9, CHAPIX, /SAU— REIE7 2 b= (PAP) LV ENT-Ex=2U T ¢ 24
L E9,

d) BI#ET AT XTCOFMAEAT LG, BN (Add) 1227V v 27 LET,

e) [TRTOELARIF (Save AllChanges) 147V v 7 LET, BEERFHTH-DOV— —DHEL
BT EE X v —UNFIoRENE T, [EEDORTF (Save Changes) 1% 7 UV v 7 L CHER L £
To
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ATv 73 RADIUSH—/N—%RET BHIZIE :

a) RADIUS #—A—Ofiich 2 F = v s Kw s 2% 20w s U, 7 %20 v LET,
b) EHEEMZ %%, [E#H (Update) 1227V v 7 LET,

ATv 74 RADIUSH—/N\—ZHIRT B2 :

a) RADIUS #—_—DOIch b F v 7Ry 2 2% 2V o L, 0220 o7 LEd, [F—"—1P 7
KL ZADHIBE (Delete server-IP-address) | %A 7 2 7R v 7 ANRHE £,
b) [HIER (Delete) 1227V v 7 LChHERLET,

AAA H—/N\—BFEETE
BE T2 AAA T 7 B A 2 F o2 —V —id, A AARTEERETEET,

AT TN A A=a—05, [BE (Administration) ]>[AAA] > [RE (Settings) | DIEIZEIR L £,

ATY T2 [B—H)~DT7 4—/L 37 (FallbacktoLocal) JIZRH#E T HRE &N L £9, 7 7 4/ b Tld, Crosswork
e =D NT —F _X=ZFFEL Y HIMTRAE Y — N — & B L E T,

G¥) B2 — P — X ICe— DL TRAES N E T,

ATV T3 [TA RVIREEOD2—F 2T T/ 7 v b3 58 (Logout All Idle Users After) | 7 « —/V KOB# 45
EEERLET, BESNTHIREZBLTTA RVIREEOE IR > T H2—W—d, BEMNICa /7

7 hEET,
(6= T 7N DIA LT T MEIE30TE, 24 L7 7 MEAZTRET D&, X—UREHINT
BB SNET,

ATw T4 [y a % (Number of Parallel Sessions) ] (ZBE ¢ AEA A LT,

G¥) Crosswork (%, [FIFEHHEH 21— —I2xf LTS5 ~200 DIHEy > g 2P R—FLET, WA
vy ia L HEBALDE, Crosswork ~D 1 7 A V=T —NERINET,

ATFYTS ERLT IO T 4 7 DEDIZa—F—DIP T KL A GHETIP) 20 /et 5i12iE. [BEED-
DIZIEETIPEH NI LET (Enable source IP for auditing) | T =y 7 Ry 7 A& A4 NI LET, T 74 /v
FNClE, ZOF =y 7Ry 7 AFEHZl>TWET, ZOAT v a ZHEHT LT Cisco Crosswork (ZF
nryA4r35E EhAeY (AuditLog) |X—T & [T 277 47y 3l (Active Sessions) | ~X—IIZ
[iX{E7CIP (Source IP) | FIBERINET,

ATYT6 [B—HN/SAT— KKV 2 — (Local Password Policy) | I(ZBI#H T 25%EZBIR L £, FFED/ AT — K
REIXT 74/ FTENIIR > TR, BT D LITTEEEA (2L X, BYOr T A VRIS
AT — REEETD)

GE) NAY— FRY —DEFT, 2—F =B RICANAY— FeEH Lz 0@ I ET,
R 7o RS, BEFEONRAT = RO ar T4 T A FF =y 7 SERA,
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[@— BV /RAT — RRY v— (Local Password Policy) | ZfEfH3 5 &, BHEHEA X, —F—N0
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X F9, FEEFEARBE TS, 2= —TELWWa A U Rt A4 023 752 8T

EE

UYL UF Y (880) DAL

ATFYT1 AL A==,

T NYA A (SSO) F, H—DID &A= REfEH LT, %Lﬁéﬁ@jbty
TR 2T VAT AOWTINIa T A L TEDHRAEFIETT, —Eu /A Uik, Rk
BEHANETIC—ERIZT 7 ® A T&$£9, Cisco Crosswork (% ID 7' 11,31 #— (IDP)
ELTHREL ., BT 2 —EX T B X —|ZRGEY R — M &2t L £ 3, TACACS+,
LDAP, # X UO'RADIUS = —H —DFRFEIZ SSO Z#H T HZ L b TEET,

)
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T TNERITDRVWE AT =ZIERN B LW, BRERRRLET,

WD TR T A T Ha—P—F, NAT— FEREIICEE S HENHI 02— =2 Off
MCEID AL Z LT TE EA, ME—ORERIT, BHEN Yy a v 2R TTH2L
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Crosswork & FF-1{ > A b—/)L9 2% & &%, Crosswork 2>5 DEH D IDP X X5 — X NP —E A
TN =T TV = a KL THEH SN TND I L EZERTHINERDY 79, 21

EITDIRWE | AZT =2 ERNE B LW, BRERRIL £,

* Crosswork & 1 > A b —/L9 % & &%, Crosswork 225 DFTDIDP A X5 — X NP —t
RTINS =TT r—2a AR L TEHINTND L2 MHRTIMNERDHY £

)

(GE)  Central Authentication Service (CAS) KNy RAFENT £ /2I13FEIT S TWARWES . Cisco

Crosswork & 7' A L _R—IIFRENE T A,

15D B HIIC

[ (Administration) ]>[AAA]>[RE (Settings) | ~4— T [BA D 7= DIZHE TTIPZ H %D
\Z L %7 (Enable source IP for auditing) | = v 7 R v 7 ANA T/ >TNDH I L ZMERR L
ij‘o

[E# (Administration) ]>[AAA]>[SSO] DIEIZER L ES, ZDOv 4 Ry &l

LT, —ERTaNf X —0BM, REOWE. BIOHIBREITY Z LN TEET,
AT T2 HLWH—ERTAONA F—%BMT BIZF. KOZ EEITTWVET,
a) Hraavezrsy s LES,
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ATvT3
ATy T4

ATy TH

ATvT6

b) [—E AT m 3o Z— (Service Provider) 1V 4 > R T, DT 4 —/ NIZiEEZ AT LET,
s [4AT (Name) ]: h—E AT BNAL X —DAFTIZATI LET,
o [FEAfiIER- (EvaluationOrder) ]: ' —EAERVBE/ INDIEF 27T —BEDOEZE AT LET,

[ AXT—4 (Metadata) 1: 74—V &7 U 7350, [BHR (Browse) 1227 U v LT,
SAML 7 A4 7> FORMZHHTHIAZT—4 XML R¥= A2 MIBEILET,

(EM (Add) 1227V v 27 LT, Y—ERxFu s/ X—DBEMaEkTLET,

[TRTOEEZ{RTF (Save All Changes) 127 Vv 7 LET, BEEZFEHTH20O0OV— \—DOHFEFHIC
BT 2852 v —URERRINET, [ELEDOLRIF (Save Changes) [ %7V v 7 LTHER L E T,
BEFRRGE LR, e —ER Fang X— T U r— g4 ?ﬂ&)fﬂﬁ/ YTAHE TV —
¥ = 1 Cisco Crosswork H—/N—{Z U X4 L7 ~ Z3LE T, Crosswork idiltlG @z ettt 25 &, —bE X
TanRA F—=T ) r—va i@ A LET, BT RToOT S r—varal AT
X, BAEOFEMAE AT T HAMETH Y /A,

Y—ERTONA A —ERET BIZE. RO L AT OET,

Q) P—ERTOAL DR F =y s Ry s 2% Y v s U A% s 0 v LEd, BBEITED
[FHINER (Evaluation Order) | & [A # 7 —4 (Metadata) | DfEZ EH TX E9,

b) EBEEMxIt. [EH (Update) 127 Vv 7 LET,

H—ERTONA ZF—%HIBRT B2, kOZEEITVET,

a) F—ERTaAL =D H BTz IRy 2 252 Y v L, Bl a2ry s LET,

b) [HIEE (Delete) 1227 VU w7 LCHERLET,

X271 RIEDBE

X2 VT4 2T HITE, RO FR—3 2 "R EX2 )T 4 A=A A RELTE S
OIS IV ERDH Y £9,

* Cisco Crosswork f ' 7 T A T 7 Fx

e Cisco Crosswork A kL — 25 A (@ — 0 )V FE 7= 135084)

Cisco Crosswork &% = U 7 ¢ Z58{b9 B I121X, IRDOHX AT ZFATTHMERZH Y 9,
cHEXaT A—FEeRFEHAR— DYy hF T
e XY NU—T Ty AT T4 —/VORE

o VBTt U7z Cisco Crosswork f &7 A b7 7 F ¥ D@l

FERERFE LT, A a0 YERRERAREICEG O — " —i{b T A X 2% TRt L
FT2. ZOHEIRT FIEIZHE S T Cisco Crosswork PRETLI L TEET,
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Cisco Crosswork (%, 7SA U — ROHERICE DM OB #E T2 REFHO U A% ERET 5729
W2, B A UBATORBIZIC e 7 A VRITEMEILE T, 2—F—A0a 7 A RITR KT
HE, ZOZ—F—ZOTRTCORFARTNI MM 7oy 7 shvET, Ary MY 7%
TACACS., LDAP, T 7 4 /v hDu—h)ViBGER E, ViR— béhfwé#mf®mﬁﬁt
HWHTEET,

FELGEXL)TA4AHE

CiscoCrosswork 0t % = U 7 ¢ Ol a B TEHEHE L. ROEX =2V 7 &% L <
BHMEL B MLENDY 7,

HTTPS

Hypertext Transfer Protocol Secure (HTTPS) TiX, F¥ ®NV &N L TEEINDLT — X O
fklc, €%=7 Yo v b LAY (SSL) F72iXZO%FEOIEAERI Td 5 Transport Layer
Security (TLS) 2M#EH &N E 9, SSL THEDHETINEN R o> 7272, Cisco Crosswork Tl
BUE TLS OABY R — b SN THET,

\}

GE)  TLSITREMNTSSL EEEN D Z ENE N2, KA RTHZOETITHENET,

SSLi%, 7T A N —, L. BT =B EMEMAEDLEDL LT, 74T M
Y= R—DOB DT —Z itk #E LE T, TNODEFa2 VT 4 AD=RLEHITTEHD
12, SSLIXFEFPAE, s % —/ABH % —28#a27 . ¥ L O\ Diffie-Hellman #3435 A — & &
}EH L\iﬁ—o

X.509 ZEFAE

X.509 FERAE & BME - — /AR — D XT1E, 22—V —FBRELBE R~ —DT AT T ¢
T A RGEZAER & DT VX2 ViR O —FET9, VeriSign X° Thawte 72 & OFEAER) (CA) 1%
TT 4T 4 (= R—F I TA T ) EFRINT DO DOFEAELRIT Lifh) 774
7 N FEIIIY R —FEEIC T, BATRRREROA4RI E T U X VEL, V) T AE S, GEE
DIATEINTZ TA T v NEITT— =401, A¥—, BXOGEHEOAWIRNE £
NET, CAX, 1 DU EOBEAGEHEZMH L CSSLAEHELAFER L 7, FELIEHEIC
X, CABADOERICHASNIBAEMBES—2NHD 9, CAITBAFTEIERE (AFx—
NHOAETND) ZHHEICAFTTEDLLIICLTWD D, fETHLZFOIEAEEFHL T,
SSL FEHENEBIZRFED CAIC K> TEBAL SN 2R TEET,

—fRIZ, N TR_ATEY T ¢ (HA) LFEHA O G ORE CiaFHELZRETHI21T. KO
FNED ST T,

1. Y—_"—D IDEAELZART S,
2. V—NR—|ZIDAEEA A N—1LT D,
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3. KT HN—FEAEE S AT NERIZT T UL VA =T D,

FATTHMEND L BRI 2 2713, ZRHOBREIZL > TEZRY £7,
WO RITEE LT EEW,
o = R—DMENE L — 7 71, HARBRE CHEBEICITHOLERH D £,

ARABIP 7 RLUARRE SN TWAHIEHA R TIZ, LV EMEREAEER 0 X %258
TTHIUERNHY F5,

15[ SSL &2

:ﬂﬂ\7?477%%@@&#%N%(¢%#%N%Tm&<)K%ﬁbfwé:k%%ﬁ
THMEND DY ﬁméﬂémﬁﬁ&f FTGA R F T D Web A R E DR
TV w7 V»—xkr*:ﬁbfwiﬁ“ PREE. 2947 RRY—N—FEDY V—RA~DT &
AEFR LT EZICHENE T, VY —ARGHET IV ==X, TOTAT VT AT 4%
FERAT S 72, N —FEAE (B4 SSLAEFAE £ 721X x.509 FEHE) 227 74 7 v Mk
BLET, 77947V MIZBELEYV—R—3EHEEL, 774 T Vb ERIETTUVIA VA
=T BRERHLHOEFETEDHA Ty b (P—s3—)b— RFEAE) LBE L TRHREE
LET, —"—0DGE#%., WEbEn (00X 77%) BETF v RIABPHELINE
4, ZZ T, Cisco Crosswork — _—{Z L > THIML ERXOF & a2 —P —4Z L RAT— K
DA ROBAIVET, SSLERI L SN2 RIC2—YF =7 LT vy VEANTDHE, R
RREDE =“FIZ L DHEZ S T ENTEET, BEMIZ, 22— 4 L XA T— FRZITFA
nonz#g, == EIHFET DY Y —A~DT 7B ARHFSNET,

\)

GE) 77472 MIEEOY— =RV MY T 57200, BEOY— \—FEE 2T 2 02
WoHLHAENRH Y ET,

1: Client hello message is sent I

- 2: Server hello message and server certificate are sent

3: Client verifies server certificate

= Y I 4: Key exchange and server setup are completed I
Client

Server

TI3AT v MIN— FEAEEZ A VA M= VT EMNENHDINE D NEYHWT DI, 7T v
PFOURL 74—/ RTayl TA a2 LET, BHEZIOT A a U NERENDIHRIT
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X1 T7HR—

DREWVWTINDORGER (CA) |

ktra7im—rsivy—czomnt [

R TEA SN —A—GEHFICEE LET,

BT I TIIINLD CANSDNL— FEEFHERESENTHENE TY,

T IAT v bRV —R—FEAEICESL LI CAZEHE LAAWEAE., itV 7 0 TR
IS L REZRBETERL, Bt 20— 13—
ZORET, RD 2 SOOEIED T
1 2iE, VERL— FEHEZEEZ I FA T b ERIIT T 9FIA VA F—L
THZELTT, 7I9UFDURL 74—V RliZu v 7 TAarBnEZrIn-E5a813
EEWLET, I121E, 7747 MCHCEAR
AVAR—=NLNTELZLETT, BEHTEDLCAILLSTEL SN —
HOEAEHBIIMERE CHABMAFZIT o T 4 T4 Lo TELEINET, HEELEH
Bir 95— "—D ID HaEE S TR

FEIN TN

ID BRRGFES LTV RN T

FHEITCEET,

WIZA A b—EhicZ &

EEMEH L TR

EEEWRLET,
LERLTWAEIT T,

AT ¥ RV EAERTE 988,

72, MAEOV RPN ED ZEZBELTBNTLSEES N,

TELOR—= 2B T2HBERHY 7,

BRNTN2ETRTOY A=V I HR—= DY A MEFRFTHITE, ROFIEEZETLET,

FEEUH—

EXDERE

—fRE7RAR ) —& LT, RERFR— M2+ 208 R B 3, £, k“@ﬂ“’~ ]\Z)‘Vﬁ
N 72> CTWB N E R LT,

Cisco Crosswork DB H OHEREZIHIT 5 Z L 72 &
hz
L. Cisco Crosswork THEZ2R— FD VU A F LIl L FE T,

P —

17212

I, BTV DR — i\O)) A 1\%2%/?

2TFw 1 Linux CLIE#HEFL—Y—L L Tuas (L, netstat-aln =~ > KEZ A LE T,

netstat -aln =~ K
FERALTHAMDOYB—ERADRT—H A, BIOZOMDEX 2V T ¢ BED

I, BUEBW TS

Da<wy N, ko AR LET,

[root@vm ~]# netstat -aln
Active Internet connections

Proto
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

Recv-Q

0

O O O O O OO OO OO0 0O0oOoooooo

Send-Q

O O O O O OO OO OO0 0O0oOoooooo

Local
0 0.0.
127.0.
0.0.0.
127.0.
127.
127.
192.
192.
192.
127.
192.
192.
127.
192.
192.
127.
192.
192.
127.
127.
192.

o O O
o O O O

(servers and
Address
0.0:

111

.1:8080
122
.1:25
.1:10248
.1:10249
168.
168.
168.
0.0.
168.
168.
0.0.
168.
168.
0.0.
168.
168.
0.0.
0.0.
168.

125.114
125.114
125.114
1:33392
125.114
125.114
1:8080

125.114
125.114
1:59434
125.114
125.114
1:8080

1:49150
125.114

BRI TS

established)
Foreign

140764
:48714
:40798

140814
:40780

140836
140768

140818
122

140816

0.0.

o O O
o O O

o
o

192.
192.
127.
192.
192.
127.
192.
192.
127.
192.
192.
127.
127.
192.

O O O O

0.0:

YRFLT7EREEF2UT4DEE [

o O O O

Address

R T

:*
.168.
168.
168.
0.0.
168.
168.
0.0.
168.
168.
0.0.
168.
168.
0.0.
0.0.
168.

125.114:2379
125.114:
125.114:2379
1:8080
125.114
125.114
1:44276
125.114
125.114
1:8080
125.114:2379
125.1:45837
1:48174
1:8080
125.114:2379

12379
12379

12379
12379

==

ixX [E

10250

) Y— _—@D TCP/UDP "— k., ¥ AT AT
BWERRTLET,

State
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
CLOSE WAIT
ESTABLISHED
TIME WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

FREFIE L3570 |
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tcp 0 0 192.168.125.114:55444 192.168.125.114:2379 ESTABLISHED

AT w2 X CiscoCrosswork THEAENTWAR—FDTF—TINEFERB L, R— MR ZDOTFT—T IV A REHR T
LDMEIMEHRLET, ZORESBICTLHE, EOV—EANRKR— F%fﬁfﬁb’(b\éﬁ‘ BIOEo
P —ERARRET, BRIZEMMETEZ 202 HBITEET, ZOGHAD 4] L1, IR K
ES TR FERRTENLTEDL L2 ERLET,

G¥) A= b EIIY— AT DMER B 50 E D ISR DAL, Cisco DM H5M
WEDELIZEN,

AFYT3 Xy NT—V NI T 7 AT U= 584A. Cisco Crosswork DENMEICMLER N T 7 ¢ v 7 DI ZFFA]
THLENET 7 AT U A— IV ERELET,

A L= D1

—HNR—=R Ny T v P—_—72 L Cisco Crosswork DA > A h— ) UZE D BT
DA —VERERET DL L 2BEIOLET,

A P L=V R L CVWAEAITE. AL =RV E =L U R a0 YSFITEBRIV
EbhELEEN,

s NERA FL—U 2 L TV AHEIE, v Aa0YFICBRWEDEIZI N,

» Cisco Crosswork &7 > A V' A M= )V EZITHIBRT 25681, B v T4 7 T—4 25T
B @ﬂ%é#mf@VM%@774wﬁ7/&WTMﬁ( WZHIBRE D D TiE7e<)
ENTWDLZ EZMERLTLEE N, FEMIZOWTIR, v & :‘@?B%’I%Kio’ﬁnﬁb‘é\ﬁ’)ﬁ<
7ZEUN,

AT LETEDHER

BHE L —W—F, KDV AT LABRELHERTEET,

\'l

N = o |
Syslog —/\—DHETFE
Cisco Crosswork Tl&, /il syslog 2> v =2 —~IREZITH Z LMW TEET,
s Crosswork T, VAT LA X~ BEEHAN N, BEW Syslog & 7 v FDOP—r3—

DONERNEY a2 7 &8T5,
esyslog & LCHEIET B A4 RV FOFEMEEZ 2 v a—~ D LICERB L O T 1 V&2 JLFE4
50

esyslog N v a—vIZIEEEIND L — MEEERT D,
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Syslog 1 N> + .

A\

GE)  Syslog TLS — N—FEBENBININZ D, 550005 10 53555 THh b, syslog h— 3 — % ARk
L\iﬁ—o

1R BHEIIZ

Syslog TLS ¥ —A—fEA# 4 7 » 70— K L1z 2 & A LT ISV, FEIc SO T, #
LWEFIZEOB (79—) 28HB LTI,

RATYT1 AL A=a—0b, [EE (Adminigration) | > [ERE (Settings) | > [P R T LEKE (System Settings) ]
27 mERNLET,

RTwF2 [H—,3— (Server) ] C. [Syslog i%7E (Syslog Configuration) | 47> a %27 U v LET,

27Ty T3 HaervvsLEd,

z%v74sm%ﬁﬁmﬁ%%ﬂﬁbiﬁoﬁ%mowfm\%ﬁfyaymﬁm%é@%79yﬁbf<ﬁéwo

[Z:fF (Criteria) A7 a »rZFH LT, syslog& LCHRET D4 X hOMHEEFGHA ER L ET, #:
(EventSeverity<2 or EventSeverity>=5) and OriginAppld=capp-infra and EventCategory=1

ZOXTIH, ARXVIRA VT IARNTITF Y Ty 73— ORIESN. 7T VBTV AT AT,
YEIT 4 (ERE) D2RMELIXS UL EOEAIZOR, A2 Fdsyslog & LTEEINET,

TE ANFHBBEATHY . MEESHEE A,

ATY T [R1F (Save) 1227V v LET,

Syslog 1 N> k

Syslog MBI E X4 D &, Crosswork 1 X Syslog DFETA X b Z4R L, Syslog D%Ek
WCIHELET, oA XV FOBRE, ROLBY TT,

<pri><v> <stamp> <vip> <app> <PID> <Message | D> <Structure Data> <Message>
RDOEIZ, syslog THEESNDT 4 —/V FERLET,
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B so7v—rn—sn=

VATFLTOEREEF2LY T4 DEE |

= 4:Syslog A R DT 4 —JL K EERBA

T4—ILF Bl 1
Pri RS VT A X N OESENA | 7 2V A3 System T, HKE
fir : 23 Major DA X @ PID =8
Priority = (8*facility + *3+3=27
severity)
ZZ T, facility Liéﬁkéh
TeAR FOHT Y TT,
BRI TRIND, AN
A R b OHT Y
System = 3, Network = 7,
Audit = 13, Security = 4,
External = 1
T I —LOEKEIL AR
NOEKE A BHE TR L E
K
Critical=2, Major=3,
Warning=4, Minor=5, Info=6,
Clear=7
v Syslog $r—/N—D/X— 5 ML
“o
Stamp ARy FAER S Z A I |Mar 28 15:2:22 10.56.58.188
S
VIP Crosswork VIP 7 R L X, 10.56.58.188
App AR D OriginServiceld } |orchestrator-capp-infra
L ¥ OriginAppld,
PID 7t A 1D, ML
A v—¥ 1D /I’/\:/ ]\ 1D, 8586£9cf-d05d-4d94-ab62-27d7e80805£6
Structured Data A~ F® Objectld & A~ | robot-topo-sve-0
N AT,
Message A NDOFH, Restart of robot-topo-svc
successful.

cSw TH—N—%RTE

Cisco Crosswork TiZ, M N T v 7 a v a—<TWEITH Z
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e Crosswork |28k L, VAT LAXRV MR 72 T v 7L LTRIET 5,

e "o v T L LTHRET ALY FOFEEY 2L a—v T LICERBIOT 4 L Z L4
Do

s FTyTNarva—SIlBEIND V- FEERT D,

hZ v B OFEMIZOWTIE, b7 v TRBOFEMMEESIR L T Z X0,
[(%E (Settings) 17 4> RUMNDL b T v 7Y —R_—2EHT 5120, LLTFTORIEIZHENET,

AT TN A4 A=a—05, [BE (Administration) ][> [F%E (Settings) | > [ AT LERE (System Settings) ]
2T H B R LET,

AT9 T2 [h—r3— (Server) | C, [V—/"—D T v (Trapservers) | A7 ar a7V vr LET,
2FvF3 Hasy s LEd,

ATYT4 N7y Th—N—0FMEATILET, FBMICONWTE, 4T a L ORICH D @xrvyriL<k
TEEWN,

[ (Criteria) | A7 varaEHL T, Ty 7 LTIETHA XV FOMIEEFHIHZ ER LT,

AR NOFREIMEH SN D BIEOFEICOWTIL, [N F &7 7 —ADf| (Eventsand Alarms examples) ]
27U w7 LTLIEEND,

ATy TS BHETLITRTCOEREASLEZS, (B (Add) 127V v 7 LET,

A=A AT REDHKRTE

Crosswork Data Gateway |Z, SNMP F721X gNMI 7' &2 h 2 /L& LT, T8 ANDHA VU F—
T A ZAORREE A, XAT . NI T4 v I AV 2R EOKET — 2 ZELET,
Crosswork Data Gateway |X, 7 /3 ANA LR —T 4 VT INTT —H 7 — b0 = A ITHEE S
nNoE, THNELBRBLET,

A H =T 2 A AT = ZINERELZIRET 2121, ROFIHZFEITLET,

1R BRI

X T EAERR L, Crosswork INA X —T = A AT — X BWWET DHUNENH DT /31 AZEID Y
TET, ¥V EERLTT /N, AZEID B THHEOWNTL, ¥ T OERB LT A A H
T O EIFHIRE SRR LTI E I,
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Interface Data Collection
Trap Servers

Collection of Interface entries from all the devices to discover basic interface data such as name, type, state as well
Maintenance Mode as counters. The collection is automatically performed by Crosswork as soon as a device is onboarded.

Maintenance Mode
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