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R LET, £97T
72WE . Crosswork
Data Gateway | IHf¢1C
KL E9,
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SRJL F— SRER Z DD IER
NTPv4 FZFEOH H NTPAuth NTPv4 #BGEE T %
(Use NTPv4 IZhE, True IR L E
Authentication) 7,
F 7 F )L MEIL False
,G\‘a‘o
NTPv4 %— (NTPv4 |NTPKey P—N=U X M=
Keys) T L DF—

ID, ¥—ID DAR—
AXGIY U A k& AT

L%,
NTPv4 ¥—7 7 A )L |NTPKeyFile chrony % —7 7 A /L~
URI (NTPv4 Key File @ SCP URI,
URI)
NTPv4 % — 7 7 A JL/X | NTPKeyFilePwd chrony % —7 7 A /L~
A7 L—X (NTPv4 ? SCPURI D /XA T —
Key File Passphrase) R

1) E&— b Syslog #+—/\— (Remote Syslog Server)
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Cisco Crosswork Data Gateway (/X5 A —% L EREAL T A .

NI *— & EA Z DD IEHR
U % — b Syslog #— |UseRemoteSyslog F 73 id true B | SN Syslog Br—/N—%&
/\‘*—G){ﬁ)ﬂ* L W ralse TT, U BIETHE, P—ER
E— FARA I Syslog | A X |
Ave—V%EETH | (CLIMDT/SNMP/ENMI)
21X, True ZEIR L E | 23915 Syslog Hr—/3—
o WWHEESNET, £h
F 7 F )b MEIX Fa1se uﬂ@i}%é\li\ CiSf}O
< Crosswork 7 — & 77—
k7 =4 (Cisco
Syslog #—/3—M7 K | syslogAddress WA L4 —7 = A A |Crosswork Data
L A (Syslog Server TT 7 & RAA[REZ: Gateway) VM |[ZDH
Address) Syslog #r—/3— @D 7K & ALER S VET
R4 IPv4 72U TPV | oz syslog ¥ —/3—%
7 FLA, T 2561 ko
GH Ipve T k| REETVET.
LAl * Syslog U &— |k
MALTH P R — D
SY%& (Use Remote
ENVa Syslog Server)
L A% fh
B * Syslog %r—/3—®
([1::1]) 7 KL A (Syslog
QL Server Address)
EE * Syslog #—/3—
— I (Syslog
Syslog #—/3—7R— | | syslogPort Syslog #— 3D 7R — Server Port)
(Syslog Server Port) EF.
s Syslog #h—/3—7
77 AN bOR— b o k=L (Syslog
3514 TY Server Protocol)
Syslog #—/3—7"11 | | syslogProtocol F 7 a3 i, Syslog

=)L (Syslog Server
Protocol)

%1%{59 % upe,
RELP, F72iL Tcp T
7,

7 7 %V ML upp T
j—o

Syslog ~ /L FH—/3—
E—F

SyslogMultiserverMode
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AL

B

Z DD I1EHR

T o)V —R—F 7
VX RIRFE — ROBEED
PN Z DT
A—2X, v bhan
233E UDP fHIZRE &
TV DIGEIT D I
HEvEd, UDPILF
REE— REMEHT 54
ERHY FT,

A7 a Ui,
Simultaneous F 7214
Failover 7?7%0

77 4V ME
Simultaneous 7?7fo

TLS #%&F @ Syslog % fiff
BT 20089570 (Use
Syslog over TLS?)

SyslogTLS

TLS Z £ L T syslog
DITT 4y &lEs
13 DI1TIE, True Z i
RLET,

F 7 F )b MEIX Fa1se
<,

Syslog TLS 7 4
(Syslog TLS Peer
Name)

SyslogPeerName

=R —FEHEFD
SubjectAltName F 7213
YTV MEEAIC
AhaneB8o o
Syslog % —/3— DA A
A

Syslog /\— hFEBHE
7 7 A L URI (Syslog
Root Certificate File
URI)

SyslogCertChain

SCP &=l L THS L
7z syslog —/ D
PEMJER D /L — kEERA

Ho

URI 7 7 A V& & Te R
Z M, Ry FU—2
¢ (SCP 4L T

VWICO A v Z—T = A
A6) BEFEETA
ThiEe 63, 774
JUIA A Rh—ILIREIZ
FIEL TV D MR D
nET,
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Cisco Crosswork Data Gateway (/X5 A —% L EREAL T A .

SRJL F— ERBA Z DD IER
Syslog ;A& 7 7 A /L | SyslogCertChainPwd | Syslog sEAET = —2
DINAT L—R S35 SCP 2 —W
(Syslog Certificate File DRAT— R,
Passphrase)
JE—FEEY—/\—
Y &— REEA Y —/\— | UseRemoteRuditd A7 a i  true B | MBS UT, JMED
@fﬁﬁﬁ* LN raise TTO 3: Auditd “'j'_‘/\‘—‘;)cff*%ﬁk
% f‘fﬁli False C| Tx i—gﬁo Cisco
9, U E— bR A NI |Crosswork 7 — & 47—
auditd X vy &—T %% | 7 =4 (Cisco
WLET, Gateway) |3, MRS
. Xy hU—7 kI
Auditd #— 37 K L Z | Audi tdaddress F7L a3 v Auditd i}bﬁzj—g%/—\ Auditd
(Auditd Server P—R—DHRA | ‘b"_/*‘_Vﬁi‘ B A
Address) Illjvi\ F721XIPv6 7 R SELET
i D Auditd —3%
BEZS P R — | AuditdPort FFa OEEY— [T 52, 2 hb
(Auditd Server Port) NOR— F 5, DIODERTEEIREL
F7 4 k= kg6 | T
‘G—a—o
m BN s Bl R ls E DO 33
Crosswork = > h &— |ControllerIP Cisco Crosswork 27 7 A | Z#1i&. Crosswork
Z IP (Crosswork X OIAEIP 7 R LA | Data Gateway 731 > A
Controller IP) FIFHRR M, k=3 L OO
() Pv6 7 K #HIZ Crosswork —
L2 %l N—|ZRERTEDL LD
FILCus 2T B DIMET
740 T, TORT v TEE
. 5L GEMEETF
jj‘»y 5 B CED AT LN B
(1] ET, FEHICONT
L X, 2 he—J84
THTeL |
B3 B ) FEAET 7 A LA
5 A=K (51 =)
° EZRLTLTEE0,
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5 AL F— Sl Z Db OIER

Crosswork = > s @ — |ControllerPort Cisco Crosswork =2 > k

Z " — bk (Crosswork T—5DFR—h,

Controller Port) Sl b e Rt
30607 T,

2y fu—5 BLEEH] | ControllerSignCertChain | SCP Zf# FH L T4 L | Crosswork Data Gateway

#7754 /LURD mBAGEHEA BT | Tl 2 he—F %
A7 ® Cisco LAEHEZ 7 A V%
Crosswork @ PEM JE=; | Cisco Crosswork (Z [ &)

D/L— MREFIE, Cisco
Crosswork (3 PEM 7 7
ANEER L, ROY;
b AFTEET,
cw-admin@<Crosswork VM
Management VIP Address>
: /home/cw-admin

/controller.pem

FIC BT D LB B
DET,

A VA M=V ZZ
HOINTG A—H EIRE
T5 L, GEHET 7 A
JUiX Crosswork Data
Gateway D FLEIFFIZH]
OTA AR —FEINFE
R

A A F—UHFIZZ
HDORT A —HERE
LZ2WGEE, 22 b
n— 7 BAGEAEY 7
ANDA R — b

(51 *—2) OFJA
0> CREE T 7 1
IV TFENTA R — b
LET,

arvhkar—I0
SSL/TLS FERA#E 7 7 A
JL URI (Controller
SSL/TLS Certificate File
URI)

ControllerTlsCertChain

SCPZffiH L CHUE L
7z Cisco Crosswork =
v he—7® PEM &
X SSL/TLS FEHE
77 A,

oy hr—ZAEAE
T ANDISAT L—
X\\ £3

ControllerCertChainPwd

Cisco Crosswork D FEBH
EF > — U FHEIET S
SCP . —#—

(cw-admin) D/ A
U— K,
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JVDINAT L— K

(HTTPS Proxy
SSL/TLS Certificate File

Passphrase)

PFONRAT— R,

5L x— 39 ZOMHOER

Taxy =0 ProxyURL HTTP u X H#— |Fafxi /T A—X

URL (Proxy Server /X—@ URL, X, Crosswork Data

URL) Gateway D27 7 KD
HANCEHSNET,

a3 Y—/N XA |ProxyBypass a3 — R — il .

82 U 2k (Proxy FHLANT KL Lk Cisco Crosswork(Data

Server Bypass List) 2 Mo =~k y |Gaeway l:}r LS ﬁﬂjf

Y% k. A B —=Fy MBS

THLENRDY, 71

SSE 7 1 3 (D — | ProxyUsername SHELE T o — | U — N NBREEIC

4 (Authenticated Proxy NO2—HE FE LW aiE,

Username) 0 % 2 — =L
R 5%andH v %

FWEE 1 2 D/NA 7 | ProxyPassphrase FEFF LT 0 Y — F.

L — X (Authenticated INONZAT L—RX, ) )

Proxy Passphrase) A A
MT25481F. Zhb

HTTPS 7' &% ProxyCertChain SCPZEMH L CTHRAFL | DT A —F ZHFE L

SSL/TLS GE#E 7 7 A 7ZHTTPS 7% | £7,

JL URI (HTTPS Proxy PEM . SSL/TLS

SSL/TLS Certificate File REE T 7 A L,

URI)

HTTPS & %3 ProxyCertChainPwd 7'a A ESF - —

SSL/TLSREHHE~ 7 A USG5 SCP 1 —

wNIC B—)LDEIY BT

D= EEVMTAHRZI LT, A/ F =T A ANPNETANEDOHD N T 7 4 v 7 Bl T
F9, FANCHD Y TONZ e — AR OREED =— X &l ST WAL, v —LE A v
Z—T 2 A AHIRIICEHIV Y THZENTEES, e, A F—T = A Zr—)b
TADMINISTRATION] Z#E VY4 CTT, SSH N7 7 4 v I DIrEN—T 4 T TEET,

FKRTG RA—=HITIL, FRHINCERINZe—AR3HVET, ZONRTRA—=Z T, f v Z—T=A
2B % eth0. ethl, F7-1Teth2 & LTZITANET,
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. vCenter vSphere 77 5 4 7 > k Z {1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

vCenter vSphere 7 5 4 7 > + Z{#/ L /= Cisco Crosswork Data Gateway
DA 2R =)L

vCenter vSphere Client % f#i | L C Cisco Crosswork Data Gateway % 4 > A h—/L 3 521, RO
FIAAZFEITLET,

)

(GE¥)  FJEIZIX. Cisco Crosswork Data Gateway 4> 7" L S ADIEHEREI DV T LA A=V NEEN
TWET,

AT w71 Cisco Crosswork Data Gateway 5.0 f A —3"7 7 A )L % cisco.com (*.ova) NHH D a—RLET,

=L 7 7 4V K@ VMware vCenter DR ¥ A4 A7 7 MX 1543 T3, OVF 77 L— FD AT
MINHIEN 15 &z DL, vCenter WX A LT 7 FL, NLRLDETHLENDHY £
T ZNEBITIE, BERARTA—Z LML L TRBEA VA M—AZFET L2 L
ERBEIDLET, WABIOA T arORTA—=2D Y A MIOWTIE, 2 : Cisco
Crosswork 7 —4 ~7— k7 =1 (Cisco Crosswork Data Gateway) EHA/XT XA —% L F 4
(B R—=) ML TIEIN,

AT w72  vCenter vSphere Client (2t L. [7 7 > 2> (Actions) 1>[OVF7 > 7 L — rDJER (Deploy OVF
Template) ] Z3IRNL 7,

ATv T3 VMware ® [OVFT > 7 L — s DB (Deploy OVF Template) |7 4 ¥'— RRFE RSN, HHMOFIE[ T
7 L— hOER (1 Select template) | DSTHFAFR R I NE T,

a) [ZH (Browse) |27V >y 7 L, OVALA A= T 7 A )N EX T a— RLIZEHICBEHLTT 7 A
NEER L ET,

BIRT DL, 77 ANVADBY 4 FUICERRSNET,
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vCenter vSphere ¥ 5 A 7 > k Z{# A L 7= Cisco Crosswork Data Gateway D1 > X k—)L .

1:[0VF7> T L— ~DER (Deploy OVF Template) ]-[OVFT > 7L — kM:EIR (Select an OVF Template) ]77 1 > K™

Deploy OVF Template

2 Select a name and folder
3 Select a compute resource
4 Review details

5 Select storage

6 Ready to complete

Select an OVF template

Select an OVF template from remote URL or local file system

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer, such as
a local hard drive, a network share, or a CD/DVD drive

O URL

® Local file

| Browse... | cw-na-dg-5.0.0-signed-installer.uefi.ova

CANCEL NEXT

&

ATy T4 WOKDEHIZ, [k~ (Next) 1227V w7 LT, R4FRITE 7 4 /VF DR (2 Selectaname and folder) ]

WCRBEILET,

a) BT % VM 04 RiZ2 AL LET,

b) [BAE~ T DEETDIRIN (Select a location for the virtual machine) ] U A N T, VM 2 E T 5T —#
v —HERLET,
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2:[0VFT > L— FDER (Deploy OVF Template) ]-[&Fi1& 74 )LF DEIR (Name and Folder Selection) ]2 4 > K™

Deploy OVF Template

+ 15elect an OVF template Select a name and folder

_ Specity a unigue name and target location

3 Select a compute rescurce

Virtual machine name;  Crosswork Data Gateway 1
4 Review details

5 Select storage

& Ready to complete Select a location for the virtual machine.

< [ rednS-spm-ve-0lcisco.com
[h Cisco-Cx-Lab
» [ rednS-spm-de-01
[h redns-spm-de-02
» [ RTP

CAMNCEL BACK | NEXT

ATy TS [k~ (Next) 227U v Z LT, 3arta—FUY—ADER (3 Select a computer resource) ] (it
F9. VM OFA MERIRLET,
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3:[0VFT > T L— tDER (Deploy OVF Template) ]-[2>E1—45 1)) —XMDEIR (Select a computer resource) ]2 4 > K

Deploy OVF Template

+ 1 Select an OVF template Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this operation

4 Review detalls [ cisco-Cx-Lab
5 Select storage [] 10.90.120.91
6 Ready to complete [ 10.90.120.92
[] 10.90.120.93
Compatibility
+" Compatibility checks succeeded.

CANCEL BACK NEXT
4

ATvT6 [k~ (Next) | %7 U7 LEF, VMware vCenter Server 75 OVA ZHiFE L £9°, BRI 05 FEEI
Xy NU—VHEIZ K> TIRED T, RAEDBTETTHE, V4 — NiX [4 7O (4 Review
details) ] IZBEI L F7,

BT H5OVF T 7L — &R L, [k~ (Next) %227 VU v 27 LET,
GE) ZOEHMIZOVE BIUES L, ZHITTEEHA,
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. vCenter vSphere 7 5 4 7 > % {& 1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

4:[0VFT> T L— +DER (Deploy OVF Template) |- [F3#D#EEE (Review details) ] 4 > Ky

Deploy OVF Template

1 Select am OVF template Ruvies datals
« I Select & name and folder Venfy the termplite detads
» 3 Select 3 compaute resource

4 Rarview datals iy The OVF package contains sdvanced configaration options, which might pose 8 security riskc. Review the sdvanced
& Litwnis agresmants configuration options balow. Click naxt 16 ACcept thi advanced configuration oplions

Putdizhar Mo comifizate peadbnl

Product Chco Croitwerk Dats Galeway
Virilan 500

Wenar CHCS Sy HIer, e

Daseription Crics Cradiwerk Dats Galiway
Dewniosd aiew L& GB

Lire on Sk AT T Wil (1P B ceriiionad)

00 OB {NeCk DhoEsOned)

Eatis qoodigparatan el spoureBost anabbed & e

firmwane = efi

CaNCEL BACK m

AT TT [k~ (Next) 227 U7 LT, [57A4 % A%KE (5Licenseagreements) [IZBEIL £9, =2 K=2—
P—=I A4 B 2B ZMR L., FMECRET 258X [(FET D (Accept) 127 U v 7 LET, S
[FELRWGAIT, A a0 FEIZBRWEDELZIN,

ATy T8 WOKDLIIZ, [k~ Next) 127 Y v 7 LT[63%E (6Configuration) JIWZBENL 7, [FEUECrosswork
On-Premise (Crosswork On-Premise Standard) | % 7= 13 [J53ECrosswork On-Premise (Crosswork On-Premise
Extended) ] 2R L FE7, FEMIZ DUV TIE, Crosswork Data Gateway DJER % A 7 O#EINAE S L TL
7ZE0,
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ATvT9

vCenter vSphere ¥ 5 A 7 > k Z{# A L 7= Cisco Crosswork Data Gateway D1 > X k—)L .

5:[0VFT> 7L — tDERR (Deploy OVF Template) ]-[Z%X%E (Configuration) ]9 « > Kt

Deploy OVF Template
+ 1Select an OVF template Configuration
v 2 Select a name and folder Select a deployment configuration

v 3 Select a compute resource

v 4 Review details D Crosswork Cloud Description
+ 5 License agreements 12 CPU; 48GB RAM; 1-3 NICs; 60GB Disk
@ Crosswork On-Premise Standard
6 Configuration

D Crosswork On-Premise Extended

D Crosswork On-Premise Standard With Extra Resources

4 Items
CANCEL ‘ BACK ‘
pe 4= Crosswork (&, A > 7L I ABREZMAIT O [#E#ECrosswork On-Premise (Crosswork On-Premise

Standard) ] 3 & U8 [HA3ECrosswork On-Premise (Crosswork On-Premise Extended) | O J&BHA% K
Y R—=HFLTWET,

WOKD L HIZ, [k~ (Next) 1227V w7 LT[TAL—VDER (7 Selectstorage) [\ ZBEIL £,

a)

b)

(AR T ¢ A7 A DRI (Select virtual disk format) | e v 77 U A Wb [y 7 7R EY 3
=27 (Lazy Zeroed) (Thick provision lazy zeroed) | #3425 = & 2 H#ELE L £ 7,

[7—X A ML — (Datastores) | 7—7 Vb, T L7 =2 AT ZRIRL, £DOT 0T 4
ERER LT, (EHARER A L —Y R+l dh D Z L R LET,
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6:[0VFT> T L— DER (Deploy OVF Template) ]-[R b L— Di#EIR (Select storage) 1™ 4 > Ky

Deploy OVF Template

= 1 Gelect an OVF temnplaie Lelect tlarage

w2 Select 8 name snd Folder Sebpct the starege for the configuration and disk My
w3 Salect & cOMPUts MESCUNES

i Revhew detalls

+ B License agreements
Solect virlual Citie BOrmal

Thick Prosision LaZy Zedcad
6 Conliguration
m Wk Stedage Polcy | Datasters Balaull
B Select networks M Capadity Poreriiiwnantl Free Tyms Chanli 1
9 Customize template Dtaisored 45 TH 366 TR 184 TR VMPS &
¥ Readdy to complete Saml Stastane M58 THGa 206,36 68 VMFS B
Coenpabblny

v Compatility checics Bacoeced

CAMCEL BACK MEXT
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7:[0VFT>FL— DR (Deploy OVF Template) ]-[R kL — L MDiEIR (Select storage) ]70 4 > K

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details

+ 5 License agreements

Select virtual disk format: Thick Provision Lazy Zeroed
+ 6 Configuration

7 Select storage VM Storage Policy: Datastore Default v

8 Select networks Name Capacity Provisioned Free Type

9 Customize template ] Local Datastore 245TB 119 TB 1.46 TB VN

10 Ready to complete

Compatibility

+ Compatibility checks succeeded.

CANCEL ‘ BACK ‘ NEXT

ATV ROEDEHIZ, [k~ (Next) 1227 U7 LT[8 1y hT—27 DR (8 Select networks) ] IZKEE L
P, X=VOLIICHD Fuy T E T InD KA U F—T oA 572 yNIC m— Lz 3IR L%
75
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. vCenter vSphere 7 5 4 7 > % {& 1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

8:[0VFT>FL— +DER (Deploy OVF Template) ]- [+ =7 —% O&EIR (Select networks) ]77 1 > Ko

Deploy OVF Template
v 1Select an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.
v 3 Select a compute resource
+ 4 Review details Source Network Destination Network
+ 5 License agreements vNIC3 VM Network
v 6 Configuration wNIC2 VM Network
v 7 Select storage

VM Network
8 Select networks VNICI etwor

VvNICO VM Network

4 items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

= Crosswork (Z VNIC3 % v hU—27 &R —FLTWEHA, YNIC3D IPv4 BLIIPV6 7 F
L AZRER L 72T 72 &0,

4

ATYTNM [k~ (Next) 1227V v 7 LT, [AAME#HR (Host Information) ] BB SN2 [9 T T L— DB A
% <A X (9 Customize template) | (ZFE) L £9°, 3 2: Cisco Crosswork 7 —4 % — k7 =1 (Cisco
Crosswork Data Gateway) HA/NT A —H L U4 (3 =) OFBIIHES T, /XT A —FDEH

AT LET,
GE) K722 A7 ATk, 3D Cisco Crosswork Data Gateway VM & 92 "[EEM:N H Y

9, L72285 T, Cisco Crosswork Data Gateway DR A N4 IZ—ETH Y |, FFED VM % i H
WZERANCE D KO IERT 2 ERH D 77,
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vCenter vSphere - 5 4 7 > k% {&F L 1= Cisco Crosswork Data Gateway D4 > X k—)L .

EE « 1 DO NIC DR TIX, WICO DAHDIP, 7 Fx v b, BIOF — b U = A OfEEFERK
L £, Crosswork Data Gateway 7" —/V2MER S5 &, VIP 7 R L A7 vNICO D& 7
FYTRLAELTEDETOHNET,

22K L3 2D NIC DEBITIL, VWNICO B LW VNICLIZIP, 7%y b, BIOF—
N7 = A ODENLETY, Crosswork Data Gateway 7 —/L2MERR b &, VIP T KL
MNVNICI DEH XY T FLAE LTEYYTLNET,

+3 DM NIC DB TiX, Crosswork Data Gateway 73 7 —/LZiBII S 7=k, VIP 7 R L A
A VNIC2 IZHEID B THRET,

o F—)LIND AT Crosswork Data Gateway (21 VIP 7 RL AR H 0 EH A,

9:[0VFT> T L— +DER (Deploy OVF Template) ]-[7> L — bDHRETA X (Customize template) ]>[{KR &SR (Host
information) ]9 4 > Ko

Deploy OVF Template

+ 1Select an OVF template 01, Hiagt information 0 saatings
+ 2 Sedect & name and foider
& Hostnamwe * Plpate entor i Sorvecs hostraeng (99 iocaldcenain)
" 1 Select & compute resource
+ i Review detalls QoG
+ 5 License agreements
b. Description *
+ & Configuration
~ 7 Select itorage Plaaie enter B short, user friendly description for diplay in the Crosswork Controller
B SElct networks OGO

. Crosswork Data Gateway Label

A optianal freeform label used by the Crosswork Controler to categonize and group multipls 046 instances

o, Al Uiable RFC BI90 Addreises

& Crosswork Datas Gateway Private Key U

Plesse enter the optionsl Crosswork Data Gateway private ey URI retrieved using SCP (usengehostypathy/tofifie)

U P rnaasmers Tynbn it wsni it sie Sl § 101

CANCEL BACK

Crosswork Data Gateway |, IRD 7 —/VE— A7 a2 R—FLTWVET,
«12: HA 7 — )V EAERT 2720 IP 7 RV AEIRET D 2 & 3IR LI25A,
¢ L3 : HA 7— /VOIERR &~ VT Y7 %y NEOT-DIZ FQDN 24583 5 2 & Z &I L1254,
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vCenter vSphere ¥ 5 7 > k Z{# A L 7= Cisco Crosswork Data Gateway D1 > X k—)L

10:[OVFT> T L— FDERA (Deploy OVF Template) ]-[T> FL— tDHRET A X (Customize template) ]>[RR ~i&E$R (Host
information) ]9« > Ky > [ERIAM%R Y b7 —2%9 F— K (High Availability Network Mode) ]|

Deploy OVF Template

" 1Select an OVF template Please enter thi S0P user passphrase b retrieve the Crosswork Data Gateway PEM formatted certificate file and private ey

¥ 2 Select & name and folder
Password
+ 1 Select & compute rescurcs

+ 4 Raview detally Confinm Pagiword
¥ 5 Lk warment
canas aar o b Dafa Disk Sire Drafta dek size in GB mounted a8 fopliogfappdats
+" 6 Configuration

" T Selecl storage

+ 8 Select networks

L Amazon Web Services IAM Role Mams

¥ Beady to comphete g enler e AWS LAM robe name 10 ule o7 sending VIF updates. This i required when deplkaying on AWS EC2

24

| High Bvailabiity Network Mode

Select the network mode 10 use with external ibad balancers. This will determing whether all interiaces require an adcness.
L3
02, Pasioteares 2 ettings

A dg. adrim Pasiphrate =
Piease enfer a passphrase for the dg-admin user. it must be at least 8 characters.

O
Password -
Confiem Password

1. T A2 L A2IRE LT NIC OEICESWT, WNIC 2 —/LOEID B TEER LET,
NIC OEIZISNWT, UUTFESRLTLEEN,

« [OVF7 > 7 L— hDEB (Deploy OVF Template) ]-[I-DDOVNICERHDOT > 7L — DA A ¥
~ A A (Customize Template for 1 vNIC deployment) ] ZZH L T 72 &0,

« [OVF7 > 7 L— h®DJEB (Deploy OVF Template) ]-[22DOVNICEBHOT > 7 L— D A X
~A A (Customize Template for 2 vNICs deployment) ] Z#ZH L T 72 &0,

« [OVF7 > 7 L— h®OJER (Deploy OVF Template) ]-[3-2DOVNICEFH DT > 7 L— D A X
~ A X (Customize Template for 3 vNICs deployment) | Z &M L T 72 &0,
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| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L

vCenter vSphere ¥ 5 A 7 > k Z{# A L 7= Cisco Crosswork Data Gateway D1 > X k—)L .

11:[0VFT> T L— ~DERA (Deploy OVF Template) ]-[1DDvNICERRRD T FL—tDHRA<T A X (Customize Template for

1 vNIC deployment) ]

Deploy OVF Template

+ 1 Select an OVF template - 03. vNIC Role Assignment

+ 2 Select a name and folder
+ 3 Select a compute resource 2. Default Gateway
+ 4 Review details
+ 5 License agreements

b. Administration
+ 6 Configuration
+ 7 Select storage

+ 8 Select networks

9 Customize template

10 Ready to complete

. External Logging

d. Management

e. Contrel

g. Northbound External Data

h. Seuthbound Data

7 settings

The interface used as the Default Gateway and for DNS and NTP traffic

B

ethO ~

The interface used for S5H access to the VM

eth0 ~

"

The interface used to send logs to an external logging server

"

etho ~

The interface used for enroliment and other management traffic

"

ethQ ~

The interface used for destination, device, and collection configuration

"

eth0 v

The interface used to send collection data to external destinations

ethQ v

"

The interface used collect data from all devices

eth0 v

"

12:[0VFT > 7 L— b DER (Deploy OVF Template) ]- 2D DuNICRERRND T FL—rDH RS2 T4 X (Customize Template for

2 vNICs deployment) ]

Deploy OVF Template

+ 1Select an OVF template 03. vNIC Role Assignment

+ 2 Select a name and folder
+ 3 Select a compute resource &, Default Gateway
+ 4 Review details
+ 5 License agreements

b. Administration
+ 6 Configuration
+ 7 Select storage

+ 8 Select networks

9 Customize template

10 Ready to complete

. External Logging

d. Management

e. Control

g. Nerthbound External Data

h. Southbound Data

7 settings

The interface used as the Default Gateway and for DNS and NTP traffic
ethQ ~

The interface used for SSH access to the VM
eth0 ~

The interface used to send logs to an external logging server
ethO «

The interface used for enroliment and other management traffic
ethO ~

The interface used for destination, device, and collection configuration
ethl v

The interface used to send collection data to external destinations
ethl v

The interface used collect data from all devices

eth1 v

3 O@ VNIC DERATIE, FREEXT 74NV MEOFEFIZTDHZENTEET,
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VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |
vCenter vSphere ¥ 5 7 > k Z{# A L 7= Cisco Crosswork Data Gateway D1 > X k—)L

13:[OVFT > T L— ~DERA (Deploy OVF Template) ]-[3DDvNICERRRD T FL—tDHRA<T A X (Customize Template for
3 vNICs deployment) |

Deploy OVF Template

+ 1Salect an OVF template e s e 7 petaingns
+" I Select a name and Tolder & Defsult Gateway The irerfsce used &1 the Defsull Galevway snd for DNS snd NTE traffic
~ 3 Sebect a compute resource =
wEhl
" 4 Review details
w % License agreements b. Administration The interface used for S5H access 1o the VW
~ & Configuration ethQ
" T Select storage
o B SHMCT HEtWorks €. External Logging Thes interface used 10 send logs 1o an external logQing server
o ) d. Management Thet inteladd Ui 1o SAMOIMEn and SN MANBEEMANT Lralf
athd
e Contral Thee inderface used for destination, device, and colection configuration
9. Horthbound Exfernal Dats Thee interface used 10 send collection data 1o extemal destinations
=
h. Sowthbound Data Thee inierface used coliect data from ol devices
etha
R - = . - HE 20 -
b =| VMware vCenter Server 6.5, 6.7 (21X, IELWWNT A —2QRENICEATAMERHY 3, =

ORMEE T HI121E, OVF 7 7' L— R ZEBT 5 L &2, [OVF7 7 L— h DR
(Deploy OVF Template) | 7 4 ' — K>[7 7' L— FD I AKX~ A X (Customize template) ]
NR—=UT, RO XD ITHERRL L £7,

s[16. 2> b r—F OFE (16. Controller Setting) ]>[a. Crosswork= > h 2—ZIP (a.
Crosswork Controller IP) 1 D% 2 35 > C, DNS — N~ TY 7 A X |ZEID H Tz
DNS KA NAD I FZAZDIP T KL A&EATILET,

e[16. 2~ —F DEXTE (16. Controller Setting) ]> [b. Crosswork = > h 7 —F 7R — K (b.
Crosswork Controller Port) ] D27 2 a T, &~"— +EH% 30607 ITHRTELE T,
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| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L

vCenter vSphere ¥ 5 A 7 > k Z{# A L 7= Cisco Crosswork Data Gateway D1 > X k—)L .

14:[OVFT > FL— DER (Deploy OVF Template) ]-[7> L — rDHRXHE A X (Customize template) ]>[2> FO—S D%

7 (Controller Settings) ]

Deploy OVF Template

w1 Selact an DVF template

w 2 Select & name ard folder
w 3 Select a compute resource
w4 Review detaily

" 8 License agreements

« & Configuration

w T Eplect storsge

+ B Select networis

B Custemize termplate

ATv 712

Fiease enter the SCP user passphrase 1o retrieve th

[R~ (Next) 1%7 U v 27 LT, [105E T O (10 Ready to complete) ] IZBE) L 7,

W Contraber Settingd 1 settings
&, Credgwaik Contraller P °
Flease enter the hostnams, [Pvd adaness, of IPwE address of the Crosework Controlier accessible from the Default Gateway roke

D

Pigase enter the pon rumber of (he Crosswork Controler

b, Crosswork Controller Port *

SadTie)

30607
c. Controfler Signing Certificate Fie URS
L Controles PEM formatted ssgning cenificate Toe LR retrieved uiing SCP (uer@hait/path
d, Contraller S5/TLE Certificate File URI
 opticnal Crodswork Controller PEM formatied SSLITLS centificate file UR retrieved using SCP (user@hast/path

& Conbroler Certificate File Passphrase

e Crosswork Controlier PEM formatted certificate fie

Pasyword

CANCEL BACK

RE A RS L

JEBAZ BRAA T D HEMH S CTE 25 [T (Finish) 1227 Y v 7 LET,
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. vCenter vSphere 7 5 4 7 > % {& 1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

15:[0VFT > 7 L— ~DER (Deploy OVF Template) |- FE{%5E T (Ready to Complete) ]2« > Ko

Deploy OVF Template
« 1 Salect an OVF template Beady to complate
w2 Select & nafne and folder Sl Finkih bo 180T Sréation,

» 1 Select o compute MEoLIce
o A4 Rewiew detaily
« B Licenie agresments Previsicning type Dby from ternplate

" B Confegurathsn

Mams COGH2
" 7 Select storage
« B Select et a Tempisis nama g
-
9 Customize template T —— 14 GB
B Ry R Complate
Siaw on disk 70.0 GB
Folder Cisco-CX-Lab
s ounoe 0.90.147.99
Sberage mapgping 1
AN disks Datasicre: Datasicned: Format: Thick prowision lary senced
Metwors mapping 4
WHICY Crosswark-Dedoes
wRECE Crosswork-Cevices
whilsl Crosswork-Devices
whilod el MW

FRmEEL f— m

ATYT13 EHPETTO2ETHoTHOEITLET., BAT =X A& MRT 52T, ROFIEEZFTLET,
a) vCenter vSphere 7 74 7 > M &BRE £ 7,
b) RA L VM D [HILDHX A7 (Recent Tasks) | ¥ 712, [OVF7T > 7' L— FDJERA (Deploy OVF
template) ] ¥ = 7 & [OVF/ X 7 —2 DA AR — k (Import OVF package) ] a 7 DAT —HX A% FH
~LET,

BEAAT —H AN 100% 22D ETHBHET, 2T, VMOERZ A ICTEET,

ATy T BEAT—Z AN 100% (Z/h->725, VM OBEREZ AN TCER 7ot 225 T LT, RORIIRT X
AN, RAMOZ NI EREBALTCVMEZ Y v 7 L, [T a3 (Actions) ]>[EIR (Power) |>[&E
A (Power On) ] DJAIZIEIN L £ 7,

X 16:[EJRA > (PowerOn) ] 753>

) Cdg-vm-137 RETIONE ™

(51 Actions - cw-vm-137
Summary Monitor ( - ARSI
Power » | B power On
Guest OS » | B
Powered Off Snapshots ®
VM Hardware VM Policies > ~
cPU Template >
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| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L
OVF 'y —)L % {# A L 1= Cisco Crosswork Data Gateway D1 > X k—JL .

VM MBEEEIT 2 ETHO7 &b S oMek L., WIZHAT 5 X 912 vCenter 721X SSHRHE TR 7 1

l/\ijqo

2L vCenter CVM DX v N =R EEZERTDHE, BRILZ2WEKRZERIZZRDAREMERH D
1, ZHIIE, AET v U b— hEFEROBERENEGENET, RET. KERE Y
N =R T =~ AR TEDLHIITHMIEENTWVWET, TNODORELELET DHY
A, BEEETITo TLEEY,
RDBERY

v/ A9 2%&, Crosswork Data Gateway (2 > A N — /A RIEFIZE T Ll & &2RT UL
ALEEHEA TV g A= a—RNERRENET, v A UV HEOFEMIZOWTIEL, Crosswork
Data Gateway VM ~D 1 7 A b 777 K (42 ~—) ZZRLTIZI0,

s 7R, OB ayTMBHTLIA VAN NEOX AT ITERET,

UTDA A =L —2278—IZEY FEF, VMware vCenter ~ Cisco Crosswork Network
Controller DA > A k—)L

OVF *Y— /L% {#F L 1= Cisco Crosswork Data Gateway D1 > X k—JL

FIE T, A2 VT NOMEETTAT v a rONRTRA—=ZDY A NEEHR L, OVFY—
NEFEITTHEMENRHY £9, A VA N—IRTA—FZLZDT 7 4V MED Y A MMZONT
. # 2: Cisco Crosswork 7 — 4 %7"— h 7 =4 (Cisco Crosswork Data Gateway) & A/XT £ —
Lo F U BN=Y) ESRLTIEIN,

\}

GE) IDOREY I TERINTWELETZ 7 A NVAITY TN THY , cisco.com DEED T 7 A )L
& LI BRRDGERH Y T,

SSH T Cisco Crosswork Data Gateway VM |22 7' A > 5121%, ROAT v T H#FEITLET,

1R BRI

s vCenter 7— X Z—"T, [AAF (Host) |>[%& (Configure) |>[F> hUV—F 7
(Networking) ]>[{RABEAA ~ T (Virtual Switches) JIZBEI L., (KIBAA v F 23R L £
j—o

s AAA v FC, MW (Bdit) 1>[EF =V 7 1 (Security) ]ZRINL, KDODVSH— K
TN—T"T a7 4 ZRDLIITLET,

o[BI AF ¥ XE— R (Promiscuous mode) ] % [EF (Reject) JIZFHEL ET

«[MACT R L ZADZ % (MAC address changes) ] % [fE7 (Reject) JIZiXE L £7

VMware vCenter ~ () Cisco Crosswork Data Gateway D > X k—JL .


b_cisco_crosswork_5_0_install_guide_chapter3.pdf#nameddest=unique_15
b_cisco_crosswork_5_0_install_guide_chapter3.pdf#nameddest=unique_15
http://www.cisco.com/

VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |

. OVF 'y —)L % {# A L 1= Cisco Crosswork Data Gateway D1 > X k—JL

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

FXIE & ffERS L. Crosswork Data Gateway |2 X D fEH SN HRBEA AL v F LIz DT ak
AR LET,

cisco.com 206 OVA B XY TNV AR7 VF Ty A vazdyra—RLET, TUVHOFIETIE, 77
A V44 cw-na-dg-5.0.0-45-r el ease-20230418.uefi.ova F5 L UF cew-na-dg-5.0.0-sample-install-scriptstar.gz % fif
L\i‘a—(}

WDa<w REFEH LT, OVA N RALZMEHRLET,

tar -xvzf cw-na-dg-5.0.0-45-release-20230418.uefi.ova

T AN RVONERF LT 4 L7 NVICRRESNET, ZOFH LT 4 L7 VI, 4 A=Y
DOWGFEIZVER OVA Y TN VA N—VDAT Y P RET 7 ANNDEEFNTWET,

README 7 7 A VORNEEZMER LT, Ny r—VIZEFENDL AL FR—R U MEENOERED L D ITHRAES
NHMDEIREL T ZEN,

FERHT LRI T A2V TNV AZ U R ERIRLES, vA3iE, 1D, 22, BLU3 50D vNIC &
A3 OB TINRAT ) T ML TRY, =—XIAbE TRk T £,

ZORF2 AL MK, 32D WIC EBAOY 7V A7 )7 EREENTOET, FERIC OV T,
Crosswork Data Gateway IPv4 B D7D VA7 U7~ (39 ~X—7) I35 I UCrosswork Data Gateway
IPV6 REHD T2 D TN A7 VT b (41 X—=Y) 2BRL TSN,

RO~ R LT, A7 V7 Fa2RITaREll LET,

chmod +x {filename}

ROa<vy FEHEALT, OVABLXOAZ UV R 7 7 A NDBPRESNTNDT 4 L7 FUInBAZ U7 |k
EFERITLET,
./{script name} {path and ova file name}

RITHI 2R L ET,

./three-nic /home/admin/CDG_Install/cw-na-dg-5.0.0-45-release-20230418.uefi.ova

27V S THRESNERNE RS, a7 "nERENES, vCenter 2 —WF—D /AT — K&
AJTLET,

BANRMEDRRETAZ Y IR LTSS, RO I A v -V NRERINET,

admin@nso-576-tsdn-410-aio:~/CDG_Install$ ./three-nic
/home/admin/CDG_Install/cw-na-dg-5.0.0-45-release-20230418.uefi.ova

Opening OVA source: /home/admin/CDG Install/cw-na-dg-5.0.0-45-release-20230418.uefi.ova

The manifest does not validate

Warning:

- Line -1: Unsupported value 'firmware' for attribute 'key' on element 'ExtraConfig'.

- Line -1: Unsupported value 'uefi.secureBoot.enabled' for attribute 'key' on element 'ExtraConfig'.
Enter login information for target vi://rcdn5-spm-vc-01.cisco.com/

Username: johndoe

Password: ****xxx*

NRAT—REZAA LS, WA EIT vCenter = > Y — VAR LT, A A M—/)LOEITRIN A TR L
9, 7=& 203,

Opening VI target: vi://johndoe@rcdn5-spm-vc-01.cisco.com:443/Cisco-sample-sample/host/10.10.100.10
Warning:
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| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L
Crosswork Data Gateway IPvd REID=HDH > FILR Y 1) T + .

- Line 146: Unable to parse 'enableMPTSupport' for attribute 'key' on element 'Config'.

- Line 229: Unable to parse 'vmxnet3.noOprom' for attribute 'key' on element 'Config'.

Deploying to VI: vi://johndoe@rcdn5-spm-vc-01l.cisco.com:443/Cisco-sample-sample/host/10.10.100.10
Disk progress: 65%

A VA BR—NRETT 5L, Crosswork Data Gateway VM D BRI A N2 0 A2 V7 N THRE LR E
WZEEDSW T HENITAERL 24U, Crosswork 7 7 A Z 2GR INE T,

RDEZRY

VMIZu 7 A > LET, FEHNZ OV T, Crosswork DataGateway VM ~D 1 7 A b a 77
M (42—) 22RLTLEEN, B2/ 4295 E, Crosswork Data Gateway (21 > A h—
NWNFET LIl e Rt U VI AEEES TV a v Aoa—RNFoREnEd, v/ 77 b
L. Crosswork Data Gateway - > A h—/LE DX 27 (45 3—) THHATHA A b—1 1k
DE AT IR FET,

Crosswork Data Gateway IPvd BEAD =D Y > FTILZA Y 1) Tk
WORFITIL, IPv4 7 KL A%l L T Crosswork Data Gateway % B L 97,

\}

CE) RZUTFREFETTAHENC, OVFtool S— 3 R 44x THAHAZ L 2R LTI &0,

#!/usr/bin/env bash
DM="<thin/thick>"
Disclaimer="<Disclaimer>"
DNSv4="<DNS Server>"
NTP="<NTP Server>"
Domain="<Domain>"
Hostname="<CDG hostname>"

VM_NAME="<VM name on vcenter>"
DeploymentOption="<onpremise-standard/onpremise-extended>"
DS="<Datastore>"

Host="<ESXi host>"
ManagementNetwork="<vSwitch/dvSwitch>"
DataNetwork="<vSwitch/dvSwitch>"
DeviceNetwork="<vSwitch/dvSwitch>"
ManagementIPv4Address="<CDG managment IP>"
ManagementIPv4Netmask="<CDG managment mask>"
ManagementIPv4Gateway="<CDG managment gateway>"
DataIPv4Address="<CDG Data network IP>"
DataIPv4Netmask="<CDG Data network mask>"
DataIPv4Gateway="<CDG Data network gateway>"
dgadminpwd="<CDG password for dg-admin user>"
dgoperpwd="<CDG password for dg-admin user>"
ControllerIP="<CNC Managment VIP>"
ControllerPassword="<CNC Password>"
ControllerPort="30607"

ROBOT OVA PATH=$1

VCENTER LOGIN="Administrator%40vsphere.local@<vCenter-IP>"
VCENTER PATH="<vCenter-DC-NAME>/host"

VMware vCenter ~ () Cisco Crosswork Data Gateway D > X k—JL .



. Crosswork Data Gateway IPvd BN =D > TILRH 1) T +

VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds=$DS --diskMode=$DM

--overwrite --powerOffTarget --powerOn --noSSLVerify \
--allowExtraConfig \

--name=3SVM NAME \
--deploymentOption=${DeploymentOption} \
--net:"vNICO=${ManagementNetwork}" \
--prop:"ControllerIP=${ControllerIP}" \
--prop:"ControllerPort=${ControllerPort}" \

--prop:"ControllerSignCertChain=cw-admin@${ControllerIP}:/home/cw-admin/controller.pem"

\
--prop:"ControllerCertChainPwd=${ControllerPassword}" \
--prop:"Hostname=${Hostname}" \
--prop:"Description=${Disclaimer}" \
-—prop:"DNS=${DNSv4}" \

--prop:"NTP=${NTP}" \

--prop:"Domain=${Domain}" \
--prop:"VnicO0IPv4Method=Static" \
--prop:"Vnic0IPv4Address=${ManagementIPv4Address}" \
--prop:"Vnic0IPv4Gateway=${ManagementIPv4Gateway}" \
--prop:"Vnic0IPv4Netmask=${ManagementIPv4Netmask}" \
--prop:"NicDefaultGateway=eth0" \
--prop:"NicAdministration=ethO0" \
--prop:"NicExternalLogging=eth0" \
--prop:"NicManagement=eth0" \
--prop:"NicControl=eth0" \
--prop:"NicNBExternalData=eth0" \
--prop:"NicSBData=eth0" \
--prop:"dg-adminPassword=${dgadminpwd}" \
--prop:"dg-operPassword=${dgoperpwd}" \
$ROBOT_OVA_PATH \
vi://$VCENTER_LOGIN/$VCENTER_PATH/S$Host

0
Append section below for Two NIC deployment
0
#--net:"vNICl=${DataNetwork}"™ \
#--prop:"VniclIPv4Method=Static" \
#--prop:"VniclIPv4Address=${DatalPv4Address}" \
#--prop:"VniclIPvidGateway=${DatalPvi4Gateway}" \
#--prop:"VniclIPv4Netmask=${DataIPv4Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \

#--prop:"NicNBExternalData=ethl" \

#--prop:"NicSBData=ethl" \

0
Append section below for three NIC deployment
0
#--net:"vNICl=${DataNetwork}"™ \
#--net:"vNIC2=${DeviceNetwork}" \
#--prop:"VniclIPv4Method=Static" \
#--prop:"Vnic2IPv4Method=Static" \
#--prop:"VniclIPv4Address=${DatalPv4Address}" \
#--prop:"VniclIPvidGateway=${DatalPvidGateway}" \
#--prop:"VniclIPv4Netmask=${DataIPv4Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \
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Crosswork Data Gateway IPv6 BEID7=hDH > TR ) T + .

#--prop:"NicNBExternalData=ethl" \
#--prop:"NicSBData=eth2" \

Crosswork Data Gateway IPv6 BEAD =D YH > TILZA Y 1) Tk
WORFITIL, IPv6 7 R L A% L T Crosswork Data Gateway % JEB] L &9,

\)

GE) A7 V7 RN&2FETT DRI, OVFtool N—2 2 U2 44x ThDH I EEMHERLTIIEEN,

#!/usr/bin/env bash
DM="<thin/thick>"
Disclaimer="<Disclaimer>"
DNSv4="<DNS Server>"
NTP="<NTP Server>"
Domain="<Domain>"
Hostname="<CDG hostname>"

VM _NAME="<VM name on vcenter>"
DeploymentOption="<onpremise-standard/onpremise-extended>"
DS="<Datastore>"

Host="<ESXi host>"
ManagementNetwork="<vSwitch/dvSwitch>"
DataNetwork="<vSwitch/dvSwitch>"
DeviceNetwork="<vSwitch/dvSwitch>"
ManagementIPv6Address="<CDG managment IP>"
ManagementIPvé6Netmask="<CDG managment mask>"
ManagementIPv6Gateway="<CDG managment gateway>"
DataIPv6Address="<CDG Data network IP>"
DataIPv6Netmask="<CDG Data network mask>"
DataIPv6Gateway="<CDG Data network gateway>"
dgadminpwd="<CDG password for dg-admin user>"
dgoperpwd="<CDG password for dg-admin user>"
ControllerIP="<CNC Managment VIP>"
ControllerPassword="<CNC Password>"
ControllerPort="30607"

ROBOT OVA PATH=$1

VCENTER LOGIN="Administrator%40vsphere.local@<vCenter-IP>"
VCENTER_ PATH="<vCenter-DC-NAME>/host"

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds=$DS --diskMode=$DM

--overwrite --powerOffTarget --powerOn --noSSLVerify \
--allowExtraConfig \

--name=3$VM NAME \
--deploymentOption=${DeploymentOption} \
--net:"vNICO=${ManagementNetwork}" \
--prop:"ControllerIP=${ControllerIP}" \
--prop:"ControllerPort=${ControllerPort}" \

--prop:"ControllerSignCertChain=cw-admin@${ControllerIP}:/home/cw-admin/controller.pem"

\
--prop:"ControllerCertChainPwd=${ControllerPassword}" \
--prop:"Hostname=${Hostname}" \
--prop:"Description=${Disclaimer}" \

—--prop:"DNS=${DNSv4}" \

—-—prop:"NTP=${NTP}" \

--prop:"Domain=${Domain}" \
--prop:"VnicOIPv6Method=Static" \
--prop:"Vnic0IPv6Address=${ManagementIPv6Address}" \
--prop:"VnicO0IPv6Gateway=${ManagementIPv6Gateway}" \
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. Crosswork Data Gateway VM ~D O %5 4 > & 0579

--prop:"Vnic0IPvéNetmask=${ManagementIPv6Netmask}" \
--prop:"NicDefaultGateway=eth0" \
--prop:"NicAdministration=ethO0" \
--prop:"NicExternalLogging=eth0" \
--prop:"NicManagement=eth0" \
--prop:"NicControl=eth0" \
--prop:"NicNBExternalData=eth0" \
--prop:"NicSBData=eth0" \
--prop:"dg-adminPassword=${dgadminpwd}" \
--prop:"dg-operPassword=${dgoperpwd}" \
SROBOT_OVA_ PATH \
vi://$VCENTER_LOGIN/$VCENTER_PATH/S$Host

FHAF A A A R R
Append section below for Two NIC deployment

FHAHHHHH A A A R R
#--net:"vNICl=${DataNetwork}"™ \
#--prop:"VniclIPv6Method=Static" \
#--prop:"VniclIPv6Address=${DatalPv6Address}" \
#--prop:"VniclIPv6Gateway=${DatalPv6Gateway}" \
#--prop:"VniclIPv6Netmask=${DatalPv6Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \

#--prop:"NicNBExternalData=ethl" \

#--prop:"NicSBData=ethl" \

FHAF A A A R R
Append section below for three NIC deployment

FHAHHHHH A A A R R
#--net:"vNICl=${DataNetwork}"™ \
#--net:"vNIC2=${DeviceNetwork}" \
#--prop:"VniclIPv6Method=Static" \
#--prop:"VniclIPv6Address=${DatalPv6Address}" \
#--prop:"VniclIPv6Gateway=${DatalPv6Gateway}" \
#--prop:"VniclIPv6Netmask=${DataIPv6Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \

#--prop:"NicNBExternalData=ethl" \

#--prop:"NicSBData=eth2" \

Crosswork Data Gateway VM~ O 45 4 > &5 7

WDWNT I D F515 T Crosswork Data Gateway VM (212 7' TX £,
+ SSH |Z L % Crosswork Data Gateway VM ~D7 7 & A (43 ~X—7)

« vCenter %41 L 7= Crosswork Data Gateway ~D7 7 & A (43 ~X—)

Crosswork Data Gateway VM 726 1 777 7 3 5(Z1%, Crosswork Data Gateway VM 725 D w1 7
TV L (44=2) ZZRLTILESN,

. VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X b—JL



| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L

SSH [Z & % Crosswork Data Gateway VM ~D 7 ¥ 2 X .

SSH [Z & % Crosswork Data Gateway VM ~D 7 7 £ X

&

ATy T2

SSH7 ¥ AL, ZHou s KB 94T MPA2 7 ny 7 +52 L1k, 7—
N7 4 —ABENORESNE T, RERT—YFA TSR T — R, ERobil, H 250
TNITY ZALADOAR—F EORBUL, IPIZXHLThH Yy hERET, 20 5 ORERFEIREN TR
AT D E, 7274 T NP R b Tml7 ey 7 snET, KRB BE LTS
L. Ty ENLBRINELS RV ET, K7 747 NP IXEBNIZERRSILET,

SSH "C Cisco Crosswork Data Gateway VM {1 7' A »F AIZi1E, IROAT v F#FITLET,

Cisco Crosswork Data Gateway DEBLIPIZ Ry NIV —F T VB ATEDR U~ AT — g rnb, IROa<
Y REETLET,

ssh <username>@<M anagementNetwor k| P>

Z Z T, ManagementNetworkIP [ZE# Ry NU—ZDIP T RL AT,

RO SBZIZ LT RSN,

BHE2—P—L L Tur A 35854  sshdg-admin@<ManagementNetwor k| P>

FR—Fa—FL LT/ T 585 . sshdg-oper @<ManagementNetwor k| P>

KT DNRAT =R (f VA M= TaEATERLIZRAT—R) AL, Enter Z# L £7,
Crosswork Data Gateway D7 7 » ¥ 2 BN &, /N2 T— FOANRRODLNFET,

17 : Crosswork OB H

Cisco Crosswork Data Gateway

RERRT AENEEE R EERn AEEEd HHEHEE #
# # # # # # # # : : = ## #
# # # ¥ # #+ # ## #
e s S FoAnEEE EEREEE : e N i
¥ # # = = # # # #
# # # # # # # # : : = # # #
HEHEE # # dEEHEREE HEREE HEREE B = # # =

Cisco Crosswork Data Gateway VM |27 7 B A TE 2 WGAIE, *y MU — 7 REICHENRH Y
T, ALY ANbRy N —IREEHERLET, ELLZ2WIEAITL, Cisco Crosswork
Data Gateway VM ZHIBR L, IELWWFR Y NU—JBRETHA VANV THZ LE2BEDLE
R

vCenter %41 L 7= Crosswork Data Gateway ~D7 7 £ X

vCenter f&HH T 7' A 9 A121%, ROFNEEZFEITLET,

VMware vCenter ~ () Cisco Crosswork Data Gateway D >~ X k—JL .



VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |

. Crosswork Data Gateway VM ™ 5D 05 79

ATwF1 vCenter TVM %427V w7 L, [/ —%BI< (Open Console) | Zi&EIR L £,

Crosswork Data Gateway = >~ — /LN EE) L 97,

RF9T2 Atk

E S ToNZe— 2R LT dg-admin F 7213 dg-oper) &, ®InTH/NAT—FK (R

h—7 v A TIER LI/ SAT—R) # AL, Enter 2 LET,
Crosswork Data Gateway D7 7 » ¥ 2 BN &, NAT— FOATIRROLNFET,

18 : Crosswork OB H

Cisco Crosswork Data Gateway

RERRT AENEEE R EERn AEEEd

# #
#

sEEEEE OF FOFEEEE AEERE

#
# #
HH #

e s #

# # # # ## : ## ## #

# # ¥ # #+ # # ## #

e

# # # = ## # # #
# # # # # # # ##
# #

e s

#
=
#
# ]
#
=

# # #
# # #

Crosswork Data Gateway VM A 5D B 5 7™

a7 MTHIE, AL A=ma—5[1 s 77 (1Logout) ] ZE8R L. Enter & 3"
2 [OK] &7 U > 7 LET,

Cisco Crosswork Data Gateway D25 & & &k

Crosswork Data Gateway 731 > A h—/L I 415 & Cisco Crosswork (Zxt L CH Uikl L B By
28k L E 9, IRIZ, Cisco Crosswork (357 L\ Crosswork Data Gateway { > A X A% T — X
R—=RATA » AH 2 Z2{ L, Crosswork Data Gateway VM /5 @ [first-sign-of-life] % f#i% L %
ﬁqo

PR ML S D & Crosswork Data Gateway f & AX A Far hw—F 77— g

(CiscoCrosswork) DT AT 7 4T 4 R L, BAMZRAELHEH L CERLBEDOT A
TUT AT AR ARt L E S, D%, Cisco Crosswork Data Gateway | %, Cisco Crosswork 7>
barZ4Fal—rary 7yAVEEAA—Y (AL varTurdrfN) 2T
m—RLET,

Crosswork Data Gateway VM 73 Cisco Crosswork (ZIEFIZBER SN TN D00 E 9 0 EERT DI
%, ROFIREZFETLET,

1. Cisco Crosswork UL iz 74 > LEd, [Cisco Crosswork Ul ~Dr 7' A ] #HM L TL
7ZEuN,

2. [Administration] > [Data Gateway Management] {81 L & 77,

. VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X b—JL


b_cisco_crosswork_5_0_install_guide_chapter5.pdf#nameddest=unique_23

| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L
Crosswork Data Gateway 1 > X k—/LEED X R .

3. [Data Gateway-f > A % > A (Data Gateway Instances) | ¥ 7 &7 U v 7 L7,

Cisco Crosswork (Z1E 7 128k S 41TV 5 X T D Cisco Crosswork Data Gateway VM 73 Z Z
ICFTRESNET,

Crosswork Data Gateway VM @ [HE{EDIRTE (Operational State) | % [~ (Unknown) ]1Z72-
TWVWET, "N Ry 7B A—vFyra— i, X7 —Z ZF KT (Degraded) ]
2o TVWET, N Ry oA I7BETTHE, AT —HF AX K% (Not Ready) 112720

F 9, Crosswork Data Gateway VM & Cisco Crosswork DO OHFARIEIC L - TR0 925, &
W ZOBEIZIZ S 05 10 SRREDD £, HEOHIR LV E D 02561F, A=

AR <= T AN T A F—AMIEHKE L THR— b E2ZIFTEE N,

VM D & £ &F 2 EMEOREEICEET 5 58I oW Tik,  [Cisco Crosswork Network Controller 5.0
Administration Guidel]] @™ [Overview of Cisco Crosswork Data Gateway] Dt 7 v a &ML T
<TIZENWY,

\}

GE)  LIAmZE A% X7z Cisco Crosswork Data Gateway VM @ [Operational Status] 7% [Degraded] @
FFEIZRSTWLLEAIE, FAETLOILENDHY ¥, Y AaWAF~—2 7 AR 2 X F—
LZBREWEDELSTES W,

VM D & & &F R B/EOREEICE T A F#HRICHOWTIL,  [CiscoCrosswork Network Controller 5.0
Administration Guidel] @™ TOverview of Cisco Crosswork Data Gateway| Ot 727 2z v &R 1L T
<TZEWN,

\)

G¥)  [E—/L (Role) ]72%[A# VYT (Unassigned) ] Crosswork Data Gateway VM (L. {9 2 fi
W — VB BCTHLENRSH Y £, Cisco Crosswork Data Gateway VM 1Z, #EE) 72 Crosswork
Data Gateway T, 7 /A AL E 721305 Z LILTEEH A, 754 AL, Cisco
Crosswork Data Gateway 7 —/L\Z DA T& £,

RIZIT % -

UTDA A= T—r7 7 —ZRY E£3, VMware vCenter ~~? Cisco Crosswork Network
Controller DA > A k—)L

Crosswork Data Gateway 1 > X k—JLED R XY

Cisco Crosswork Data Gateway % A h—/L L72 5, Crosswork Data Gateway VM D % A LY —
YERELET,

* Crosswork Data Gateway VM D & A LY — 2 DFEE (46 ~X—)

VMware vCenter ~ () Cisco Crosswork Data Gateway D >~ X k—JL .
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VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |
. Crosswork Data Gateway VM D # 1 LY — U DERTE

RIZITSE%E -
UTDOA VA=V T—r 70— |ZRED E£3, VMware vCenter ~~® Cisco Crosswork Network
Controller DA A f—/L

Crosswork Data Gateway VM D% A L.V — 2 DR TE

Crosswork Data Gateway VM (X, HICT 7 4V hD X A LY —> (UTC) TEEHLET, 7
~T D Crosswork Data Gateway 12 & A (showtech 1 7' & & de) 23, IR L7 ATIC kI L7
A LRE T HRMT DL 91, FiEHICEDETH A LY = 2 FHLET,

AT w71 Crosswork Data Gateway VM (21 7 A > L7,

AT 72 Crosswork DataGateway VM DA X T 77 4 7 A =2 —"T, BBUED T AT LGREDZHE (3 Change Current
System Settings) ] Z R L £,

ATY T3 A== [9 %A LY —2 (9 Timezone) | ZiEIN L £9°,

ATy T8 JEREMRARNL T,
19:[8 4 L. J—E%E (Timezone Settings) ]-hIERIT ') 7 DER (Geographic Area Selection) ]

| Configuring tzdata |
Please select the geographic area in which you live. Subsequent
configuration questions will narrow this down by presenting a list of

cities, representing the time zones in which they are located.

Geographic area:

Asia

Atlantic Ocean =
Europe o
Indian Ocean =
Pacific Ocean E
System V timezones

Us g
None of the above

<0k> <Cancel>

ATYTE Z ALY = IS 28 E 7T IR A BRI L £,

. VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X b—JL


b_cisco_crosswork_5_0_install_guide_chapter3.pdf#nameddest=unique_15
b_cisco_crosswork_5_0_install_guide_chapter3.pdf#nameddest=unique_15

| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L
Crosswork Data Gateway D VR b—JLEZBFED CS TV a—F a0 .

20:[% 4 s — 2V ERTE (Timezone Settings) ] - [thii ;&R (Region Selection) ]

| Configuring tzdata |

Please select the city or region corresponding to your time zone.

Time zone:

Aleutian

Arizona

Central

Eastern

Hawaii

Starke County (Indiana)
Michigan

Mountain

Pacific Ocean

Samoa

<0k> <Cancel>

ATv 76 [OK] ZER L CREERGFLET,

AT wF1 Crosswork Data GatewayVM % U 7 — F LC, TRXTOTBEATH LNZ A LAY — U BEREND L H I
L %7, [CiscoCrosswork Network Controller 5.0 Administration Guidel] © [Reboot Crosswork Data Gateway
W] &7 v a a2 LTZEN,

AT w78 Crosswork Data Gateway VM »5H 1 77 7 kLT,

. —_— \
Crosswork Data Gateway D1 VX F—)LEEFED LS D
~ — ~ »

Woa—ga29
Cisco Crosswork T Crosswork Data Gateway D H B 5 §%IZ KM L 7235513, Crosswork Data
Gateway show-tech ZINEE L ([A A ' A==2— (Mainmenu) |>[SrhT7 7 V> a—T 17 (5
Troubleshooting) ]>[2show-tech® 32T (2 Runshow-tech) ] %3®&#) | controller-gateway D 1
7 CHM A MR LE T, show-tech 7 7 2T 5 HIEDFEMIZ W TiE,  [Cisco Crosswork
Network Controller 5.0 Administration Guidel] @ TCollect show-tech logsfromthe Interactive Console]
DEIvarEBRLTLEIN, By ¥ a O E 23 EICEES 2 MER S 556

X, AV 270747 ary—VEFERALT controller.pemgﬁﬁﬂéiﬁ7‘)701:’““ FERnTW5D
ZLEMRLET,

|

BE IPv6 7 FLAZBEHLTWDEAIE. ALy 3 ([1:1]) THDMLERHD £,

VMware vCenter ~ () Cisco Crosswork Data Gateway D >~ X k—JL .
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VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |
. Crosswork Data Gateway D4 > R h—J)LEBFED S TNV a—F1 2T

W DFIZ, Crosswork Data Gateway D1 A b —/UIRFE 7o [ZBERIFICBAET D ATREMED & 5 —

igr e A2 U 2 b L, MEOKRKZRE L THRT 272007 Fn—F 2R LET,

RIUAVAM=LWAFD NS TN a—Ta 5

Bl

124

NTP DRIREIZ &k Y Crosswork DataGateway &
CiscoCrosswork [CEEFTEF A, DFY.
2DOOFIZ7BY I DThAHY FET .

2By DOFhiE, Crosswork Data Gateway
F =l CiscoCrosswork DW\F NN THET S
ATEEEN D Y FT

Ff=. Cisco Crosswork & Crosswork Data
Gateway @O NTP H—/\—TI&., #IHARRIZ
ESXi —/N—IZBESNFET ., CD=H.
ESXi —/\—IZH NTP #RET 2DENH
UEJ,

RAMDIZ OV 24 LERHAL T, BT
Lij—o

1.Crosswork Data Gateway VM |21 27 A > L &
ﬁ‘o

QALY A= a—b, [SET TNV a—T ¢
> 2" (5 Troubleshooting) ]>[2show-tech?> 31T
(2 Run show-tech) ] Zi#R L £,

07 b oNA BV EE T tarball B RAET D
FaEANL, [OK]ZZ7 Vw7 LET,

show-tech 1. .tarxz T 2D 7 7 A VYEEF
TR band X0 £ L7,

3.kDa<w L R&FEIT LT, show-tech 7 7 A
Nk LET,

openssl enc -d -AES-256-CBC -pbkdf2 -md
shab512 -iter 100000 -in <showtech file> -out
<decrypted filename> -pass pass:<encrypt
string>

show-tech 7 "
(/opt/dg/log/controller—gateway/session.log

Zd b session.log 77’4’/1/) Iz
[UNAUTHENTICATED:invalid certificate.

reason: x509: certificate has expired or is
not yet valid] &WIH T T —NERINT-5
&%, Crosswork Data Gateway & Cisco

Crosswork DfEIZZ 2 v 7 OFTRH Y £77,

3AA VA= 2=, BEEDT AT LG
TEDZT (3 Change Current System Settings) ]
>[I NTP#%E (1 Configure NTP) ]IZREh L £
R

Cisco Crosswork V—X—D 7 o v 7 X A4 L&
R 5 L S ITNTP 5% E L. Crosswork Data
Gateway DR 2T L £ 7,

. VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X b—JL




| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L
Crosswork Data Gateway D VR b—JLEZBFED CS TV a—F a0 .

& #R1E

SEREI S —ARED /34 2 I)LEIRETE | 1.Crosswork Data Gateway VM (21 7 A L&
FHATLT (Couldnotcollectvitals) | &LM| T,
5 2/ T Crosswork Data Gateway A% 10 73 2L

n QA VA ma =i, ST TN a—T 4
LIZH> THILREDEFIZGE D, :

> 7" (5 Troubleshooting) ]>[2show-tech? 31T
(2 Run show-tech) ] Z &R L £ 7,

a7 LA Z)VEE T tarball ZRTET D B
FTE AL, [OK]ZEZ7 V7 LET,

show-tech I, .tarxz T 2D 7 7 A LYLIEL
TR {bSnd ko7 L7z,

3. D~ R&EZSFTL T, show-tech 7 7 A
NaEBEELET,

openssl enc -d -AES-256-CBC -pbkdf2 -md
shab512 -iter 100000 -in <showtech file> -out
<decrypted filename> -pass pass:<encrypt
string>

show-tech & 7'
(/opt/dq/log/controller—gateway/gateway.log
\Z 5 gateway.log 7 7 A V) IZFEHEL T —
N D5 EIE, WOFIETHAT D X 51,
Ay b= BLHHEEZRET v S r—F
LET,
L Af VA =a—b, BEIEDT AT AR
TEDZEH (3 Change Current System Settings) ]
> [TREAE DA AR — K (7 Import Certificate) ]
FIRIRLE 9,

2. [fEHEDA 7" — 1 (Import Certificates) ]
Ama—hb, [1ar ha—JB8450HEY 7
4 /L (1 Controller Signing Certificate File) ] %
BIRL, [OK] 227V v 27 LET,

3. ZEME T 7 A L3 SCPURI # A4 L. [OK]
7 Vw7 LET,

VMware vCenter ~ () Cisco Crosswork Data Gateway D >~ X k—JL .



VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |

. Crosswork Data Gateway D4 > R h—J)LEBFED S TNV a—F1 2T

8

#R1E

SIBAETS—MRET IgRPCIEG I TE
FHA (gRPC connection cannot be
established) | & ULV 5> ¥EHB T, Crosswork Data
Gateway M 10 A EIZHh - > THILIKEED F
FIThH 5,

L.IROAT v FEEHL T,
FHET7 v 77— RLET,

a AV A=a—nD, BEEDOTV AT LK
EDZF (3 Change Current System Settings) |
>[TREAED A > R— b (7 Import Certificate) ]
IR L ET,

b. [fEBHZEF DA 7" — k  (Import Certificates) ]
A=a—b, [1ar ha—7BA450HET 7
A sV (1 Controller Signing Certificate File) ] %
HEIRL, [OK]1 22V v LET,

c. iBAE 7 7 4 L® SCP URI # A/ L. [OK]
Uy LET,

2. RO TFNEIZHE > T Crosswork Data Gateway
VM %z U 7— bk LET,

A ALV AZa—B [ NT TN a—T 1
7" (5 Troubleshooting) ] Z®&I L. [OK] %=
70 w7 LET,

b. [Troubleshooting] A = = —>5 [4 Reboot VM]
FIEIRL, [OK] %272V v 7 LET,

c. V7 — FMN5ET L7 6H. Crosswork Data
Gateway DEIER T — & A3 [B#H (Up) ]
72> TWBENE I AR LET,

FEHET 7 A

Crosswork Data Gateway ML 5 —IREEIZ7E 5

vCenter DA 1L OVE T > 7 L — k@ vyNIC
R L ET,

1 D® NIC Cisco Crosswork Ta@ Crosswork
Data Gateway D& HFMNELKT 5

vCenter DA 1L OVE 7 > 7 L — @ vNIC i
ZiEELET, 1 DONIC & 220 NIC D
ActiveVnics 7 1 /3T ¢ BRIE L TV DAL,
Crosswork Data Gateway (X7 7 4 /L kT3 -20D
NICZERL IS ELET,

ZD7-®, Crosswork Data Gateway 23 1 2D
NIC % TH] L TV 223 NIC 23 1 D TidZan
gateway.log WO = 7 — TREBAIZ 1 DD NIC
Cisco Crosswork CT® Crosswork Data Gateway

DRFIRDRIGL L £,

. VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X b—JL




| VMware vCenter ~ @ Cisco Crosswork Data Gateway D > X k—)L

a2y ro—5BRERET 7 L1 ok—+ [

8

#R1E

Crosswork Data Gateway D ¥EsR 7R 7 7 1 )L
DEROLYICEBETO D7 ILEERT S

vCenter DAL, OVE 77 L — kD
Deployment INT A —H 725@?‘5 Li?—o
Deployment /X7 A —H BN—F L2V h, HE5E
7a 7 7 A WIFEE L72WEA . Crosswork
Data Gateway |7 7 #+ /L N THEHET 1 7 7 A
N L £,

Crosswork @7 v 745 L— Rdh(Z, —ED
Crosswork Data Gateway M7 v 74 L— KZE
FIFEZEHEINT ., dg-manager OJ [ZHEHD
IS—AvE—UhRHRINEIZELH D,

Crosswork Data Gateway % P X} G% & 72 1 3 75 J B
LE9, FEMiz>W\WTix, [Cisco Crosswork
Network Controller 5.0 Administration Guidel] @
l'Redeploy a Crosswork Data Gateway I nstance|
Dx 7 at TReenroll Crosswork Data
Gateway] Dt 7 arZBRLTLIIEEN,

LRI Crosswork [T7 & wF N TLV:
Crosswork Data Gateway {1 > A 2 > A HhHI D
Crosswork /N\—2 3 > 4x £ 50IZB7
BYFINFGEE., 41 VR U ROEERKEE
[&. robot-astack-influxdb T5—T [{ETF
(Degraded) 112552 &ENH B,

1. SSH 7> & Crosswork Data Gateway VM (2 & 2
{2 LET,

2.Docker DT ¥ T 4 Tavwy REFEITL
C. robot-astack-influxdo AN > RiZ7 7t AL
i—a—o

3.8y RT, OT 4 V7 MUIZHE L THI
K/%l/iﬁ—o

/mnt/datafs/influxdb

4 RDa< REEHLT, h—E X &L
BHLET,

supervisorctl restart all

T—brITAZAVTTUORAE—FIZBTE
92 DataGateway Z#HBRER9 % &. Crosswork
DEEFMNKLE L. dg-manager LU
controller-gateway B4 ICT 5 —MEEHFIh
%,

Data Gateway & * > T+ U RE— NIIBITT
LD T MU oA FEICHEELET,
FEHIZ OV CIE,  [Cisco Crosswork Network
Controller 5.0 Administration Guide] @ T'Reenroll
Crosswork Data Gateway| @t 7 v a > & &R
LTLEEN,

OV bO—ZFEBRZHAE T 7AMILDA Vik— b

oy bur—FiHET 7 A UL, VMOEBZICEIMICA R — SN ET, ROBAIZE
D, ZOFIETTETEITTILERH D £77,

o A > A F— VIFEIZ [Controller Settings] C [Controller Signing Certificate File URI] 235 & S 41

FHATL,

VMware vCenter ~ () Cisco Crosswork Data Gateway D >~ X k—JL .
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VMware vCenter ~@ Cisco Crosswork Data Gateway D > X k—)L |
B - roszzamEsr L0%s

s Cisco Crosswork 287 v 77 L — REIIHA A b—v sz ®, Cisco Crosswork T
Crosswork Data Gateway % #8ilbds L O GRT 2 L ERH D £,

Ay hr—IFBARRAET 7 A NVEA UR— T DI, ROFIREFETLET,

AT 71 Cisco Crosswork Data Gateway VM DA > X% 7 77 4 7 A == —7) 5 [3 Change Current System Settings] % j%
WLUET,

[ AT L% EDZHE (Change System Settings) ] A == —NBH & £,

RATv T2 [TFEHEDA AR — b (7 Import Certificate) ] Z &R L F 9,

AT9 73 [GEHEDA VA — 1 (ImportCertificates) ] A ==—7n5H, [1 2> hr—FBL4FEHET 7 1L (1 Controller
Signing Certificate File) | Z &R L £,

ATy T4 FEHET 7 (LD SCPURI # A LET,
URI OB 2 LRI LET,
cw-admin@{server ip}:/home/cw-admin/controller.pem
AT9TE SCP/XAT7 L —X (SCP2—HW— /2T —FK) #ASLET,
AEET 7 A VBNA R — R ERET,

ATYT6 EHENEFICA VA ML EINTEZ L 2ERLET, 2 P —FBLEHET 7 A LOFER (52-8—
D) EBBLTLEEN,

OV FO—JFELZIGEBAE T 7M1 ILORT

WDAT v T HFEIT L CELAMERELFRRLET,

AT w71 Crosswork Data Gateway VM DA > X T 7T 4 T A =a—h5, [2 VAT ARKEDFE A (2 Show System
Settings) | Zi#IRL 7,

RTY T2 [BHEDO VAT AFKEDE R (Show Current System Settings) | A == —7/ 5, [77EHE (7 Certificates) | %
HIRL £,

AT9F3I 22 bu—FFBL4FEHET 7 1/ (2 Controller Signing Certificate File) ] Z %R L £,

HLWEEHENA VAR — F SN TWARWEEIL. Crosswork Data Gateway |27 7 4 /b b OFERAENF R I
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