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BHEADOT 7Y Ir—3 a > O, [Attribute Set] & [Traffic Class] DA & fRETE £9,
b) [OK]ZZ7 VU7 LET,

ATFYTS TV r—arZHRT 2120, 77V 75— a DRy 7 ATHE 270y, [OK]Z22 Vw27 L
i‘a‘o

y—EzxnFoeEraz=>vy |
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TFIUr—a  RATF4 200

TITE. T =Y ay RATF 4 TN OWTEH LE T,

TI)r— 30 RAT42T12D00V T

TIVr—var RAT 4 7 BEAT S L, CiscoDNA Center IZ L » TEEHIN TS TN
AALEDY—=RR=F 4 BT TV r—2aDT7A4 7 A 7 VEFHRTEET, CiscolOS-XE
V7 R TN— 3 16.12.1s LI Z SEIT LTS Cisco Catalyst 9300 U — R A A v T,
CiscoIOS-XE ¥V 7 b U =7 /"= 3 17.3.1 LR % 9447 L T\ % Cisco Catalyst 9100 U — X
TR ARA M, BEOCiscolOS-XE V7 b = 73—V 3 2 171 UFEEETLTND
Cisco Catalyst 9400 >V — X A A » FTH— FX—F ¢ f Docker 7 7'V r—>a U &AKRA T
TET,

\)

(GE¥)  CiscoDNACenter TlX, mA FENABT TV r—v a3 AlE80 Y THENDT 4 A7 KEIL5GB
WHIR STk,

TFI)V5— 30 RATAVTHY—ERNYST—SDA AR =)L
EEH

1R BHEIIZ
SUPER-ADMIN-ROLE ¥R % FFO 2 —HF DHN Z O FNEE FITT 52 ENTEET,

AT TN A=a—TAar (=) 27V v27 LT, [System] >[SoftwareUpdates|, £/, 7 7V K7 A a %7
Y27 L. [Goto Software Updates] V> 7 %27 U v 27 LET,
AT w72 [Software Updates] 7 1 > KU T, IROX 7 & fegB LET,

« [Updates] : ¥ AT LET N r—a  OEFHNBERRINET, [System Update] TiE, A > A h—/b
ENTVWDHYAT LDO/NN— 3 & CiscoCloud H X v ra— REj, FAARER Y AT LAOFEH
NFR S E T, [Application Updates] I%, CiscoCloud 56X 7 — RLTA A h—/LT& 5]
ARER T TV r—vay, TV = a O A X @uRT 7 vay (Aova—K, A VR b=
. FEEH) 2aRLET, Nu =TIt h—YEEbE5 L, HRWRER A=Y g v L AR
RN R RS IVE T,

* [Installed Apps] : BIEA L A M= SN TNWET IV r—ra by Fr—U0RSnET,

ARTYT3 TV r—var RAT 4T RNy r—U X7 n— R4 5121%, [Updates) > [Application Updates] ©
TV r—vay RAT 4 T DLHIOMICH S [Install] 227 U v 7 LET,
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FIur—var 74 voommzgt [

RARTYT8 7TV r—ay RAT 47 Ry lr—Y%BH T 5121%, [Updates) > [Application Updates] T7 7" U
T—val IRAT 4 T DARIOMIZSH S [Update] 27 Y v 7 LET,
ATy 75 [Installed Apps] # 7 CN—2 a U EFIRT, 77V r—va UREHINTND Z L AR LET,

GE) TNV = ar RAT AT AR =Tk A VA M=)V LT2H, Wo Tz A Cisco
DNACenter 602277 7 NLTCT I UYFDXyva% 7 U7 L, fE Cisco DNA Center |2 &
TA LT DHUNERNDY F97,

TV —23 0 RAT 4 0T DRHREHE
Cisco Catalyst 9000 T /NA A TT F U r—a v RAT 4 7 ZHITT DI, ROFIHES
2z L TWARER DD 77,
« T 4 AU ORNT, T /314 A NETCONF AR— b &R E L £,
T TV =2 alERARNT DAL v FTEX 2T HITP $—"—Z R EL £,

o ZA v F EOHTTPS 2 — W —ZHAEHIZ 1 — D LG — S — £ 721X AAA FREE Y — N — %
RELET, 2=V =L BLUNRT— RIIHHEL L 15 TRETDALERH Y £9,

Cisco Catalyst 9300 3 U — X A A+ F73 Cisco IOS XE 16.12.x LAFED/NN— 5 U &2 FIT L,
Cisco Catalyst 9400 > U — R A A F 73 Cisco I0S XE 17.1.x LAEDO/N—T 3 &2 FITL T
WL Z L EERLET,

FOSNA RS ATEE72 USBSSD /M A L —U B 2 LA L ET (9300 77 3 U
DAL v FDPFEDI)

AL T EOBRENIELWI L 2R LET, A1 v T TWebUl ZBI &, HTTPS = —H%—
LLTues A LET,

ROFNZ, AA v FOMEREZR L TWET,

prompt# sh run | sec http

ip http server

ip http authentication local

ip http secure-server

ip http max-connections 16

ip http client source-interface Loopback0

1733 L VAT U Y —AZD Cisco I0S XE #9252 A A » F DBz

ip http secure-active-session-modules dnac
ip http session-module-list dnac NG WEBUI
ip http active-session-modules none

><1p
i

Cisco IOS XE 17.3.3 LIFED A A F DIBIFRE :

ip http secure-active-session-modules webui
ip http session-module-list webui NG WEBUI

ip http session-module-list pki OPENRESTY PKI
ip http active-session-modules pki

y—EzxnFoeEraz=>vy |
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* Cisco DNA Center C, 7 /34 A% FEITEBINT 5 & ZIZHTTPS v 7/ A U EREZHE L E
T, 77U r—ary RAT 4 702iE, HTTPS 2 —H—4,, NAU— R BLOHR—
FNESHMHATT, T 74V bOR— FEZIL443 T, 734 2Aa 7 A AERERET
HZEBTEET, Xy NU—F7 TRA R T LT U VOEHEBR LTI &N,
TTILEHINTWDET AN, AERETDEHAIX. A X2 U TEDT A A% R
LT, 77V 5= ar RAT 4 TBEEOT 72 a AR LET,

GE) 77V —varRAT 47 DHAIL, 37— K® CiscoDNA Center 7 7 A X Tl HR—k
EhTWEFA,

TINVr—23 & RA T B5T\A4 RADERKREDRTR

ALy FIZT TV r—a i A A M—/LF SR, Cisco Catalyst 9300 U — X A v F
DT TV r—a b BRAT 4 7T DD DOMEGIRZ R T O 0ERH Y £3,

ATY TN A=a—TA4ar (=) 271V v27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIEIZ5E&R
LET,
AT w72 [AllDevices| &7 U v 7 L%,

AT T3 7TV r—vabZRARNTEDLTNAADY A NBRFRSINVET, [App Hosting Status] 1L, 7 /341 AN
TV = arERANT DO E R LET, [SeeDetails] =27 U 7 LT, T/3A A THELT
SNTHERRNT =y 7DV A NERRLET,

TI)r— a3 mEM

AaNRyr—TF I Docker 7 r— g U EABIMTEE T,

188 I
« [Cisco Package] : IOSSDK Y — V& LT 7V r—a v axyr—IflL, 77V
=2 aNIOSXE ARV —T 4 VT VAT A EEH#EEFRFO L DT HIXLERH Y £
R
s [Docker] : Docker f A —T % tar 7 7 A /v & L THRGETDHE R H Y £9, Docker 1 A —
Vkwtar 77 ANE L TRGETAHIZIE, kOavr RE AN LET,

docker save -o <path for generated tar file> <image name:tag>
Example: docker save -o alpine-tcpdump.tar itsthenetwork/alpine-tcpdump:latest

ARTYTN A=a—T A2 (=) 27 1U » 27 LT, [Provision] > [Services App] > [Hosting for Switches] DJIAIZ 3R
]\/iﬁ—o
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ThousandEyes Enterprise Agent 7 7' ) 7 —> 3 VO BE#HFHo0— K .

AT w72 [New Application] 7 U v 7 LE7,
AT T3 Ruy7ZHZ o VA NMST ) r—vart 73 2@ RLET,
ATV T4 [Select]| #27 Vw7 LT, T7v7/ua—Rt+57 7V r—yar2%8RUET,
ATw 75 [Upload| 27 U v 7 LET,

FreEmanzr 7Y r— a i, [App Hosting] X— Y CHER CTE £7,

ThousandEyes Enterprise Agent 7 7)) 5¥— 3 VOB O— K

ThousandEyes Enterprise Agent 7 7° U 7 —> a V2T 5 L, xy hUV—2%F=4—L, KN
LA, VT BEOA =Ry bRy PY =T BEDORY NU—T T T 4 v
A% VT NVHE A LTEMRTEZ E9, ThousandEyes Enterprise Agent 7 7" U 77— 3 > OFI &
X, CiscoDNA Center 77U 7 —a v IRAT 4 V7 —VERIZZOT SV r—aruvF
TA U AR— T DUERRNETT, Xy NV —7 TAAL v FBRLONTREDT/R>T
WOEGE, TV r—vay RAT 4 7 —EADOBED S 10 47LANIZ, ThousandEyes
EnterpriseAgent 7 7' U /r— a UISHEIIC Y v or— RENET, 77U r—2a v & Fi)
TH v ru— KT 5121, ThousandEyes Enterprise Agent .tar 7 7 A L ~DRD Y > 7 % 7
7 LET,

thousandeyes-enterprise-agent.cat9k.tar

A B —Fy MEERD WAL, ROa~ 2 FEERL Ty Y —Anb 7 a8 a i
ETEET,

magctl service setenv app-hosting http proxy <proxy-value>

ThousandEyes Enterprise Agent 7 7'V 7r—3 g T H 7 a X U EERELE T,

T7IUr—2 a3 DR

Cisco DNA Center CiBMENTZT 7V r— a v EHTEET,

ARTY TN A=a—T A2 (=) 271V v 27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIE 2R
LET,

ERFEEZR T 7Y r— 3 i, [App Hosting] 7 1 > R CHER TE £,
ATvT2 BHTL57 7V r—va r#@RLET,
ATw 73 [Update Appl &7V v 7 LET,
ATFYTE Ty T ua—RT5H WA= 007 7Y r—3i g U EAERLET,
ATw 75 [Upload| 27 VU v 7 LET,

y—EzxnFoeEraz=>vy |


https://app.thousandeyes.com/install/downloads/enterprise-agent/thousandeyes-enterprise-agent.cat9k.tar

H—ERDTOEC 3=y |
B vr—avorn

TI)r— 3 nEEs

Cisco DNA Center C7 7' rr—v a V& EETx £7,

AT TN A=a—T A2 (=) #7V v27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIE 2R
L/i‘g—o

ART9 T2 77V r—va @R, [Managel 27 Vv 27 LC, 77V = a v u2ERT57 34 2R R L FE
D

RT9T3 BETLT TV r—2arBbHirT7 5 AEERLET,

AT T4 [Actions] Kz 7 &7 ) &2 k)b [Start App] Z1BIR L 9,

T77)5r— 3 nELE

Cisco DNA Center C7 U 7r—3 3 V& {EIECTE £9,

RTY TN A=a—T A2 (=) #7U v 27 LT, [Provision] >[Services App] > [Hosting for Switches] DJIFIZE&R
L/iﬁ‘o

AT T2 77V r—va @R L, Managel %7 Vw27 LT, 77UV —va v ERT 57 3 A&FRLE
—é—o

ATV T3 BT T TV r—a v BNhHDHT 3 AEBRLET,

AT v T4 [Actions] Rz 7 &7 U 2 k)5 [Stop App] Z 18I L 1,

FINARATHRR FERTWET7 TS —2 3 VDERTR

48O HREIIC

BHESAEZ - LET, SO WL, (77— a vy RAT 4 v T ORHESM) 25
L TLLIEEN,

RTYTN A=a—TA4ar (=) #71U » 2 LT, [Provision] > [Services App] > [Hosting for Switches] DIJIFIZ 3R
LET,

ATV T2 TRTOF AL Z22FRTHITIE, A LD [AllDevices| 27 U v 7 LET, BEDT 7V r—a %
T T NA ADHRERRTHITIE, 77V r— 3 %2%IRL T [Manage] 7 U v 7 LET,
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

Cisco Catalyst 9300 7/ 34 R~D7 FUr—>avo( v2 b—1 |

GE) s T RTDOTNA AEFoRT 52 EERINLUIZEA. [All Devices] X—2ix, 77U 7r—
TarERANTE BT /N, AT 51EH ([Hostname], [IP Address], [Image Version],
[App Hosting Status], [Last Updated]) 7232/~ SivE 7,

HEEDT TV =2 a DT NAADY A NERRTHI L EFIRLIZGE . [Devices] ~—
I, TV r—2a v ERARNTEDLT AL AZETHROER KRR M, T/81
AP, FIVr—aon—oay, FIVSr—23 0 RAT—42R, REBRMTS Y

TA—LN—=230 BLUTIVLIVRT—RR) BERINET,

[Devices] X—C [Summary] %27 U v 7§25 &, T34 2 L CRIREZIIEIE LT TV r—var, B

FOEITHOT 7Y r—ya OBEN TR SN ET,

TIV = arTT 7y arEFEITTHICE, [Action] Fry 7 XU R NE27 U w7 L, [Start].

[Stop]. [Edit]. [Upgrade]. % 72! [Uninstall] 23R L F 7,

AVAR=NVENTWDRAT AT T TV r—2a b 2Ry DT A AV &7 v 7 LET,

[Applications] X— 21X, A YA M= EINTWET TV r—ra VORI, N\—P3y, FIUr—3 3

VAT—RR, BEZRYUT TI) =3y EEE BIUHEHER R TEINET,

(6=3) EZAYTTIN =23 02F, TV v ar®=2 ) Xy aR— KD v
ITNEENTHET, ZDU 7, the, Cisco DNA Center application package controller, .yaml
TrANTRESNE S, 2077 A NVIT TV r—var ¥y aR—RURLBAEGENT
WRWEA, ZOEZAYTT T —2 3 204 ([Monitor App]) (TEH S EHA,

[Details] ¥ T [View] 27 U w735 L, TALADT TV Ir—3a v AT —% AT 255G N For

SNET,

[App Details] 7 4 & R7IZiX, 77UV —2arpl)Y—R, xy bT—29 BI O Docker T U3 A LA

ToaviFmnFrRsnEd,

YEOT 7V r—varouZizZyra— N5, 77V 7 — 3 &R LT [Application Logs]
#27 Vv 7 LET,

TNRAANST I =N R— R eX U rra— RT25Z1E, [Tech Supportlogs] 27 U v 7 LET,

Cisco Catalyst 9300 7/\f A~DT7 TV 45— 3 DA VR =)L

Cisco DNA Center Cisco Catalyst 9300 'V —RX A A v FIZT SV r—va A VA =)L T
TET,
1R BRI

s BIESM 2R LET, SO WTIE, 77U =gy RAT 4 7 Oy
23— | EBRLTLEEN,

o« 7 Jr—3 3 % CiscoDNA Center [ZIBI L £9°, FEMic>WTiX, 77U 47— 3
YOI (24 X—) | ZZRLTLIEIN,

y—EzxnFoeEraz=>vy |
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B ciscocatalyst 9300 7/ 8 RADT TUL—La DA VR =L

T TN =2 alERANTHTEODOAL v F ORI Z MR L ET, FElIc OV T
. 77V r—a v BRARNT BT AOMEFIRILOFE R (24 X—) | 2B
LTL7Z&EW,

ATy Tl A=a—TA4ar (=) #7V 27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIE(Z 58
RLUET,
RTFvF2 TTUVr—varE®ERL, [Istall] #27 U v 7 LET,

RAT9 T3  [GetStarted] 7 4 > KT, [Task Name] 7 4 —/L KIZ T —27 7 a—O—EDO4RT# AL, [Next] & 7
Vw27 LET,

ATw T4 [SelectSite] V4> RUT, 77V r—aZHMITHH A FEBIRL, [Next] 227V v 27 LET,

AT w9 F5  [Select Switches] 7 4 > KU T, 77U r—2a DA A=A T A ZAEETRL, [Next] 27 U v
7 L/iﬁ—o

AT — 4 A7) [Ready] 35 & Y [Partially Ready] D7 /3 A A # B T& £9, [See Details] #2 U v 7 LT,
TN, ATEIT SN RN T = 7DV A NERRLET,

[Partially Ready] A 7 — & ADT /NA ADA1E, [Readiness Check] ~—® [CheckNow] V > 7 &7 U
7 LT, HTTPS B 7/ A UEWAMRGEL £,

[Devices] 7 — 7 /WZ BHIDT /SA AR72WGE X, [Import] 227 U 27 L TCSV 77 A BT /34 A
ZiBEMmLET,

AT w76 [Configuration App] 7 1 > K7 T, LIEOREEFEITLET,
* [Network Settings] :

s [SelectNetwork] K2y 77X 7 YR &7 Uy L, 77U r— a2 ET D VLAN %%
RLUET,

* [Address Type] R > XZ 7 U A &2 Y v 7 L, [Static] £721% [Dynamic] Z &R L 97,
[Static] IR L7=H 1T, YARANNLT A2 %7 V7 LT, 77UV r— a0 [P
Address], [Gateway]. [Prefix/Mask], ¥ L TN[DNS] Z# AT LFET,

* [App Resources] : [Allocate all resources available on a device] & 7213 [Customize resource allocation] & =
IRy 7 Ak A AT LET, [Customizeresource allocation] T = v 7 7R v 7 A% A 129 % & [CPU,
[Memory], 33 X O [Persistent Storage] D #x KL &KV MEIZEE T £,

¢ [Custom Settings] : ¥ A2 Ny r— 7TV r—a ANIOAEHINET, 77V r—vavic
Ko THRE SN BIEDORE DM Z AT LET,

*[AppData] : 77V r—a VEADTZ yANESRBLTTY vy a—RLET, RBERT SV r—
VarvEBFEOT A NVENET IR, BETLI TS S~ a D RFa A FESRBLTLLE
él/\o

* [Docker Runtime Options] : 77U &r—3 3 VML Docker 7 0 Z A LA a B AT LET,

RATY 1 [Next]ZZ7 U w7 L, [Summary] V4 > RUTT 7V r—ya VEEMRLET,
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Cisco Catalyst9300 7/\1 AMBHDT FUr—23a D74 A =)L .

ATvT8 (%) [Configuration Preview] #7 U v 7 L, IR L1=T A RCREE T v v 2T 52O H I
HRET T L— bR LET,

ATw 79 [Provision| 7 U v 7 LET,

ATYTN0 MRV 4 FUTYes] 227 U w27 LT, BRLIETANAATOT SV r—2a DA VA M= VETET
LET,

RDBARY

TIVr—varf A =T 5HE, T/NAAD Cisco IOS-XE ZEHLLEHINET, &£
TPHOBEICKHT 5 ZOBHE, A—2 DY B— FRICT 7Y r— 3 ViI55 85 0 (e
THEIC, A= T v TRECAE—THMLERHVET, 77V r—arDf R

M=V D5E T L7256, [Template Editor] Z i H L CTEITHDOREELZ AFX — T v TREICT L —
L/iﬁ‘o

Cisco Catalyst9300 7/\f ANWSLDT7 TV 5r—30DT7 o4 VR b—
L

Cisco Catalyst 9300 ¥ U — R AA v F LT TV r—v a7 oA VA N— )L TEET,

ATY TN A=a—TA4ar (=) 271V v27 LT, [Provision] > [Services App] > [Hosting for Switches] D JIEIZ5&R
L/\i‘g—(]

ART9 T2 77V r—va @R, [Managel 27 Vv 27 LC, 77V r—a aZ2EHT57 34 2&2F R L F
R

RTYT3 TUAVARN—NTET TV r—a v BNbdT 3 AR LET,

AT v T4 [Actions] K27 # 72U A R)y5 [Uninstall App] 238K L £97,

Cisco Catalyst 9300 7/\/ A THDT7 77— a3 ViEERDIRE

Cisco Catalyst 9300 ¥V —RX A A v FTT SV r—a VEBE S 5720 O ENLERY
BlE. TV v a UREERETEET,

ATV A=a—T A2 (=) #71U » 27 LT, [Provision] > [Services App] > [Hosting for Switches] DIJIAIZ 3R
L/iﬁ‘o

AT T2 77V r—va @R, [Managel 27 Vv 27 LT, 77UV —va b ZERAT 57 3 A&FRLE
—é’_‘O

ATFY T3 WRWET LT TV r—avBNhbHT 3 AE@RLET,

AT v T4 [Actions] K w7 Z 72U R )i, [Edit App Config] Z 3R L 97,

y—EzxnFoeEraz=>vy |
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B 7vr—aomr

77 ir— a3 VoI

ATy T

ATy T2
ATvT3
ATy T4

Cisco DNA Center 7»67 7'V 7r— 3 VU EHIBRCTE £97,

1R BRI

TV =2 a B AL TV T R TCOT AL ANLT SV r—rar T A VA =)L
THMLENRDY F3, FEHIZ OV T, Cisco Catalyst 9300 7 /34 ANEHDT 7V r—3 3 v
DT oAV A= 29X—=) ZHEBLTLIIEEV,

Azma—TA4ar (=) #7 Y v 7 LT, [Provision] > [Services App] > [Hosting for Switches] DJIFIZi&R
LiTO

RANENTWBHIBRFIEEZ T U r—3 a > &, [App Hosting] 7 « > R U CHER TX £,

HIBR 327 7V r—va v EBRIRLET,

[Delete Application] &2 U > 27 L £,

WRLA TR Ry 7 AT, [OK]| %227V v LET,

TV = a UREIBRE LD DI, Cisco DNA Center (2L > TEHIN TV NTIOT SA A THAl
HAENTWARWEEDAHTT,

TNUNOGE, =27 —A =2, TV 5= alEZHEHLTOWDLT A, ADEBERINET,

WRAA TR TRy 7 ACT[Cancel] 27 Vw7 L, 77V r—varaw7 A A ML LET, G
DU TIL, Cisco Catalyst 9300 7 /3A ANHDT TV r—ya D7 oA A =L (29 X—V) 5]
LTL7EENY,

FIUHsr—<avasdnaAyro—-K

&
ATy T2

ATv73
ATy T4

77— 3 a7 Cisco DNA Center 7>H X 7o — R T& £97,

A=ma—T A2y (=) 227U v 7 LT, [Provison] >[Services] > [IoT Services] DJEIZERN L £7,
[All Devices] 7 V v 7 LET,

TV = alBERARNTEDLTNAADY A MNRFRINET,

[APplogs] %7 U v 2 LT, CiscoDNA Center 67 7'V r—vavm /&y ru—RLET,

[AppLogs] Ry 77 v 7 4 RUT, FUru—RIL57 70 r—varny 77 AV L,
[Download] #7 U » 7 LE7,
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TINARTIZAILYR—bDOTDFI 00—k

N TNY 2—T 4 T H4TH7=HIZ, Cisco DNA Center 2> T /35 ZADT 7 =P R— |k
ougEA Y a— R TXxFET,

RTFYFT1 A=a—T A2 (=) #7U v 2 LT, [Provision] >[Services] > [IoT Services] DIEIZEIR L 9,
AT 72 [AllDevices| 7 U v 7 LET,

TIVr—aBRARNTEDLT AL ADY A MBREREINET,

AT F3 [TechSupportlogs] #7 V> 27 LT, TAADT 7 =AY R— sz ra—RKLET,

CiscoCatalyst9100 ') — X 79 A KAV FTDOT T)
F—2a RAT42T

Z ZTlX. CiscoCatalyst9100 >V —RX T 7B ARA L N COT TV r—a RAT 47
(COWTHHALET,

CiscoCatalyst 7 7 L ARA >V b TOT7 T ) 5r— a3V iRkRT4 2712
2T

RABBREE~OBATICE Y . BRI R—Z TANDSRr—F3 T NRT ) r—3 g ik
B AMBEEREEVE LT, 77U r—32a b DORAT 4 o7k T, HFHEIC3ME
VR a—T 4 VT 4 EFAT 00T Ty T — 2B ELbNET, Xy NT—T T
WNAATIHRAT 4 T ENTWELT F U r—ra it SEIERARICHATEET, Zh
i3, BEFEOY —LOF = — X5 HEEN S, REEFHOET=X I 7 HHRICKVET,

TV —vay RAT 4 7 EHEHT S L CiscoDNA Center (2 LK > THEHINLTNHT A
AR LDV —=RR=F 4T TV =2 a b DITATIA I NVEERTEET, ZOY J—2A
TlE, CiscolOS-XE V7 h Uy =T /83— 3 2 17.3 LA % #53#, L 7= Cisco Catalyst 9100 3 U — X
7 v ARA N THY— KN—F ¢ 8 SES-imagotag [oT Connector 7 7'V 7r—3 3 » ZF|H T
TET,

Cisco Catalyst 9100 > U — X 7 7 &£ AR A > k@ SES-imagotag loT Connector I%, & H W5
Electronic Shelf Label (ESL) {5 (2% L TV ET,

y—EzxnFoeEraz=>vy |



H—ERDTOEC 3=y |

. Cisco Catalyst9100 ') —X 79t A RA U FTOUSBDA VA F—LEBEBOT7 T r—S 3y RRATF4 09 D—49 70—

Cisco Catalyst9100 >!) — X 7O X R4 >V FTHOUSBDA > R b—
IWEEBDT7 TV r—2 3V RR T4 D—9 78—

ATy I

ATvT2

ATvT3

ATy T4

ATy TH

1R BHHIIZ

THRAATT IV r—a U RAT 4 7 2402 T HI12iE, ROFHRSEM 2w 72 L TV 24
EHRbHD £,

» Cisco Catalyst 9100 ' U — X 77 & A RA > ~ZH T 5121Z, NETCONF %A %hiZ L,
W= h%& 830 ICRET HMLERH Y £,

« Cisco Catalyst 9100 > U — R 7 7 & X 784 > h TIL, IP 2’ Cisco DNA Center |Z [ELHEE]ZE T
DT EDBRETT,

» Cisco Catalyst 9800 >V —X U AP L X 22> b B —F T Cisco IOS XE 17.3.x LIfED Y 7 b
T T NETINTWDLZ 2R LET,
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F2iE. ROFIEEZFATLET,
cA=ma—TA4ar (=) #27 YV v 27 LT, [Provison] > [Umbrela] ®IEIZER L F 7,
* Cisco Umbrella Z B4 2%+ &Ry U —27BEN OB L £,
* [Select Devices] ¥V 4 &~ RUBNRRINET, FIH4IZEATRERRAY —27 70 —%fT£7,

. HS—EAQTOE 3=y


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

| 4—Ex0FnECa=vy
v kT—5F /34 2TO CiscoUmbrella p 70 ECa=> 5 [

ATFY T2 ZARITOWEY 4 FUNREREINTES, [LetsStart] 27 Vv 7 LT, V—7 70— |JEEBEH L £,
AT w73  [ChooseSite] 7 1> RUMNFRINET,
a) FVA bOT AL ZADHERIRILBIRD AT —H A TRENET,
« [Eligible Devices] : Cisco Umbrella DRERZIZ 72T /XA A, F v hU—27 F /34 ZATD Cisco
Umbrella D70 B2 g = V7 ORFHESRME (42 X—) Z2ZRLTIEEN,

* [Enabled Devices] : Cisco DNA Center 7> 5§ CTIZERE SV TV DT /31 A,

b) BT DV A FEBEINL, [Next] 27 VU v LET,

GE) —EIZRINTZ 50 A NI 1270 TT, BV A FERIRTHE, TXTOFHA RZ
[FIF1Z Cisco Umbrella % BB CT& £,

ATv 74 [Select Device Type] 7 « > K7 T, [Switches] & 7=1% [Wireless Controllers] Z 4R L ¥ 9,
AT w9 F5  [Select Device Type] 7 « > K C [Switches] Z 3R L 7=5A0%, O FNEZFATL £9°,
a) [Select Devices] 7 1 > KU T, AT A AR LET,
b) [Configure Interface] 7« > R C, IO FIAZEFEITLET,
1. RETHAR—FEEIR L., [Define Umbrella Interfaces] #2 U v 7 L7,

2. [Select Configuration] # 4 7 & 7' 78 »» 7 AT, [Define UmbrellaInterfaces] K72 v 7% 7 U A h %
7 U w27 L, [IN(LAN)], [OUT(WAN)], 7% [Disable Umbrella] Z#IR L, [Save] 7 U v 7
LET,

GE) ROFNEIZHETITIE, D7 EB T DD[IN] A X —T A AL 1250 [OUT] A ¥ —
T A AZFERTDMERDH D £7,

¢) [Define Umbrella Policy Mapping (Wired)] 7 4 > R C, /7 — L L)L ERFA U F—T o AL
LD Umbrella 78 U & — &R L E7,

d) [Configure Policies for Your Devices] 7 « & K7 C, [IN(LAN)] A > % —7 = A A%&&R L, [Define
Umbrella Policies] #27 V v 7 L £,

e) [SelectPolicy] ¥ A 7R 7Ry 7 AT, BRLIA L HX—T oA ADKRY > —%BIN L., [Save] &7
Vw27 LET,

AT w76  [Select Device Type] 7 « > K C [Wireless Controllers] Z B4R L 725551k, WO FINEEZFEITLET,
a) [Select Devices] 7 1 > N '7 T, VATXLAT AL RERINLET,
b) SSID Z 38R L, 4 SSID (244272 Cisco Umbrella 7N U S — AR L £7,

GE) « ZDOR—UNE, FETZ 7TV v SSID ODIANERINET,

o SSID IZJ®HR L, CiscoUmbrella R U > — TR L2 WIEAITIZ. T 74 R 3—
NSSIDIC~w vy B 7 EnET,

DR —BIR LG AIC, RN =2 S ANEFIE. Cisco Umbrella 7
F 0 RiR—H | "”@Eéhfb\i?“
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¢) [Umbrella Policy Association (Wireless)] ™7 « > K7 G, SSID ([ZJ#EfH SN5T 7 4/ hDR Y v —%& i
RBLET,

SSID ([ZRHEAfH T 5N TWDHRY o —Z2EET 5354 1%, [CiscoUmbrella] V> 7 %227V v 7 LET,

Cisco DNA Center 7> 5 @ Cisco Umbrella D BB 52 T3 % &, CiscoUmbrella = Y —/LIZ Ry h U —
O TAT T AT ANERRINET, CiscolOS-XE V7 hy =T /83— 3 > 16xx H# L7
AADEE, Xy NIT—=I TATT 4T 4137 a— L EFRRENET, CiscolOS-XEY 7 b U =
TNR=T 2 YN N6xx BIEDT A ZADGE, Ky NU—=0 TAT T 47 41%, ¥4 ~&SSIDA
WCHSWTHER SN A Z 24 8 LTERRENET,

ATw7F1 [ReviewInternal Domains] 77 « > KT, WES KA A DU A M ZBINE 72 1XHIBR L £7°, [Internal Domain]
YA D RAANZ—ET % DNS 7 = V&, CiscoUmbrella Tlid72 < = —7/L DNS % —/ S —|ZHi%k S
7,

ATw 78 [DNSCrypt] V4> RUNE/RENE T, [Enable DNS Packet Encryption] 47> 3 V235 7 4 /L k TR
SNTVET,
a) [DNSCrypt] 7 4> R T, [Next] 227 Vv 27 LET,
b) DNS 37 v MEFESALZEH L7 45451%. [Enable DNS Packet Encryption] = v 7 7R v 7 A% 4 7|2

LET,
AT9 79 [Summary] 7 1 > R Citil 2R L, EENLERGAIX[Edit) 227 U >~ 2 L, [Deployl] 227 U7 L
7,

AT w710 [Schedule] 7 1 > RUNFRENZE, [Now] £721% [Later] 27 V v 7 L CHER & BB+ 2 2 5@
L. [Applyl 27 Vv 7 LET,

AT 971 [Deployment] 7 ¢ > K7 C, [View Status] %7 U > 7 L. [Scheduled Tasks] 7 1 > K7 TR AT —X %
iR LET,

T34 A D Cisco Umbrella BRI A 7 —# & & Cisco Umbrella THOT /N A AFER AT —Z A 2R TE £
9, Cisco Umbrella D EB 1 71X [Audit Logs] 7 « > RV ChEETE £,

\}

GE)  ffkoO R > hU—2 T Cisco Umbrella DJEFIZ, login.umbrella.com 225 DAE =4 TX &
j—O

v kJ—%5F\4 AT Cisco Umbrella D E3H1E

ATY TN A=a—TA4ar (=) 27V v27 LT, [Workflows] > [Umbrella Deployment] OJIEIZEIN L E 7,
F2lI, ROFNEEZFEITLET,

e A=a—T A2y (=) #71Y v 27 LT, [Provison] > [Services] > [Umbrella] DNEIZEIR L F9,
» Cisco Umbrella Z N 50 A Nary MU — 7B HEIRLET,
* [Select Devices] ¥ 4 & RUMERINET, FIH4ITEEA TENMLY —7 70 —Z T £7,
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ATV T2 ZATOMEY 4> RUNRFREINTD, [LetsStart] #27 Vw7 LT, V—7 7a—|lHEBELET,
AT w73 [Choose Site] 7 1 > RUNRFE/RINET,
a) BV A DOF AL ZDOHEIRIBIRD AT — X A TRENET,

* [Ready Devices] : Cisco Umbrella # DRTHREGRAFZ T2 L TWDT /AL A, Ry NU—T7 T3 A
T Cisco Umbrella D71 BV a3 = Z OFHERM (42 <—=) 2ZRL TS,

« [Not Ready Devices] : RIfSAF A7 L TWVRWT /31 A,

» [Enabled Devices] : Cisco DNA Center 7* 53 CIZEREINTWND T /31 A,

b) MEHCT LY A FEEIRL, [Next] 227 U v 7 LET,

(GE) —EIGRINTEX 5V A MI 12T, BV A FEBRT D E, 7 X3TOFYA FTH
512 Cisco Umbrella 23 EZNIZ 72 V) F 9,

AT v 74 [Select Device Type] 7 1 > K ¢, [Switches] & 721 [Wireless Controllers] Z ER L £,

AT 75 [Select Devices] 7 4 > K7 C, [Enabled] ¥ 7% 27V w7 L, T3 AZERL £,

ATw 76 [Disable] 7> a v RA %I Vw7 L, T8 AZ@RLF7,

AT w771 [Summary] 7 4 > R C, [Deploy] %7 VU v 7 L%,

AT 78 [Schedule] 7 1 > RUMNRERINZD, [Now] 721 [Later] 27 V v 7 L CHERK & 5029 2 FE 2 F5 7
L. [Applyl 227V v 27 LET,

AT 79 [Deployment] 7 1> K C, [View Status] &2 U 27 L. [Scheduled Tasks] 7 4 > R CREAAT —X 2%
iR LET,

Cisco Umbrella ®J&BA v 71X [Audit Logs] 7 « > RV TR T £ 77,

v kJ—%9 T84 A TO Cisco Umbrella 3% D FE &

ATY TN A=a—TAa2r (=) #7 U »Z7 LT, [Workflows] > [Umbrella Deployment] OJIEIZER L F 9,
FX, ROFIRZFEITLET,

s A=ma—TAar (=) #7 Y v 7 LT, [Provison] > [Services| > [Umbrella] DJIEIZE R L F 7,
s Cisco Umbrella # % 9 2% 4 e xy N —ZBEENOEIRL £,
* [Select Devices] 7 4 » RUNRRINET, FIH4IZHEATEHRY —27 70 —4%flT £7,

AT9 T2 HZRAITOBMEY 4 RUBRERSINTES, [LetsStart] 227 Y v 7 LT, V—7 7u—|lHEEBIHL T,
RATwF3  [ChooseSite] 7 1> RUNERINET,
a) YA FOT AL ZDWERWPAIRD AT —Z A TRINET,

* [Ready Devices] : Cisco Umbrella # D RIHESAF 2172 L TWD TN, A, Ry NT—7 T34
ATO Cisco Umbrella 7 1 B a = 7V ORI#RSEM (42 5—2) 2R L TSN,
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ATy TH
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ATy T17
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ATy

* [Not Ready Devices] : Aif&GlE A7 L TWVRWNT /A A,

» [Enabled Devices] : Cisco DNA Center 753 TIZEE SN TWND T /31 A,

b) HHTLHA FEERL, Next] 27 U v 27 LET,

G¥) —EIGRINTE D9 A NI 1 ST T, BlYA FNE@BIRTHE, XTOFHA T
[FI#1Z Cisco Umbrella 28T &k 4,

[Select Device Type] 7 f > K7 C, [Switches] ¥ 7213 [Wireless Controllers] %8R L ¥ 7,

[Select Device Type] 7 # > K7 T [Switches] %R L7255 1%, RO PIEEFEITLET,

a) [Select Devices] 7 1 > KU T, AT NA AZEIR L, [Update] 7> arhZ %270 v 7 LE
R

b) [Configure Interface] 7 4 > KU T, RO FEEZFEITLET,

1. A— F%&ER L, [Define Umbrella Interfaces]| %7 YV v 7 LET,

2. [Select Configuration] # A 7 & 7K »» 7 AT, [Define Umbrella Interfaces] K= > 74 72U A k%
27 U w7 L, [IN(LAN)]. [OUT(WAN)]. & 7-i% [Disable Umbrella] Z %R L, [Save] #7 U v 7
L%,

GE) WO FNEIZHETIZIE, DR EBTDDO[IN] A X —T A AL 1 D0 [OUT] A > ¥ —
T A AZFRTHMERDH D ET,

¢) [Define Umbrella Policy Mapping (Wired)] 7 4 > R C, /7 — )LL)V ERFA o F—T = AL
LD Umbrella A8 U & —% 3R L, [Next] 227 U v 7 LET,

d) [Configure Policies for Your Devices] 7 « > K7 T, [IN(LAN)] f > & —7 = A ZA%&&ER L, [Define
Umbrella Policies] #27 Y » 7 L£7,

e) [SelectPolicy] ¥ A 7 /ARy 7 AT, BRLIzA X —T = ADKRY —%RIR L, [Save] &7
Vw7 LET,

[Select Device Type] 7 f & K 7 C [Wireless Controllers] z i8R L 7245513, RO FIEZFITLET,

a) [SelectDevices] 7 4 > KU T, VATV L AT NA A%, [Update] 7> a vRF w27 v
LET,

b) [Define Umbrella Policy Map (Wireless)] 7 ¢ > K7 C SSID &R L, ~ v &2 79 % Cisco Umbrella
R =% IRT 5 H, SSID OBEIR A f#ER L C Cisco Umbrella #2012 L £ 7,

[Review Internal Domains] 7 4 & K7 C, W KA A > DY X M & BIIE 72 I3HIFR L £ 7, [Internal Domain]
UARDKRAA N5 DNS 7 VL, CiscoUmbrella TiE72 < @ —H /L DNS H— 3—|ZH5E I
7

[DNS Crypt] ¥ « > R RF R &I E 7, [Enable DNS Packet Encryption] 4" 7' 2 > 237 7 4 /b b TRl
SNTVET,

DNS /347 v NS b 2 L7220 35A 1%, [Enable DNS Packet Encryption] F = v 7 R v 7 A%+ 712 L
£7,

[Summary] 7 «t > K T, [Deployl %7 Vv 27 LET,
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ATw 710 [Schedule] 7 1> RUBFRINIZSH, [Now] £721% [Later] 27 U v 7 L THRRE BHT 2R A5 E
L. [Applyl 7 VU v 7 LET,

AT v 1 [Deployment] 7 > K7 C, [View Status] %7 Y 7 L. [Scheduled Tasks] 7 -t > R CRHAT—# X
THERLET,
Cisco Umbrella ®J&£BA = 71X [Audit Logs] 7 « > KU TR TE £ 77,
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