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Ry I A%A LT, [Edit] #7 Y v 27 LET, [EditSecurity Group] A 7 A KA A T,
MBI WA M Z 2%, WOBEEZFEITLET,

« BHE AT ITRAFT DITIL, [SaveNow] #7 U w7 LET,

« BFE ORI EHT 2 A r ¥ 2 — 3 5121, [ScheduleLater] 227 Y v 7 L'£9, [Scheduler]
ATGA RA A T, BIEREZ, B, BROF A LY —U%FRE L, [Applyl 27 U v
7 LET,

X2 VT 4 7= ZHERT DI, G T X2 VT 4 I —T DRI H DT v
Ry 7 A% F N LT, MOWTNDOF T > a VEBIRUET,

kX2 VT 4 I N—T%F ITHIBRT 121X, [Delete Now] 27 U v o7 LET,

B TEX2 VT 4 I N—TEHIBRT ST, [Delete Later] #27 U v 7 L'£9, [Schedule
Delete] 27 A A A T, BBAREZ, B, BRXOZ A LY —ZFfRE L. [Apply]
w7 Vw7 LET,

X2 VT4 IN—TEHEHTHGEE. Ry NI —I TR, RAIEELEREATHIVLENH Y
%7, [DeployNow] #7 U » 7 L TEHLAET IZHERT 52>, [Deploy Later] %7 U » 27 LT
EHZHCTEHLET,

X2 VT 4 I N—TD [Policies| DV 7%V rdHE TOEX2 T 4 70—
LEDIN—TNETERY) —FFHTAET 7Ry hu— L L— Rl FRENET, &
X2 T4 T N—=TDNTNNDOT 7B AR —THHASHTWAEE, T0®xF2Y T4
TN—TIIHIBRCE £/ A,

CiscoISE L DFIINZ T LT RWERIZ, X2 U T 4 VNV —TORICA L PR =1
BOT A arnERrENET,

TL—TR=2Z207 7+t av ra— LK) o—LUsHDHEE [
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Cisco ISE I, W#EB=> RARA > 7 /v—7 (IEPG) %R L. Cisco ISE [ZBIHEAHT HA TV
DR EHE X2 U T 4 Z =T HAERT D 2 & T, ACL D TrustSec KA A & ~D/X
Ty NetR—RFLET, INHDOEX= U T ¢ 70— 1%, [CreatedIn] FIDfEN ACI & 72>
T [Security Groups] 7 o & RUIZERRENE T, ACIOFE LIcEX=2U T 0 70 —7 136k
HELHIBRL TEEEAN, RY —THEHATIZ LT TEET,

[Associated Contracts] #12i%, ACI B8 Licex =2 VT 0 ZJA—7IZEEM TN TS
BRIV FREINE T, [Associated Contracts] FIZFKRSIND Y 7527 Vv 75 &, BHEfT
JONTEENCET AR E RS NET,

IEPG 78 ACI THEHT S NLD &, M T 2% =2 VT 4 Z/—7RED Cisco ISE THEH S 41 E
3, CiscoISETEx =2 U7 4 ZNA—TDMERR S D & BT LVWEEPG 28 ACHICERL S 1L E T,

)

GE) 402 TANY) F7-13% VBN 0xFEFE/65535 Dt X2 U T 4 A —FI3E CTE FH A, &
X2 U 4 7 /L—7 ANY/65535 %, Cisco DNA Center 7 7 /L bR U o — |2 &5 5
BRONEHEIX2 )T 4 T N—TTT,

Cisco DNA Center NOE X2 U T 4 7 /—7% CiscoISE C[RIEAL TV A & &iX, kDL IHIZ
FEL £,

e X% =T ¢ Z)L—7 CiscoDNA Center (ZTF1E L. CiscoISE IZTEE L 72V 5A 1%, Cisco
ISE IZ/ER SV E T,

e X =T ¢ Z)L—77 CiscoISE \ZTEAE L. Cisco DNA Center (Z17(E L 72 WA 1%, Cisco
DNA Center [Z1ERK S U E T,

e X2 VT 4 VL —T4 7 Cisco DNA Center & Cisco ISE Ol 5 ClR U T, #i & ACI
T = NEI 5T BH A, Cisco DNA Center I Cisco ISE THEIN-T —X 2L
TEHEINET,

« Cisco DNA Center & Cisco ISE TEF =2 U7 4 Z/L—THNFE LT, ¥ 7EIPERSTH
Y56, Cisco ISE THRE SN JMEEFOH LvEx = U 7 ¢ 7 /L—773 Cisco DNA
Center ([Z/ERL &V EJ, Cisco DNA Center (2T TlZH D EF 2 U T 4 N —TDLHNIL,
P74 v 27 A DNAC THHENET,

e X TDOEMNFEILTEXa VT 4 FN—TELNRI DA, Cisco DNA Center D& F = U
T 4 T N—T4 ) Cisco ISE THRE SINT-L4BICEIHINE T,

79 ARIDIER

77 AEKE, EEEmEDOEX 2T 4 SNA—THOERET R SNS XY NU—2 b
T4 I DEATERETH—HEONL—VTT, TI7ERAZKNI, VT 74T BFy b
U= 77V r—yay, Jabhat BLOER— MK LLEEICETINDGT 7 a
FFAlE/234ER) 28R LET,

B /—TFR—2075tZ arra—LKRY S—BLURHORE
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\)

GE) CiscolSEQOE®X2VF 4 I A—F T 7R arhae—/L JRAK (SGACL) . Cisco DNA
Center D79 R LM ENFE T,

186 HHIIZ
RDBE AT BT DI, A—"—FHEETIRy NIV =V EHRETHLILERDH Y F
RS

ATV Tl A=a—T A2y (=) 227V v 7 LT, [Policy] >[Group-Based Access Control] > [Access Contracts] ™
(1Rt 27N D=

AT 72 [Create Access Contract] &7 VU v 7 L£7,
AT w73 [Create Access Contract] A7 A KA A T, EIOLRTEFHHEAL LET,
RTFYT4 NTT 40T T AN N— IV EER L ET,

s [Action] Rm > &7 U &2 KT, [Deny] %7213 [Permit] R L E T,

» From the APplication drop-down list, choose the application for which you want to apply that action. 7" — k &
Ta banE, BRLET Y r—v g VIESWTHBIRISERSVET,

N7 U AR—=F T m han, #EuA— b, BLO%EER— MEHRET 5851, [Application] K >
FH YA ROE [Advanced] 47 Y a EBERIRL E7,

BEON—NVEAERTEE T, 1 DOZKNTHEEDON— IV ZAERT HITIE, [HFis%E 27 Y v 7 L, [Action]
51| & [Application] F|DFXEZ RN L £, A—Lid, BRI N TV ADIEFCTF =y 7 SET, L—
NDESZSH DN AT A a2 ZFEH L TR v 7 LT, V—ADIEFEER LET,

[Logging] N7 VAEMEH LT fEED NG T 4 v 7 T4 VB N—)b (TT7HNET Vv ariadie) Oux
VT EAEMEERESETEE T, e X SIET I AV P TRT AT MR TVET, uXr s
WEINZR>TWABRE, NT T4 97 T4 NEL—NIZy 5 &, Ry FU—2F 31 A3 syslog
Aot —UEEEFELET, 2, RV =D T TN a—TF 4 7 EPEULT A MRS OHER H
DET, ZEL, XY NT—ITNRAADY ) —RENRT —<v VR BE B X D RN D129,

ZOFTva AIEEICERT L EEHERLET,

AT w75 [Default Action] K2 > 7% 7 U A hC, [Deny] % 721% [Permit] Z3&R L £,
VEIZRU T, T4V KT 7 aroaXr S E/ccEEd,
ATV T6 RONTNLDOAFT T a @R LET,
« T 7B A AT ITERT BT, [SaveNow] 227 U v 7 LET,

« ZDHRY BREDREANC A7 Y 22—/ 5HIZ1X, [Schedule Later] %7 V v 27 LT, ROBAIEEITW
\‘jz‘é—o

1. [Scheduler] A7 A KA _Af T, ATV a—)VENTZZ AT DLHIEANTLET,
2. ZOXRAZORMAREEZFRELET,

TL—TR=2Z207 7+t av ra— LK) o—LUsHDHEE [
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3. [TimeZone] KRy 77X U ARG, BBERAZA LY — U EBIRLET,
4. [Applyl %7 Vv 27 LET,

[Cisco DNA Center Automation Events for ITSM (ServiceNow)] /3> KL E N7 > TV B E . [Save Now]
AT a AT TI—T R—=2D KR Y —EEIx D [Schedule Later] 47 3 3 v DARINHL)
RV ET, ATV a—VINEX AL, ATV a— /L ENRZOFNZIT — e A& (ITSM) T
EKBINDMERDY £, A7V a— L SNTRAETIZH AT BERBINBRWIGE, Z A7 ITRBL
F 9, ITSM & Cisco DNA Center OFEE HIEDFEMIZ OV TIL,  [Cisco DNA Center ITSM Integration Guide,]

BT EEN,

[Access Contract] 7 & R D45 BT, 5% DZ A7 HEATHDOLZ X7 | BRIOKM L& X7 DEFHK
HFRRTEET, [Activities] > [Tasks] TH AT DAT—H AV I %7 Vw7 3BHE, XA OFEMBE
RINET, ZAZIE, ETNCREEZITF v oL TEET,

[Access Contracts] 7 4 > R T, ZEIORR, 1Ea, #ER, B, BIOHIRNTEET,

F 72, [Access Contracts] 7 4 > KU CTH U TN ERRTIHZEHLTEET, ThboPr
TN IM A EITHIBRCTE £4, 220, T 740 FOEEK (Permit IP, Deny IP,
Permit IP_Log. Deny IP Log) (FHIFRTE EH A,

[Contract Name] DV > 7 %2 U w7 LT, BROFEMERRLET,

T I AR ERET BITIE, METET 7 EARKORICH HF 2 v IRy 7 kI L
C. [Actions] > [Edit] Z&&4R L £9, [Edit Access Contract] 7 4 > R T, SERBHENZ T
BIZROBEZ FAT L E T,

« BHRZT ITRAFT HIZIX, [Save Now] #7 U v 7 LET,

s BEEDIRFICEH &2 A ¥ 2 — /v 5121%, [ScheduleLater] 7 U v 7 LE 9, [Scheduler]
ATA FA AT, BtERZ, B, BEXOFA LY —%fREL, [Apply]l &2V v
7 LET,

Cisco ISE & DFEIBINZET LTWRWERE, 77 B 2AZKORIC A L o oD =AFEDT A 2
UMFBEREINFET,

ACI 7> 558 U772 355913 [Access Contracts] 7 ¢ > R 7 |ZF/R &4L, [Created In] 5| DfE A [ACI]
WD FET, ACIDLFE LT 7 AR ERELTZVHIRLIED T2 LIXTEERA
W ACILFE LIctx 2 VT4 7 —7O/FAPICRY o—THEHTL 2 &ITTEET,
< )7 A 2—NERY U—EEREZITEH T HHAI1C, ACI DR Lizkxal
T TN—T R e s — T 8 UCERINT S & BT 5 7 7 2 A3 [Preferred Contracts)
A2 ANZFRENE T, [All Contracts] # 7 TR TCHOT 7 ¥ A AR TE£T,

[Rules Count] 5| C, &7 7 B ALK THHAIN TWVDHIL— VOB EHERTEET,

TR ABKIEGRHT LR =R FRT DI, TDOT 7 B AFHID [Policies] FD VY >
Vv LET,

RY—THEHSNTWDEE, BRZHIRT 52 L3 TE A, BHEHIBRT SRS, £
DRY =B ZHIRT 2 BERH D £3,

B /—TFR—2075tZ arra—LKRY S—BLURHORE
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TV AR ERET DL, ST ATV ERABKYORICH DT =y IRy 7 Ak AT L
T, ROWTNDDOA T g U E2ERLET,

T U B ARK T ICHIBR T 511X, [Delete Now] #27 U v 7 LET,

«BBTT 7B A EHIBRT 521X, [Delete Later] 27 U ~ 2~ L%, [Schedule Delete] A
TA KA AT, BBEREZ, Bff, BEXOX ALY — U %FEEL, [Applyl 27 U v
7 Lij‘o

X2 VT4 N —T B, FRER—FEEHTLIEAIE. *ry NU—T TN R IE
E%@Fﬁﬁ"é%%ﬁ‘%@i‘@“o R —%EH L, BH LR —2RELR2VES, R
—OEFICEATHEAIIR Y N7 T AL RZERFEEINT, Ry NT—V THIET 7T+«

TN/ > TUWAHRY 2—iF, Cisco DNA Center IZF /RSB R Y —1FR & —E L2V ATHEME
N FET, ZORRERRT DT, *y NT—T T AL A2, BH LAY — % REHT
HHBENRH Y 9, [Deploy Now] #7 U w7 LTERZ T IZEBAT 57>, [Deploy Later] &
7V LTERE LB TRALET,

BEFEOT 72 AR ZER L, NERFEMEREZRE L TH LW 7 8 A EERTE £
T, T/ BABNEEIT DL BEOT 7 v ARKICEENDITRTOHFERNPa E— S,
o B — SN, BETEOEKA O KRBT Copy BAHINE =4 milc 72 0 £97, [Save
Now] #7 VU v 7 U CTHEREK %23 IT/ERT % D>, [Schedule Later] 27 U » 7 L CHEREK
TR L £7,

[Filter] 7> a v &2HEHA LT, L TWEIENEZMBETEET,

Cisco DNA Center P77 7 & A% Cisco ISE & [F#I L TV AR :

« K373 Cisco DNA Center |Zf77E L. Cisco ISE (Zf#7E L 72 W4 1%, Cisco ISE IZ/ERL &1
i‘é—c

e 2 N T U RANTIEECisco ISEL . 1ZCisco DNA CenterfE{E L 72 WE 11X, 1ZCisco DNA
CenterfER SN E T,

o K4 ) Cisco DNA Center & Cisco ISE TRIL TH DM, iHE v T 7 4 v 7 L—LDOHN
BRI > T DA, Cisco DNA Center I3 Cisco ISE THEINZT—X ZfEH L CHE
FInET,

o FRIA L L— L3E U, BB R 72 > TV B3EA . Cisco DNA Center 13 Cisco ISE TFg
EINT-AEZEHL CESFSINET,

* Cisco ISE @ Text SGACL =~ K7 A V&, il CEx a7 e LTBITESNE
T, 2O OEKITRETX £975, Cisco DNA Center ClIHE SCHATCHESCTF = v 7 134T
HOIFEH A, Cisco DNA Center TIZ 7228 X, Cisco ISE [T M ELE T,

* Cisco ISE TR U > —|{Z#$ D SGACL 3% 5 HE . Z 15 DKL Cisco DNA Center DT
TNV IR =L LTRBITENET,
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. FIW—TR—=ZROT7 YR av A= RY >—D%ER

GIN—TR—=Z2QOF7Ho R arrA— LR —DERK

X2 VT4 IN—TBIOT 7 AL, 778 A ar ba—L R —DO AR
REHRTT, 778A arba—n KU o—2ERTH8ICE, BNc/ER L=V T«
TN—T R LT R —DERRECET LW X 2V 7 ¢ 70— L R % VERL
L7z C&EFET,

RMEDKEILIN—TNOT 7 8ATELRy NI—2 U Y =A% ET HH5G1E. 1 DOk
BRI N—T L EHOEE I N—T 2G0T 78R ar ra—L R —E2ERTE 7,
— . BEDOR Y NI =27 UV —ZA~DT IV ANRTFRENTWALEE LS N— T i5ET 5
LA, 1005/ NN—T L BERORE LNV T G T /A ary br— LR —%
ERRCE £,

-l z2IE. TEA¥E) HETEX 2V T4 VA —TICEEMT b —F—RT 7 AT
X513y N2 VY —RERETLIHEE. 1 DOEGBILIN—T L EHDOBE I NV—T%
G778 A arsbar— L RY U—EERTEET, [MBEV——) 5iktxa VT 17
N—=T DT 7B ANRHFAINTWDLEETL I N—TERETHHEE. 1 2057 Vv—7F
CEHOEETIN—T 2G0T /XA ary hr— L R —EERTEE T,

ITN—=TFR=2DT7 7R aryra—)L R —if, EETRIN—T 5k N—TDREE
RTD T T 47 70— lESWTEREIIESH T2 b TEET,

TN—=TX=ADT 78R ar bu—LRY =2 ElRT 5121E, ROFIEZHEMN L £,

AT 71 [Policy List] & 72 1% [Matrix] £ = —"C, [Create Policies] #7 U v 7 L7,
ATY T2 1 DORGEIRIN—T ORI N—T &G0 T 78 A ary ba—L R —%1E8T 5 I21E, [Source
To Destination(s)] #7 U v 7 L, IROFEEZFITLET,

a)

b)

d)

BINTAREGETEX 2V T 4 IN—T ORI DA T arvRE 7)) w7 LET,

VBt X2 VT 4 V)V —T P FEE L7 WGA T, [Create Security Group] % 27 U v 7 L TH LWVEF o
V74 JN—T%2ERLET, ZDOA 7T a1, [Cisco DNA Center Automation Events for ITSM
(ServiceNow)] 73> RABEHE NI/ > TV DL EIIEHATE EHA,

Next] #7 U > 27 LET,

BIRLEEETEXR 2V T 4 =TI~ o B 7T 250kt x2 VT 4 VL —7 28R LU ET,

VNS C T, X2 VT 4 I N—T0MEFR R LY, X2 VT 4 I N—T%mELILD T

F7,

GE) BETLTEEORNIARY =BT TIZHFET DHE. BX=2 VT 0 7 A—7 0l i2ii4
Lo PBDZMIEOT A AV NERENET,

[R~ (Next)] 27 U v 27 LET,
BIRT 2R OBICH DA T v arvRhyrar ) vy 7 LET, REISUT, BROFEMAZ R R X
O TE£7,

B /—TFR—2075tZ arra—LKRY S—BLURHORE
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Ir—FR—20752Z v ra—L Ky o—nks ||

WL IR T BFAE L7251, [Create Contract] 7 U v 27 LTH LW ZER LET, ZOA47
v =3 I, [Cisco DNA Center Automation Events for ITSM (ServiceNow)] /3> R/LINE N 72> T 5 85
HAIIEHTEEEA,

GE) 1 2ORY =2k LT1 2O OHERIRTE £,
[R~ (Next)] 27 U v 7 LET,

[Summary] 7 ¢ > R7IZIE, IR L7ctEx =2V 7 4 70— LIS THERR S NIZ AR Y o —h3—
BRRINET,

WONTNINDOA T g L BRIR L £,
ARV v —%5FT RIFT HITIL, [SaveNow] 27 U v 7 LET,

s DX AT BERFEDIFLNI A ¥ 2— /3 B IZ1E, [Schedule Later] #7 V » 7 LT, RO#EIEL
1TWET,

1. [Schedule Create Policy] A 7 A KA XA T, ATV a—)VENTZZ AT DLA4FIZ AT LE
R

2. ZOXA7ORRMAREZIRELET,
3. [TimeZone] K v X U A NG, MEpH A L) — U ERIRLET,
4. [Applyl =27V > LET,

ATYTI 1 OO T N—T L EBOEE LI N—T 2G0T 78 A ar ba—L R —%ERT 5I121E,
[Destination to Source(s)] 2 V v 7 L, WO FINAZFATL ET,

a)

b)
<)

d)

BT 255X 2 VT 4 VN —T ORI H DA T arvRE 270 v 7 LET,
W e X 2 VT 4 TN —T PR L7 WIGA L, [Create Security Group) 27 U » 7 L TH LWvEF =
VFr 4 ZNV—7%ERLET, ZOA 7T a1, [Cisco DNA Center Automation Events for ITSM
(ServiceNow)] 73 RARH NI /2> TWHLHIIEHTE EHA,
[Next] #27 U » 27 LE7d,
BIR LIS X a2 VT 4 TN —T 1~y B T 5K E X2V T 4 VN —T 2RI £7,
DEIELT, ¥FX2 VT4 7N —TOFMEFRR LY, ¥F2 VT4 70— 2Ly TZ
£

GE) BEIL LSEDRICR Y =R TIHFETLIHE, X2V T4 7 =70l i34

Lo URDZAOT A 2 inFREINET,

[RA~(Next)] 227V w7 LET,
BT 2B ICH LA T a v RE w27 )y LET,

B IRTHGINIFAE L 72V 5A X, [Create Contract] 27 U v 7 L TH LW EER LT, 2047
v 3 %, [Cisco DNA Center Automation Events for ITSM (ServiceNow)] /3> RKAABNEH NI 72> TV B
BlIIEHTEEHA,

G¥) 1 OORY —IZH LT 1 OORMOLERINTXET,
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f)

2)

[RA~ (Next)] 227V v 7 LET,

[Summary] 7 « > ROIZiE, BIRL7IcEX 2 VT 4 70— LSO THER S L2 AR Y o —3—
MR RINET,

WONTNINDOF T a @R £,
c RY v —%45FT RIFT HITIL, [SaveNow] 27 U v 7 LET,

« ZDHXAY BRFEDORZNC A ¥ 20—V 9 5|21, [Schedule Later] 227 U v 7 LT, WRO#IELE
ITWET,
1. [Schedule Create Policy] A7 A KA XA T, ATV a—)VENTZ AT DLA4FIZ AT LE
—g—o

2. ZOXA7ORRMAREZIRELET,
3. [TimeZone] K v XU A Rhh, MERIA L — U ZRIRLET,
4. [ApplylZ 2V v 27 LET,

[Cisco DNA Center Automation Events for ITSM (ServiceNow)] 73> RV E NI 72> TV D546, [Save

Now] A7 a NIz, I N—T_X—=ADKR ) > —EEIZxT % [Schedule Later] 47> = > D

BN T, ATV a— VSN F AR, AT Y a—/V SHIZRZOFNTIT b — v A
(ITSM) THERENDIMLENHY £, AF P2 — L ESNTERLE T 27 NGRS WIEE

H AT XKL £F, ITSM & Cisco DNA Center DFEH HEDFEMIZ DUV TIEL,  [Cisco DNA Center

ITSM Integration Guide] #ZH L T 72X\,

[Policies] 7 « ~ KU DA LT, 5% DX A7 HITHOX R | BIOKKLIZZ AT DEFH %
FRTE £9, [Activities]>[Tasks] CTHX AT DAT—H AV 7 %7 ) v 7 35E, XATDFFEMNRE
RENFET, ¥AZIL, ETRNCREET LITFy B TEET,

NS4 7a— 2SN TIN—TR—=2DT VR a2 ha—L K o—aEkE -
WIEET LI, ROFIEZEITLET,

1. RV —<h) VI AE2—T, FIN—TR—2Z2OT7 A ar a—L R ) —%E
REFIZEETAHIEALEZZ Y v 7 LET,

2. [Policy Details] A7 A KA XA T, [View Traffic Flows] #27 U v 7 L¥ 7,

[View Traffic Flows] 2 7 A KA XA U OEMDNA Tk, TR LD —LE T
X7 74V hORY —FfERTEET, HMMOSA Tk, BIR LIV — 8T 5
N7 74yl 7 a—%ERTEET,

3. [Default Action] /L —/L® [View Traffic] 7 U v 27 LT, ZONL—/WI—ETH57a—0DY
A NEFRRLET, BIMONL—ILVERST 78 28K EEH L CTHEORY —%28F 4
LR, AEE DN — D [View Traffic] 7> a VEFEH LT, £DONL—/WI—HTH 70—
DY ANERRLET,

. GIN—TR—ZD7H7 X ar bO—LRYI—ELUITDHRTE
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[Default Action] b—/ b (BIZREGIZRIRS V727 7 B AR 720N) AL TWAHRY —
DA, T 7 AR EZRIRT 50, TOR) —THHENDIH LT 7 & ALK 2 1E
KT BT ENTEET,

T 7 AZKIO PERMIT £ 721X DENY 2 H L7z R Y o —DIGE., 77 & ALK &2 BT
B, FORY S —THHEINAT LT 78 ALK EERTHZ N TEET,

HAZDLT 7 AEBREFER LR o —0E, BIRLET7T 7 28R RETEE
7,

B U< (B E RIS L RO RAET B IR, ROAT v 3 Vi ) £,
B AR ORI LET, BHE, ZORNEBETHTTOKY v —IcF
BLET,
CEHEEH LR L LTRAFLEY, EHFHRAEORY —icoL@EH S ET,
CEHEH LR L LTREFLES, ERZEORY P—icbEH SN EE A,

Cisco DNA Center TR Y 2»—% Cisco ISE & [RHIT 2354, RO L DI 4,

« ;N 2 —7° Cisco DNA Center |Z7FfE L. Cisco ISE IZTE1E L 22 WS 1%, Cisco ISE (ZERL
INFET,

o FHI7N Cisco ISE IZ1FAE L. Cisco DNA Center [Z1EE L 72 WA 1%, Cisco DNA Center (Z{E
RENFET,

* Cisco ISE TRV > —ZHIN R 5354 . Cisco DNA Center IE Cisco ISE THRT S 72249
TEHINET,

e R —F— NEW (B2, B4, T EF=4—) % CiscolSEnHA v F— I E
ﬁ‘o

CiscoISE (2%, H—D R Y > —{Zkt L THE D SGACL #FF [T 547 a v ndb v £ (2
DA a 1% CiscolSE TIET 7 # /L b THZ 72> TWEHA) . CiscoDNA Center Tl
H—DRY v—IZxt LTEEDO T 7 B A EZERT5 Z L3P AR— S CnEtA, R
> —D[REAFIZ, Cisco ISE DR U 2 —IZH D SGACL 73 % 554, Cisco DNA Center & FL#
Wi, ORIV —%2ER L TR EZERL2WE S 12T 47varn’boEd (T 740
FRY —EFHTAEE) . FEEIL. KU —0RBINET LIZ%IS, TORY —Tx
LCHRERIZBGFEDO T 7 v A8 2 BIRTx £,

~ N O R [e] ~
Z2ADTII—TR =R S —2H
DARADNTIN—TR—ZRY O—2HIZD0T

TN—T_R=ZKRY =S CIRESNDIFERE2FHEHT 52 LT, BEBOBEEZ L LT

TN—TR—=ZARY I —ZAER L2, LW T 7 ERay ba—/LoE AN L 58 %5
L7z0, RV —CHATHIXLERN DD T 0 b aLEEREICEELZY TXET,
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Explore Scalable Groups
Q Search Destination S/ Communicating With: Scalable Groups 24hrs v Jun 21, 2021 11:00 AM - Jun 22, 2021 11:00 AM
Employee Inbound
Unique Traffic Flows 20
Destination 24 Scalable Groups
Create Report Download Report
Destination Scalable Groups - Unique Traffic Flows
Contractor 17
Default 17
Employes 14
Engi ring 12
Fe 1| 16
24 Records Show Records: 10 ~ 1-10
[ ] - -
i L] -
N R - oo — = . — N
TAarwE7 VI T5Fryr— a2 —RNRRIN, IV THET—T
. .
N2 —BNERINET,

[Outbound]| %227V v 795 &, BRIzt X= U T 4 ZN—T LR IN-BEAERIN
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Uo7 h—YNVvegbidd iR, V=V F v FIC—BDNT 7 47 7r—0H
NWERRENES, Voo as v rd28, B—DTL—ThoB—QIL—TDY 1 Y
(ZE0 DY T,

[Create Report] Z#7 V v 7§ 5L, ZOE2—DFE@RINS CSVERDOH LWL AR— F B3R E
NWET, RSND [Reports] V4 RUT, ARESNIC VAR — MR TEET, 20U«
Y RUMMS, DEIERENZVR—MIT 78R L, LR—FEF U o —RT52 LT
£

[Download Report] #27 U v 7 LT, kIR — hEERRLET, £ARI45H [Reports]
742 RUT, [LastRun] FIDX 7o — K7 A avwzr )y 735 LR—baedyra—
RT&EET,

B—QIL—ThoBEDITN—T A NI K
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Q, Search Source 5/ Communicating With: Scalable Groups

24 hrs v Jun 21, 2021 11:00 AM - Jun 22, 2021 11:00 AM

DEsTINATION
Employee - Outbound
Unique Traffic Flows 20
Source 21 Scalable Groups

Create Report  Download Report

Destination Scalable Groups = Unique Traffic Flows

Contractor

Default ~
Employee Contractor 17
Engineering
Faculty
S Default 20
Guest
HR
Employee 14
107 ploy
"
Engineering 15
Faculty 15 v
21 Records Show Records: 10 ' 1-10

B—DIOIL—ThoBE—Do)IL—7F

DU 4 RUIZIE, 1 OORETLITN—TL 1 DO T N—TDOMOT 77 4 ©F 4 B
IRENFET, BEILITN—T LI N—T D7 tb—FintXa VT 4 I V—TThb
VNGBV F9, T 740 b TiIEE 24 B ORBEHO T — 2 NEREN, FoRrEnb Y
YU ERIIVa—ROT 7 40 MUE 10 TT,

Overview Policies Scalable Groups Access Contracts

Ove > Polic ytics for S ble Groups > Prof &~ Med_Records. E -
Explore Scalable Groups
24 hrs v Sep 22, 2021 12:00 PM - Sep 23, 2021 12:00 PM

SOURCE DESTINATION

Medical_Prof 5 ) Med_Records_Svrs

Q =
Create Report  Download Report  View Contract  View Policy Enforcement Stats
Direction Service Name Protocol Port Flow Count (D)
ssh TCP 22 2
Medical_Prof e Med_Record...
- telnet TCcP 23 2
= http TCP 80 2
sftp TCcP 115 2 v
5 Records Show Records: 10 1-85

EETXIN—T LT N—TOMICFEREIN TS FHRAEZ 7 ) v 7 35HE, ZOE2—
DEBTTIN—T L5 T N—TNANEDLY £,
[View Contract] 7 V v 7 LC, b I 74w o 7u—t, ZOEEILERLTN—T DT
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= Cisco DNA Center Policy - Group-Based Access Control Qo on
Overview Palicies Scalable Groups Access Contracts
view > Policy Analytics for Scalable Groups > Medical_Prof = Med_Records_Surs > Contract Page

Medical_Prof = Med_Records_Svrs

> Policy Details

Contract: Secure_Web_SFTP Edit [/ All Unique Traffic Flows D24hrs v Sep 22,2021 12:00 PM - Sep 23, 2021 12:00 PM
Q v Q
4 Action Application Protocol Source Port Destination Port Logging Action Direction Service Name Protocol Port Flow Count (1)
1 PERMIT  advanced Tcp 443 OFF View traffic = ssh TCP 22 2
2 PERMIT  advanced TcP 115 OFF View traffic - telnet TCP 23
3 PERMIT  advanced TCP 22 OFF View traffic = hitp TCcP 80 2
= sfip TCP 15 2
= https TCcP 443 2

[View Contract] ¥ o« > KU DEMOSA N, FEILXRITN—T L5 7 N— T TH B LY
ERESND N T 7 4 v 7 ON—NABERINET, HAUOSA 2 TIE, BIRLIZL— I —3
THNTT7 4y 7u—%fERTEET, GHUO~A T, Zue—DJm, Y—E 24, 7
n—H, K—hF, BLOT 2 baLvoipfla R R CEE£9, [Flow Count] FIZiE, B L7-H]
IR EDOY —E R, A— |, BLOT 8 ha VOMAESLETHRH SN 7 a—D0RFER
SINET, 7e—HOV 2%V v LT, FV RRA L MO a—0fFlA KRR TEE
D

Overview Policies Scalable Groups Access Contracts
Overview > Policy Analytics for Scalable Groups > Medical_Prof < Med_Records_Svrs > Endpoint List
Medical_Prof -> Med_Records_Svrs 22 TCP ssh Sep 22, 2021 12:00 PM - Sep 23, 2021 12:00 PM
Q v
Source IP Address ~ Source MAC Address Source Location Destination IP Address Destination MAC Address Destination Location Flow Count (1)
Global/MYAREA/MYSITES Global/MYAREA/MYSITE2 1
Global/MYAREA/MYSITET Global/MYAREA/MYSITE2 1

Show Records: 10 v/ 1-10

N

GE) 7o =S C [Traffic Flows] 7— 7 VAW~ Z 5 L. 1000 L a2 — ROLPRFERSINE
7

[View Policy Enforcement Stats] 22 U v 7 L C, fEEDFE LB L UO%S 7 /—TF <7 OFFF]
AUy NEWBAT L NORERINT T 7 TR LET, JHUCK D AU — T L oA
HWA B S E T, [AllPackets] Ky 7 XU A MEERA LT, #Faf&hiz "7y b
FERR Yy TINTNRT Yy NORERRT L ENTEET, V777 —F KA MEL 15
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HOENERENET, T—FRA LV FEFETHMEZ 7Y 7 LT, @RLAEHMOEKE B
T4 v 7 u—DMEERTEET,

= Cisco DNA Center Policy - Group-Based Access Control Q
Edit Policy > Policy Enforcement Stats
Medical_Prof -> Med_Records_Svrs

All Packets v 24hrs v Sep 14,2021 2:00 PM - Sep 15, 2021 2:00 PM

\}

GE)  T7e—F—ZOHEIHT605 T LICFITIND =D, BIRUHIEIL, BRLZT—2HA
MIXHET 5 15 2R Z S eRmIc /2 5 Z LIZERE L T E &N,

R S —DOVERE £ 721 3MRETIT, [Policy Details] A7 A FA >34 > & [Traffic Flows] 77— 7
MIT I EATHIEHLTEET,

., -
Y A avEI Vs TBEEFy—bEa—BEREN, TT 22V v I THET—F
NE 2 —BERSNET,

ARt L7 2 2 L TR ERZA2RETE 7,

[CreateReport]| 27 U v 735 L, ZDOE2—DFERNDL CSVEXOH LW LR — MRS
NET, FREND [Reports] 7 4 > RUT, szl AR — bE2HETEEST, ZOU 4
Y RUMS, URIEREINZLVER—=NMIT7E2RAL, LER— b 2 FUra—RdA2 8L TE
i—a‘o

[Download Report] 7 U v 7 LT, ApkEShizb A — 2R RLET, F/RIID [Reports]
74> RUT, [LastRun] ZIDO X T o — K7 A arm 7Yy 735 bR— aXxyra—
FT&EET,

7Ot R

7 78 AZHKIT [Analytics] V— 7 7 — CEBEFERB LI OERETE L5 L9122 £ L7,
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View Contract

[View Contract] ¥ « > KU & #E) 3 5 121%, [Explore Security Groups] 7 ¢ > K 7 C [View Contract]
27V w27 LET, [View Contract] ‘7 4 ¥ RTDEMORA N, EETTN—T LT
w~7ﬁ?ﬁ7%i0ﬁ73ﬂéh774/&®w~wﬁ%réhi¢oE%®A4/T
BIRLIZN— N ETD T T4 v 70— %R TEET,

ZDFEIZIL [Policies] V4 > RUMNBET 7 ATEET, Ama—TAary (=) 270y
7 L. [Policy] > [Group-Based Access Control] > [Policies] DJIEIZEI L £ 7,

RV =< ) w7 A 2—T, ZREERELZELTHE8LE227 Y v 27 LET, [Policy
Details] A7 A KA 31 > T, [View Traffic Flows] Z#27 U v 7 L ¥,

BUE, BEIL7N—T L5 =T ORICRKINED G TENTORVWES, 7 —ZI3FR
SN FEH A, [Change Contract] F 7213 [Create Access Contract] 47> =2 & FEH LT, BNEE
RETIFIELTHZENTEET,

[Action] %D [View traffic] %27 V v 7 LT, TDONA—MI—EHTDH70—DY A &R RLE
R

72 ARMDIER

[Contract Content] 7 « > R Z L&) 3 5 121X, [Policy Details] ~<1 > C [Create Access Contract]
7V LET, NI T 497 T A NEL—NEERT IR, ROFIEEZFEITLET,

1. [Action] Kr v 7# U A KT, [Deny] £721% [Permit] 2R L £,

2. From the APplication drop-down list, choose the application for which you want to apply that action.
R—he7m hand, BRLET U r—a VZESWTHEIMICEIRES N E T,
N7 U AR—=RITm han, EETLR— b BLOSER— NEHEET L2561
[Application] K= v 7*#7 U X h)n5 [Advanced] 47 3 VA BRIRL £,

BEDON—VEERTEET, 1 DOBRKITHEBEDON—VEERT DR, T 2ADT7 A 2
%27V w27 L. [Action] 5| & [Application] FIDF%XEZ BN L EJ, L—/bix, RRITELHE S
TWAIEFTF =y 7 &NET, V—LVOERIIH DN RAVDOT A arZERA LT, L—1
Ry 7 LA EEHELET,

[All Unique Traffic Flows] <<+ @ [Add to Contract] 47> =2 V' ZfiH L TNz~ ZiB
m¥szencaEd,

B L SAERE 72 ITRE LR 2 RET DI, ROFTT v a v BdH b £7,

« [Update current policy only] : 2RI DOERAERL S 4L, BUEORY —lC@H & Ed, =
DR BRI HMORY o —1THELZITET A,

* [Update contract for all referenced policies] : ZZFIN T 4L, BUEDOR Y > —& Z DK%
BT HMORY —CHEA S ET,

« [Create anew contract with no policies affected] : A DEBPMERL SN E TR, EORY v —
WHbEHAINEEA,
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[Change Contract] 7 « > K Z #9521, [Policy Details] “~X-f > C [Change Contract] % 7
Vw2 LET, EHARERT X TOEMINERINET, LB EZER L, [Change] & 7
Vo r356&, ZOENER) o —ITBMTEET,

BHDIRE
[Edit] A7 > 2 >, RPN TTICRY U—IZBMESN TV A HBRICoRERINET, 2H
DOt ERET 212013, ZHOLAFIORICERIND [Edit] #27 V v 7 LET,

BRIEZEH L6, [Savel 27 Vw7 LET, ROFT v arZEATEET,

« [Update current policy only] : ZHIOERINER S, BEORY o —Z#H S ET, =
OER BRI HMORY v —1TEEZ T EH A,

* [Update contract for all referenced policies] : RN FH v, BUEORY > — & Z DK%
ST HMORY —THEA SN E T,

* [Create anew contract withno policies affected] : ZZFIOEMBER SN E T, EDOFRY > —
WCHEHSNEE A,

WY A7 a U ERIN LIRS, ARiEiHAEZATIL A SBERII3I2BOL T v a e
TR L725E) | [Confim] #27 V7 LET,

AL O 4%

H OB 2 For T 2 HHZ BN TE £4, % 14 A HBAED | Fefi] £ TORpHHEIPH % i3
RTEET,

K3:BEELY 2

Select a time range within the last 14 days upto the current hour
(Mar 26, 2020 3:00 PM)

®+O Thour (O 12hours  (®) 24 hours

Start Date Start Time End Date End Time

., 3:00 PM
3 /25 /2020 Mar 26, 2020 3:00 PM

gs 85
1. ROWTNPOAT v a 2R LET, [End Time] IXHEIICTIE SN E T,

2. A, B, FEFETANT I L X —T A 2 %fH LT [Start Date] Zf8E L £ 7,
3. [Start Time] % K2 v XU A=a—nbERLET,

B /—TFR—2075tZ arra—LKRY S—BLURHORE



| FL—FR—2075+£Z 3> rA—L RY S—BLUSHOBE

REDEHA

pxowR [

[Overview] 7 « > RUIZIL, X =2V 7 4 7 —7 ISEZ/ 17 7 A /L Stealthwatch 75 A 7
N—T IPT RLVA, £IEIMACT RV ADT — X 2RERIET 57200 [Search] 7 1 —/L
RPHEINTHET,

MR 4 — IV R~DXLFANZRRETHE, EX2 VT 40 V—T ISEXu 7740, BXL
X Stealthwatch IR A b 7V —7 O HEIRBENFEITIN, FIV—T 2 A4 T T LITHRR 3 O R
NERINFET, MACT RLADOSEE, B rFIT 16 M E oo T,

Cisco 7 /—T R—=ZARY —3411%, = KRR A 2 MR LIPvd 7 KL AL IPv6e 7 R LA
D HF TR —=FLTWET, IPv4 F-I1XIPv6e 7 RLAZFHAL Ty R A > FE2RERR
Tz y o rcEEd,

cROXLFEMHALT, IPV4 7 RLRAEZRBB LR 7 4L Z ) T TEET,
<5 (0~9)
e Ny bk ()

TANET 4=V FIZIE, K15 LFANTE LT,

cRDOLFZMM LT, IPv6 7 FLAZMBRB IO T4 V2 ) I TEET,
<5 (0~9)
o INLF L RIF-DHF (a~f, A~F)

e 111 ()

TANE T =)L RITIX, K39 LFEANTEET,

N

GE) s [Search Results] 7 ¢ > R L, [ViewAlll V> 7 %27V v/ §T5FTHEEEA,

e AR HEHZ—Y—IL, IPT7 FLARMACT FL ATBRBETEEE A, FMMcONT
i, TE— L R_R=X T2 arie—] 28R LTIEEN,
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4:[Search] ™9« > K

QOverview Policies Scalable Groups Access Contracts

Qg X R

Scalable Groups View A
Employee
Professor

Unknown_Posture

ISE Profiles  View All
Apple-Device
Apple-iPad

OpenBSD-Workstation

[Focus] KRR v X TR RnD, MBEFUHEEZEETHOICUE AT a v 2 RIRLE
—g—o

74»5@743V(ﬁ7)ﬁ%§@74w5ﬂﬂﬂﬁ%éh\MNT?FVZ&E@ET

Y

RLRAEBTHHEEICOREHTE £,
FICHRBE T 4 — IV RNERENE T,

BN & DMBEMIE, K3 DETANTEET, JTEDOFMEEBRANT H5E1E. OR
EAEETIZAND EHEAREETEET, ZOLIHER L7 =V Tk, HEROYE2 %R
AND FHEENFEITEINET,

A

TAari&7 Vw7 LT[SaveCurrentSearch| 47 > a Va4 5 &, BERRTREINT

TAaras Yy s3T5 HHNDOINLD

WORBRERETEET,
A7 LT RsR A HIBR S 2 12I, m TAar%wr )y 7 LET, RMFLICHRBROAFNI T —
VIVEE DR, X TAarvk7 Y v 7 LET, [Delete Saved Filter] ¥4 7 12 7R v 7 AT

es]#2 Vv o §bHE&, 74 ERERICHIRINET,

A—)ILA—X 79X a2 rA—)L

VAADTN—T RX=ZARY =L, A=A R_R—=RA T 78R ar b — L EFR—FL
TWET, Bt /EEiAL—F—LHEALAMY 2 —F—nXKilEhET, 2L, &
AADTN—TR—=AR ) =Gtz £E L2 DT, VAT ACETIIMZ bz
We, BEARY =PI A HIRIZR S e b Dl le b 9,

G A= —TRE 7 =) 2 R/AFTE EH A,
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V) UL RUTEEEIT) ZEIXTEERA,

T —H DT Y AR— MNMIHTTPSPOSTEMETH D720, AWM EHL2—F— 37 —% %
T AR— M TEEH A,

o AR B2 — W — X7 NV —TNZ K DMRBE D% AT CTx HTTPSPOST#{EZ {1 5 il
DMRBEREITFEITTE A,
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