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Disaster Recovery Topology

e ®
@ Show Detail Information

System - Disaster Recovery Q @

Status: Up and Running @
Main Site Recovery Site ¢
@ The disaster recovery system is up and running. It will perform replication
Active Standby as needed.

Witness Site

@ Event Timeline

Hide Timeline Secondary
Unknown © Down
Last Upda
End i © Faied
© Faica
° > & Re-Join -
& Down
Success with Erors Failed ® InProgress @
-~ = system
° > & Manual failover -

~
®
Manual Failover '
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Main Site
10.30.199.5  MAIN SITE
Active Role Primary
Status Active
¢ Enterprise VIP 10.30.199.51
Main Site Details...

ATA RA A P& BEY A hOFIRBFRSNET,

Disaster Recovery System X
Status Up and Running
+ Main Site
Role Primary
Status Active
Enterprise VIP 10.30.199.51

IPSEC STATUS

Tunnel Main-Recovery @ Up

Tunnel Main-Witness = Up

NODE

Status O up 9 up O up
Enterprise IP 10.30.197.89 10.30.197.90 10.30.197.99
Cluster IP 29.30.197.89 29.30.197.90 29.30.197.99
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Cisco DNA Center 1%, &7 0t 2HCZ OFHBELZEG Y A4
CHEMICa Y —LET,

ALY A PO Z =TT A4 XVIPIZIE, U ANY P A kD CiscoDNA Center 7 7 A%
MO EIFERFRETT,

VAR Y A b Z—TF 4 XVIPIZIX, A A WA b CiscoDNA Center 7 7 A H
MNHEFERRE T,
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z 9: EHER LTI, Fio, FEHED [keyUsage] /X7 A — & | [digitalSignature] 23
ESNTNDZ EaERLET, — K3 —F (GEEE LT 2 HIEIC OV TIE,  [Cisco
DNA CenterSecurity Best Practices Guide] @ [Generate a Certificate Request Using Open SSL |
LT TEEN,

AA YA eV TNY YA b OEFRIFROFERE (FIPS) T— NREVBFE L THLHZ &

ZHEGEELET, FIPSE—FR—H DOV A P THZR>TWT, b9 DY A hTHES)
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2L TL 7Z& W ( [Cisco DNA Center Second-Generation Appliance Installation Guide] @
[ Configure the Primary Node Using the Maglev Wizard] " v Z7i1ZH 0 £79)

R—=H == U= 7r hai (BGP) M LTI AT LAOHEMIPT LA L—h
BT RNZAZXTLHEEIE. AP A RV YA FOKERAN——FZ TU AT
LDEZ =TT ZFRIPT RV AEZRETD2MLENRHY £, ANTOHLERD D
REE, KOO X ST E7,

REE BGP (iBGP) MEXTEI

router bgp 64555

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

S D3
¢ 64555 X, RANRN—L—ZDa—HLBLNY E— AS FETT,
©10.30.197.57 1T A N—)L—HDIP 7 KL ATT,

B 75250 rn\)nxE


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html#id_90320
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html

TAYREY DN DRE
79 7% L— K&t Cisco DNA Center 7 754 7 V2 TOF 1 2 2 Uhiy oz [

©172.25.119.175 1%, VAT LADZ L EZ—TF 54 XRMBIP 7 KL 2T,

548 BGP (eBGP) MDE%EHI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255

S1# D
¢ 62121 X, FAN—)L—HF D —H)L AS FEHTT,
64555 X, XA N—/L—H DV E— K ASFEFTT,
*10.30.197.57 [ IR A N—)L—HDIP 7 RLATT,
©172.25.119.175 (X, VAT LD H—TF A4 X IP 7 KL AT,
*BGP/L— R T RS A XA AT D56 (MOBEBEZSR) | T4 —~v U A%

] b &8 2 72812 CiscoDNA Center ~D)L— b % 7 4 AV H V74252 & AHEREL 97,
TANEY) T EITHITIE, WOBREEAND LET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
|

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32

|

route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BEHRY A DRSS

BV A P ERA TR~ U3, KIETH 21 GHz =27 & 2 DORAH CPU, 4GB
? RAM, BET10GB D/— R BT A 7l & #E# L 72 VMware ESXi /A /X—/3A #
N=Par TO0UBEETLTCVWD Z 2B LTBEET,

N7V w775y RCOEEYA FORITYAR— S THEEA,

YA FEAAL YA FBIOU AT YA R EIRIOGEFICHEL, £ 6O D
A PMOREERETHDL I L EAMHRL TR ET,

ARV A DT VAR NTP b —R"—%2FELTBEET, ZDONTP h—1n—%
AALY A REY IR Y A FTHEHAIND NTP b — =L RMTHILERH Y 97,

7w I L— K&t CiscoDNACenter 7 7S5 A 7 VATHDT 4 TR
S21)HhN) DERTE

VAT KNEEHTD CiscoDNA Center /3N—2 a3 VT v 77 L— R LERIZT 4 FRAZ U ANY
ZIEFICRET D121, ROFMEEZFEITLET,
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Catalyst Center [X, X.509 FEBHE & fl% % — @ Catalyst Center ~DA ' HR— k& A FL—T %
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WER CA 22 BFAT ST A RN X509 iEMEFEZ G T 2 MERH Y ¥, EHFIIFA T 58
FExX IR LTV ORERSH Y 77,

)

GE) * Catalyst Center CHEHT 5D L [F LiEHEL T 4 P A X ) 73” U A7 LTS 56
L. ZOFIAZAF v FTEET, FEHFELRET 5551, [Use system certificate for

Disaster Recovery as well] F— > 7 7R > 7 A% 4 1 Li'ﬁ‘ (Catalyst Center ¥—/N—GiEHA
FOEHESH)

o T AW AKX Y N GEHEOEAOFEMIZOUVNTIEL,  [Security Best Practices Guide] %%
L T7EEn,

AT EEMICHEA=a—T A ar%27 1 v LT, [System]> [Settings] > [Trust & Privacy] > [Certificates] >
[Disaster Recovery] DJIEIZEIR L F 9,

AT 72 [Add Certificate] fHI C. Catalyst Center (21 >R — M T DFEHED T 7 A VB KX A T E2IBIRL 7,
*[PEM] : 7T A N — TN A A= T 7 A VJEA

* [PKCS] : ABAF —HF 5 bR T 7 A LTE

ATY 73 [PEM] 2R LIZGA, ROX AT B FITLET,

a) FIHFERSNTWOHEBIZPEM 7 7 A V&2 R v 77 F Ry 7 LT, itAEL A VR —hLE
D

G PEM 7 7 A /WiZix. B2 PEMIEXOIRE T (pem) NMETY, fEHAEOR KT 714V
B A XX 10 MB T,

Ty 7u—RICETL L VAT LAGEAEPHRES N E T,

b) [PrivateKey] fHIL T, HMIHE RSN TV OEBICHME X —% N7 v 77 RRry 7L TA VR —RL
\35@—0
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ATvT4

ATy T5

gav1 ros oz -1 ||

(6z3) B X —121E, BB —XOILET (key) DBMEATT, MEXF—DOHRKKT7 7 A /V
B A XX 10 MB T,

Ty a— RICEEIT 5 &, BB R REESET,
c) WYIRATvarARELEIY vy LT, EX—ZSLTHINEIDERELET,
d) WEX—ZR5{LT 5% 6. [Password] 7 4 — /L RICBE X —D/XAT— RE AT LET,

[PKCS] BN L7256, IRDOZ AT Z#FTLET,

a) TEME RSN TWAFEHIKIZ PKCS 77 A Va2 RT7 v 77 RRay 7 LT, iEHEE A R —FLE
7

GE) PKCS 7 7 A /WIiZid, A#h72 PKCS LR DIEIR T (pfx £721% p12) BETT, GEHED
K77 A1V A XL 10MB TT,

Ty Tu— RISt oL, VAT AEHESBRES L E T,
b) [Password] 7 4 —/L RIZ, GEBHED SZAT— & AL E3 (PKCS DEM) |

c) WYlA T arARE a7 ) v LT, MEX—ERELTAINEINERBELET,
d)y BEX—ZK 5 bT 585, [Password] 7 4 — /b RIZREX—D /AT —REZ A LET,

[Save] 7 U v 7 LE7,

CatalystCenter —/N—®D SSLFFBENE XX bNH &, BB 7T U hSnbzH, BEe s A v
TOMERDHY 7,

BRYA FDA AR =)L

ATy T

TAPARZY I NY AT LOERY A e UTHRET 2RE~ Y E2RET DITIE, ROF
NlEZ 34T L £,

BAARY A B CT3E4T LT 5 Catalyst Center D/3— g UZEA D OVE Ny r—V% X7 n—RLET,
a) https:/software.cisco.com/download/home/286316341/type % B & F£ 7,

GE) ZDOURLIZT 7 AT 5121, Ciscocom DT H 7 "BUHETT, THor O/ERMS

FEIZOWTIEH, RONX—=VESH LT Z SV, https://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

b) [Select a Software Type] #HSK T, Catalyst Center Y 7 b =7 V7 %7V v 7 LET,

[Software Download] ~X— Y R FH S 41, Catalyst Center DT UV — A CHEMWEERY 7 h =T DV
A NIRFRRSINVET,

¢) WOWFTNNEFETLET,
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« B2 OVF 73y r—3 (*ova) BT TICFERINTWDHEEIE, £ [Download] 7 A =2 % 7
Uy LET,

s [Search] 7 4 — /L RICBHE# T HN—V a VB SE AL, TS —va XA TEDY I %7
UowZ LT, 4T 56 3—2a  OOVF Ry 7 — 2t a3 5 [Download) 7 A 2> %27 U v 7 L
i—a—o

ATY T2 ZDyr—T %, VMware vSphere 7.0 LIfEZ AT L Cnbpa— b~ iliat—LET,
AT 73 vSphere 7 7 A 7> K C, [File] > [Deploy OVF Template] % 3&R L %9,
AT 74 [Deploy OVF Template] 7 4 ¥— R&5% T LET,

a)

b)

d)

2)

¥ 1 #— KD [Source] Hiffii T, IWDOFIEEFATLET,

1. [BR (Browse) 127V v 7 LET,

2. BV A FOOVF Ry r— (ova) ETBEHLET,
3. [Openl &2V w2 LET,

4. [Deploy fromafileorURL] 7 f —/L KT, Ny —VO/RANERINTND Z & 2R L, [Next]
V7 LET,

7 4 %' — K [OVF Template Details] H[fi A3 B & £9,
Next>%227 U > 7 L7,
v 4 % — K ® [Name and Location] [ C, ROFIEEFETLET,
* [Name] 7 4 —/L N2, Ao —VICk L TRET D4R AT LET,
* [Inventory Location] 7 4 —/L RC, Ny r—U%FET H 7 4 VX 2R IR L ET,
*Next>%7 U w27 LET,

v 4 Y— R D [Host/Cluster] [#j [ 23BH & £97,

B LT SV — NEFTTHRANEINEZZ TAZ %27 V27 L, Next> %227V v 7 LET,
7 4 H— KD [Storage] i A3 & £ 37,

B~ 77 ANERETDHIA N =Y RIA4 T2 27 ) w7 L, [Next>] &7 Vw7 LET,

7 4 #— R [Disk Format] B 23B & £7°,

[Thick Provision] 7> a > AR¥ %27 Vw7 L, [Next] 27 Vw27 LET,
¥ 4 %' — R [Network Mapping] #i[fi T, RO FMEZFEITL TS [Next] 227 Vw7 LET,

1. [Destination Networks] ZiC U A RSN TWAIP T RL A&7 U w7 LET,
2. RSN RRuey X VAT, BALET 7 L—NCHEHATAI Ry NU—27 2RI L E
R

¥ 4 #— R [Ready to Complete] BHABHE . AJJ LT R TORENPTRSINET,
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h) [Power on after deployment] 7= > 7 7R v 7 A% A2 L, [Finish] %27 YV v 7 LET,
i) [Deployment Completed Successfully] %4 7 &2 7R v 7 ARBWZ5, [Close] 7 U v 27 LET,

RAT9TS BRI A NOFRy NT—IREZATILET,
a) WOWTNNEIFIATLC, FFR LI~ oay Yy — L azlEEd,

*vSphere 7 7 A4 T hD VA SBAKE~ %47 U > 27 L, [Open Console] &R L £ 7,
* vSphere 7 7 A 7> kD A == —"T [Open Console] 74 2> %27 U v 7 LET,

[Witness User Configuration] 7 « > KU 3B & £97,

b) EEEE = —V— (maglev) D/XAT— REAS L THERAICH S —EA L, NZ#LTRICHERE
R
) WOHEEAITL, NEZHL TRICEARAET,

cIPT7 RLX
AR O IP T RLACEEMS I 5TV DRy b~ A7
T ITHNIT =T =ADIPT RLA
c (FFay) BEDNS h——DIP 7 FL %
d) NTP P—=R—=DT RUVRAEIIARA M E 1 DU EATIL (BEOEEIIT L ~TXES) | S &
TREZFELET, EHIA FORENABENET,
1 DL EDONTP 7 RUAETITHR A MABMETT,

e) BV A MIERELZIP T RLAIZSSHAR— R 222 #flLCua /AL, RENET LI &%
B LE9,

GE) Tﬁ“( BEti A RO VM T maglev 2 —H—HICRESNTNRT— FE2EETL0ERNH D
AL, BEHED Linux passwd = —7 4 U7 4 ZfEH L E T, ZNEITORNCT 4 FRAZ Y AN
) /XTA%*H?FJJ:?%)ME XHY EHA, Fo, NAT—KREERLTH, T4 AKX

F N BEICRERE EORBITH U FH A,

T4 HRXA1) AN DERTE

TAPFRZYHNY VAT LEFERT L X5 ICRET 2ITF, ROFIRTHAT L2 27 25
TLET,

FezaunnyoxE ]



FaHREUNNYOEE |
B = szxzunnvoms

)

GE) VRTFALAEZETHEES., W ODF T arnb £,
e R—=F— = = Fubhai (BGP) /b— b T KRE AV 7 %M T D8P T
FLAzifETE T,
AAEIP 7 RV AZRE LWL IICRIRT AL TEET, 2047V ara®wiRL
AL, T ADAHEPEE AN LT, 7 = — A — = RAERITT A S ORARIP
T RLVAZHRETEDLIIICTHLERDY £, FEHICOWTIL, T 731 AD Al
MESB LT EEN,

158 HHIIZ

T aT T AT —4 (Elasticsearch) . RO A /T v 7 AP a—/, T h—/_—
REF, 7= A —N"—RIE-INEE AL, TAVFRZ VDN AT ADAL YA b
EVINYYA SPFET D7 TAZDOBFEIL, VAT LT HRNCIROFNAZETLE
j—o

o YA F T LATEBID NFS T34 Z&BRER L £,
WU T T AT a— LR ELET,
ML X e —R"—2RELET,

AT EEBCHDEA=a—T A2 %27 ) v 27 LT, [System] > [Disaster Recovery] DJIEIZ 4R L T [Disaster
Recovery] X— T & B& £97,

= Cisco DNA Center System - Disaster Recovery Qa ®© ¢ o
Monitoring  Configure
Disaster Recovery Topology Logical Physical

Show Detail Information

Status: Unconfigured

Please complete registration for all three sites in the order of Main,
nd Witness. Then configure/activate the disaster recovery

Unregistered Unregistered

Go to Configure tab ‘

7 7 # /L h Tl. [Monitoring] % 7 23RN XL TV ET,
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ATV T2 AL YA FEBRELET,
a)  [Configurel # 7% 27 U v 27 LET,
[Main Site] 47> a VAR Z 3T TIGBIR SN TV AR H D £,

= Cisco DNA Center System - Disaster Recovery ® @™

Monitoring  Configure

Set up this cluster to be the @ Main Site O Recovery Site

Status: Unconfigured

Convert the cluster VIPs to the disaster recovery VIPs >

ow CEEE  Ow

system from the Main Site.

Reverting to the original state after cluster VIPs are promoted is a lengthy process involving manual steps. Make sure that the replacement VIP addresses
re unique and are in the same enterprise and management subnets as the original VIPs respectively.

Turn the cluster enterprise VIP, to the disaster recovery enterprise VIP

New main site enterprise VIP*

Turn the cluster management VIP, to the disaster recovery management VIP

New main site management VIP*

b)  [Convert the cluster VIPs to the disaster recovery VIPs] fEI& T, IROWTINNDOA TV a VR Z &
Uy LET,

I TAFBAAL LY A NELTREL, 207 T AX IR IILTNDT A ARMEIP 7 R
VADEF 2 BEWIARET HI2IE, [Yes] 227 Vw7 LET, ZiUL, 7 7 AXICBEXRES
NTWDRABIP 7 RLRAZFHESE, ZNoE2T AT AZ Y INY VAT LD T a— Ul
IP7 FLARELTHOVYTOHZLIZEoTEBLET, ZHOT A ADBERSINTNWDL Y T
ABZTT A PFRZY IR ZHENNCTHLE1E. ZOF T arEZRIRTHZE2BEIDLE
T ZOFT v arEBRLLEWES, TILWT A P AZ U B ANUEBIP T RLALBEET S
Ol INEDT NS AEFHRETLILERSD T, ZO4T v a VERIRTIGEF. K
DFNEZEFITLET,

1. [New mainsite enterprise VIP] 7 4 —/L FIZ, A4 hOZL X —T T34 X F v T —7 DH L
WEARTIP 7 FLAZ AN LET, ZHICEY, FRTL7 RLANESHBIONET, Z
DT RLARELEFEHENTHRN—EOT RLATHY, DFIOEMEIP 7 RLRAELFT
Y7 xy MZHDZ LB LET,

2. (#F 7" 3 ) [Turn the cluster management VIP, <IP-address>, to the disaster recovery management
VIP] F=v 7Ry I At Az LET,

3. (A7 =) [New mainsite management VIP] 7 « —/L N2, YA FOEFERY NT—T D
FULWRBIP T RLAEZ AN LET, ZHITED, FHETL5T7 RLAREER|I GNET,
ZOT RUARELEER SN THRNW—EDT FLATHY, LUFTOHEAIP 7 FL X &[H
CH 73y MZhDHZ L EERLET,
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ARAEIP 7 RV ADER E BT A ABZEE T, 7 TAZEAAL YA FELTRHRETDIC
. Nol & 27V w7 LET, £EEDTF AL ACHLER SN TWARY, 230 EDOT A
DB ENTWDIH LWI T AZIIL, 2O+ Tvarz2BEoLlEsd, o4 Far
BT HA1E. AT v 2oL F T,

c)  [Action] fHIK C, [Promote] 27 U v 7 LET,

[Disaster Recovery VIP Promotion] %1 7 1 7 3B & £ 97,
d) [Continue]l] 27 VU v 7 L7,

Catalyst Center |X, AJJ L72RABIP 7 R L A A HRFEL 7,
e) [Details] fEIKIZHFEA T — X ANFRINE T,

Aﬁbt?bVX@m¢Mﬁ#ﬁ@T%éﬁm(Tvaﬁ g A7 RLARAELRILY T R
WCHFEAELBRWAREMERH Y F97) | LERELEZITWV., AT v 7 2c VIR LET,

s AN LT RUABRIEFIHGEEND &, T AP RAZ Y INY AT ARICRESNDHT T
DA IP 7 N L A7 [Details] SABICER R SNE T, IROART v SR ET,

f) R D15 % [Site VIP/IPs] fEIIC A L 9,

*[MainSite VIP] : 7277 4 7Y% A NDI FAH ) — R Z—T T4 ARy NU—T7 OO
T 7 4 v BEBRTLIEIP 7 KL A, CatalystCenter TiX, Z D7 1 —/L RIiXT AT LDOEHR
IZHESWTATENET,

* [Recovery Site VIP] : U BN UH A ~DI FTAL ) =Rz Z—T 734X Ry NU—7 OREOD
o742 BB DT =TT A XEIP T R LA,

s [Witness Site IP] : BtiY- A OB~ L o X —T T4 X Xy NTU—T DD NT 7 4 v
JEEBTDHIPT KL A,

BE AN LET FUARBSERGERETH D Z L 2R LET, BETERVWEAS., VAT
LDV A N OBGITIIRL 7,

GE) FlE 2136 KO 2j ORI OEFDORFRT, [Reset] 227 U v 27 LT, AN LT X TOREE
7IVTTEET, TO®R. A VA FEBRET DN, FIE2Af Z2# 0K L TIELWER
EEANNTDMERHY £,

g)  [Route advertisement] fH3k T, IROWT DA T ar Ry w2707 LET,

* [Border Gateway Protocol (BGP)] : Z DA 7' v a d, FEAEDT AP AX Y /N Y VAT AT

HLREINTBY, 774V P TEIRENTWET, BGP/L— T RARAZ A XA MZLD, &~
AT LDDOBIET 7T 4 T2V A MIEILT 7B ATHZ ENTEET, ZhE7 = — A —
N—DFAERICEEII R £,

* [Disaster recovery VIPs without route advertisement] : /b— h 23 BGP Z{EH L CTT FANZ A XS/
w/XTA@ﬁww7%vx% RETHHAIE, 2047 v a v ERRLET, 2047 s

NE AA T A RE YNV A NOWHTR, VAT AOT7 a—SUEBIP 7 KL ABFIE
TOY TRy NIT 7 BATE LT —F 2 —IC# L TWET,
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» [No disaster recovery VIPs] : 2D A7 a U &BEIRT B E, A MIERESINTZEMEIP 7 KL X
B, ZOYA MIBT LT A ATHIWICHESNE T, 72— A A —"=0DRETLEN
2. ZHHOMAEIP 7 KL ART NS A THERESNES, FIE 2k IR ET,

hy RIOFETHROIDO2 SOF T arRErONTngE 7 ) v 7 LA, [Enterprise VIP for
Disaster Recovery] 7 4 —/L RIZfEz AN LET,
ZO7u—=7 4 YIFBEIP T RLAZRELTES L, Ry NIV—2 D777 4 7% A F& LTE
EEEL TV DY A MCHBICE Y B TEHNSNES, 207 RLREL, T4 FRZ U
VAT HEZ LA =T TARX Ry NI DD NT T 4 7 EERLET,
GE) * [Border Gateway Protocol (BGP)]| A 7'> a v AR¥ %27 U w7 L, FEREIP T N1
A ZFE LIRWIGAIEL, FIA 2 ITERE T,

* [Disaster recovery VIPs without route advertisement] 22 V > 7 L, HBEMIP 7 N1
A Z iR E LW aIE, FIE 2k ([T £,

i) ({£&) [Management VIP for Disaster Recovery] 7 4 —/V RIZfEZ A L E7,

IDT7a—T 4 ITRIEIP T RLAEZRELTEBL ¢, Xy NV —0 DT 77 47V A & LTH
FEHELTWD YA MIBEIICEI D BEx CTERHEINE T, ZOT RLVARIZ, T4 FAX Y AN
VATAEEHERY N OB N T4 v 7 BEBRLET,

) [Border Gateway Protocol (BGP)] 47 a v RZ %7 U v 7 LIzHAEIE, V— "7 RNRXZ A XX
N BT DI DI EREFREAD LET,
» [Border Gateway Protocol Type] fEJk C., BGP ¥ 7 3FHAIZAMER ([Exterior BGP (eBGP)]) v 3
VARSI D0, NEE ([Interior BGP (iBGP)]) t v a v &+ 50 &EELET,

» [Main Site Router Settings for Enterprise Network] B33 J O} [Recovery Site Router Settings for Enterprise
Network] fEIKIZ, T 4 FAX U A NRY VAT DAL WA NV BNRY YA MIEESNT
WAL =TT A XFBIPT RLUADT RANZ A XD7= T Catalyst Center NEHT 5 U £ —
=D T RLAEZANLET, £, L —FDIUE—FBLOR—U/L ASESH AT
LET,

WO RITHER LT EEN,
CBMDOY T— F—Z ZRETIHHEEIE. [AMd] ) TA=2rw22 ) LET, 4 D
LICHRR2BON—ZEHRETEET,
cAS B EAANTTHEABIL. 1 — 4,294,967,295 DFFHND 32 By FOZFERLETH S Z
EEfERLET,

« [iBGP] A7 v a v Z#IRT % & Catalyst Center [T 12— /L AS FH 5% U E—h ASEH L&
LCAD LB BEICERE L E T,

s AT FIECTEHIAIP 7 KL A 23 E L7-%A 1%L, [Main Site Router Settings for Management
Network] fE i 35 & UY [Recovery Site Router Settings for Management Network ] fE ik $ 2/~ S U E
9, CatalystCenter CZ DIAAIP T RLADT RAX AL RSB Y E— h—FIZE
TLMURIGHREATILET,
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k)  [Action] fHI®K T, [Register] #7 U v 7 LE7,
[Disaster Recovery Registration] % f 7 & 7 5B & £ 37,
1) [Continue] 27 U v 7 L £,
VAN YA FPBIOERY A FE2A A YA MIBEKT DT DITHE R b= U PERSINET,
AT w73 [Details] fHK T, [Copy Token] 27V v 7 LE7,

= Cisco DNA Center System - Disaster Recovery Q o s b

Monitoring ~ Configure

Disaster Recovery Topology Physica

Show Detail Information

Status: Registering

Main Ske 7 Recovery Site
The system is in the middle of registration process. Note that the
Initialized Unregistered registration must be done in the order of Main, Recovery, and Witness.
Details
The second step of the three-step registration is to register the Recovery
Site. Copy and enter the token below to the Recovery Site:
Witness Site

Unregistered

=3

ATV T8 VN A MR LET,

G¥) FE 4d OFTOIEFE ORI T, [Reset] #27 Vw7 LT, ANLTETRTOREEI VT TExFE
T, U AARNY YA MEBET LRI, FIE4 20V IRL TELWREEZANTLHLERNS Y £
ﬁ‘o

a) [Details] fJ8k C [Recovery Site] V > 7 2427V v 7 LET, HILWT T UHFX T TX—UNHE ET,
b) MESULT, @Uea—F—4HE AV —=FREAN LTI AN S A Mue A LET,

[Disaster Recovery] ~— 3712, [Recovery Site] 47> a AR ¥ 33 CIZEIR S 721K HE T [Configure]
2T HRHEET,
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= Cisco DNA Center System - Disaster Recovery QO ¢ o

Monitoring  Configure

Set up this cluster to be the O Main Site @ Recovery Site
Status: Unconfigured
Main Site VIP*
Please complete registration for all three sites in the order of Main,

Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

¢) KOFEHREANLETS,

«[MainSite VIP] : 7277 4 7HA hDI TAL )= RET LB =T T4 XXy NT—7 ORED N7
T4y EEETHEMEIP T N X,

s [Recovery Site VIP] : U WU A NDI FTAZ ) — Rz X —F 74 X Xy NU—27 OREO K
T4 v BEETLIAEIP T KL A, CatalystCenter Tik, Z D7 4 —/L NI AT LADIFRIC
HESWTATINET,

s FE2 CHARR LB N—2
T I T4 TYA ROy MU= EHE LY —1T0 L TRES NI —F—4 L AT — |,
d) [Action] fElE T, [Register] #7 UV v 27 LET,
[Disaster Recovery Registration] %1 7 & 7 3B & £ 97,
e) [Continue] 27 V v 7 LET,
AA YA N Y BANY YA NOERRBHELESND &, PARR Y TAT—=Z AREFRINET,

ATy TS BV A PERELET,
a) AA A NOTITUFZTIIRY £,
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= Cisco DNA Center System - Disaster Recovery Q ®© ¢ o

Monitoring ~ Configure

Disaster Recovery Topology Logical Physical

Show Detail Information

Status: Registering

Main Site (7 Recovery Site  (
The system is in the middile of registration process. Note that the
Recovery Site Connected Main Site Connected registration must be done in the order of Main, Recovery, and Witness.
Details
The third and final step of registration is to register the Witness Site. Use
the following command to login to witness:
ssh -p 2222
then register via CLI:
witness register -w -m -t
Witness Site

Or opt for copy the token only:
Unregistered

=3 Copy Toker

b) [Details] i1 C. [Copy Witness Login Cmmd] %27 V v 7 L %7,
c) BV A F~DSSH a2y Y— L EHE, at—Llkavr REv i1 LET,
d) ZRINEHEIL 7740 hO2—%— (maglev) O/RAT—REATLET,
e) [Details] fEIHIZ R Y . [Copy Witness Register Cmmd] 227 U v 7 LE 7,
) SSH=aY— T, at—Lkzavry RZEFIFET,
g) <main admin user> & X NI —VEFHF W —Da—YP—LICEBR L Ta~vr REFITLET,
h)y FREINZH AL, Ry NI EHEL—YP—DAT—RE AN LET,
AT9T6 AP A B UANYHA b, BEOEGRY A PR EFICBRERENTNDZ L AR LET,

Q) AA VYA NDOTTUFXTIZREY . [Monitoring] 27 V v 7 LTT 4 A% Y H/30 O [Monitoring]
BT hFRLET,
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= Cisco DNA Center System - Disaster Recovery

Qa e o o

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information

Status: Registered

Main Site ' Recovery Site =
All three sites are registered. Ready to configure/activate the disaster
Registered Registered recovery system.

Witness Site

Registered

=*

Event Timeline

Hide Timeline

b) [Logical Topology] #HI& T, 3 DDH A FRKRIFL, AT —HF AN [Registered] Th D Z & ZfifEib L £
‘d‘o

c) [Event Timeline] 7k T, &V A FOBENA X FE LTI R MEN, EXATPEFIZET LD
LR LET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:01:51 PM UTC-7
(] v & Witness site registration - 7/13/2021, 12:59:30 PM UTC-7
Status Message Successfully registered as witness site.
, v & Recovery site registration - 7/13/2021, 12:49:37 PM UTC-7
Status Message Successfully registered as recovery site.
o

v & Main site registration - 7/13/2021, 12:40:33 PM UTC-7

Status Message Successfully registered as main site.

AT w71 [Actions] #Hi C [Activate] &7 U v 7 LET,

YANY B A MIBIEFET 2T R TCOT—FPNEEIND L anmd XA T a7 RHE £,

ATV T8 TAVARAF BN VAT ADHEEELAA T A OT—2DV BNV A h~OBERE BT 511X,
[Continue] 7 U v 7 LE T,

GH) TIT 47T e RE, BT ETIERHER» L HERHY £7, EHBRREE=F—72

Wi, AXVINDEALTA BRI LUET,
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AT w79 Catalyst Center CHLERX AV INFET LIz, VAT APREELTWAD Z L 2R LET,
1. MRaYERRL, TNENOY A NORAT—HZANRKRD LI IZERINTND L ZHERLET,

Active Standby

Witness Site

Up

2. AV IDOXA LT A TR L, [Activate Disaster Recovery System] # A 7 NIERIZE T LI-Z & &
R LET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:13:46 PM UTC-7

9 v & Activate Disaster Recovery System - 7/13/2021, 1:13:39 PM UTC-7

Start Time 7/13/2021, 1:03:17 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:13:39 PM UTC-7
View Details
9 > & Witness site registration - 7/13/2021, 12:59:30 PM UTC-7
9 > & Recovery site registration - 7/13/2021, 12:49:37 PM UTC-7
o > & Main site registration - 7/13/2021, 12:40:33 PM UTC-7

3. AA YA Frbping ZFEATLT, VA MIBETELZ LR LET,
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RAEDERY A FOEH

ATy I

ATy T2
ATy T3
ATy T4

ATy TH

ATvT6

BUEDBEARY A N 2T v 7 7 L— NEIRERT 2 LB b HE AT, ROFIHE %7 L E
ﬁAO

BAEOEMRY A Mou /4 LET,
a) ARV A RO SSH =2 Y —)L &R & ssh-p 2222 maglev@witness-site's-1P-address =~ > K% 34T L %
D
b) T 74N RO2—H— (maglev) OD/XATU— K& AN LET,
GE) WOFINEICHETETIC, BHYA FOIP T RLAEZAFLTCEBXET, BHYA N2 T v 7
L—RL7#%, U7 FLRAZFRETLHILENRSH D ET, RELRWEGES, B A NI
EFBOIZIIHERELEEA,

witness reset =~ K& E(TLE 7,

BAEORERY A OB~ o ZHIBRL £,

Bt A F DA X b=k (13 °=2) OB T, HLOEEY A Fofil~s vz A b —

NLUET,

FLWEREY A Moae /1 LET,

a) BEARY A RO SSH 22> Y — /L& Bi& | ssh -p 2222 maglev@witness-site's-IP-address ==~ > K& 347 L %
T

b) T 74N hO2—H— (maglev) D/SAV— K&z AN LET,

witness reconnect -w witness-site's-1P-address -m system's-virtual-1P-address -u admin-username =~ K% 3£
ITLET,

RO EIZHEBE L TL &N,

s AL YA NOBIEDT 4 FAX Y HNY AT —4 2 ZBRRL, R A b2EERT D & X,
AA YA MDD H—T T4 XVIP 2 LET,

«c ZDAx Yy FOFETRIZEHRT A FREEL TS Z L 2RI DI2E, ROFINRELFETLET,

1. T4 ¥RZUHNY hARBr Y5, [Show Detail Information] V > 7 %2 U » 7 LT, [Disaster
Recovery System] A7 A RA XA U ZBREET,

2. [Witness Site] €7 3 T, BV A M EREFHD IPSec U 7 DAT—H A58 (up] ThHDHZ
AR LET,

s 2Dy RTHEMWRERTXTOA T g &2FRKRT HITIE, witnessreconnect--help =~ & R4 3
TLET,
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VAT LDEFAERR

TAYFRAZYINY VAT LNT 77 4 TS niztk, BEDOTA MTOWTAS LEERED
FHBMBEIC R EBHVET, ZORUPEAELZSGEIR, ROFIEEZFEITLET, 20
FEZEITT DL, VAT LHNOTRTOVA b wa@ﬁf@ REN7 VT ENHZ &I
HEELTLEIN,

AT v F1 [Action] fEIK T, [Pause] %7 U v 7 LTV AT LADEHZ—KHEIEL £,
PRI OWTIE, TV AT AO—RHEL 37 X—2) | L TIIZEN,
AT 72 [Action] fEH T, [Deregister] 7 V v 27 L%,
Catalyst Center TLARTIZ VAT ADH A MIOWTERE LIZAENTXTHIBRESNE T,

x%szﬁﬂﬁ REEANTILTYH A PEeEREL, VATAEHET 770 7T 51203, T4 FAX ) AN D
BRE (15—=) THHAINTWDEHX AT ZFEITLET,

ARV EIALSGAVDE=ZRZ—1) T
ARV EIDHEADTA NG, BEFEITSNTWDT A P ARZ U DY X7 OHEPRRE B

BRL, TNODZ AT NET LI EICHERTEET, AL T7A 22T DIiE, ROF
JIEE 2 9247 L £ 97

1. EEMBICHAIA=a—TAa%r ) w27 LT, [System]>[Disaster Recovery] DJIRIZ 3R
L < [Disaster Recovery] ~— T & B & F9°,

77 # /L h Tl. [Monitoring] % 7 238N XL TV E T,
2. N=VOFHETRAIr— L LET,

/ZTA:ﬂ¢5@?¢®&xﬁ&mTLt&z7# BHOE AT GETREDZ A LAK
IZHES<) DOIEFICKIA TR RS VE T, Catalyst Center TliX, ZAILZEINDH A7 (2D
f\yx%A(E>itmn—%w<é)@E%%m;of%ﬁénkﬂﬁ%éniﬁo

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:11:00 PM UTC-7

L > & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

(] > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

L ziE, VAT LAO—BHELRBOETLICOWTE=F—F 5L LET, Z0HA, Ex7 o
BADKZ AT PRBENIZEE EET LICE X, CatalystCenter TARVNDHALTA
VINHEETENE T, HEDH ATZIZBIHMHOMELZFRRT DI, P22 U v LET,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

9 v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7
Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7

View Details

, > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

K A2 7ZxF L C [ViewDetails] U > 7 NFERSINTWAEGEIT, TV 727 Vv 73564,
SETLEEET Y7227 DY A MIFERINET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

9 v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7
Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
? > Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
o > Configure standby - 10.30.199.97 7/13/2021, 3:02:04 PM UTC-7
9 > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

ZA7EFERRIC, Pl &7V v 7 LTREDY 72 27 OMBE#RZ IR TE £,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

(J v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
o v Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
Start Time 7/13/2021, 2:54:08 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 2:58:10 PM UTC-7
Hide Details
o > Configure standby to active services - 10.30.199.51
7/13/2021, 2:58:04 PM UTC-7
o > Add other cluster metadata - 10.30.199.51 7/13/2021, 2:57:18 PM UTC-7
o > File system migration - 10.30.199.51 7/13/2021, 2:55:29 PM UTC-7
o > Save cluster metadata - 10.30.199.51 7/13/2021, 2:55:18 PM UTC-7
o > Validate active cluster - 10.30.199.51 7/13/2021, 2:54:09 PM UTC-7

AR NEALTA L DE=F Y o THIZRAET D ATREMEO & 5 R & £ ORI ITIEIZ DWW T
X, TAFRZYU BN ATFAD N T TN a—F 407 (46 2—) #BRL T
U,

~ — ~ S WL 2B

VATLBELUOYA FDIREE
T4 P ALY J3) GUI O [Status] SEIKIZIE, AT LAOBEDRENFREINET, ROE
T, PRI IZEREND AT L0l ~x2 DV A bOYREEZZA L £1,

R1:TUT4TH4 LORKE

1KEE Hol:l
Unregistered FIIEASINTZY A P TT, TAFRZ U AN DOFERITEEH Y A,
Initializing P A M, BT AFUCT A FREZ VIR 5282y N T v 7T 580

2. DY A FBMELT LT = 2 RETHHEHEZ L TWET,

Initialized TA MI BT B APCT 4 P RZ VAN 7525 %y b T v 735720
(DY A MTRET D7 —F ZIEFIHER L E LT,
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Bl

Failed to Initialize

Bik7 v AT AP RAZ VDN I TG A2y T v 7T B0l A
MANELTEHT =X EERETHHEHE L TWDEEIZ, A P T2T—NREL
F L7,

Connecting Recovery

AAHA NI VANV HA MTER LT, AL, FeDtFaTEELE Y
N7y 7 LI E et SN e T — 2 2 G L TV,

Connecting Witness

AA YA NI, BT A MTEF LT, AAf YA beobvXaTHEELEEY b
T o T HEOICHBELRILENTT =X RS L THET,

Recovery Site Connected

AAL YA MEI VIR YA DeDER 2T BEZEFITHELLE L,

Failed to Connect Recovery

YNV A R EDOLRERTF v RIVEESL L TNBEEIL, ALY A N T T—
NRALE LT,

Failed to Connect Witness

AR A N EDLERIRT ¥ FNVEHESL L TNDE X, AL VA P T T —MN3
ELFELE

Registered

TIT4THA I, D200V A DX TBELZIERICHSYLE L,

Deregistering

VAT BDINBBUEDT 4 P ALY AN YRR IR L £,

Deregister Failed

VAT IEMNLEEDOT A VAL U I NYEREHIBRL TWA LI T —NEAEL
F L7,

Validating F AP REZY) AN R ARG T DRI, VAT LAOREEAZFBZEL TWET,
Validated T AP AZY BNV EREBRET DRI, VAT LAOWREZ EFICHRIELE LT,

Validation Failed

F AP ARZY AN RS Z BT AR AT AR HRAF I T — N34 L
F L7,

Configuring Active

OV A NET I T 4TV A FE LTHENLT D200 T —7 7 —%2FTLTWE
‘d‘o

Failed to Configure

ZOYVA NCTAFRAZ Y IR EFEHNITDHI—7 70 —0FITHIZT T —n3
ALFELE,

Syncing Config Data

TAPFRZY AN VAT Ly VT v 7T 50O A F)h b BT —
X 2RI L TV ET,

Config Data Synced

TAPTAX VAN AT L E2® Y N T v 7T 572DV A b ERT —
HEEFIZERBILE L,

Active Sync Failed

WRETOT 7T 4 7Y A X, TAFRZ VAN VAT Lty VT v 7T 57
DIHDOY A RO BERT =2 ZFH L TN EEIC=T = ELE L,
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Waiting Standby Configuration

ZOYVA NET T 4T A b LTHNT D100 —7 7a—NIERIZET L
FLF, ALY AL N DOU—T T —NE T T 5D TWVET,

Active

A ME TI2T7 47 A FELTRY PY—Z ZIERITERLTOET,

Failed to Configure

YA MI TATRZVINRNV I TGREIOT I T 47 A b LTHEEZEMNTT
50— 70 —D—fEFITTEEFATLE,

Isolating YA NI MO 25D A b EOERNEDNIZD, £t (FB 7 =— A —
N=D—HhL LT) AZ U AAUEFRTETNDTD, BEERHET 27— 7r—
EFATLTNET,

Isolated A NI D2 SDOY A b E OB KbLYD, £E (FEY =— A —

N=D—FL LT) AF U NAEHFNRTETCNWDLTD, BFZREET IV —2 7a—
IEFIWCFETLE L,

Failed to Isolate

YA M, D2 o0V A R EORERADbNZT-O, F2k (FET7 2 — 4 —
Ne=D—HL L) AFUNAUEENRTE WD, BFZREET IV —7 7 a—
EETTICZT—RNRALFE LT,

Configuring Active

(VAT A PYH—FIEFE T == A— =D L LT) LAIOAZ 3o
YA 2T 7T 47 A RELTHERLTWNET,

Failed during Failover

(2= F—NR—F T2 OOV AT ADEBENLD Y HIANYO—EL LT) =
DYA "ETIT 4T A e LTHENT DY —7 7a—0DFETHICe T —n34
LEL,

Pausing Active

(B PR E £ 7GR 2R LI 2. 572 0ll) 7277 4 7% A R TT 4R &Y
AN AN HT—7 7 —2FE T L TWET,

Active Paused

TITATYHANTTAFRZ Y DAY EEZ DL E LT,

Failed to Pause Active

TI2T 4T A NTT 4 FRAZ Y DN EEEZBHIZ L TD L X T—0N A
LE L7,

Active Stand Alone o2 5DV A b EDEEGE K STZLIIOT 77 4 7Y A b, TTOT 4P A
2 BNYRERZHIFRT 22 EI2ED, ML AT AE LTS DT —0 7
n—%3TLTWET,

Down TITF 4T A NI, D2 SO A + & OBEEE R NE L=,

R2: A2 NAH A FDIRRE

DN

Bl

Unregistered

FRUBANSINTZY A P T, TAFRZ VAN OERITELEDH D A,
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Initializing YA ME BRI O APICT A FREZY AN I TR hy N T v T B0
IC, MO A PARUBEL 57— 2 & %{ET B A LTVET,

Initialized YA ME, BRI OEAPCT A FRAZ VAR I T RS by VT v T T B0

(DY A MTEET D7 —F ZIEFIHER L E LT,

Failed to Initialize

BT v ARICT A VALY INRN) T2 8 evy T v 7T 572DIoV A
MANELTEHT X EERETIHEHE L TWVWDEEIZ, A P T2T—NREL
F L7,

Connecting Main

UBNRUY A M, ALY A MIEBEHRLT, AP A e TiEELYEY
N7 7T 5O E R EINT T — 2 ZBE L TWET,

Connecting Witness

U ASY A NI BERYA MIEHRL T, A A b eoEFaTwEELZE Y
N7y T DO EROIb SN T —Z Z G L TWET,

Main Site Connected

YANYHA MI, AL YA FeDEX2THBELZEFICHLLE L,

Failed to Connect Main

AA YA NEDERRTF % FNEESTL LTS EEIZ, VIR Y A4 N TT—
NRALE LT,

Failed to Connect Witness

ARV A N EDEERRT v XNVEHEL L TNWAD EXIZ, VAN YA P TZ2T—H0
RAELE L,

Registered

AR NRAYA M, D200V A DX TEEEZIEFICHSY LE L,

Deregistering

VAT ADBHEDT 4 F A5 Y J ) fiRE IR L ET,

Deregister Failed

VAT ENLBEDOT AP AX Y N EHIFRL TS E X T —NRAEL
* L7,

Validating T AP AL ) ANV ERERIET DR, VAT LOREERIEL TOET
Validated TAPFAZ YA ANVREREBRIGT D1, AT AORIEEZ IEFITHIEL £ L7,

Validation Failed

FUPRZ Y IANY R ABIET AR AT LAOWEEREETIC T T — 033 4E L
F L

Configuring Standby

OV A RNERABZUNRAY A e LT T D100 —7 70 —%2FTLTWE
T

Failed to Configure

ZOYVA NCTAVFAZ Y IR EFEHNITDHI—7 70 —0FTHIZT T —n3
ALFELE,

Syncing Config Data

T APFRFZY R VAT ey b T v 7T 50O A bbb T —
&R L CWET,
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KEE BT
Config Data Synced FUPFRBZN AN VAT DYy 8T v FT 50O Y A b MnEERT —

Z 2 IEHIZFEE L E L,

Standby Sync Failed REPORAZ L NAYA NS, TAFRAZ VIR AT Ly NT v 79572
DOV A RSB MERT —ZHFM L TNDEEXICZT—BRELE LI,

Waiting Active Configuration TDOVA RERZUNRAY A R L THENTTATODOT —7 7a—RNEFRIZET L
FLime 727479 A MDD 70 —RNRETTIHDE/HFLTHET,

Standby YA NI, TAFRZYBRY T FTRABDAZ L NA B A R LTIERICHER I
‘/Cl/\i‘aAo

Failed to Configure YA NI TAFARAZYBNRY T TRAEDAL NP A e LTCHEEEDCT
HU—r Ta—D—EEFEFTCEEFALTLE,

Isolating o 2 >OH A k&R b=, V4 NI ERET 27 —2 77—
BFEITLTCOET,

Isolated o2 SOF A k& OGN b=, V14 NIAGE RS2 —2 77—
ZIEFICEITLE LT,

Failed to Isolate o 2 5D A FEDEEEN LD, VA N HEERET 27— 7a—
BIEATTIC T — %A LE LT,

Configuring Standby (FET7 ==V A—="—=D—FE LTC) URIDT 77 4 7TH A b & RAHZ A Y
PA FE L THRRLTWET,

Standby Ready IO T 77 4 TV ATF ME, (Fx2—AFd—"—0DfRE LT) AZ LA TR
TAhE L THERTAIEFENATETCNET,

Pausing Standby CEFERVEE 7133 FEI 72 E IR I 2 A T2 DIT) AX UL A R CTF 4 FRAZY
BN ERER BN T AT — 7 7 a— 52 E T L TWET,

Standby Paused ABUNA YA R CTF 4 PR Y BN BER BN LE LTz,

Failed to Pause Standby AR NA YA NTTF 4 FRZ Y DNV EEZERHIC L TND L X T — 03 %AE
LEL,

Standby Stand Alone D2 >DOY A~ DHHEE K ST-LFIOAZ o NL A o, TRTOT 4 HF 2R

SV TN HERERIRT 58Ik, MY LTV AT A E LTHYLT DY —2 7
B—ZFITLTVET,

Down YA MiE, D2 ODY A b EDOEEFAERWE LT,
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Unregistered HHUEASNIZY A P T, T4 FAZ VAN OIEFERITELZH Y A,
Registered ZOVA FPRERY A FELTRESN, BREF = v 7 BNIERICE T LE L,
Up BV A FORENIEFICTET LE LI,

Down FA ME D2 O5DYA b EDERAEKRNE LT,

FTAHRBEYANY O RTFLOT v TSI L—FK

ZOTFIVFITIE, TFI7AT 2 RTHRINTA A b—/L S {7z Catalyst Center D/X—3 3 >
ILARTOD 21.x TLER, BFONAR—=V a T v 77— RT3 0ERH Y £, £/-, 2
NoDTTITATUVATIET A P AZ Y BNURFEHTHY, BfERRETT, Ty 77 L —F
ZSET T HITIE. MOFIEZETLET,

ATFY TN VAT LADO—EEEIE (37 =)
ATV T2 ALY A REV ARV A NOT T FA4T A% FHO Catalyst Center2.1.2.x N— 3 NIT v 77 L—
KL %7 ( ['Cisco DNA Center Upgrade Guide] #ZM) |

ATy T3 BUEDE YA FoO@EM 25 =)
ATV Tl AT A~DOFESM (40 ~—) |

G Catalyst Center D/N—3 5 U % 234 LURI/ D 235127 v 77 L— R L7k, BHSINEIED &)
B INT L 2T =2 BATMTONE T, 20D, ZOBEDOTE TIZIZRFMA 200 %
T, ZOBITIZL V., fFHET S Catalyst Center 7 — % O &I U T, 58 T F TICED 721335
K2 G ENH 0 £, ZOT—FBITIE, 7Ty 77 Lb— RRIZORMTOID Z LICHEE
LTLEI, T—4BATIE, ZO%OBSNBEIITEZELEE A,

Jz—I)LA—/\—: &

Tz VA —=N=RNETEIND L, TAFRZIV DR AT DAL A A RRENE
TOT VT 47V A NOEFELIE/HE, HLWT 7T 4 794 M7/ £9, CatalystCenter

. RO2FEHD 7 = — A —N—%HR— K L TNET,

VAT AR A= A= R =T OREERR Y N U —7 OFIR EOREICKL > TU X
TEADT I T A THA NBAT T4 1025 EFITEIET, Catalyst Center TIE, 77
A 7‘5"/1’ ]\757%@0):1:‘/5' TIARXFy NT—7 (BXORZ A YA kLY
A4 ) SEBECERN ST ZEERB T HE, AFZ AV A R ZEDOEFZF X
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ZBTDICKERH AT BT T D20, Flird s Z &7y bU—7 8{EE{#E T
%\ij—o

cFH Xy NV EHECHLA—V NV RTADT 7T 4 7THA hERAZ LAY

4’ kN DBAEDOKE 2 AR 2 5 X 91T Catalyst Center (245~ 5 Z & CERITSNET, @&
Wi, A b @777 FGAT VA A A =L EI TV B Catalyst Center /7 b7 =7 D

E%ﬁ%#%F@E%%V%%yx®£ﬁﬂ_ﬁwiﬁo

WTNDOFRIED 7 = — VA —"—DFETH, BIOT 7T 4 THA MR F T4 TR D &
TP AKX Y AN AT AT HEINIC [Standby Ready| IRBEICEAT L £, ZDOH A MEHL
WAL XA A b & L CHESLT HITIE. [Monitoring] & 7 @ [Action] $838 T [Rejoin] 2 7 U
y L/iﬁ‘o

FET T —ILA—/\—DFB

TFHETT = — A — =% T 58514, Catalyst Center TT 4 P AX U B XY AT LD
AA YA N IR YA MIBERVYTOENA TSI — L E ANERLXET, FEI7 o—
N —N—1X, BUEDT 7T 4 7% A FTHRENRTEEL TWDHZ EHHL, AZ AP Aa
BT LWT 7T 4 T A N LTI RT 7T 4 TIHRET D%EIEN T, Fi#7-2—1
F—N—Z G T AT, ROFIEEZEITLET,

Y

GE)  FET7 =— A== BV A FOBT 22 LIITEE A, IR BUET 7 T+
TRYA INOEDHRFATTEET,

AT TN EEBICHDEIA=a—T A a%27 Y v 7 LT, [System]> [Disaster Recovery] ®JIE|Z3&4R L T [Disaster
Recovery] X— &P & 7,

7 7 4V N T, [Monitoring] # 7N EIRS I, T4 FARAZ Y BNY VAT LD MARRUNRERRENET,
WOFITIE, n—% XBAIEDT 7T 4 THA Memr 74 v LTWET,
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Main Site (7 Recovery Site [
Active Standby
Witness Site
Up

AT w72 [Action] 81 C. [Manual Failover] %27 U v 7 L%,

AHBNAF A bDOE— /L% [Active] IZHIV R % 5 Z & &7~ [Disaster Recovery Manual Failover] %1 7 &
TRRRSNET,

AT 73 [Continuel] %7 U v 7 L Cil#AET,

NR=VOLH T, 72— N A —N"=TmEARHBENTZZ L 2R T Ay E—URERRINET, I
ETCTIT 47V A FELTHIEEL T2 T A MME, VAT A0 58]0 B X 1L T [Standby Ready] IRREIZ 72

D ET,
Main Site Recovery Site (7
10.30.199.51 10.30.199.97
Standby Ready Active

Witness Site
10.30.199.158
Up

ZOWRT, A YA R VAN YA FOERAFERSH, 7— 2 OERIIITON <R £, /
DT 7T 4 7Y A MIMERHL5E1E. ZOMICER S OREZ R L £,
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BIOT 7T 4 T A "eF 4 FRAZY AN ZATF MIHEBINTAET, ROT z—LF—"— (X
TAED T 2= AN 2L LD T == VA= N—D[E ) ZRETHZEIEETEETA,

ATV TE ALY A NV BRYSA NEFERL, T AP AZX VDN VAT LEFRELET,
1L UAARUYA MZr A LET,
2. [Action] 7K C, [Rejoin] #7 UV v 7 LET,
AP UNRAYA NDT—ERHEESND LR T XA TR RERINET,

AT w75 [Continue]l 27 V v 7 L CRICHER, T—X DEREFHELE7,

CatalystCenter CRIHE T 5V —27 7 =5 T 34U, FE 7 = — A —N—3%ETTT, BUET /7147
A RELTHEEL TWEAL YA RBRZ ALY A MR T,

Main Site — Recovery Site (7
10.30.199.51 10.30.199.97
Standby Active
Witness Site
10.30.199.158
Up

RTYT6 TAVAX D INY AT ARBEREICR T2 L 2B LET,
1. [Monitoring] % 7 O EIZFE/R 7= AT — & A7) [Up and Running] (272> CTW\W5 Z & 2R L £ 97,
2. AXRVINDHALTA LT, [Rejoin] ¥ AT BNIEFIZET LIZZ L 2R LET,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:52:15 PM UTC-7

(J v & Re-Join - 10.30.199.97 7/13/2021, 1:51:02 PM UTC-7

Start Time 7/13/2021, 1:41:08 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:51:02 PM UTC-7
Hide Details
(] v Configure active - 10.30.199.97 7/13/2021, 1:45:17 PM UTC-7
Start Time 7/13/2021, 1:41:14 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 1:45:17 PM UTC-7
View Details
o v Configure standby - 10.30.199.51 7/13/2021, 1:50:55 PM UTC-7
Start Time 7/13/2021, 1:41:16 PM UTC-7
Status Message Successfully configured standby system
End Time 7/13/2021, 1:50:55 PM UTC-7
View Details

— > - ~ — —
TAYRXZ2)HN) DR TLO—ZELE
ALY A REYVINRY YA e —HHEILTHZ LT, TAPFRZY IR AT ANEEH
WL L ET, YA MEHOBRONER S, YA MRAZX L RT ey 7 A4 L L THRE
HEH0ET, BEHIMIChE> TV AT LAEEILT AT, VAT L2 —RE LT,
TIT 4T A SMBAZ R, YA bA~DT — X OB E BRI T 50BN H Y F
T, Flo. TAPFREZ Y IR VAT L —WfElE LT, ROWTNNEEITLET,

VTG AEDT T L— KRBy — DA VA N— IR EDERE A7 52 T4 5
VAT AELINET AT ARAX YAV EHESBEEIZ D
s AL, UANRY FRIFERYA NI TRAXTAUTF U ARFTTD

FHER Ry U= EIEEI3EBIHZ D
AT LO—EEIE

VAT AAVKR—=RY NDA LTI U AEFERT DR ENTT AT AX Y DNR) VAT A —
FERICASZIE T 21213, RO TFNEEFEITLE T,
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AT EEBCHDHA=a—T A2 %27 ) v 27 LT, [System] > [Disaster Recovery] DJIEIZ 41 L T [Disaster
Recovery] _X— Y &P & 97,

7 7 4L hTliE, [Monitoring] ¥ 7 NER Z 4L, 7 4 FRAZ U I ANY AT LD MARRYNRERINET,
AT 72 [Action] fEIK T, [Pause] &7 VU v 7 LE7,
ATY T3 FRENTZF AT /T, [Continue]l Z7 YV v 7 L CKRICHELET,
RO THEIZ, VAT AR —FHELT A e ARG ENT-Z L2 T"T A v E—URERINET,
VAT K —RHEILT H729IT, CatalystCenter T7 — & & —EROEMMN I I ET, Tz, U D

NYHFA MUDIFILE L TW e —EZARHEHASNET, ZOTnA0FETHE, PR IIZBNT, A
ALY A RV AR YA FORAT—HF A7) [Pausing] ([ZRE SILE T

Main Site Recovery Site [
10.30.199.51 10.30.199.97
Pausing Standby ® Pausing Active ®
Witness Site
10.30.199.158
Paused

CatalystCenter CHLEE/R X AV INETTHE, bR IIZEREINTZAAL YA b, UAANUY A BE&
QRS A FDOAT — X APHEH X T [Paused] [T ESNLET,
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Main Site Recovery Site [/
10.30.199.51 10.30.199.97
Active Paused

Standby Paused
10.30.199.59 10.30.199.66 10.30.199.67

10.30.197.89 10.30.197.90 10.30.197.99

Witness Site
10.30.199.158
Paused

10.30.199.158

ATYTE TAVFRZ VAN VAT AN—RHFIELTND Z L 2R LET,

1. [Monitoring] ¥ 7 D4 BIZRR ST AT —H A3 [Paused] 1272 > T\ D Z L ZfER L E T,

AR DX A LT A T, [Pause Disaster Recovery System] % A7 INIEFIZ5E T Lz Z & 2R L £
T

2.

Event Timeline

Hide Timeline
Last Update: 7/13/2021, 2:14:54 PM UTC-7

End
, v & Pause Disaster Recovery System - 10.30.199.97 7/13/2021, 2:13:46 PM UTC-7
Start Time 7/13/2021, 2:00:24 PM UTC-7
Status Message Successfully prepared clusters for pause Disaster Recovery System.
End Time 7/13/2021, 2:13:46 PM UTC-7
Hide Details
9 v Active cluster standalone - 10.30.199.97 7/13/2021, 2:01:33 PM UTC-7
Start Time 7/13/2021, 2:00:31 PM UTC-7
Status Message Successfully prepared active cluster for pause Disaster Recovery System.
End Time 7/13/2021, 2:01:33 PM UTC-7
View Details
o v Standby cluster standalone - 10.30.199.51 7/13/2021, 2:13:38 PM UTC-7
Start Time 7/13/2021, 2:00:27 PM UTC-7

Status Message  Successfully prepared standby cluster for pause Disaster Recovery System.

End Time 7/13/2021, 2:13:38 PM UTC-7
View Details

TAFREY AN OEE




FaHREUNNYOEE |
B x72~0msm

RATFLADOESM

BUE—BHE L L TWAT 4 R Z Y BN 2T A FHRET 51013, ROFIEEEITLE
—g—o

AT EEBCSHA=a—T A2 %27 ) v 7 LT, [System] > [Disaster Recovery] DJIHIZ 4R L T [Disaster
Recovery] _X— Y &P & 9,

7 7 4V kT, [Monitoring] % 7 3RS AL, T A P ARAZ U BN VAT LD MR URERINET,

Main Site — Recovery Site (7
10.30.199.51 10.30.199.97
Standby Paused Active Paused
Witness Site
10.30.199.158
Paused

AT w72 [Action] i8I T, [Rejoin] 27 YV v LET,
ABZNNATA NOTRTOT —FZNBHESND L ERTHAT 0 I NERINET,
RATw 73 [Continue]l] #7 U v 7 LCH#ERET,

NR=VDLETEIZ, ALY AR VARV A b BIOERY A F2liEGT 27 e ARG S
ol hHRTAyE—URERENET, 20Tt 20FETHIL, PR IIZBWWT, AL VA e
U R YA FORT—H A) [Configuring] IZFRE I NE T,
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Main Site &
10.30.199.51
Configuring Standby @

o=? o=? o=?

10.30.197.89 10.30.197.90 10.30.197.99

Witness Site
10.30.199.158
Up

=2

10.30.199.158

vari~oasm |

Recovery Site (7
10.30.199.97

Configuring Active ®

i g o=? m

10.30.199.59 10.30.199.66 10.30.199.67

CatalystCenter CLEERZ AT NFET T H &, PARRIICFKRENIZAAL A M, UIAYY A BE

OEERY A FORAT—=Z ANFFHINET,

Main Site &/
10.30.199.51
Standby

o=? = m

10.30.197.89 10.30.197.90 10.30.197.99

Witness Site
10.30.199.158
Up

=2

10.30.199.158

Recovery Site (7
10.30.199.97
Active

o? = m

10.30.199.59 10.30.199.66 10.30.199.67

AT 74 [Monitoring] % 7 DA ERBICE R S 372 AT —H A7) [Up and Running] (272> T\ 5 2 L ZRER LT, 7«
YPRAZ Y DNY VAT DBPBRBRIEICR 722 L 2B L E T
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TAYREZ)HN) SR T LDEREEIA

TRV ryTIE, TAFRZYBIANY VAT AREETABOEEEFEEICOWTHI LE
TO

-~ O S/, — =,
NI DT TELVETORETEIR
FTAPFRLYDNY VAT BENy 7Ty 7BEIOELT BT, ROMCERL TS
W,
NI T v FNE, VAT LEADT I T A4 THA NIPHODHRART Y 2a— /)L TEET,

RNy I T T T ANDETIE, T AT AZ Y D) NEBI72 > TODIRETIZEITT
TFEHA, FTURATLEZ—BEIETAIVNERNH Y £, FEMIONWTE, AT 20
—WRpfEl 37—) | EBRL TS EZN,

Ny I T T T ANDETIE, VAT bE—EHEILT AENIT 7T 4 772729 A T
DHFATL TSN, Ny I T v T T 7 ANE@ IR LTR, VAT LD A MIHSN
THVENHY £, ZNICED, TAFRZ I INURERESN, 777474 D
=B DAR N, P A S A~OEBRBG SN E T, FEICOWTIL, [V AT A~DH
Zh (40 X—2) | EBRLTIEEN,

NI T T T ANDETIE, VAT LADOMD ) — R LR C/3—2 g O Catalyst
Center 231 VA M—/LENTWDYT T AH ) — RTORFEITTEET,

s Tx—)VF—NR=0RETHE, BORY 7T v EEITOREBLIOARATFVa—b
. FTLWT 7T 4 794 McBRIEnNEE A, BEERTIVNERDH D 7,

« BB T 585413, Catalyst Center ~D35{5 TLS 84t D TLS N~ a v &2 7T v 77
L— 952 L aBEIHLET, [Catalyst CenterSecurity Best Practices Guide] @ [Change
the Minimum TLS Version and Enable RC4-SHA (Not Secure)] hE w7 2B L T 72 &0,

TAPFRZYNNY S RT DOy 7T v T EETLOFFMMONWTIE, Ny 7T v 7 efiix
ZRLTLEIN,

J/—FFERERYVSRAZORBICET H5ZEEIR

FUAPFRZY IR AT AOWREPESTIZ, ROWTINEETTHILITTEERA.
cl+l+l Y T v I T/— RO 1 DB EEHRZ D,
33+l Y R T v T TLOOH A FOTRTHO /) — REEZHRZ D,

ZONERHHBAE, VAT AOBEME 262—) TS TWAFIEEZET LT,
/XTA%EE%LT(témO
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sumcErszEsE

BRERICEHTSEEEIR

YANIHA NMEHDET TITAT LV AHFET HT — X%, ROV T U A THIBRENET,

T AYPAZ YN VAT LEZYPD Ty N T v T L, VAT LET 7T 47675 &
%O

c UANVHFA SWRBAET 7T 4 TIY A FTHLIHBEIT, VAT L —Ksik L, Bz
fRER L Ton, U ANU A b e LTHRERT D & &,

BEEOT 4 P AZ Y N AT DEFHBET D L&, EOVA NRBHET 77 4 772 A
FNCHDLIDEMRL, TNEVATLDAAL A FELTEELTLLSEEY, 203, VA
WYY A NOF—F (BUET 7T 4 THRER) ONRXv 7T v 752K L. ¥ AT LAOFHERKD
A DT =R B2V AT LADAAL YA METTHZEHTEET,

HA ICR8T 2B REIR

YA &

FAFALZY DAY AT DOMBABESTIC, AL A b E VDAY A bEE—) —F
JITGAEAMNBHA Y T AZIIEHMT L LITTEETA, VERSAIT. ROFEEZFETLE
hd‘o

1. VAT LD (26 2—) |
2. WHFOYVA M2 HAZ TAXITERHLET,

3. EEEL. TAFRZYUINVEBT 774 TMLLET (FAFRZ U BAY OBE (15
/\o‘—f)) %%ﬁg) o

ZICHT OB REFIER

FIZHNLNTIE, TATFRZYINY 2T AT T B L T D, A MCEENEAEL
TR, ROWTHNLDOT 7 g 2FETLET,

T ITF AT A IRE T LT ARE, To—F—R—T v 2AREREINET,
« AR UNRA YA FEFZIFERSA FonT oA v rdhE VAT AIZOYA M
Ayl LTC~—7 L. [Action] BEI/N D Z A 7 ZBitE+ HHEEEZ B0 L £ 7,

TR T RN A7 ZBMG L &L 9 LT L. BT TERVEMA/RT A v & — 73 [Details]
ﬁEfE IFRENET,

AAZENESHMAICAAT 2EEFE

T A PFRZ Y BRY 2T LATHOGHEZ AT 556, £ HIRIN OGN #E 2 & & #
ADMERDDEEIE, WOFIAZFIATLET,

1. VAT AO—EHEIE
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B 7 5x5unrva~s roms

_\\

HR—

2. IS4 F22 U BRYEEHEOEM (124—) | Py 7 THHENTWSFIEELE
1TLC, VAT LDFFHELBE L F7,

AYRBZYAN) AR FOEH

T APFRZY N A X "RFAET H - ONTEA 7 12557 5 L 9 1T Catalyst Center % 5% E T
TET, INOLOWAEREB IOV T A7 T4 73 5H5EIZO0 T, [Cisco DNA Center
Platform User Guide] @ [Work with Event Notifications] Z#ZH L T 7Z&\VW, ZOFEEET
L 725, [Platform]>[Developer Toolkit]>[Events] 7— > /L C [SYSTEM-DISASTER-RECOVERY]
AR NERIRL, TR T4 T LTNDZ LR LET,

YT A T A4 T, CatalystCenter |Z, AT ADFEHEDH YIRS EIN 727212 IPsec & ~
ardE UL TNWDZ T EMEEE LET, ZOEHEL T 512X, ROFIE
ZIATLET,

1. VAT LAO—HHEL 373—) ,

2. AA A REYIANYYA FOWG T, BUEDO T AT LAGEAELE WL 3, /£ L

ZHHA=2—TAar%s7 Vv LT, [System]>[Settings] >[Trust & Privacy] > [System
Certificate] DJNIFIZIEIR L £ 7,

3. VAT LASOFEZBIM (40 X—)

Y (R % R

WDORIZ, T AP AZXY BN AR FERLET, Catalyst Center Tik, 1 X MRFEAT
L EWmmEERLET,

DATLDANLR | ARk EAN
OK 5“‘\/( PR EZY Y :‘/Xﬁ“Aﬁ)@JﬁEEP“Cﬁ“O Activate DR (Disaster
Recovery Setup Successful)
OK AA YA NEAIZY I YA R~ T = — |Failover Successful
VI N—=NIERICE T LE LTz,
OK AA YA FOBEENIEFIZSET LE L, Successfully Registered
Main Site
OK U BN YA NOBEENIEFICTE T UE L7z, |Successfully Registered
Recovery Site
OK BEAR A N OOBGEEDNIERICE T LE L, Successfully Registered
Witness Site
OK F AP AEZY HNY AT ANIEF |IZ—MHHE |DR Pause Success
ELELEL,
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DRATLDANLR (AR b WA

OK ABNA A NBEHEL TOET, Standby Site Up

OK B A RAOEMEL TV ET, Witness Site Up

OK F AT REZY HNY AT ANIEFICEGRfR | Unregister Success
PrEfLE Lz,

Degraded AA YA FFEZITY IR YA R ~0DT7 = — |Failover Failed
WA= N—=RLE LT,

Degraded AR R YA NINBHEZ T L TWAT-, |Standby Cluster Down
HENZ = — A — "= I TEE A,

Degraded BEARY A "R BRAEX 7 L CWAH7-, Bl |Witness Cluster Down
72— A= NI AT E A

Degraded F AP RAEZY HNRNY AT KE—WRER TX |pause Failure
A,

Degraded BGP L— N7 K% 4 KA FAVERLLE L | 562 Failure
7o

Degraded VAT LDV A MEEHEHT D IPsec ko F /L | TPsec Up
REREFR T,

Degraded AT LDV A M & ERET D IPsec I kL | IPsec Down
MBUEL T L TONET,

NotOk F AP REZY HNY AT AOFBEICHBL L |Activate DR Failure
E L,

NotOk IEE[StandbyReady]jﬁﬁé@:&bé‘ﬁ-{ M. 5 4 |Activate DR Failure
YRLY ARV VAT JTHBIMTE A,

NotOk F AT RAZY N AT DOBGEERIZY: |Unregistration Failed
L L7

NotOk A A YA DOBEITHRRLE LT, Main Registration Failed

NotOk U YA OB LUE LT, Recovery Registration

Failed
NotOk BEARY A R OB E LT, Witness Registration
Failed
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TAHFRAYANYIRFLD STV a—TF 428
WOFRIZ, TAVAAY BN AT A TRETDAEMEND HDRIE E F O TEEZR L FE
R

)

GE) T AP RAEY NV BERRIETZEZX A LT T R LEESEAIL. [Retryl] 227 U w7 L THEAER
FEFITLET, MERMEINT., TOMIKRRORIZEEH SN T RWEETE, Cisco
TAC IZBMWAEbEL X0,

R4 TAFREYHNYSRT LOME

I5—a—F Ayt—U Yiyai—ay
SODR10007 Token does not match. U XYY A FOBGERIICIREI N h—7 23,
AA A N OFRIFZAERS NI =2 & —H
LEHA, AA %A kD [Disaster Recovery] >
[Configuration] # 77 C, [Copy Token] %27 U v 7 L
TELWh—7v&abr—LET,
SODR10048 packages (package names) are mandatory |/ AT AZBEETAHENC, VA RSN TWBNy r—
and not installed on the main site. :/75?/]) VR ]\_/[/L/i»ﬁ—o
SODR10056 TVF Uy VNEYTH D, U NP A FBIOEHY A FOBGERHIC, A A
YA PDELWI LTy VEAN LI L%
R L £
SODR10062 () site is trying to () with invalid | DU B NNU P A MBI OEHRY A N OBRGERFICERAE X
IP address. Expected is (); actual is NFEAAL LY A FOIPT F\l/)(ﬁ)‘\ AL HA D
0 BRI SN2 IP 7 LA L B2 £,
SODR10067 Unable to connect to (recovery or AA YA NBBE L TWAZ AR LET,
witness site).
SODR10072 All the nodes are not up for (main or|H A FD3IHED /) — RTRTHRBHL TWAENE D
recovery site). ﬁ;%ﬁﬁ%@\ Li-fyo
SODR10076 High availability should be enabled on |{RDOFNEZFE(TL T, & HME (HA) 2L E
(main or recovery) site cluster. ——91—0
1. HAZANNZT 2UERH LA Mu AL
iﬁqo
2. EEMCHHA=2—TAarz7 )7 LT,
[System] > [Settings] > [System Configuration] >
[High Availability] DJIEIZER L E 5,
3. [Activate High Availability] Z2 V v 27 L £,

B 75250 rn\)nxE
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I5—a—~K Ayt—T Yya—av
SODR10100 (Main or recovery) site has no third Cata]ystcenter’éf/%‘{jE{ﬁﬂ% LTWAFT 7 %/ ~OIFH
party certificate. B — ST R EE BT, PR
DU TIE,  [Catalyst Center H—/3—GER 0D 5T |
EZBLTLL I,
SODR10113 Save cluster metadata failed. W7 U )Y FNEOFELTIZOWTIE, Cisco TAC
ICBBWADbEL TS0,
SODR10118 Appliance mismatch between main () and| X A YA N UB XYY A NCTEIRBT S I747T
recovery (. CABMRSNTORT, TP RS ) DY LT
WITBERT D121, WEFOY A FTRHRLU 56 £721%
1m:777747/x%ﬁ%¢éﬁgﬁ%@iﬁo
SODR10121 Failed to advertise BGP. Reason: (). |[ZEMHIZOWTIL. [BGP/L— hT7 RAAXZ A4 XA |
BT AMED T TN a—T 4 T (57—
V) 1 EBERLTIEIN,
SODR10122 Failed to stop BGP advertisement. FEHIZHOWTIE, BGPLV— T KR A XA K
Reason: (). WRETRMBED T TNy a—T 0T (573
V) | EBRLTIES N,
SODR10123 Failed to establish secure connection| Z MORREICXIT AR ILH Y T A, Cisco TAC
betwesn main () and () (). LT, E— AR T RS,
SODR10124 Cannot ping VIP: (main, recovery, or |[IROFIEZZFEITLET,
witness site's VIP or IP address) .
HEELIET RLABRELWI L 2R LET,
« 7 RLADBMLDT KL ANLE|FERGETH D)
EoOmaiEt LET,
SODR10129 Unable to reach main site. () AA YA B ;aﬁﬁféj’[ﬂ;:ﬁ/& 74 X{}ifiﬁ IP
T RUVANR, UBANRY A YA R EE
FEETHLINE I M EMRLET,
SODR10132 Unable to check IP addresses are on T LB EZ DV ELET,
the same interface. EZSVELET,
()
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SODR10133 The disaster recovery enterprise VIP |5 4P XX UG NNY L 25 AOH A FNEOEIEIX.
() and the IP addresses () are not :1:‘/&—-703/]’ x*/ F]j_ya:{ﬁﬁbiwfo )(/]’
configured or reachable via the same VHAREY HANY A }‘@I‘/&b‘7°§/|'f‘{}i*\g
interface. Check the gateuay of SIS ||p oL 2 | 5 KUBALY A FOIPT KL A, =

u 1gu 1 .
° VAT TR B —T 2 AER LCEETE
LECTHRENRHY £T,
ZOTT—E, 1 DERIFEHEOY A MIRES L
7ZIP 7 RLUAMAEIP 7 KL AR, @BEICm ¥ —
TIARXA L HE =T 2 A APUINDA o H—T = A R
EHEHLTWLZ EE2RLET,

SODR10134 The disaster recovery management VIP |5 4 Y 2 X U h NN 257 AOEHEIPT RLA&
(VIP address) and the IPs (IP Vi\ %fi/l) ‘/57*‘7:\:/]) XT?}%ET%%\E%)E}) U i
addresses) are configured/reachable _é. - POT5—F /:E“.’I'E¥7 ix5@fﬁ*a P7 KL%
via same interface. It should be 75§§£Eé§ﬂfb\7tib‘/f 3/5"‘7:1:/1)3'(‘%&?5\11)7 R
configured/reachable via management . e = . =
interface. Check the gateway or static 1/7\75%%@@@5%“@\6 g %ﬂ?biﬁ—o
routes' configuration. ’A:E'/Trﬁ/f V=T A XT%&E%%’LTU‘@%@{&TE P

7 KL A B2 # vy — b 2B L £,

SODR10136 Certificates required to establish [System Certificate] = ([System] > [Settings] >

IPsec session not found. [Trust & Privacy] > [System Certificates] ?JIE (2 3&4R)
MHH— F—=7 4 GEAEEZBET v 7 m— LT,
Bera BalT LET, MBERIMR LR WG,
Cisco TAC [ZBMWEHELZI W,

SODR10138 Self-signed certificate is not —
allowed. Upload a third-party
certificate and retry.

SODR10139 Disaster recovery requires first AA YA REYV IR A NZIA VA= EN
non-wildcard DNS name to be same in TWA Y — F‘/\"—?4§E%%6:\ 3‘—“4 PR EZ Y B
main and recovery. {} in {} site U “/Z?A%@i:]%ﬁiﬂéﬂfiglj@DNS%ﬁ’&)D i‘jﬂo
certificate is not same as {} in {} N s — SN s ,o
site certificate. %{%E\@/XT‘AO) DNS%%*EEj«é‘H‘ RS

T A REAEEZER L, ZOMAEEZF OV A M

Ty 7r—RLET,

GB) DNS4 2V A L R — R ST
N LR LET,
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SODR10140

Disaster recovery requires at least
one non-wildcard DNS name. No DNS name

found in certificate.

AAL YA NEYINRYYA NIA A =L EN
TWBY— =7 4 GEHET, TP AZ Y BN
U AT AODNSABFEE SNV TUVER A, Catalyst
Center ClX. ZO&HIZHEAL T, YAT 2DV A
%W%Eﬁ?émmch/zw% XELET, B
WDV AT AODNSAEFRET D% — R/3—7 1k
HELER L, ZOEREEZM GOV A MZT v
g—RKLET,

G¥) DNSZIZT A R — FAEH ST
fcﬁl/\ (E%Eﬁﬂ Li—a—o

Iy N =D DR—=F 4 a = T ERERIOLN
WXk, AT ALATHHT L3 2O% A b3 _TH
Bt STV e WA, Catalyst Center THA b D
AT — B R % [Isolated |IZFXE L E T, W72 U I
U FNEDFEITIZOWTIL, Cisco TAC IZBRIWE D
HLIEEN,

External postgres services does not
exists to check service endpoints.

ROFNEZFETLET,
1. =7—WBRAELELYA Mre A LET,
2. kOa~vy REFITLET,
» Kubectl get sep -A
« kubectl get svc -A | grep external
3. FERDOH )T, external-postgres ZFE L F
T

4. {F1ET DA%, kubectl delete sep
external-postgres -n fusion =~ > F& 3T L F
7

5. LIAMCRE L7z Bz iafiT L £ 7,

Success with errors.

Tz — VA= N—DMGHETIEIT A P ARAFZ U AN

UL AT AO—FHEIEZIZZ DA v E—UNFERES

NAHEEIL. 1 DU LEOY—E XA TE T T — 0

FHELTICHEPDPOOTHRIENERFICE T LD &

oL TCTWET, iR, [Rejoin] 27 U v 73

HTET, VAT LEREHTEEST, Zhbox
—IE. TOEEIC XL > TR SN ET,
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Failed.

DA yE—UiE, 12U OV —ERXTEKRRT
T—RELTTDICT 4 T AZ Y N FERK
MLI-ZEERLTCNET, ZOREEL T 7L
Va—T AT THRIEDIT, AR NI LT A
AFERLAL, B#ETLIZT IR T H L
EBEIOLET, ZORXvE—URERINTH,
[Retry]Z 27 U w7 U CTHAEEZHIITLET,

Cannot ping VIP: (VIP address) .

VAT AIREENTWARZ U H—T T4 AVIPT
RLUANRBERRETH D Z & 2R L ET,

VIP drop-down list is empty.

ATFLDVIPT RLARAL 7S AEZNY 7 RIEL
CHREENTWDHZ L 2R LET,

Cannot perform (disaster recovery
operation) due to ongoing workflow:
BACKUP. Please try again at a later

time.

AR 2=V ENT=NRy I T TOETHICT 4
ALY TNV BEN N H—ZNFE LTz, NI T v
TOETHICERIEEZHRITL TS,

The GUI indicates that the standby
site is still down after it has come

back online.

AB R YA NRE T LI E X, FOYA b
% Catalyst Center DI HIDRITTT 4 2K U H A
U AT LB CE o256, 2B HOR
ITRBEBMICBE SN W ERnH Y £9, 20
By TV A SPBEIREICE > TH, GUI TIEH
LTS D E LTERINET, AZ A
YA SBAVTF U AE—FRODEETHDHZO, &
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— Multiple services exists for MongoDB

to check node-port label.
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TAHIZIE, kOa~vr REFITLET,

« kubectl get svc --all-namespaces | grep mongodb

 magctl service unexpose mongodb <port-number>

— Multiple services exist for Postgres

to check node-port label.
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 magctl service unexpose postgres <port-number>
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([Activate Disaster Recovery System] > [View Details] > [Configure active] > [View Details] DJIEIZEIR)
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« sudo vim /var/log/quagga/bgpd.log

» magctl service logs -rf bgpmanager | Igl
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