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ATvT6
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[Application] # 7% 7 U v 7 L £,

[7 7V r—3 a2 >®DEM (Add Application) %2727 U v 27 L£7,

[Application Name] 7 o —/V FIZ, 77V r—3a »OA4RTEAT LET, 40T, TENT 708
EOTRRULTOFRETERETCEET, 77— a U4 THATE R CTIE. TRRENA
T DHRTT,

[ B (Type) 1=V 7 C, [— N—1IP/AR— b (ServerIP/Port) | 7V ARX %27 )7 LT, 77
Vor—2aBNIPT RLALER— 2B L TT 7 ®ATEET,

[DSCP] F = vV Ry 7 A% AN LT, DSCPEZER L E T, HEEXRLRWGEDT 7 4+ /L M
[BestEffort] TJ, XA b= 74— b —E R L FFAIMIZ, WTHID QoS b e fy hT—7
FINA ADT 7 )V NEIETT,

[IP/Port Classifiers] &= v 7 Ry 7 A% AN LT, 77V =2 a b OPT RLABIOH 7Ry b
7'a haj R— MEIER— AR L £ 3, A7 m hauiE, [IP]. [TCP]. [UDP], [TCP/UDP]
TY, (IP] 7'v Fa v z@RLEGEE, A— MESEREMHITERLEYA, T 227V v 7 LT,
SHICHEFZBEINLET,

KONTNLDOTEZERA LT, 77V r—2a v b o7 4 v 70FELEZERZE L E7,

* [Similar To] : BEWDOT 7V r—v a NBEGFOT 7V r—yva v ERERO T 7 ¢ 7 LRSI
Db H%EIE, [Similar To] A7 > a v AREZ %7 Vv 27 L, RayF Xy UA NPT 7Y r—
va UEIZEIRLEJ, Cisco DNA Center 1X, M7 FV r—2a b DT T 4w 07T A%, B
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¥, FA%h72fEI% BULK_DATA, TRANSACTIONAL DATA, OPS ADMIN MGMT,
NETWORK_CONTROL, VOIP_TELEPHONY, MULTIMEDIA CONFERENCING,
MULTIMEDIA_STREAMING, BROADCAST VIDEO, REAL TIME INTERACTIVE, ¥ Lt
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[Application Set] K= > FH T U R MG, TV r—2aN@gd 27 7Y r—aty MR
LET, A7 7V r—varty ME, @GR —ERA, Nl 7o 7B ML—Y a TR —
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£, A= &S, BIRNT 7407 7 TRZESNWCT IV r—va v EZRBETEET,

ATV T8 7TV r—va v ERETHIZIE, ROFIEZFATLET,
a) 77UV —rartExr )y LT, RBEREREZITWET, 74 —/L ROFEMIZONWTIE, H—r3—
BN TASS AR LT TV r— g O (10—) ( IPT7T RLABIRAR— K X—2DH A
AL TTVr—varOfEk (11 X—) | F72ITURLICESS WAL L T 7 r—3 3 o OVER
(12 X—=2) LTI,
b) [OK]%ZZ7 VU > 7 LET,
G¥) ARV —ZHEBLTYH, MELEIAZ LT ) r— a NIFEHRESNFEH A, Cisco
Catalyst 9800 ~' UV —X U A YL A a2 b —7

ATFY TS TFUr—2arZHBRT 51003 77V 5=y a v Ry 7 22D T %270 v 7 L, RICIOK] 227V >
7 LCHEELET,

FIUr—avEBRICAYIZT S
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r—arvty O ERICERINET,
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AT 72 [Application Sets] ¥ 7% 7 U v 7 LET,
AT w73 [Add Application Set] 27 U v 7 LE7,
ATV T BATal Ry 7 A, FiLWT 7TV r—2a VREDLAHTIEATILET,
CiscoDNA Center THI LW T 7'V r—va >ty RBERSNETRN, 77V r—vaidEdEnEtia,
ATy 75 [OK] #2777 LET,
AT F6 [Search] ] L C[Show] 71 [ViewBy] 7 4 —/V RZ@HH LT, 77V r—va VEEERAOTET,
ZEl. R—FE&EE, BXORNTFT 74w 7 7T ACESNTT IV r— g U ERBRTE T,
ATVTT HLWT 7V r—va VRECBBSELT7 7V r—va v RO ET,
AT9T8 BEISELZT TV r—aOMIchtF vl Ry Akt A LET,
ATYTY HLWT TV r—ya BT 7V r—vara2 Ko7y 7 7R Rey 7 LET,

WARLT7T)Vr—3y vy FOwmREFE=IZHEIBR
MBEREARIE, WAX LT 7Y r—a R RERITEBRTE £,

\}

B 77V —varR)vr—lioTBRENTWDIIAL LT T r—arty badlkk
TAHAZELEITEERA, 77V r—ar vy FEHIRTARNIC. NU =57 7Y r—
var bty NEHIBRTAVLENRHD £,

ATY TN A=a—TA4ar (=) 7V w27 LT, [Provision] > [Services] > [Application Visibility] DJIEIZ 3R L &
D
AT w72 [Application Sets] ¥ 7% 7 U v 7 LET,
ATv T3 [#FE (Search) ], [FE/R (Show) ], F7/id [ERFiE (ViewBy) | 74—V REFEHALT, £HTLT7 7
Voy—varvty NeERDITET,
L], R—FEE. BIXOMN I T7 407 7 TRZHEASNTT IV r—va VEBRTEET,
ATV T4 RONTNPEFITLET,
T IV —a URET DI, TFV r—2a VREIL, 3TV = a VRENLT 7Y
r—var i RIv 7T R ey LEd, [OK] 27 ) v 7 LT, ENENOERZfEELET,
TV = a R ERHIRT AR, TV arRER Y I AIHD CE 7V v L, I
[OK] %7 Vv 7 LCHEELET,
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CBAR XIS T /N ATHOFA LA LNy O DEH

CBAR VR — b T HEBEDT A ADT 0 hany 7 B E-I38Eo 7o hany
JWIZT v T T —RTEET,
188 BRI

* [System Settings] C Cisco 2 7 A U IEFHMARE L ET, Y Aabor /A AFROBEICET
BHEEAMNZ DWW TIL,  [Cisco DNA Center Administrator Guidel] &R L TL 72 &0,

¢« TXA AL CBAR R —F L TWAXLENRH Y £,
¢ XA AT CBAR AT o TV BMENRH D £,
e TR ADT 1\ ks 71 cisco.com THEFIRETH A LERH Y £,

RTYT1 A=a—TA4ar (=) #71U » 2 LT, [Provision] >[Services] > [Application Visibility] DJIEIZER L F
7

AT w72 Day-N @ [Overview] ~*— T, FIZAZ mB—/L LT, [Site Devices] 7—7 V& ErRLET,

AT w73 [Site Devices] 7— 7 /L ® [Protocol Pack Version] 7 7 LAMZFRENTWD AT — X AR L £,

[Outdated] A7 —# A% 7 1 v 7§ 2% &, [Update Protocol Pack] 7 4 > R IZi%&4 357 1 hai Xy 7o
UZ MBRERRINET,

AT w74 [Update Protocol Pack] 7 4 > K7 C, MERT 1 ha iy 7 O/—2 3 2T % [Update] 227 U v
7 LET,

[Protocol Pack Version] 77 7 A2 [Inprogress] A7 — ¥ ANKRINE T, BEFRHFON—Y g U E2FRRT
DX, H#RT7 A 2% 27 Y v 7 LET, [Protocol Pack Version] 77 7 AT [Update failed] A 7 — & ADEKR
Shieb, =29—=TA4ar%27 ) vy 7 LTRROFERNZHEZLET,

ATYTE TRTCDOT AL ZAETUTBIR LT AA R EHHOT 1 b an Ry ZICHHT 55613, ROFIEZFAT
L/\li‘g—(]

T LT NTO CBARMET NA AT 0 b a Ny 7 28T 51213, ROLHICLET,
* [Update Protocol Pack] K&t v 7% 7 U & ki, [All Devices] Z3®IN L, #&fcDEER v 7T v
T4 RUT[Yes] 27 Vw7 LET,
BIRLIZT NS ATT B ha Sy 7 2T 512, ROXHICLET,
« [Site Devices] 7—7 /L TT A AR L ET,

* [Update Protocol Pack] K2 > 7% 7 U 2 k)26 [Selected Devices] A3 L, B DOEER Y 77T v
T4 RYT[Yes] 227 Vw7 LET,
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Cisco DNA Center D7 7° VU /r—3 g VAR — B 213, DEEEAHERDEDO RAAL U BLW
Yy MBET 515 ET A A0 BEE L, ZOE#H % [Observed Traffic] 7+ — MIFE R L
£, T U=y a VA — BRI LK o TR SN RO — =4 & TP/FR— k
D¥X. [Recommendations] D FIZERENE T,

ROGEDOY—R_R—=Z L IPIR—MNIT TV = a LY A RVIZEBINTE £,

)

GE)  BK100 DM ENETF )V r—a w27 7V A—2a L2 MJIZBNTE 7,

ATY TN A=a—TA(a> (=) #71V v2 LT, [Provision] > [Services] > [Application Visibility] DJIEIZE&ER L F
7

AT w72 [Discovered Applications] ¥ 7% 7 U v 7 L9,

AT 73 [Recommendations] @ T [discovered server names] V > 7 % 721 [discovered IP/Ports] U > 7 %27V w7 L%
7

T, RO ENTZY—"—FZZIP/R— DY 2 hRERENET, ENTERLEZV—1—F
TAX IP/AR— M 2 IERRITT 2561, —3—% IR L T [Hide Ignored Applications] F = v 7 R v 7 A%
FAZLET,

ART9T4 77V =2 a LA NI TT IV r—var e LTA VR — b5 — _"—F X IP/AR— M &R L
£

ATYTSs Kuy 77Xy A b, 7 [Application], [Application Set]. 35 & O [Traffic Class] % 3%&R L £,

ATv 76 [Import] 7 YV v/ LET,

AT w771 [Applications] ¥ 7% 27 U w2 L. [Show] > [Discovered] Zi#R L T, £ V' KR— SN T7 7V r—ra v
TR L ET,

NBAR Y 5™ KOy 2 DKRTE

T r— g VAR —E X TiE, NBARZ 70 Raxs Z&#FERLTCFa haiy s
EIWFTRL., 77T FIDLT— A2 EZETHI Lo TRALRT U r—y a v on itz
ik L £,

ARTY TN A=a—TA4ar (=) 71V v 27 LT, [Provision] > [Services] > [Application Visibility] DJIEIZ 3R L %
R

AT w 72 [Discovered Applications] ¥ 7% 7 U v 7 LE 7,

AT w73 [NBAR Cloud] 7 + > K7 C, [Configure] #7 U v 7 LET,

AT T4 [Configure NBAR Cloud] 7 > R C, "I NWREZ %27 Y > LTIREEZ [Enable] IZLE 7,
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AT w75 [CiscoAPIConsole] V> 7 %27 V7 LT, ¥—¢7T7A4 7 ho—2 by hERIGLET,
AT w76 Ciscorrn 7' A ANEHE AT L TH LWT 7 7% X 7T [Cisco API Console] ZBi &, WO FNEEFEITLET,
a) [My Apps & Keys] # 7 C. [RegisteraNew App] %7 U v 7 LET,
b) [Register an Application] H[H DK D 7 4 —/v RIZAH L ET,
* [Name of Your Application] : 77V 7 — a4 &E AN LET,
 [OAuth2.0 Credentials] : [Client Credentials] = v 7 Ry 7 A% 7 U v 7 LET,

* [Select APIs] : [Hello API| F = 7 Ry 7 A% 27V v 7 LET,

c) [Register] #27 U 27 LET,
Bek L1727 70 r— a3  OFEAD [My Apps & Keys] # IR R SNET,

d) BELEZT TV r—rarod—LI 747 M —27 L % [Cisco API Console] 7> H 2 & — L F

7
AT w71 [Configure NBAR Cloud] T, RO X HIZ7 4 — /W RERELET,

a) [ClientID] 7 4 —/L RiZ, AIOTFNET [My Apps & Keys] # 7026 a b —LizFd—% AN LET,

b) [ClientSecret] 7 4 —/V FiZ, RO FNET[MyApps&Keys]| ¥ 7 b abt— L7774 7 hr—27 Ly
M ANSTLET,

c) [Organization Name] 7 « —/V RiZ, kA= AT LET,

d) [Enable Protocol Pack Auto Update] = v 7 iR v 7 ANA NI/ oTWHLZ 2R LET, (T 74
VR TIEA TR TVET) |

e) [Improve my network using NBAR Cloud telemetry] &= v 7 7R v 7 ANRA NI/ > TND Z L AR L E
T (F74 b TIEA TR THOET)

f) [NBAR classification telemetry data is being sent to region] T, BRIO R — 3 U ZRIRL £ T,

ATY 78 [Save] &7 Vv 7 LET,

TFIUr— g onBEd—ERXNDYR—bF : CiscoDNA F5 74 v
9FTULAR) TITSATUR
CiscoDNA N7 7 47 TVLARNY TTI9A4T L AF, I 9=V T7&n-IPxRry NU—72

o740 MB U RBRA LT VA NI EERKRL, = RBRA  bORFEMEEET A
T =33 D7=HIZ CiscoDNA Center &7 L A R F—H 2/ L ET,

CiscoDNA "5 7 427 FULRARNY 77547 AT CBAR BT 5 =D DRSS
. ROBONEENET,

« TNA A% YA MTEID Y TOHMENRD Y £7,
« 7 /3A Z211—/ L% [Distribution] &— RIZERET HMLERH Y £7,

QoS RY I —%FHERETIZ, CiscoDNA NT7 7 427 TVANY TFI53A4T7 X Tkt y
M=y FEHHLTCAHREZLT XY r—a VEARETHIENTEXET, FFMIcHONT
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Infoblox 7 7)) 5r—S 3 U DBEH

Cisco DNA Center % 5 Infoblox DNS H— X— L A& LT, RGFEDO T 7 4 v 7 W —
W= FEDNTIRIT H Z ENTEET,

48 H RIS

e N— 3 1.5 LAFE D Infoblox WAPI 2343 CJ~, Infoblox WAPI D/N— 2 > A iR 5
\Z1Z, Infoblox #— 3—iza 71 > L. [Help] > [Documentation] > [WAPI Documentation]
DNEIZEIRN L £,

« D7 L BFAIY MR Z RO — /L 2{E L, £ O r— L% Infoblox == — 4 —(Z |
DYTET, FEMIZOVTIE,  [Cisco DNA Center Administrator Guide] @ [Manage Users
BTSN,

ATy Tl A=a—TA4ar (=) #71V 27 LT, [Provison] > [Services| > [Application Visibility] DJIEIZER L
EJx e
ATw 72 [Discovered Applications] ¥ 7% 7 U v 27 LE7,
AT w73  [Infoblox DNS Server] ® [Configure] %7 U v 7 L7,
AT w74 [Infoblox Connector Settings] 7 f > K7 C [Here] Y > 7 %2 U » 2~ L, Cisco DNA Center C IPAM/DNS
== J A AMERERELET,
ATY 75 IPAM OFREEITWVET, aBMIIZ 2V TiE,  [Cisco DNA Center Administrator Guide] @ [Configure an IP
Address Manager] ZZM L T 7230,
AT w76 [Infoblox Connector Settings] (ZF Y . IRDREEITWVET,
* [AIIDNS Zones] = > 7 7R v 7 ZA% 4 129 50>, [DNS Zones to Inspect] K22 > 7 X7 U A K
LMLBIRDNS VY —ra R L LS, Fry7Z v U 2 M, Infoblox —/"—TEZ ST
% DNS V' — U BERRINET,

s [Inspect] KRy X7 ) A NNOLMERBEL 23— FEBRNLET,

* [Read Application name from] = v 7 78 v 7 A % 4 12 L, [Extensible Attribute] & 7213 [AVC RRTYPE
format] DWTNNDOF T a R F &= Y v LET, [Extensible Attribute] 47 > 3 VAR KX L&
70 w7 LIEHEER, D003 W7 r—ya VA2 EtiiREREEA E AT LET,

s [Default Traffic Class] 7>5 ., Infoblox 7 7'V 7r— 3 V08T 572007 74V D NT 7 4 v 7
7T A aBRLET,

* [Default Application Set] 2> Infoblox 7 7'V 77— a VAT 510D T 74V ~NOT 7Y Fr—
varky MEERLET,

ATy T1 [RE (Save) |27V v 7 LET,

y—EzxnFoeEraz=>vy |


b_cisco_dna_center_ug_2_3_4_chapter25.pdf#nameddest=unique_390
b_cisco_dna_center_ug_2_3_4_chapter25.pdf#nameddest=unique_391
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

H—ERDTOEC 3=y |
B Microsoft Office 365 5 59 Ko xS EHRALEKRAE M5 7 1 v & ORIR
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AT w78  [Poll Infoblox to Import Applications] U >~ %~ U »» 7 LC, [Infoblox Connector Settings] T#% & L 7= DNS
S—=Uinb T IV r—va o) A MERBLET,
ATFYT9 AVAR= FTL7 7V r—va UEERL, ROFIEEFATLET,
« 77— a3 L OARID Infoblox = TERSNIARATE R DG, 77V r—var
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» [Infoblox Connector Settings] IZTEFH SN TCWDT 74NV DT TV r—varty Ne b T 7 4097
JIAEEETDHGAEIE, Ry T X0 VA NNOMERT ) r—rarky b b T 7 4w
707 A ERLET,

ATY 710 [Import] 27V v LET,

RATv 71 [Applications] ¥ 7% 27 U v 27 LT [Show] K v 7 #7 U A k)b [Discovered] IR L, £ VAR — b
SH7z Infoblox 77V r—2 g 2R L TREISIS UTRE L £,

TIVr—yarDAiR— b RICT 7V r—ya O —_"—4%2 %45 L& [Infoblox Discovered
Applications] 7 4 > K7 @ [Application Status] #1\2, 7 7'V r—3 a9 D AT — & X7 [Updated] & 7R
S ET, [Application Status] SRR ENAHT TV r—ra 4k, 77V r—rarofiLinit—
N=TE, 7TV 5= a O W —R=F2FRT DL, FRTA =227 ) v 7 LET,
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* Cisco DNA Center 281 > # —3 v MIEH L TWA Z E=/MR L ET,
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AT w 72 [Discovered Applications] ¥ 7% 7 U v 7 L7,
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A, A= ET. BEONT 74 v 7 7 FRAZEASNTCT TV r—va VERRTEET,
TV = a s ERET HIZIE, ROFIEEZFATLET,
a) 77U —varEk Yy LT, LERERRITNET,

BHEROT 7V r— g »O4A . [Attribute Set] & [Traffic Class] D& & fRE TE £9°,
b) [OK]%ZZ7 V> 7 LET,

TV —a BB T A, TV =y a DRy VAT H 27y L, [OK]Z27 Y v/ L
i—a_o

T7I)V5r—2a3 0 RATFo 09

ZITE, TV =g RAT 4 TN OWTEB LET,

TFIV5r—o 320 RRT4 U122 T

TV r—vay i hAT 4 T EMEHT 5 &, CiscoDNA Center IZ X » TEHINTWNDHT A
AALDOY—RR—=TF BT TV r—2a DT, 7H A 7 VEFEHETEET, CiscolOS-XE
V7 N =T N— 3 16.12.1s LA % 51T LTV b Cisco Catalyst 9300 & U — X A A » T,
CiscoIOS-XE ¥ 7 b7 =7 /"— 3 > 173.1 L% T L T % Cisco Catalyst 9100 > U — X
T HEARA L b, BEOCiscolOS-XE V7 b =7 "=V 3 0 171 A EITLTWD

Cisco Catalyst 9400 & J — X ZA v F TH— K/X—F ¢ W Docker 7 7'V r— a2 U &KRA KT
xFET,

y—EzxnFoeEraz=>vy |



H—ERDTOEC 3=y |
B 7705 ao Rz 09— ER v s5—S0( VR F—LEEH
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GE¥)  CiscoDNACenter TlX, mA FENBT 7V r—v a3 AlE80 L THENDT 4 A7 KEIL5GB
WHIR STk,

TFI)r—2 30 RATAVTHY—ERNYST—SDA VAR =)L
EEH

1R BHEIIC
SUPER-ADMIN-ROLE #[R % FFO 21— DHNZ DO FEE FITT 52 ENTE ET,

ATYT1 A=a—TA42ay (=) 27V 27 LT, [Sysem]>[SoftwareUpdates|, F7=i%, 7 7V KT A 2%
U w27 L. [Go to Software Updates] V > 7 %27 U v 27 LET,
AT w72 [Software Updates] 7 1 > KU T, IROX 7 =B LET,

e [Updates] : AT LET TV —2a VOBHNERSNVET, [System Update] Tk, A > A h—/L
ENTVWDHYAT LDO/NN— 3 & CiscoCloud H X v ra— REj, FIHAARER Y AT LAOFEH
MNFERILE T, [Application Updates] I, Cisco Cloud /"5 4 7> o — KL TA VA h—/LTX 5
WRERT TV r—vay, 77UV r—varOf A X deeTr s vay (FovA—K A VR b—
W, FEEH) 2RLET, Nobr—Tiih—YrEEbED L, HHMTER - g v & AN
AN FRRENET,

* [Installed Apps] : BIEA L A h— L SN TNWET TV r—ra by r—U 0 REnETd,

RT9T3 7TV =2 a v RAT 47 Ryr—V% & ra— R 5121, [Updates] > [Application Updates| ©
TV r—vay RAT 4 T DLAFIOMICH S [Install] 227 U v 7 LET,
ATV T8 7TV —vay RAT 4 U7 Ny r—2%FH4 510, [Updates] > [Application Updates] ©7 " U
r—a Y IRAT 4 T DAFIOMIZE S [Update] 7 U v 7 LET,
RATw T8 [Installed Apps] ¥ 7 CTR—T a VERST, 77V r—va rBEFINTWDLZ L AR LET,
GE) TV —vay RAT AT = AR =% A A=V L7256, WoTlzA Cisco
DNACenter 62777 LTI 7 UHFDF v v 2% 7 U7 L, FE Cisco DNA Center |2 1
TA T DMERDD T,

TV —23 0 RAT 4 20T DRHRE M
Cisco Catalyst 9000 /XA A TT F U r—a v RAT 4 7 2GITT DI, ROFHES
EEWE LTV D RERS Y 7,

o F 4 AHNY DR, FT/NA AD NETCONF R— 2R ELFT,
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FIUr—2avERR T TS R0EEREORT [

T TV = a v BERARNT DAL yFTEF 2T HTTP —"—Z & EL £ T,

« AA v F EOHTTPS 2 — P —BREMIC 1 — UV GEREY — N — £ 721X AAAGBRE Y — N — %
HELET, 2=V —ABLONRRAY = FIIFEL LV 15 TRETDOLERDH Y £7,

Cisco Catalyst 9300 >V — X A A+ F 73 Cisco I0S XE 16.12.x LABED/N— 5 V&2 FLT L,
Cisco Catalyst 9400 2 U — X A A+ F 73 Cisco I0S XE 17.1.x AFED N—T 3 U 2T LT
WD EEHERLET,

T, ANZELATHEZ: USBSSD AMA ML —U N H D Z L 2R L ET (9300 77 2 U
DAL v FDJTEDI)

AL v F EOBRENIELWZ L 2R LET, AA v T TWebUl #Bd &, HTTPS = — ¥ —
LLcue s A LET,

ROFNT, AA v FOEERELZRL TVET,

prompt# sh run | sec http

ip http server

ip http authentication local

ip http secure-server

ip http max-connections 16

ip http client source-interface Loopback0

1733 KV RETDO Y U —ZD Cisco I0S XE Z##4 2 A A v F DB

ip http secure-active-session-modules dnac
ip http session-module-list dnac NG_WEBUI
ip http active-session-modules none

R
i

Cisco I0S XE 17.3.3 LIFED A A~ FDIBIERE :

ip http secure-active-session-modules webui
ip http session-module-list webui NG _WEBUI

ip http session-module-list pki OPENRESTY PKI
ip http active-session-modules pki

Cisco DNA Center C, 7 /3 A% FEICIEIMNT 2% & ZICHTTPS v /A UEREZHE L £
T, TV r—ay RAT 4 7020, HTTPS 22— W —4 RAT— R, BIOR—
FNEERMETT, T 74V bOKR— FEBIZ443TT, T3A ZAn 7 A AERERES
HZEBTEET, XYy NU—2 TRA R T LT U VOEHEBRB LTI &,
TTIEHINTNDT A, AERET D2HEIE. A X M) TEDOT A X% FlEH
LT, 77U =2 a V RAT 4 IO T 72 a AR LET,

GE) TV = ar  RAT 4O HAL, 3 /— KO Cisco DNA Center 7 7 A X TlXH AR — b
INTWHVEEA,

TINVr—23 &% RA T H5T1\A4 ADERFKEDRR

AL FIT TV r—yariA A M=/ 5HHIZ, Cisco Catalyst 9300 'V — X A A v F
DT TV r—aEBRAT 4 7T LD ORI AR T 2LERH Y £7,

y—EzxnFoeEraz=>vy |
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ATV TN A=a—TA(=a3v (=) 271V v 27 LT, [Provison] > [Services App] > [Hosting for Switches] ¢ JIE (23R
LET,
AT w72 [AllDevices| 7 U v 7 L%,

ART9 T3 TV r—vavBZRARNTEDLTNAADY A NBRFRSNVET, [App Hosting Status] 1L, 7 /341 AN
TV r—varERANT AR EZ R LE T, [SeeDetails]Z 2 V v 7 LT, 7/34 ATHET
ENTHEFRRT =y 7DV A NERRLET,

77— a3 mEm
VAaNRyr—TF I Docker 7S r— g VEABIMTEE T,

IR BRI
* [Cisco Package] : IOSSDK YV — LV &ZfH L CT 7V r—va vz r—ofklL, 77V
= aNIOSXE AN L —TF 4 VT VAT AERBEEZFFOL I ICT X ERH Y F
R
s [Docker] : Docker f A —T % tar 7 7 A )V & L THRGETDHE R H Y £9, Docker 1 A —
Vhtar 7 7 ANVE LTRFET AT, ROavr REATILET,

docker save -o <path for generated tar file> <image name:tag>
Example: docker save -o alpine-tcpdump.tar itsthenetwork/alpine-tcpdump:latest

ATV A=a—TA4av (=) #71U » 27 LT, [Provision] > [Services App] > [Hosting for Switches] DIJIAIZ 3R
L/iﬁ‘o

AT w72 [New Application] #7 U v 7 LE7,
AT9 T3 Fuy7Z o VA NNSTF ) r—var 73l @R LET,
ATy T4 [Select]| #7 V w7 LT, 7v7/a—RT57 7 r—vara2@RULET,
ATw 75 [Uploadl 27 U v 7 LET,

FrL<EmEhzr 7Y r—v a i, [App Hosting] X— Y CHER TE £7,

ThousandEyes Enterprise Agent 7 7) 5¥— 3 VOB O— K

ThousandEyes Enterprise Agent 7 7'V 77— a VAT 5L, *y hU—22FE=4—1L, N
B AMB, Fr VT BEOA A=y MRy NU—IRKORy NT—2 T T 4w
INAZ YT NH A L TERLITE 9, ThousandEyes Enterprise Agent 7 7"V 7r—3 2 » OF]
X, CiscoDNA Center 77U 7 —a v IRAT 4 V7 =V RIZZOT SV r—a s uvF
TA U AR—= T DBERRNETT, Xy MU= TAAL v FBLONTBRENT/2>T
WDE, TV =Y ay RAT 4 o7 = ADBEN S 10 43 LANIZ, ThousandEyes
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7Iur—var0EF |}

Enterprise Agent 7 7"V 7 — > a URAHEINICA D e — RanEd, 77— a &2 FE)
TH v u— K3 5i21%. ThousandEyes Enterprise Agent .tar 7 7 A L ~DRD Y 7 %7 >
7 LET,

thousandeyes-enterprise-agent.cat9k.tar
A B =Ry NMERPBRWEEIE, ROavr FEEHLTary Y —Anhb 7 ax i a ik
ETEET,

magctl service setenv app-hosting http proxy <proxy-value>

ThousandEyes Enterprise Agent 7 7'V 7r—3 3 ZEHiT A 70 X UEEZRE L T,

TIVr—avDERH

Cisco DNA Center TiEBMENT=T 7V r—va v aHHTEET,

ATYT1 A=a—T A2y (=) 27V 27 LT, [Provision] >[Services App] > [Hosting for Switches] D JIE 251
LET,

ERFRIEEZ2 7 7"V - — 3 3 X, [App Hosting] 7 « > KU CHER CTEX £797,
AT T2 BHTLHT TV r—vara#RRLET,
AT 73 [Update Appl 27 U v 27 LET,
ATVTE 7o Fa—RT5HLWA—Tg 07 S r—3 g VEBRIRLET,
AT 75 [Uploadl 27 U v 7 L%,

T7T)r— 3 DieE)

Cisco DNA Center C7 U r—v a vy &E#BTXET,

ATV TN A=a—T A2y (=) 27V 27 L, [Provision] >[Services App] > [Hosting for Switches] D JIEZ &R
LE7,

RT9T2 77V r—2a v EBRL, Manage] 27 Vv 7 LT, 77V r—va a2 lilT57 34 AR R LE
j—O

RT9T3 BETLT SV r—2arBNbbT 3 AEERLET,

AT T4 [Actions] K w7 X T U R KD [Start App] &8I L E 7,

7TV r—arnEL

Cisco DNA Center T7 7'V r—a v & @I T ET,

y—EzxnFoeEraz=>vy |
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ATYT1 A=a—T A2 (=) 227V v 27 L, [Provision] >[Services App] > [Hosting for Switches] D JIE 251
LET,

RTF9 T2 77V r—a&ER L, [Managel 27 Vv 7 LC, 77V r—va a2l T57 (4 2%2F R L E
7

ATFY T3 BIETET TV r—2a v BNbbT A A @R LET,

AT T4 [Actions] Kz 7 &7 U A Kb [Stop App] 3R L £,

FINARTIRR FEN TR 7 TYr—2 3 VDERT

48 HHEIIZ

AR 22 LET, FFliC O VT, 177U r—va VR AT ¢ v 7 ORifERIE) 2%
LTSN,

ATV TN A=a—TA(a3> (=) 271V v 27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIE (2R
LET,

ATV T2 TRTCOT AL ReFrTHI20E, A EMO [All Devices] 227 V v 7 LEd, FFEDOT SV r—ra %
BHT LT A ADHBERRFTHITIE, 77V r—2 a2 &8IRL T [Manage]l #7 Y v 7 LET,

TRCOT N, AeFRTDH I EEBIRLIZEA, [AllDevices] X— X, 77V r—var&KA KT
E DT, AZBT 5 H ([Hostname], [IP Address]., [Image Version], [App Hosting Status], [LastUpdated])
MFERINET,

FEDT TV r—2a DT NAADY A NeRRTDHI L ZFIRLIZEGE . [Devices] ~—VIZi%, 77

Vor—2vadRm A M TELT AL RCHET2ROEHR (KRR M, THRARIP, 7TUr—2avn—

Tav, FIIVr—2avRT—3R, GREBHMTIY FIA—LN—P3r, BLUTIaVvRT—

BR) MWEREINET,

AT v 73 [Devices] X— T [Summary] %7 U v 7§25 &, T, A LTCRIEZIIMEILE LT TV r—var, B
FOEITHOT 7Y r—ya OBENFREINET,

ATV T8 7TV —varTT 7 v a rEFEITTHIE, [Action] Key 7 XU R N227 Y v 7 L, [Start],
[Stop]. [Edit]. [Upgrade]. ¥ 72i% [Uninstall] &N L 5,

ATYTE A VA=AV INTWERAT AT T IV r—va b RpiT2T ARV %70 v LET,
[Applications] ~—UIZiE, A VA =L INTWDLT 7Y r—va v O&RT, N—Y3y, 7TYr—3
VRAT—HRR, EZRYUT TT)S— 3y, EEME. BXOERBERSEZRINET,

GB) EZRVUTTTV =230l 7TV v ar 2=V Ty v aR— KDl v
INEENTHET, ZDU 7L, the, Cisco DNA Center application package controller, .yaml
TrANVTREISNET, ZOT77ANVIT TV r—vary Xy aR— RFURLBAEENRT
WieWGE, ZOFZRYTT T r—23 D% ([Monitor App]) Xl H S EH A,

. HS—EAQTOE 3=y



| 4—Ex0FnECa=vy
Cisco Catalyst 9300 7/ 34 R~D7 FUr—>avo( v2 b—1 |

AT w76 [Details] 5T [View| 227 Vw7 3DL, THRAADT TV Ir—3 g v A7 —X AT 2 3EMIE MmN ER
SNET,

[App Details] 7 « > R7ZiE, 77UV r—v a0 Y—X, 2y bT—2, BIL O Docker T2 4 LA
ToavimnErRIhET,

AT [EOT TV r—varoaszZyra— R 52iF, 77V 75—y a v &2&R LT [Application Logs]
27y LET,

RTYT8 THRAANSLT 7 = ANV R— E2F v a— KT 5I21E, [Tech Support logs] #2 V v 7 LET,

—

Cisco Catalyst 9300 7/\f A~DT7 TV 5r— 3 >DA VR =)L

Cisco DNA Center Cisco Catalyst 9300 ') — X AA v FIT SV —va & AR—)LT
TET,

theb BEIIZ
s BIRSRME A T- LET, SOV, 77V r—2a v RAT 4 v T ORESE:
(22 =) | LTSN,
e 77V /r—3 3 % CiscoDNA Center |[ZIBIN L £ 97, ZEMICHOWTIE, 77U A — 3
YOEM (24 X—2) | EBRBLTILEIN,
TV =2 arBERANTHEDDAAL v T ORI EZIHER LE T, SN T

. 77V =2 a rBRANT LT ADEEFIRILOFR 23 X—) | 22
LTLZENY,

ATYT1 A==a—TA=2v (=) 27 1Y vZ7 LT, [Provison] > [Services App] > [Hosting for Switches] DJIE 2
RLUET,

AFvT2 TV r—varEERL, [Install] 227 Y v 7 LET,

ATw T3 [GetStarted] 7 1 > R T, [Task Name] 7 1 —/L RIZT —27 7 a—DO—EDO4HT# AJ) L, [Next] &7
Uy 7 LET,

ATw T4 [SelectSite] 7 4> RUT, 77V r—a b ZHAMNITHH A FEBEIRL, [Next] 227V v 27 LET,

AT w9 F5  [Select Switches] 7 4 > KU T, 77U r—2a DA ANV TNA ZAETIRL, Next] 27 U >
7 LET,
AT — 4 A DS [Ready] 33 & O [Partially Ready] DT /3 A A %R TE £9, [SeeDetails] 27 UV v 7 LT,
TN, ATETSINIE R T = 7DV A M ERRLET,
[Partially Ready] A7 — &% AD T /34 ADGE X, [Readiness Check] 7 «f > K7 @ [Check Now] U > 7 %
7V w27 LT, HTTPS v 7 A 15 AMGE L £7,

[Devices] 7 — 7 /WVIZ BIIDT /SA AR72WEE X, [Import] 227 U » 7 L TCSV 77 A VBT /34 A
ZBEMLET,

y—EzxnFoeEraz=>vy |
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B ciscocatalyst 9300 7/ 3 RANEDFTUS—L 3 DT A VR b=

ATvT6

ATy 71
ATvT8

ATvT9
ATv 710

[Configuration App] ¥ « > R T, LIORELZFATLET,

* [Network Settings] :
* [Select Network] K2 v X7 U A Rinh, 77V r—va &% ET 5 VLAN Zi&R L £

S

* [Address Type] K12 > 7% 7 A kD [Static] & 7213 [Dynamic] % #8R L £ 9, [Static] % i

WUTHAE, VARANT A a7V vy 7 LT, 77U — 30 [IP Address].
[Gateway]. [Prefix/Mask], 3 X OV[DNS] Z AN L ET,

* [App Resources] : [Allocate all resources available on a device] & 7213 [Customize resource allocation] & =
IRy I Ak A AT LET, [Customizeresource allocation] = v 7 7R v 7 A% 4129 % & [CPU.
[Memory], 33 & U\ [Persistent Storage] D& KAE & KU MEICEE TX £,

s [Custom Settings] : A2 RNy —2 TF Y r—v g icor@dEfEsnEd, 77— a iz
Ko THRESNTBIEDOREDFEMZ AT LET,

*[AppData] : 77V r—a VERDT s ANVESRLTT vy 7 rn—NLET, BERT T r—
vavEBEDT 7 ANDRETECONTIE, BET L7 7V r—va D RFa A el L
TLIEEY,

* [Docker Runtime Options] : 7 7'V 77—/ 3 W72 Docker 7 A LA T a v AJLET,

[Summary] 7 4 > KU T, 77V r— a9 UEBROREEHRLET,
(f£&) [Configuration Preview] 2 U v 7 L, IR L7=T A AR EE T v v aTHTOIfEH S
DRET T L— MR LET,
[Provision] 7 U v 27 L£7,
BT 4> RUT[Yes] &7 U w7 LT, BIRLIET NS ATOT SV r—2a DA A N—VESFET

LETS
GE)

TIVr—varviEA VAN THE T/8A AD CiscolOS-XEFELEH S NE T, £
ITHOREICKTDHZOETIX, V—FDVa— RRIZT 7V r—va VAR SR I
BT2L91C, A= Ty PRECAC—FTIMERHVET, TSV r—arof s
A N—=/VNFET L7256, [Template Editor] Z i L CEATHOREE A X — F T v FREIC=2
E—L %7,

Cisco Catalyst9300 7/\f AW DT7 TN /r— 3 D7 A4 VR b—

JU

Cisco Catalyst 9300 > U — X A A T NLT SV r—2 a7 oA VA M—LTEET,

ATV TN A=a—TA(=a3v (=) 271V v 27 LT, [Provison] > [Services App] > [Hosting for Switches] ?JIE 2R

LEY,
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Cisco Catalyst 9300 7/\1 R TO7 FU 47— 3 VBHORE .

AT T2 77V r—va @R L, [Managel %7 Vv 7 LT, 77UV —va b ZERT 57 3 A&FRLE
—éqo

RARTVT3 TUALVAN= AT LT TV =2 arNbdT A AR BRIRLET,

AT v T4 [Actions] K1 w7 H#7 U Z k)5 [Uninstall App] 3R L %7,

Cisco Catalyst9300 7/\1 A CTOT7 T H5—> 3 VEHBORE

Cisco Catalyst 9300 ¥ U —RX 24 v FTT 7V r—2 a VEBB ST L0 OFENLE 2
AlE. TV = a VREERETEET,

ARTY TN A=a—TA4ar (=) 271V 27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIEIZ5ER
LE7,

RT9T2 77V r—a &L, Manage] 27 Vv 7 LT, 77V r—va a2 lilT57 34 A& R LE
-éAO

ATV T3 WETHT TV r—va BN dHT 34 A @RLE T,

AT T4 [Actions] Ka 7 &7 U A Kb, [Edit App Config] 23R L £ 97,

T TV r— a3 OHIkR
Cisco DNA Center 257 U r—v a U EHIBRTE £97,

18D HHEIIZ

TV = arEZFERALTWETRTOT AL AN T SV r—var a7 A AR—)b
TAHIBLERSHD 7, FEMIZ OV TIL, Cisco Catalyst 9300 7 /31 A0 T 7Y r—3 g v
DT A AR—/b (283—=) LTI EE,

ATV TN A=a—TA(=a3v (=) 27 1V v 27 LT, [Provison] > [Services App] > [Hosting for Switches] D JIEIZER
LET,

HRA N ENTWBHIRFATREZ2 T 7 U &/ —3 a &, [App Hosting] 7 « > R U THER TX £77,
ATYT2 BT 277V r—va v aBIRLET,
AT w73 [Delete Application] 27 V v 7 L ¥ 7,
ATV T8 WERBLXAT O TRy 7 AT, [OK]Z2 V27 LET,

TN =g UBEIBRE LD DIE, Cisco DNA Center IZ X » TEHINTWANT DT A A THH
AEN T RWEEDHRTT,

FNLUSNOEE, =T =Ry =V, TT V= a v EERHLTWDLT A, AOENRFRINET,
ERAA TRy 7 ACT[Cancel]| 7 Vw7 L, 77V —varw 7 A A ML LET, I
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DU TCIE, Cisco Catalyst 9300 7 /34 ANHLDOT SV r—2a D7 A A=) (28X—V) #HR
LTL7IEE,

FIUHr—oaoasnayro—FK

77V r—3 g3 a7 Cisco DNA Center 7>H X 7o — R T& £97,

AT TN A=a—T (42> (=) #71V v 27 LT, [Provision] > [Services] > [loT Services] DIAIZER L £,
ATw T2 [AllDevices| 27V v 7 LET,
TFVr—2alERARNTEDLT NAADY A IBRRINET,

ATw 73 [APplogs]%# 7 U >~ 7 LT, CiscoDNA Center )57 7V r—vavn a2y ra—RKLET,
ATy T8 [AppLogs)| Ry 7T v T U4 RUT, Furna—RKT57 70 r—varal 7740V ERRL,
[Download] #7 UV v 7 LE7,

TINARTIOZALYR—bRITDEIA—F
N TNy a—TF 4 T %47 H 7212, Cisco DNA Center 7> 5T /34 ADT 7 =H )P HR— k

PR T HEXTa— RRTEET,

ATY TN A=a—TA4ar (=) #7V v 27 LT, [Provision] > [Services] > [loT Services] DIAIZEAR L £,
ATv T2 [All Devices| #7 V v 7 LE7,
TV = alERARNTEDLTNAADY A MNRFRINET,

AT w73 [Tech Supportlogs] %7 Vv 27 LC, TAADT 7 =NV KR—bulzdyra—RKLET,

CiscoCatalyst9100 > ') — X 7O XA R4 >V fTODT T)
r— a3V RATa 0T

Z ZTClX. CiscoCatalyst9100 >V —X 7 7B ARA L N COT IV r—ar RAT 47
WZDOWTIA LET,
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CiscoCatalyst 7 7 L RARA >V b TOT7 T ) r— a3V iRkART14 2712
2T

RABBREE~OBATICE Y . BRI R—Z TANDSRr—F3 T NIRRT ) r—= g ik
L AMBEEREEVE LT, 77U r—2a b ORAT 4 o7k - T, FEICIME O
VR a—T 4 VT 4 ERAT 00T Ty 7 —2BEZbNET, *y NT—T T
WNAATIHRAT 4T ENTWET F U r—ra i, SEIERARICHATEET, Zh
X, BEFEOY —LOF = — X5 HEEN S, REFHOET=X I VT HEICKDET,

TV = ary RAT 4 7 EHEHT S L CiscoDNA Center IZ X > THEHINLTNHT A
AALEDY—=RR=F 4 /T TV =2 a b DITATHIA I NVEERTEET, ZOY J—2A
TlE, CiscolOS-XE V7 F U =T /38— 3 2 17.3 LA % #53#, L 72 Cisco Catalyst 9100 3 U — X
7 v ARA N TH— KN—F ¢ 8 SES-imagotag [oT Connector 7 7'V 7r—3 3 » ZFH T
TET,

Cisco Catalyst 9100 > U — X 7 7 & A7 A > | @ SES-imagotag loT Connector I%, & H W5
Electronic Shelf Label (ESL) {5 (2% L TV ET,

Cisco Catalyst9100 >!) — X 7O X R4V FTHOUSBDA >R b—
WEEBOT7 TV r—2 3V RRTF4 09 D—9 70—

1R BRI
TNAATT TV r—2a VRAT 4 VT EHMNCT HIE. ROBHRSRM 2072 L T D44
ERHY ET,

« Cisco Catalyst 9100 > ) — X 7 7 & AR A > b &7 5121, NETCONF #A4hiz L.
R—F% 830 IR EL £,

» Cisco Catalyst 9100 U — X 7 7 Z AR A > TIP 73 Cisco DNA Center [CHERIFETEX 5
LR LET,

» Cisco Catalyst 9800 >V —X U A ¥ L X 22> b B —F T Cisco I0S XE 17.3.x LAED Y 7 b
T T INEITTENTWAZ LR LET,

« Cisco DNA Center 7 77 A 7 > A3 i Cisco DNA Center ISO 2 F(TLCW\W5 Z & & fif
BLET,

*USB RV ZAMMAPICHA SN TWND Z L 2R LE 7, T4, SES-imagotag Connector
TV = a BT HTDICBETT,
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B < r7—9742CociscoUmbrela pTOES 3=

2y FIT—9FINA RATOH CiscoUmbrella) 7OEC 3 =>4

1R BRI

ARSI SN TND Z EEHER L T IEE N, MOV TIE, Xy hT—=7F 34 R
T Cisco Umbrella D7’ 1 By g = VORHESRMSE (41 X—) 2B L T E &V,

)

GE)  MfkoOxR Y hU—2 TO Cisco Umbrella D ERHIL, login.umbrella.com 7> b DAE=4 TE £
@—O

ATY Tl A=a—TAar (=) #7 V27 LT, [Workflows] > [Umbrella Deployment] DJIEIZER L F 9,
FoX, WOFIEEZFATLET,

s A=ma—TAar (=) #71VY vZ LT, [Provison] > [Umbrella] DJEIZER L F 7,
* Cisco Umbrella # BT 50 A N x>y MU — 7@ LERL £7,
* [Select Devices] ¥V 4 &~ RUBNFIREINET, FIH4IZHEATRERRAY —27 70 —%flT£7,

AT T2 HRATOWED v FUNRFRENTZS, [LetsStart)| 227 U v 7 LT, UV—27 7o —|JHEEBE L £7,
ATwF3  [ChooseSite] 7 4 > RUNRERINET,
a) BV A FOT A ZAOWEFRIRWARD AT — 2 A TRINET,
» [Eligible Devices] : Cisco Umbrella DRI 72T /S A A, F v U —27 T /34 2T Cisco
Umbrella D70 B2 g = ZORFHESRME (41 ~—) Z2ZRLTIZE N,

* [Enabled Devices] : Cisco DNA Center 7> 5§ CTIZERE SV TV DT 231 A,

b) EHTLVA FERIRL, Next)] 227 Vv 7 LET,

GE) —BEIZRINTE 50 A NI 1270 TT, BYA FE2RIRTLHE, TXTOFHA MZ
[FIEFIZ Cisco Umbrella 2 BB C& 4,

AT v T4 [Select Device Type] 7 « > K C, [Switches] & 7= 1% [Wireless Controllers] % &R L %9,
AT v F5  [Select Device Type] 7 « > K7 T [Switches] Z 3R L7=5A1E. ROTFNEEZFEITL 7,
a) [Select Devices] 7 1 > K7 T, AT A A& BIRLET,
b) [Configure Interface] 7« > RV C, WO FIAZEFEITLET,
1. RETHHR— FZER L, [Define Umbrella Interfaces] 227 U v 7 L £,

2. [Select Configuration] % 4 7 &2 7’78 »» 7 AT, [Define UmbrellaInterfaces] K72 > 7% 7> U A h %
7V w7 L. [INLAN)]., [OUT(WAN)]. F7zi% [Disable Umbrella] Z8&4R L, [Save] %27 U v 7
l./ \i j—O
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ATvT6

ATy Fr17

ATvT8

ATv79
ATv 710
ATvIN
ATvT12

v kT—5F /34 2TO CiscoUmbrella p 70 ECa=> 5 [

GE) WOFNEIZETICIE, D7 EBL T OD[IN] A v H—T A AL 1250 [OUT] A ¥ —
T2 A AEFERTDOILENRDH Y 3,

¢) [Define Umbrella Policy Mapping (Wired)] 7 4 > R C, Za— L L LERFA v F—T o AL
LD Umbrella 78 U & — &R L E4,

d) [Configure Policies for Your Devices] 7 « & K7 C, [IN(LAN)] A % —7 = A A %Zi&R L., [Define
Umbrella Policies] 227 U v 27 LE 7,

e) [SelectPolicy] ¥ A 7R Z ARy 7 AT, @RLIcA X —T A ADKRY —%RIN L, [Save] &7
Vw27 LET,

[Select Device Type] 7 -« > K7 C [Wireless Controllers] %R L7235513, RO FIRZFEITLET,
a) [Select Devices] 7 4> RUT, VA VL AT /NA RERINL T,
b) SSID ZER L, £ SSID (2472 Cisco Umbrella AR Y ¥ — A B L £ 7,

6=3) c ZONR—=UNE, T 7TV v SSID DHBRRSIET,

« SSID JH3®IR L. CiscoUmbrella R U o —ZBIN L2 WGAIZIE, T 740 FARY o—
MSSID Iz~ v B 7 EnET,

ORI —HEIRL-HAIC, RY I —2HWA SN AIEFIL. Cisco Umbrella 7
T RR—=FNVZERZRINTNVET,

¢) [Umbrella Policy Association (Wireless)] 7 4 > K C, SSID |{Zi#H SNDT 7 4/ hDOR Y ¥ —%H
BLET,
SSID IZBEAF T BN TVWDHRY > —%2EH T 555518, [CiscoUmbrellal V> 27 %27 U v 7 LET,
Cisco DNA Center 7> & @ Cisco Umbrella D JEBAA5E T35 &, CiscoUmbrella = Y —/LIZ R > T —
I TATYT AT ADERSNET, CiscolOS-XE V7 h 7 =T /83— 3 16.xx ZH5# L7727 /N
AADHE. Ry NI =0 TAT T 4T 4137 = EFRENET, CiscolOS-XE Y 7 b7 =
TNR=Ta VN 16xx UEDT NA ZADIGE, X2y NI =7 TAT T 47 413, A b & SSID4
WCERESWTHERR SN A X 24 L L TEREINET,

[Review Internal Domains] ¥ 4 > K7 T, WEI KA A > DU R hZBINE7-I1THIER L F 9, [Internal Domain]
UAXRNDRAANZ—ET % DNS 7=V |%, CiscoUmbrella TiZ72 < & —H/L DNS ¥ —/\—|Z#5% X1
7,

[DNS Crypt] ¥V « > RUMNFE/R I3 E 9, [Enable DNS Packet Encryption] A7 3 a 237 7 4 /b b TR
SNTWET,

a) [DNSCrypt] V 4 > RUT, [Next| 227 U v 7 LET,

b) DNS %7 RgEFALZMHH LW E1%. [Enable DNS Packet Encryption] F = > 7 7R v 7 A% 4 7 |C
LET,

Summary] 7 4 & RU T, iFlAHR LET, EHEIT LI, [Edi) 227V v 7 LET,

G T9 HIZIX, [Deployl 227V v 27 LET,

Schedule] 7 > RU T, #kEZ 453 BT L0, BTATZ Y 2a— N30 EEIRLET,

BATT DL, [Applyl &7 U v 7 LET,
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AT w713 [Deployment] 7 1 > K7 C, [View Status] %2 U =2 L. [Scheduled Tasks] 7 1 > K7 TR AT —H A
ZHER L ET,

34 A D Cisco Umbrella BBA A7 — & X & Cisco Umbrella TOT /XA AR AT — X2 A Wil T £
9, Cisco Umbrella D ER 7 71X [Audit Logs] 7 4 > RV CHhEETE £,

2y kT —2 784 X TO Cisco Umbrella D 1L

ATY Tl A=a—TAar (=) #7 V27 LT, [Workflows] > [Umbrella Deployment] DJIEIZER L F 9,
F2E, WOFIEEZEITLET,

e A=a—TA4ay (=) #27 Y v 7 LT, [Provision] > [Services] > [Umbrella] DJIEIZEIR L F 9,
* Cisco Umbrella Z 5235914 2Ry U — VRN GIEIRL 7,
* [Select Devices] 7V « & RUNERSNES, FIE4ITHEALTENMLY —27 70— 2T 77,

AT T2 HRATOWED 4 FUNRFKRENTZS, [LetsStart])| 227 U v 7 LT, UV—27 7o —|JEHEBE L £7,
ATwF3  [ChooseSite] 7 1 > RUNRERINET,
a) BV A FOT A ZADOWERIRWARD AT — 2 A TRINET,
+ [Ready Devices] : Cisco Umbrella &R DRIHESRM 2072 L TWDTNA A, 2y NT—7 T34
AT Cisco Umbrella D71 'Y 3 = ZOHHESRME (41 ~—) 2L T EI0,
* [Not Ready Devices] : AIfESRM 272 L TWRWNT 31 A,

* [Enabled Devices] : Cisco DNA Center 7> 5§ CTIZERE SILTW DT /31 A,

b) HIHZTHH A FERRL, Next] 227 Vv 27 LET,

GE) TEICBRIRTE 51 MI 1272 T, YA bE2BRT 5L, §TOTHA b T
[FI#1Z Cisco Umbrella 28 E4&HIZ 72 0 £ 47,

ATw 74  [Select Device Type] 7 « > K7 T, [Switches] & 7=1% [Wireless Controllers] Z #4R L ¥ 9,

AT F5  [Select Devices] 7 4 > KT, [Enabled| ¥ 7% 27 U w7 L, T/ AZERLET,

ATw 76 [Disable] &7 v a v RE %7V v L, T AL ET,

ATw 7T [Summary] V14> RUT, stlizmR LET, £HTHITIE, [Edit) 227 Vv 7 LET,

ATv 78  FATT HITIL, [Deployl] #27 Vw7 LET,

ATw 79 [Schedule] 7 1> RUT, ka5 T BT LN, R TATFYa—NTH0ERRLET,

ATy KATTDHIE, [Applyl 227 U v 7 LET,

ATv 71 [Deployment] 7 4 > K7 C, [View Status] %7 Y =7 L. [Scheduled Tasks] 7 4 > K7 TR AT — & 2
THERLET,
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#9 R T—%5 734 2TO Cisco Umbrella £z DEH

Cisco Umbrella ®JE£BA 7 71X [Audit Logs] 7 « > R CTHERTE £,

v kD —5 T84 X TO Cisco Umbrella 35 D E #H

&M

ATy T2
ATvT3

ATvT4
ATy TH

Ama—TA4ar (=) #7Y v 27 LT, [Workflows] > [Umbrella Deployment] DJIEIZ®EIN L &7,
FoX, ROFIEEZFATLET,

s A=ma—TAary (=) 27V w7 L7, [Provision] > [Services] > [Umbrella] DNEIZEN L F 7,
* Cisco Umbrella fpk % T 50 A Faxry N —J7BE@ENHORINLET,
* [Select Devices] ¥ 4 &~ RUBNEKRINET, FIH4IZEATEHRY —27 70 —%flT£7,

B AT DOWED 4 v RURERENTZS, [LetsStart] 27 U v 7 LT, V—27 7a—|[CEHEBEH L £,
[Choose Site] 7« > RUNFRINET,
a) SV A ROT A AOWERRRRBIRD AT —Z A TRENET,
* [Ready Devices] : Cisco Umbrella # X D RHESM 272 L TWDHT A X, Ry T —T7 T34
AT Cisco Umbrella D71 'Y 3 = 7 ORHHESRME (41 ~—) 2L TIEI0,
* [Not Ready Devices] : RG22 L TWVRWT /31 R,

* [Enabled Devices] : Cisco DNA Center 2> 53 TIZERE SALTWNDT /31 A,

b) EHTHVA FEBIRL, Next] 227 Vw7 LET,

G¥) —EZBRINTZ D01 MI 1270 T, BV A FEaRIRTHE TXTOFHA R T
[FIBE1Z Cisco Umbrella 25 BT S U E 3,

[Select Device Type] 7 f > K7 C, [Switches] F 7213 [Wireless Controllers] % 4R L ¥ 7,

[Select Device Type] 7 « > K7 T [Switches] #%IR L72551%, RO PIAEFEITLET,

a) [Select Devices] 7 1 > KU T, AT A AZEIR L, [Update] 7> a v hF %270 v 7 LE
j—o

b) [Configure Interface] 7t > R C, IO FIAEFEITLET,
1. A— h%&E&R L, [Define Umbrella Interfaces]| 7 YV v 7 LT,

2. [Select Configuration] %A 7 7 7' 7R v 77 A C, [Define Umbrella Interfaces] K2 > 7% 7 U A k%
7 U w27 L, [IN(LAN)]. [OUT(WAN)]. & 72I% [Disable Umbrella] Z %R L, [Save] #7 U v 7
L%,

GE) ROFNEIZETITIE, D7 EB T DD[IN] A X —T A AL 1 D0 [OUT] A ¥ —
T a2 A ZAEEIRTDMEND Y 7,
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c) [Define Umbrella Policy Mapping (Wired)] 7 « > KU T, /a2 — "L LV EREFA X —T=A AL
~LD Umbrella R Y & —Z @R L, [Next] 27 Vv 7 LET,
d) [Configure Policies for Your Devices] 77 ¢ > K7 T, [IN(LAN)] f & —7 = A A% 3R L, [Define
Umbrella Policies] 227 U v 27 LE7,
e) [SelectPolicy] # A 7R Z ARy 7 AT, @RLIcA X —T A ADKRY —%RIN L, [Save] &7
Vw27 LET,
ATwT6  [Select Device Type] 7 « > K7 T [Wireless Controllers] Z 4R L7=3A1%. WO FNEE EITL £,

a) [SelectDevices] 7 4 > KU T, A VYL AT /NA ZA%FIR L, [Update] 7> a v ARF &7 v
LET,

b) [Define Umbrella Policy Map (Wireless)] 7 ¢ > K7 C SSID Z3&R L, ~ v ¥ 79 2% Cisco Umbrella
RY T —ZBIRT 50>, SSID DR A fEER L T Cisco Umbrella & BN L £ 7,

ATw 71 [ReviewInternal Domains] 7 > K7 C, W KA A DU 2 R ZBEME7ITHIFR L £, [Internal Domain]
UARDRAAL NZ—ET 5 DNS 7 = VL, CiscoUmbrella TiL72 < @ —H /L DNS H—/N—{ZHiE X1
ij‘o

ATw 78 [DNSCrypt] V1> RUNF/RELE T, [Enable DNS Packet Encryption] 47" L 3 U 37 7 4 /L k TE#iR
SNTWET,

DNS /37 v NS &2 L7254 1%, [Enable DNS Packet Encryption] = v 7 iR v 7 A% A4 712 L
EJu e

RATY 79 [Summary] V1> RUT, stz LET, £HTDHITIE, [Edit) 227 Vv 7 LET,
ATV T FATTHITIE, [Deploy] 7 U > 7 LET,

ATY 1 [Schedule] 7 1> RUT, ka5 T BT LN, R TATFYa—NTH50nEERLET,
RTvT12 FATT DI, [Applyl 227 U v LET,

AT w713 [Deployment] 7 4 > K7 C, [View Status] %7 U =7 L. [Scheduled Tasks] 7 4 > K7 TR AT —H 2
TR LET,

Cisco Umbrella ®JEEBA 7 71X [Audit Logs] 7 « > R CTHER TE £,

XTI RILDERTE

CiscoDNA Center CVPN F > RV DO|ELTF oA BNTLET, 2k, a—FRL— 4
TARET T UFFT 4 A BRI TEET,

\}

GE)  ZOBEREIX. BIfE. Cisco Catalyst 9300X U — R A4 v F TOHYHR— FINTNET,

X127 FORILDERTE

ZOFEAZMEH LT, NARIZEF 27 Pzt LORFATE £7,
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ATy T

ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ATy 17

w27 trrroiz [

Ama—TAar (=) 227U v 7 LT, [Provison] >[Secure Tunnels] DJEIZEN L £,

F721%. [Workflows] > [Create Secure Tunnel] V 4 > RUMWHEXF o7 M RAEERTHZ EHTEE
R

[Secure Tunnel] 7 ¢ > K7 T, [Create Secure Tunnel] 27 U > 27 L£79,
HATOWET ¢+ RURBHWES, [LetsDoit] #27 Vv 27 LT, V=7 7u—lHEEHLET,

[Select Tunnel Type] ¥ 1 & K7 T, [Site To Secure Access Service Edge (SIG/SASE)| # A v &7 U v 7 L
T, MET 2% 2T P X0 F A T2 R LT,

ZAUZ XD | Cisco Catalyst 9300X > — X A v F bFXaT A F—Fy M F—Fy A DRICE
F a7 bURADBMERSET,

[Select Secure Internet Gateway] 7 4 > KU C, FrRy 77X UX &7 ) v 7 LTEFaT7 A3 —
Ty HF—rD A BBNLET,

BRLIEEHF 2T A =Ry b T =T =AIZO0NT, ROWTINEFIATLET,

* [Umbrella] : CiscoUmbrella T~ > RV EER L7 Z L AR LET, BROFIAT R X LID &5
A —NNBZ 720 9, FEMIZ OV TIE, Cisco Umbrella D% % Cisco DNA Center (39 ~3—
V) BB L TLZ &V, CiscoUmbrellain—Z W2 b U RAABER SN TWAIEAIT. HERF = v
IRy I A F A LET,

e [Zscaler] : Zscaler IR—Z /LT R RABT TIHER SN TWD Z & ZfifEid L £ 7, Zscaler T k21
NVEAERC L7, IR L7 Cisco Catalyst 9300X & U — X A A v F T h U RNANRTA—HEZRET D
72D, FHEHEA F— L EFKWEAH D FQDN BT ) 77, Zscaler AN —F /LT b RV DMERL S
NTWDLGEEIT, RT =y IRy 7 A AT AT LET,

[Choose Site and Device] 7 4 & KU T, YA F & F U RAD< v B FIZOWTROFIAEZFEITLET,
1 [Site]] D Ky 7HE U A RS A FEERLET,

2. [Device] D Ka w7 X7 YR RNPLTNA ZAEBIRLET,

3. [Number of Tunnels] D a2 v 727 U X MBAERET 5D b RV OEZRIRL £,

4. Zscaler D5, [Tunnel Type] D R v X7 U R KD U RV A THBIRLE T,

5. [Tunnel Name] |Z > R4 &2 AL ET,

6. [Tunnel Source Interface] %8R L £ 7,

7. FoRAVIPIZRICA v H—T =2 A AEMEATHHEF. T2y IRy 7 A4 LET, RALA
VHE—=T A RAEFERLRWGEIL, Ty IRy 7 REFT7IZ LT, [Interface] &R L £7,

8. [Data Center Location] (27 —# & % —DffiEx AJJLET,

[Define Tunnel Settings] ¥ « > R C, IROFIRZEFETLET,
1. Umbrella D34, [Pre-Shared Key (PSK)] (ZF8FEAH O FRijHA ¥ — (PSK) # AN LT,
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B =27 rr08%

ATvT8

ATy

ATy 710
ATvIN

ATV 712

2. BEXaT A F =Xy M= U2 A DMEVTET LTWRWEEIT, ROFIEEZFATLET,
1. [Tunnel ID]IZ h RV ID AL, IROWTINEBERL ET,

1. [Fully Qualified Domain Name (FQDN)] : Cisco Umbrella T4 I 472 b 2RIV ID F 7213 Zscaler
TERSINT-A—Y—ID ZEHA L 7,

2. [IP Address] : #£feEIC T2 P 7 FLAZMEH L £,

3. VAaMEROBREAFEAHTDHINE. T2y IRy I RAEFICLET, HE DAL~ A XTHITIE,
Frxv IR I A A T7IZLET,

[Configure Tunnel Traffic] 7V 4 > KU T, NIZT7 4 w7 EN—T 4T T HIODE T a r 2RNGIE
WLET,

s [Send all traffic] : TXCTD ~TF 7 1 v 7 % IPSec b > F/V#RH T Umbrella (2255 L E 7,

* [Send Selected Traffic] : 7% v b &Y T Xy hOANA =T 2 ZAEANLET, Q%27 U
73 HE, EDICH TRy MEBINTEETS,

[Schedule Task] 7 1 > R 7T, FoXAELETHERT D0, B CAT Y a— LT8R ET,
[Generate CLI Preview] 2R3 52 & T £,

[Summary] 7 « ~ RV T, ELAMHRLET, BHETHIZE, [Edi) 227V v 7 LET,
[Create Secure Tunnel] 7 U v 7 LE 7,

[Done!]l 7 1 & RUMNERINET,
[View all Tunnels] # 7% 27V v 27 LT, MU RMMERD AT —H AR R LET,

ZOMBITIE, LVIES KRR 2580350 £7, [Refresh] 27 U v 7 LET, M RANEET
B, AT —H AN [Provision] 205 [Up] ICE DY 77,
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