afran]n
CISCO.

L]
g
]
=
=
-
e
s
B
]
i

RELFH T 0T 74 )L : Cisco Prime Infrastructure A 5 Cisco DNA
Center ~D 1T
Y )a—a DHE 3
Cisco PrimeInfrastructure /' 5 Cisco DNA Center ~D##1T 3
N—FDzT7EIVT I T7DHEH 6
Yiya—ar kRoY 7
Yyai—3ri—R5—R 8
RF—LI MY T ZX 10
Y a—2a EREE 10
TUoTL—bk 3
AVTZFATUR 3
LAR—F 40
VILDIT7 AA—DDEE @2
APRET—V 70— 45
CiscoISE 8 & U CMX DF#AT 47
TAVYLRAIVFA—FDHA EEEY T M
ATV bR TFv 51
AT FaL—avTF—H4A4T 53
17 D Cisco PrimelInfrastructure ™ 5 D7 /31 ADHEIBR 56
RBEL/NT+—T R 58



O— KTy TESEER 6



HET: 2024 E5 8 21 H

JYI)a— a3 DOHE

ZDHA FiL, Cisco Prime Infrastructure D 3B EEM Cisco DNA Center (2T D72 O DMGEEFEAY 77 L AL LTHE
RBLET, ZOHA RTHEH, = Y= ROEFF =y 7 VAN H#HETEAA S M BATY —LOFEM, BLO
BATHR D day-niEH T A X AL F 5,

ZDHA ROXEFHIZIL, Cisco Prime Infrastructure 7> 5 Cisco DNA Center ~D T H—T 74 X X T —7 D
ITHHYTAERAZ Yy 7R EENET,

)

GE)  ciscocom TIDOHA REFRRLTWDLEARIEL, HOWTnE 7 Uy 7358, TP A A= g URFEoR

éﬂij_o

Cisco Prime Infrastructure 5> 5 Cisco DNA Center ~D# 1T

Cisco Prime Infrastructure [X, ¥ ¥ > /XA Xy MU —7 ORI RER A FRBICT 2HERER 7T v h 7+ —ALE LT
BHEL CTXxF L, 727 L. CiscoDNACenter iZX > ThzbINdFneE, A>T b EXa2UT 473277
VAL BLOY— RAA—=T g BTN, RO Lo TRy XA T T FEA—T AN —2a 580077
= —F 1%, Cisco Prime Infrastructure DFEAE % L[H V) F 5,

YRAAaTiE, P, TARAARA, vy RE, CLIT 7 L— b, CiscoISE, BLRapaxs Ty KENA
)y AR A (CMX) % Cisco Prime Infrastructure 7> 5 Cisco DNA Center (2179 25 7 0¥ A& 58T 5720
|Z. Prime Data Migration Tool (PDMT) & FEENS VU 2—3 g »&/EK L E L7=, PDMT L, Cisco Prime Infrastructure
& Cisco DNA Center DD v — A L A 747 % F[HEIZ L, Cisco DNA Center |(ZE(BERIIC AT D ik 2 24 L £,

Z D H A KTiL, CiscoPrime Infrastructure & Cisco DNA Center D] DILFFE T NMCE S EZ U T TCWET, HfFEFT LT
X, v b T —2 534 AN Cisco Prime Infrastructure & Cisco DNA Center D ifj )7 TEHL X1 %9, Cisco Prime Infrastructure
X734 20 AEMEIZfEH Z41, CiscoDNA Center [ZFIZT a7 7V ABIOZOMOIES 7 v h_X—2D ABhL
ERENET, VAL Rrar be—F0HENRIX, CiscoPrime Infrastructure 7> 54T 41 FE 3, ZiuE, CiscoDNA
Center IZLDTVA Y VLA hr—FDT7 707 4=/ RFEEPFIHARBIZR D ETO—RRY Y 2— 3 T
R

AR D& 7 3 3 > Cl, Cisco Prime Infrastructure 7> & Cisco DNA Center ~DBATEZET T 510D Y —x L KD
7 —{ZOWTCHBHLET,



Prime Infrastructure to
Cisco DNA Center Migration

.

Step 1: Prime Migration Assessment
(PDART Toal)

!

Step 2: Complete Prime Migration
(FDMT Toal)

!

Step 3: Adaptation of Cisca DNA
Center for Assurance

Yes Prime Coexistence Model with
Metwork Automation in Prime and
Assurance in Cisco DNA Center

Is Prime used for
MNetwork Automation

Gracefully remove Prime Infrastructure
and Adapt Cisca DNA Center Management

FIE

AT w71 Cisco Prime Infrastructure 0 FH D IR & Cisco DNA Center FEHE % 2FM L £ 47,

Cisco Prime Infrastructure Cisco DNA Center Assessment & Readiness Tool (PDART) {%. Cisco Prime Infrastructure
oM L. RO XD st a it UE

« Cisco Prime Infrastructure O FR {0 0> A0 5 i 2 Al B
« %X v NI —2F 34 AP Cisco DNA Center A_#ilE
o f F 451



s LAR—F
AL AT T L— |
« 3y MU —27 ORI
HERINDT T ITAT A

ATYvT2 F=IBITOWE LET,

ATvT3

ATv74

Cisco PDART L 7R— h OHELERIH|ZHE > TL 72 &V, SEEZG U T, Cisco Prime Infrastructure D /3 —
Var~nT vy 77— R, Ry bU—7EEORKIE L, CiscoDNACenter 7 77 A 7 AD A L R—T 4
VIR EREFITLET,

T—BITEMBL, SETLET,

Cisco Prime Infrastructure N T — X i1 —/v G5y —0) ZHEHATIHIE, Ry VU7 ZENOZE
41Z Cisco DNA Center |ZfHE CT& £97,

Cisco DNA Center #8 A L £,

CiscoDNA Center 1%, BH#Eb & affAdEZ2m L8, ATHGE (AD FEOSTZRMMET 0T, v MU —
7 BRI, EHa A FEHIET D720 B £,

Cisco DNA Center I%, Al Z{EH LTy MU —27EHZHE, (Ri#, BIXOBEMLT BB X7
L C¥, Cisco DNA Center |%, Cisco Catalyst £ hT—27 A 7T AT 7 F v OEREMBEIL L., A%
Ry hU—=7 ULV L ARy NI ORET—EBLa—HP -2/ AR 222 RFELET, 20
kD, 2o E =TT ZHEDO X 27 T — ALV AREEEOE VRN —F— L T 7Y r— 3
YOMICRES N ET,

Cisco Prime Infrastructure & Cisco DNA Center D 1 — X4 — XA D LLES

R DZFENZ ., Cisco Prime Infrastructure & Cisco DNA Center D — A A — ZMMED il Z Rk L E 9,
HERE Cisco Prime Infrastructure Cisco DNA Center
Cisco Prime Infrastructure (2 L 57 7 — | iR — kx4 PR — bR
LAV TNDE=XY T, E

=RV T NT TN a—=T 4 T

D CiscoDNA 7> =27 7 A

Device 360, Client 360, App 360 AR — b x5 PR — b5
<~ PR — b5 PR — b5




KERe Cisco Prime Infrastructure Cisco DNA Center
2—#F—CLI7 7 L— b PAR— RZ YAR— R HE
GH) TAX VAT T L— F%

EDT w3 =i, Cisco
Prime Infrastructure 7> 5 32
ITENET, BITShich
#e—H— CLI IX, Cisco
DNA Center 7> b i T&
£

Ay I IAT VA PR — MR PAR— R

LAk PAR— x4 PAR— x4

SWIM AR — b x5 AR — b x5

Cisco Prime @ Lightweight 7 7 & AR | ¥ K — h*}% PR — b xrg

A b/Cisco DNA Center ™ AP i iE

UV—7r7 78a—

RIE AP PAR— NG PAR— NG

aWIPs PR — bk PAH— bk

Ay T4 FXal—ary T—hIAT |HR— x5 PAR— NG

Cisco ISE & CMX D& PR — bkt PR — b xtg

HA ORE PR — b xR PR — xR

TEVT 4 bRV ORGE YR — bR PR — b5

ATV 2 by T Ty KA — b AR — x5

MR U HAHR— K RS

N—FDTT7EVT M) T DR

VYUa—adi, ROFBITETA— R 2T LY 7 MY 27 TRIFSILTOHET,

n—b ETIA N—F917 T35y hT4— YT 97 "—SaY
L
Cisco DNA Center DN2-HW-APL Cisco DNA Center 7 75 A 7 . | Cisco DNA Center 2.3.5.5

A




H—b ETNA N=FH17 TS5y RITA— |VYT Y27 "=
N
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RADIUS H—/3—

BrY 7oA 7R

3.3 F6

Cisco Prime Infrastructure

Prime Infrastructure

Cisco Prime Infrastructure {487
FIAT A

3.104

PDMT

Prime Data Migration
Tool

Cisco Prime Infrastructure A8 7
TIAT A

PI3.10.4 Prime Data Migration
Tool Update 05.x

Cisco2 77 A hay /—FK |C9500-32C 9500 > — X A A v F 17.9.4a
C9500-24Q
Cisco 7 7 EA /) —F C9300-48P Cisco Catalyst 9300/3850 3V — [ 17.9.4a
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AT3Y T RE = A5

PDART BATY —L A VA M=, FAT, 22— AT —AORGE, L, LAR—
k. TA ADH

PDMT BTy —v A VA=)V, Br—a IV —TOWKGE ~ v, A

VRURNY TS AT AL UER, CLIT VT L— b,
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ATIY HaE 15 FR 1
Ra (3 TR A 360
Client 360
App 360
AAA, DHCP 2 DRy U —7 H#—E A
~v7 AP A ==L A PRFRENTTRT vy T a—
E—Fr~y 7 UATY LRIy Y
~ >y TR LTk
MRE Bt hU—2 A4 X kD MRE
AAA A XU MR EDTUATY LRI TA47 2 F® MRE
RIER L OV aWIPS WLAN TO& RO & 8

77 L— |k (Template)

a2—H—CLI 77 L—k

FRET v a2 lOa——CLI T 7L — b

QL TITAT A

AL FIAT A

HELEICHEHTE2a LTI TV ADAZ— T v TRE
L FATHOFRE D g

LiR— |k

LiR— k

AP OHEEE - AP Ol IR
I5AT OBy a

TIGAT VM NT T4 I BEIORNT 747 AR —
AN w7

MR NT +—< 2 ZAB L OVAPRF 28
PRV VAY)

U A ¥ b AR

SWIM

SWIM

R NT—J AL 9 F. IAL T LAY b R—T DA A
COT v T —RERFF S L— R

APRTEYV—7 71—

APU—7 71—

AP KDL, BHATA—FDOEF, BRI AT DA
Ca— R EDAP U — 2 7 u—DFELT

Cisco ISE 3 LTV CMX 0%
1T

Cisco ISE D17

CMX O#4T

Cisco ISE 38 L O CMX DR E & #HA

JA¥ LRI ha—5 0
HA ¢:EE YT+

JA¥YLAary kag—o®
HA ¢ EE YT ¢

Cisco DNA Center @ HE)MEIZ L5 C9800 D HA L EE Y
T 4 DT




ATIY HRE {5 AR

ATV by 7 Fy | ICAP APBIXQRIFGAT U DN T TN 2a—T 4 T D=8
DAP, 7I7AT v hxxTF ¥ DFET

a7 4 F2lb—a a7 4 X2 lb—a v PRy NI =T FTNRART = DA THREDFR, Arya—
T—HhAT T—HhAT JL

Cisco Prime 7> 5 D5 734 A | Cisco Prime Infrastructure D% | #4171 @ Cisco Prime Infrastructure 7> 5 DT 734 A D HIIER
DHIBR 17

Ag—ILT Yy IR

YV a—=varO7 AT, RORIRT AT — /L OFYEIZ OV THER L £ L7Z, CiscoDNA Center 777 A 77 2 A
DA — )V DEAE % MR T 5121, Cisco DNA Center D7 — ¥ 3 — b [HFE] 22 L T2 &0,

ATV &

TONA AL X R 1000

< TRBH LA hO%K 450 DY A b 5OOT7 T

Cisco DNA Center 7 77 A 7 2 A 1

e a7 o 450

A YL Ay ha—T08 4

A X MUWND AP OF 2500

T RERA U DK (10,000 DT A ¥ L 2Z) + (1000 DFH
)

SSID D%k 10

2—HF—CLI 7 v 7L — D%k 100

JI)a— g DEEE

Cisco Prime Infrastructure Cisco DNA Center Assessment and Readiness Tool

Cisco PDART (%, Cisco Prime Infrastructure @ J&Bf % 43#T L. Cisco DNA Center NHAED R Z VR — K L TWENE D
MEFHIL 9,

Cisco PDART DOFEAIIZ- DWW TIL, [Use PDART - a Cisco DNA Center Readiness Tool] #ZM L T 72 &y,
* Cisco PDART 7 7 A /L % Cisco Prime Infrastructure (Z = &— L ¥ 97,
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https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html

.

(base) USER-M-32NQ:Downloads USERS scp pdart 3 10 4 root@209.165.201.0:/

root@209.165.201.0's password:

pdart 3 10 4 100%
945.3KB/s 00:15

(base) USER-M-32NQ:Downloads USERS

T ANEFATIREICER LET,

[root@USER-prime /]# chmod 755 pdart_3_10_4

WDa<vy REREITLET,

[root@USER-prime /]# ./pdart_3_10_4

FHAFH A A F R A A AR A A AR A A AR AHF R A AR H RS
#H## #H##
#H# Welcome to Cisco PDART #H#
#H# version: 3.02 #H#
#H## #H##
FHAFH A A F R A A AR A A AR A A AR A A HF RS AHF SRR H RS
#H##

#
## Script Start Time: 2023-07-07_02:47:04
#

##
## Script End Time: 2023-07-07_02:51:30
##

* k ok ok ok ok

Cisco PDART Tool has successfully completed.
CLI T PDART #5474 % &, PDF LA — k| FEfTr 7| BELWISON 7 7 A ABROGFIZHTI S ET,
PDART tarfile - /localdisk/defaultRepo/pdart.d/PDART_2023-07-07_02-47-04.tar.gz

[root@USER-prime /]#

PDF L AR— F&fERT HITIE, VLAR— 2T 7 ANV —N—F 3T A7 by FlZa—LET,

[root@USER-prime ~]# scp /localdisk/defaultRepo/pdart.d/PDART 2023-07-07 02-47-04.tar.gz
admin@209.165.201.0.247:/home/admin/
admin@209.165.201.0.247"'s password:
PDART 2023-07-07_02-47-04.tar.gz

100% 704KB 11.0MB/s 00:00
[rOOt@USER-prime ~]#

14MB

BATEBIMRT 2R, BITORRRRLE VP FR—FENTWBET A A, 22— —A, BLOLKR— & EEIZFE
45z a0 LET, ZOEEREIL. BITHNIC. PR— SN TOAEREL R— R STV RV ERE

DG Z HEFITHET D DITRILH £,

WDKIE, Cisco PDART (2 &k » CTHER I35 PDF LR — F &R L TWET,

11



Cisco PDART Results - v3.02

The Cisco PDART (Cisco Prime Infrastructure DNA Center Assessment & Readiness Toal) analyzes your Cisco
Prime Infrastructure and assesses whether Cisco DNA Center supports the current deployment. It summarizes the
deployment in this report and performs certain health checks, without affecting any of the devices. This PDF is auto
generated by the tool and summarizes all the checks. No sensitive information is captured. Thank you for running it,
please reach out to pdart-tool-support@cisco.com for any feedback.

- [

Cisco DNA Center Ready

Current Cisco Prime Infrastructure Version : 3.10.0
DNAC Version Assessed : 2.3.5

Script Execution Time Migration Readiness

Cisco Prime Data Migration Tool

Cisco Prime Data Migration Tool (PDMT) = 72X Cisco Prime Infrastructure WO A7 — /L&A LT, *v hUV—2 %
i HLAND>ZE 4212 Cisco Prime Infrastructure 7> 5 Cisco DNA Center (ZBE C& £9, PDMT 2T 2546, 7 —# 1%,
Cisco Prime Infrastructure 7> © Cisco DNA Center |Z 2515 S 4L E 7723, Cisco DNA Center 7> & Cisco Prime Infrastructure (21
EEINEFA, 2FV, Xy NU—IEE, ~v 7' BLOT /N1 RE, CiscoDNA Center N TEENMZ 5L TH
Cisco Prime Infrastructure TIZE ¥ I EH A,

TNRAA alr—varyZh—"7 B#ET LA b~vy 7 2a—P—ERCLIT 7 L—F BIXOCMXT—%%
Cisco Prime Infrastructure 2> & Cisco DNA Center (ZBEAT L, — b &N/ F v afRh— R T —F T4 X Xy hU—
I EERTEET,

Pre migration Launch PDMT Provide Dnac Define Sync Select Location
Check from PI Credential Settings Group
|
|
Post migration Summary & Provide CMX/ISE
check on DNAC Sync credential

PDMT DFfHHIZ DV Ti,  [Cisco Prime Infrastructure to Cisco Digital Network Architecture Center Prime Data Migration
Guide] ZZM LTI 7Z&W,

PDMT %4 > A h—/L L E9,

12


https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m_migrate_pi371_dnac_ubf_to_cisco_dnac.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m_migrate_pi371_dnac_ubf_to_cisco_dnac.html

i Administration / Licenses and Software Updates / Software Update eowm

56 this page 1o instal ihe latest published updates. You can download the latest updates rom cisco.com or upload an update fle 10 your server,

v Status of Updates

Updates | Files

Software Update Files

FileName InUse Corasponding Updates OutofBox  User Eror
PI3_10_2_SystemPatch-1.0.5.ubf ves P13.10.2 System Paten No oot
PI_3_10_4-1.0.23.ubt Yes P13.10.4 Maintenance Release No. oot

[¥] PL3.10.4 Prime Data Mgraton Tool ... Yes P13.10.4 Prime Data Migration Tool Update 05 No root
PIL3_10_4_SystemPatch-1.0.12.ubf Yes P13.10.4 System Paicn No oot

DKL, Cisco Prime Infrastructure ¢ PDMT & & 2R L TV ET,

Managed Elements| Tool

Network Devices

Compute Devices

Dashboard >
- Monitoring Tools i i
Monitor » Mook Prime Data Migration Tool
weiter

-
Configuration > !. > r,\
Maps > bzt
Seivioes > Wireless Technologies
Reports » | RadoResource Management
Administration »

Prime Data Migration Tool

1 Add Gisco DNA Center Server 2 | 2 sync Settings 2 | 3 Select Groups > | 4 ISE&GMX Server > | 5 Select CLI Templates 2 | 6 summary

(7] Enables automatic synchronization of data integrated with Cisco DNA Center ©

) inciude newiy added data during cynamic synchrontzation @
() Enable CMX settings @
/| Enable ISE settings @

(] Migrate User Defined CLI Templates @

Supported / Available Limits

Recommended Scale Available
Se Groups / Site Maps 500 2
Devices 1000 76

F—HA b

* Prime Infrastructure 7> % Cisco DNA Center |23 CIZBIT STV D, ZA—TBILOT A XZET L —#OT —
Xk EHEBRICHBICF S 5121%, [Enables automatic synchronization of data integrated with the Cisco DNA
Center]| F= v 7/ ARy 7 A% A N LET,

« IR L <BMESn7z 7 v —7 08 L BINENT=T A A0S 5856, 181712 Prime Infrastructure 7>
© Cisco DNA Center |Z HEB1IZE) X 5121, [Include newly added data during dynamic synchronization] 7 = > 7
Ny I A A N LET,

RSN, T CICBITESNT —Z OB, B, EITHIBRBEEL AR — M ROar K-k hOTF—
2 & BEICRIF S EE A,

13



Ded \y70
CLIT > 7L —}
* Cisco ISE #—3

cCMX 2707 I N—7L bl v 29 5I21L, [Enable CMX settings] = v 7 Ry 7 A4 12 LET,
[Enable CMX settings] = v 7 AR > 7 A% A4 71295 &, CMX 7 —# |4 Cisco DNA Center #r—/3—{Z7 v a2 X
nNEHEA,

)

GE) « PDART ¥ —/L & PDMT (#:1F) Y —iZ & B 6 % Cisco Prime Infrastructure TEIT3 2> —/LT&H Y . Cisco

DNA Center il OEHORBITZ T £H A,
« WHF v X V&I LIBATH . Cisco Prime Infrastructure |% Cisco DNA Center & R OIHH ZHAH L ET,
e
s hARB Y
TR
eI T4 Xal—ay

*CLI 7> 7 L—Fh

o BRPEHNICIEIT T 2 8E 1%, Cisco Prime Infrastructure (N2 S 3L 7- AN 7R 28 (BE4325T) % Cisco DNA Center
CRHISEDLZENTEET, ZUI—FRORHYITH D Z EICHFERE L TL 72XV, Cisco DNA Center (248
B %N %2 T % Cisco Prime Infrastructure & XA SN EF A,

« Cisco Prime Infrastructure TiE 27— g 7 —7 VA N —F 28 dinr— g U EA SN TWE
B, Bhiasr— g UERP VYA FPREE % Cisco DNA Center (BT L L D &35 &, BITHRN
L‘ij‘o

« BAT7 v A&BRMAT HHEINC.  [Cisco Prime Infrastructure to Cisco Digital Network Architecture Center Prime

Data Migration Guide] DOEE /2 EFEFHAMR L T ZIW,

CiscoDNA 7> 275V R

CiscoDNA T a7 7 A%, YAanlBLIEMEOR Yy NV—2 757 77 /uay—2ALET, 2077/
7 ¥ —(X, NetFlow, Application Visibility and Control (AVC) ., DDI (DNS, DHCP, 33X ONIP 7 KL ZE#!) | Cisco
ISE, RADIUST{#, hRuY7—%, CMX, BLOZOMDT A ARX N w7 EOT—4% Y —ADFMAEDEN
LT —2ERGL, R EGmEBxl-a—Y— TRA R, 77V r—vary, BIOxRy hU—7 % —E X[
HERDO Y TNV A LB L VEES v 7T ¥ ZHE L £,

Cisco Catalyst 9800 7 A ¥ L A 2> h @ — 7|, Cisco Prime Infrastructure D7 > 7' L— B L OE=H U 7 A2HEH L
T2 AE D [EEIABRLRE T v ¥ 2 D= DIT Cisco Prime Infrastructure (2 K > TEFLE L EJ, Cisco DNA Center i3,

TvaT ZUADEDICORMER I NET, BRFETIE, FEET BN TY A YL A3 hr—F%, CiscoPrime
Infrastructure & Cisco DNA Center Dl 5IZ L > CTE=HF —EINTWET, C80 VA YL A2 hr—FRNA KN —=3

14


https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m-migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-05.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m-migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-05.html

VITULRARNY T=HERT Y o atTAIEDITHELSNA YT A7) T g F v V2L, Cisco Prime Infrastructure
L Cisco DNA Center i 5 ~DET 7 KL ARH Y £4°,

TLARNIY TR a /B RALvTF (TI7BA, aT77%E) 07 vyadd200, ABAAL v FITiL.
Cisco DNA Center - > X2 ~ U T?® NETCONF & H 23 B T,

FHT VA N EZFECT DI, ROBEEZFEITTHHLERH Y 3,
« 4T : NETCONF TF /31 2 & L. NETCONF A"— |k 830 TF A 2 & HELFT.

« NETCONF i HBIZT L A N OB v o/l 7 v v 22 FIT L ET,

\}

GE)  BATHR, 7327 7 A ZIERICEESE L7720, ROZEEHERLTIEIN,
e Xy NI =7 FNRAZANRHA MIIEELLBIMESATNS,
c ALY R Y TT A APERGGURRRIC 22 > T D,
o TA ZAHIEMER KO L A R UBKE (syslog. SNMP, NetFlow W72 &) BERE STV 5D,

o 7 /3A A Cisco DNA Center 7> HEFER[HETH D . 77— F 23 SNMP, syslog., NetFlow, HTTPS 72 &2k} L
TBRHWTWD,

Cisco DNA Center ~DOATHI :

9800-L-HYD-eWLC#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description

192.0.2.0 20830 0 209.165.201.0 Active  Connection up

C9800-L-HYD-eWLC#sh telemetry ietf subscription summary
Subscription Summary

Maximum supported: 128

Subsctiption  Total Valid Inwvalid

All 30 30 0
Dynamic 0 0 0
Configured 30 30 0
Permanent 0 0 0

Cisco DNA Center ~DO81T#., S 116 DY T 2R 7 U P g U B3BITSNET,
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C9800-1.-HYD-eWIL.CHshow telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description
192.0.2.0 208300 209.165.201.0 Active  Connection up
192.0.2.1 251030 209.165.201.0 Active  Connection up

C9800-L-HYD-eWLC#show telemetry ietf subscription summary
Subscription Summary

Maximum supported: 128

Subscription  Total Valid Invalid
All 116 116 0

Dynamic 0 0 0
Configured 116 116 0
Permanent 0 0 0

R D ZFTIL, Cisco Prime Infrastructure & Cisco DNA Center D7 > =7 7 AL — A — A& L CTWE 9,

Cisco Prime Infrastructure

HaE

Cisco DNA Center

EHEMES v aR— | A b %G

PoK— b4

Pok— bAH

7T hBEOA Ak A= koY PR g (S LU
NUR)

T4 A 360 PAR— NG PAR— b5

Client 360 AR~ b x4 o= b x4

Fy FU—2 H—E R R A— b YAR— IR (AAA,
DHCP, # XU DNS)
TV = a roRiEM FKHAR— R FAR— bxtg

~v7 PR— bt P A= x4
RIEE £ U aWIPS PR — bkt PAR— bkt
MRE U AR — kG
LAR—h AR — bt PR — x5
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KERe Cisco PrimelInfrastructure | Cisco DNA Center

CMX & PR b P bR
ATV bRy T T ¥ Set R — b W —

CiscoDNA 7 ¥ 27 7 v A [ZIXR ORISR H Y 3,
o BB BB/ T S, BSRIRMZ M B E T,
s FIETA FFE DA 252 0 MEEICK > THURICRIBEZ R TE £ 7,
e RT F—< AN EL, VT TNTa—T 4 TN BIRRNERFINET,

Cisco DNA Center @ Assurance IE &M 4 v o a/h— K

Assurance % v ¥ 2R — RIZIX, Xy NV —JIZEENDLITRXRTORY NU—T TR ABLOEMREZITVA YL A
I I7A47T 2 MOIEFHEOMMENRINET, Assurance ¥ v ¥ = AR — RIZIZ AL 101FD 7 v — U7 BER R R S,
BRI OBER LI 2 —FIETE £3,

« HERRY 29 b

CFALR YR

e VTAT Y RU AR

o hdRm Y
BB DT ANA ZAETTBEOMENNA T4 b, HRERSNDEET 7 v a vivRashEY, EFEA=7 O
BHEIIIAZ A XATEET,
Assurance IEF X v ¥ 2R — R&FRRT 5121, [Assurance] > [Health] > [Select Overall] &R L £ 7,

= Cisco DNA Center Assurance | Dashboards / Health , LJAY
Overall  Nework  Client  Network Services Applications ~ SD-Access Al Analytics
O Global
Network Devices Wired Clients
s 100% wam® romm wr B7 %
"

Wireless Clients

st 23

:3,857
- - - s y
[ t Wirele Access Point

Cisco DNA Center C 7 10 fFD 7' v — L2 Z &3 5 121%, [Assurance] > [Health] > [Select Overall] > [Top 10
Issue] IR L £,
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Top 10 Issue Types

Priority ~ Issue Type = Device Role Category issue Count ~ Site Count (Area) Device Count Last Occurred Time ~
P3 Poor RF (5 GHz) on a floor ACCESS POINT Availability 3 1 3 A

P3 Interface is Flapping On Network Device DISTRIBUTION Device 1 1 1 A

P3 Device time has drifted from Cisco DNA Center DISTRIBUTION Device 1 1 1 wg 10, 2023 1:43 PM
3 Deviee time has drifted from Cisco DNA Center ACCESS Device 2 1 2 49 10,2023 12:47 PM
P3 High input/output discard on Switch interfaces UNKNOWN Connected 1 1 1 Aug 10, 2023

Cisco DNA Center CHIRED AT — & A& H 3 521X, [Assurance] > [Dashboard] > [Issues & Events] Z8R L £,

= Cisco DNA Center Assurance / Dashboards / Issues and Events Qe cn
Issues v Events
(P3)Interface is Flapping On Network Device
O Giobal  § 24 Hours
Aug 13, 2023 11:30 AM - Aug 14, 2023 11:30 A
11:308
» Area
vz 1 Open issues 1 1 DISTRIBUTION
rs [ — 1 Buildings, 0 Floors
o
Q_ search Table ivd
1 Selected Actions A ?, Export
Most Impacted Areas by Is S
- B e | site Device Device T
& Kolkata L Resolve
2p1 | 5 Open —
B e sitEthernet2/0/11 (Interface description: —-) is flapping on network device * C9500-24Q-CORE-KOL® B CSCO INDIA/Kolkata/BLOCK-A  €9500-24Q-CORE-KOL  Cisi
1 Records Show Records: 10 11 'Y
Total Open: 8
fal b Tabs

syslog (2SN T2 —F —EROME A /ER T 5 121X, [Assurance] > [Settings] > [Issue Settings] & &R L £,

= Cisco DNA Cente Assurance | Settings / Issue Settings Qoo

Try New Feature - User
Defined Issue

Global Profile  Custom Pry Manage Subscription (7

System User Defined

oevice rvee ([
carecory (IR onvoeron ty | Connect , Avalabil ’ plca Semsor Test | AP A

Q. Search Table v
Priority »  Issue Name Issue Resolution Enabled Global Current Setting Last Modified Subscription
pi Dual-Active Detection Link has failed Manual @ Yes Yes Default - Not Subscribed
P1 Fabric facing port channel connectivity Manual @ Yes Yes Default Not Supported
Pl Intertace Connecting Network Devices is Down Auto @ Yes Yos Default Not Subscribed
p1 WAN Intertace Down Manuai Q Yes Yes Default Not Subscribed
p1 Stack Port Link has failed Auto © Yos Yes Default Not Subscribed
3 StackWise Virtual Link has failed Manual @ Yes Yes Default - Not Subscribed
2 Eabsic Cowel Plane - 115p " z etaut - Sos Suhscring

Cisco DNA Center £ XY MBHIZEHT 5 &, BEORA L P TRATIHIEIR LA X NOFEMEZEET S 1 DD\
FANICEE DT ¥ XNV EBEAT 5 Z E N TEET,

ARy MNEAT X RV EFRRT HI2IE, [Platform] > [Developer toolkit] > [Event Notification] &3 L £,
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Step 1 - Select Site and Events

Pick the site and events for your notification

Select a site S

Q, Search Table

1 Selected

B  Eventhame « Channels Supported

[0 Access Contract (SGACL) access policy installation failed on the device REST  SYSLOG  EMAL  WEBEX  PAGERDUTY
O Add device failed REST  SYSLOG  EMAL  WEBEX  PAGERDUTY
O Add device successful REST  SYSLOG  EMAL  WEBEX  PAGERDUTY
O AP Coverage Hole REST  SYSLOG  EMAIL  WEBEX  PAGERDUTY
O AP CPU High Utilization REST  SYSLOG EMAIL WEBEX PAGERDUTY
[m] AP disconnected from WLC REST SYSLOG EMAIL WEBEX PAGERDUTY

Cisco Prime Infrastructure D [EF1E 4 v ¥ 2 R — R & Fx$ 5 121%, [Dashboard] > [Network Summary] > [Overview] %

BIRL £,

M Dashboard / Network Summary.

Overview Incidents  Client Summary  Site Summary + ¥ Settings
* Metrics oo
ICMP Reachability Status. SNMP Reachability Status @ Alarm Summary Unified AP Status. Controller Status System Health

A Repcnatie  Unveachable ] Reachabie  Unreachadle Crical Mafor Mnor a Assocared Dissochied m Reachae  Unreachadie Gitical Major Minor
Last Updatad: Frday, August 11,2023t 11:25:06 AM IST N
Pt TmoFame | pasi1week ¥
‘Coverage Area | viewMaps # @ O = X  Client Count By Association/Authentication | view Detsis 700 =X
“Total AP notyet assigned 1o maps Unfed 304 | Autonomous:) Associated | Autherticated
Radio Clents Zoom: h [ 6n 1 10 tw (2w 4w 3Im | 6m | 1y | From| wa2023, n2eAM () | T 20z, 2 Am
Name Total APs
6GHz 5CHz 24GHz ¥ @ Alarms  Wireless Wired
et Cort

Hyderbad 2155 4 2157 2155 Q9 7991 o

Kolkata 492 0 493 a9z @o 2940 o s

Pune 2 0 2 2 02 o o

KKcampus 1 0 1 1 [ o o

GHENNAI 0 0 ) o 0 o o

Guos 0 o ) o @o o o

M8 o o 0 o o o o

o
Gampus-1 o 0 ) o @o o o pim o s ~ro e
GCampus-2 o o o o go o [} =
B Assocated vrvess Goun (2] [ Assosiated Wred Gount
A | Friday, August 11, 2023 a1 112608 AMIST
M| A Frigay, August 11,2023 2t 112613 AMIST

Cisco Prime Infrastructure @ [Alarms & Events] 237~ 521X, [Monitor] > [Monitor Tools] > [Alarms and Events] % i3

WLET,

A Monitor / Monitoring Tools / Alarms and Events eocwen

ALL

Alarms | Events | Take Snapshot

)

w Compute Resources Network Hoalth (549)  Rogue AP (1211)  Security (17)  System (4)
Custers
[ ‘Showing Active Alarms Show Alarm History Selected0/Towl 549 (3 @3 LR+
Hosts [0 Show [ Quick Fiter v
Uk olosd Hoske it Vite i Sevarity Message Status Fallurs Source Timestamp v Owner Category Condition
Viral Machines.
> Device Type v
R > © cmcal Port"t' Descripton: NotAvallsbl,..  Not Acknowled...  101.1.1.25:Cisco_B7fb:d4:6c: August 11,2023, 114508 AM Controler Liok down
> e etoed O > & weer 7) Intorference treshold violaion ... Not Acknowed... AP APB8OC ADAD, EBAC, Iner. August 11,2023, 11:45:58 AM " Ratio intorterance thresh
T A e 7 interference treshoid vioation re...  Not Acknowed... AP APBSSC ADAD EBAC, Iter August 11, 2023, 10.07:11 AM s Radio inteerence thresh
[ % & minor ) Device '102.1.1.63' Auhenicaio...  NotAcknowded...  102:1.1.63COB40-0WLCHYD... (1)  August 11, 2023, 6:36:17 AM .. Swiches and .. Auihensicaton faed
O » O criical 802 Malnaciaxinterface of APA...  NotAcknowled.. AP APOCDO.FE940888, Interf August 11,2023, 23028 AM 1 AP Radio administratively up.
> O coteal Z APAP... . inter... (1) August 11,2023, 23028 AMI " Ratio administatvely up
O » © cmca 802 11ainvaciax interface OfAPA..  NotAcknowled... AP APBSSC ADAA SFTd, Interf August 11,2023, 23027 AMI AP Radio administratively up
W5 1 802 abigiiaciex inerfaco of A NoiAcknowed..  APAPBSSC ADIAGFTA, Inel. () August 11, 2023, 230:27 AW *» Radio adminisiraively up
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BRSNS a2a—Ta2T

EFEERA a7 PROEFEDOHIMIZ A=A L, EFEEME T LIZREREZERET 572012, F_—20D 7 ¢ VX M
AEhETd, *v FU—Z EFHEOR=VDOFERIT, a7, 778A, T4AMIEa—rary, b—H, UALFL A
REDT AL A —NIHEEINTHET, Ry hT—7 OBEBLOIBEOEFEZEIET 572012, 3R, 245
M., BELO7 ORISR — S ThET,

B _— A D 7 4 )L F 22\ TCE, [Dashboard] > [Assurance] > [Health] > [Network] % &R L %9,

= Cisco DNA Center Assurance / Dashboards / Health Qe®o6b
Overall  Network  Ciient  Network Services v  Applications ~ SD-Access Al Analytics
Q Global ) 24 Hours
1:000
Time Range <
O 3 Hours 24 Hours 7D o=
Start Date
8 /10 1 202 )
11:03 AM v Actions
. End Date

8 Imn ! 2023 B

Network Devi

100%0 0z AM v

ZOT 4RI, Ry NT— TR ABLONT TA T2 MIET YA FNEHEOIEEFER a7 BnEREIN, T
A ADEFHENR, v—nL (FZERA, a7, T4 AR Ea—T3) B, EREETCRENET,

YA NEBFOIEFEMHEA 27 2#FK/RT 5HI2i1%,. [Dashboard] > [Assurance] > [Health] > [Network] > [Global] > [Site Details]
EIRL £,

= Cisco DNA Center Assurance / Dashboards / Health Qoo
Overall  Network  Client pplications ~ SD-Access Al Analyties
Teen xpor
sie w otmers ietwort Device G o
& Global o 0 100% 10 0 3,557
Unassigned 9 1009 g 303
Campus: 3
GMoS )
derbad 100 00+ 00 0 2,567 )
Kkcampus 0% - - - -- 0% - 1 3
& Kolkata 00% - -- 100% 100% 100% - 684 3
MGB cl
MUMBAI 90% - 100 - 1004 83 - 10 3
Pune 0% = - = . 0% . 5
& [ ]
J I
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T /34 X 360

[Network Health by Device Roles/Type] % v > = L v MZiX, B —ABIOT A A A7 TV OIEFEER a7 RE T
F79, FFEDOFR Y hT—7 BHED 360 E L = —%KRT HIZIL, [Network Devices] 7— 7 /VCTTNA A4 %7 v 7 L
£

[Device 360] £ = — 3 LT 2 EHRITKD LBV TT,
*CPU, AEVREDTNA A7 YT 4 J1/17% KPI
s EfLoRED Y A K
« THA ZADYIRRA N— F AR
e ARUE Ea—T
* [Path Trace]
« Application Experience

B E A =T oA ZADOMERNRILC BT S R

Cisco DNA Center @ [Device 360] &= —IZ-2W\ T, [Health] > [Network] > [Network Devices] > [Wireless Controller] >
[Click Device Name] # 4R L £,

= Cisco DNA Center

WLC C9800-L-HYD-eWLC.komondal-sda.com

24 Hours v

15 i
[
' un
A 10, 2023 11115 AN - Aug 11, 2073 11175 4

Cisco Prime Infrastructure @ [Device 360] ¥ = —2MEHT 2 1EHRKITK D LB Y T,
*CPU, AEVREDT/NA A7 YT 41172 KPI

e FALT S —AD U A K

Cisco Prime Infrastructure @ [Device 360] &' = — CiBANE#H A £/~ 3 2 12I1%. [Monitor] > [Managed Elements] > [Networ k
Devices] > [Network Devices] Z IR L, IP 7 RLADBIZHHEHEHRT A = () 227V v 7 LET,
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A Monitor / Managed Elements / Network Devices ecwn
Device Groups ;:‘ go’w"c“;;
& £ X2 Admin State v
Reachabiity  Admin Status o IPAddress DNS Nama Davica Tuna. Lastl
360° View:C9800-L-HYD-eWLC komondal-s
8 e g . (o ] —
™ e RS = C9800-L-HYD-eWLC.komondal-s... 8 homance ras Hoory Vo0
eor (<] Managed 1021141 . 100:19 PV
Mansged 1021140 ¢ Yosisa
a Manages 1301108 & j Sr022
Managed 122301 310:16:4¢
V] Managed 1223010 CPU Utilization(1 Hour) Memory Utilization (1 hour) 310215
Managed 12230100 14.00% 36.00% 310333
] Managed 12230.101 ovncd g 510104
Managed 12230.102 3102010
V] Managed 12230103 510285
V] Managed 12230104 Marms | Civiclocation | Wireless Interfaces ~ WLAN | Recent Changes 5104200
Managed 12230.105 51036:1
— 220 108 Severity v Status  Timestamp Message Gate. L rozea
) [y 12230107 o NoLA.. 100823120134  Pot TwoGigabilEtemet0/0/0' (De...  Contr. |
anaoe 12250 108 ©  NoiA. 100823120134  Pon TwoGhabiEmemeZ (De...  Gontr Liosas
T PE () NotA.. 100823 120134  Pod TwoGigablEtemetD0/t' De...  Conlr. e
a anaged 15798 ° NotA. 300723 141815 AP TSIMHYDAP.185 dsassocate.. AP s
o TR © oA 15072104948 APTSWYDAPSS dasssocite.. AP S
Managed sapr0.1.2230.111 switch 12230111 510,160
=

Client 360

TIAT v MEFEWES v 2R —RiZid, 77947 bOEFEHEAaTREREINET, £/, ZOF v adhi— R
1. BLRHDEED T T4 T 2 MR RINE T T B720088DOT7 4 V2R3 H D F9°,

Cisco DNA Center TZ7 74 7 hOIEFHMED 360 € = —%FK 9 5H121%, [Client] 2 7 >[Client devices) %27 U v 7 L
£

2 I A7 h® [Details 360] E2—1X, 7 74T bORMED T TNy 2a—TF 4 o TITHK LB ET,
[Client 360] & = — 23t 2 FHITR DO L B0 T,

cVITAT NN T 4y VAR OBREE 2 —

*«MAC, IP, VLAN, SSID, AP, 22> hua—J74EYDr T4 7T v FOFEH

o BALoRED Y A b

cFUAR—=T 47 u—IV T REMHE., NI T4y I REDTTAT  NBMOME

* [Path Trace]

o TN AN

« Bt L OY RF 15

Cisco DNA Center @ [Client 360) ] £ = —{Z->\Tld, [Assurance] > [Client] > [Client details] > [Click Client] > [Client
360] ZEIR L E T,
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= Cisco DNA Center

wireless-nf-user3

%\,MM\LA_A/MW '/]NVMWJ\W\/\J mWib/wa '\"/\/\f‘\/\/\/\j\/\/“‘ ILWW\J

B Traffic Usage

<

0116® cuient peras

Device: TP-LINK-De ) 7
arosaHYDB3
c Aopl C
Summary aug
* Onboarded successfully 1 times on the same AP

« Roamed successfully 19 times on 2 different APs

Onboarding Roaming Connectivi ty

RF QUALITY TRAFFIC
@ Successtul Onboarding (1] @ Successful Roaming (19]
RSSI 100% of u 500 Retries 7.26% of the data waf!
1 18 SNR  100% of the time s Go Data Rate 9% of the fme s Good

7 TA4T 2 NT A AFHRIZ OV T, [Assurance] > [Client] > [Client details] > [Click Client] > [Client 360] > [Device

Info] Z3IN L £7,

Detail Information s

Devicelnfo  Connectivity ~ RF

formation Connection information

IIAT Y MDD T TN 2a—=T 4 T HWET LT, 77472 MEHRTIE, Tx (31 F)  RX (31 F) |

F—X L— b, H#{T. B L Cisco DNA Center 23R & B DM RSN E T,

7 TA T v MERERICOWTIL, [Assurance] > [Client] > [Client details] > [Click Client] > [Client 360] > [Detail

Information] > [Connectivity] %% L £ 9,
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= (Cisco DNA Center Q® ¢l

Detail Information a1, 2023 158 P

Devicelnfo ~ Connectivity ~ RF

27547 F REBHTIL, RSSI & SNR OFHfNRtt S E T,

2547k RE #4250 Ti. [Assurance] > [Client] > [Client detail§] > [Click Client] > [Client 360] > [Detail
Information] > [RF] Z3&R L £,

Detail Information a1, 2023 1seu

Cisco Prime Infrastructure 7 7 A 7 > FOWEZ L RTH L, ROZENTEET,
I TAT U IDE=H —
e T T —hEAXRY NDOFEIR
AR —=T LT TAT U NOBFTORE

ISE, = RRA VU MEAT, RAF ¥, 3BT a7 7 A V472 EDJEMIL, Cisco Prime Infrastructure (2B 01 S 7=
CiscoISE IZ X » THERENET,
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A Monitor / Monitoring Tools / Clients and Users / 14:eb:b6:47:75:fd
Overview | Location ISE | TroubleshootandDebug | CleanAr  Events = RTTS  More
v Attributes
evce Auto Refresh
Etn ezl
APF4BL ’
LTy — T YT —— Py rve— -
General Session Security
SSID BhavossHyaDottx 802,11 Authentication Gpén System
Protocol 802.11n(2 4GHz) Security Policy Type WPAZ
50211 St Associates EAPTyp PEAP
Management VLANID 151 Policy Manager State Run
Intartses NEVLAN On Natwork Yes
Mostname Dt et Aratate Location oot Avea SNMP NAG Sate Not Avalatie
* Association History
2 1001w 2w |
a o
a o o a a a

Cisco Prime Infrastructure @ [User 360] £ = —|Z{X, ==—%—1P, 2>t —F 7TI7—LA By a rOiffi7e & DRt
ATHWMA RS SILET,

Cisco Prime Infrastructure @ [User 360] £ = —|Z-2\»TiX, [Monitor] > [Monitor Tools] > [Client and users] Z &R L %
T, 22— —HOEHR ) 742227 ) v r35L, BIMERPERINET,

A Monitor / Monitoring Tools / Clients and Users

Clients Search Results - Reset et P g
Track Cllents._|___Identite Unknown Users
User 360° View B * X
MACAddress 1P Address PType  UserName Interfa..  VLAN  Protocol status Association Time
Username: wireless-nf-user3
O ieowveurisi  T151022 Duaks..  wiess... 151 B021InZdGH) Assocated  Aug . 2023.210:10PM
PLNR Device
‘Endpoint Location

Narms | Applications

Severtty | Time v Soure Message
° July1,2023 3., 10244 Port TwoGigabliEthemet00' (...
©  WhLZBI. 2041 PotTwoGgsbERemaOOt (
o July 12023 3: 102111 Port TwoGigabitEtemet0i0rZ

Application 360

Application360 (%, *v bV —2 EOFTRCTOT 7Y r— a3 OIEFEHICET 2 i Em a2 4edt UE 5,
I, BEUXRBELE LTH a7 7Y /7~:/a NI AR va U R EERET, EURAICEET
L7 7V = a Y ORBENRANA T4 P, BREOHRINDBEET 7 v a U IRENET,

TV =y a7 A RIIE, BITHEIC, YA YL A3 bar—F 28 L TCiscoDNA Center 2> 5 AZhZ 72 0 £,
BITHNIZ2 Y b —F 2 NetFlow =7 AR —HF | = — BIOLa— KNI TITEFEEL TWAREENRH Y 97,
ZF DAL, Cisco DNA Center 2257 7Y 7 — a7 LA R ZHFEICT SR, NetFlow BHEDOREVLHIRENE
7,

BIRLIETAAATT ) =2 a T LA M) 2RET DL, 77V r—varT LA M) zAMICLET,
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TV r—arT LA M) EGCT HIZiE, [Inventory] > [Select device] > [Actions] > [Telemetry] > [Enable Application
Telemetry] Z 3R L £7°,

= QCSCO INDIA Provision / Inventory Q @ fa)
This release enables new telemetry subscription for Cisco DNA Center Assurance data and oplimizes existing for p An additional ition is provided in this release for Security-Group Policy monitoring on switching platforms %
ld These telemetry subscriptions are configured via NETCONF and will be applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the = Force Configuration Push optian.
— d - Bl
DEVICE WORK ITEMS Devices (4)  Focus: Inventory v Take a tour (3, Export ¢
(O unreachable Q_ Filter devices
O unassigned Selected @ Add Device Tag Actions A As of: Aug 11, 2023 2:43 PM
ailed Provision
o Peavial e Device Name Inventon > dress Dovies Family Reschabllty () EoX Staws Managesbilty @  Compliance()  HeathScore  Site
O Non Complant et
) ikgiicisitiialinion B o €9800-L-HYD-eWLC kot 111 Wireless Controller @ Reachable & Not Scanned @ Managed © Compliant 10 Hyderbad/Banic
sted Sof age o g
() No Goiden image
€8840-eWLC-HYDkome  Telemetry > Reachable & Not Scanned @ Managed © Compliant 10 Hyderbad/Banj:
. < Enable Application Telemetry
(O Under Maintenance
Device Rep > R
(I @WLC-CL-HYD-1.komon Disabls ApiNcatian Tejend Reachable & NotScanned @ Managed © Compliant 10 IHyderbad/Banic
Compliance >
Update Telemetry Setti
WLC-5520 More > Reachable & Not Scanned @ Managed © Compliant 10 IKolkata/BLOCK:

®RD

T E2, 77V r—rarT A M) EEINZTHHEIC, SSID ¥ A FZH M LET,

= 9CSCO INDIA Provision / Inventory Q

This release enables new telemetry subscription for Cisco DNA Center Assurance dat; " 1
[\ These telemetry subscriptions are configured via NETCONF and will be applied tothe |  ENable: Application Telemetry
To provision subscriptions on devices that have not been discovered with NETCONF, r

You have chose

nable Net

application telemetry on 1 wireless controllers.

n-guest WLAN

onW with Application telemetr

DEVICE WORK ITEMS. Devices (4)  Focus: Inventory v

O Unreachable Q  Fiter devices

ireless ¢

, select the AP modes where you would like to enable application telemetr

1 Selec

O uns

© Add Device  Tag

the application

emetr Netflow

Failed Provisio tion telemetry source may be ei
O Failed Provision a Device Name
O Non Compliant
' hiatnd Sofbwaes nage 8 O C3800-L-HYD-eWLCKO| | gL Enable Application telematry on the selectsd SSID types will cause the APs connected to the device to reboot and there will be a network disruption
0 No Golden Image . -
= HOo < C9840-WLC-HYD ko 0-L- HYD-eWLC.komondal-sda.com
(O Under Maintenance @ Local @ Flex/Fabric
(O security Advisorie [m] @WLC-CL-HYD-1 komor Include: Guest SSIDs
() Marked for Replacement Toloiiisbiy Source: Wethiow
o WLC-5520

(O system Beacor

ed

vices require DNA A

ntage license for this fea

2 to be enabled

[Application Telemetry] FIZi%, 7 L A MU DBREAT — X ARFRINET, T 7 4V FDOFIFEE T [Application
Telemetry] 2328 SR WIEA X, FIRH LOAMIZH 28055 T A 2% 27 U > 27 L, [Application Telemetry]
Fxv IRy I AT AT LET,

TV r—vay Xy alh— RER AT 521X, [Assurance] > [Dashboard] > [Application] Z 3R L £ 97,
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= Cisco DNA Center

Overall  Network  Client  Network Services v Applications ~ SD-Access Al Analytics
SUMMARY NETFLOW
10 183.3ke  139bps 2 24.4m8
Business Relevant  Data Usage Avg Thiougheut Exponiers Data Usage
Appiications

Business Relevant Application Health @

'y

No Data Available

LATEST ~ TREND

Top Applications by Throughput Top Endpoints by Throughput

LATEST

TREND LATEST

Assurance / Dashboards / Health

Application Usage

LATEST

TREND

TOTAL USAGE

ThousandEyes Tests C
ThousandEyes Integration Not Available (7
" .
e
View Detalls
Worst Applications by Health @
LATEST  TREND

ms-services 160.5bps

wireless-nf-user3 39.6bps

ZEHZ DWW T,

Network Service 360

[ Criteria for Enabling Application Telemetry on Devices] ZZM L T 7230,

WOEREIC LY, BEARY —EAOERNREFEZ T ~T 1 EHFTTHETE £,

o FRGIE,

HR[. ThHT T 47 (AAA) DOFER

* Cisco B LT RTOY— RX—TF 4 —"—2(RIZD7=DH T A ¥ L AT /31 AP Dynamic Host Configuration Protocol

(DHCP) #—ERAD 2V 1 — LA E 2 —

TNOOBEREIZE Y. Ry N — I AR —F(FF v N ORI A SR L, Fry FOBERO T &N

TEET,

N

= Cisco DNA Center

Overall  Network  Client  Network Services »  Applications ~ SD-Access Al Analytics v/
Network Devices
wrsr 1 00% ey @ romac: 00
Mo Ol " o - S
| . - - . gy
- = = = PiY =
Router Core Distribution Access Wireless Access
Conroter i

View Network Haalth

Network Services (O

©) AAA (1 SERVER) (©) DNS (2 SERVERS)

Successful Failed Successful

Assurance / Dashboards / Health

Wired Clients

T hU—7 P —E R %EFRT 521, [Assurance] > [Dashboard] > [Network Services] % 3R L %9,

Qe oo

Actions

usest 87 % tosn, @ comecrenss

730

L

Wireless Clients

rest 2 3% s, @ aoriv:r0sss

Failed

©7 DHGP (1 SERVER)

Successful

Failed

100% (87450)

0% (©

0.08% (1)

99.96% (2397)

Viéw DNS Dashboard

100% (28) 0% (0)

View DHCP Dashbosrd
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-assurance/2-3-5/b_cisco_dna_assurance_2_3_5_ug/b_cisco_dna_assurance_2_3_3_ug_chapter_01000.html#Cisco_Concept.dita_dbacaa6d-9aba-4c0e-aba0-4f74b7f42494

FEHZOWTIL, Ry U= —E2DER] 2R LT EE N,

<y T

Tuarwy &0 T 2BNT 5BEITW< o0 9, BHEDO 12X, VATV L ARy NU—7 ZBIEDIRRE
THERTHIETT, ©H 1 OOBHIT, FEROEEOFHE & RRE(LE XET H7-DTT,

BESCEREDEFIERBEY oL R—3 v haeghrvn T~y TaERELIZA AR — L, TOEIZTAFTLRATA
ARAERETHZET, VA YL ARy NU—27 2RI TE £, Cisco DNA Center TiX, 7u7 77 &AL
T, IRy P THNORFIESOHMEEZRT2DBLO3D bt — b~y 7E2HHALET, 2DVA YL ATy S
DFE, ZDOb— b=y 7L, ARERCEBOWIEKRE, AT 4 v TOSESERFEMOBEITIEEBE SN TEHT,

RF 5 EEMICHIR 5 E L R RS NRWeD, EBEO RFEFBREOTLMEICE T EEA, 3D~y 7L, EIC
707 EOUA YLV AR Yy NU—T OFEE SIS NE T, T0®, 3D~ v I TEITTE D2 H/NROHRER
FOWREMENHV T, 3D IA VL A~y TEMBHTLHE, VAP LAXY NT—27 % 3D TERTEET, 1T
VT NEALDOTRETMIZEY, 3D~y TRERNCHEH S, RF DALy VOB RENET,

T—H2Bi7Y—/ (PDMT) X, ~v 7N~ TNRA A, BIXOBEETLZ 77~y 7L EHIIBITT A0
EHINET,

WKDOKIL, APA—R—L A Ltb—h~wo TN v UNEREINT Cisco DNA Center D 2D 7127~ v B 2 —% 7R
LTWET,

= Cisco DNA Center Design | Network Hierarchy L S L

€ CSCO INDIA / Banjara Hills BIS@3 / Floor] z °

3ADUA Y LAYy L, IROBREEZ L £,
ADBRE T AL 2 —FF AR 2 —2EHLTUA VYL ARy N —27 B8BTS,
o =B A LULEH) (SLA) N7z SNTW2WIA YL ARy NT—=7 DU TIZET LA VA N 25,
HTTATAYY = EBFIT LT, SLA Ziiilo T HER AP LA 7 U FEFRLET,
cXFEIFEREEDORFIANL y VEFRRL, RE¥YFTY =NV EFBEALCTRHEDOEED RF I3 » PEFRRT D,
VBTV —VEFEHLTCKPIE— by T %27 U v ELTT 5,

KDL, Cisco DNA Center D 3D ¥ v 7 B 2 —% kL CWET,
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= Cisco DNA Center

Q_ Search Hierarchy
Searen Holp
& Global
« & CSCO INDIA
> & Campus-1
> & GMOS
~ & Hyderbad
> & Banjara Hills Bld@1
> @ Banjora Hils BId@2
~ @ Banjara Hills BId@3
& Floor! ”
& Floor2
> & KKcampus
> & Kolkata
> & MGB
> & Pune
> 4 MUMBAI

o

€2 Hyderbad / Banjra Hills BIA@3 / Floorl £

Add/Edit  View Options

@

Design / Network Hierarchy

Qoacf
Q_ search
Vinsights View Options
> Contributing Floors (O
@ Heatmap
Calculated coverage heatmaps
30 8 egel
Cubes And Walled Offices v
Hestap Devices
Operational v
Hewtmap Opaciy
5000
o 10

Heatmap Metrics

SR v erference

e Tpe
[ ot ciovo [
@ Apply Reflection

@ Telemetry

Telemetry Thvesnold

it
cisco

U+
e
i

1, Sites / Hyderbad / Banjra Hils BIG@3 / Floor1 4+

[3

A Maps / Wireless Maps / Site Maps ( New! )

son 100n

2485GHz = Coverage = Recompute Refresh |Q Search on map

eocwn

Edit Data Charts Segments Toclsn

Layout last updatpd: April 09, 2020

o *
Access Points (2) -
Display Label | Name <
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a —
Show Mobilty Express_ofr
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G£)  PDMTOEHFEMIL, T CTICBATINIZT —Z OB, BH, £IFHIRBIEL S R— T vy T DO7—%
Hibz [FH L EtA, vy 7OBITIE, BHlFEHICE > ToRF TSN ET,

FEHIZ W T, TWork with Wireless 2D and 3D Floor Maps] ZZ MR L T 72 &0,

RIEH KU aWIPS

Cisco DNA Center DR IEEFHT 7Y r— 3 ik, WLAN OB ZBHE L THEL, BB INEZZn 608 3% >
N =7 BHEBLOA R = NE=F—T&E DL LET, EHFAIORET 7 EARA b (AP) X, WLAN
WNOMEERE NNy T 7T 510 INET,

Cisco Adaptive Wireless Intrusion Prevention System (aWIPS) X, 7 A ¥ L AR A Z il L O 25 A =X
ATT, A VT TANT I F X IZHBIIHAEEINTZ YV a—va v ERHALT, AfAy NU—27 LBy NU—7
DM ST TER ST 7 4 7 ZRRANICERL, Xy hV—2 ATV V2 A LTI EIE R Y —ANEDH
AN THZ LIk, HEELITREARAET DR0C, WEL EMECFRE LFANCHIET5Z N TEET,

AEEHIB L aWIPS 77 Y r— 3 U a A T 2 FIEDOFEMIZ OV T, [Cisco DNA Center Rogue Management
and aWIPS Application] # &ML T 720,

Cisco DNA Center @ [Rogue and aWIPS] % v ¥ = R — RIZIZROF| SRR H Y £7,

c LVEHEMEDOFH W T AR—FF e k3 (HTTPS/TCP 72 &) ICESWTHETHIUA YL AT LA MY I
SNTHELEINTWVET,

TV UNREINET,

» Cisco Prime Infrastructure & b#i L C, RF Z/—7 &N R 57 DIEHEIR AP AARILE & LTHE SN 578
I L ET,

« 50D SSID ZFFORIE AP # H—OFBFEIZENTH 2 & T, HHEIRBBINET,
c RIEAPIZEET 227X A My —% (BRI &5 22—V —2RATE S L1270 7,
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s HMETARIEAP 2 F L — AT A7 OME 7T /LT ARG ESHET BSSID HA—H %y F MACT KL &

ANDT U T EFEA LA TFROE—T L TY XL

Cisco DNA Center @ [Rogue and aWIPS] & v ¥ = 7h— K& FRK/-R"§ 5HI21E, [Assurance] > [Rogue and aWIPS] % &R L &

B

= Cisco DNA Center

Assurance / Dashboards / Rogue and aWIPS

Overview  Threats  Allowedlist  Rules  aWIPS Profile
M @ Last 3 hours £3 Refresh Actions v

Site: Global

TOTAL ROGUE THREATS TOTAL AWIPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED

232 8 26

High Threats Summary

0 Feesd.Tyee . &b Top Locations Affected

Active High Threats (18)

= Cisco DNA Center Assurance / Dashboards / Rogue and awIPS

Overview Threats Allowed List Rules

High Threats Over Time

Threats Over Time

16(-2)wy

Total Active High Threats

Threats By Location

Cisco Prime Infrastructure @ [Rogue and aWIPS] % v 3 = 7h— K&K/~ 7 521X, [Dashboard] > [Wireless] > [Security] %

BEIRLET,

ZONR=VIIE, BERFE L EE 24 IR SNIEAREAP BT RTERENET, REAPT 7 —L%5FRT 5

IZIE, RIEAP DFFE7 Y v o7 LET,
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Rogue Classification
Last H 24 Ho tal Act
Last H 24H Totsl Act
0 0 2
] [} 3
o o
Last Hou 24 Hours Total Active
u p—
1 and Devics Overioad Last Hour 24 Hours Total Active
Rogue Containment t
Last Hour 24 Hours Total Active
Custom Signature Events Last Hour 24 Hours Total Active
Cisco Wired IPS Events Last Hour 24 Hours. Total Active
MFP Attacks
MFP Attacks Last Hour 24 H Total Active
= - oo a

RIE AP O—f&IEH, MEDOEKRE, BLORIEAPT 7 —LADKITDA X s FRT 5I21E. [Monitor]>[Monitoring
Tools] > [Alarmsand Events] > [Rogue AP] % 3&R L %9,

A | Monitor / Monitoring Tools / Alarms and Events / Alarms ecwn

Searched By - Category : Rogue AP & Classification Type : Unclassified - Reset Siectea0/Toml 1165 (5 @}

Severity Rogue MAC...  Vendor Classifies..  RadioT.. Strongest.. No.OfRogue.. Owner Timestamp v sute SSID  APLec.. Status

Minor (1) 7069:58:5149.. CscoSysl.. Undassifed  80211a.. 63 o August 11, 2023 4:Z353PM...  Alert bk defautl.  No

General Info G s L m Switch Port Tracing Q

Rogue MAC Address  7069:50:51:49.a0 Nt Trated
Cisco Systems, Inc

'3

ControBerNo., Swieh Por Teaco N Annotations @
No

Unclassifios Massage Posted By DatefTime

802.11ac, 802.110(2.4GH2)
53

0

August 3, 2023, 12:06:23 PM India Standard Time
August 11, 2023, 8:53:53 PM India Standard Time
NS

minor

AP History

¥ "
witch Port Trace Status
Map Location
Rogue Client Detalls Floor Unknown
Client MAC Addr Last Heard Stats b
asthaar atus e
s

FEMIZ DWW T, [Cisco DNA Assurance User Guide] #Z& L TL 72 &0y,

TL—Fk

=P —FEFZCLI T L— ML, Fy NI =T TN ATERBEMZ DT DIEHTE DR EFHORET 7
L— EBAEESNTOET, FORMEREZF> TV AHEAIE., ZEAORED=—XIZER2IZAIH LT FL—Fh
EERR L, ZOT 7L — MO ANPERTELL9ICT52L b TEET, #HOT T L —FE2E D TIOO
BET T L— NI N7 T 57, 7o 7L — MBS U CHME - IIERC T enTcEEd, Ktk
W2y BETN—TEER L TT T L— NEREDT A AZE#fTT D 2 N TEET,
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Cisco DNA Center 7 > 7 L — MZIZIRD X 5 FLERH Y F9,

e T T L — MNDOT T —DMEE

T UL —FDVIalb—Ta v

BRI DT T L— hDR—T g UEHR

*Day-0 &> R—F (> 7 & Day-n7 > 7L —h

T T L— bOBEE

Cisco Prime Infrastructure

Cisco DNA Center

EAEr S B RO ral/ Ay A BPE e A Ay S VTN

FE— LY

757 4 — L Rl

U CLI 7 > 7' L— R DR PHE— h g PoR— bt
BqETTL— ] PR — bk PR — kg
Ty T L= hOA VR — N AR— | PR — b5 FR— b
S

BXTT T L— b YR — bk YR — bk xf gt

DS 2BEEE T — 7 T u— 2 L TUA Y L AT AL 2 DEFOREL ST 5 = L I3 LEE A,

TNAAREEE V) 2a— 3 U5 T L CHERNEE 5 £ T, Cisco Prime Infrastructure % 7 1 ¥ L A

EATE £,

1—H—F&HCL T JL—
2—P—TFECLIT L —NMNI, 707V CHEATELCLIa~ Y FEEALTIAZ <A XEN

k

HLFET, HTLWCLI a2~ REERTA7OICZEHD CLI T 7 L— b TE 4,

Cisco Prime Infrastructure CER SN 7z —H—EFKCLIT > 7L — MI. PDMTZEHA L TRBITTCE £, BTSN
CLI 7> 7 L — ~&, CiscoDNA Center D7 > 7' L — "hNTICERRSINET, T 74V FTClE2—YP—EEXT 7L —

FOBBBITSNET,

HIZ

TEZfE

Cisco Prime Infrastructure T —% —iE&EKT > 7' L — & EKRT 5HIZI1L, [PrimeDataMigration Tool] >[Summary] >[CLI

Templates] iR L £ 7,
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ssssne

Groups | Devices ~ Maps | CLITemplates  Sync Settings

Add  Update  Delete

Name Type Doseription
stp-mst (Cisco Controlier) cu
Stp-mst (10S-XE) cu
stp-mt-h (Gisco Cantroller) cu
stp-mstch (10S-XE) cu
Note: omp 0 DN

Status: Not Avaiat

Previous

BATS =7 > 7 L— K % Cisco DNA Center D7 > 7' L— hNTIZF/RT 5121, [Tools] > [Template Hub] > [Project

Name] > [Prime Imported Templates] % 34K L £,

= Cisco DNA Center Tools / Template Hub
Templates (4/25)

TERED BY

Prime imported Tempi.

2 mst
SUMMARY 4 Selected b Export &1 Import Delete
v Project Name
Name = Project Type Version Commit State
Prime Imported Templates
2 v Prime Imported Templates Regular 1 @ 03 Jul 2023 01:02 PM
(] xe) V Prime Imported Templates Regular 1 @ 03 Jul 2023 01:02 PM
] to-mst ontrolier) ¥ Prime Imported Templates Regular 1 @ 03 Jul 2023 01:02 PM
a C
] ms xe) ¥ Prime Imported Templates Regular 1 © 03 Jul 2023 01:02 PM
> Type
<
> Template Language (2

> Category (2

> Device Family

> Device Series

> Commit State

> Provision Status (1

> Potential Design Conflicts

Provision Status

Not Provisioned

Not Provisioned

Not Provisioned

Not Provisioned

O Add

Network Profiles

TUTVL—= b ERy MU= T ARAL AT oY a =0 ST LN, T b—heXy NU—7 T a7 7 A VB
MIFH2MERHYET, 7o —baexy NU—7 7 a7 7 A VIZBEfHT 5121%, [Tools] > [Template Hub] >
[Project Name] > [Prime I mported Templates] > [Select Template] > [Attach to Network Profile] 38R L £ 7,
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= Cisco DNA Center

Attach to Network Profile
Templates Va

stp-mst-cli (I0S-XE)

emplate History ¢ Attach to Network Profile . .
ey i e ; = o Catalyst 9300 Series Switches

10S-XE

spanning tree mode mst
spanning-tree mst priority 81

Attached to Network Profiles (1)
spanning tree mst configuration

instance 1 vlan
instance 1 vlan

rofiles

s Global/Hyderbad/Banjara Hills Bid@1
i Global/Hyderbad/Banjara Hills BId@1/Floor3
Global/Hyderbad/Banjara Hills Bid@1/Ficor1

SWITCH-PROF-HYD Global/Hyderbad/Banjara Hills BId@1/Floor2

Global/Hyderbad
Global/Hyderbad/Banjara Hills BId@1/Floor5
Global/Hyderbad/Banjara Hills BId@1/Floor4

VATLEECLTUTL—F

Cisco Prime Infrastructure D 7 A ¥ L AERER LT 7 /0 Po—FT 0 L — LV AT ACLIT V7 L — M &AL T,

IVAYLAarbu—JICRELT a2 LET, 774V FTHE ThbHD7T 7 L — NI PDMT Zflifl L TBAT
TEEHEA,

7272 L. [My Templates] > [CLI Templates (User Defined)] > [System Templates- CLI (User Defined)] T A7 A CLL 7
YT P ERELTOLBITTO LN TEET,

sl Prime nfr: y
© !l Prime Infrastructur

2055  o-rooroouAn G

A Configuration / Templates / Features & Technologies eowmQO
— Templates / My Tempiates f CLI Templates (User Defined)

System Templates - CLI (User Defined)

E 8

Selected 0/ Tolal 1 (J L3 +
Import Show | Quick Filler - .
Name 4 Feature Category Folder Created On Author Deploy times.
b Fealures and Technologies
v CLITemplates
System Templates - CLI best_Pralice_Access_3k cu D) My Templates/CLI Templales (User DefinedVSys...  2023-Aug-14, 03:59:02 India Standard...  roal 0
cu

¥ Composite Templates
System Templates - Camposite
Composita Templates

» Feature Templales

» My Tags

v My Templates

¥ L Templa

(User Defined)

ystem Tempiates -

(User Define
Composite Templales (User Defined)

» Discovered Templates

FD%, PDMT ZfHL T, BRELEYATACLI T L— FERBITLET,
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Prime Infrastructure to Cisco DNA Center Data Migration Status

9- 99— >—-0-0

Initializing Groups Maps ISE Templates
Migration Migration Migration Migration

Description Start Time End Time Status
Prime Infrastructure - Cisco DNA Center data migration has started (1/4 Completed) s - 04:06:35 NA In-Progress

Groups
Migration of Grous from Prime Infrastructure to Cisco DNA Center g Complete
Maps

Migration of Maps from Prime Infrastructure to Cisco DNA Center

ISE

Migration of ISE Servers from Prime Infrastructure to Cisco DNA Center

CLI Templates

Migration of Templates from Prime Infrastructure to Cisco DNA Genter

BATH:. 77 L — b Cisco DNA Center D7 > 7 L— hAT IR R SNET,

Cisco DNA Center Tools / Template Hub Qoo
R Templates (3/25) © © Add &
Prime Imported Templ. ®

Q. best X RV

SUMMARY 3 Selected (1 Export v & Import v @ Delete | e As of: Aug 14,2023 10:49 AM 3

Project bams. (1) 8  ame Project Tyne Varsion Commit State Pravision Status (. Network Profiles (D Actions
@ Prime Imported Templates

O Cloud DayN Tamplates @  best Proce Access 3 (Cis. ¥ Prime Imported Templates Regular 1 © 14 Aug 2023 10:18 AM Not Provisioned Attach -

O sample Jinja Templates @  besipratco Access 3(08) Y Prime Imported Templates Regular 1 @ 14 Aug 2023 10:18 AM Not Provisioned Attach -
O Sample Veloeity Templates

@  best_Pratice_Access_3k (10S... ¥ Prime Imported Templates Regular 1 © 14 Aug 2023 10:18 AM Not Provisioned Attach -

(0 DNAC-COMPOSITE_TEMPL

how il | Y

Cisco Prime Infrastructure DLAIAFZ YT A ¥ L AT 7 L— h&FRKRT HI21E, [Configuration] > [Templates] > [Features
& Technologies] > [Controller] > [WLANs] > [WLAN Configuration] Z 2R L 7,

A Configuration / Templates / Features & Technologies Py
Templates Templates / Features and Technologies / Cantroller / WLANS
i WLAN Configuration

R gl cancel

o

v Template Basic

» G021t ®
* Name * Deviea Typs | CUWN (defaul v Author
» 60211 6GHz Lo ®
N ——— Doscription Feature Category  WLAN Configuraton
» 802.11borgornorax Tags )
» AP Groups NTP
» aTF
» Application Visibitty And Control
> cu v Template Detail
. FaxConnect; General | Security QoS | Advanced = HotSpot = PolicyMappings  802.11 ax Configuration
»IPvE
% Eeetton wired LaN () Enable
» LyncSDN
“profletame > ]

» Managerment

5 il [ I

Admin Status () Enable

> Nofiow

v PMIP Configure Wian 1d [ Enable

» Securty

> Systom Security Policies None

» Troubleshooting

» Tunneling Radio Policy Al v

T iean ® Interface O Interface Group  Management v
AP Groups

Muiticast vian () Enable
Policy Configuration

None .
Simplified WLAN
AN Configuraon] ) i
1 FT Adaptive
» Wian Mapping prioritize Apple | [ . “apn:s
satane
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GE)  CiscoPrime Infrastructure DR — h_X"—ZA DT 7L — s TlE, T 7L — b2 70ty a =074 5T,

Cisco

DNA Center TOEM®D CLI DEENMETT, T L — T hb e ya=rrEn-zsr 11— %

HHLT, o7 L— 2 ub Va7 TExFET,

Cisco DNA Center D7 > 7' L — "T OFEMIZ OV TIX,  [Create Templates to Automate Device Configuration Changes |
ESBLTLIESN,

aAVTS5A4T7UR

Cisco Prime Infrastructure (%, 7 /3 AREDB R Y NI =T BHERTZ L TWAENEINEEET A0 TE 52
VIIGAT U AERE R L E T, a T IA T U ARY —iE, VAT AN Ry U — 7 AR ORI HEIL L
TWAENE I D EFHNT 5 HiEEZERLET,

AT TAT AT T AL, VAT ARREEREFITTOHEOIHEHTEIIAFLABIOV AT L 27T
AT AR U—ERET D TFETT,

Cisco DNA Center DFAIAIR T L T T AT LV AZE Y, THNAL ZANRE DR A BWICHEILT D Z L MREFES N E T,

AT TAT VAR, BT UNIEEEEZ DI LR EATLITERESNAEERNL LRy VT —T DA
TV RNRIESRT 7 R A TR ROEB A ET H OB T,

Cisco DNA Center D277 A T 2 ADOWEEL :

* [Network Settings] : 7 /34 AFXE DS Cisco DNA Center Cixitl L O B Y 3 =0 7 SNTAFICHER L TNDH 2
EERLET,

* [End of Life] : 7 /34 RZHHR— METT 7 — "B L 2R LET,
* [Startup vs Running Configuration] : A% — h 7 v 7R E & FTHOREDOW HFBFEM L TWDHZ L E2RLET,
* [Software Image] : 7 /3 ANT—LT LA A—TEETLTNDHZ EaERLET,

« [Critical Security Advisories] : 7 /3 AIZPHT HEHERT RAAF U NI L Z2RLET,

Ty U — &AL, CiscoDNA Center T T A T o ABZT- L TWRNWT AL Z A MBI ETE ET,
AV FIATUAF 2w 71, BT A2 YL, AT~ RTCHEITTHZ L TEET,

cHE O T IAT UV AF 2wV T 7 FNENTIEE, T MFTTN ROERIZETHa LTI TV AF v 7N
M) H—ENFET,

s FEIa T IAT U AF =7 [Inventory] 7 4V RUETIEXT A REFGO Y 4 RUNDL M) H—TXET,
ATV a—VENLAYTTAT U AF 2y T RTOT AL AT L TEE B T—ShET,

Cisco DNA Center T2 7T A 7 L ADOE A FKm7 5ICI%, [Provision] > [Inventory] > [Select Device] > [View Device
Details] > [Compliance] > [Summary] % i#R L £ 7,
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= GCisco DNA Center

C9800+L-HYD-eWLC komondal-sda.com

() C9800-L-HYD-eWLC.komondal-sda.com

Compliance Summary

User Defined Fields k is scheduled on Aug 02, 2023 01:15 PM Run Compliance Check
Config Drift
Wireless Info EoX - End of Life @ @ Network Settings @ @ Startup vs Running Configuratio
Mobility
0

1 day il 08
SECURITY ) 0 i
Advisories
COMPLIANCE

® Soft I 1)

Summary

17.09.03 unning W 1793 0

Run Commands Learn WLC Config 7 view 360 ated:
© Reachable © Managed > Address: 102.1.1.1 Device Model: Cisco Catalyst 9800-L-F Wireless Controller | Device Role: ACCESS Jotime: 18 days 20 hrs 49 mins | Site: Global/CSCO INDIA/Banjara Hills BId@1
DETAILS
Interfaces

View Preference for Acknowledged Violations.

Cisco DNA Center Cl%, [Startup vs. Running Configuration] 2> 77 A 7V AF v 7 T, T/ ADAX— R T v T3
EEFATTORENFH L TW L0 E il s ET, RENFEH L TWRWERIE, 2079472 F =y
MRUAT—=SI, 77 MFTAN REROFHEMLAR— IRRREINET, ZOF =y 7 TV MFT N ROEHE )N
5SAUPIZ B U A —&3E 9, Cisco DNA Center C [Startup vs. Running Configuration] 2> 774 7V AT = v 7 5
7~ HITiE, [Provison] > [Inventory] > [Select Device] > [View Device Details] > [Compliance] > [Summary] > [Startup vs.

Running Configuration] Z #&R L £,

= Cisco DNA Center

©9800-L-HYD-eWLE komondal-sda.com

Startup Config (5577 Lines) - Aug 02, 2023 02:37 AM Running Config (5577 Lines) - Aug 02, 2023 02:37 AM

COMPLIANCE
@ Running configuration is same as startup configuration.

Summary

~, The tooltip indicates that the no. of lines added/removed/madified may not match with the contents listed in the diff viewer. This is because the position between the modified
/" commands is either displayed as inappropriate lines or is displayed separately that does not represent the modification made.

() C9800-L-HYD-eWLC.komondal-sda.com Run Commands Learn WLC Config ¥ View 360
@ Reachable @ Managed P Address: 102.1.1.1 Device Model: Cisco Catalyst 9800-L-F Wireless Controller Device Role: ACCESS ne: 18 days 20 hrs 49 mins Site: Global/CSCO INDIA/Banjara Hills BId@ 1
DETAILS
Interfaces
Startup vs Running Canfiguration

Hardware & Software

v Change History
User Defined Fields
Gonfig Drift H
Wireless Info T L4 * e o ® = 2 L ®
Mobility = L
| |
Advisories ® InSync ® Out of Sync

X

allow the system to overwrite start

CiscoDNA Center ClZ. T 7L — FNCLI 7 v ¥ 2 DB ICKRIEROBER 2#FERTCEXET, BEEDODRWT AL Z2aL

TAT VAEREWRTEET, a v T IA T UV ART —Z ADEEIE R AT A LT2Y

FTU ML ENTEET,
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= Cisco DNA Center

Al Devices

[ C9300-24P-HYD-ACC-1

/ G9300-24P-HYD-ACG-1

3 Run Commands & View 360

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues
Hardware & Software

Configuration

Compliance Summary | Network Profiles.

Power
Fans CLI Template (0)
SFP Modules s S
A esnons As o W e Realize Template: storm-control-access-port &
fined Fiel
UsecDatined Flsios 1 interface range GigabitEthernet1/0/1
Config Drift Q Search Table v 2 storm-control broadeast level 20
SECURITY Open Violations (0)
Advisories Tempiste Action
COMPLIANCE ©  storm-control-access-port Move to Open Violations
Summary

1 Records ShowRecords:10 v 1.1 ¢ @

@ Reachable | @ Managed | IPAddress: 1.1.1.2 | Device Model: Cisco Gatalyst 9300 Switch | Device Role: ACCESS | Uptime: 67 days 12 hrs 28 mins |  Site: Global/CSCO INDIA/Banjara Hills BIO@1
DETAILS
Interfaces >

Qo @b

Last updated: 12:12 PM

View Preference for Acknowiedged Violations

Cisco Prime Infrastructure C/L—/L_X— 2D AL IS5 T v A5 F T HIZIE.
FERLET,

Edit Conditions And Actions
" Condiion Details | Action Detais
‘Condition Scope Details.
Condition Scope
Device Property

Show Commands

Parse as Blocks.
*Block Start Expression  “snmp-server community.”
Block End Expression

Advanced Block Options

Condition Match Criteria

Matches the expression

snmp-sarver community (.*)

Advanced Regular Expression Options

‘Test Regular Expression

[Configuration] >[Compliance] > [Policies]

Cisco Prime Infrastructure T2 > 77 A 7 > ZE N O E % #7195 121%, [Configuration] > [Compliance] > [Violation

Summary] &N L E9,
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SR DWW TCIE,  [Compliance Audit for Network Devices] & L T 72 & 0,

LR— b

Cisco Prime Infrastructure L'7h— K TlX, A7 AB XUy MU —7 OIEFHEICET 2 FH & EEHHRI IS E
T, THMIZLAR— I RETEINDIEICHAIA AL TCAT YV a2a—LTHZEMTEES, LR—FTIEL, 7—%#
ERBXE 77 7RAXOWT AT T OMAGDbE TR R TEET, CSVIEREILPDF BXDOLAR— %,
& m— K9 57291 Cisco Prime Infrastructure — S —|ZfR7FT 50, BFA— /T RLRIZEEFETHI N TE
£7,

Cisco Prime Infrastructure (£, (RO X A 7O L HR— hT—X Rt L E9,
« BIE (Current) : BRRICIKTE LWT — X DA F w7 v gy hafgfiiLET,

o JEFE (Historical) : 7 /34 A6 EMBIZT — X #0453 L, & DT —# % Cisco Prime Infrastructure D7 — & ~X— A
WBRIFLET,

i (Trend) : f/IME, BRKME, BEIOFEEEE UTES SNIZENT —F AL TLVR— FEAR L ET,

Cisco Prime Infrastructure Ci&, FEDEEIZE SNV TCLR— " 27 4 VAU TCE £, LAR— 27 AR— KL=
D, LAR—bEREIN—FIZ—F L7120, EMRRGET 27201V R — 2T A 7352 L TEET,

Cisco DNA Center (%, LR — MEREOT —XZHEHL T, Xy hT—7 EZOEMENGA VA FEEXIHLET,
Cisco DNA Center |, CSV X°PDF 72 E DWW DDA TTF —# % LR— F L'E9, Cisco DNA Center |3, JEH LD
== REE TR AT a— ) VI BLORES TV a VAR LET, FEHIIC OV T, [Reports] #ZM L
TLIEE W,

)

GEX) 4 XT?D Cisco DNA Center L'"— s PDF 7 7 A MEXTHR—FENTWEDITTIEH Y A,

WD TlE. Cisco Prime Infrastructure & Cisco DNA Center D L 7R — k& Fifig L TV E 4,

HhE Cisco PrimeInfrastructure | Cisco DNA Center
AP DEEE R b Yoi— bt
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HRE

Cisco Prime Infrastructure

Cisco DNA Center

AP O AR

- b4

PAR— x5

7I9A4T Yy ay

PoR— b

PoK— bt

TTAT v N, 7 TA4 T FOFEM

Pof— b %

PR— b4

Cisco DNA Center DR X7 y—< 2 A L VAP RF i
'B/AP R L AR — b

PR—

PoK— bt

Ay

PR b

PR |k

T A Y U ARG, AP O

R — bRk

AR — MG

HEVAR— b, FHARLE—

PAR— k5

PAR— x5

RO L, Cisco DNA Center @ [Reports] 7 1 > R &R L TWET,

= Cisco DNA Center

Client Deta

nerated Reports  Report Templates Jsage Insights
All
Al Endpoint A
Access Point -

AireOS Controllers
Client Licenses
Compliance

All Data

ient Session

Reports

J

Generate a Flexible Report

Channel Change Count

DK%, Cisco DNA Center CAKIND LA — FE2/RLTWET,
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= Cisco DNA Center Reports
Generated Reports  Report Templates  Usage Insights
Sel & Refr
Table
Report N Sched R u Form Template Categan Report Template Actions
cess Point Report - AP - Jul 10 2023 at 19:21 One-Tima .. Expired o csv AP AP
ess Point Report - AP - Usage and Client Breakdown - Jul ne-Time
Access Point Report - AP - Usage and Client Breakdown = Ji One-Time ” " i i
112023 at12:13
Point Report - Werst Interferers - Jul 11 2023 at One-Time
Ssv A
19:50 on Ju Exp cs
Executive Summary Report - Executive Summary - Jul 13 One-T
e Exp 0 PD Execut Executive Summary
g ’ —_ One-T . .
lient Report - Client Jul 14 2023 at 09:01 3 Expired 0 csv Client Client Session
Flexible R Jul 13 2023 at 10 OneT £ o osv

R OXIZ, Cisco Prime Infrastructure TARK S 415 LR — & ([Reports] > [Reports] > [Scheduled Run Results]) %77 LT
I/\ivg—o

"
A Reports / Reports / Scheduled Run Results eowmn
Show: Report Category All v ReportType AN v From| 1212023 a To| 82212023 Report Generation Method Al i G §)
Report Title + Repart Type status Run Date/Time Download  Virtual Domain
AP Utik ] o_1_20230711_060830_291.pdf 11-Jul-2023, 06:08:36 UTC. ROOT-DOMAIN

] 3 ROOT-DOMAIN
b ROX

a B ROCT-DOMAIN
]

ROOT-DOMAIN

VILDTT7 A A=V DERE

CiscoDNA Center DY 7 h U =7 A A—VEH (SWIM) a2 ATlE, Y7 h =77 v7 7 L— RPNEHRIN,
2y NT—=I BEDA A=V R—=V g VEREO—EMENHIHSNET, SWIMIZEY, LW/ 7 by =T A A=Y
ERXyFOHEANRE LB L OMEFEINET, FRiTF = v 7 EFEBRT v 71280, Ty 77 L— RICKHEFEN
RN EEWRTEET, SWIMIZ, Y7 b7 A A—=YOFRYRY Y ZHEEL CTT /30 R C#EMAT 5882
BatftLEd, AL, T A7 7 IVDOY T M2 TAA—VET— AT ELTY—2 L, D%, VKRV
MU TERSNTNDLIA—NT U=V g NI T R 2T AA—TVEBLORy T AN—D g VTN, RAET v
7 L— KL%, CiscoDNA Center Cid, HH DA A—T2EHTHIDOLERULFET, AT MO FERF v &
FTHRT 2o 7 EFTRyTFRYR—FEINET, SWIMIE, Y7 bV =T AT FUAT v 7 T—h, TRy r—,
ROMMOM, AP #—b 28w 7 BELWAP T NA AR I DT v T T L— KPR —=2A A=A SN XA 2
V7B L ET,

Hege Cisco Prime Infrastructure | Cisco DNA Center

SWIM DA A h—)LE[F = 7 SR — Yo hxfe

VT MU =T A A=Y O PR — b x5 PR — k5

A A=V OBM/A A= b PAR— G PAR— x5

T F A A=Y e K — PR — bAHR
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KERe Cisco PrimelInfrastructure | Cisco DNA Center
A A= Ol PAR— k5 AR — MG

AA=YDT 7T 471k

PoR— b

PoK— bt

KHAREELET,

Pof— b %

PR— b4

%O n{fHO SWIM ¥ = 7

PR—

PoK— bt

SMU OH R — h FHR— PR— bk
ROMMON O 7 v 77 L— R KPR — bk HAR— bt

Cisco DNA Center @ SWIM (ZIZIROFE03H 0 £,
cSWIMV—7 7u—D—§ & LTHEFT =7 EFERT v 7 2L, 7Ty 77 L — RORIEZOENE R L E

j—o

e Xy NU—JBEMITESNT show 2~ REBEIRTHT-ODRBERFIMIEL VU TNV I 2R LT,

CiscoDNACenter DY 7 b =T A A= DT w77 L— KTIL,

ciscocomNHA A—THE A R —F L, £DA A—

VhI— LT E LTI LET, TARA T IVFERIIEDT AL A0 — VT HIT—NLT L VT b=

TAA—VERETDHIENTEET, 710 A m—UE, Ry FT—ZNTOXRH LREICHES>T, 734 A%

MBLOTN—T03FF D7D S x4,

< Image Repository

I+ Cisco Catalyst 9800-40 Wireless Controller

Images (7)

Image Name

©9800-40-universalk9_wic.17.03.07.SPA.bin

Bl 9800-40- universalks_wic.17.06.05 SPA bin
J Verified

©9800-40-universalk9_wic.17.09.03.SPA.bin
@ Verified

€9800-40-universalkd_wic.17.09.04.SPA bin

©9800-40-universalkd_wic.17.11.01.SPA bin

= QGlobal Design / Image Repository /

mage Family

s

A RA=DT v 77— REfthT 572912, CiscoDNA CenterlX, T XA ADY T h T =T A A—=V%, TOEAF
DTFNRAAZA T LTI NT UV ERE LA A=V LR LET, YT 2T A A=V T— LT oA A=
MNERD54A . CiscoDNACenter 17 XA ADZFDY 7 b 2T A A=V E5BHELET, ZOHE, W/ 7 b=

TAA—VEHEHFTEETS,
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VT RT 2T A A=V ETF AL AT v 2T HRENT, CiscoDNA Center |37 /34 AEELAT — X ZADWeR, T4 A7
REOWRIRE, THRAADT v 77— REFEOFE[T = v 7 #FTLET, FiT = v 7 ITRRLEESET, V7
NI TARA—VDT v T T —RERTTEEEAL, TAADY T NI 2T A AT 5T v 77 L— RT DRI,
MBEAEETHILERDH Y 7,

FTRTOFFT =y ZITEHLTeD, B LA A=V 2T AL ZRCEE (7 —) L, AL LA A =T % EfT
FDOAA=DIZTHILN) TEET, LA A=—TOHENMEITIT, T 2AOHEHALETY, BEEICL->T
BHEDRy NU—=0T 7T 4 BT A BT SNDARERH DD, BTTREREZAS Y 2a—LT5Z LIRTEE
RS

VT RNT 2T AA=VBNEFICT v 77 L — K& 5 L, Cisco DNA Center |3 CPU fEH3R, L— b~V OfEide X
DT T TV —=ROFEERTFT =y 7 EFETL, Xy NT—7 OREVEL I TV RNWZ L A2HGEELE T,
AA—=TDOT v 7T L— K&BthT %I2iE, [Provision] > [Inventory] > [Select Device] > [Actions] > [Software | mage] >
[Image Update] Z3&R L £,

= @ Global Provision / Inventory Qoeab
¥
A o D) G g - B
Devices (8) Focus: Software Images v/ Take a tour Ty Export &

DEVICE WORK ITEMS

(O Unreachabie Q  Filter devices

© Add Device  Tag  Actions A
(-] Device Name ~ nventory > Device Family site Reachability (1) Software Image Image Versi

Software Image

(=] 9800L-MUMBAIkomondal-sdi insgailpdale; © BLD1 ® Reachable CREDQ. Lountvarsal, 17.11.1

. @ Needs Update
(m] C9800-L-HYD-eWLC.komond. T WBanjara Hills BId@1 @ Reachable €9800-L-universal. 17.9.3

i €9800[17.9.3
] C9840-eWLC-HYDkomondal- .. " \Banjara Hills BId@2 @ Reachable ° Nw;s Undaln: 17.9.3
W > AIR-CT5620-K9-8,
(m] Cisco_87:fb:dé 5 Wireless Controller [Kolkata/BLOCK-C @ Reachable i 8.10.185.(]
Mark Goldent’
= QGlobal Provision / Inventory Qe

M\ To provision subscriptions on devices that have not been discovered with NETCK

Image Update

DEVICE WORK ITEMS

Q  Fiter devices Schedule
Schedule when you want the software distribution and activation tasks to occur
1 Selected © Add Device
e p— (7) Your time zone will be used as the default site time zone.
(w] @WLC-CL-HYD-1komof ~ Software Distribution Software Activation
A ifthe TS 2Now application is enabled, choose Later. After Distri
A If the TS
o eWLGC-CL-MUM-3.komd O Now O Later o
Software Image Distribution Software Image Activation
[m] WLC-CL-MUM-5.komd

] £9800-L-HYD-eWLC k Auga,2023 []]

1216 AM v

o 9800L-MUMBAIkomon
o C3850-48U-HYD-ACC: GMT v

m] 9400-MUM-NONSDA

(m] ©9500-32C-CORE-HYY]

WD, Cisco Prime Infrastructure @ SWIM 7 05 4 I _X—T &R L TWET,



Software Image Upgrade/Downgrade Workfiow

Software Image Summary @ o
Addimport Distribute @
Show | All PS4 e =
Image Count v
» S6T64
» CosoocL

ccccccc

ettings
Gurren order (7]
O 0 O
SCP MSFTP BFTP b TFTP
Activate
- R yrw— s
ion

Last 10 Software Image Management Jobs 1 All Jobs o3 O3
Run 1D Job Type Job Name Dovice Count  Status Start Timestamp End Timostamp
2 Software Image Distribulio job Type: Sortable | Distibution_12_56_05_707_PM_T_29_2023 1 © Faiure 2023-07-2912:56:39.591 2023-07-29 12:58:29.621
1121127235 Sofwars Image Distribution Job_SWIM_Distribution_10_46_43_542_AM_7_29_2023 1 © Faiure D) 2023-07-2910:47:44.744 2023-07-29 10:49:34.825
1117930731 Software Image Import Job_SWIM_File_lmage_Collection_9_01_14_783_ AM_7_29 2023 NA Succoss 2023.07-29.09:10:43.962 20230729 09:10:54.973

DK%, Cisco Prime Infrastructure DA A —7 v 77 L— R&E/RLTWET,

A Inventory / Device Management / Software Images / Distribute eowmn
sseee
Distribute Options Activate Options Advance Job Options
Backup Running image () insert boot command @) Continve on e @

Smart Flash Delete Before Distributon @

Note: By default this page displays 5 N > Software Image Management. You can change the settings for each job using the above opiions.

Cisco DNA Center ® SWIM D FEMIIZ-DUNTiE, Manage Software Images] #ZM L T 7230y,

L
APExEJ—Y 7RA—
[Configure Access Points] 7V —7 7 — %45 &, AP O, BHAT —H A, T— KR E, AP L)L D/RT A —
AERERBIOBBTEET, BREN LV, FyRfERE, BRI SVONRT A—FEREL TEET,

Cisco DNA Center @ [Configure Access Points] 7 —2 7 17—, Cisco Prime Infrastructure @ Lightweight 7 2 & AR A >
MEREICIL TV ET,

[Configure Access Points] 7V —2 7 o —Z i H L TITONIZIROEEIX, VATV LA hr—FR AP BAH7REY 3
=TI TH EEXINERA,

 FEMOEIE T —Z A (Cisco AireOS VA ¥ L 22y ha—F (2D M)
CAPDT T A~ arha—7F
CAPDEH XV b —T

Cisco DNA Center C [Configure Access Points] 7 —2 7 v — % L84 % 121%, [Workflow] > [Configure Access Points] %
BIRLET,
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= Chgs DN hee @

WO, BZETHAP LIV DRT A —Z e L TOET,

How do you want to configure APs?

se how you want to configure the AP and Radio parameters
Configure AP And Radio -] Schedule Recurring Events For AP
Parameters And Radio Parameters

Select the steps v

want to configure
Modify AP Name
8 Configure AP Parameters

5 GHz Radio Parameters

2.4 GHz Radio Parameters
> 6 GHz Radio Parameters

Dual-Band (XOR) Radio Parameters

8 Configure Tri-Radio Parameters

WOKILZ, HADAP 7T A4~ ) ar bhua—T3Z4DOEFZRLTWET,

= Cisco DNA Cent

Configure AP Parameters

ers will be applied to all the

High Availability

@WLC-CL-HYD-1
-C']BDU—L'HVD'nWlC
10‘2 |‘,1 Alli

(O LED Brightness Level @ 102.1.1.1

Cisco Prime Infrastructure @ Lightweight 7 7 & 2781 > MEREZ &9 5 (2%, [Configuration] >[Template] > [Lightweight
Access Points] > [AP Template Detail] > [LAP1] Zi&R L £,
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A G 1 Te I I Access Points / Li i AP Template Detail : LAP1 eown
TemplaleBasic AP Paramelers | Mesh 802 Maifaciax  80211aSubBand | 80211bighiax  802Mabighiacax | B02116GHz  BO211XORSBGHz | BLE cOP () >
Stats Collaction Interval s ransaee s s
anoNerE R ® e 7P Adjust MsS Enbie
o o
AP Failover Priority TCP Adjust MSS
p
—— pre-stndard 80230t switches @ Enave VianTagging ©
R Antenna Band Mode Trunk VLA 1D
AP Group Name
g owors
Reboot Ap @
» Power Injector Configuration @ » AP Retransmit Configuration
» Username Password Configuration @ @ + Controllers Configuration @
Primary Controller Name © C9800-L-HYD-eWLC hd
» Supplicant Credentials Configuration @
‘Secondary Controller Name @ SWLC-GLHYD-1 -
» AP LAN Port Configuration @ rarieycomrtrame © =
» USB Configuration @ Primary Controller P Address 102111
Secondary Controler TP Address | 1021140
Tertary Controtier 19 Aderess | 0000
+ Venue Configuration

FEHBIZOWTIX,  TAP Configuration in Cisco DNA Center] #Z M L TL 72&0,

Cisco ISE 8 K U CMX O #1T

[Enable ISE settings] = v 7 7R v 7 A% A4 29 % & Cisco ISE — N—DFEMA 7~ > = &3E 7, [Enable ISE
settings] = v 7 R v 7 A% A 7129 % & Cisco ISE 7 — % [X Cisco DNA Center —/3—IZ7 v v a2 SILEH A,

[Enable CMX settings] T = v 7 Ry 7 A A NZTHE, CMX B 70T 7 —7L (|27 v 2 ZLE T, [Enable
CMX settings] = v 7R v 7 A& 471295 &, CMX 7 —# % Cisco DNA Center —/3— (27 v a2 SNERA,

Cisco Prime Infrastructure — Cisco DNA Center 51T —/V 237 7 7 4 7T, HEREBANH N> TWBEEAEIL. CMX A
Cisco DNA Center 7 1 7 7 )L — 7 |ZEHNZ 7 > ¥ = &FL, Cisco DNA Center (ZE| W Y CToHN=r—TDalr— g
FT—X B LET,

CMX IZ. Cisco DNA Center (Zf41T X415 & . Cisco Prime Infrastructure TEE IV FEH A,
WO, BITD7=8IZ PDMT T Cisco ISE DR EEH T 5 HiEZE R L TWET,

1 Add Cisco DNA Center Server > | 2 syncSetings 2 | 3 selctGroups > 2 | 5 SelctCLITempiates > | 6 summary
......
ISE | CMX
Sorvor Status Sorver IP Port FabN Usemame Sharod socrot Timeout Rotrios.
10.78.96.95 443 10.78.96.95 admin 20 1

Note: Please ensure the following on the ISE server prior to migration
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KORIL., BITOT-DIZ PDMT TCMX DREXHENCT B HEEZRLTHET,

€ > C (0 A NotSecure | hitps:/[10.78.96. jsp & % »08¢
Cisco Wireless Co.. ES Project B3 Stocks {5 Cisco [ SDA B3 Leaming B Apple [ Automation E5 DNAC E3 Travel

5 personal B Newspaper 5 Certification i1

Once integrated, the CMX for the selected site maps will
not be managed by Prime Infrastructure. Do you want to

continue?
-

WORNE, BHEHE CMX O EDRH NI/ > TOHIREEZ R L TWVET,

1 Add Cisco DNA Ceter Server > | 2 syncsetings > | 3 selectorous > | 4 rseacmxseer > | 5 selectcu Tempiates > | 6 summay

Groups | Devices = Maps ~ISE | CMX  CliTemplales | SyncSetiings

Enaoa @

Include newy added data during dynamic synchvonization: Enabled @)
ChX sattings: Enatied @)

1SE setings: Enabied @

Migrate User Dafined CLI Tamplates: Enatied @)

Symc only new sslecton: Disablad @)

WO L, BITHID Cisco Prime Infrastructure T?D CMX Z 7~ L CUVWVET,

A Services / Mobility Services / Gonnected Mobile Experiences ecwn
Seiected0/Towai 1 (3 £ v
+ Add Export Map from PI Show | Quick Finer -
Device Name A IPAddress Software Version Owner Reachability Status
Komondarcms 900101 1063146 Reachatle

W DXL, Cisco DNA Center ~DF{TH% D CMX ORTEE R L TWET,

= Cisco DNA Center System / Settings Q6o ap

FR emx Settings / Externsl Services

CMX Servers/Cisco Spaces

To integrate Cisco DNA Center with Cisco Spaces, please provide the Cisco Spaces tenant token.
To integrate Cisco DNA Center with CMX Servers, please provide the CMX Server credential

Results for cmx v
CMX Servers/Cisco Spaces
Cisco Spaces  Activate

Status © Not Registered

Tenant  None

CMX Servers

AsofAug7.2023851AM 3 (N Export @ Add

B PAdess s Username

B ssim admin

KDOKIE, CMX TOT7ar7 <y FERr L TWET,
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Activity Map 2 AP, 1 Associated Clents, 0 Proting Only Cients, 103 Rogua APs, 2 Rogus Clints, 0 Zones, O nterforers, 0 RFID Tog

RN R N R

Cisco ISE % Cisco Prime Infrastructure 7> & Cisco DNA Center (25173 % & . Cisco ISE 23 fEZE IR HE T Cisco DNA Center (2
BMEnFEd, Znz2EREET5I2E, ROFIEEZFEITTILERNSH D 7,

* Cisco ISE T pxGrid 7 77 4 712 LET,
* Cisco ISE T ERS ZHZhZ L £,
e CiscoISE ® CLI & GUI O/RA TV — KREILTH D Z L 2fER L E T,

TA¥YLRAa rA—5OHAEEEY T+«

CiscoCatalyst9000 >V — X U A ¥ L A2 ha—FTlL, 777 4 T/ AZ A A @&GalfPE (HA) A7 — K7V AL >
FA—s3— (SSO) X7 TRETHHEREN Y R — F &N TWET, Cisco DNA Center TlE, [A U OS RX— 3 & FE(T
LTWARILETFLAD2o0=ay ha—F %28 1L, HASSO X7 & LTRET AR R— SN TVET,

Catalyst 9800 ~' U — X U A ¥ L A2 ha—F DA, Cisco DNA Center TRET HMLENH L TUEFHIP 7 KL A
EETIEEHIP 7 RLAIL, BBRICEINTER—FEETILER—FDIP T KLATY, ZihbiE, Catalyst 9800 >
J—ZX UYL A2y ba—7DOWebUI TiX, e—hLIPT7 FLA] BIR VE—FIPT FLRA| LIEENRE
T, TUER—FDIP ¥ 7% v ML, Catalyst9800 >V —RX U A VL XAy ha—F DDA o Z—T7 = A AL ITHID
IPHT7Xy NCHLUERHY T, £7o, T4~ U L AZ /31D Catalyst 9800 >~V —X U AL RAar tr—
Zix, ER—NZEUCPY 73y NEEHTL2LERHY £, 2F0, UER— MEFII LA Y28 0133y
I =Ry VT THLLENRS Y £7,

JA4¥LAar bta—F7DOHA LEE Y T 1|2 CiscoDNA Center X—AD HEMLZHEHT 5 Z Li2ix, ROFHEIH D
£,

cUAY LRIy ba—TDOHA ZAHEIIIERICTLHEY —27 T un—
cEEVT 4 PRV ERENEITED T LEEB T T r—
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FIE

AT Y F1 CiscoDNACenter TV A YL A2y hr—FOHAEZITEL Y 7 4 b RVEFRET HITIE, [Provison] >
[Inventory] > [Select Controller] > [Actions] > [Provision] > [Configure WLC HA] Z#&{R L £,

9

- D < a

ATFYT2 V4L Aar ba—FDOHA 80T 5120 HART T oY a =07 SR THWDAER) .
[Disable HA] %7 V v 7 L £,

L

ATYT3 TV T4 IN—TEREETILY > b3 5I2iE, [Provison] >[Inventory] >[Select Controller] >[Actions] >
[Provision] > [Configure WLC HA] Z#R L £,
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= QCSCOINDIA

DEVICE WORK ITEMS

cus: Provision v

© Add Device Tag

€9800-L-HYD-eWLC ke

C9B40-eWLC-HYD kom:

WLC-CL-HYD-1.komon)

WLC-5520

. Configure Mobility Group
:

" up Nome: oF Group Nems ©
eWLC-HYD-MOB v © default Data Link Encryption [ )

Mebility Peers

@  cevcemsmes P Adwess MAC Adaress Managesbilty @ Hasn Moty Group Name

102.1.1.1 8c:1e:80:6c:48:2b Managed eWLC-HYD-MOB

| ResetMobilty ‘ Configure Mobility

FEAMZ OV T,

AOT)oT MY TF ¥
ATV ¥ 7F v (ICAP) 1T, Y AIADEEHMDA T PR—ZX %y NT—F% T VY 2— 32T
T, ICAPIZ. 74T & AP OWMIFOBIANG, SESERTATYLRAARN) v 7T TILE A DO

A YA FRERLEST, 2hICkY, ZRbRER2 VA VYL 2OMETHLHBEICRIETEDL L5120 1,

© Add

[Catalyst 9800 Non-Fabric Deployment using Cisco DNA Center] ZZ&M L T 7Z X0,

ICAP I%, Cisco DNA Center & AP OO EHHEIE Y > 7 %7K — h LEJ, CiscoDNA Center | Z DF ¥ R/ EHEH L
T, X7y bFv7Fv (PCAP) T—H, AP L7 AT v FO#HHIFTHR., BLOAXY bTF =X 2ZETEET,
gRPC %41 L 7= AP 7>5 Cisco DNA Center ~DEFEY > 72XV, ICAP TlX, VA YL ZAar hr—F nHIFAFET
EIRWAP DT — XTIV ATEET,

Cisco DNA Center @ ICAP 1%, ROFITRTHRER VR — M LTWET,

Cisco DNA Center MHEED 4 il

DAY LAY FA—5 & AP DHERED LI

F—S Ry R T F %

[Full Packet Capture]

T T xRN T Fy

W72y Ry Ty
PIAT N7 4V F LB

AP fEFT DX ¥ 7 F ¥

AP WLAN #:3t
AP RF # &t
7547k REO#E
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Catalyst-9800-Non-Fabric-Deployment-using-Cisco-DNA-Center.pdf

Cisco DNA Center MDHEeD 4 /il DAY LAY FAO—5 & AP DHERED &I

BEHEOF ¥ 7 F Sl
BNy bOF v T Fy
FH OER VAR — b

B OME L R— k

AT T LRNT AT T LRNT
FEAMZOWTCIE,  [Cisco Intelligent Capture Deployment Guide] ZZ L T 72 &0y,
FE

AT 71

ICAP Z#f ] L7z AP $iEI O % v 7'F ¥ Z 40T 5121, [Assurance] > [Settings] > [Intelligent Capture
Settings] > [Access Points] > [AP Stats Capture] > [Enable AP] Z 88k L £ 7,

= Cisco DNA Center sttings

Access Point

Access Point

AP Stats Capture Anomaly Capture

© Specific - select specific APs and enable or disable

4 APs are individually configured out of an allowed total of 100

Enabled APs (2) Disabled APs (0) Not-Ready APs (0)

Overall Health Score ~ Client Count

ATFvT2 AP Y 7 F v ERBELET,
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https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/guide-c07-744044.html

= Cisco DNA Center Qe oo

H . A
Intelligent Capture: APE44E.2D32.650C  ciobal f csco moia J ganjara Hils 8ise@ 1 / Floarz
Device Model: C9130AXI-D IP Address: 174.21.0.21 Software Version: 17.9.3.50 Mode: Local Uptime: 42 days 18 hr 21 min Connected to WLC: C9800-L-HYD-eWLC komondal- sda.com
RF Statistics Spectrum Analysis
—— Zigp 9
by wemT I OO
s ) V2309 V230 V240 Tzase 2508 255 voop ) o 115 a0
——
® Clients
Channel Utilization Channel Utilization by This Radio
Jul 18, 2023 9PM
100 Yy
- oy ssiD ~ Cent Packet
) Channel Utilization bharosaHydDot1x 1 248
z o,
2 a0
H 5% bharosaOpenHyd#$ 0 0
2
2Records  Show Records: 25 v < (@)
12:208 12:300 12:400 12:500 1:008 1214
® This AP (Tx+Rx}) ® Other Wi-Fi ® Non Wi-Fi Ll il
Tx/Rx Frame Count per Type Total Frame Error Over the Air
8,000 m s
— —_ °
TvF3 7747 NICAP Fx 7 BALE L £
ATVY 7 ¥ 7 F ¥ & BiLA o
= Cisco DNA Center Qood
Intelligent Capture: wireless-nf-user3 ©Disabling... & Download "
150 2.5
(© 1 hour v rear T I 1
s 1200 1250 Vaoe 350 1400 Tasp 100 s 2000 2050 100 2150
v RF Statistics Live
Onboarding Events euvE RSS!, SR, T Data Rate, Rx/Tx Packet, Rx Retry
B o~ yexponpoap
Jui 18,2023 Time Duration s0 -\ \ camn ¥ — B - B
® DHCP 1:47:19 PM 5 v v |
R N T o—
s0
i§: | NTRA-WLC Roamiig 14TI0 M L] 1:15p 1:20p 1:25p 30p 1:35p. 1:40p. 1:45p. 1:50p 1:55p 2:00p 2:05p 2:10p 2:15p
® RSSI (dBm) ® SNR (dB)
@ oHcP 1:48:16 PM
@ INTRA-WLC Roaming 1:48:16 P 199 ms 3 ioioso 1
® DHCP 1:41:13 PM § 500 n o0 3
H 1sp 1200 asp 1:30 13858 e s 1:50p 1550 2:00p 205 210 2:15p =
@ oHoP 113872 PM
® Average Data Rate From Client @ Last Data Rate From Client
® INTRA-WLC Roaming 1:38:10 PM 289 ms
200
® DHCP 1:35:07 PM " .
" . A ™ f 8
@ DHCP 1:32:03 PM 1:15p 1:20p 125 1:30p 1:35 1:40p 1:a8p 1:50p 1:55p 2:00p 2:08p 2:10p 2:15p
® Packets To Client  ® Packets From Client
@ INTRA-WLC Roaming 1:32:03 PM 305 ms

)24 FXalL—varF7—h47D

CiscoDNA Center (%, fXET7 — WA THEZEH L T, &HDOT NA AREEZNTT — X X—RBRFELET, T34
ADEENL. HT LT 314 A Cisco Prime Infrastructure (1B &L, EHAAR R A —F =134 X hR_"—Z2D K
H—=Z Lo THEFENDI LT —HATENET, ANV IR—ZD MY H—iF, REZLZERHD EBELET,

Cisco DNA Center X, A A v F DT NA AREEZA X MU bH 7 AKR—FL, CLIHA 127 AR —FLFET,
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Cisco DNA Center [, 2~ R7 v —%H L T, Catalyst9800 VA YL A2 hu—F DI THOREL T A
AR—FrLET,

= Cisco DNA Center Tools / Command Runner

Cisco DNA Center |L, VA YLV ARELZ T AHR— M LET,

= Clzoco DNA

HERV 7 FZ2FEHLT, FU T M= g U OREDEVE

e
b
j
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Configurmicn Char

I iie
o Dol - M TS N
Comiig Delt
3 s ¢ B
- i inenra Conlly Donk - i g Do € iy
Lope 3 & i -
| .
= o S = S N
A E & WNE T — = AN — =127 — A 7T LET
AxX ] 5] — o
= Cisco DNA Center System [ Settings (
za Search Settings Setungs / Device Setting:
Configuration Archive
Cisco Accounts
DD Ca Cisco DNA Center internal server will periodically back up your device's running
= configuration. You can select the day and time for the backup and select the total number
Cisco.com Credentia of config drifts being backed up (note: total config drifts being saved included all the
labelled configs for the device). To archive all the device's running configurations, you can
Smart Account configure an & al server,
Smart Licensing
SSM Connection Mode internal External
e Suithes External Repository
PnP AP Location
Host Protocel User Name Backup Format Backup Cycle Connectivity Action
Image Distribution Servers
Device Controllability ] None
SFTP admin RAW Tise: 8 PM © Connected )

Network Resync Interval
SNMe

ICMP Ping

Device EULA Acceptance
PnP Device Authorization

Device Prompts

Configuration Archive

10.78.96.247

Cisco Prime Infrastructure (. 77— A 7 OS2 #EEF L £97,
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A iveesory [ Devics Wasagement | Confguration Archive [*) L

Cisco Prime Infrastructure (%, T /3A ARTEZ T AR— L LET,

24712 @ Cisco Prime Infrastructure 7 5 DT /54 X D HI&

U A ¥ L ZH#EkI L O Cisco DNA Center 73 = 7 7 > A |Z Cisco Prime Infrastructure 2 {# f L T\ 72 W54 . Cisco
Prime Infrastructure % 52 2ICHIBRT 511X, D2 2D T —27 7o —%2R LT &0,

BHERAN ARG E

SR FEHA N BN 22 > TV B4, Cisco Prime Infrastructure 7> 55 /34 ZA DOHIEAEBILET 5 & . 5734 A% Cisco Prime
Infrastructure 7> 5 Bl S 3L E T 23, Cisco DNA Center DA > X2 b U 5 1ZHIER X4, Cisco DNA Center 285 73 = 7
TUANMERENET,

)

(G¥)  Cisco Prime Infrastructure 7>5 5 /34 A ZHIER9 D HiIC, PDMT CEIFEIMIN B 2> TWAE Z L 2R L E
9,
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1 At o ONA Cavr e > 3 | 3 soacmum > > 3 | 6 summar
cessse
Enables automatic synchronization of data integrated with Cisco DNA Center @
(]
Enable CMX settings @
Enable ISE settings @
Migrate User Defined CLI Templates @
Supported / Available Limits
Recommended Scale  Available
Sito Groups /Sito Maps 500 2
Devices 1000 268

F A ZDOHIERIL. Cisco Prime Infrastructure 7> S BIE S L E 4,
© Ui Prime Infrastructure CEEEEE 4 ©5 oo rooToowAN B

ciseo
A Monitor / Tools / Change Audit Dashboard ecwn

Tol 23324 (J B

Show | Quick Fiter hal Y |

1P Addross Devics Name Audit Deseription User Name Cliont IP Adaress  Audit Component Audit Time
[o24440)  NA Following device(s) are Deleted. Devices are listed in the format "Hostname-IP Address-Device .. /) root 10.65.54.106 Device Management 2023-Aug-15 04:38:03 UTC
NA NA @WLC-CL-HYD- 1 komondal sda.com_102.1.1.40_deleteAPs’ ob of ype Delele AP scheduled oot A Job Managemen! 2023 Aug-15 04:3740 UTC
102.1.1.40 SWLC-CLHYD-1komondals...  Configuration Archive Collected o maseon 2011, f.‘;i;":ﬁf:;},s job ot ype 250 Aug 15 04:35:26... NA NA iguration Archive

NA NA Login sucseseful for ser roatfom ¢ T 7 root 10.65.54.108 ADMIN 2023-Aug-15 04:31:34 UTC
NA NA Logout successiul for user root from 10.65.54.106 oot 10.65.54.106 ADMIN 2023-Aug-15 04:31:08 UTC

5 /34 A% Cisco DNA Center DA X2 MV IZFDEFEY £77,

L
s vy T, Trarr iy S——— rrp— Usspribiny @ Cospiwsod e oy
& - LR ]
a L] - L] L
] - L R [ ]
T e B BB P B Mensge @
[ - [ B [ ]

BATIZT 731 A3 Cisco Prime Infrastructure 7> S HIBR X415 &, Cisco Prime Infrastructure D7 L A v Y 727 U~

Ta UBHIERS L, T LA MY BRI S IVET,

RPN EN LSS

R RN AN 72 > T B354 . Cisco Prime Infrastructure 7> B 7 234 A DHIRZ BIET 5 L. 754 AN Cisco Prime
Infrastructure DA > X2 kU HHEIFR S 4L, BIRYFEIAIC L - T Cisco DNA Center DA > X2 kU MNE DT /34 ZDHIR

DRV AT—SNET,
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\)

(GE)  Cisco Prime Infrastructure & Cisco DNA Center DT _XTDT L A Y 727V F a0 RN 7 ) T7ENTNWH D
L ERRERLET,

Cisco Prime Infrastructure D1 > X kU N5 7 /34 2% IR 25 &, Cisco DNA Center 7> 5 DT 23 A A DOHIFRDNBAME X
nE7,

A Monitor / Tools / Change Audit Dashboard L

1P Address Davice Name Audit Description User Name Client IP Address  Audit Companent Audit Time
NA NA INVENTORY: Devico delete from 10.76.96.39 successhullfor device: 101.1.1.25 SYSTEM 127,001 DNACSync 2023-Jul-26 06:24:16 UTC
[101.1.1.25] NA Following di e Deloted. Davices aro listed in the format Hostname-IP Address-Device: oot 10.142.80.70 Device Management 2023-Jul-26 06:23:43 UTC

“WiCO800-L-HYD-eWLC komond...  CLIC

mandTag("prot ') #Config s NA NA CONFIG 2023-Ju-26 06:19.26 UTC

102.1.1.1 C9800-L-HYD-eWLC komond.

NA NA CONFIG 2023-Jul-26 06:19:28 UTC

KDL, Cisco DNA Center 725 DT 34 ZDOHIEAEZ R L TWET,

="9 Provision / Inventory

iption is provided in thi

Security-Group Policy monitoring on switching platforms.

h the @ Force Configur

o wouers  swicres (UMY ..., ocrs  Sensors 3 - |

DEVIGE WORK ITEMS. Devices (1) ake Expor
Q 117
©Add L g Actions
Device Name WP adaess  Device Famiy Resensbiy (1) €k Sttus Managesbity @ Compiiance HoarnScore  Site
fana
C9800-L-HYD-eWLC komondal-sda.com 102111 Wireless Controller @ Reachsble A NotScanned  ‘mamenaie” © Compliant 10 CSCO INDIA/Bar

5 CiE. Cisco DNA Center 725 T /3o ZZHIFR LT, CiscoDNACenter D7 L A b Y BT 27 ) 73 g U i3HIBR
SNFEHF A,

TA¥ VL Aar ha—7 ORENLTXTOT VAN BT 27 Y7o a U EHIRT HICE, kOoa~vr ReAJL
iﬁ‘o

WLC#term shell
WLC#function removeall () {
for id in “sh run | grep telemetry | cut -f4 -d' '°
do

conf t
no telemetry ietf subscription $id
exit
done
}
WLC#removeall

FEHEIZ DWW TIE,  Delete All Telemetry Subscriptions from the WLC Configuration] ZZH L T 7230,

MEENTH+—T R

WDFIZ, PDMT BATCTHEA SN B HEEZ R L E T,
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214286-managing-catalyst-9800-wireless-controll.html#toc-hId--2048668235

I FTA4TA

Amount

#eonTr~y TedltA b

450

HRRT A 2

1000

T 7 L— b

100

AP

2500

AL A2y ha—J(Z20T

4

TAXY VA TTA4T 2 MK

10,000

Cisco Primelnfrastructure ® VM 2y k1)
vk

Cisco DNA Center

BHORS

16 vCPU
24 GB ® RAM
1.2 TB HDD

U477 TITALT A
DN2-HW-APL

1 K[, 48 43

[Cisco Prime Infrastructure usage summary for migration] :

1 Add Cisco DNACentor Serve > | 2 syne sotng: > | 3 seiectroups

~ Usage details

Recommended 500

r%lfjs‘"‘ Selocted for Migration 468 —

Avaliable 24

Syme ony new seecton @

) Dettesaes i Cisco DA Centrfor e curent Fovee Sync @

> @

ra

Locaton/All Locatiens/Campus-1
Locaton/al Locations Hyderbad
Locaton/Al Locations/GMOS
Location/Al Locat
Locaton/All Locations/Kokata
Location/All LocationsMGB
Locaton/All Locations/Pune
Locaton/All Locations/Pune/Pune BLD1

Location/All Locations/Pune/Pune BLDZFioor2

Recommended 1000

Selscted for Migration 877

Available 116

Cisco DNA Genter Group Hierarchy

GlobalCSCO INDIACampus-1
GoBalCSCO INDUAMyderbad

GoBAUCSCO INDIVGMOS

GlobaliCSCO INDIAKKCampus

GlobalCSCO INDIANokata
GlobalCSCO INDIAMGE
GoballCSCO INDIWPune
GlobalCSCO INDIAPune/Pune BLDT

Global/CSCO INDIAPune/Pune BLDZIFloor2

Download logs Job history Logout

Last Retreshod Time : Weanasaay, August 9, 2023 2 T1:50:56 AMIS

Marked for migration

Marked for migration

Marked for migration

[Migration time taken] :

59



08-Aug-2023 06:32:56: Prime Intrasiructure - DNA Contav data migeation has started

3256 fom
08-Aug-2023 07-17-46° Retrying Device assocation due 10 DNAC soft delete. this may take some me please wal
a2 rom
Prime Data Migration Job History 212
1655 ®
Forco Sync || Dynamic Sync 1656 irasbuchre to DHA Genter has staried
1656 Iirastucture 1o DNA Canter skipped
09-Aug-2023 08:16.56. Magration of CMX module from Prime Infrastructure 10 DNA Center has started

has startod

16:56.

shoped

16:56: Migyation of

has started

20:22- Mraion of

successiuty

prn 09-Aug-2023 08:20:22: Prime Infrssiructurs - DNA Canter data migraton complated ccesshly

1078.96.39 20230808 123518 862 20730808 TIZYITOT

10789639

1078.96.39
1078.96.39

2023.07-31 11:3042.705 202307:311201:10.161

202307:2009.28.01.634

Falod
2023:07-20 08.58:16.218. Completed

1078.96.39

Completed

10.78.96.39 202307-17 04:33:12.673 In Progress

1078.96.39 2023.07-14 092730782 20230714 102847969 Compioted

10789639

Compieted

[Cisco DNA Center inventory after migration] :

9 CSCO INDIA Qo ad

Provision / Inventory

This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existing iptions for

An additional is provided in this release for Security-Group Policy manitoring on X

lh switching platforms. These telemetry subscriptions are configured via NETCONF and will be applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have nat been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option.

DEVICE WORK ITEMS.

O unreachable

@ - o o i S

Devices (3266)

Focus: Select v

Q  Filter devices

Take a tour (1, Export 6}

v

O unassigned 0Selected ~ @Add Device Tag Actions v @ As of: Aug 14,2023 10:54 AM
Q) Failed Provision
m] Device Name 1P Address: Device Family Reachability (1) EoX Status & Manageability @ Compliance (1) Health Score

(O Non Gompliant
@ o ¢ APOOF2.8B26 BE4S 174.25.0.12  Unified AP © Reachable A NotScanned @ Managed N/A 1

Outdated Software Image
O No Golden Image: o © AP34ED. 188D.49EC 174.25.0.11 Unified AP @ Reachable & nNotscamned @ Managed N/A 6

Under Maintenance
o o ¢ APB43D.C62C.967A 1742202 Unified AP ® Reachable A NotScanmed @ Managed NiA 1
O Security Advisories
() Marked for Repl : o < APBBIC.ADAD.EBAC 174.18.0.5 Unified AP © Reachable & Not Scanned © Managed N/A 6

arked for Replacemen
O System Beacon Enabled o o AP1006.EDB4.5888 174.18.0.4 Unified AP © Reachable A NotScanned @ Managed N/A 3
o ¢ APACAA 568BF.1884 174.24.0.13 Unified AP © Reachable & Not Scanned @ Managed NIA 3
Cisco DNA Center Qeoco

Assurance Summary

Health ¢ Critical Issues Trends and Insights

Healthy a5 of Aug 18, 2023 11:03 AM Last 24 Hours Last 30 Days

Network Devices: Wireiess Cients Wired Ciients 1l 2 AP Pertormance Trend Deviations
Aavisories
View Details View Details View Details

Network Snapshot

Sites
As of Aug 18, 2023 11:08 AM

475

Network Devices
As of Aug 18, 2023 11:06 AM

3680

DNS Servers : 2
NTP Servers : 1

Application QoS Policies
Asof Aug 18, 2023 11:09 AM

Unclaimed: 2

Unprovisioned: 3059 O
Unreachable: 1

Successful Deploys: 0
Errored Deploys: 0
Stale Policies: 0

Add Sites Find New Devices Add New Policy
Network Profiles Images Software Image Updates
As of Aup 18, 2023 11:06 AM Asof Aug 18, 2023 11:06 AM 45 of Aug 18,2023 11:06 A
Switching: 2 . . " Success: 28
Wireless: 2 intagged Images
A il A In Pragress : 0
Routing: 0 Unverified Images - 0

[77 =7 7 > A dashboard after migration] :
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= Cisco DNA Center Assurance / Dashboards / Health SNG4 JAY

Overall Network Client Network Services Applications: SD-Access Al Analytics
Q) Global | 24 Hours
Actons
Network Devices Wired Clients
et 100% s roraessses uresr B0% i, © commecreo:s

Wireless Clients

: - - ' p
-+ pas = = " =
Router Core Distribution Access Wirsless  Access Point wrest 2 3% oo D acTvE: 0080
Controlle
Network Services ()
) AAA (1 SERVER) =) DNS (2 SERVERS) DHCP (1 SERVER)
Successful Failed Successful Failed Successful Failed
100% (3s1012) 0% (0) 0% (o 100% (37%0) 100% (s0p 0% )

O— KTy J¢&EsEER

ZDOHA ROEH/N— 3 > Tld, Cisco Prime FET MIEREZYTTCWET, ZTOET /LTI, Cisco Prime
Infrastructure X% v bV —27 OH#EYLE TR Y a = ZIZEH S 4L, Cisco DNA Center (37 227 7 A LE=4Y
VIZIERENE T, ZOHA ROA%DKET TlE, Cisco DNA Center T7 /31 AFRE %% L. Cisco DNA Center T
Xy MU=/ BEMEEREZEN T 52— 25— 2OV THAT 5 TETT, ZbDax—A 7 —2{2LY, Cisco
Prime Infrastructure 7> & Cisco DNA Center ~DFERRBATNAIREIZ /A2 D | HofEAIIZIX Cisco Prime Infrastructure % Cisco
DNA Center [ZEEHZ T, =¥ =TT X Ry NI =V BERIEHTEET,

Cisco Prime Infrastructure 7> % Cisco DNA Center ~DFATOFEMIZ DWW TIE, IROSEEZEZ SR L T &N,
+ [Cisco Prime Infrastructure to Cisco DNA Center Prime Data Migration Guide]
« [Cisco Intelligent Capture Deployment Guidel
+ [Catalyst 9800 Non-Fabric Deployment Using Cisco DNA Center ]
* CiscoDNA 7 ¥ =7 7 A User Guide

» Cisco DNA Center User Guide
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https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m-migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-05.html
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/guide-c07-744044.html
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Catalyst-9800-Non-Fabric-Deployment-using-Cisco-DNA-Center.pdf
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-assurance/2-3-5/b_cisco_dna_assurance_2_3_5_ug/b_cisco_dna_assurance_2_3_3_ug_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/user_guide/b_cisco_dna_center_ug_2_3_5/b_cisco_dna_center_ug_2_3_5_chapter_01.html
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