afran]n
CISCO.

BEEFAHTO T 74)L : CiscoDNACenter Z{FAHLETA4 VYL RB
LD EH

Solution Overview 2

ATiREH 3

TAVYLRARY R T—VDEE 5
TAVYLAFRY FT—0 DERET 12
TAVYLARY FT—ODEER 110
TAVLRARY b=V DERB L IEE 205
Auary bT—2 264
N—FDxzT7EYT T TDRERE 265
ERIHREFADERF TOT 7/ ILDRTE 265
FESE 28

S 280



WET - 202458218

Solution Overview

This guide explains how to use Cisco DNA Center 2.3.5.5 to deploy and manage a legacy wireless local area network (WLAN) within
an enterprise network, using Cisco Catalyst 9800 'V — X U A ¥ LV 2 =2 k1 — T, Cisco I0S XE Cupertino 17.9.4a.

This guide provides technical guidance to design, deploy, and operate a Cisco WLAN using Cisco DNA Center.

STEP 1 STEP 3

DEFINE DEPLOY

STEP2 STEP 4

OPERATE

This guide contains the following main sections:

* Definethewireless network presents a high-level overview of the campus, remote office, and cloud-based WLAN that is designed
and deployed through Cisco DNA Center.

* Design the wireless network discusses the integration of Cisco DNA Center with Cisco Identity Services Engine (Cisco ISE);
creation of the site hierarchy—including the importing of floor maps—within Cisco DNA Center; configuration of various
network services necessary for network operations, such as AAA, DNS, DHCP, NTP, SNMP, and Syslog servers; and configuration
of wireless settings, including WLANSs/SSIDs, VLANSs, and RF profiles for the WLAN deployment.

« Deploy the wireless network discusses discovery of the 7 1 ¥ L2 =1 . | @ — T s, managing the software images running on
the V A ¥ L2 = k1 — Fs, configuring HA SSO redundancy onthe 7 A -¥ L X =2 > ks & — T s, provisioning the enterprise
and guest V A ¥ L X =1 . k 2 — T s within Cisco DNA Center, joining APs to the enterprise V1 ¥ LA = f = — 7 HA
SSO pair, provisioning the APs within Cisco DNA Center, and positioning the APs on the floor maps within Cisco DNA Center.

» Monitor and operate the wireless network discusses how to use Cisco DNA Assurance to monitor and troubleshoot the WLAN
deployment.

The audience for this guide includes network design engineers and network operations personnel who want to use Cisco DNA Center
to deploy a Cisco WLAN within their wireless networks.
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IDT I varERTTAICE, a—Y—7 17 7 A2 SUPER-ADMIN-ROLE F 721X NETWORK-ADMIN-ROLE %
Y)Y THLERHY 7,

FIE

ATYT1 IPT FURAERITFTEREM A A 4% [ LT, CiscoDNA Center Web =12 Y —/LiZm 7 A LET,
i -
https://<Cisco DNA_Center IPaddr or FQDN>

RAT9T2 EEBICHLA=a—TAar% 27 v 7 LT, [System] > [Settings] DJEIZEIR L £,

AT T3 FEMD~<A D [External Service] K12 74 72U A K5 [Authentication and Policy Servers] % 3R L &
R

ATY T4 [Add] FuyFH ) 2 Rovh, [ISE] Z@R L £,
[Add ISE server] slide-in paneZ3 #7R S AL E 9,
RAT9TS WHT 44—V RIZY—"—DOFEE AT LET,
WDFEIZ, [Add ISE server] slide-in pane® 7 1 —/L KO#AZ R L9,

J4—ILFK RE Bl

H— RO PT KL & FEARNT 4 —)L R Cisco ISE #—_R—D P 7 RL X, HEDOIPT NL

(Server IP Address) AMBEINTWBESIZ., ZDOIPT FL A% Cisco
ISE BERA A & v | %Téﬂfwé L a2 R
L/‘i‘é‘@

LHFEGE (Shared THRANT 4—)L KR (mmBE%—A~g@Lﬁ’$/kU 7 FNA A

Secret) WX THEHSNDILEME, I0SXET /SA AKE

NTiE. PAC F— &M ENFE T,

[—H—4% (Username) ]| 7 ¥ A K7 4 —/L K CiscoISED A v A b —LIRRITHERR L72F 7 4 /L kD
X NI — I ERET T hDa—HF—4,

NATU— K (Password) |7 FA M7 —/LF CiscoISE DA > A b —VHFIZAERR LT=T 7 #/V b D
R N = EBET I hO/NRAT — K,

[FQDN] FTX¥ARNT 4 —/L K Cisco ISE H— R— D52 &R K A A 4,

13
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J4—ILFK RE

399

Virtual IP Address TX¥ANT7 4 —L K

1 DU EORY —#—E /) —F (PSN) &2 H—
DR—RNZ OB RICEETEXET, BETS
B4, [Virtual IP] 7 4 —/L RiZa— K3F 50 [P
ZiBmcEEd,

[Advanced Settings] >
[Protocol]

[Multiple Choice] 47" =
VIRNE

RE e ha v ERELET, ROTa halts
varhhHBRTE ET,

 [RADIUS] : 7 7 # /v hi%iE, RADIUS 7' k=1
NEFEALET,

* [TACACS] : TACACS 7' & b a V&AL £,

[Advanced Settings] >
[Authentication Port]

THXFANT 4 —/LF

[RADIUS] Z##IR L7356 7 7 4/L bR — M 1812
T‘j‘o

[Advanced Settings] >
[Accounting Port]

FXART 4 —/L N

[RADIUS] Z IR L 72355, 7 7 4+ /L hAv— 1813
<7,

[Advanced Settings] > [Port] | 5% 2 v 7 4 — /L K

ZDT 4 —/v FiL, [TACACS] EIREZN T\ 55
DR FRINET, T 74/ K F—HF49 T
7

[Retries] &5 (Number)

RRAEAS RIS D £ TOHBTEEL, 77 4/ hOR
PRI 3 [T,

Timeout (seconds) &= (Number)

BATNAZA LT M TDHFETORE, 7744 M
4T,

ZORFTBLCEATA FTIE, ROFHEPATI S THET,

TJ4—ILFK

&

P—RDIP 7 KL A (Server IP Address)

172.23.240.152

Shared Secret

Cisco ISE — RAT

[=—H—4 (Username) ] admin

Password —

[FQDN] cvdise31.cagelab.local
Subscriber Name admin

SSH Key —

Virtual IP Address —




J4—ILF

B

[Advanced Settings] > [Protocol]

RADIUS

[Advanced Settings] > [Authentication Port]

1812

[Advanced Settings] > [Accounting Port]

1813

[Retries]

3

Timeout (seconds)

4

G¥) Cisco ISE Z B4 D RN, IROFHRGRMFZWIZ L TWD Z & 2R LET,
* Cisco ISE ®/3—< g L Cisco DNA Center D/3N— g SN HEM R H 5,

ZEHIIZ OV TR,

['Cisco DNA Center Compatibility Matrix] 2 LT 72X,

* Cisco ISE GUI /XA U — KM Cisco ISECLI /NA U — K& —F LT\ A,

* Cisco ISE BB A > A & > A%k L C pxGrid AT /2> TV 5D,

+ Cisco ISE ¥—/3— ERS 23 FeAH Y /EE A L THIINI 2> T\ D,

ATw 76 [Add] %2 V v 27 LT, Cisco DNA Center PNIZ Cisco ISE J— S—ZERk L £,

[ISE server Integration] slide-in pane(Z, Cisco ISE FEFHE DT AN LEHFEOMENLIZBE T 5 A v v — VRN FoR

énjﬁjﬁo

=Q Search Settings Settings / External Services

Authentication and Policy Servers

Gisco Accounts
Gisco.com Credentils
PP Gonnect
SSM Connection Mode @ settings have been updated
Smart Account
Smart Licensing ® Add 2 Export

Device Settings 1P Address Protocol
Configuration Archive
Device Controllability 172123240182
Device EULA Acceptance

10.4.48.50 RADIUS
Device Prompts
(oMP Ping
Image Distribution Servers
Network Resync Interval
PnP Device Authorization
SNMP

External Services

Authentication and Policy Serv.
OMX Servers/Cisco Spaces
Gisco Al Analytics

Cisco DNA - Cloud
Cloud Access Login
Cloud Authentication
Destinations
IP Address Manager
Integriy Verification
Machine Reasoning Engine
Stealthwatch
ThousandEyes Integration

Webex Integration

ATw T KB (Accept) 127 U v 7 LET,

Use this form to specify the servers that authenticate Clsco DNA Center users. Clsco
Identity Services Engine (ISE) servers can also supply policy and user Information.

RADIUS_TACACS

ISE server Integration

This is the first time Cisco DNA Center has seen this certificate from
@ Cisco ISE, and it is not yet trusted. Do you want to accept this
certificate and establish trust?

Integration of 172.23.240.152 is waiting for user input

Initiating connection.
less than a minute ago

This is the first time Cisco DNA Center has seen this certificate from
Cisco ISE, and it Is not yet trusted. Do you want to accept this certificate

© Establishing trust...
Reading, vaidating, and storing trusted certiicates

@ Discovering nodes.
ing Cisco ISE primary and sscondry admin nodes and pxGrid nodes

@ Connecting to pxGrid
Loading and validating pxGrid cer

Close

15


https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac_compatibility_matrix/index.html

WMAMFE T 5 &, [Authentication and Policy Servers] 7 « > R 73 F/Rm S FE T, B LU CiscoISE H—/3—
\Z [ACTIVE] AT — 4 ANFRENET,

= N—DFREEELT H5E1L, [Actions] FI TEMTE T A 2 (77 ) ORI —Y IV &EE, [Edi]
PERLET,

Search Settings

Setings / External Services Edit ISE server
Authentication and Policy Servers

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco
Identity Services Engine (ISE) servers can also supply policy and user information.

Add Expe
.
s - -
— —— &
- s -
-
R—
[ mE—
@ c Grid
() enable Multiple Cisco DNA C P

1P Address Manager
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Integrity Verification

Machine Reasoning Engine

Stealthwatch

Thousant dEyes Integration

HA MNEBORELIZOT7IYTDA ViR— b

YA FEEOBREIE, BEAMOR Yy NU—=27F A FOEFREL, =VT, EALT 47 BLOT7rT7 THEILD
Xy bU =27 A FOBEEEROERPZENET, FHA MIBY A 0o - EORMEEZ BEINNTHA L E325, 7
FA FRDBMEITA— =T 1 FTEET,

WDORIZ, ZOHA ROV A MEBOMELZ RLET, #7707 (Floor 1 & Floor2) H2EE O NLT 7
(Building 23 & Building24) %#&ieH—D= Y7 (Milpitas) N7 rbEYa=v73INET,

20 A4 rDEAT Parent Z DD IEHR

Milpitas Area 7o —s )L —

Building 23 Building Milpitas fEFT : 560 McCarthy Boulevard, Milpitas,
California 95035

Building 24 Building Milpitas fEHT : 510 McCarthy Boulevard, Milpitas,
California 95035

16




Bl CEENOX E e

Parent

Z DD I1FH

Floor 1 a7y —

Building 23

SHE 60m (200 7 4 — b)) XHI83m (274
74—k XH3m (107 4—h)

ZDO7u7dAPIL, Cisco Catalyst 9800 > U —
RIAYVLA aryban—TF HAXTIZ7 e e
VazmrrZaInEd,

Floor 2 Jay —

Building 23

A R60m (2007 4 — k) XHKI83m (274
7 4—hk) XH3m (107 14— k)

ZO7wva7dAPIL, Cisco Catalyst 9800 > U —
XIAXY VA aryiue—F HAXTIZ7 e
Vazmr T EINET,

Floor 1 a7 —

Building 24

SHE G K60m (2007 4 — 1) X#I76m (250
74—k XH3m (107 14— 1)

Z D7 a7 dDAPIE, CiscoCatalyst9800 2 U —
ARTJAFXYVLAaryban—F HAXTIC 7o e
Vazmr 7 ENET,

Floor 2 a7y —

Building 24

SHER60m (200 7 4 — k) XK 76m (250
T4—F) XH3m (10 74— 1)

D7 a7 dAPIE, CiscoCatalyst9800 > U —
AUAF¥Y VA aryta—7 HAXTIZ v
VazmrrINET,

ZOHEIZIE, ROTaEARNEENTWET,
o = U7 DOIERK
c T UTINDENLT 1 v 7 OVERKR

s BT 4 7 a7 OIER

* Cisco DNA Center GUI i fH4 % 7>, Cisco Prime Infrastructure F 7= 1% Ekahau 7> 1 7R — F LT, FHEEH» AP &

TERL L TRLE T 2

)7 DER

1R BRI

TOT Y arERETTAICIE, 22— —7 1 7 7 A /L2 SUPER-ADMIN-ROLE % 7=/ NETWORK-ADMIN-ROLE %

OB TOLERDHY £,

FIE
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ATYT1 IPT FUAEITFZEREM A A 4 %M LT, CiscoDNA Center Web =22 Y —/LiZm 7 A » LET,
£
https://<Cisco DNA_Center [Paddr or FQDN>

RT9T2 EEBCHDA=a—T (2% 27 Y »27 LT, [Desgn]>[Network Hierarchy],
[Network Hierarchy] 7 « > RUDBFR RS E T,

MHOTHRy NI =T EEEZRE LTSI, EROMERE~<A 12120 [Global] =2 kU DHRMNFRIIL
HZERBD ET,

uuuuuuuu

United States

AT v 73 [+Add Site] >[Add Area| DIEIZZ U v 7 LET,
[Add Area] XA T 7Ry 7 ANFoRENET,

18



Add Area X

Area contains other areas and/or buildings.
Buildings contain floors and floor plans.

Area Name*

Parent
Global v
Or
Import Sites

ATw T4 [Add Area]) ¥ A T AR > 7 AD [Parent] K1 747U A Kb, [Area Name] # A ) L CTHOH %
BINLET,

Z DM AT A RTIL, [Parent] & LT [Global] R L, [US] &\ 9 ARTDO= U 7 NIZ [Milpitas] &9 4
IOV 7 2B L E7,

ATv7E [Add]ZZ7 VY v 7 LET,

IYTADEILT 4 T DIERK

Fig

ATV TN EEMICHHZA=a—T A ar%2 v LT, [Desgn] > [Network Hierarchy],

2T w72 [+Add Site] > [Add Building] DJIEIZ 7 U v 7 LET,
[Add Building] %1 7 02 /'R v 7 ARFRSNET,

19



Add Building X

Area contains other areas and/or buildings. Buildings
contain floors and floor plans

Building Name*

Parent
Milpitas | Global/US/ v
Address (0)

eg : 150 W Tasman Dr, San Jose ...

Latitude* Longitude*
eg: 37.338 eg:-121.832

Cancel ‘ Add

AT w73 [Add Building] # A 7 v 77K v 7 A ¢, [Building Name] Z# A/ L. [Parent] K2 v 7 H U Z hvb HEY
DT YT @R L £,

ZDOH AT A K TIE, [Building Name] (Z Building 23 & AJJ L %9, [Parent] T [Milpitas | Global/US] % 4R
LEd,

AT T4 RONTNOOFEEFERA LT, BT > T OFEFTE721X GPS JEZEAZ A LET,
* [Address] 7 4 —/V RIZELT 0 T OFEFEATI L, HFRERA 7> a DU X MBIE LWERT

IR L F9, IR L 72T [Latitude] 7 4 —/v K & [Longitude] 7 4 —/V RIZ, fEE LN HE)
I A SNET,

* [Latitude] 7 -t —/V R & [Longitude] 7 4 —/V RIZE/VT ¢ & 7D GPS JIEZ AJ) LE7, GPS JEIEA
AT 25E1E, ETEANITL20ETH Y FH A,

Z DB AITTA FTIE, Building23 IZ5%E = 41TV % {5 560 M cCarthy Boulevard, Milpitas, California 95035
EANTLET,

ATv 75 B (Add) 1227V v7 LET,

ZOEATA KT, AT v 71 ~5%&0DIKL T, Milpitas= VU 7IZ2%&E DO E/LT ¢ > 7 Building 24
ML ET,

20



EILT4 25707 DER

AP DL UA VYL AI AN L Y (E—h=v D) X, 7url7<y7MhbERTEET, 7073V VL 270
Vam TR ENET,

FIE

&
ATv T2

EEBICHOA=a—T A a2 %21 v 27 LT, [Design] > [Network Hierarchy].,
[+ Add Site] > [Add Floor]DIEIZZ U v 7 LE T,

[Add Floor]| # A4 70 7Ry 7 ANKRINET,

Add Floor X
Floor Name*
Eg : Floor 1
Site
Global Y
Select Value v

Type (RF Model)*
Cubes And Walled Offices v

Floor Number*
1

Floor Type*
Medium Floor (15dB/ft) v

Thickness (ft)*
2

Floor Image

Drag floor plan here

or

Upload file

(Supported formats DXF, DWG , JPG, GIF, PNG, PDF)

© width (ft) * (O Length
(ft) *

100 100

Cancel Add

Height (ft) *

10
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ATvT3

ATv74

ATy T5

ATvT6

ATy T17
ATy T8
ATvT9

ATv 710

[Add Floor] # A 7 & 2778 »» 7 AT [Floor Name] # AJj L. [Site] Kr vy 77X 7 VX MpbHEOZY 7
B ET,

ZDOHE AT A RFTIX, [Floor Name] (Z Floor 1 & AJ) L &9, [Site] (Z1E [Milpitas | Global/US] & &4 L |
[Building] (2% [Building 23 | Global/US/Milpitas/] % 341 L %9,

[Type (RF Model)] Rz w7 Z 7 U R R Bid)7g A=A X A 7 %8R L, BT 5 [Floor Number]
EANSILET,

[Floor Type] RKu v 7 X 7 U R MNpLiEtl7a 7 ¥ A 7 &8I L, BE$ 5 [Thickness (ft)] Z A1 L
ij‘o

WDONWT D FEEMH L C, [FloorImage] =V 7277 7J7 o 2BMLET,
e 7u7 777 7 A NV% [FloorImage] =V 7IZ KT v /7 KRy 7 LET,
s [Uploadfile] #7 UV v 27 LC, 7Ty 7 u—KRKT5707 77077 A4 /VERRLET,
GE) DXF. DWG, JPG. GIF, £/-ZPNGEXD 77~ v 7RNH 5581, EREHLOIEE
D7 TIZIBINTE £9, Cisco Prime Infrastructure 7>5 7 AR — h Iz~ v T —0A

THaA AR — T 58E1%. Cisco DNA Center TERE S 72V A MDY Cisco Prime
Infrastructure CRRE SN2V A FMEBLEREILCTHD Z L 2R LET,

[Width (f)] A7 v a v ARE w27V vy 7 L, 7aT7OEE 74— MR TATLET,

[Length (f)] /> a v ARE %27 Uy 7L, 7RT7OREE2 74— MM TANLET,

[Height (ft)] 7 4 —/V N2, RIFOEEET7 4 — MR TANLET,

GE) a7 O, 7aT7 RS, BXOXKH ORI EZBMTLE, 7a7 7702 ELL BIEY .,
TAXVAANL Y (BE—bhvwvD) & AP OREICHEES XD ENTEET,

ZDEANT A RTIL, [Width (ft)] {2 200, [Length (ft)] IZ 275, [Height (f)] {2 10 & AL E T,

DEM (Add) 1%&227 Vv 27 LET,

ZOEBEATA RTIE, A7 7 1~10% 3[A# ViR LT, Floor 2 % Building 232, Floor 1 % Building
24z, Floor 2 % Building 24 (2B L £ 7,

Cisco DNA Center TODETEIFH AP DERL L ECE
WD 3HOOHFET, 7uar~y FOHEFEL AP ZRETEX F 1,
« Cisco DNA Center Ul CTaFH A AP Z 1Bk 9 %

e Cisco Prime Infrastructure 257 AR — F I~y To A iR — 15
e Ekahau 6=/ AR — hENTz~vy T2 A VR — T 5

FIE
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ATwT1
ATvT2
ATvT3
ATvT4

ATvTH
ATvT6
ATvT1
ATvT8
ATvT79

ATv 710

ELEMBICHDIA=a—T A a2% 2 v LT, [Design] >[Network Hierarchy],

R OMEE A > D [Global] Ky XU ARG, APICHMERT7 0T Z @I L E7,
LEM/ARE (Add/Edit) 1227V v 7 LET,

[Planned AP Models] K& v 7% 7 U A kv, [AddModel] 27 VU v 7 LET,

E vovcos RO ;. [
£ Milpitas / Building 23 / Floor 1 .:] aaaaaaaaaaaaa Close

Search Help
+ @ Global
~ d US
« @ Milpitas
@ Building 23
% Floor 1
& Floor 2 Autoplace Planned APs
> i Building 24

> b NewYork v Planned AP Models (0

> ¢b Sanjose & apor301

Add model

> ol [BETAE| b dls d1b &

[Select AP models to add] XA 72 7R v 7 AT, RayFXZ 7 A RNNPL AP BT /VEZRINL 77,
[Add AP models] #27 U v 7 LE7,

[Planned AP Models] Ku v 7 X 7 U A Rinh, BEO AP ET VIR L 7,

7urwy 7T, APOBBOEINCI— Y VEBEBIL, ZTOHFHEZ ) v LET,

[Edit Planned AP] A 7 A KA > XA > C, [Planned AP Name] 3 EEED AP R A M & —HLTWBHZ L%

e LET,

X DNEWTRED 8 AINE RSN TWAEEIE, [Antenna] K2 v 7% 72 U X R [Antenna] % 3%

WLFET,
[Save] 227 U v 7 LET,

Cisco Prime Infrastructure ™ 5D< Y TN A ViR— b+

458 SRS

Z ZTlX. ~ v 7 Cisco Prime Infrastructure 7> 5§ CIZT 7 AR — FINTWAZ L &FHEE LTCWET, FEMICo
WL, Cisco Prime Infrastructure 3.10 == —#— 77 1 R [#5E] @ [Export Maps Archive] @ ME > 7 ZHZHL TS

Wy,

FIE
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ATV TN EEMICHHLA=a—T A ar%2 Vv LT, [Desgn] > [Network Hierarchy],
ATw T2 ERIOMEE<A > T [Global] ZER L £,

Cisco Prime Infrastructure = > 7°I%. [Global] L'~ )L CA R — FTEXFE T,

AT w73 [Import] >[Import Maps|DIEIZZ Y v 7 LE T,

Add Site Export Find sites “ =
Q_ search Hierarchy e &J P ﬁj P Q
Search Help Import Sites
= Canada
v db Global ooe Import Maps
v b US Import Bulk AP
v &b Milpitas

v @ Building 23
< Floor 1 Vancouver
< Floor 2 Segttle

> @@ Building 24

> db NewYork
Toronts
> db Sanjose Bostt
Chicag
Q-
D
3 Branch 5
United States St\Louis
° .
Los Angeles
% Phoenix Atlant:
San Diego . Dallas
. .
Houst
Tamg
.
Monterrey. Miami
% Bahamas ]
Mexico
=
A Cuba N
Guadalajara
.

Me: City

exico City / +
Santo g
Jamaica -
Belize

AT w74 [ImportMaps] ¥4 7 B 7Ry 7 AT, WONWTNIDOHELEH LT~y TE2 A R—FLET,
*[Chooseafile] #27 Vw7 LT, Tv7R—FRTHvy T 77 A NVERIRLET,

v w77 A% [Import Maps] 7 v 7' — RiEIKIZ KT v 77 KRRy 7 LET,

ATY TS5 [Import] 7 U v/ LET,

Cisco DNA Center /* 5> Ekahau 7O 9 774 ILELTIYY TEITH RAR— b

Ekahau Zff fH U CEHHEIFBE & AP Z#1ERk L TRLE T 2 121X. F£ 7 Cisco DNA Center TH A F&EK L., £DOH A + &
Ekahau 7’u V=7 & LT/ AAR— FLET, KIZ, FHHEFEFH AP % Ekahau TIEK L. £ @ AP % Ekahau 7' 12 ¥ =
7 hELTHRIFELET, B#IZ, Ekahau 7’17 M % Cisco DNA Center ([ZFEA R — M LET,

\}

(G£)  EBkahau 7R Y= b7 7 A ME, RARINTOWRWYA RNV TOHTT ZAR—FTEET, DFED,

WU A FRICELT 4 T RH DY A NI 1 DT T,

fd
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WOTFINETIE., —OFav RO NCHBLES,

FIE

RAT9T1 EEBCHLA=a—T 2% 2 v 27 LT, [Desgn] >[Network Hierarchy],
ATy T2 FEMOBEESA T, vy @ Lz A FERIRL ET,
ZDEAI A FTIX, Milpitas Z3#IR L E 7,

AT9 T3 AR ET A2 (7)) IZh—YrEADE, [Export Maps] Z#IR L £,

Add Site \b Import ﬁ\ Export Find sites n =
Q Search Hierarchy a Ly fme L =P Q
Search Help
v @& Global
v &b US '
v @b Milpitas oo
Add Area
v @ Building 23
Add Building
= Floor 1
Edit Area
$ Floor 2
Delete Area

> @ Building 24
Import Ekahau Project
> db NewYork
Import Ekahau Survey
> db Sanjose
Import Bulk AP

Sync: CMX Server/Cisco Spaces

Export Maps
View Devices 4
View Settings

CiscoSystems
Building|24

1
03
0 <
b}
Building 23
+

AT T4 [ExportMaps] A T IRy AT, LT D77 AN4%% AL, [Ekahau Project] 7> a ViR ¥ v %
7V w7 LET,
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Export Maps

File to be saved to*
DNAC_Map_Archive_172.23.240.221

Export Format @Ekahau Project (O Prime

Do you still want to continue with data export?Click
Export to proceed. The file will be automatically
downloaded once export is complete.

ATw 5 [Export] 227 Vw7 LET,

Ekahau 12 5 DT v TN A LH— k

188 BRI

Ekahau 7>6 A ' iR— s &Nz~ 7%, Ekahau 72 =7 b7 7 A VBN T, v~ v 7RI AR—=FENTZD L FH
CHA MLm=y TNA AR — SN TWDLZ EEHERLET, 72& X, vy 7B Milpitasth A hirb=7 X
A—hENTHEEIL, Milpitas b~y 7% A VR — T HLERH Y 7,

FIE

ATY TN EEMICHHA=a—T A ar%2 v LT, [Desgn] > [Network Hierarchy],
ATv T2 EMOBEESA T, vy 7@ Lz A FERIRL E7,
Z DB AN A FTiX, [Milpitas] 23R L £ 7,

ATV T3 AL ET A= (7)) [Zh— YL EHHE, [Import Ekahau Project] Zi84R L £,
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mn

Add Site |\ Import 1, Export Find sites n
Q Search Hierarchy e Ly me L) ExP Q

Search Help
v dib Global
v db US '
v @b Milpitas oo
Add Area
v @@ Building 23

Add Building

S Floor 1
Edit Area

£ Floor 2
Delete Area

> @ Building 24
Import Ekahau Project

> db NewYork
Import Ekahau Survey

> @b Sanjose
Import Bulk AP
Sync: CMX Server/Cisco Spaces
Export Maps

View Devices [

View Settings 7

0

Building 23

'+ O

AT 74 [ImportEkahauProject] # 1 7 2 /AR v 7 AT, ROWTNHOFEEFEHA LT~y TE2A R —bFLET,
*[Chooseafile] #7 Vw7 LT, 7v7mr—R4570yxl N7 7 A NVERIRLET,

« ¥ v 77 7 A V% [Import Ekahau Project] 7 > 70— REHIIZ RT v 77 Ry 7 LET,

ATFw 75 [Import] 27 VU v 7 LET,

2y FI—VBRARTORY FT—O Y —EXDEE

Z ZClX. Cisco DNA Center OH 1 hMpEEIZE > T AAA, DHCP, DNS, NTP, SNMP, 5K U'syslog #h— B X %%
ETDHHECOWTHALET, 14 MEEAART, £ —EATHR LY —"—20MEHINL5EF, —E 2%
BV IRETEET, A MEBOMA T m T 4 2T 2L, 3_XTOYA M T/ e —LRELEHTEE
T, flxOF A FOEN X, A MEMTHEHATEET, ZOHA RTIEE, ZFa—UER SRy hT—27 ¥ —
EAZRLET,

FIE

ATvT1 EEMIIHIA=a—TAar%27 1V 27 LT, [Design]>[Network Settings] > [Network] DJIEIZ IR L
ESc AN

ATv 72 EMOREESA > T [Global] 3N L £,

AT T3 [+AddServers| 7V v 7 LE T,
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ATvT4

ATy TH

ATvT6

28

[Add Servers] ¥4 7 0 7Ry 7 AT, [AAA] T = v 7Ry 7 AL NTP] T =v IRy I AeA NI LE
j—o

ZDH A KTiE. [Image Distribution] ¥ 7= (% [Stealthwatch Flow Destination] % BB 2 M ER /2 2D
[Image Distribution] 7= v 77 78 »» 7 AR [Stealthwatch Flow Destination] 7= v 7 /R v 7 A {34 2 L7
TLTEEY,

[OK] &2 Vw7 LET,
AAA H—s3—& NTP H— 3—73 [Network] 7 4 & RUICRRIND L O E LT,
[AAA Server] DB#E Y 4 — /L FEREL £ 7,

COFBFBLOEANTA RTIH, Ry NI TNA ALTUAY VAT TAT 2 FOEHIZOWT, Cisco
ISE % AAA #—/3— (RADIUS 7'=u h 2L z2ffil) & LTHEHLES, 20U A FTIiE. [AAA Server]
HIZROT =V FRRE SN TNET,

= 5:AAA Y —\—EFE

J14—ILE =}

v hU—7 (Network) v
[Client/Endpoint] Z
[Network] > [Servers] ISE
[Network] > [Protocol] TACACS

[Network] > [Network]

172.23.240.152

[Network] > [IP Address (Primary)] 10.4.48.152
[Network] > [Shared Secret] —
[Client/Endpoint] > [Servers] ISE
[Client/Endpoint] > [Protocol] RADIUS

[Client/Endpoint] > [Network]

172.23.240.152

[Client/Endpoint] > [IP Address (Primary)]

10.4.48.152

[Client/Endpoint] > [Shared Secret]




ATy 717

4: Cisco DNA Center ) AAAH—/\—DRTE

Network Device Credentials

Q_ Find Hierarchy
Search Help
~ b Global

> db US

[DHCP Server] DB ~7 ¢ —/L K%

IP Address Pools SP Profiles

Wireless Telemetry Security and Trust

Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add e Add Servers
Servers" link. Once devices are discovered, Cisco DNA Center will deploy using

these settings.

AAA Server ©®

& Network @ Client/Endpoint

NETWORK

Servers

O ISE (O AAA

Network

172.23.240.152 N

Protocol

O RADIUS
© TACACS

(O single Connection ©®

IP Address (Primary)

+

10.4.48.152 N

Change Shared Secret

CLIENT/ENDPOINT

Servers

O ISE O AAA

Client/Endpoint

172.23.240.152 R

(Only device administration nodes)

Protocol

© RADIUS
TACACS

IP Address (Primary)

10.4.48.152 V

Change Shared Secret

e (D

BIELET,

COBRFBILOEAST A FTIE, £y FU—27 ODNSH— "—& DHCP — S—Dlj & L THEET %

NV

E— @ Microsoft Active Directory

[DHCP Server] FIZEE STV ET,

% 6:DHCP H—/\E&5E

(AD) H—NR—ZFHLET, ZOHA FTIEL, ROT 4 —/L KRN

J4—IJLF

]

DHCP

10.4.48.9
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5: Cisco DNA Center @ DHCP 7 —/3\— (D% E
Network Device Credentials IP Address Pools SP Profiles Wireless

Q_ Find Hierarchy

Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add Servers” link. Once
devices are discovered, Cisco DNA Center will deploy using these settings

Telemetry Security and Trust

e Add Servers

Search Help
v @ Global
CLIENT/ENDPOINT
> b US
Servers Protocol
OI1sE O AAA © RADIUS T

Client/Endpoint

172.23.240.152

V' 10.4.48.152

1P Address (Primary)

Change Shared Secret

DHCP Server

DHCP

10.4.48.9

AT 78 [DNS Server] DBIHE Y 4 —/L K%
i)

R

R7:DNSH—/Na> T4 F¥alL—>3a>

RELET,

HABLOEANA RTETI ARy NI —7 2T 5728, [DNS Server] D
RAAL L OREREZINTWET, ZOHA RTIiX, [DNS Server] HIZIRD 7 ¢ —/L R3E%

NV

I3 H—D DNS
EINTWE

RIET

J4—IJLEF

]

KA A %

cagelab.local

7T7A4=

10.4.48.9

6: Cisco DNA Center @) DNS H—/\—D & E

Network Device Credentials IP Address Pools SP Profiles Wireless

Q_ Find Hierarchy

Search Help
v & Global DNS Server ®
> ®US Domain Name
cagelab.local
Primary
+
10.4.48.9

Supports both IPv4 and IPv6

NTP Server

QNTP

10.4.48.17

Supports both IPv4 and IPv6

30

Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add Servers" link. Once
devices are discovered, Cisco DNA Center will deploy using these settings.

Telemetry Security and Trust

@ Add servers

+




ATvT9

ATv 710

ATv7IN

ATvT12
ATy 713
ATv 714

[NTP Server] DRH# 7 ¢ —/L RERXE L £7,

EB@ Y NU—27 TlX, Ex 1 EBEEZEL-DICERONTP b — =% BINT& £, X hU—
7 NORFZIFEIL, 22 ZHRES, SSHZR E DT X o 7 REEGICAR AR T, ZDOiket L OWEAL
A4 RTIETRFy NU—7 2T 5728, [NTP Server] D% € CTITE—® NTP r— —DAHfiif X
TWET, ZTDOHA RTiE, [NTP Server] HIZIRDO 7 4 — /v RBPREINTWET,

= 8:NTPH—/IN—DHE

J4—JLK {[E]
IP7 KL & 10.4.48.17
BA S = GMT

7: Cisco DNA Center ® NTP H—/\—D{FE

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust
Q Find Hierarch Configure AAA, NTP, and Image Distribution (SFTP) servers e " Add Servers" link. Once e Add Servers
=5 N g devices are discovered, Cisco DNA Center will deploy usin: ettings

< Global NTP Server

& US
onr

10.4.48.17

Time Zone ®

GMT v

Message of the day ®

Do not override the existing MOTD banner on the device

=

[Time Zone] Ru > 7 X7 A NNOREIRE A LY — 2 HFIRLET,

ZORFHBILOEATA RTETARy PV —=27 21T 570, A FEEIZITH DX A LY —
MRS TOWES, EZBBry Y —27 T, A MEBEBRADOEY A MNZEDHFITDF A LY — 03
USSY 4% 35 I

[Message of the day] C. [Do not overwrite the existing MOTD banner on the device] = v 7 R 7 XA &4
WZT 50, TXA MRy 7 AZHBOA ve—V %2 AN LET,

[Messageoftheday] 7 4 —/L R TIX, Xy NI =TT NA A~DB T A VRHIFERIND A vE— T %l
BLUES, ZOREILX, ZORFBICEATA NIZITEH SR W2D, ZOH A RTIE, [Do not
overwrite the existing MOTD banner on the device] = v 7 AR v 7 ANA N> TWVET,

[Savel 27 U v 27 LET,

74 RUDEEIZH S [Telemetry] 227 U v 7 LET,

[SNMP Traps] T, SNMP k7 v 7 —"—%E LT,
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32

ZDORFHB LA A R T, Cisco DNA Center 2 SNMP #—/N— & UCffi ] L £9°, [Use Cisco DNA
Centeras SNMPserver] = v 7 R v 7 A% A4 \ZF5H &, SNMP k7 v 71F# ) Cisco Al Network Analytics
D 7=H|Z Cisco DNA Center [ZEE SV E T, ZDHA RTiX, SNMP —_X—FIZIRD 7 4 —/)L KRN &

EINTWHET,

% 9: SNMP H—/\—DHKTE

J4—IJLF

[Use Cisco DNA Center as SNMP server] Z

[SNMP] > [IP Address]

8: Cisco DNA Center @) SNMP +—/\— DX E

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust

Q_ Find Hierarchy

® Global

&b US

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices

ned to a site or provisioned

Sisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on
the metrics gathered and the frequency with which they are collected

v SNMP Traps

Ch isco DNA Center to be your SNMP trap server, and/or add any external SNMP trap

hes

servers e are the destination servers for SNMP traps and messages from network devices

Use Cisco DNA Center as SNMP trap server

(O Add an external SNMP trap server

<

Syslogs

Choose Cisco DNA Center to be your syslog server, and/or add any external syslog servers.
De
assigned to a site and/or prov

will be provisioned w

syslog severity level 6 (information messa

s) when they are
ned

Use Cisco DNA Center as syslog server

=

[Syslogs] 7> & Syslog h— \—ZE L 7,

Z OFRFHRB L onvE AL

4 R TClX. CiscoDNA Center % Syslog —/3—& UL CfiilH L £9°, [Use CiscoDNA

Center as syslog server] = v 7 AR v 7 A% 4 \ZT 5 L syslog [E#H A Cisco Al Network Analytics D72 %
|Z Cisco DNA Center ([ZEfE SNLET, ZDHA RTIE, Syslog —S—HIZIRD T ¢ —/L RRERIE S 4

TWET,

% 10: Syslog ¥ —/\—DERTE

J4—ILF

[Use Cisco DNA Center as syslog server] F

[Syslog] > [IP Address]




9: Cisco DNA Center @) Syslog H—/\—DEXE

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust

Q Find Hierarchy Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices
are assigned to a site or provisioned

Searct
Global Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on
& Globa
the metrics gathered and the frequency with which they are collected
> & US
v Syslogs

Choose Cisco DNA Center to be your syslog server, and/or add any external syslog servers
Devices will be provisioned with syslog severity level 6 (information messages) when they are
assigned to a site and/or provisioned

Use Cisco DNA Center as syslog server

(O Add an external syslog server

<

NetFlow
Choose the destination collector for Netflow records sent from network devices.

To enable a network device sending Netflow, select the network device from the
Provision/Inventory and choose “Action->Enable Application Telemetry

ATYF16 [Savel 27 VU v 7 LET,

XY ONRADTA VYL ARHADETE
Ty LURADTA ¥ L ARBARELRET D1T1E, Cisco DNA Center TLL FZAERLT DML H Y £,

ATV VAL U EZ—T oA A TATXYVARNT T 4 w7 OIERNINDIA—Y Ry VA F—T A R
(VLAN) .

T H—TTARXIATY VA Xy FT—7  JBHHDIES A N WLAN/SSID CTHRE SV E T,
cFANTUAFYLR Ry NU—7  BEAF® 7 A b WLAN/SSID TRk S E T,
e U A ¥ L AEEIE (RF) a7 7 AV JBEHOERERE 0 7 7 A VR EENET,

ATV LARAEUY—DFRE : VA YL AP —IZiF, WLAN TZMIT X hEEITL, Ny by I T 525
TTAHERDHV ET, VA YL AU —DFMIZOVWTIE, VATV ARy NU—7 O L OEAE (205
N=) R L TLEEN,

cCMX == CMX VP —R— L AT DR ET, VA VLRI TAT U MO T7aT <~y FICERTEE
T, CMX ==L DB DTSN TIE, VA YLV ARy NT—7 OBEHRBIOEE (205 —) 25
LTL7ZEW,

e XA 5 47 VLAN : %A 5 4 7 VLAN O ElL. FlexConnect 77 2R A » ~ (AP) EBBEICEA TT,

A

GE) ZoEAHA RTIE, 98 (n—H)) E—RFRTEETHAP ALV AL ARy hU—2(C
DOWTHALET,
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HEREIH
FY U RADOUA Y VARMBRELZRET 55 01%, ROMRFHEZZEL TIIZS0,

 EBRERER EFE, VA VL REE A X —T 24X (WMD) &35 VLAN IZ AP 2EET A4 NH D £
T, AT =V 7R0T A NEBO WML LR U VLAN I AP 2R ETHLERH HEE13. AP 0% 100 RKiEi
HIMRT 52 & AHER L E9,

e X —HILE—RDAPIZOWTIL, T78ARA U hearra—IBoT o R Y v 7FBIEN 20 2 U A28
Z7RWEHIZLET,

e B —NNE—RDAP D AP AA v F AR — K TPortFast ZfEH L., HRTAAS vFIDH WLAN DL EVR— L
F 9, PortFast D AA v FHR— NEFRET HITIL, switch port host 2~ > KFE /2% PortFast 2~ > F&EH L T,

R=bFZRAIR—=FE LTERTDLOICHELET, ZOREICLY, APOSMT v AR EHITRY £7,
2= VE—ROAP TIXVLANBI T h 7 7 4 w I REHET J v PV INRWeD, V=T RHRETDHI ZA71EH Y
FHA, F—MIT /7 ERAE— RCHEHERECTXET,

*Flex E— RBILOPE—BNVAL v F U TDOAP DA, FEAEDT T IATAL vFR— & FNT U 7E— R
TOHMLENDY £, 20X RGEIE. AL v FR—KNTANR=27">Y Y —PortFast N7 7 ZHEH L £7,

«CAPWAP COTCP 27 AT N NT 7 4 v 7 DI FEMbaKEiElbT 5I121Z, TCPHERKEZ AL hH A X (MSS)
BEREA FICANCT D L2 HE L £, AT HZ LT, CAPWAP 7 7 7 AT —3 3 DRI B &8
HL, VA¥YLARY NI BIRONRT —< o A&mbET&FET, MSSHEIZ, YA UAFVL Ry ba—
TNH AP ~DRNAD KT T 4 v 7 XA T EEKIEEL=y b (MTU) 1260 CRETZ2XLERH D 7,

* Cisco Catalyst 9800 ' J —X U A ¥ L' A 22> hu—7 Tli&, TCPMSS FHHENRT 7 /L N THINZ > TEY | fH
131,250 31 R T, 1IZEALEDEBRTHAEMRARMELE RIhET, REIGL T, Hx S bICRkE(ETEET,
TJAXY L Aay ha—7 CHERET D0, 707 b— N7 ENLTHRETILERDH D 7,

DJANYLRALA VB —T 4 ADEKTE

Cisco DNA Center TlX, = Z—77 A4 X WLAN & 4% 2 K WLAN 2834 —% %> bk VLAN A > F—7 = A A THuR L
TWET, ZORFBIOEALTA RTHEAT L= X —TF T4 AWLANEB L OV A F WLAN HIC/ERR &NV A ¥
VAL B —T oA ABROFITRLET,

RN DAV LRAVA—T AR

EAT] VLAN FERAE

employee 160 E¥EBDEFRIB LT —4 VLAN
guest-dmz 125 A NT—% VLAN

flex 180 Flex 7 74 7 > F VLAN

FIE

ATV TN A VAF UV ADIPT RUAFITEREM N A A 4 2 H LT, Cisco DNA Center (212 7' A > L £,
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3 : https://<Cisco DNA_Center IPaddr or FQDN>, AJj3 2% v/ A4 Uk (=—HF—1ID L/ XX T —FK) |
IZ. SUPER-ADMIN-ROLE F 7= /% NETWORK-ADMIN-ROLE #£R 23 4HBE T,

ATv T2 ELBICHDHA=a—T A ar%27 1 7 LT, [Design] >[Network Settings] > [Wireless] DJIEIZER L &
D

[Wireless Network Settings] % > 3 =2 /8 — RINRRINLET,

10 : [Wireless Network Settings] % < > 1 R— K

= Clsog DNA Center Deaign | hetwork Settings

tetmcn OeeceCmoensh B Asewmfuom 59 Bt ﬁ Securey e -
S50 (1) [ ]

e rE ey

o
RF Profie {1
x
------ T — Ly P - ST T T —" -
1 ey | B
w ] s o i | )

- L o
Wirebes reeriaces [1] E
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11: [Wireless Interfaces] 7 4 > K

Clsco DNA Conte
Wiepli s Interares (6] S III
L2
GB) UAYLAREEBEE T, YA FEBO T L UL TERSNERET, LUV TR

BEINTEBRENS—NRN—F 4 FENFET, 774/ TiE, 1 MNEBOR EL L)L TH D
Ta—r L~ UIBEILET, A NEEBO S — R LA TU AL VL AL A —T oA
AEERTHVLERHY 97,

AT w73 [Wireless Interfaces] DAEIZH 2 [Add] &2 Y v 7 LE T,
[New Wireless Interface] A7 A RA A U HRERINET,
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12 : [New Wireless Interface] R 5 4 KA > RA >

= Claco DNA Center Gasion | Network Setngs

— Create a Wireless Interface
Wirsdess interfaces (6)

L VLAN ©

Antenna Radio Profile ()

AP Authoruration List (0}

Berbarranas Lai eme - e Typm Mt o Pmrrn Carce “
ATy T4 =¥ —T T4 XVLAN (BEEB) T 274 VYL AA ¥ —7 = A AD [Interface Name] & [VLAN
ID]#AJIL, [Add] %22 VU v 7 LET,

ZOFNEEMEYIKL T, A K VLAN (guest-dmz) DT A YL AA X —T = AZBMLET, 2250
FHLNWTAYLVAAL U H—T x4 A [Wireless Network Settings] % o =R — RIZFERSINET,

IVA—TFS5A4XIT4 LR SSIDDHRE

TR =T TALA A ITA YL ARy NU—7 %, BRESETTo— RNy A MUEHATE HIE7 A N WLAN/SSID 72D
T, V1M MO 7o — SV LV TERTOHMLENHV ET, EETDE, X —TTAAXATVALAFTLARY FT—
TEHEIAXYVATa 77 A NMIEBAL, VA Y VAT 77 A VEREBANO 1 DL EOT A MZEIY Y TENRET,
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6=

2y hR=FIERET Y-y MBI T (SSID) ORAHIRT 22 & AL ET, (FAPOMERI L
I2) 16 ® WLAN/SSID % [FlRfIC3%E T& £9, 4% WLAN/SSID (21%, RIKDOME L — h TEESNLEBIO T
BT L B3y BBETH Y, SSID MEME NS & RE {HYRSHIN L £,

PDA. Wi-Fi i, "—a—FAX ¥ FREO/NT A YL ART—3 3 O —ETIE. £ DFEA SSID
@%m)%ﬁﬁfkﬁf%ﬁwtw ny 77y Va— R, EFEBEEMAT ORI AELET, BED
A1 ~3DSSID ##E L., BEBERHFOHAIL1 DO SSID 2R ETH I L E2HTE L £9, AAA 4 — 13—
74 REBEZEAT 5 &, H—0 SSID v U A Ca—H— T L2500 VLANERE 2B B TRR S,
WLAN/SSID O &M o3 Z N TEET,

ZDEATA RTHE, lab3employee 8 WD ZRITDHE DT X —7F5 4 AWLAN/SSID A7 bV a =7 EnET,

FIE

&

&
ATy T3

38

EEBCHDA=a—TA4a%2 1) v 7 LT, [Design] > [Network Settings] > [Wireless] DJIEHIZ SR L
Er RN

[SSIDs] =27 U v 7 LET,

[+ Add] (27— Y V% & i>H T, [Enterprise] 28R L F 7,

[Basic Settings] 7 « > RUNEKREINET,

13: T8 —TFS5A4 X T4 LR SSID kT % 1=8 D [Basic Settings] ™7 1 > K

Basic Settings

10 Ml b apereton [2AGH, SCHL S0HI)

13




14:T083—TS5A4XSSIDDEF1Y)F4HRE

Security Settings

dh For 2.4GHze SOME andy, enable WPAZ , WPA is optional. For 2.4GHzs 5082+ 8GHz 1o be oparstionsl on 05 duvices version 17.7 and above, snatie WPAD and dissbie WPAZ

SSID Name: lab3employee (Enterprise)
Level of Security
© Enberprine

| weAr

Authentication, Authorization, and Accounting Gonfiguration
b Prase ssrociste one or more AAK sarvers waing Configure AR link 1o ansure Fight confguration is prrahed for the Mebected becuiity ng

9, Conaligure AAA

15: T3 —F 54 X SSID D AAA H—/3—

Configure AAA Server for lab3employee

on and Authorization Servers

10,440,153
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16: T3 —T54 X SSID DEEMERTE

Advanced Settings

SSID Nama: labJemploy Entorg

O Adapties O Optional O Dinatie
B Nwighte

@ Session Timeout (] @ Crient Exclusion 180

8B5S Max ke Service

B Chant User iie Timaout 390 @ Directed Mumeant Serdce

17: T8 —TF54 X SSID DEMDEMRTE

@ Serrc om Temacnd X ] on

e

|c iote Timacur ¥ 1§ Direcied Multicas Senvice
u | .

G¥) HFAN—=U XK (802.11k) ZHIMNCT DL, —MO LT —T 3, ARRP e fFHRIZIR- T
ST DRREMENH D £3, 1FEAEDT A ZATIE802. 1k EHRIL (VAR — LTV
ATYH) BEESNETE, —HOT A A TIEIYIN E 72 ZBEAT T ORI A3 2l hert:
DD, ZOF T2 aZANITHRNIT A NTHI EE2HLRELET,
TI3AT LV IMANRLy P Y TIWICHADTHF VA0, 773472 b33y T UEREST
BB A Y —RBEIZ72 D 0T VAT, 72747 2 RHIBRS VA ATREMEZ IS 3772912,
TA RNVEALT T M 3,600 (6057) (2T Z EE2RFTL T EE0,



ATy T4

&l

Cisco DNA Center Zffifi L T ¥ —TF T A XA UA VYL R Xy bU—7 HIZHRETE DHEEIZHONT
I%. Cisco DNA Center CHHEFRERIZ L Z—T T A A TA YL A Xy NU—THEE (43 X—) 2H
HBLTLLEEN,

[Basic Settings] DIE# A AN L, [Next] 27 UV v 7 LET,

U—7 70 —OROBEENERINET, TUF—TTAATALYLVA Ry NTI—T EFOT AT L

27T ANVCHERGE LT . FILWIA YL AT 77 ANV EER LT X —F T A X UL YL A

Xy MU=V 8 LI TEET,

GE) ZOEATA RAICERESNTZZ U Z—T T X TAFTLVA Ry NT—7 OFEEIZONT
I, BATA FTHRESNTNWDLZ U H—TFTARXRTATLA Ry NU—TFRE (56 <—
V) HRLTLIIEEN,

X 18: 707 7 A JL~D SSID DRE:ELF 1+

= Cisco DNA Center

Associate SSID to Profile

SSID Name: lab3employee (Enterprise)

° Add Profile A\ 0 profile(s) associated.

Branch

[+ Add Profile] #7 U v 7 LT, #ILWIA YL AT ET 7 A A% {ER Ll L £,
[Create a Wireless Profile] ¥4 R/S U NERENET,
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ATy 71

ATvT8
ATv79

ATv 710

ATFvIN
ATy 12

ATy 713
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R19: HLWIANYLRTOT 74 ILDER

= Cisco DNA Center

Associate SSID to Profile

of n the left or Add Profile and click "Associate’
ate the S51D to Profile

SSID Name: lab3employee (Enterprise)

Associate Profile Cancsl

corporatel

lab3employee_profile

O Interface VLAN Group

management W °
) you need Anchaor for this 55107

vos Q) No

ﬂ Exit Back

[Profile Name] ([ZH LW\T A ¥ L A7 a7 7 A LD RI% ATI L, [Associate Profile] %7 U v 7 L E7,

ZDEANIA RTIE, Corporate L WHLARIOU A YL AT 7 7 A VEAERLET,

BTN LT w7y AN )y L, 20707 7 A VBT A 0 F—7 = f A% RIRL
£,

[Save] Z#7 U v 7 LTh5 [Next] 27 U w7 LET,

(SD-Access 77V r—a URE SN TOWRWERIX, ZTORXT v 7% AF% v 7 LET) , [Fabric]
T [No] Z&IRL £,

[Select Interface] 7 4 —/L RNXF/RINFE T, ZDOEAN A FTIL, Cisco DNA Center Z{# 4] L 723k SDA
TA Y VRARBIZOWTORBF L ET,

[SelectInterface] K2 v X7 7 A =2 =Lt E A3 L, lab3Employee SSID % Fij D FNE TIER L 7=
fE¥H VLAN (VLAN 160) T L £,
[Guest Anchor] 4 7"v a2 > C, [No] Z#R L £9°,

[Flex Connect Local Switching] = v 7Ry 7 A% A 712, [Save] &7 V v 7 LTHFOT w7 714 L
PR LET,

T Ty AIVNEFEELRWESE, LT a7 s AV EER L, [Savel 227 U v 7 LET,
[Next] 7 U > 7 LET,



ATv 714
ATvT15
ATv 716

AT T11
ATv7T18

ATv 719
ATFvT20

ATvIT2N

ATv72

[Network Profile] D ##EsB L. [Save] #27 UV v 7 LET,
EEBZHDA=a—TAa%27 1) v LT, [Design] > [Network Profiles] ®JIEIZER L F 97,
[Wireless Profiles] 7— 7 /L ® [Sites] ¥ T, HBYOZF 1~ 7 A )LD [AssignSite] 27 V v 7 LET,

ZDEAHA KT, HlHER LIV A YL AT 07 7 AL CTdh D Corporate D [Assign Site] 7 U
& L/iTO

[Globall] © 7 > a > C[>1 %27 VU v 7 LT, [Milpitas] =V 7 &#FRrLET,
[Milpitas] =V 7 Z &R L £ 7,

FTRTOFHA FOYHET (Building23 @ Floor 1, Floor 2, 35 X UM Floor 3, Building 24 @ Floor 1, Floor
2. BX W Floor 3) AHBWIITEINS N ET,

[OK] &2 Vw27 LT, A FERBOY A RARRXAVEZALET,

[Network Profiles Attach Template(s)] ® #ZED FiZH 5 [Bdit) 27 Vv 7 LT, ZyF—TF7A4 X UL Y

LA Xy N =27 FEICCLIN—ADT 7 L—hZBMLET,

GE) Cisco DNA Center @ [Template Editor] % » ¥ 28— KN TTRTHOT 7L — & EHRT D4
ENRbHY ET, ZORFBIOEATA FTIE, HEDO v Aa V4L X aryin—7 7
7 v 87— LT D CLIM X ORERDS LI T2d, T 7 L — h OB SWTITHEY
FIFTWERE AL, CiscoDNACenterCLIT > 'L — ME, A VT hR—2DT 107 7 A LR
ETUHEEEH L THETERVANRERET HTDICHEHTEET,

[Save] 27 U v 7 LET,

Corporate L WO ARIDOT A ¥ L AT 77 7 A /LA Milpitas =V TIZEHID B THNET, VA VL AT
7 7 A VIZiX lab3employee SSID N E ENTWNWHT-d, VAL Az hr—7 & AP 7 Milpitas = U 7
WZEIY M THND &L AP (3 lab3employee SSID # 7 7 — K% v A h LE T,

[Finish] #7 U v 7 LC, lab3employee T2 ¥ —7 74 X UL YL A Fv hU—7 ZBIMLET,
LW X —T T4 X TA YL ARy FU—7 78 [Wireless Network Settings] % v ¥ = R — RIZFERE
ﬂij‘o

F =R —=F 4 ROFBEHFEDOFEMZOWNTIE, A bOF—R—=F 4 RPR—FDEFHR (73—) %
SR LTLIEEN,

Cisco DNA Center CEXERIREEH T A —TSA X T4V LR Ry T — H#aE

% 12: Cisco DNA Center TRERIBEH T VA —TS3A X T4V LR =y b T— Y HEE

Hege 247 Bzl
UAXYLAXy NT—=T4 | THFART 4 —)LF WLAN @ SSID,
(SSID)
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B

WLAN Profile Name

TXANT 4 —V R

Cisco DNA Center T, SSID 44 1Z#:-5v 72 SSID_Profile 23
T7HNPMERIRSNET, WLAN 7' 7 7 A L4 3
RS CTERTEET,

[Policy Profile Name]

A A]

[Policy Profile Name] i% [WLAN Profile Name] & [7] U Cd
V. mETEEEA,

Cisco DNA Center TIZ WLAN 7' 12 7 7 A LT EDSN T,
Cisco Catalyst 9800 > U —RX U A ¥ L R a2 ha—F DR
Vo—7u7 7 A NVANEBICERSIINET,

[Broadcast SSID]

[On/Off] h Z VAR &

SSID VA YL AE—aryBIOn—7In& Ty n—
K&y A MTENEIDERELET,

[SSID STATE]

[On/Off] k7 VAR %

SO NINVRE L EFEALT, AP OBERE A F 2134
712 L% 7, [Admin Status] 23NN 72 > TV D HE . AP
VAL Rary be—J @M T on-EETT 7k
AR[EETT Y, AP ITIFSI EHE T4 B AN TT,

oY — [On/Off] k7 LR % v YU =R s CND Z E EMERR L E T,
[Wireless Option] A7 ar R (Radio |SSIDRAT7 v— K¥ v A RS DREFIKARELET, K

Button)

DIAX VAT a v B FEHATEET,

e v LF NV FENME (2.4 GHz, 5GHz, BLU6
GHz) ,

e R RELY Mok AF Y REE, Nv FEL
7 MERERMBH L, 24GHz F ¥ XL TO T 11—
BAEBIESE S Z LT, 24GHz & 5 GHz Dfi J7 D
BCCEMERTRER 7 T4 7 MR A | @ TR DD
72\ 5 GHz HrikcBE & £,

* 5 GHz O,
* 2.4 GHz D *,

* 6 GHz O 72,
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[Level of Security]

F7ar RZ L (Radio
Button)
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WLAND LA %2 (L2) E¥=2 VT 4R EZRELET,

Py hT—7 OB XORRGEY A 78R L ET,
A, BT o7, BIOTZ7aT ik, ZFa— L
ODRELMWAKLET, 4 b, EAT 4T, FolITE
T TEF 2T 4 LU —_"—F 4 RTXF

T, MDA TV a rERTE £,

s [Enterprise] : ENENDF = vV Ry 7 A% A AT
% = LT, [WPA2] & [WPA3] O Dt F = U5 ¢
REERETE ET,

GE) Wi-Fi Protected Access (WPA2) T,
CounterMode & B 57 1 v 7 #E{ A v & —
VHGFa— R ba v zER L, &
0GR 72 m R SR T L T Y XA

(AES-CCMP) 2MEF EivET,

WPA3 %, WPA DFcHi/\—V 3 > CF, ZiuL, WiFi
Xy NI —7 ORFGEE R AL Z T 571 hav ek
T —DAA—FTT, WPA3SZ L X —TFF A4
RF, BT 47 T 2y U= HIZ, £V
BWIL—ROtXa U747 e halzigLE
7T

2.4 GHz B X V5 GHz IO B+ %~ F 3
REMEDT G, WPA2 BN T HMERH Y 5
(WPA3 (347> 2 CF) , 24GHz, 5GHz, &
N6 GHz #ik &2 L=~/ F Ny REIEDEA
CiscolOS U U —RZ 17.7 LI Z#EH L7127 /314 X T6
GHz 17k 2 BIER[BEIC 5 ITIL, WPA3 A&z L
WPA2 % 5T D BN H Y £7,

[Personal] : ZNENDT = v IV Ry 7 A%F T 5
- L. [WPA2] & [WPA3] DI Ot ¥ = U 7 ¢ 72
FEARETEET, T 740 FTIEL, [WPA2] F = v
TR 7 ANHBI 72> TUWVET, [Personal] % &R
L7=%&1%., [Passphrase] 7 4 —/L RIZ/RA 7 L—X
X—HZANLET, ZOXF—1F, 7747 L3
P —N—DTXT VA XAv A —F%— (PMK) &L
TR ET,

Gx) WPA3 /X— Y F UL, NAT— R_N— 2
DR RFE T 2 2 21X - T,
ANT—F =Tk R b L £,
ZHCEY ., T— b T — AREESE
DXL ICHEEC 72 0 RIS D K




TR £,

WPA2 /S— Y FILDFEIE, A b, BT 4 7,
FoFZ 7T LUV T, FHEEHEFF— (PSK) &4 —
N—F 4 RT&EFET, EALT 4T L~YLTPSK %
F—=R—=F A4 FTHL, HHOT T ITH LOREE
WAL E9, sEic Wik, TEHFRitAEF—n4—
N=F 4 K| 2L T3,

2.4 GHz B X V5 GHz IO B+ %5~ L F 3
REMEDY S, WPA2 Z BN T H2MERH Y £5

(WPA3 (347> 2 CF) , 24GHz, 5GHz, &
N6 GHz #I A L 7=~ LV F 30 REIEDSE .

CiscolOS U U —RZ 17.7 LB ZHEH L7=T /314 X T6
GHz 17k 2 BER[BEIC T 5 1TIL, WPA3 A&z L
WPA2 Z# N T 2N H Y £7,

(A7 3 ) WPA2-Personal D4 . IROFIEE FE
fTLTCw A FHEFA¥— (MPSK) Ha— k&K
LET,

1. [Configure MPSK] %7 UV v 7 L& 7,

2. [Configure MPSK] %A 7 & Z'7R v 7 AT, [Addto
anMPSK] % 72 V v 7 LE3, &K 550 MPSK
ZBMTXET,

3. [Priority] K w7 &7 U 2 ks HESCIEN 4 3
RLET,

GE) PESENERT 0 2 — A3 0 Web 785
(CWA) Flex E— FTEI LTV
WA, WLAN ~D 27 47 v |k
P NI 2 FTREMED N B 0 7,
[Passphrase Type] K2 v X7 U X
RN, WNATL—RZ A T aER L
*7,

4. [Passphrase] 7  —/L RIZ, NAT7 L —X%& ASjL
£7

5 [Savel] 7 Vw2 LET,

MPSK X, WPA2-Personal DL A ¥ 2 X2V FT 4D
HEICHEAINET,
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* [Open Secured] : [Assign Open SSID] K&z v 7 X 7Y
A NING, VATV M A =7 TleF 27 72SSID
VXA VLT N LoD A—7 SSID #iEIR L *
T A=TrTEFXaTRAR) Ui X2 YT o
JARS o Y |- N/ = S

G¥) Fast Transition X, A — 7 CEX a7 7
SSID (213 T& 1A,

«[Open] : =7 L 72ARY =X 2 VT 4 &2 T
WEHA, TRTOT A ANEFER L TYUA LA
Xy NU—J B TEET,

[Primary Traffic Type]

Drop Box

Catalyst 9800 ¥ U —X U A ¥ L A 2> hu—7 DH,
ZOREICELY, WLAN/SSID DT v 7 AR —L L X7
VA NY — O FGRIZE B QoS SSID AR U 2 — 733 H
ShET, £ (n—hLE—F) REITIE T

TAYIINAP L VAT ULV LR 2y be—F0MT
cMoxV o randizo, GaEARY v—I2L 0 CAPWAP
~ B —NOFK DSCP ~—F v 7Nl S £,

ROAT v avrzRATEET,
s [VoIP (Platinum)] : VA ¥ L AR > kT —27 D QoS I,
TATVYVRAEFEBLOT—% N7 7 ¢ v 7 ikl
ENTHET,

« [Video (Gold)] : VA ¥ L 2%y hTU—2?D QoS 1Lt
TANTT 4 w7 Bl b S CnWET,

* [Best Effort (Silver)] : VA ¥ LA > kT —2 ® QoS
. VAY VLA T =% T 71y 7 RICO R
INTVET,

* [Non-real Time (Bronze)] : VA YLV AX >y RU—27 D
QoS 13, fEHEE O ICRIE(L STV E T,

[Fastlane]

Frzv IRy I A

ZDOF xRy 7 A, [Type of Enterprise Network] 73
[Voice and Data] DIGEIZDHF AN TE ET,

Catalyst 9800 'V —X U A ¥ LA a2 hr—7 DFE,
[Fastlane] &= v 7 7R v 7 A% A 12¢ 5 &, Fastlane E—
KCHE) QoS 23272 W £9°, Fastlane &— R H Bl
QoS TlX. 5 GHz #5 & 2.4 GHz HI8 D fj /7|Z Fastlane
EDCA 7'1 7 7 A )VHERIE SAVE T A3, [Fastlane] 7 = v
IRy I ANF Ao TWDEBRE . H4JE QoS SSID R

U —% WLAN/SSID (Ci fH S £ A,
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[Configure AAAl %27 Vw7 LT, ZmoHX—TT74XTA
YL ARy FU—2 SSID D AAA H—"—ZiBINL T
% E LE, [Drop Box] 7*5 [Authentication, Authorization,
and Accounting server] 23R L 9,

[+H1Z27Y v 7 LTH—_"—%BMLET,

GE) Catalyst 9000 > V) — X A A FH Cisco Catalyst
9800 FHAIA AT A ¥ L Ay fr—F DT
G—=TTAXVAFYLARy NV —2DSSID
2, K6 DD AAA P — R—ZHETEE
R

[Additional Server] K2 v 7' X 7 U A Kiph, H—r—D
IP7 FLAZERL £,

T T 4 TICAAA Y — =T 51, [Copy
Same Servers for Accounting] F— > 7 7R v 7 A& A T L
iﬁdo

SSID (ZRIDT o T 4 v T —R—%FRET BT,
WOFINEEFEITLET,

1. [Configure Accounting Server] K& v 7' #7 U A k)
5. [Search] 7 4 —/L RIC4 BT AN L TH——D
IPT RVRAERRT D0 T T 42 7 —r3—
DIPT RLAZRIRTEET,

2. [H1%7 Vv 7 LTH—1"—%BMLET,

GE) Catalyst 9000 * V — XA A » F H Cisco
Catalyst 9800 #LZ ALY A ¥ L 2= |k
02— QT E—TTA X TAF LA
T hU—2 D SSID IZiE, K6 2D
NI T 4 TP —R—"HETEET,

3. [Additional Server] K= v 7 X7 U X hint, H—
N=DIPT RLAZRRLET,

Cisco DNA Center Ci&, #A b L~LT SSID O—H D

AAA Y —N—REE A —/N"—TF 4 R TXET, SSIDT &
IZA—N—=F 4 RENT=—HD AAAKEZ £12, ®IGT
5 AAA r— =N o B SN H LUV WLAN 7'
7 7 A JL3 CiscoDNA Center |2 & » TERR S vE 3, 7
5707 DSSIDRA—/ =T A RZiL, AAAY—/3—T
EEEATY &, 70T HICELWEOH L WLAN 71
7 7 A /L3 Cisco DNA Center (Z K-> CTER SNV E T,




847

B

YA P LALT AAA B—R—% F—R—F 4 R 570
i, TARAAEHE T oY a = V5 0ERGH Y %
R

RCM 7 A4 7 v b DL

Fxv IRy T A

SR MMEENTEMACT RLAZEHSY SA T MaiE
HTDHIZEE, ZOF 2w IRy I AEF A2 LET,

[Mac Filtering]

Frzv IRy A

ZiX, WLANOMACT RLRATZ 4 A ) o7&
HIEBEMOL2 X2 T4 HETT,

AAA F——=F A K

Fxv IRy T A

AAAF— =T 1 NERREZANZT DT = v IRy 7 A,
FTIZFNVEITIE, ZOF v IRy 7 AITV—FREN
TWET, ZOF v IRy 7 AEFERT5120%.
[Configure AAA] A7 > a &M L CAAA T — A2 FRTE
THOMENRHY F3,

[Enable Posture]

Fxv IRy T A

RAF X TEARA L NEAIITTDHITE, ZOF =7
RNy VAL F AT LET, RAFXYEZANT DL,
[Pre-Auth ACL List Name] K& v 7F'# 7 U X hIRFEIR S
NWET, R AF ¥ Cisco Identity Services Engine (Cisco
ISE) DY —BE AT, Xy NU—Z|ZHHINLTHDHET
VERRA VDR EOEF VT AR —LDar T
AT AT DIRE (RAF ¥ L BIEEND) 2F = v
JTCEET, ZNUTEY . Xy NT—7 OREREIZT 7
Y ATHI T4 T v N ERIETEET,

[Pre-Auth ACL List Name]

Drop Box

SSIDIC~¥ v B T AT DIT/ER L2 ACL U A N4, %1%
RLUES,

GE) RAF ¥ ITIX AAARED VAT, [Configure
AAAZ 27 ) v 7 LT, =4 —T T4 XY
AV LA Xy hT—7 SSID HD AAA $—
N—ZBMLET,
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[Advanced Settings] : [FAST
TRANSITION (802.111)]

FTvarRE T
Ry 7 A

802.11r Fast Transition (FT) % it 2% WLAN DiBIND
LR2EXFa T 4RE, ROAT v a Ry @R T&
S

* [Adaptive] : 802.11r Fast Transition % 7R — K357 /3
A A& TEET, £, o 802.11r I L VIE
802.11r 7 7\A A%, FE Fast Transition JRHE T RIHfH S
HZLENTEET, ZNABT 7410 FORETT,

» [Enable] : 802.11r Fast Transition Z /NI L F 7,

» [Disable] : 802.11r Fast Transition % #E2h12 L 7,

[Over the DS] : Over-the-DS (43#3 A7 2) Fast Transition
EHINZT DT = v 7R 7 A, Over-the-DS Fast Transition
T, VAV L ART—v 2 VFBED AP 2/ L TH —
7y AP EEEL, VA YL RAary bhe—F %) LTk
EINET, VA3l AppleftDRXA T T 7T 4 AT,
T 7V N THEMNI > TWBEAETH, Over-the-DS %
NI HZ LTI,

[Advanced Settings] :
[Protected Management Frame
(802.11w)]

F 7> a v RZ 2 (Radio
Button)

[Protected Management Frame (802.11w)] T H C& 547
v a3 &, [Level of Security] TE#EIR L 725X EIZ L » TR
VET, ROFTa ZEHTELZLARHY £7,

- EE

T 4E—T I

[Required] 47> = > 1%, WPA3 TIIMZE T,

[Advanced Settings] :
Timeout]

[Session

Frxv IRy T ALK
74—V K

BRiET 520, 7947 ey ary BT 7T 4
TTh LKA RRE L E T, #PHIT 300 ~ 86,400 b
(557~ 24 ) T9, T 7 4/L b THZRFRERIE 1,800
B 304) TY,

[Advanced Settings] : [Client
Exclusion]

F v IRy 7R
74—V K

PRER DR KRB Z B A TR, VA Y VR TAT
N FRAEDRATN OB SN DM AR EL £, 77+
v b THZREERIZ 180 B (343) T,
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[Advanced Settings] : [MFP
Client Protection]

F7ar RZ L (Radio
Button)

WLAN @ 802.11w fR# I N7=FH 7 L — A O H % il 1#
THEMOEX 2V T 4E, ROF T a Ry oz
RTexEd,

* [Optional] : VA YL ART— 3 0%, VR—FEh
TV 8. IwHR#ESN-EH 7 L — L2 T,
PMF % HR—FLRVMLO T A ¥ L RART—2 g
IX WLAN ECHEFETEET, ZUBT 744 FOE
ETY,

[Required] : VA YL A7 7 A7 ME, WLAN Tt
HEINTZEHE T L2 HHTOIVERSHD £,

* [Disabled] : ffi# S N7ZEH Y L — A7 WLAN THZ)
2720 £,

[Advanced Settings] : [11k
Neighbor List]

Frzv IRy T A

WLAN @ 802.11k#&H v — > 7 %A X—U A h O %
HIEIL, VAYXY VAT TAT L MIED Ny TBLOT
IT 4T AR X VOB EHIRTEET, 774/ bk
EX, 7747 2 MPRBEEMT STV AHE (SGHz £
7213 2.4 GHz) (2K L CHIZ/R>TWET,

[Advanced Settings] : [Client
User Idle Timeout]

Check box

[Client User Idle Timeout] : WLAN O —H— 74 KL ¥

ALT T NERET DL, ZOF =y IRy I AT

WZLET,

GE) I IAT Y MIPOEE SN T — R —H—
TARVEALLT Y RELTHREINTELX
WMED 7 4 — 2 % B2 TWDGE, D77
ATV NIT I T 47 ThdERRIN, U
A¥LRAartua—7THoZA LT T M
MBS ET,
7 7 4 /v h ClX, [Client User Idle Timeout] 7%
300 bDa—Y— T A N 2 A LT T MEE
THMZ > TVET,
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NAS-ID

Ky 7FZor AR

[NAS-IDOpt] Kr v FHZ T U R D, BERZATD
X NT—2 T AP — 3R T (NASID) %R
L\ij—o

NASID DI AKX LA VT NEfRET 51, [NAS-ID
Opt] ke w7 %7 U A k)i [Custom Option] % 33841 L |
*ti&3 % [Custom Script for Opt] 7 4 —/V KIZH AKX LA T
VF R NEADLET, BAZLRTZ VT MIE, &K 31
LFEOFHT, BT, BLIOARX—REZ AN TEE
9, Cisco DNA Center TII N A X LAY ) 7 MR CT
2" < BRUOKREBOAXR—RIIMEHATEERA,

GE) Cisco DNA Center I, CiscolIOSXE U U — =&
17.7 LAB& % 32479 % Catalyst 9800 2 J — X U
AFXYVLVRA Ly br—JZ% L TOHR, HAH
LA YT RN TNASID ZHR—FLET,

(A7vay) [HzEZY 7 LT, 5loNASID ZiBIH
LET, K3 DODONASID ZBEMTE £9,

[Advanced Settings] :
[Coverage Hole Detection]

MV ARH

[Coverage Hole Detection] k7 VAR & 2 LT, I
Ly VIR — /)L O HHERE 2 AR £ 7 I3 ERIC LE T,

[Advanced Settings] : [Client
Rate Limit]

BT 4—N K

[Configure Client Rate Limit] : 7 A 7 > k L — h|[RDfE
vy MBTANLET, AR 8,000 ~
100,000,000,000 T3, fEIX 500 DfEHKTHHLERH Y £
ﬁ‘o

CiscolOSXET /XA ZAD 7 FA T v b b— MlBRDOA )72
IR DO E B T,

« Cisco Catalyst 9800-L7V A ¥ L A= k@ —F | Cisco
Catalyst9800-407V 1/ Y L X2 hr—7 B L U Cisco
Catalyst9800-807 A ¥ L' A 2> k1 —F O/l
1%, 8,000 ~ 67,000,000,000 £ > k/F T,

* Cisco Catalyst 9800-CL 7V A ¥ L A 22> h 1 —F DA%
7R#PHIZ, 8,000 ~ 10,000,000,000 £ /T,

s Catalyst 7 7 B ARA > N EOT A AfHIIAHZRT A ¥
LVZAay hae—7 OFeEEIE, 8,000 ~
2,000,000,000 £ > ~FH T,

« Catalyst 9000 > Y — X Z A+ FH Cisco Catalyst 9800
AR T A ¥ L ATy ha—F ORI,
8,000 ~ 100,000,000,000 v > ~/FT9,
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[Advanced Settings] :
Multicast Service]

[Directed

Check box

[Directed Multicast Service] : Directed Multicast Service % £
T HITIE, ZOF =y IRy 7 AeF I LET,

Gx) 57 # /)b k TlZ. Directed Multicast Service
(DMS) IZAEZhCR>TWET, 74T~
MEIDMSZfEH LT, %ER~/LFF¥ Xk
Ny hea=Fy A7 L—nE LTKE
THEIICAPIZERT D720, 7 74T b
IXERF A Y —7Riglc 20, Ny T VE

EHEIRTE ET,
[Advanced Settings] : [Radius | 7 /L AR ¥ [Radius Client Profiling] T, Z® N7 /VARZ &AL T
Client Profiling] WLAN T® RADIUS 71 7 7 A U v 7 HEhE 1213 8%)
WZLET,
GE) ZOBRREENCT HITIE. 1 DL D AAA
FTZIEPSN = =3B T,
[Advanced Settings] : [CCKM] | k 7 /L 7R % > [Configure CCKM] : Z® K Z/LRZ > % i LT, Cisco

DNA Center Cilillk ¥ —F#A 7> 3 & L CCCKM &
M LET,
[Timestamp Tolerance] : Z D7 4 —/v RiZ, CCKM %= H%h
LTV DHEBICDORFRINET, CCKM 7FA L-UL
AT LET,

G SSID |Z WPA2 F 721X WPA2+WPA3 DT o & —
TIARXELLTULAY2EF2T4DDD

BEAICDI, CCKM 2R ETEF7,

[Advanced Settings] : [11v BSS
Transition Support]

HEEOF =y IRy 7 ALK
BT 44—V K

WLAN @ 802.11v VA ¥ L A% v hU—Z7 & (WNM)
Y AR— T HOOBINMRE, UTOREEHFHTEE
‘a‘o

[BSS Max Idle Service] : WLAN D K7 A R —E R %
BT DF v IRy I A, TYvo—va rBLOH
TIE— g VEET L —LNTAPRIA YL RT T
AT MNIEALTY MEZERETEDLOICLET, 7
7V N OFREFA X —TNVTT,
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BAHA FTHRESNTWVWEIIVA—TI3ARXTAVY LR Ry NT—VEKE

RIZ:BAHA FTRESATVWEII VA —TSA XTIV LR Ry b T—JEE

pARE BT
UAYVLA Ry FU—24 (SSID) lab3employee
71— R¥%x A b SSID ST
BHA T —H A (Admin Status) AT

[Wireless Option] < /LF N REE (2.4 GHz, 5 GHz, 6 GHz)
[Primary Traffic Type] VoIP (Platinum)

AAA DFRE RE STUTZ AAA

[Level of Security] WPA2

AAA F——=F A K

[£%) (Enabled) ]

[Enable Posture] a4
RCM 7 A 7 > b OIEE *+7
[Advanced Security Options] : [Mac Filtering] 7
[Advanced Security Options] : [Fast Transition] T i 75

[Type of Enterprise Network]

BB LOF— 5

[Fastlane]

7

[Advanced Settings] : [FAST TRANSITION (802.11r)]

[Adaptive]. [Over the DS] % 4

[Advanced Settings] : [Mac Filtering]

g

[Advanced Settings] : [Session Timeout]

A, 1,800 7

[Advanced Settings] : [Client Exclusion]

. 180 %

[Advanced Settings] : [MFP Client Protection] A N
[Advanced Settings] : [Protected Management Frame] TA4E—T
[Advanced Settings] : [11k Neighbor List] I
[Advanced Settings] : [Radius Client Profiling] i
[Advanced Settings] : [Client Rate Limit] 724
[Advanced Settings] : [Coverage Hole Detection] F
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CCKM D% E *+7
NAS-ID ZH
[Advanced Settings] : [11v BSS Transition Support] [BSS Max Idle Service] : A

[Client Idle User Timeout] : 4>, 300 #>

[Directed Multicast Service] : 4>

YA bDA—N—54 FHR—FDOER

B2 D AAA BRETER SN WLAN 7 e 7 7 A /Uid, B9 A L _ATEHID YT RN TEET, A L
NV TH—=NR—=F 4 FT5L HTILOWWLAN 70 77 A RIS LRay ha—J X ya8nxd, =17,
AT 4T, BROT7a T LoULIZESSRIE T a— UL SSID &4 —N—TF 4 RT&ET, F—1_"—F 4 F&&
ETDHITIE, ROFIEEZFEITLET,

FIE

ATV TN EEMICHEZA=a—TAar%2 1) 7 LT, [Design] >[Network Settings] > [Wireless] DJIHIZER L F
ﬁ—o

ATv T2 [SSIDs] %227V v 7 LET,

AT T3 A FERL, ZAOSNAL CTHIOY A F 227 v LET,

AT w74 lab3employee SSID Zi#R L, [Edit] %27 U v 7 LE 7,
B20:SSIDH A bA—N—F 4 FEE

Cisco OF

SSIDs

ATYTE Next] %7 U v L, 8IRLIZYA bOF—R_—F 1 NRELZHELET,
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B 21: 94 bDA—N—F 1 FERE

Basic Settings

ATYT6 HKEDX—VTlSave] &7 Vw7 LT, A MZ7a 77 AV EE) B TET,
VAL Ay bha—90ROT7a Y a = IR, FOY A MeERITHIUAS YL Ay ba—F(C
REN T v aENET,

GE) SSID IZXf L CHA FL_ADA—"—F 1 REITHIHEIL. WLAN 70 7 7 A VA EZEHT
HIEERHRLEST, BIRLZYA M2FEHTD UYL A2 b —F(ZF L WLAN 7'
Ty ANANTTIZHREINTWVWAES, Yuebya=r RN ERLET,

[L2 Security]. [AAA Configuration], [NAS-ID]. [Mac Filtering]. [AP Impersonation], [Radius Client
Profiling], [CCKM, MPSK]. [Protected Management Frame (802.11w)]. [AAA Override], I
[WLAN ProfileName] D#& A KL~V TH—=NR—F 4 RTEET, MONRT A —F ZiFEET S
WZiE, 7 r—rUL LV L £,

FZRIAL4¥LXSSIDDXRTE

FARNUTAFYLA Xy hU—21%, A FBEEBO 70— L L~V TERTIVLERHY £, EFTHE, ¥R
TAXY VA Ry NI =D %UAXYLAT 077 A VITEHATEES, £0%, BEENDO 1 DLl EDOY A MU A ¥ L
AT Ty A NEED Y THIET,

ZOHEANTA FTIE, lab3guest & W IHARTOHE—DFARNTA YL ARy hU—27 (SSID) N7 mrbEYa=T i
e

FIE

ATy EEMCHirA=a—TAa%27 Y v 7 LT, [Design] >[Network Settings] > [Wireless] DJIEIZEER L
ESU AN
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ATy T2
ATvT3

ATy T4

[SSIDs] 27 VU v 27 LET,

[+ Add] 12— Y & E&bE T, [Guest] ZIR L F9,
[Basic Settings] 7 « ~ RUBFREINET,

B22:7A 74 LR SSIDZERY % 1= [Basic Settings] 7 1 > 7

Basic Settings

CiscoDNA Center Z I L CTF A N UA YL A Ry NU—7 IR E TE HHEBEDFERMIZ DWW TiL, Cisco
DNA Center Zfi [ L TEREFHER T AN UL P L X Xy hU—ZHEE (653—2) #ZRL T
W,

[Basic Settings] DIF#AZ AL, [Next] 27 UV v 27 LET,

J—27 70 —OROEHNPEREN, FANTALAYLA Xy NU—J ZREORFOTA YL AT 1
T ANVICERTE ET,

ZOEATA FAICERESNTZTARNTA Y VAR Y NU—T OREICOWVTIE, BATA RTHES
NWNTWDETFARTUAY LA Ry hT—JRE (718 X—) MM LTI EEW,
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R23: XA b DAY LR TOT 74 ILOER

SSID Name:

corporate

O Ne

AT w75 [Corporate Wireless] 7' 17 7 7 A L Z38#IR L £ 97,
ATw T 6  [Wireless Profile] 4 R/SR/VCIEdit) %27 U7 LT, YARNTIA YL ARy NT—7 5HBIILET,

24 : [Edit a Wireless Profile] 4 K/X%)L

AFw 1 [Fabric] T [No] Zi&IR L £7,
[No] Z&IRT 2 & BMOT 4 —/V RBRAEBMICRREINET,
Z DB AN A K TIX, Cisco DNA Center ] L7-3E SDA VA ¥ L ZEBHIZHOWTOHMHA L ET,

AT w78 [Doyouneed a Guest Anchor for this Guest SSID] DFEIZ & % [Yes] TR L 9,

60



¥ ) XA (Trhi—) VLAY L Z2ay ba—5OMICHEROBET 7 —BRARE S
F9, BE., FAN (Trvh—) VA¥LRarite—JF, X2 Fy NT—T DA H—Fy
Foy Y DMZEZ A FNIZH Y £77, [Yes] ZIR L7451, [Select Anchor Group] K&z > 7' &7
YA M5, SSID DT v —7 V—T%8IR L E9,

T H—IN—TEERT AT, ROFIEELZFETLET,

a)
b)

¢)
d)

g)

h)

bR HA=a—T A% 2 v LT, [Desgn] > [Network settings],
[Wireless] # 7% 27V v 7 LET,

KR OREE > U —n26 ., [Global] Z 3N L £ 97,

[Anchor Groups] &7 U v 7 LE7,

[Anchor Groups] 7 1 > R U E £,

[Anchor Group] 7—7/VC, [Add] %7 V v 7 LET,

[Anchor Group] A7 A KA > XA > ® [Anchor Group Name] 7 4 —/V K2, T —T N—T%4%
ATLET,

BHHRIA YL Aoy bon—F %7 o —L L GBINT 5121, [Add Managed WLC] &7 U
27 L. [Add Managed WLC] ¥ A 7 2 7R v 7 ZATROFNEEFEITL £,

1L TUh—%BNTET 3 A4 HDF =y IRy I A A A LET,

F N A BT HITI, [SearchTable] DiZE 7 4 — /L RIZT /NA ZADLFIO—H £ 7213584
4R AJI L, Enter ¥—%M L £,

2. [Add) &2V w7 LET,

B MU A YL Aary ba—J%27 o h—L L GBI 5121E, [Add External WLC] % 27
U w27 L. [Add External WLC] # A 7 1 7R v 7 A CIROFIEZFEITL £7,

1. [Device Name] 7 4 —/V RiZ, T34 A4 &= AN JLET,

2. [Device Series] KR v 7 X7 U A RNLTNA ALY —XERIRLET,

3. [PeerIP Address] 7 4 —/V RiZ, T DIPT KLRAEZ AT LET,

4,  (fE£) [NATIP Address] 7 4 —/V KiZ, v hU—2 T KL 2ZH (NAT) IP 7 FL A% A
HLET,

5. [MAC Address] 7 4 —/V RiZ, T34 ADMAC 7 RLAZ AN LET,
6. [Mobility Group Name] 7 + —/L RIZ, EE U T 4 F N —T 4% AL ET,

7.  ({EE) [Hash] 7 4 —/L KiZ. Cisco Catalyst9800 >V —X U A ¥ L A a2 ha—F D/
arw ANTLET,

GE) Z D7 4 —/v R, Cisco Catalyst 9800-CL VA ¥ L A2 b B —F (2D HFKR I I
£

8 [EBM (Add) 1227V >y27 LET,
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i) (EE) BFoMRTvA YL Aary b —J%7 7 —& LTGEIMT 511X, [AddExisting External
WLC] %#7 U v 7 L. [Add Existing External WLC] # A 7 0 778 v 7 ATIROFNEEFITL T,

1L TUh—%BMTE5T A AL ORI HDITF = IRy 7 A% LET,

TINA AERFRT HITIE, [Search Table] DARSE 7 1 — /L RITT NA ADLFIO—HE 1213584
A4 EiAE AN L. Enter ¥ —%ZFLFET,

2. [Add] &2 Vv Z7 LET,
j) EE) 7 v —OESENEN 2 7% & 51iX, [Priority Order] K12 v 77X 7 U A Rinb T v h—

TAYXY VLA ay ba—T7 OERIEN 2R L £,
k) [Save] &2V v 7 L%,

FEMIZ oW TIE, [CiscoDNACenter 2—H—4 A N] & [T =T V—TDFk] O My s
L TLLTEEN,
ATv 79 [SelectInterface] K12 v & 7 A =a—/nb, [guest-dmz] Z IR L 7,
guest-dmz VLAN (VLAN 125) OF A KN N7 7 ¢ v 7 B L ET,
ATYT10 [Next]#7 Vv LET,
[Portal Customization] ~*— UV NE /RSN ET,
B25: Ak DAY LRIy bT—9 R—FILDHRETA XDIER

Portal Settings

S5ID Nama:

AT v T 1M CiscoISE NIZHT LW A FiR—H L& BN 5121%. [Create Portal] 2 7 V v 7 L ¥,
[Portal Builder] X— Y BERINET,
R—HNVEFRETICKR T T2 b TEET,

62


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-7/user_guide/b_cisco_dna_center_ug_2_3_7/m_configure-network-settings.html#concept_3FEDBCEEC2F449CC950ABF06F78FD447

ATv 12

ATy 713

ATvT14

ATv 15

ATV 716

26 : [Portal Builder] BT

VERERE AN LET, D LT A PR=Z VA ETET D 0ERH Y 7,

ZDOBEATA KT, R—=Z/LDO4HiIE Lab3 Guest_Portal T4, [Portal Builder] D H 30 Bz dH 5 R
Oy A Ama—EFHTHE, R—F /LD [Login], [Registration], [Registration Success], 35 &N
[Success] X—TVENDAF A XATEXET, /2, Web R—F LDEE, 74> b, X—=Yars,
nd, BIOEREDWAIAAXTEET, F—F V%L Ea2—LT, Av—h7%2, ¥T L v b,
BXOa v Ba— ¥ TCORRFEOMRTEET,

[Save] # 7 U v 7 LC, CiscolSEh—"—ZH LWVF A MR—ZVEEHK L, AR TALFXLA Ry B
J—r U—r 7ua—|ZRYET,

LW A NR—ZIURFERINET,

[Next] 27 U v 7 LET,

[Guest SSID Configuration] ® [Summary] ~— Y RNER SN ET,

[Save] 27 U v 7 LET,

FARNT A YL A SSID (lab3guest) 7% [Wireless Network Settings] %~ & = R— RIZE RSN E T,

Xy U= 7077 A )VOES—DT[Sites] 27V v 27 LT, VA FNEEEERT DRV EZRE
E3 a8
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ATwT11
ATv 718

ATy 719
ATy T2

ATy7T2n

ATy T2

64

[Global] T[>] %7 VU v 7 LT, [Milpitas] =V 7 Z&XRLET,
[Milpitas] = VU 7 Zi&R L £ 7,

FH A FOLEETTdh 5 Building 23 @ Floor 1, Floor 2, 3 U Floor 3 & Building 24 @ Floor 1, Floor
2, BL U Floor 32 HENVIZEIRES L E T,

G¥) RANSTIT A AT, VAV VAR NU—7 a7 7 A OE) B CTTIE, 7aT7 DI
BEIRTHZELTT, 77 @ RT5E, K&z tts 2okl xy NU—J B
WH7a T EHIRLEZY, —SEOREO 7 aTIHOTUA VY LA Ry NU—7 a7y AL
ALV R EOEENTEET, MoO7aT7ICRAe5SSIDRH LA, £ii7ar D
LR AT T 7 A NVTOEEFNITIHEIL. DRy NT—T 707 7 A VDN
WCRDZENRHYET, AL 7aTICEZRDSSIDOE v M EERTI2EAIE. 7uT7 28K
DELDFY NT—7 T a7 7 A MIGEITHMERD D 77,

[OK] %727 U > 27 LT, A4 MEREOH A RV EHALET,
[Attach Template(s)] D FIZH D [+Add] % 7V v 27 LT, CLIN—ADT L — e ¥ —TFF4 X
TA¥ LR Ry NT—ZREIEMLET,

Cisco DNA Center @ [Template Editor] & > ¥ 24— RNTT X TOT S — N2 ERTLHLENDH D F
T ZOBRHBLOEANA RTIEH, FFED VAT TUAY LR arta—7 77y b7 4—A0 CLI
WS T D HFII A E 7o, 77 b— OB DWW TIEHIRY EiFTuwEH A, CiscoDNA Center
D Web X—=ADT T 7 4 ) 2—H— f L H—T 2 ZATHR— IR TNRNT A ¥ L ZFEFEIE
T — e L TTEMTEET,

[Edit a Wireless Profile] #44 K/Sx/L T [Save]l #7 U » 7 LC, fENEZRHEDOTIA YL AT R T 74
VIZBRIEL 75

lab3guest SSID BNEEDT A YL AT 07 7 A )VTBINEND T2, VA YL Aaryha—F & AP R
Milpitas = U 7IZHI D 4 THiLd &, AP Tlab3guest SSID N7 2 — R¥ ¥ XA R &I ET,

[Save]Z 7 UV v 7 LT, lab3guest ¥ A F VA YL A Ry NU—T 2B¥EDTUA YL AT BT 7 A /LITIE



27: T3 =54 XBLUS R | SSID % &L [Wireless Network Settings] % v & 1 /R— F

= Cisco DNA

Cisco DNA Center 7> @ ISE

SSIDs

REDOTBEY g = 7220 TIE, Cisco DNA Center 7> Cisco ISE 3% &

7aveya=rg (19 %—=) 2B LTLEEN,

Cisco DNA Center A L TRERIBELT A b T4V LR Ry FJ— #HE

5= 14: Cisco DNA Center % {3 L THE

AREET A N DAV LR Ry FT— ke

HEHE BAT Bz
TAY LA Ry NU—24 | TH%A 7 14— |WLAN @ SSID,
(SSID) N

WLAN Profile Name 7% A~ 7 4 — |Cisco DNA Center TiZ, SSID £ |Z%-31 T SSID Profile 237 7 # /L b
LR ELTHAESNET, WLAN 0 7 7 A VA TS U TEFRE TE

i ‘a‘o
[Policy Profile Name] TR T] [Policy Profile Name] (% [WLAN Profile Name] L[] U CToH V| T

FE A

Cisco DNA Center Tid WLAN 7'12 7 7 A LA IZHSU T, Cisco Catalyst
9800 > —X UA Y VLR oy ha—TDORY —7a 77 A VE4HN
HENIZAER S ET,
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[Wireless Option]

FTa v RE
> (Radio
Button)

SSIDN 7T H— RFF¥ A NSNARFEREZIELET, ROFT TS =
vEAHTEET,

o« v )LF N REIE (2.4 GHz, 5 GHz. B X6 GHz)

e NV RELZ MZLD~ /LT Ny REME, N> Fe L7 M
EAL. 24GHzF ¥ R TOFa—T o BLESE 52 & T,
2.4GHz & 5GHz Ol 5 O CEWER R/ 7 T4 7 MNMERR % |
W RO D 2200 5 GHz #kicBEi cx £,

*5GHz O H,
* 2.4 GHz D H,

* 6 GHz D 7,

[Primary Traffic Type]

Drop Box

Catalyst9800 > U — X U A ¥ L X a2 b u—F DA, ZOREICK
. WLAN/SSID 7 v 7 A N —AL L X7 AN — LD
B4R QoSSSID AR Y v —H S E 7, E£HE (a—HLrE—F)
HEFTIE, NI 74V INAPE VA UL LA Ay ha—F0D
MThorrV o r7Esnsdizd, B@&ERY > —I12LY CAPWAP ~v
A —NDEK DSCP ~—F v 7 3l S vk 4,

CiscoAireOS VA Y L Aay hr—J DA, ZOREIZL Y., Platinum
QoS 7' 7 7 A )L WLAN/SSID (23 H &41FE 9, WLAN/SSID Tl
TV = a VOREERE N> TOWETR, AVC T 7 7 A
JUTE S CVE+H A, FastlaneEDCA 7' 11 7 7 A JL1%, 802.11a/n/ac
(5GHz) EH7 L 802.11b/g/n (2.4 GHz) RO IR ESNE T,

 [VoIP (Platinum)] : VA YL ARy hT—27 D QoS iE, VA ¥l
AEFEBLOT = N7 7 0 v 7 HICR#Eb STV ET,

* [Video(Gold)] : VA4 YL ARy NT—27 D QoSIZET A NT 7 1 v
7 HIC b SV TVWET,

* [Best Effort (Silver)] : VA YL A%y hU—27®D QoS i, A ¥
VA T—=H bT77 4 v 7 RICOBKREILSATHET,

* [Nonreal Time (Bronze)] : VA ¥ L AR > b T —27 D QoS 1%, 1KHr
R 4 5 72 O IRl b AU TUVE T,

71— K% ¥ Ak SSID

[On/Off] k7' /v
RHE

SSIDZVAFVLAE—arBlO7e—7IRET7a—REy A M
LHMEIMERELET, T 74V NOREIL[On] TT,

[SSID STATE]

[On/Off] k7 /V
WA

CORNITNVERE CEFER LT, APOERZ A 213471 £ T,
[Admin Status] DN ENZ 72> TWDHEHE, AP IZVA LA hr—
T DN EETT 7B AAEETT A, AP IZIFB Ehix 7
A ANRNETT,
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[Level of Security] F g RE
2% %a 5 > (Radio

Button)
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WLAND LA Y2 (L2) BEX a2 VT 4 HKEXRELET, Xy hT—
7 DR ALB LOGEEY A T2 RIRLET, Y14 b, BT 47,
BLO7eTIX, ZFe—UrEEroRELMALEST, A b E
NT 4T, FE7uaT LAV TeEx 2T 4 LB
A4 RT&Ed,

WOF T arE2RMATEET,

* [Enterprise] : ZNENDTF = v IV Ry 7 A%k F AT H T LT,
[WPA2] & [WPA3] Dl DB F 2V T 4 BiF2 % E TX £7°,

Gx) Wi-Fi Protected Access (WPA2) Cld, Counter Mode
LR Ty JEEA o — UG Ea— R e o
PEERA L7, K 0sI@mER S e g T LY XA
(AES-CCMP) MMEH S ET,

WPA3 %, WPA D/ N—Y a3 T, Zhit. Wi-Fi
Fv MU —7 OFGE L S b ARt 57 e har e
T/ —DAA—FTT, WPAZZLU X —TF T 1
RE, vy T4 T T4 Fy b= HIZ, £V
WL —ROtX=2 VT 47 m ha Lzt LE
R

24GHz B X5 GHz I DA Z I B2~V F R
REMEDLGE ., WPA2 AN T 2R H Y £5
(WPA3 3472 a o T¥) ., 24GHz, 5GHz, B X
W6 GHz ik & LIz~ AT 30 REIEDEE.

CiscoI0S U U —RA 177 LIREZHEH LT2T /31 X T 6
GHz ik Z E{ErIBEIC T 5 121X, WPA3 A #hiz L
WPA2 % T 2 BN H Y 7,

s [Personal] : ZNENDT = I Ry 7 A% A NTHT LT,
[WPA2] & [WPA3] DI T DL ¥ = U F ¢ a2 e Cx £,
T 74 ETIE, [WPA2] T = v 7 Ry 7 AMENI > T E
9, [Personal] Z &R L 7235413, [Passphrase] 7 1 —/L RIZ/XA
TL—XFX—% AN LET, ZOF—IL, 7747 k&G
P R—D] T VA A~ A X —F%— (PMK) & LCEHAIN
ESg

GE) WPA3 73— YV F /UL, NAT— RR— 2 DB /233
IR T 52 L2k oT, A —F—ITkT D IRH#E
b LET, ZHICLY, T— F 7 —REEEK
BRI D DICINEEIC 72 0 | RERRD DD X 51270 F
R

WPA2 /R—YFLDFAL. A b, AT 47,
FFT7e T UL, FHRidkAE X — (PSK) 24—
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N=F A RTEFET, AT 4T L~ULTPSK %
F—=N—=F A FF L&, HlO7 a7 I3H LWREL
MR LE9, SOV TIE,  [FHRig —04—
N—=F 4 K| 22 L TTEIN,

24GHz B L ON5 GHz #DHZF 4 B~ /F R
RENMEDOL G, WPA2 N THRLERH Y £
(WPA3 |ZA 7> a o T¥) ., 24GHz, 5GHz, B &
N6 GHz #IB A i F L=~ L TF Ry REIEDEA .
(kmmsuu~xn7uh%#ﬁbtfﬂ4x16
GHz i & BErTRBIZ T 5 121X, WPA3 Z 2
sz%ﬁﬁmﬁé%%#%biﬁo

(A7 =2 ») WPA2-Personal D¥sr. IRDFIEE 5
ITL T~ AT HFFHAFF— (MPSK) YR — &k
LE7,

1. [Configure MPSK] %7 U v 7 L%,

2. [Configure MPSK] # 4 7 v 77K v 7 A, [Add to an MPSK]
7V w7 LET, K520 MPSK ZBMTE £,

3. [Priority] K v 727U A h i BESIEN 28R L £,

G¥) FESENENT 0 25 — 23 ge Web 223F (CWA) Flex £ —
RTREINTWARWES, WLAN~DZ 547
VONEER DRI T A RTREE R H Y F T,

[Passphrase Type] K2 > 7% 7 U X KNipb, 2
AT L—RG A T BIRLET,

4. [Passphrase] 7 4 —/L RIZ, SAT7 L —X% AL £,
5 [Save] 7 Vv 7 LET,

MPSK 1ZCisco AireOS VA Y L 2z ha—F THR—FENT
WEH A, MPSK X, WPA2-Personal ® 2 &% = U 7 ¢ #AIZ5E
HEnxd,

* [Open Secured] : [Assign Open SSID] K2 v 7*'H 7 U A Rk
IIAT vV A= TeXaTRSSIDICY XA LY T D
72D A—7 SSID #BIRLFE T, A—F 2 TEXFaT7RARY
lE, X2 T REBIES R £,

GE) Fast Transition |%, A — 7> Tk ¥ = 7 72 SSID (21338
HATEEHA,
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* [Open] :

tre 84T 558
«[Open] : A—F L 2R Y > —iFtX2 VT 1 2MATOEEA,
TRTCOTNAAPEFER L TIA VL ARy NT—7 |ZHE#E T
TET,
[Level of Securiy] A7 3y R [ WLAND LA Y3 %2 ) 7 RERWELET. KOFT a2 %
LBt¥x=UF g > (Radio EHCTEET,
Button)

. [WebAuth] : Web mhuﬂz%* }\dﬁﬂbi#o :@Jiil:l\ b‘x }\7/\4%
WIEREED - DI Web R—Z MU XA L7 FENRET, s
7 4V N DOFEETT,

SREHFRE DA —TF 2 SSID Z#IRE L £,
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[AUTHENTICATION Drop Box z @iif?ﬁﬁi X. [Level of Security] N C [Web Auth] 2R & TV 55
SERVER] ICDOBRIRTE ET, Web RIAEFID Web A — & LI L OGRIEY —
A~%&ELETO
* [Central Web Authentication] : FRETIE, A9 Web 7%

(CWA) ZRELET, [&/stem Settmgs] > [Settings] >
[Authentication and Policy Servers] TE# 41TV 5 Cisco ISE H—
AN—=lE, Web R —H VB LORGEY— =DMl FI12720 £9, =
NWINT 7 4V hOBRETT,

[Web Authentication Internal] : LA ¥ 3 &%=V 7 1 FNTH S
Web 58GE (Web Auth) Zfifl525 &, 7747 > ME, fAISH0
Rl 7 U A9 % £ T, Dynamic Host Configuration Protocol

(DHCP) BEXURAA v F =LY AT (DNS) DT T 4 v
J BRI EL T ENTEET, Webilal (NHE) O%BG. 77
AT MITVAIUALYLR aybo—F (& TERSNTE
R=VNWZVHFA VT FENET,

[Web Authentication External] : 77 71 7 > MM, 8 S 4172 URL
WU HZA L7 FERET, [WebAuthURL] 7 4 —/L RiZ U A L
7 R URL Z AJJ LT,

[Web Passthrough Internal] : Web /XA A/)L—(X, ¥ A FT7 7 & A
FRHEND Y Va—TarThh, Bitn 714 VHERITILEDH Y
FH A, Web/ XA ZL—FRFETIL, VA YL RA2—H—%, 1
HZ—3 -y NEPIOHTHHT 5 & X2 [Usage Policy] <— 2 U &
ALV7 hanEd, RIT—%2KRTLHE, 7747 MIA >~
A=y NefHTEET,

[Web Passthrough External] : 77 71 7> M, $5& 472 URL |2
VEA L7 hENET, [WebAuthURL] 7 4 —/L KiZ XA L7
N URL Z AL ET,

“[Open] : LA ¥ 3 LAADEF 2 U T FRET, TRTOTA
A A8 SSID ([ZHEf T 7,

[AUTHENTICATION Koy 7H g | ZOERIEIL, [ISE Authentication] 23ZR S 71TV DA T D AR

SERVER] > [ISE | A=a— T%iﬁoamdwﬁ—ﬂ—w_WWéhé#X%f &w@&47

Authentication] > [What kind FRELET, ROATvaraHTEET

of portal are you creating ° ¢

today?] s [SelfRegistered] : Z DX A FOR—H )V TlX, A MIRry hT—
JICAGBEELA VR =T 4 7 LET, IADT 7 4L hORK
i"(‘\j—o

* [Hotspot] : 802.11u " v h AR v hAR—F L ZHELET,
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HERE 247 £ EA
[AUTHENTICATION ey 7 Z oy | ZOEREIL, [ISE Authentication] 23341 S 41TV B 412D 3541
SERVER] > [ISE | A=a— TEET, YA MRRY N ICERICRIES NI RICETSND
Authentication] > [Where will Web ~—UaHELEF. KOA T a v bl cx s
your guests redirect after ° °
successful authentication?] * [Success Page] : FRAEM N L7z Z & 2R3 72 OI/ER T 2 B
NR=Y, ZOXR=Upb, FAMIBELLD ELTWexo
URL 2 AT 00N HY £7,
* [Original URL] : #8GENKENT D &, A MIBEL LS ELTW
72t URLICHEBIIC U XA L7 FENET, THRBT 740
~DERE T,
* [Custom URL] : §8FEAENT D &, # A MI®EIRN L7 URL IZH
I XA LT FERET,
[AUTHENTICATION TXANT 40— | ZOERAEIL, [External Authentication] 23R XA TV BIHFEITD A
SERVER] > [External LR BIRTEET, Web FBFEH——D URL 245 ELES, ¥ 2 Mz

Authentication] > [Web Auth
URL?]

DOURLIZV A A VLT FE, Ry NT—JICRGESNE T,
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AAA DFRTE

V7

[Configure AAA] %7 Vv 7 LC, ZUF—TTFTA A TUVALTLA Xy
k7 —2 SSID 1D AAA H— "—Z B L Ta% & LE 7, [Drop Box]
75 [Authentication, Authorization, and Accounting server] % %R L &7,

[+ %27 ) v 27 LTH—_"—%EML £,

G¥) Catalyst 9000 > U — X2 A - F H] Cisco Catalyst 9800 #H 7
ABTAXY VA b a—=FDE L HZ =TT X TAY
VA FRy FU—27DSSIDIZIE, K6 DD AAAH—/3—
ERETEET,

[Additional Server] Kr v 727 U X Mph, —"—D P 7 Nl
AEBRIRLET,

THY T 4TI AAA Y — =% 51213, [Copy Same Servers
for Accounting] = v 7 Ry 7 A& A AT LET,

SSIDIZHIDT T T 4 o T — =% ET HITIE, ROTFIEEE
ITLET,

1. [Configure Accounting Server] K2 v 7% 7 J X hHvb | [Search]
74—V RIZARTE AT LTH— =D IP T RLAZRKETH
P TATT 4T —N—DIP T R AEZBRRTEET,

2. [H&E7Vy 7 LTH—"—ZBMLET,

GE) Catalyst 9000 > U — X A A+ F ] Cisco Catalyst 9800 %f
BIARTAX VAL v —FDZF—T T4 X7
AYVAFRy hU—27®SSIDIZIE, K6 >DT 7
TT AT RN ETEET,

3. [AdditionalServer] K v 7H 7 U A hind, = R—DIPT N
VAZERLE7,

Cisco DNA Center Tif, A kL~ULTSSID D—HD AAA Y —/3—
REEA— =T A FT&ET, SSID T LIlA— =T F&hiz—
HOAAARRE Z 1T, KT 2 AAA Y — =0~ v B 7 I8
LVWYWLAN 7' & 7 7 A JL7)5 CiscoDNA Center |~ & > TER S v £ 7,
B2 707 OSSIDNA—/"—F 4 RSi, AAA Y — N —TEH %
172 &, 7 T7EIZELWEOH LV WLAN 7' 1 7 7 A L3 Cisco
DNA Center (Z & » CTIER SV E 9,

YA P LLTAAA = N—%F—N—=F 4 FFL=01iF, 7/
ARG/ TR a = T H0ERHY £7,
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HHE 247 EBA
[Mac Filtering] F v IRy | TAFXLAFy NT—7 28T 5 MAC RX—ADT 7 & A E 1T
2 X2 VT4 BZENNCT AL, ZOF =y IRy 7 A% F T LE
TO
GE) MAC7 4 VZ ) T EHMTHE, VA ¥ L ALANIC
BIIL7 MAC 7 R L RIZD I WLAN ~D$EF 3T 7] X
nFET,
AAA F—NR—F (4 R Fxv IRy T |AAA A ——F 4 FEREEZAENCTIHF v IRy 7 A,
=z

TI7FNETIE, ZOF =y IRy 7 AT T V—RREINTWET,
ZOF =y IRy 7 REMEHT 5T, [Configure AAA] A 7> = V%
AL TAAA F— %5 E#éz%#%biﬁ‘

A2 —TWED T F AT b
DHEA LT T MRE

[Select] 7'+ =
NN A

AN —TWREED 7 T A T > @ [Timeout Settings] "C [Web Authentication
Internal], [Web Authentication External], [Web Passthrough Internal], %

7213 [Web Passthrough External] Zi4R L 72553513, IROWT I DFR
AEAT Y g v ERIRLET,

[Always authenticate] : A U —YREED 7 T A4 7 o~ DRFEVRAZHIT
D ij‘o

[Authenticate after] : FFiRilEN MBI 2D FETARAY =T REBIZH DV T
47Vbﬁiﬁéﬂé%ﬁ%ﬂﬁbifoﬁ%ﬁ%ﬁﬁlmw%gm
T T 7 40 NI 720 43T,

GE) FANT 7B AT Web Bl # 7 7472 M, vrA
PRI NBBIDEFIF TS e AR ETETICA Y —TFB L
WEIRT 2 Z L2 EaNTWET, HiRGENLEIZR D
EFTRAY—RECHD 7 T4 T > b GLERS D W %
RETEET, AT 10 ~ 4320045 C, 77 4/L
ME72057 T3, WLANIZw vy B 7 ESivha2—% 71—
7 RYv—& WLANIZ, Bz ECc&EEd, A —7
ZA~—IT, TA I\/I/§74’A77‘7 NMEIZAEZNZ/e D £77,
II3AT L NEALT T FBSWLAN DR Y —F 5 A ~—
WICRE SN LV EWGEAIX, 77947 T4 7
A A LNWAY =T & L TER S VET,

RCM 7 A4 T h DR

Fxv IRy
2

TR PMEENTEMACT RL ARSI T4 7 v FEIERT 5100
IOF v IRy I AT I LUET,

[Pre-Auth ACL List Name]

Drop Box

SSIDICw v B 7T BDIT/ER L7 ACL Y XA N ZERINL 77,
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[Fastlane]

Fxv IRy
A

ZDOF 7Ry 7 AL, [Type of Enterprise Network] 2% [Voice and
Data] & L TIBIREN TV OHBICOHLA T TEETS,

Catalyst 9800 >V —X U A ¥ L A 2> b —F DA, [Fastlane]
F v IRy I A%A N T D L, Fastlane ©— FTHE) QoS 23 %)
(272 £7, Fastlane E— FDHE) QoS TliX, 5GHz #ilik & 2.4 GHz
HA D512 Fastlane EDCA 7' 12 7 7 A LR E SV E T, [Fastlane]
F v IRy T ANT N2> TWDEEE, B4 B QoSSSIDAR Y 3 —
& WLAN/SSID (2 & EH A,

Cisco AireOS VA P LAy ba—J DA, ZOREIZLD,

WLAN/SSID @ Fastlane ¥ 7 2 3 H#HZ7e Y £7°, Fastlane v 7 1 &
3% & Platinum QoS 7’1 7 7 A /L5 WLAN/SSID (Zi# F &4V E T,
77V r— g ORI, AUTOQOS-AVC-PROFILE & 9 4 Rif
DAVC 7117 7 A )L L CTWLAN/SSID THINZ 2> TWET,
QoS ~¥ v %, 77 A KU —ALFMO DSCP #FHHT 5 L HICEHT
ENnET, ¥Ur A MU —AJKMETIEL, DSCP % UPfEIC~ v BV
TFTBHEEIZ, VRAADRANT T I T 4 ANRREINET,

[Advanced Settings] :

Timeout]

[Session

Frv IRy
A LB T 4 —
JV R

HEREET AR, 2F9A T by a BT 2T 4 7 ThHE
KIFMZHE L ET, &PHIL300~86,400F (545~ 24 W[ T,
F 7 )V N CHRERIL 1,800 % (304y) T,

[Advanced Settings]
Exclusion]

: [Client

Fxv IRy
ALEH T ¢ —
N

FREERM DR RIS A B2 725, VA YL AT T4 T 2 NHBFERED
TN EN DM ZRELET, T 740 F CHZRERIZ
180 (34y) T,

[Advanced Settings] :

Client Protection]

[MFP

F g RHE
> (Radio
Button)

WLAN @D 802 11w SN -7 L— A &2 HlfE4 58 Mo&

X2 UTFARE, ROF T arrfEHATEEST,

+ [Optional] : VA YLV ART—T 3 it, VR —hFINnTW3
8021w RESN/-EH T L —LEZMHHTEX, PMF AR — L
MO T A ¥ LA AT — 3 T WLAN ECHETE £,
INBT T 4V FOBRETT,

* [Required] : VA YL A2 T4 7 biZ. WLAN TIf#ESNT-%
B UL —AE2EHTIVLERDH Y 7,

« [Disabled] : fR#ESNT-FH 7 L — AN WLAN TERNZ /20 £,

[Advanced Settings] :

Neighbor List]

[11k

Frv IRy
2

WLAN @ 80211k #fH B2 —I U 7R A N—VU X NOFEHEHEIL, 7
AVYVRAITTGAT U MNCEDR v TRBIVT VT 4T A% v DI
BMAHIRTEET, T 74V FREX. 7 747 MBEEf TS
NTWBHEH (5GHz £72132.4GHz) 126 L THDIC 2> TWET,
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[Advanced Settings] : [11v BSS
Transition Support]

HEOT =
Ry 7 AL
74—V K

WLAN @ 802.11v VA P L A% v hT—27 & (WNM) & HHR—k
THEDOBEMRE, LTFTORELHEHTEETS,

« [BSS Max Idle Service] : WLAN O K7 A RA¥—E 2 E2HHC
TAHEFzv IRy TR, TYIZ—arBIUOETY Y yom—
aVviNE T V—LANTAPRIA VLRI Z AT MIHA A
T MEEZBETEDHIIICLET, T 74/ MREEIA F—7
LT,

» [Client User Idle Timeout] : WLAN D7 5 A4 7 hIH 7 L— A%
ZEETIZ, VAY VAT T4 7 2 NBBEM T 5V REED AP
THER SN DR KR AZIEET DHERBEL T 4 —V FDOF = v 7
Ry I Ry FZTDHE 7T7AT 2 FPORA) =FRPEL R
D, ENANTNAL 2Oy T VHEHERHHNSNET, 77+
v MBOEITARN T, KR 300 F T,

* [Directed Multicast Service] : 7 7 A 7 > DS, <A FF ¥ A F R |

V=% a2=F XY ANA NI —LELTAP LT T4 T MNZ
EETDHEOIWCERTEDLEICTDHT = IRy I A, T 7%
VKT, ZOBREFANII> TOET,

NAS-ID

A=Ay N
DI~

[NAS-IDOpt] R v 7 X7 A NnD, LERFATDOFRy T —
7T 78R == F (NASID) Z#ERLE7,

NASID DA AZ LA )7 Mg ET 121, [NAS-IDOpt] e v
T XU A KDy [Custom Option] & 341 L, %92 [Custom Script
forOpt] 7 4 —/V RIZHAZ LA VT N AN LET, DAX LA
707 MTIE, K31 LFOEBT, T, BEOAR—2%
A1 T& F£4, Cisco DNA Center TIlIH AX LAY Y 7 MTE#R U
2. < BLEUOKBOAR—RIEHTEERA,

GE) Cisco DNA Center %, CiscolOSXE U UV — & 17.7 AR % 5
179 % Cisco Catalyst 9800 >V — X U A ¥ L A2 2 fhr—
FIZHLTDOI, BAXLAZ Y T N TNASID ¥ 7R—
FLET,

(A7vay) [HEz27V 27 LT, BIONASID ZBIMLET, &K
32O NASID ZEMNTX E7,

Cisco DNA Center Tl Cisco AireOS VA ¥ L X hr—7(2 12D
NAS ID O A & v 9, [Design] > [Network Settings] > [Wireless]
MNHH A ML~ TNASID # E#EXTXET,

[Advanced Settings] :
[Coverage Hole Detection]

KN RE

[Coverage Hole Detection] s 7 VAR & & FEH LT, 3L w Ph—b
DR REZ AR E 71T ERhlz L E T,
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[Advanced Settings] :

Rate Limit]

[Client

BT 4 — N

J7IAT b — MMBREZRET HITIE., 774 T FLb— MIRED
EE ey MNEPTANDLET, BRI 1% 8,000 ~ 100,000,000,000
T9, X 500 DIEHTHLILERH D F7°,

GE) Z ORERKIE CiscoAireOS 7 A Y L A 2> hu—F |23 H
T&EHA, CiscoAireOSVA L Rar vua—J7 D77
AT L= MIlBRBEZRET2I2E, A=a—T A%
27U > 27 LT, [Tools] >[Model Config Editor] >
[Wireless] > [Advanced SSID Configuration] Z 341 L 9,
FEICOWTIE, TR SSID OE 7 LR ER BT DAE
) AL TIESN,

CiscoIOS XE T/ ZAD 7 T4 T vk L— MNEBOFE RN 28 I3k D
LBy TY,

* Cisco Catalyst 9800-L V4 ¥ L X 22> f m—3  Cisco Catalyst
9800-40 VA YL Xz fu—7 B IO Cisco Catalyst 9800-80
AL A3y hr—7 ORI 8,000~ 67,000,000,000
vy MNETT,

« Cisco Catalyst 9800-CL 7 1 ¥ L 2 =t > h 1 —F DA Y72 1T
8,000 ~ 10,000,000,000 £~ ~/F T,

s Catalyst 7 7 ZARA > b EOVRAIHIPIAZRT A L AT b
o —F OFZNRHEPHIL. 8,000 ~ 2,000,000,000 £ kT,

« Catalyst 9000 2 U — X Z A F ] Cisco Catalyst 9800 #H 7~ A7 T A
YL Rary ku—7 OFREHEIZ. 8,000 ~ 100,000,000,000
vy MTY,

[Advanced Settings] :

Client Profiling]

[Radius

KTV ARE

[Radius Client Profiling] T, Z ¢ k7 /LR ¥ > ZfEH LT WLAN TD
RADIUS 70 7 7 AV o 7 R E 23BN LET,

GE) T OMREZ AN T HI2IE. 1 DLl ED AAA F7-1X PSN
P R NBBETT,

[Advanced Settings] :

[CCKM]

NIV RHE

[Configure CCKM] : =D k7 )V 4# > %M L T, Cisco DNA Center
TRAEX —EFHA 7> a3 L LTCCKM 20 L ET,

[Timestamp Tolerance] : = ? 7 4 —/L KX, CCKM ZH%hZ LT\ %

BICDAFRENET, CCKMFFA L~ b2 AN LET, CCKMFF
HL~YLIL, CiscoAirecOS VA YL ZAar b —F 7Ty b7 3 —Ah
I S EE A

GE) SSID {2 WPA2 F7-1% WPA2+WPA3 DL Z—TFF 4 X
LLTLAY 28X T4 BBHIEHEITDIH, CCKM
ERETEET,
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[Advanced Settings] : 47 a > R4 | [Protected Management Frame (802.11w)] TEA CT& 247 > a g,
[Protected Management Frame | > (Radio [Level of Security] CTER L2 Il L > TRV 3, kOAF T =
(802.11w)] Button) YEMEMTEDLHEAER D £7,

R

«F 4 —T L

BAHAFTEESNTWAT AN DAY LA Ry FT—VEETE

RI5G:BAHA FTRESATVWESRAFTA VLR Ry FT—VHE

HaE BE
TJA XYV ARy hT—24 (SSID) lab3guest5
7r— R¥x X | SSID ST
P AT — 2 % (Admin Status) T

[Wireless Option] < )VF N REE (2.4 GHz, 5GHz, 6 GHz)
[Primary Traffic Type] [Best Effort (Silver)]

[Level of Security] Web #BFE

[AUTHENTICATION SERVER] ISE 243

[AUTHENTICATION SERVER] > [ISE Authentication] > [What | 5 & % %5

kind of portal are you creating today?]

[AUTHENTICATION SERVER] > [ISE Authentication] > St URL

[Where will your guests redirect after successful authentication?]

AAA DFRTE

FIE S T2 AAA

AAAF—=NR—=F A F

[£%) (Enabled) ]

[Mac Filtering] Z
[Fastlane] a4
RCM 7 74 7~ b OES *+7

HHTRRE ACL TR E S D HATRGE ACL % %R
[Advanced Settings] : [FAST TRANSITION (802.11r)] T4 —T
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[Advanced Settings] : [MFP Client Protection] Fa v
[Advanced Settings] : [Protected Management Frame] T4k —TN
[Advanced Settings] : [Session Timeout] # . 1,800 £
[Advanced Settings] : [Client Exclusion] F v, 180 7
[Advanced Settings] : [MFP Client Protection] Fa v
[Advanced Settings] : [11k Neighbor List] bV
[Advanced Settings] : [Radius Client Profiling] i
[Advanced Settings] : [Client Rate Limit] ZE
[Advanced Settings] : [Coverage Hole Detection] v

CCKM DO E F

NAS-ID 22 A
[Advanced Settings] : [11v BSS Transition Support] [BSS Max Idle Service] : A >

[Client Idle User Timeout] : 4>, 300 %

[Directed Multicast Service] : 4>/

Cisco DNA Center » 5 Cisco ISEEREHx JOECa =>4

FARSSID a7 7 AR A MZEID Y THID L, CiscoDNACenter (%, 7 A KSSID 717 7 A /LD

T, MBERTEEE, A, BEIOF A MR—FNVORER CiscolSEIZ T v = LET,

FIE

AT w71 [Lab3 Guest Portal] Z3iR L C, N—X VOFEMEMER L E T,

PRIEIZHE -
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X 28: Cisco ISED 7 X biR—% )L

= ClscoISE Work Cantars - Guast ACCBES a & 8 e

Chverview Identiles identity Groups Exi bd Sources Adménistrailon Hetwork Devices Portals & Components More

Guaat Forsis
Guest Portals
Oasal Tpged
feacnt eoepn Cheota ona of P thies ore - defined portsl Typas. which you can edf, customize, snd suthoras for gusst kccess
Sepamnas Ponan

Craate

Hotspot Guast Portal (defawit) Lab3_Guost_Poral Seif-Registered Guest Poral

Chabits o AGE FORure UISMEmS and
pasvennd cradentials 19 scceds the
Pt e WOU G Oty
RIS B BIOHS S04

Wiralass Setun Sait - Registrson

Ot Pora

(datault)

CuSEN Flry Siesle e (AT BECOUNE
and e Bdred 8 UReinaTe a0l
pasveord. or wse thes social login to

ATOREE T PETADIC

@ Used n 1 rues in e Authorstion i R e
B Ausveripation selug reguied palicy ® p;:':‘_'" SEpR e

ISE |Z Lab3_Guest_Portal &\ ) A HTOFH LW A RAR—F VPR RIIET,

ATy T2 [lrules] V7 %27 VU 27 LT, Cisco DNA Center |Z & > TIERR SN IZFRFER U o — 2R L 9,
®29: 4R FR—FNLD)FA LY bKRY O—

Rule Name

R - Laed_Ouesr_Pors_RedeectPoley [
oolcy nat | Delei]
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30:5R R—=2ILDOTLE 21—

= Cisco ISE

Overviaw Identities ldentity Groups Ext Id Sowrces

Guast Portals Bages
Gt Typed

Logn
SO0 Grod

Reset Password
Spomor Poraly

Reter Password Socoess
Fegisiraion Form
Sait- Registraton SUCCEEs
Accaptable Use Policy
Change Fassweed
Apple M Browsar
Authessication Success
Eroa

Motificanons
Emal

2

Work Centers - Guest Access

Admanigtration Matwork Dovices

Page Customizations

Drcweper Pags Tom

Sign On

‘Dprional Content 1

»dd button

Fond e
== £~ &

et or MTMLY ok Prwesew 10 Seat STML randenng

Comtend Tais
Sign in

lnatrpctional Texd

Ponals & Components More
Preview Seftings.

. HIEH-TECH
AN T

Higs In
= !
B weooms w P Gusst Poral S on e ha I
B wmpume s pemaed pTvoed 1 v
i L RMAAL i
PasEWORD a
£ i 6 s

ATvT3 EEMICHDIA=a—T A a%27 Y v 7 LT, [Policy] >[Policy sets] DIEIZER L E 5,
ATy T4 [T74N b (Default) 1227V v LET,

AT 75 [Authorization Policy] (2 &) L. Cisco DNA Center [Z X > T v ¥ o SNTFGER Y U — %R L £ 9,

31:5° R  SSIDFEERY) o —

= Cisco I5E

W Defan Oetain paicy el

+ Authentication Policy [J)
> Adsorization Policy - Local Exceptions
2 Autkearization Policy - Global Exceptions

w Authorization Policy (14)

Wirsimas_WAR

R, Cusnat Por Gunnt_Faw
[ T S ———— Y .

sy Cates Suaton 0
DS _WiTH epdguess

Wiress_MAS

o Labd_ Oussr_Ports e

I_Rmdirac By g s Cates-Suos-
ENCHS_WITH abdguess

Paolicy - Policy Sets

PermitAcess

Lab3_Guost_Portad_Pr

4 @ A o
Defailt Netwoak Access e
Security Groups Hits  Actions

Guests : o @

Saloct from list a @

JE—FA T4 RADTA VYL RAERDETE

Z ZTl&. Cisco DNA Center Zffi] L T r 'Y g =7 Zi D AP % FlexConnect E— R CEHT 5V E— A7 o
ADTA X VAR T —2 OBBIZHOWTHPI L E T,
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A FERBORERIZRD LB TY,
« L7 4 (Branch5) &#¥td~7 w7 (Floor 1. Floor 2. Floor 3) 3% 575 >F =17 (New York) .

WEBNT 7 4 v 7 HOSSID (lab3branchs) &7 A~ 77 ¢ v 7 HOSSID (lab3guests) , EHLH 677 5
WD APIZLE > TT RARZ A XINET,

cFTRTOUEBT TV FOVA Y VART T 4 v I BHRTAL v F LI END, Y AALSDSDA (L 2—)
JE—FFT7 4 ZADT A ¥ L R,

TIUVFHNDTARNTALVY LA RT T 4o 730 —HANVIAAL v F o TENET, YA UL YL Aar ba—F %
N+1 HA F— RIZ72 Y, CiscoDNA Center 7 r B g =77 at® AP ZH A4 MBIV B THLERH D 3,

\}

GE) ZDEATA R T, Catalyst 9800-40 VA Y L A= fr—7 (C9800-Flex-CVD B L ¥ C9800-CVD-Nplusl)
DOWFH 7 New York = U 7ND Branch5 D ELF ¢ » ZIZEID B THNE T,

Cisco DNA Center N CiE, AP 2G4 b (U7, BAT 47, FlidvaT) 1, 774~V ENS AP O
Gt o X EEIRAPOYGETE LTHIDV Y ToNET, FEORESATYA MIFVYToNE T TFTA~ T =
A—=T TG R TAL ¥ L Aoy ba—F L1270 TY, 2F0, A4 ME, —FEZ1O20Z X —TI7A4 X T A ¥ L
Zayha—T ODFTA <V EHGR AP DL LTORED Y THERET, ZOEAHLA RTiL, Branch5H®D
Floor 1 ™ AP (%, Cisco DNA Center % /I L T C9800-Flex-CVD (7' m Y a =7 ENET,

Cisco DNA Center Ti&, AP HA[HMORER Y FR—FSINTEY, APIZT T4~V BIBELF) ULV L A2
v hue—7 L OREfT T 23 A, CAPWAP filfflEEkiz kL Lo LET, 74~ UL L RAar ha—F 3l
HATE20WEA, APIZE D U F Y UL L RAar hr—T~0 CAPWAP il # st L L 9 & LEJ, CiscoDNA
Center TlX, APE S0 A hath o X VEHNR AP DL E LTRET DI L CEESNET,

)

GE) ZOFRFBLOEANA RTHE, VA YL A3 he—7 C9800-Flex-CVD # 7' n by a =7 LT, Branchb
D Floor 1 377 A ~ U EHES AP ODEFTIC/e 5 L 91 LEd, Branch5ND AP O4E, VAL Aar b
=—7 C9800-CVD-Nplusl I%, N+1 VA ¥ L Xay ha—JEHKOE I X ) VAL Aaryin—F&
LCHsREL £,

HELZERIE
VE— LT 4 ADTA YU ARBRELZRET DHAIL. ROAIEFHEAZE L T 7ZE0,

« FlexConnect &— K™ AP M AP AA v F7R— | T PortFast ZfiH L, HRTAAL vF D WLAN DL % PR —

N LEJ, PortFast DA A v FAR— NEFKET HITIE, switch port host 2~ > RFE 721X PortFast 2~ > K& L
T, R—=hrEFRAFR—=F L LTHEHRTHIIICERELET, ZOREICEY., APOBNMTF 0 ZANEEICRY
F7J, B—HNE—RDOAP TIXVLANBI T A7 7 4 v I REEET U v U SNRWD, —TRNRETDHY R
FH0EHA, R—MNITV/EAE— FCHEHERETEET,

e FlexConnect E— KD AP T, AL VLANICY v BT ENT-a—Bh VAL v FEN5D WLAN 24T 58548
(AP AA v FR—=RMNI T 7F—F) | A= MNAFET D VLAN 27 )V—=0 7 E123HIR LT, AP BXE
IM 7= VLAN & —#H g FE 4,
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TJANYLRALA VB —T A4 ADEKTE

Cisco DNA Center Cl%, = Z—7 7 4 X WLAN &% X F WLAN 1%, /1 —H% %> F VLAN A > & —7 = A R LIEZE
NEZTALAVY VRS H =T 2 A ATHRMLET, RORIZ, ZOFRHBLOEANA RTZ U H—T T4 XBILOF X
r WLAN AICHERS SNV A P L AL v X —T 2 A A%Rm LET,

RI6:TAVLRAE—T AR

&I VLAN FERAE

branchemployee 100 IR TR, v TF U T INDUEEE T
7 4 v 7 HHD VLAN,

branchguest-dmz 110 AA v TF E®O VLAN Ta— I JLIZ A
AYFUTINDTANNT T 47
D VLAN,

N

GE¥) XA 17 VLAN (AP VLAN) i%7ElL. FlexConnect AP FEBJIZ[EA T9, FlexConnect D2 — N JVIZAA v F o
TENANT T 4 v 71E, ZOBREFHBIOEATA ROTA VL RAF T 7 AL TREIITNDEEDVLAN
THIET D720, 74—V RIZZEAOEFITRY £,

WODOFNETIL, CiscoDNA Center N CUA YL AL L H—T =2 AZHRTETHHECOWTHHALET,

1R BHHIIZ
DT varEFE T T AHICiE. SUPER-ADMIN-ROLE F 721X NETWORK-ADMIN-ROLE HERR S A BE T4,

FIE

AFYT1 AL AFZADIPT RUAETITREERM A A 4 % LT, Cisco DNA Center Web =X > Y — /L 1
A LET,

11
https://<Cisco DNA_Center IPaddr or FQDN>

AT T2 EEMIZHHZA=a—TAar%2 1 v LT, [Design] >[Network Settings] > [Wireless] DJIEIZiER L F
D

[Wireless Network Settings] % ~ ¥ =R — RAEREINE T, ROKIIHIZRL FT,
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K32: T4V LRSAE—T 4 ADEM

= Claco DMNA Center Deaign | Network Settings K -4
Metwoek  DOedcs Croderfish F AdSred Poch. 5P Profies E Telewety  Securty sed Trns
S50 (0 Bz
1 Pl o
A g

| =
Yoty irilgmar Py

B S Scran pr—
sy s (VA0 = WA e e Py s 40 Fpe A1 taverny LY Sy wengsan) PTIR LS o wpma ok Sarvery
[ —
‘Wirslass Radio Fraguency Profls @
-
RF Frotie (1)
Aoy O Sabmroed
i Tms I sy b B ey Ly s e Cgng s rgewas wagw (3 ashber] iyt Fips
- LARE AL TR T TY LT TOT TR prRapr—— N
Lo LSS IAMRARILILIAILNARE ARG LLTRULSAMAE  3AB e e Srne
THEAL BALE B RR T ERARIRT GRS RE RS AR R e e ——
secoras B Bt W 1-3 e
Wrsless Imeraces (1)
0 Twimcied

aree Rema o ik ©

ATFw T3 =¥ —T7F 4 XVLAN (branchemployee) (Zx[iind DT A ¥ L AA X —7 = A AD [Interface Name] &
[VLANID] # A1 L £,

ATy 74 B (Add) 1227V v 7 LET,



H3: T4V LRAUB—T A RDTFIZHZA v Z—T 4R & VIAN

= Clsco DNA Canter Dusigr | Ntk Samegs 3@ ad

Pertanen Drvce Credertsi B Asdrew, Pocin 5P Becitipn W iy Sacirty arc Trast

p— Create a Wireless Interface
- Wirsless interfaces {£)
{1 P Hmarchy
haen v N
o ot 4 Pt S
e . - Ty 11 srammees pen whowest
B v i 1 el e - i .
] Seinc
VLAN IO
n} L WLAN B [Py T —————
C s e
O eschguen-ame 119
o Cheeny a
[ empiome L]
[0 geesider L
maragerens Mk

Antenng Rado Profile (0)

© Seimcind
gy Profie Hems  Beam Simes Wade

i duis b9 disgley

AP Aatharization List (0]

B Semcd

|
n Berborgstion LUm Hwse = Lini Typs bt o [rmt

ZOTFNEEMEYIK LT, A FVLAN (guest-dmz) DU A YLV AL A —T oA ZA&BIMLET, ET7T
HE, MOPUTRENTND LT, 220 LNWT A VUL AL F—T = A A7) [Wireless Network Settings]
Ky v aR— RIZERRINET,

K34 ERENF-TANVYLRLA VB —T AR

= Clsco DNA Center Design | Nebwork Settirgs o @ a L

Pt Diraca Copnarmaly P Asgresa Pools 5P Profis Wi Taksrmaptry Sacuty s Trar

PoR——— Wieless Interfaces (6]

[Pry.
) Sewss Tabde -
1 Oioos!
e e it B N S W e
& Sp
Mirtprre riaariy -
O st s CrL
O  eeshempes L
O ot e S e i
O cossn an
O empioyes o
O ey (T3
] ik
o S Srow Inarts 10 (B} (1]
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IVA—TZ4XTA4¥LXSSIDDETE

TUH—TTARTATXY VA Ry hU—7 %, BREKTT o — Ry v A2 MO TE 5347 2 b WLAN/SSID 720
T, VA MEREO /0 — L L~V TEBTAHVLENDV T, TEITDHE, T X —TITA ATV T LARY N T—
JaITAYXYLATR 7 7 A VZHAL, VA VYL AT 77 A VEBEND 1 DL EOY A NMZED S THRET,

ZOHFEFEBILOE AL A FTiL, lab3branchs L WO LRTOHE—DxT 2 —F5 4 AWLANSSID X7 rbya=7

SNET,

FIE

&

ATvT2
ATvT3

ATy T4

86

EEBCHDIA=a—T A ar%27 1) v 27 LT, [Design] > [Network Settings] > [Wireless] DJIEIZE4R L
E RN

[SSIDs] =7 U v 7 LET,
[+ Add] (27— Y V% & i>H T, [Enterprise] Z3®R L F 7,

[Basic Settings] 7 «  RUBEREINET,
B:HLWI A —TS5 A X SSID #15RT % 18D [Basic Settings] 7 1 > K™

Basic Settings

P anberRn s gt

._J Prespa—
.J [R———
[ |
Cisco DNA Center 2 L T2 X —7 T4 X UL Y LA Ry T —7 FHIZERETX HHREIZOWT

1Z. Cisco DNA Center CiREA[RE/R T X —T FA X TA VYL A Xy hU—J7HEE (432—2) &%
HBLTLLEEN,

[Basic Settings] DfF#HZ AJJ L, [Next] #27 U v 7 LET,

GE) ZOBATA RAICREENT-ZZ X —T T4 X TAL VLA Ry NT—7 DEREICHONT
X, BATA RTRESNTWDIZ U H—TTA X TA Y LA Ry NT—TFEE (56 ~<—
V) BEZRL TSN,



B36:ToR—TSAXSSIDDEF1) T«

Security Settings

s
it

37: TR —T 54 X SSID DEEMERE

Advanced Setlings

SSI0 Name

@ Chani Ghar i Tiewasi 395 I Drwcned Mubsra Sarvice

.
[ o]
ATy FTE [+Add|EZ7 Vw7 LT, LAY AT ey v EBINLET,
GE) T B =T TARXTALAX VAR Y NT—=DEPFOTA T VAT BT 7 A VTHERE LTZ Y |
FLnWIA YL AT 77 A VEERL T —T T4 X TA YLV ARy T — 7 &t

L7z CT&EFET,
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B38:TAVYLRATATFANADIVE—TFAXTANY LR Xy bT—9 DR

HH0 Mame:

AT w76  [Wireless Profile Name] 2 A/ L £,
ZOEATTA RTIE, branch5 WO AHTO TV A XY L AT a7 7 A VEERLET,

ATvIT1 (SD-Access 77 U r—a UINEBASH TWARWERIL, ZOAT v 72 AFx v 7 LET) , [Fabric]
T [No] ZEHR L £,

[Select Interface] 7 4 —/L RRFERINFE T, ZTOEAH A K TiE, Cisco DNA Center Zf# ] L 72FF SDA
TA X LV ARERIZOWTORGH LET,

ATw T8 [SelectInterface] K1 v & 7 A == —7)5 [branchemployee] & ZE4R L £,

AT w79  [FlexConnect Local Switching] DAICHDHF = v 7R v 7 AxF A2 LET,

AT w710 [Localto VLAN]IZ [VLANID 100] & AL %,
TIUFWEBDNT T 4 v 7 ERIET D0, T A—TTA X UL YL Aary ha—J0D
branchemployee f > % —7 = A A% L FE LN, 77V FWEBDNT 74 v 7T RTT T T
AA v F D VLAN 100 122 —H VI AL v F o T ENFET,

ATy TN [Next] =7V w7 LET,

[Summary] ~2— (2%, SSID DEARE, B¥F=2 VT 1,
MFERENET,

E. BLXORYy hU—2sFu T v AL

=111
i
=
=
Qm

2

ATYT12 [Save] &7V v LET,

GE) Cisco DNA Center CTlx, #HEO R v N —27 707 7 A L& —0 SSID ([CB#Ef T S g4
. Flex 70 77 A )V EFEFlex TR 7 7 ANDMERHDHFy NT—7 Fa 7 7 A LI H—
@ SSID % BHEfH T 5 DIFHET TS SV, ENHDET 1T 74 LTl AP BENENIR
72HE—NR (Flex Ea—) THOHMENRHY 7,

AT w713  [Configure Network Profiles] 227 U v 7 L %9,
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AT T8 TI530F Fy NU—27 a7 7 A )L T [AssignSites] 7 U v 7 LET,

ATw 15 [New York] =V 7 #84R L £7,
T _TOTFHA FDOEAT (Building23 @ Floor 1, Floor 2, % X O'Floor 3, Building 24 @ Floor 1, Floor
2. BL W Floor 3) AHBHIITEIRS N E T,

ATvF16 [OK]ZEZ7 YV 7 LTHA MEBOYA R332 %H U, [Create a Wireless Profile] ¥ K/SR2/MIZRE D F
ﬁ—o

K39:TS5VF *y bT—9 FAT7AILTOYA LDOEIYHT

AT w17 [Attach Template(s)] D FiZH D [+Add] % 7V v 27 LT, CLIR—ADT > T L —h 2T X —T 54X
A XYL ARy NI =7 REITBMLET,
GE) Cisco DNA Center @ [Template Editor] # =~ 3 2R — RNIZH LTI TOT 7L — FEEFKL
TEBAMERSHD T, ZORFHBICEATA RTIEL, FFED VA2 UL YL A 2k
0—7 77y F 74— AT 5 CLIBESCOHGE N LB R T, 7 7 L— FOBINZ DU
TIEEY P CnEHA, 72721, Cisco DNA Center @ Web ~X— A GUI THR— kI T
WRWT A Y L ZEREIT, T L— FEEA L CEBINTE £,

LW X —TFT A X TA ¥ L ARy U —7 lab3branch5 7% [Wireless Network Settings] 4 > 3 =
A= RIZRRENET,

1 —

FlexConnect 3% E D& TE

RO TFNETIL, Cisco DNA Center % i L T FlexConnect Z 5% E T 2 FIAIZ DWW THHLET, ZOFIET, 21T+
7 VLAN &7 747> h VLAN 3% ET& £7,

FIE
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ATV TN EEMIZHEZA=a—TAar%2 1) 7 LT, [Design] >[Network Settings] > [Wireless] > [FlexConnect
Settings] DJIEIZIER L £ 77,

40: [FlexConnect Settings] R—

Chca

FlexConnact Settings

ATwFT2 Zu— )LERE T, [Native VLAN] & [AAA override VLAN] Zi%E L 9,

GE) Tu—SVBETE, =UT, EAT 407 BT BT LoULTRA T 7 VLAN & AAA
A —/N—=F 4 R VLAN &4 —N"—F f R TX T,

ETILEFEIT 44 T FlexConnect DEETE

EFETAREF, GLAVDOI—ERAAL T U NeT AL RAFEFEDOCLI T T L— & EHIZRy NT—T T34 Z|T
BHTE S, ETNA_X—ADMMLFEEIND I A X ~ A X AR ERHSEREDE » F T, IROFNATIEL, FlexConnect D
EFIVBREOFATFRIEICHOWTHI L ET,

FIE

ATy TN EEBICHHA=a—T A ar%27 U 7 LT, [Tools| > [Model Config Editor] ®JIEIZER L F9,
AT w 72 [Flex Configuration] =7 UV v 7 L ¥,
RT9T3 [Add| %7 Vv o L, it EADLET,

7m& 2E, B®Et4 & LCTbranch & A L%,

AT 74 [IP Overlap] ZHN L £,
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41:Flex EREDETIVERTE

--------

2y J—45 78774 I)LAD FlexConnect ETILERENDT v ELY

FIE

AT EEMICHHA=a—T A ar%2 1 v LT, [Desgn] > [Network Profiles] DJIEIZER L E 5,
AT w F2 [Editbranch5] X U =277 u7 7y A V&7 v 7 LET,

AT w73 [Model Config] ¥ 7% 7 U 7 L., [Add Model Config] #7 V v 7 LE7,

AT 74 [Device Type] & L T [Wireless Controller] % &R L 9,

AT 75 [Wireless] > [Flex Configuration] DNEIZ 7 U v~ 7 L, RESNTZET A ELERINLET,
ATYT6 [Add| %227 Vv 7 LTERERFLET,
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42:Flex 1y k7—52 7O 74 I~ADETILEREDEM

Cisena [N

Edit Network, Profile

FRRIALX LR SSIDDEFE

FANTALAYLA Xy U=, A FEBO 7o — )L L~V TERTHLENHD FI, EXTHE, YA B
TAXYLVA Ry NT—=INIAL Y LRAT a7 7 A MIEHASINET, VT4 YL AT a7 74 0%, BEENO 1 DLk
DA NMZEO B TOENET, ZOEANTA R T, lab3guests E WO AFIOE—DFA KN TS Y LA Ry hT—7
(SSID) Wb ya=vrInEd.

FIE

&
ATy T2

ATv7T3
ATvT4

92

EEBcHDOA=a—TA4a%2 1) v 7 LT, [Design] > [Network Settings] > [Wireless] DJIEIZER L
\iﬁ—o

[SSIDs] #27 U v 7 LET,
[+ Add] (2 — Y V& HHHE T, [Guest] ZiBIR L F7,

[Basic Settings] 7 « > RUNEKRINET,



43: 7 X LD A4 ¥ LR SSID ZVERLT 1= D [Basic Settings] 2 1« > Ko

Basic Settings

abdguents [

10 Muki band operation (7.4GHI. SGMI. 6GHI)

Best Effom (Silver]

W) o
@) o

YU: 7R SSIDDEF2Y) T 4HRE

SHID Hame
O o

Q) Wi By

L A r— PR — gl B
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45: Flex /7 X + SSID D AAAZZE

Configure AAA Server for lab3guests

VIR N0, K5

X 46: Flex 7 X | SSID D4R TE

Advanced Settings

B Name: a0 el
o i Gmabie O Ourionasl 0 manied
it L
W S et 1t W i Esrnisan 1o
5 M e o
[ B Direched Mahcan Sanics

Cisco DNA Center Z /M LT A M UL VL A Xy hU—Z IR TE T HHAEDFEMIZ W TIE, Cisco
DNA Center Zffi ] L TRXERIRE/R 7 A N UA VP LA Ry NU—JHEE (65 X—) 2L TLES
AN

ATy FE  BHETLT 4 — L RIZERZADL, Next] 227V v 7 LET,
G ZDOBATA FRICRESNTZZ X —TTA X TAL T LA Ry NT—T DEEIZDONT
T, BATA RCTEHESNTWETANTALFTLR Ry NT—TRE (18 X—V) &M
LTLEEW,
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ATYT6 FTARNIUAYLZA Ry NT—ZEBEFEO branchs VA ¥ L 270 7 7 A JWIZ#ER LE T,
47:Flex 7R | SSID~DT A ¥ LA TOT 74 ILDHEE

SRIC Mg

ATw 1 [SelectInterface] K2 v 7% 7 A =2 —7)>5 [branchguest-dmz] %8R L £ 9,

branchguest-dmz VLAN (VLAN 110) ®Z7 A s 8T 7 ¢ v 7 13#&m L E 7,
AT w78  [FlexConnect Local switching] 27 U »» 27 L., Local VLAN 110 & A/1 L £,
ATYT9 [Next] =27V w7 LET,

[Portal Customization] ~X— Y NE RSN F T,

48:Flex TR L ITA X LR SSIDDT R R—FILDHRETA R

Portal Settings

SSI0 Namie: 13l

AT w10 [Create Portal] #7 U v 2 LC, Cisco ISEIZH LWVF A MAR—HZ LEBIMLET,
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[Portal Builder] X— Y NERINET, R—HNVEERETITRTTHZEHTEET,

49 : [Flex Guest SSID Portal Builder] 1€

ATy TN BEEEREADLET,
Dl EH T A NKR—=ZNZARIEMNTDMERH Y £, ZOEATA RTIEX, A—ZLOA4RI
Lab3_Guest_Portal T9, [Portal Builder] ® K2 v 77X XA =a—%fH425 L, R—% /LD [Login],
[Registration], [Registration Success], 33 & ON [Success] X—T & WA <A A TEET, £/, Web F—
ZNVOEE, T4 b XR=Yarsry o vmd BIOERENAZIIARATEET, R—FLvaer
LE2—LT, A—h 74>, 7Ly BRI a—F TOERRFIELHERTETET,

ATvF12 [Save] &7V > 7 LT, CiscolSEh——{TH LW A MKR—=FLVEERL, YA TAFLZX Ry R
U—7 U—r 7u—|ZRYET,
ATV 13 [Next] 227V v7 LET,

[Summary] <X—1ZIE, SSID DEARRE, X =27 4, FMEE, BLOXRy NUV—2r7m77 1L
MERINET,
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ATvT14
ATv 715
ATy 716
ATy 11

ATv 718

50 : [Flex Guest SSID Summary] R—

Summary

[Save] 27 U v 7 LET,

[Configure Network Profiles] %7 V v 27 L %7,

[Branch Network Profiles] C [Assign Sites] %27 UV v 7 L¥ 9,

[New York] =V 7 Z &R L E£3, 7+ FDYET (Branch 5 ® Floor 1, Floor 2, XU Floor 3) 23 H
BAIBIRS N E T,

HERIZ, +Y 1 Fogar (Branch 5 ® Floor 1, Floor 2, B X O Floor 3) M EIR I £,

[OK] %227 U w7 LTHA MDY A RXF/VEFA U, [Create a Wireless Profile] 1 R/XR/VIZEY &
ﬁ‘o
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ATv 719
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B 51:Flex 7R R FOT7 7 A4 )LADHY A FDEY BT

Cisco

[Attach Template(s)] D TIZH D [+Add] &= 7V v 7 LT, CLIN—ADT S — e Z—TFF7 (4 X
TJA¥X LA Ry NU—JREITEBMLET,

GE)

Cisco DNA Center ® [Template Editor] 7 4 > RUNIZH BT XTOT L — b E2EHRLTE
SHERHYET, ZORFBLOEANA RTIX, FFEO VAT TA YL RAar tr—F
7'Z v b7 =BT D CLIF L OGN LE R0, 77 L— F OB OV T
D EFCWERA, 7272 L, Cisco DNA Center @ Web ~<— A GUI THHR— h T 7
TA YL AMREIL, T L —hERHEH L GEBINTE £,

LW X —TF7 A X T A YL ARy hT—7 lab3branchb 73 [Wireless Network Settings] 7 1 > K7
WIZERRESNET,

G¥)

72D AAA BRETIER S L7c WLAN 7' 7 7 A Wid, B9 A4 P~V TEID Y THZ
EMTEET, PA RLARALTH—NR=FA FT5L, HILOWLANT B 7 7 A LRT A Y
LAay he—=F T yvashEd, TVT, EAT 407 BEORTRT LALiciks
KBET/a— L SSID 24— "—F 1 RTXET,

SSIDIZHF L TCH A LD A—R—F 4 REITHHEIL. WLANT 0 7 7 A V4 & BHT
HZLEHELEST, BIRLEYA FE2EHEHTDIUVAPL A2 br—F (2R CWLAN 7' 1
T 7 ANLNRTTICRESINTWAEGES, 7ot yla=r InRBLET,

[L2 Security]. [AAA Configuration], [NAS-ID]. [Mac Filtering]. [AP Impersonation]. [Radius
Client Profiling], [CCKM, MPSK]. [Protected Management Frame (802.11w)]. [AAA Override].
B XUV [WLAN Profile Name] WA b L-LTH—NR—F 4 RT&FET, DT A —%
EWETHICIE. Za—rb LU BEI L £,



4 Z b~ SSID FA( FlexConnect X E DX TE
WOFENETIL, # A I SSID @ FlexConnect i% E Z X ET D HFIEICOWTIBH L £,

FIE

ATy TN ELBICHDHA=a—T A ar%27 1 »Z7 LT, [Design] > [Network settings] > [Wireless Flex connect
settings] DJAIZIEIN L F 5,

AT T2 Ta— N VEETHEAT 47 VLAN & AAA T—1"—F 4 RVLAN & ELE7,

Gx) TUT7. EATF 4T BIXORTe T LD a— N LEBET, X1 T 47 VLAN BL R
AAA F——F 4 RVLAN 24— "—F 4 R TxF7,

52:Flex /7 X + SSID A4 » — @ FlexConnect 5% 5E

Citco

FlexConnect Sanmings

BUAA Oimrvicis WLAM

Flex ¥ XA L SSID DETILEREIT 4 I DHRTE
ZZTClE. Flex A b SSID DEFNBELEZET A FIEICOWTHALE T,

FE
AT EEBCHDHA=a—T 2% 7Y v 27 LT, [Tools] >[Mode Config Editor] DJIEIZER L E 5,
AT w72 [Flex Configuration] %7 YV v 7 L £,

ATYFT3I [Add| 227 Vv I L, 770FT L LTCORGFLERELET,
AT w74 [IP Overlap] N L E7,
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53:Flex /7 X + SSID D€ T ILELTE

Ty rT=27OTF7AILADFlex 7Rk SSID ETILEREDI Y EY

FIE

ATYIT1 EEBIIHDHA=a—T A a2%27 1) 27 LT, [Design]>[Network Profile] DIFIZEIN L F 7,
AT w72 [Editbranch5] % v hU—27 707 7 A VEEIR L £,

AT w73 [Model Config] %7 UV w7 LT, ETNFKELZBMLET,

AT w74 [Device Type] TUVA ¥ LAz ha—TF 28R LET,

AT w75 [Wireless| > [Flex Configuration| DJIEIZZ UV v 7 LT, BREINTZETVRELZEIRL ET,
ATYT6 [Add| %7 Vv 7 LTEREZRFELET,

100



54: 52k %y cT—% FOT 7 A ILAD FlexConnect ETILREDT v ELY

.......

TAVYLARFTOT7AIDHRETAX
[Wireless Settings] %+ 3 = 7R — K @ [Wireless Radio Frequency Profile] ¥ 7 3 2 > Cld, IROBEIEEZFATTEET,

» Cisco DNA Center NIZH 5 3 DO HABIREFHRF 70 7 7 A VOKREL BRI ET S, 32ORFFun 77
A /WL, Cisco Catalyst 9800 >V —X U A ¥ L A 2 b —FNTHLHEARESNTHET,

s UAYLRAEMIZBIT D RFOSEIERMmE2MHECTCEDLIAZ LARF 707 7 A VEERT S,

* Cisco DNA Center N AP (IZEI D B THNDT 74V FDRE 77 7 AL LT, FRIREHFAEIEH AHZ A
RF 7’07 7 4 VERIRT 5,
CiscoDNA Center TAP# 7/ m B a =2 7§ 5 &, [Wireless Settings] % v v =" — RN THEINTZT 7 4/ EDRF
T 7y ANVBNEAENETR, TOREIXAP T LA — =T 4 R TXET,
WOHFRRREHFARF 70 7 7 AV EFEHTEET,

«[LOW]: 27 a7 7y A, REEY T4 7 > NOBARICH T OHEK (2.4 GHz £ 5GHz) @ RF @M% % %
L\ij—o

«[TYPICAL] : 2707 7 AL, WEEZ 747 > hOEAMICH T O (2.4 GHz & 5GHz) @ RF @fE%
FEELE T,

«[HIGH] : 2O 7 a7 7 A%, AZTT b, iR EDEHEET 747 NOFEARICH L ORI (24GHz & 5
GHz) @ RF B2 L 7,
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6=

FIE

&

ATy T2

102

Cisco DNA Center WIZ&H D 3 DD FRREFH»RF 707 7 A LT L DRFEEDFREITHOWTIL, & D 25 L
TLIE&EW,

APBRE LREEH SIZHESNT, REZNV—TIZHERTPC LEVWMEAZRE L £, KEMALREN CIXRFREN
KBS B AREMEN S B 720, TPC ZMUNIHHIE L €T, BT CRIERINL v VIR TH 2 ENEE
/Gﬁ‘o

T L— NI, EEEHELEBIZ, 7T9AT o —I U TEMEICRER 5 XD EER AT =ALTT,
T—HL— FERIEONHEAL — MNIEETDIE, 7 74T MnHilLve— 7% NI =355 4370
ERENDIENRDVET, ZORIE, AT 4 v F—2 T4 7 2 NORENBEAET 2 KB/ A —7 v A_—2
TITHHCEETT,

RF 707 7 A NVERTET DHHEIL. DCA OFFEIZEREL 52 2[NS 5720, T 5 AP 7 —7L
RF 707 7 A NVE¥722% DCA F v x/ty hTRELZWNWTLSEIN,

=P X, FYRARRESNEZHE FAAL L THR—FENTWARWEAETH, PR— &R T 0T ¥
*w%RF7n774ndmA)xh_LMT%iﬁommém%%¥ZWﬁﬁ%l®h%4/fﬁ7énfw
DM, WICHERT D LA LET, DCA TIEVR—F SN THRNTF ¥ U AP IZEIY B ToH/Rn iz
b\z/%v JERIITEEE KT LEEAN, VU —RZ 175 LB, C9800 ORFETIE, BIEN=TF ¥ X%
ABHFRIENTWD N ERINET,

[Wireless Network Settings] # > = /" — K, [Wireless Radio Frequency Profile] ¥ 7 > a > & RO £ 7,

[Wireless Settings] %~ ¥ = /R — R ® [Wireless Radio Frequency Profile] ¥ 7 > 3 (21, VA FEED 70—
S ARVTORT 7B ATEET,

77 4V N T, TYPICALRF 7 7 7 A VINT 74V DRF 707 7 A )L E LTCHRESNET, KD
B RS TUWD K 912, [TYPICAL (Default)] & #ARENDH7-OMRTEET, REFR 7 7 A )V EEHRT
HI2IE, A2 WT IO T B 7 7 A VOARIORICH DT = IV Ry 7 A% AL, V] T 74
WENRE L HT ) T LET,

55: 74V LAERAKHTO T 7ML




ZOREFBLOEAN A RTIEL, TYPICALRF 70 7 7 A LB IREINTWET, UL, FEED Y 5
AT MNRERTOEATHD Z EE/RLTNET,

T, UVE—bA7 4 ZHD FlexConnect DFFRENZ T LE LT,

AWS TR X k& 5 Cisco Catalyst9800-CL 714 YL X3 > FO—5 DE&E

ZZ T, AWS BB THRA PEND VAV LAy br—FIZ oW THHLET, ZORBETIE, AWS THRA b &
BT T F_—2D Cisco Catalyst 9800-CL VA ¥ L 2= b u—F 2 L£4, FMIIHOWTIEL, [Amazon Web
Services (AWS) ThDZ 7 7 K (C9800 CL) kil Cisco Catalyst 9800 VA YL A2 hu—F Db DEAT A ] 25
LT 7EE,

Cisco Catalyst 9800 ™ Amazon ¥ > > A A — (AMI) OEHIIX, AWS Marketplace 2> H[E#H2F1T L £7°, Cisco Catalyst
9800 >V —AX UA ¥ L A 32—, Amazon Virtual Private Cloud (VPC) @ Amazon EC2 IZ B S FJ,

YAAX, 777 K E®CiscoCatalyst9800 >V — A U A ¥ LA 2 b —JDRMJDOY U —R Tk LTIROA AL
YARLA T YR =L TVET,

C5.xlarge : 4 ©® vCPU, 8 GB ® RAM, 1 2® yNIC #{i§i 272 8GB DT 1 A7
FOBRTOENTY Y —RAEFEM LT, A2 AX A% 1,000 D AP L 10,000 D7 FA 7 2 MIAr—U 7 TEET,

AWS |Z Cisco Catalyst9800-CL 7 L XY bO—5 #EET 5 -ODEHRSEH
s DRy KT =27 ) VPC ~D~ F— R VPN #fki &2 /Ek L 37,

* Catalyst9800 'V — X U A ¥ L XA aL br—FDUA YL RAEHA X —T oA ZAMFICEHOY 7 %> FTVPC
ZER L ET,

* Catalyst 9800 >V — X U A ¥ LA =2 k@ —7F CloudFormation 7 > 7' L — K : 77 L — MNMIEBTIEIZ BB
IZHH & 5729, CloudFormation 7 7' L — MR ET HMEITH Y A, LEITS LT, WD [AWS
Marketplace] ~~— 7> 5 CloudFormation 7 /'L — h 7 7 A L& X 7 u— KL TERRTEET,

« HJ® Catalyst9800 ~' )V —RX U A YL R arv tn—7 V7 =7 U Y —2AHOD Amazon v > A VAKX A 1D
(AMI-ID) , AMI ¥ AWS Marketplace CTAFTT& £,

et X 2T 4 FOBHTA LUV AZ L A~D AP T 7B ARFHIRTXET, 2L 213, B—0BEOIP&HFEICH S
CAPWAP #FF A LT, TNHD AP DA R —F | ZHGFETEDLLHICLET, IROFIZ, AP S AWS DT A
LRy hua—JEBETEDILICT7AT A= AT MERHDLF— 2R LET,

R17: 7747 94+—ILTHRLBENHDKR—+

R—k Protocol
UDP 5246/5247/5248 CAPWAP
TCP 22 SSH. SCP
TCP 21 FTP
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R—k Protocol

ICMP ping

UDP 161, 162 SNMP/SNMP 7 » 7
TCP 443/80 HTTPS/HTTP
TCP/UDP 49 TACACS+

UDP 53 DNS Server

UDP 1812/1645/1813/1646 RADIUS

UDP 123 NTP Server

UDP 514 Syslog

AWS ~ ) Cisco Catalyst9800-CL 714/ VYL X3 FA—5DA4 VA =)L

FIE

ATy I
ATy T2

ATFvT3
ATvT4

ATy Th

ATvT6
ATy 17

104

AWS Marketplace |27 7 A LET,

AWS Marketplace T [C9800-CL| % #i5& L C. Cisco Catalyst 9800-CL 7 A ¥ L A= k1 — T Bl —
ChkROTET,

[Cisco Catalyst 9800-CL Wireless Controller for Cloud] %384 L, [Continue to Subscribe] 22 U v 7 L £ 7,

TNT 4V A bA T g ([Cloud Formation Template] (HE#E) & 7213 [Amazon Machine Image (AMI)])
EIRLET,

AMI %2R L7254, AWS 2 Y — L E 7213 AWS Marketplace 1 > % —7 = A A& & £,

WHEDTNT 4V A NA T a 2D T, H LU Catalyst 9800-CL VA YL A2 fr—F A A
KA RRIT D RIENREINET,

A VA=A TaE AR, LFONEORRZRD HIVET,

« HEYD AWS U — 3 oy

* Catalyst 9800-CL VA Y L A2 b —F D VPC (WAXLFZZT 74V 1) EA VA =LY
F)TO

* Catalyst9800-CLV A/ Y L A2 hr—JFHB L OV A Y L AEHA V7 —T = A ATHLERIPY
TEx v b,

o VPC IZBEMIT DN X2 U T 4 F—TF,

« SSH ##ft H D % — 7,

[Review and Launch] %7 U v 7 L, fEHRNPEL W &2 fERLET,
[Launch Instance] 7 U v 7 L £,



https://aws.amazon.com/marketplace

ATwv 78 [AWS Console] > [EC2] V—E RIZBEN L, 1 AX U ADRENEITHIZRHDO%FFHE T, Catalyst
9800-CL VA YL Ay ha—T f VAL AR TE D E TEOHOLENDH Y £7°,

ATwF9  Catalyst9800-CL VA Y L Ay ha—F A U AX U AZHEHD YU THNTZIP 7 KU AIZHEH L, WebUI
T4 P —REFEHLTDay0 DREL Y N T v T E{TNET,

ATFYTI0 FE, SSHZFAT U hEFERHLTA LV AZ RIS L, SLEa A4 U EREFITEY T v
RRICIERIN L 7-F% SSH ¥ — 2 E L 7,

{ﬁﬂ . ssh -1 mykeypair.pem ec2-user@<IP of the instance>

ATw TN SSH#EkT % &, Catalyst9800-CL VA Y L 2= hu—F|ZI0SXE av > R a7 MRFRENE
T, INT, A VAR ADRELFETEXFET,

IVE—TSA4X DAY LR Ry FT—% (S8SID) DERFE

TA Y VARERIREER T, VA MEEO T L SLVOBRET, ML~V TERSNIEHEEZ A —/ =T 1 FTZ
£, T7ANVETE, A MEREOR L~V THL 7 a— L L-LCBE L £,

TUH—TTARXTAY VA Ry NT—=71F, BESAKRTTe— Xy X M TE 5IES A N WLAN/SSID T,
YA MEBO 72— SV LV TERTHAVMENRDY T, EXTHE, T X —TITA X TAYLVA Ry NT—7
MIATXLAT a7 7 AVZTHEHA S, VATV LAT 07 7 A ARBEENO 1 DL EOY A MRS ToRET, =
DOGFHFR L EAT A R Tl corpevent & WO ARTDHE—DT 2 —7 5 4 XAWLAN/SSID A7 vy a =7 &R
F9, ROFNETIL, CiscoDNA Center N TZ Lo X —TTFTA X TA XL ARy NT—T ZRET D IFEIZOWTHILA
L9,

1R BHHIIZ
IOT VY arEETTAICE, 22— —7 1 7 7 A /L2 SUPER-ADMIN-ROLE ¥ 7= /3 NETWORK-ADMIN-ROLE %
Y B THZLENHY FT,

FIE

ATYT1 IPT RLAEIFEREM KA A 4% LT, CiscoDNA Center Web =& —/LiZm 74 » LET,
fi
http://<Cisco DNA Center IPaddr or FQDN>

ATy T2 ELMIbHA=a2—TAa%27 1) v LT, [Desgn]>[Network Settings] > [Wireless| DIJIEIZ R L
£
ATw T3 [Wireless Network Settings] # » 3 =R — KT, [+Add] I — Y V&G, [Enterprise] %8R L £ 7,

[Create an Enterprise Wireless Network] %4 7 12 7' 7R v 7 AMFRINE T,
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ATy T4

106

B56:74VLRRyY FT—FK

= Clsco DNA Cents [

SSID2)

57: 74X LRERY FI—UBRERADIVE—T 514 XDER

= Cilsco Db

Wireless

VERERZAN L, [Next] 227V w27 LET,
WOFEIZ, ZORMTERENIEELZRLET,

K18: T8 —TS54 X SSIDDERE

HeeE BE
TAYXY VA Xy hU—24 (SSID) Corpevent
7r— RK¥x &k SSID ST

[Wireless Option] < )VTF N REE (24GHz, 5GHz, 6GHz)
[Primary Traffic Type] [VoIP (Platinum)]
[Level of Security] 23— F L. WPA2

[Advanced Security Options] : [Mac Filtering]

7

RATVL—RAB A

<NAT L —X% N>

[Fastlane] ZF7
[Identify PSK] F7
[Deny RCM clients] ZF7




tHaE RE

[Advanced Settings] : [FAST TRANSITION (802.11r)] | [Adaptive]. [Over the DS] %4~

[Advanced Settings] : [MFP Client Protection] Fva

[Advanced Settings] : [Protected Management Frame |7 « &Z— 7 /b

(802.11w)]

[Advanced Settings] : [Session Timeout] . 1,800

[Advanced Settings] : [Client Exclusion] A, 300 %

[Advanced Settings] : [MFP Client Protection] Fva

[Advanced Settings] : [11k Neighbor List] Vg

[Advanced Settings] : [11v BSS Transition Support] [BSS Max Idle Service] : 4>
[Client Idle User Timeout] : 4>, 300 #
[Directed Multicast Service] : 4>

ATYTE U= TR—DRON=IPFRRSNET, 2 F—TTAAVALYVAXy VT =0 2BFOVA T
VAT T 7 AR LTZD, BILWIA YL AT 77 A NEER L Ty Z—T T4 X UL ¥ L
A Xy MU= w2 LY TEET,

AFYT6 [Add]ZZ7 V7 LT, HLWIA YL AT 7 7 A LEBIMLET,
58: 3y kD —H FOT 7 A IL~D SSID DREES 1+

Associate SSID to Profile

ATw T  [Wireless Profile Name] 7 4 —/V RiZ, T LWIA YL AT 77 A VDOLRTEZATILET, TOEAL
A RTiE, corpevent-profile L WS ZRIOVA YL AT a7 7 A ARERSINET,

ATw 78 [Fabric] C[No] A7 arvhR&Z 2270w LET,
ZOEAIA RTIE, Cisco DNA Center Zff i L 729F SDA U A ¥ L AJRBAIZ DWW TO LG L E 7,
[No] #3419 % & . [Select Interface] 7 4 —/L R2NHEIICF RS NET,

AT w79 [Select Interface] K2 7% 72U & kH 5 [Management] % ZE4R L £ 9,
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ATv 710
ATFvI1N

ATv 12

108

GE) NTZY 7SNV A VL Aa L hr—F 030 E R, AWSUA VL XAay hr—
TWMEREND Z &idenizh, AWS A L A3 hr—F TlELb A ¥ 2VLAN [TV A —
FENTWERA, AWS 72T Azure VA YL A2 b —F CTTFEREL FEITTHHE
. ZOFIEEZAF v 7 TXET M, CiscoDNA Center 7R 'Y 3 =2 7 Cl, AWS £721%
Azure VA ¥ L A2 hua—7 T VLAN BMEH S TWeW4E T8, FlexConnnect 7 2 —
TIZVLAN 27y v a2 H0ERH Y T, ThbDUA YL Aar hr—F T, Flex
O—HNNVAAL T T DR FR— b ZHNTWET, Cisco DNA Center TVLAN 37 B EV 3
=7 ENNWEOIZT BT, A ¥ — T = A AD [Management] % %R L £ 7,

[FlexConnect Local Switching] = v 7 /R v 7 2% 42 LET,
[Local to VLAN] 7 4 —/L RIZ VLANID 16 & AJ L £ 7,

FTRCOT T UIFNEBE N T T4 v P71, TTVF AL v FDVLANIGIZ O —HDNVIZAAL v F TSN
*7,
E59: T8 —TF54 X SSIDD VIAN DE|Y 1T

corpavant

corpavent_profile

O ves @ No

TRAFFIC SWITCHING

O Interface rince Mamna”

T management v o
0 No

B Flex Connect Local Switching 16

[Associate Profile] #7 U v 27 LC, a7 7 A V% T AL ASSIDIZHR LET,



60: %y kI—49 FOT 7 A IL~OD SSID D IEFEZREEM 1T

SSID Nama:

ATV T13 [Next| %7 V7 LCHEEZME L, [Save] 227V v 7 LET,
61: T8 —T54 X SSIDRTE ETERT 5 1=HD [Summary] R— >

Summary

AT w714 [Configure Network Profile] 27 Y » 7 L C [Network Profiles] *—IZBE L, VA VYL AT 77 A /)LD
A FEEID Y TET,
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E62: 7y bT—0TAT7AILOYA FDEIYHT

T

ATv 15 [AssignSite] 7V v 7 LET,
ATy T8 EMOBEEY U —T. [Global] > [Milpitas] = U 7 %R L %4,
%A bOBFT (Branch 5, Floor 1, Floor 2) 23HEICEIR SN E T,
ATV [OK] %227 Uy 7 LTHA MEEOY A Rk L% U, [Create a Wireless Profile] IZFR Y £,

AWSDOU A YL Ay ba—F0RFHINZET LEZL, (UL YL ARy NU—7 ORER| OBEIZBEBEIT
xF7,

TANLALRY FT—9 OER

HABLOEMATA FOZOHETIE, ZO~=2T7 1D [V a— a3 OfEE] TS T\ AR Z I8 L *
9, CiscoDNACenter |, ZD~=a2T7 /LD [TA XL ARy hU—7 D%t TERESNTZVA YL AT 07741
% Cisco Catalyst 9800-40 => ¥ —7 54 X T A ¥ L A2 hu—7 HASSO X7 (WLC-9800-2) I3k OX Cisco Catalyst
9800-CL # A b VA ¥ L Az hr—F (WLC-9800-CL) (ZHEIZER T A=A S £,

ZITHEH, UFO Ry ZETrRRZOWTHALET,
* Catalyst 9800 ~ ' U —X U A ¥ L R 2> hr—TF O LU H
« Catalyst 9800 'V — X UA ¥ LA 3 b —FDY 7 T =T A A=V DFH
e VT MU T A A—VER (SWIM) Z{#HH L7- Catalyst9800 >V —X UA YL R ary hg—7 V7 =T D
T
s Catalyst 9800-40 = X —7' 7 A X T A L Aay ta—7 TOEAANE (HA) A7 — 7V AL vFF—/3—
(SSO) DEIE
« Catalyst 9800-40 =2 % — 754 X U A ¥ L ZAa hr—F HASSO X7 DFrtya =2
* Catalyst 9800-CL 7 A N7 v H— U AL Aartn—J07neya=7
T H =T TA X T ALY LA hr—T HA SSO <7 ~DF L\ AP OZN
CHLWAP DY g =

e 7Ty T ~DH LU AP DOLE
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e Z— 3 /VRRM & 7 7 RX—Z (D RRM
o 75 % RX—Z D RRM OH L

cBMDOUA YL AKREROT L —hTFur o<

FYRADTVA VL ARFERTI Y2 —T54 X WLAN

Z 2T, Milpitas A FDF ¥ U NADUA VLV ARREZT R EY a =0 7T L HIECHONTHHALET, ZovT
VAT, VA FLAary br—9B3RHEN, 20 hr—F0f A—VREHShTTrEYa=vrSnEd, U
TOETIE, ZhHDFIECSWTHBLET,

Cisco Catalyst9800 >') —X A ¥ LR O FO—SDHRHEEE

ZOEATA RTIE, IPT RLADOHEHZFEH L C, = —F T4 AT A4 YL Aay ba—F & L TR ST Cisco
Catalyst 9800-40 VA YL A2 fu—F L XA N UL YL Aar bu—F & L TR &7 Cisco Catalyst 9800-CL 7
A¥LAarbe—7 OFEHRELET, REEZHET ORI, 73 A0 P #ft 2 AT H0ERH Y £
T, IP7 RLAOEHAEZFHEHT 2541, @274 YL A3y ha—J ORI/ ThRitZzEE b TE £9,

N

GE)  FE, BREXSRORWIOT /SA A% F87E L. Cisco DNA Center 73 Cisco Discovery Protocol (CDP) Z{#H L T,
£073 TR Vil O (VA g i A n i A W G B A G = i IS

ZOFIEORHRSEEITHKD LB TT,
«2 50 Catalyst 9800-40 VA ¥ L A= b r—F (WLC-9800-1 3 X OV WLC-9800-2) X, AX > K7 rrUA YL
Zayba—F L L TRy N =27 |28 S FE T, HA SSO X7~ 2 5O Catalyst 9800-40 7 A ¥ L A2 |
o —J DOFEEIL. %D 7 1t AT Cisco DNA Center N TITHLILET,
« NETCONF %, 9T ® Cisco Catalyst 9800 ~' UV — X U A ¥ L A 22> fr—7 (WLC-9800-1, WLC-9800-2, X
Y WLC-9800-CL) THZNI 2> T\,
¢ TXTD Catalyst 9800 'V —A UA YL A 2 ba—T7 By hU—7 EIZHY, BIEAREEOTZOIZEH TP
T RUAPRRESITOET,
*SSH7 7 BRI, =DV 2P — F—HIX—ZANTHREINZ2—F—ID XAV —FEHEHA LT, +C
? Catalyst 9800 ¥V — X U A ¥ LR 2 ha—F THMI /> TWET,
e F_TD Catalyst 9800 >V — X U A ¥ L X @ hr—F (23R X b4 (WLC-9800-1, WLC-9800-2, 35 XX
WLC-9800-CL) R E SN TWBS72H, MiH#IZ Cisco DNA Center A X h UNDEKR A MIZ L - TTF /34 &
iR cE £,

WDOFEIZ, ZOFRIFBLOEALT A FTHEMAT S Cisco DNA Center DR A "4, 7T v N7+ —LEFT /L, BLOIP
7RV AERLET,
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% 19: Cisco DNA Center D7RRA b&., TS5 v b T+ —LETIL, BLVIPF7 FLR

KRR k#&—L (Hostname) T3y b I7+—LETIL IP7 FLX

WLC-9800-1 Cisco Catalyst9800-40 7 A ¥ L 22>k n—7 [10.4.50.2

WLC-9800-2 Cisco Catalyst9800-40 7 A ¥ L 2 2> h r— |10.4.50.22

WLC-9800-CL Cisco Catalyst 9800-CL 7 A Y L A= > fhr— |10.4.48.153
7

IO, OTEEARESENTWOET,

* WLAN D™ % —7F 4 XHASSO ~7 & L THRET % 2 5D Catalyst 9800-40 V A Y L X = h v —T & fi
HLET,

«WLANEBIOZF Z R 7o A—T A4 F L Aay ha—F & LCHRET 2 Catalyst9800-CL VA Y L A2y b —F %
B LET,

AWS [ZEBA = #17= Cisco Catalyst9800-CL 74 Y L XY FO—5 DR L BE
it 7 1 ¥ 2%, o Cisco Catalyst 9800-CL VA Y L 22 hu—F L[FE LT,

WLAN BRIFAD T2 —T 54 XHASSO X7 & L THERET S Cisco Catalyst9800-40 71 YL X2 > tO—35
D&

WO FNATIX, Cisco Catalyst9800-40 7 A ¥ L A= hr—F (WLC-9800-1 35 XL O WLC-9800-2) #&Hid~ 5 Hikic>
WTH L £ T,

Flig
ATwF1  AA LD CiscoDNA Center ¥ v > ah— RICBEIL £,

AT9FT2 EEWMIHIA=a—TAar%2 1V v27 LT, [Tools] > [Discovery],
[Discovery Dashboard] 232/~ S4VE T,
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X 63: %A vy a1 R—FK

Y

ATw 73  [+AddDiscovery] 7 U v 7 LTH LWRHZ/ER L ET,
[New Discovery] 7 1 o RUNFRINE T,
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ATy T4
ATvTH

ATvT6

ATy 71

114

64: [New Discovery] 9 4 > K™

Cisco : Discovery o
o
o

[ |-;|un. :
w [P Addross/ang

oo

= Rang

0 0
10.4.174.32 10.4,174.34]
17 0
= More oBack
w I
0 Az least one CLI credential and ore SNMP credential s required
0~
'] [ B
0 o 0 -

[IP Address/Range] C [Discovery Type] IZ%F L C [Range] &7 > a v R¥ %27 U v 7 LET,
[From] 7 4 —/V RIZBHAEIP 7 KL AZ AT L, [To] 74—V NI TIP 7 FLAZATILET,

RESHTWHEIMIL 10.4.50.2 ~ 10.4.50.22 T, 2 O Catalyst 9800-40 7 A Y L 2= b —F
(WLC-9800-1 33 X O WLC-9800-2) Z#rH ¥ 2 DIzt 7 & ¢,

BEUCHER T ANL—T Ny L2 —T 24 ANRT A RS DHYA 1L, [Preferred Management IP] Tl
[Use Loopback] 7' > a VAR Z V2 &EIRL £9, ZOMOEAEIL, [Nonel F 7 avihg o zr0 v
L/i‘d‘o

ZOREBTIE, VLANI74 A o F—T =2 A APVA T L AFHA =T 2 AL LTRESNTND
728, [Preferred Management IP] |3 [None] [ZF%E SV E 9,

[CLI]. [SNMP]. &8 XU [NETCONF] 2 7' A EHRD b Z /LR H 05 [On] IR E SN TWD I & &R
]\/\ij—o
FXTO Catalyst 9800 U —RX U A YL A av hr—ZlF, MHETrEeYa=v 70l

NETCONF R ETH, U4 ¥ L A= ki—F~0 NETCONF 7 7 & 2Tl S5 = —H—ID &
SRAT— RIE, SSH /SR T — R &R LT,



ATv T8 [Advanced] 7 > = > ® [Protocol Order] T, [SSH] F = v 7Ry 7 A&A LI LET,

Telnet N7 7 4 v 7137 V7 7TFARNTHRy MUY= RIKICEHEESND 2D, BF 2 U T ¢ OMagaten
ECDAREMED B D | Telnet DA MITHELE S L EH A,

RATv 79 [Start] #7 Vv L THRIHZBBLET,

B OFEIT IR OFFMAZ RSN ET, MHPET T L, MHOFEMAERENET,
(X 65 : 1R H D

ATYv T BT o ANET Lizb, AA O Cisco DNA Center ¥ v ¥ 2R — RIZBEI L 9,
ATYvIN EEWIHDIA=a—TAar%27 V27 LT, [Provison] > [Inventory] ®IEIZEIR L E 5,
Cisco DNA Center IZFEi SN TWATNNA ZAD Y A "RFERINET, VR MIE, S 2o0

Catalyst 9800-40 VA ¥ L A2 hr—>7 (WLC-9800-1 3 O WLC-9800-2) 23& £ ¥ 9, Catalyst
9800-40 U A ¥ L 2z hm—F|Zi%, [Managed] @ [Last Sync Status] 23F RSN ET,

Z AT, Cisco DNA Center BT NA AT ZEALTA LRy N ERRHIL, T ADREELLH
TEET,

WLAN BRDST A R T7oA—TA4 Y LR bB—5 & L THEET 5 Cisco Catalyst 9800-CL 71 YL X~
FO—S DK

Cisco Catalyst9800-CL 7 A k VA ¥ L 2z hr—7F (WLC-9800-CL) @ Cisco Catalyst9800-40 7V A ¥ L A =/ fh 1 —
T EBRHT5121E, TWLAN BB O % —7F 4 X HA SSO <7 & L THEEET % Cisco Catalyst 9800-40 7 1 ¥ L-
Zary bu—7 O] OFMEEZEREDIRLET,
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DM AH A RTIE, Catalyst 9800-CL 7 A h U A ¥ L 2=z hr—F (WLC-9800-CL) ZHiHT57-0HDIP 7 KL
ADOFPIL, 1 ODOIP 7 RL A (10.4.174.36 ~ 10.4.174.36) T,

\}

(GE) MBS U T, Catalyst 9800-40 =2 X —7 T A XA UL ¥ L Aar br—7 (WLC-9800-1 35 & OV WLC-9800-2)
& Catalyst 9800-CL 7 A h A ¥ L Az hr—F (WLC-9800-CL) DiFdD IP 7 KL ADFFHZETe 1 [A]D
BT, ¥_XTOIA VL RAar be—F 5 RHTEET,

Cisco Catalyst9800 ') —X A ¥ LA AV rO—5SDYIT FIIT7TA*—CDEE

Z D7 ut AL, Cisco Catalyst 9800 U — X U A YL R Ay bua—FDFEHFDY 7 b7 =7 A A— % Cisco DNA
Center Y 7 bV =7 A A=V VRY FVIZT v 7 u— FFL720MHSNET, ROFKIZ, ZORBEMICTY v 7a—
RENTZT T b T4 =V TR 2T A A=V ERLET,

3 20: Catalyst 98002 ') —X JA¥Y LR AV FA—5DYIT I ZTA*2—2

T3y b4 —L4 YIbozF7 N—=Yay VINIIT A A=

Cisco Catalyst9800-40 7 A ¥ LA =2 [IOS XE U V — A 17.9.4a C9800-40-universalk9 wlc.17.09.04a.SPA .bin
vhke—7

Cisco Catalyst 9800-CL VA ¥ L' 2 |IOSXE U U —2% 17.9.4a C9800-CL-universalk9.17.09.04a.SPA .bin
arhhkr—7

Catalyst 9800 > U — X U A ¥ L A 22> hm— & Cisco DNA Center Off] TEIESI #5121, IOSXE VU U —* 16.10.1
PLENSEETT,

ZOT e RAE, ROFIERGENLET,
* Cisco Catalyst 9800-40 VA Y L A2 ha—JDY 7 N =T A A=V %7 v 7 —RLET,

s Cisco Catalyst 9800-CL VA ¥ L A2 fhr—TF DY 7 N 2T A A=V %7 v/ m—RFLET,

Cisco Catalyst9800-40 74 Y LAY rA—5DY I bz T7AA—PDT7 v TA—FK

WO TFNETIX, Cisco Catalyst9800-40 7 A ¥ LAz hr—F (WLC-9800-1 3 L TV WLC-9800-2) DA A—T DT v/
o— R7 et RO CEHBE LET,

FIE

ARTYvFT1 EEBIHIA=a—TAar%2 V27 LT, [Design] >[Image Repository].,
RDXIZ, [Image Repository] 7 > KU ZRLET,
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R 66: A A—SURD LY

Danagn | bmage Begowsor

i o i, S () ) (e

e v Gl s B S gl Al i

ATYT2  E‘KOWFNNEESITL T, Cisco DNA Center £ A — URY RUITBMNTAH LA A —V 2R TE
e

e VAAD Web A FnbA ATV HF T m— T 5,
e — I NN A=V A R — T B,

ATv 73 HHBDOA A—T O [Download Image] 7 A 2> %27 U v 7 LET, YAIAD Web A hinbHA A—TRH
voa—RINET,

TOEATA RTIL, A A= 1794aBNF T a— RENTNET,
R 67: 4 A —SDFH > a— K

s Mgy

Cigoo Cacalyst SBO00-40 Wireless Controller

S = e —
v
- =
——— | T
22 - i b
L
-r L
- i b
= e o - - .
it et o = :
i el Vel L==—]

ATy T4 F720X, [Import] 227 Vw7 LTHLWA A=V %AV R—MLET,
[Import Image/Add-on] A 7 2 7R v 7 ANRERINET,
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68: 4 A= DA iR— b

AT TE  [77ANDER (ChooseFile) %7 VU v LET,
AT9T6 AL Ea—HXO Catalyst9800-40 ¥ 7 b = 7 A A—VIZBEI L, HIOA A—TZBINL £,

ZDEAT A FTIE, C9800-40-universalk9 wlc.17.09.04a.SPA bin 7%&R S TWET,
AT Tl ZHETAaDI T 2T A A=V THDH2D, [Source] T [Cisco]l A7 aRA %7 U v LE

‘a‘o
ATvF8 [Import] 227 V7 LT, £ A—% CiscoDNA Center f A— URY MVIZT v 7 ur—KLET,

AT =B AN=ZT v a— ROEBPRERRINET, 7y 7m—RBRETTHE, AA O [Image
Repository] 7 1 > RUNRRINET,

ATYvT9 [FRIDERTF (ShowTasks) |#7 U w7 LT, 4 A=Y NEFIZA UAR—hENTZ EE2fERLET,

[Recent Tasks (Last 50)] % RSXEXANRFKREINET, HILWVA A=YV OERBITEE TR RIINET, IE
WICSE T LI A7 120F, o F v 7 ~—0 NEREINET,

AT w710 [Recent Tasks (Last 50)] ¥4 K/ Sx/L &AL F7,
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AT w71 [Image Repository] 7 -+ > K7 C, [Imported Images] DFEIZH D [>] %227 U w7 LT, A VKR —bIni-A
A—=YDY A NERELET,

RTYT12 To7u—RLicA A=V 77 A NVORRIZH D [Assign)| 7 Vv 7 LET,
[Assign Device Family] A KA XA VIRFRRSIVET,

R69: FINARIT7IUDENYHT

Cisco DNA
Image Repository

s COBD0-40-universali®_wio 16,1001 & 5P b &

R Pl i s ol A s e o o m

AT w713 [Cisco Catalyst 9800-40 VA ¥ L A2 b —F] Z&R L, [Assign]| 7 Vv 7 LT, 2O A=V ET
NWNART7 7 I VIZEY Y TET,

ATYT8 AALDOVRV NI DY RUZHDT /A AU A KO [Family] 5T, Catalyst 9800-40 7 A ¥ L A= >
e —F %[ o0, T ATHEMAMERAA—VOY A NEREBALET,

TNAAT 7 I Y THARRERA A =YD A M, 7y 7 u—RLIZH LA A—VRFERSNET,

AT 715  [Golden Image] DEFIA 7 UV v 7 LT, Catalyst9800-40 VA ¥ L A2 hua—F 77 v N7 4 —LDE
A A=V ELTEDIA—NT A A—Vh~—27 LET,
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10:T—IVToAA*A—=CEI—)

Cigoa Catabyss SB00-40 Winsheis Controllas

g 000 e Cheinnoniheaie symbol 00 M. 0000000 i Eertes e s

Catalyst 9800-CL # 2 h A ¥ L A= hr—F (WLC-9800-CL) (2%} L CFIESK AV KL £7,
ZOEATA RTIE, Catalyst 9800-CL 7 A h VA ¥ L Aay br—J0O7 v 7 u— A XA—=U41F
C9800-CL-universalk9.17.09.04a.SPA.bin T3,

Cisco Catalyst9800-CL 7/ ¥ L XA FOA—5DY I Iz T7A4 A—CDEH

T AA=TYRIT— AT U LTy— 7 ENLRBIITVAT LRy b —TF A A=V EHT 5 FIRICOWT
ML E,

YISz T7AA—EHE (SWIM) Z#{EH L 1= Catalyst9800 1) — X DA ¥ LAY bO—5 YT b 7DEEH
Zo7evR I, WO THEASNET,

* CiscoDNA Center f A—Y VR MU MNBLUAL VL Ry ha—FZY 7 MU =T A A—=V%EMM (Fym—
K T5,

e TIA XYL AL b —TF TCEITENTWDEY T NI 2T A AXA=V%T w7 L— K45,
W HOFNELT IZFETTDHZE L, BMEOR Yy NV BERERAF TV a—/UIHt->T, FBELZBRHIFEITTBH L1
AV a—tTHZ L TEET,

Cisco DNA Center TIE2 > I IA TV AF 2w 752 ETL, A VXU BNIHNDT AL AL T—LT A A=V E LT
V=T SNTeA A—URIENE T, T—AT A A—TNTHS LTORNT A AZIE, A X2 kU N C[Outdated]
Ev—r3nFEd, A AT U —T INTNRN—TV a3 NIA A=V EFHT LRI, A X2 bV ENERIZE
L. 7734 A [Managed] IREEIZ 72 > TWARENRH Y £,

o7 ZE, WOFIENGENET,
* Catalyst 9800-40 VA ¥ L A2 v —F DY T " T2 T A A=V T v 77 L—RKLET,
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* Catalyst 9800-CL VA Y L A b —TF DV 7 "I =T A A=V %7 v 77 L —RKLET,

Cisco Catalyst9800-40 74 Y LAY rOA—5 DY I r Dz T7A*A—=PDT7vTITL—F
RO TFNATIL, Cisco Catalyst 9800-40 VA Y L A2 b r—F (WLC-9800-1 3 X TN WLC-9800-2) Y 7 b7 =7 A
A—=VHT T L— R HECONTHIALET,

FIE

ATvT1 EEMIIHIA=a—T 2% Y »7 LT, [Provision] > [Inventory] DNEIZER L £ 7,
RATwF2 [Focus] K v 7 &7 A Rinb [Software Images] % 3R L 7,
T4 RO, AR NINOET AL ATIEITINTNWDY 7 MY 2T A A—UNERREINET,

71: [Inventory] ™2 « > K2

e

...... * g .
. L
L] o L
LI L]

ATY T3 FARAADY AR E, WO Catalyst 9800-40 VA ¥ L A=z b —F (WLC-9800-1 721
WLC-9800-2) % W2 £,
ATv 74  Catalyst 9800-40 7 A ¥ L A 2> ks 12— 7 O [Software Image] 5/ C, [Needs Update] 27 V v 7 L £7,

[Image Update Readiness Check] slide-in pane/3 &/~ &AL E T,
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ATy TH

ATvT6
ATy FT17
ATvT8

ATvT9

122

72 : [Image Update Readiness Check] ©7 « > K™

[Status] FZ, KN ZRTHEEDT A 2 ETITEE L RTHADT A AV BERRINTND Z & 2R
LET, WTFhpoF = v 7 TRIRERTRADT A a U PNERSNTWDEHEE, 77y b7+ —4hk
DARA=VIET v 77— RSN TWEEA, ZOHEATA FTIE, BRELV Y AF OfEIT0x2102 7213
0x102 THAHMENH Y ET 5, T /34 AT AE 0x0 2MEH STV 5729, [Config register check] (Z7R
WA 2 NERINET,

VIS LT, BHEDOFRER>TWLHIUA YL Aary bu—JOMEEEIELET,

[Re-Execute Check] 27 U » 7 LT, MHIRWT EAA L FEHIATLET,

GE) clock timezone IOSCLI 2= K&l L CTIOSXE 7 /351 A TH A A ‘/"\/%gﬁﬁ—g—é R
[Image Update Readiness Check] slide-in panelZ 245 2337k &1, 7 /34 A & Cisco DNA Center
D TCRIBIZER AN RSINDZ ERDY 9, Z0BEEZ 7V T7T5I2E, 7314 A
M D clock timezone 2% RZHIFRL, A X2 b TF /A A& FEH L. [Re-Execute
Check] #27 U v 7 L THIRILT £ A AV FEBEFATLET, LORER. 731 ADKH
Rin —H N F A LY — 2 TlE7< UTC R CRRSNET,

KW ER"TF =7 9T X TEIE LTS, [Image Update Readiness Check] slide-in pane% Bl U %4,
fitl> Catalyst 9800-40 VA Y L 22 b @ —F|{ZOWNWT, AT v 7 1~6 %KL ET,
Wi 470 Catalyst 9800-40 7 A ¥ L 22> hr—F (UA ¥ L AT hr—5.9800-1 33 L8 U A ¥ L %=
v hE—598002) OF =Ry s AkA AT LET,
[Actions] Ka v 7*Z 7 U A R, [Software Image] > [Image Update] % 3R L £,
[Image Update] slide-in pane3 5~ S 4L E T,
a) [Task Name] 7 4 —/V NIZ—ED4RIZATILET,
ZDE A A RTIE, c9800update & AN LE T,



73:3X9BDAN

Task Mame

]

b) [Next]Z2 Vv 7 LET,
Q) THRARALDF =y IRy 7 A% A AT LT, T/ ZAZBRLET,
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74: [T 154 ZDEIR (Select Devices) ]« > Ko

Sl Devvices

d) [Next]Z27 Vw27 LT, WAZ~AREINIZY 7 MY =T RMADOTF = v 7 ITHERET,
R75: h R LBEHFTVY

Mew Custom Check

Lt ]

e) NAX~<A ANRERLGAIL, T 7 4 /L kO [Flash check] OERIIEE T,
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76:EHA A — D DEME

Software Distribution Checks

f) [Next] Z7 Y v 27 LT, [Software Activation Checks|\Z#Z~F 9", 7 7 4+ /L k TiL, [Config register
check] & [Startup config check] 23R S LTV E T,
g) [Addacustomcheck] #7 U w27 LT, WAXLF =7 ZBMLET,

ZOHA RTIE, 774N FDOF =y 7 DHPRRENTHET,

125



77 : [Software Activation Checks]

Software Activation Checks

h) BEOT A ZANH DAL, [Next] 227 Y v 27 L. [Device Activation Order] % &R L £,
ZDOHA RTIE, T/ AR 1T ODOLNRNTED, DT NA ZADHRPNEIRENLTVET,
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ATv 710

78 : [Device Activation Order]

Dsdied Acthaation Order

L]

[Next]Z 7 U w27 LT, BT 7T A4 R_R—a BB CAZYa—VLET, AT 7T 4—
varvETSIZFEITTHINE, Now] 227 U 27 LET,

V7 MU =T NEAT I TV ARWIES (CiscoDNACenter U AR B U MB U A YL Ay ba—TF |2
Arom—RERNTWRVES) X, [Now] 4 7Y a VTRIRTE FHAN, V7 bY =7 OFiTE
THRIZIEEBIZY 7 N 02T 27 77 47T BEHIICAF P a— 1Lz, Y7 NU=TDT Y
TAR—=aVEHEORRHIAS P a— NV LT TEET, 777 40— a VRO Rr ¥ a—
APEARANE T E DA, ATV a—VINTET 7T 4 _X— 3 VR OFNZT A A~DA
A=V OEAANTE T LeWedIiz, EENRIT SRR 5 &0 ) EENRFRINET,

GE) VT RT 2T A A=V, BICAZ P a— L INTFXRy NI — 7 EHOEFEREICO
BT T T—RTHZLEHLELET,

[Software Activation After Distribution] Z A ZhZ L 97,
F721X, [Later] F 7 avRhF w270y LT, A A—VORUEHREEZFEL £,

[Software Activation After Distribution] Z N2 T 5 &, BIARERIZA A=Y BT 77 4 7{bE&hET, =
DT 7 vavik, Xora—KeT 77 4_—=va VEREBICAY P a—NAT 5D TERS, £ A=Y
DETa—RETIT A R—a VBB —DArVa—L3nl7 ot RABAELET,
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79: [Distribution and Activation] 2 4 > K9

Cochedule Task and Clean Up

a) [Next]Z7 V7 LTC[Summary] V 1 > RUIZHEL, BIRNELHERL THE, T3 AL A—=TD
B H A7 #RELET,
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80:7vTTL—FERYERET HHTDMEDHER

Summany

b) [Submit] %2 VU v LET, °
AT —H AT 4 RUNRFREIN, BHOERRIND RSNET,

81 : [Image Update Status]

Done! Image update scheduled.

-] anubaily Lohadebnd dutrian
Wil Peao
rraga Supoiary
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ATw 71 [Image Update Status] &7 U > 7§25 & BHOMEITRILY 4 RUBRERINET,

FhE, Ama—T A a3 %7 Y v 7 LT, [Activities] > [Tasks] % L ¥ 9, [Scheduled Task] 7 1 >
RUBERRINET,

82:[Scheduled Task] 7 4 > K

= Clsco DNA Conber Arbvites | Taaks

FATERBALT, A A=VORAMET 7T 4 "=V a VAT 23z TR TE £7,
B83: 4 RL—TF 1 VU Y RT LOEHH T

Cince DMNA Conter

HATNIEEICETTDE, ZATZORICT A 2y RNFoREN, THNARD L2 EARENET, 2
OEEL, FATVERBHLT, A A—VORMET 77 4 _X—va VT AR R TEET,
AT w712 [Scheduled Task] slide-in pane% B U %9,
AT 13 EEMCHIA=a—TAar%27 1V v27 LT, [Provision] > [Inventory] DJEIZEIR L T, AA D
[Provisioning] 7 4 > KU DA Xy v U U R MIED 97,
Catalyst 9800-40 7 A ¥ L 22 N —5 DA A—DE, B LI 10S A— 3 VATEH SN L Aox
LTWET,

Catalyst 9800-CL 7" A ks A P L A= hr—% (Cisco Catalyst 9800 ~'V —X U A ¥ L X 2 fua—7
-CL) (T L CFRIAEEA# KL £,

= —1

Cisco Catalyst9800-40 T> 42— 54 X 74 ¥ L X tO—3 TOH HASSO DERTE

Cisco Catalyst 9800 >V —A UA ¥ LA a ha—F Tk, 777 4 7ERIFAZ AL O HE (HA) 27—k
T AA wF A —s3— (SSO) X7 TEHET HHEEEN Y AR — F I TWE T, Cisco DNA Center Ti&, RIUA L —
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FUT VAT AN g v EETFLTWVARELEFTAD2 OO hr—S5 %K L, HASSO X7 & LTHET
DIEREDN T R — P SN TWET,

Y

GE) *HASSO #H T HHIC, RPAR— MIEHFLIIHEHIL2 Xy NU—2 2N L THERSINET, X774
NSFP £7213 A —%F v b RI-45 R— MR CT& £, &7 7 A 7N SFP HA #5513, RJ-45 LV HEELS
WET, RI-45HA OBBHIC SFP i s d &, HAXT BN r— RaivET,

*RPR— Fa Ny 7Y — Ny 7 CHEEGRT H25E1E. EE230m (100 7 1+ — ) RO —7 %l
AT E2HRELET, 30m (100 74— ) ZEXHHHEICHRETINENDIGAIT. 774N
=N EFEHALUTRP R— b &kt 52 & AHERL £,

CHEOR Y 7 ATRALY 7 MY =7 BETENTHEY, LT — hE— FIR-TOET (fv A h—2
T RO T — FE— R TT)

BT ST AT U ADEEE, RUN— Ry =T %A TR LET (Fz& 21E, C9800-LC & C9800-LF
IRT7TUV T TEERA)

* Catalyst9800-CLV A ¥ L 2 hr—J D4, WFORE~  CRICLA S —LT 7 L— K (K, H,
FoiTh) BRRLET,

s HA T Z T 201, UANCAZ > R7 s L TR &SN TV -4 Catalyst 9800 & U — R U A ¥ L A
ay ha—JNOPEFOEHEL X —%2HIRT2 2 28 LT, HIBRTD2ZE T, B3 —2Nb5H
FOITAY LAy ha—FZFULNTA MRS Y EBRFEL, AA v FA—N"—RICHEDBEET DY
AT HEBETEET,

X —TT T4 THFESTEEE SE (VY =R 171 OF 74/ ) IZERELET,

T IT 4T IATXY LAY hua—F (2T 5V v — TERVELIAEN 2) 2% ELET,

ROFNETIL, Catalyst 9800-40 VA ¥ L 2= hm—F (WLC-9800-1 35 JLUY WLC-9800-2) A HA SSO ~7" & L Tax
ET D IEIZOWTERB LET,

FIE

ATY TN EEBICHDIA=a—T A a2%27 Y 27 LT, [Provision] > [Inventory] DJIEIZEIR L E 5,

A A > @ [Provisioning] V « ¥ R IZT /A ANFRENET, 7 74 /L F Tl [Focus] iZ [Inventory] (Z5%
ESINET,

ATY T2 HASSOUVA YL Aar ha—F XT7DT T4~ VALY LAy hua—F L7p5 Catalyst 9800-40 UV 1 ¥
LAay e —SDF v IRy 7 AZRDTTH AT LET,

ZORGFB L OCHALTA FTIE, WLC-9800-2 37T A~V UYL Aary br—7 L LTERSALTY
gﬁ‘d‘o

AT v T3 [Actions] K w7 # 72U A ko, [Provision] >[Configure WLC HA]DJIEIZE-R L £,
[High Availability] slide-in paneZ3 /R SV E T,
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84 : [High Availability] 2 4 > K™

Hiah Availlability

WLC-9800~-1.cisco.local

Configure HA

AT T4 ZNTNDT 4 —)v RIZnBE e fFHa AT L, [Configure HA] %27 U » 7 L7,
WDFEIT, ZOBATA RO AER#RE RLET,

® 21 SR AKORE

T4—ILF el

Primary Cisco Catalyst 9800 2 U — X U A ¥ L &2 = | WLC-9800-1.cisco.local
ha—=>

TLEMEE P 10.4.174.132

© 4124 U Cisco Catalyst 9800 * V) — X 7 A ¥ L 2 | WLC-9800-2.cisco.local
oy hr—5 OB/

v U EMEE L IP 10.4.174.134
F v b~ A2 (Netmask) 24
GE)

[Redundancy Management IP] 33 X UY [Peer Redundancy Management IP] 7 KL A (X, U A ¥ L A%
AL HE =Tz ARLFRCIP TRy FAIZHDLILERSH Y 7,

VAL Aar bua—I WmaliEE— NIR2 EHETBHIND I LEBIMT X84 T 0l RNy 7 ARFK
RENET,

ATFv s [OK] %7 Vv 7 LTHEBL, 2B Catalyst 9800-40 VA Y L A2 hr—7 % HASSO E— NIZ L%,
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ATvT6

A YL Ay hua—7083FHiEHE) L THASSO E— RTERIND LTIy DN £7, HEA V¥ —
TxAADIPT RLA%ZETe, 774~V Catalyst 9800-40 VA Y L A2 b —TF OFT R TOHENE
714 Y Catalyst 9800-40 VA ¥ L A=z fr—F|Zabt —IE 7, Cisco DNA Center TIEA X K~
ND2O5OT AL RAay ba—J 3R RSN 20 ET, DT, 2250V Y TAEFESNH LHH—
DUAXY LAy ha—F HASSO X7 DIHMNA Ry MU IZEREINET,

ZOEANA RTIE, YA YL A3 hr—F HA SSO 27 1% WLC-9800-2 T,

JA4 YL Ay ha—7 (WLC-9800-2) Zi®ER L. [Actions] K17 &7 U A k5[ Provision] >
[ConfigureWLC HA]DJIEIZ IR % & . Catalyst 9800-40 7 1 ¥ L 2 =1 h 1 —F HA SSO ~<7 (4 %18
I mz iR cE £ 4,

Xl 85: Catalyst 9800-40 7 4 ** L A3 > k O—35 HASSO X7 DA

High Availability o m 5

REDUNDANCY SUMMARY

Primary CO800 WLC-9800-2 cisco.local
Secondary C9800 WLC-9800-1.cisco.local
Unit MAC: dd:c9:3c:0a:a3:00
Redundancy State: 550
Mobility MaC: @ dd:c9:3c:0a:e3:00
Sync Status: @ Complete
Disable HA
GE) [Disable HA] %227 U v 7§25 & i 5 D Catalyst 9800-40 UAY LRy ha—IB8ARAZ KT

0 E—RIZED, B XV AL A3y ba— BN THHAROREIC) By FEE
T, HA Z8HZT D02, VAV L RAavrba—F~0ary ) —LT I B AT HI L
FHEE L E4, HA 8RNI L721%. CiscoDNACenter ® 2> b1 —Z ZHBEHT 5101L, W
NPoOUALYLAary ha—70PT RLVALKRA NEEETLINERDHY 7,

Cisco Catalyst9800-40 T4 — S5 A X JA ¥ LAY FO—F5HASSORF7DTJOE 3=y

WDFIATIL, Cisco Catalyst 9800-40 =2 % —F T A X U A ¥ L 2z hu—7 HA SSO ~~7 (Cisco Catalyst
9800-40-CVD.cagelab.local) ICRFEDTVA YL AT 0T 7 A NE T 0y a =735 ECONTERI LET,

FIE

ATv T

EEBzHDA=a—TAa2%27 1) v 7 LT, [Provison] > [Inventory] OJIEIZER L F 7,
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ATy T2

ATy T3

RTv74

ATy TH

ATy 76
ATvT1
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A A @ [Provisioning] ¥ 4 & RUIZA XU NUNDT AL ANRERINET, 7 74/ FTiE

[Inventory] % [Focus] Ku v 7*Z 7 U XA ML EILET,

C9800-40-CVD.cagelab.local DF = v 7 R 7 A% BHOTFTAHUAZLET,

[Actions] K v 7’Z 7 U A K, [Provision] > [Provision Device] %8R L =77,

TUH—TFTARXTAL YL A2 hr—F HA SSO X7 (C9800-40-CVD.cagelab.local) # 7' m by g =

VITFTBIEDDAODDAT v TNBRH T — 7 T a—RNERENDH DT, [Assign Site] 2> HBIAE L £,

[Assign Site] 7 ¢ > R/ T [Choose a Site] 7 U »» 27 L %7, Cisco DNA Center (Z5% & St/ ¥ A FERE

BT ATA RA A UINFRSINET,

ZDOEATA RTIE, =X —TTFA4A XA ULV L A2 ba—F HASSO X7
(C9800-40-CVD.cagelab.local) 23E /LT 4 > 7 L-~ULZEID Y CThnET,

[Milpitas] DA k&% B L. [Building 23] Z3&R L £,

B8:ELT 1T LRILADYA FOEIY ST

Cinco DN

GE) e UH—TTAAXTUAF LA br—7 HASSO X7 (C9800-40-CVD.cagelab.local)
%, Cisco DNA Center ¥4 NEBHNOE /LT 0 7720137 0 78D Y THLENRD
DEF, ZOEANA KTiE, C9800-40-CVD.cageab.local 7% Building 23 (2510 X4 TH
ALTWET A, Milpitas =V 7 E 7213V A FEBEDO 7 0 — L L-yLZEID Y THZ &I
TEFEHA, thOELT 4T O7aTIHL APIE, VAL RAar br—TF2L-
THAR—FINTHET,

cUATLAIY bu—TRYA MCEDETHRD L, UL Y LATY br—TF BTN
A A& LT Cisco ISE {ZEMENET,

[Save] Z#7 U » 7 LT, C9800-40-CVD.cagelab.local % Building 23 (2% v 24T %9,
[R~(Next)] 227 Vw7 LET,



ATvT8
ATvT9

ATv 710

ATvIN

[Configuration] 7 1 > RUNRERINET,

[Configuration] 7/ « > R 7T, A ¥ L A=z hra—7 [Role] D [Active Main] % &R L £ 7,
[Select Primary Managed AP locations] 2 U v 7 L ¥ 7,

Cisco DNA Center DY+ K [#JE % 75§ [Managed AP Location] slide-in pane3 3R/~ SV E T,

= Cisco D0

Busiding ¥
| R

Cisco DNA Center |3, AP O N+ TEME T AL 223 hr—F D HASSO #3HET AHHEL R — |
LTCWb7ed, 774~V e XV OmMGOERNR AP OHiEZRETCEEST, 774~V EH
R AP DGHTIE, BT 47 aTEELY A N T, VAL A3y ha—F X AP O Al R
ENTTIA~VIA L RAarbr—FL LTHRELET, BV ¥ U EENG AP OBFTL. VA
YL Raryra—9RN AP OFAAMRENTEL XIS L Rarbte—7 L L CH#gET D91
FCd, 794~V A YL Aar ba—FF 2TV A YL AT b —F D HA SSO <7 ([ZFEEDFE
HELT%E, APIET A YL A3 ha—F~0 CAPWAP 8 # e L £ 77,

Z DA RTIE, Catalyst 9800-40 VA ¥ L A= h 2—F HA SSO ~X7 (C9800-40-CVD.cagelab.local)
MNTTA~vVIAFYLAar ba—F(Z7Y) . Building 23 & Building24 @ Floor 1 & Floor 2 ™ AP %
FHLET, VA PLAar br—7 HASSO X7 (X, 9XTO AP BREFRE— REFCEMEL T
LHF% ¥ U NAFR Y NT—7 TTTILLEMEZRMIE L TV D72, B2 U EEXIS AP ORFTITRE
ENFEHA,

A NHEE A B L. Building 23 54 1% Floors1 & Floor 2 %, Building 24 ® ;41X Floors1 & Floor
2 IR L FE T,

[Save] 27 U v 7 LET,

ZOIAXVLRAL " a—FET VT A4 TRAA L DAY L ZAayba—FL LTERLEZZD, B
D7 4=V ERFRENET, BREOIAFVLAT O T 7 AL TIE, =¥ —77 A XSSID %

lab3employee & L CEF L. SSID 2 VLANID 160 DHEXE L L THRIHTHDIA VYL AL v H—T = A
AEERLTCNDED, 2O X —T T ASSIDEVAS VL AS U H—T A ZATEHBIOICE RSN
F9, FRRIC, BEOTAS YL AT BT 7 AV TiE7 A b SSID 2 lab3guest & L CEFE X4L, SSID 73
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VLAN ID 125 0 guest-dmz & L CRIET AU A ¥ L AL v H—T = A ZARERSN TS0, = OfF
wH BRI INET,

ATFYT12 #SSIDDOIPT RLA, = = IPT7 FL A, LAG/R— &, BLXOH TRy h~27 (Ev
NEALL) OfEE AL ET,

ROFIZ, ZOBATA FTANLIZfEZRLET,

R2:T8—TF53AXI7A4¥LRAY FA—F5DHKE

136

J4—ILF &

SSID 4 lab3employee
Interface Name employee
VLAN ID 160

IP7 KL & 10.4.160.2
Gateway [P Address 10.4.160.1
LAG/H— &% 1
P72y hv A7 (B bHAL) 24

SSID 4 lab3guest
Interface Name Guest-dmz
VLAN ID 125

IP7 RL A 10.4.125.2
Gateway [P Address 10.4.125.1
LAG/HR— b5 1
Y7y hvA7 (B hH{L) 24




ATv713

ATy 714

87:CiscoDNACenter DT 3 —TFS5A X 74X LRV FA—5DHRE

= Cisco DN

GE) guest-dmz{ ' F —T =2 A AL, TUH—TTARXT 4=V IV LAy tun—T7 TER
ENFET, THF—TTA XTIV TIAF LRI IR —TFLTARNT U I—T ALY
Aay ba—FOMTT U= M RADBBEHLTCWDIHE, TANIAFVLANT T 4w
TIITARNT o A—U AL Aay ha—F D guest-dmzA ' F —7 = A ATHBIITK G L
F9, 2L, TUH— b RARE T L TWAES, #ARTIAYLRA T T 4 w271
T A =T TARXT =) I L RAar br—TFDguest-dmz A ' F—7 = A A THm L
FT, FARNIAYLATNA RZIPT KL RAZEMT 5 DHCP r— N—%HHETIC, =
VHE—TTFGARX T F—=V UL LAy ba—F O guest-dmz A > X —7 = A AT L
7LV AY2VLAN Z4ETHZ L2 LET, BETHZET, 7o W— M RURTY
YLTWAEHA, FANIATVLAT AL AEIR Y NT—I T 7 RBADRN LA Y20 T Ry
MZpBESIVET,

Next] 227 U7 LET,

[Advanced Configuration] ¥ « > RUBFRINET, T34 AKX A T LA kD [Template Editor] N TT
VL= ERELTVWAERIE, 22 TT 7 L— b E2EATEEY, ZOEALA R TIE, Catalyst
9800-40 7 A ¥ L A= h r— HA SSO X7 (C9800-40-CVD.cagelab.local) DFtfi7i% BB 4 57
L= FOFERIZOWTIRHERY EFThEREA

[Next] 27 U v 27 LET,

[Summary] ¥V 4 & RUMNFRENET, 2DV 1 F7IZ, Catalyst9800-40 V A ¥ L A=z hu—7 HA
SSOX7 (WLC-9800-2) IV REYa =27 INOREDMENERREINET, K&V a V2 REMAT
HE, TOBATA RO DXV ARy U= DRG] TERSNZEEDOTV S P L AT 0T 74
NI W E O 2 st T X £,
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ATvT15

AT v 716

138

= Clsco DNA Cent

[Deploy] 227 U 2 LT, Catalyst 9800-40 71 ¥ LA =2 b u—F HA SSO X7
(C9800-40-CVD.cagelab.local) IZ&EXEHLET, AT A4 A A UNFRIN, 5T HEZ R
BT 570, BTREEZAT Y 2a— LT 50h0MBEROLNET,

GE) NANTTIT 4 AL, AT Va—NERRy MU =7 EHOLERRRFICOZRL Y U —
JTREELEEL, HILWT A AT va=r7452LTY,

Now] A7 varvihZru27 Uy 7 L, [Applyl &7V v 7 LCEEZEWH LEJ, [Provisioning] ND

[Inventory] 7V 4 > RUIZU XA LI NENFET, T ADT 0V a =0 T AT —H A X RKIC

[Provisioning] & /R S FE T, B3I [Success] IZE DY £9, FFHIICOWTIE, T4 2D T v E
Vam T AT —H ADTFIZH D [SeeDetails] 7 U v 7 L THERLTLIZEW,

Cisco DNA Center Tl%, Catalyst 9800-40 = % —7" 7 4 A U A ¥ L A2 hua—7 HA SSO X7
(C9800-40-CVD.cagelab.local) PIZ2D>D#H LWWLAN 7' 12 7 7 A L RENENICAERR S E T, 4 WLAN
T Ty AT, BEOTAL YL AT BT 7 A )V THRIE S SSID AT ESWTEIZ AR S iz 4
AR 9, ROFIZ, ZTOEAHA KD C9800-40-CVD.cagelab.local D7 1 v 5 = 7 HIZ Cisco
DNA Center (2 £ > CHENWIZARK I D WLAN 72 7 7 A VOL4RTEE 707 7 A D SSID Z L %
R

% 23: Cisco DNA Center |Z K > TEIMICER SN D WIAN FO 771 )L

WLAN Profile Name SSID WLAN ID

lab3guest profile lab3guest 17

lab3employee profile lab3employee 18

() NANT T 7T 4 AF, VAV LAy br—F TOMAEBGET 0 A ZBEHITT 512012,

YA NOIAZ LT T 7 ANVEERL, 22— —DBRELT T BT 7 AN TR —H
TERVERT AL TE, FTIHNA NI T A NEEHT AEA . Cisco DNA Center Tl
L HTOBNC SSID A E £,



W DT, C9800-40-CVD.cagelab.local ® Web ~X— Z D GUI IZFER S5 WLAN % EDF 2= L £,

B vl Gisco Catalyst 9800-40 Wireless Controller e #  AB S BWeo Q B Feedback | * [
files = » WLANs
T T S0 Y Security T
- coen
L [openlMAL Fitering
18 [WPAZ)BOZ. 1< AES)

250 SSID (lab3guest & lab3employee) 1Zxt/&3 5 WLANID (X, £1Z4 17 & 18 T, APIZHRY
—% 7 default-policy-tag 23%I 0 4 T HA TV 554, Cisco Catalyst 9800 > —X U A ¥ L A 22 |
2—Z &ML TWDAPIE, IDA1~16DWLANDSSID # 72— K%y 2~ LE7, default-policy-tag
T7r— RF¥¥ A L&D WLAN ID OfER A BT 2 72912, Cisco DNA Center TiZ WLAN ID 73 17
UL BT E D WLAN & SSID 2MER S £,

Cisco DNA Center TiX, 7’1 &' g = 7 H|Z C9800-40-CVD.cagelab.local NIZH LW 2 >DKR Y —7
077 ALBIERESNET, HTLWRY >—F a7 7 A LOL4ENEL. ERENTZWLAN 72 7 7 A LD
e —EH L ET, kORI, C9800-40-CVD.cagelab.local @ Web ~<— & D GUI 2R S 415 5% E D
ERLET,

B e Cisco Catalyst 9800-40 Wireless Controller Welcome assurar # € ABSGTO

cISCo

Q
Jo)
o
.

L

» Policy

Y Description T

0000

TnrYa=mr A uakt A0 Z0OETIE, R —F a7 7 AL WLAN 717 7 A Uik, AP I
AENTHAE) =X 7ty BV 7SR TOER A,
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Cisco Catalyst9800-CL ¥ X k7o h—JA4 ¥ L Rarv rO—5NFOEYS 3=V

ROFINEEFEHL T, BEDOUA YL AT 1757 A /L% Cisco Catalyst 9800-CL 7 A k7 > 1— T A ¥ L Az ha—
7 (C9800-CL-CVD.cagelab.local & F-IN D) IC7mrEYa =7 LET,

FIE

ATv T

ATvT2

ATvT3

ATvT4

ATy TH

140

EEBZHDA=a—TA2a2%27 1) v 7 LT, [Provison] > [Inventory] OJIEIZER L F 7,

A A @ [Provisioning] B2 A X2 N UNDOTNA AREKRINET, 7 7 4/L FTiX, [Inventory]
I% [Focus] Ky 7FH U A RHBERSNET,

C9800-CL-CVD.cagelab.local DF = v 7 7R v 7 A% BOIF TH T LET,
[Actions] Kz 7% 7 U & k75, [Provision] > [Provision Device] Z3#R L £,

TFARTAFYLAar ba—F (C9800-CL-CVD) # 7 nbEla=r 73570004 DDRT v
KDV —2 7 —RNFERENDDT, [Assign Site] 2>HBIME L £7,

[Assign Site] 7 1 > K7 C [Choose a Site] #7 U v 7 LE T,

slide-in pane?3 3/~ 41, Cisco DNA Center (2% SV A MBI RENE T, ZOEATA R TIE,
FARNT VH— YA YL Aar bue—7 (C9800-CL-CVD.cagelab.local) 23E /LT ¢ > 7 L~ L ZED
BTHNET,

[Milpitas] D4 hFEfE % B L. [Building 23] Zi®R L £ 7,

= Cisco DNA Center Network Devices [ Provision Davices

ces | Frovision Devices



ATvT6
ATy 17

ATvT8
ATvT9

ATy 710
ATy TN

ATvT12

G¥) FARTALF¥ LA hr—F (C9800-CL-CVD.cagelab.local) (%, Cisco DNA Center H A
FERBOE LT 4 7 E37aTIZE80 Y THLERHY £9, ZOFEANTA FTIHE,
C9800-CL-CVD.cagelab.local 73 Building23 (2% 0 4T HALTWET A, = b7 —F % Milpitas
VA FMERO 7 a— L LB DY THZ EIETE YA, oL T T DT
TIZHDHAP L, VA YL Aarybe—JlLosTHAR— SN TWET,

[Save] %2 U » 7 LT, C9800-CL-CVD.cagdlab.local % Building 23 12%1 1) 2% C £+
[R~(Next)] 27 Vw27 LET,
[Configuration] 7 4 » RUNRRINFET,

[Configuration] 7 o > K7 T, UA ¥ L A= ha—7F [Role] ® [Guest Anchor] Z %R L £7,
[Select Primary Managed AP locations] &7 V v 7 L %7,
Cisco DNA Center O k)& % /<3 [Managed AP Location] slide-in pane23 /< S 197,

= Cisco DMNA Center
Managed AP Location
D o @

I CHBO0- L -CND. cogelab local

B & Duilsing 3
B = Fow 1
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T, VLAN16ZF A7 A 7VLAN & LTREL £ T, AA v FHR—- IRV vy bATrER TN RN L
EMERLET, RICHEDOHIZRLET,

interface GigabitEthernetl/0/1

switchport trunk native vlan 64
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VET,
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ATvT1 EEBIHDHA=a—TAar%27 Y v27 LT, [Desgn]>[Network Hierarchy].

ATFvF2 EROREREY YV —CTxy NU—7 AR L. [Milpitas] > [Building 23] > [Floor 1] ®JIEIZEIR L £ 5,
Floor 1 D7 v 7 77 UinFRRENET,

ATwF3 [AddEdit) %2V v LCo7aT 7T rEmELET,
BE SN TVWRWAP RFEREN, 707 770 O3S E iz mETE £,

101: 27 7S5 U DEE

= Clsco DNA Center Design | Network Hisrarchy

ATv T4 EEINTOWARWAPZERL, 77~y 7 EOEELVMEICH—YLEBEIL, 77U v 27 LTAK
DONLEZEIR L E T,
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NTHMENHY F£7,

JE—FE T4 RDTA VL REBRAIYAZ—754 X WLAN
Z ZTlX. NewYork @A MZFlex E— RFRTAP A7 nbva=r 793 HECO0CHBALET,

WOTNEZMHEH LT, branch5 VA ¥ L A7 17 7 A L% Cisco Catalyst 9800-40 = X —7 74 X U A YL A2 |k
71— (C9800-Flex-CVD) (7 mbya=7LEd, branch5 VA YL A7 7 7 A LDOFERICOWTIX, VA ¥
VAXy PU—7DiEFR (5—) 2ZBLTIZE0,

JR 8O DRI

UAYLRary ba—I08BEEN, VI R 2T A A—UREFRENTNT, &AafE (HA) VA VL Ray ho—
TMHREINTWEZ MR LET,
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ATYvIF1 EEBIHEIZA=a—TAar%27 VU2 LT, [Provison] > [Inventory] DJIEIZEIR L £,

A A 2@ [Provisioning] 7 A ¥ RUIZT NA ANERINET, 7 74/ b TIL, [Focus] IE [Inventory] {2
BRE S IVET,

AT T2 Cisco Catalyst 9800-40 = ¥ —7F3 4 X U A ¥ L Aar fra—7 (C9800-Flex-CVD) OF = v 7Ky 7
AEA AT LET,

ATv T3 [Actions] ke v 7 X A=a—/5, [Provision] > [Provision Device] DJIEIZEIR L £ 9,
T —TTA XTI L RAar hr—7 (C900-Flex-CVD) #7/'mnbya = 745-o0T—r77
02— FKRENDH DT, [Assign Site] 7 HBRIA L F 5,

ATw T4 [AssignSite] 7 4 > R T [ChooseaSite] %27 V v 27 L7, slide-in pane’3F/~x X4, Cisco DNA Center
ICRE SN A MBI RSNET,

TUH—TTARATVAL T LAy br—7 (C9800-Flex-CVD) ILE /LT 4 7 L~ L THEID YT HNLE
NV ET,

[Choose a Site] slide-in pane TR D FJHZ FAT L £ 7,
a) New York @1 M %R L. [Branch 5] #%IN L 7,
K102: T23—T54X74¥ LR rA—=5DTAEYI=ZVT 44 LDEIYHT

= Cisco DNA Cente

GE) TR —TFA R TAL LA ba—F (C9800-Flex-CVD) %, Cisco DNA Center -
A4 FERBNOENLT 4 o 737 TIE8 D M THXLERH D 4, =U 7 (NewYork
L) VA MO o — L LUz lmélfé LI c& 8 A, C9800-Flex-CVD
IXENT 4 7 (ZDOHA RTiEBranchs) ([ZHID 4 ToHRETH, thoers 1 7o
7uTilHD AP IV AL Aaryte—F Liofﬁf—béhi‘ﬁ‘o

b) [Save] &7 U v 7 LT, C9800-Flex-CVD % E/LF ¢ >~ Branch 5 (211 4T %4,
ATvTE  [Next] #7 VU w7 LET,
AT w76  [Configuration] 7 4 > R T, ROFNEEZFEITLET,
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a)
b)

d)

[WLC Role] D413 [Active Main WLC] Z B4R L £ 7,
[Select Primary Managed AP locations] %2 U 2 L %79, Cisco DNA Center D%+ [P&JE % 777" [Managed
AP Location] slide-in paneZ3 5~ S 4L E T,

103: T3 —TF5A X DJ4¥ LRy rO—5OFAES3=vy  BFE

CiscoDNA Center2.3.55 YV U — A TlI, AL 22 ha—F5® AP B L OHA SSO @ N+1 TTEM
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RLUET,
[Save] #7 U v 7 LET,

[Managed AP Location] slide-in pane’FA U7, VA P L A2 fha—7 % [Active Main WLC] & L
TERLIZT2HO, Ut RUNITBINO 7 f —/V RIRERRENET, branch5 VA YL A7 v 7 7 A4
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P77y h~A27 (B hHEAL) 24
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V7w hvA7 (Ev bHAL) 24
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= Cisco DNA

© hoabeg Main WLE

f) [Next|]ZzZ Vw27 LET,

ATw7F1 [Model Configuration] 7 o > RUMEFERINET, T/ ZAX A 7 LA KD [Model Configs] N TT > 7
L—hZRELTWDEEIE, ZZCTETARELEM L, Flex ##EDET VR E & MER L OFERT
TET

105:Flex E— FDETILERTE

= Cisco DN

ATY T8 [Next] =27V v LET,
AT w79 [Advanced Configuration] 7 > RUNF/RINE T, T/ AKX A 7 LV A kD[Tools] >[Template Hub]
VAR TTF UL — REBRELTWAEAIT, 22T L— M2 HMATEET, ZOBATA
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7= FOFERIZOWTITERY EFTWhERA,

[Next] Z#27 U v 7 LET,

[Summary] 7 4 > RUBNERENET, DT 42 7|2, Catalyst 9800-40 >V —X U A ¥ L A= |k
o —5 (C9800-Flex-CVD) I/ r btV a = 7 SNHBREODHENRFRINET,
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[Now] Z#27 V v/ LCREZTZIEHIZEMT 52>, [Later] %7 U v 7 LTHECTRAA A V2 — L LE
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112: 74 LRTOT7AILIZE T N+1APSSID
e °
Y
[ |

Cisco DNA Center (2, 72 b Y g = ZHID AP OMEICBET A5EMNERINE T,
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ATy TN EEBICHEA=a—T A ar%27 U 7 LT, [Provison] >[Inventory] DJIEIZEIR L, N+1 2> k2 —
Ta@IRLET,

AT w T2 [Actions] K w7 H 7 A =a—/»n5, [Provision] > [Provision Device] DJIEIZER L £,
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Vo7 LET,
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169



120 : EEERR AP DI FTDER
= Clsco DNA Conter

Managed AP Location ()

© v @

I CAHB00 -EVT Ml |

B ¥ francns

B = i
o e bemrtecn Groep Mime o P .
[ R
[ RG]
120 5
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AT w771 JEBAATIC [Generate Configuration Preview] 47> a ViR X U &RINL T, REEZMER L E7,
123:N+17 A4 ¥ LRV FA—SOHETLE2—

= Cisco DNA Center

Pravision Device

S50 Hame lasdguents
© Gendiate CONUIBIGE Plivirsr

e Prowision evice

ATy T8 [Applyl 27 U v 7 LET,
AT w79 [Activities] > [Task] DIEIZER L £,
CiscoDNA Center (2L VD, 2> bu—IREFIZTvE a7 E3NA2LER’HY £,

CiscoDNA Center IZ LV, I A4~V arybra—Inb6 N+l o ha—J I ZRURENEHAINET, K
DOz, Y Ya=r FOMEE R LET,
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X 124:N+1 FOECa =V RTF—42 R :
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O Suecess
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. AP CORHILRATION WOBKELOW
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e

Gpesten  Btn Tagema Fian Petia Hama

PT_MNewrg_Bran:_Flosel_gdeis. T

A

w Reuering S dl 35, 1003 G4T 4 CREATE BT Mo Branchl, So4BE, 0 FP_New'o, Brard S04B6  celeh-r
) Snow
) Hae . SITH ARSHONMINT Shal
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Asslgn Davice 16 Site
Seais ol 26, 2023 501 A AP i Prpfi € o ligeraines
Operten TOP WEE Drably AP Prolishiame TOr uss
M S AssanmENT
LPOATE e a5 0 s
Sroweg 1 o 1
Sas I
B 125:N+1 TOEDI =V RT—R R /8— 2
QoS Configuration
Operation Policy Client Egress. Pualicy Prafile Policy Client Ingress Auto
UPDATE lab3guestS_profile ENM
UPDATE lab3branchS_profile ENM

WLAN Configuration

Showing 2 of 2

Oiperation WLAN Name WLAN Profile WLAN
GCREATE lab3guasts lab3guests_profile 17
CREATE lab3branchs lab3branchS_profile 18
Showing 2 of 2

Interface Configuration
Oparation Interface 1P Address inerface Name Interface VLAN Id
GREATE 0.0.0.0 branehguest-dmz 1o
CREATE 0.0.0.0 branchemployee 100




B 126:N+1 TOEDI =V RT—RR /18— 3

B 127:N+1 FOED I =V RT—R R 18— 4

Prefuth Quest ACL Configuration

Operation LCondig. reapicih
CREATE DMNAC_ACL_WEBALTH_REDIRECT
Showing 1 of 1

Palicy Tag Configuration

Oparation Policy Tag Name
CREATE PT_NewYo_Branc_Floorl _G4¢fS
Showing 1 of 1

Palicy Prafile Configuration

Flex Profile Configuration
Oparatian Flex Prafile Nama Hative Viankl FlexProfilaConlig homeapEnabl
CREATE FP_MNewYo_Branc_5b486 a0 false

Showing 1 of 1

aWLE AL Conligurations
Operation Seever Group Name Protocel
CREATE dnac-network-tacacs-group TACACS_PLUS

dnac-rGrp-lab3branch-
AT |

CREATE cB281739 RADIUS
dnac-rGrp-lablguests-

CREATE 2calabtl RADIUS
dnac-acet-lablguests-

CREATE 2c41ebM1 RADIUS
Showing 4 of 4

DOparation WLAN Policy Name
CREATE lab3guests_profile
CREATE lab3branchs_profile

Showing 2 of 2
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Operation RF Tag Name RF Pyofile Name & Radio RF Profile Mame B Badia
CREATE TYPICAL Typical_Chient_Density_ri_Sgh Typical_Client_Deansity
Ciperation Unicast Status WON Statws WLAN Policy Name
CREATE false false lab3guasts_prafile
CREATE false false lab3branchS_profile
Show
Operation Meighbor List Directed Muiticast Service Cliont User idie timeout B 1
CREATE true LT 00 true
CREATE true LT 300 trug
Shiowing 2 of 2

WOKIL, TETNVHRTELZHEA L7z Flex RTZ2RLTCWET,

129:N+1 ETILDTAOECIZ VT RATF—4 R

SUCCESS

Beployment of Model Condig SUCCESS

+ Jul 25, 2023 2:25 PM Flax_Configuration; Deployed configuration on the device

SUCCESS

SUCCESS

RLO72O7NDELLZAPEY FEFHALT2ODSSD 24 R—T 42053560 AP J—2DERK

AP Y — EMEHATHE, WUV A N EO—HD AP 2872 % SSID & RF 7'u 7 7 A VA BEA T H Z LN TEET,
TNAAZ T MR LT, AP Y —2 %M T % AP 2k T £3, VA YL AT 277 A /VINOD [AP Zones] ¥ 7 >
B, TRARAZT DTy NI =7 7077 A )V TRESNSSID OV 7~ hEEH L TEBIO AP V' — 2 2 1ERkR T
X F£9, CiscoDNA Center X, AP 7ty a = AP V' —UKEZ AP IZEH LE1,
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ZDOHA RTIiE. New York 122 2D — 2 Z{E% L. Branch5. Floor 1 ZE5EL£9, 7 T7IZIZ2 2O AP BH Y F

T, 1 DOODAPIZY —2 1 THRESSIDE 7 a—RFyARL, I 1 DODAP IV -2 THFAKSSIDEZ 7 — R
F¥AMLET,

WOFIETIE, 2OD AP V' —2 %{ER L. fER LY — > CEETAHAP 7 u by a =2 7T A HFEICOWTEHA
L/ij‘o

1L EEMCHAIA=a—T A 2%V v 7 LT, [Dedgn]>[Network Profiles| DNEIZEIN L, [Corporate] & kT —

77ua 77 AND[Edt) 27V v 7 LET,
130: AP \J — > : [Network Profile] ™2 « > K9

= Cisco

2. [APZones) ¥ 7 %7 Vw7 L, 22DAP Y —%{EKLET, RF 7’27 7 A/ : High ® lab3branch5 SSID (2%}

LAY — 2 sjcfloorlzone2 (244 Al & 15, RF 7’127 7 A /L : Low @ lab3guest5 SSID (2§75 & DflLdd> AP > —
 sjefloorlzonel I[Z44 i & AT £ 7,

R131: 32y b T—9 TAT7AIILTHERShI=APY—21

= Cisco DNA

wisn
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132: %y b= O 77 A L THERESNI-APS—2 2

= Cisco DMNA Cem

3. [Save] #7 VU v 7 LET,
S

(GE)  CiscoDNA Center X, 7977 K7L A (PnP) v ANLEREINTZAPICAP VY — U REX WAL
Ao

AP Y —UR AP TT T REY a =07 ENTWEH5E, BIUAP Y —UREXZBTERT 25615, &
FEBEHTHEDICTIAY L A3y b —F2B oY a =0 VT3 0ERHY £9, APEZH oY g =
VT AMBEIXHY EHA,

APDOT oY a=rTH, AP DT A AKX T LV A MIHSUWT, Cisco DNA Center [I%1/5T 5 AP V' — o % 1%
WL, REZ2 77 A L ZHEICEIV Y TET, APIZ2 DD AP YV — U BRESNTWEHEE, KB/ AP V' —
VEBRINTEET, APD AP YV — U BRWEEIT, LERRF 7R 7 7 A VEBIRTEET, AP YV — 2 Z{ERT
A H1C. [Design] > [Network Settings] > [Wireless] ¥ 7 CU A ¥ L A SSID Z1Ek L T\ 5 Z &L 2B L£7., AP

V—UBREE AP ICHEAT I, YA YL A be—FE5HTrEYa = LET,

RF 7O 77 4)JL: Low O lab3guests SSID (2519 5 Y — > sjcfloorlzonel ~D 1 DNDAPDTAEY 3=
1. EEWzHDA=a—TAar%2 1) v 7 LT, [Provison] > [Inventory] OJIEIZEIR L E 9,

2. [Actions] KRy 77X T XA =a—/»5 AP 2R L, [Provision] > [Provision Devices| DJIEIZER L 97,
3 APOVA MERIRL, Next] 27V v 7 LET,
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4.

5.

133:APJ—>DTRES IS Y4 FOER

= Cisco DNA Center

Q- @ ©)

Fay XA RNNSL APV —r @R LET,
134:APJ—>DFEES 3=V Y—UDER

siehoorizonal

[Summary] ¥ « > U CEEMA R L, Next) #7 U v 7 LET,
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135:APJ—>D7OES 3=V OBE

= Cisco DNA Center

@ e @

[ APIA16.9DTC.16F8

FJCZ441

sk i
ow
Enal

6. [Activities| > [Tasks|iIZBEIL, AP Y — B AP ICIEFIZT B E Y a =0 73N TNDH I L &R LET,
136:APJ—>DTOESIZVHFRF—5 R

SUMUARY
w ]
 Last Updated

Provision Device

7. YA VUAYLRA 3y hu—F GUITAP D
7.V ANET BERORY =2 IRELLFRSNET,
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137: Cisco DNA Center Z{EFFAL T7OE Y a =45 &= AP1SSID

# & A B S MmecC Q W Feedback |~ [

-

General Ve ICay
¥ All Access Points
Genaral Tags
TowlAPs:2 O AP Name* AP1416.507C. 16F8 Policy FT_NewYo_Branc.. =~ B
Location® dofault iocation Shte ST HNewo_branc.. » | @
AP Name i AP
i AF LOwW v B8
AP1416BD7CIGFE LM GOy beoff. 1020
R By Write Tag Conhg to AP B d)
AP1416.907C. 16FC o 14169472160
x 0 drnir ] | ennsen . Version
P
= M Primary Software 17.11,0.158
s GHZ Radlog Status Registarad Predownloaded Status MNiA
Fabic: Status Disablad
. Predownloaded Version MiA
5 GHz Radios
Cleanair NSI Key Nt Retry Time NiA
i LED Settings
2.4 GHz Radios = Boot Varsion 1.0.2.4
£ rana [

138: Cisco DNA Center Z{EFFAL T7AE  a v ahk=RYo—42 451

u e LB 5 Controlle c # € A BSOS e o Q = »
» & - 3 Tagd Edit Policy Tag *
Policy S ; A cno ' fy for 50 | i
PT_NewYo_Branc_Floord
PulicyTaghame PT_New!
Policy Tag Name
OO Y Hewt Bramc Flonw2. sheac_1 V' WLAN-POLICY Maps: 1
1 10 »

WWLAN Profile T Policy Profie T

Lab3guests_prafile

RLAN-POLICY Maps: 0
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139: Cisco DNA Center AL C7OEC a v ahl=H%4 ~4451

B il Cisco Catalyst 9800-40 Wireless Controller Welcome asswance | # % A B @& M @ & Q & Foodback | * G
Site RF Name* ST_New'o_BranchS_Sb«
— Description Site Tag 5T_Mow'vo_Brar
AP Join Profile default-ap-profle  « B

Fleex Profile FP_Mew'fo_Branc (]
Site Tag Name Fe Pro _New'io_Branc_
(O ST _Mewo Brani.  Fasric Control Plane Name . g
1 "
Enable Local Site [m]
Load* () o

D Cancel - Update & Apply to Device

8. AT v 1~T7T%#VIELT, RFZ7 v 77 A/ : High ® lab3branch5 SSID T sjcfloorlzone2 &\ 5 ZHiD AP % 7
neYa=r7LET,

9. UAYL A2 bue—FGUIT2EZHBHDAP D APHKRELZMRLET, APHRTEIZIE, a2 va—FDORFX 7, &
A b ET BEOR) O —H ITNRELLFRENET,

[X] 140 : Cisco DNA Center Z{FFAL T7OE Y a =5 &hi- AP2SSID

B . Cisco Catalyst 9800-40 Wireless Controller Welcomesssuance | # % A B & W @ Q WFeedvack | [
General Interfacas High Awailability ventory Cap Advanced Support Bundle

W Al Access Points

General Tags
b < AP Nama*® AP1216.907C 16FC Policy PT_NewYo_Branc - 8
Location® Satalt location Sie ST_Newvo_Branc_. » | @
AP Nama P OAPY
RF HIGH B
API416SDIC.16FE  Ju i Cgy|  Dase Radio MAC S4Ba.baff. 140 i 5
Write Tag Config to AP 0]
API41B.ODTCIEFC Mlwl  ©oy  CemetMAG 1416.9d7¢. 166 N Bl
3 0 5| Admin Stas e [l Version
AP Mode Flix
gl = 17.11.0.155
6 GHz Radios Cperation Status Riegistared NIA
Fabnc Status. Drsabled NIA
5 GHz Radios
Clearair NS1 Kgy PRy o
i LED Settings
2.4 GHz Radios Boat Version 1.1.24
BN Srana rusmien [
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141: Cisco DNA Center AL T7OEY a vy shkRYL—4452

ﬂ sl Cisco Catalyst 9800-40 Wireless Controller Wekemesssuance |~ # % A B & M @ T Q & Foedback | @
SR P Edit Policy Tag »x
Policy F A Ak Chianges moy resut in koss of conmectiviy for some clients that are associated 1o APs with this Policy Tog
Hame* PT_NewYo_Branc_Floor]
seription PolicyTagMame PT_New!
Policy Tag Name
CURET et Bt o) ] V' WLAN-POLICY Maps: 1

1 0«

WLAN Profie Y Poicy Profile T
O wbdbeanchs_profie Inb3branch®_peofile

1 10 -

RLAN-POLICY Maps: 0

[ 142: Cisco DNA Center %A L C7OEY a=-v 5 aht=9( 3245 2

aluils - Ciseo Catalyst 9800-40 Wireless Controller Welcomessswance = % % A B @ 0 © & Q & foedback | * @

PR Edit Site Tag "

Site Name 5T_New'o_Branch5_5b¢
— Deserigtion Ste Tag 5T_Newvo_Brar
AP Join Profie defous-ap-profie - |6
She Tag Name F e FP_MewYo_Branc._. » B

[ ST_Newo_Brani.

I >R —754 X Cisco Catalyst9800 ') —X T4 ¥ L X a2 +O—5 HASSO R7ADH LLYAP DS
(WLC-9800-2)

ZDEAT A RTIEL, H LW AP T IP DHCP #if % ffi f L C Cisco Catalyst 9800-40 7 - ¥ L A =22 h 1 — 7 HA SSO <
7 (WLC-9800-2) 2 &SI, HILWAP N T T4 I 7 Z3NTWRNWZ E&xF#EE LTCWET, LEIVA LA

v hr—ZIZ80 (CAPWAP b RV EFENY) L, VA VL Aary ba—F OIPT FLA%Z NVRAM IZF v v o

LTWAEHE, HDW0NE, 774~V Bh o ZV, £H34—v vV ATV L Aar ba—F8HIPT R AMNAP
WTHESNNTWHDEA, ZDCiscoAP XI7T7A I 7 ENTnET, DX H 7TV 4@ AP Tid, IP DHCP &

HEV T IA4~U, BEHFY | EiFF— v ) VAP L Rary br—FORENBLEINET,
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IP DHCP f& i Ti%, DHCP #— —3ZAF 7> a V43 ZEHL T, 1 2B EOV AL Rar br—F FHIPT FL A
% AP ICHEBE L £9°, AP 7% Catalyst 9800-40 VA ¥ L A =2 h 1 —F HA SSO <7 (WLC-9800-2) D4HLIP 7 F L A
BEETLE VAV LA br—F 2 CAPWAP ZINERA v —UNEEINET, VA YL A2 bre—I0
SMTHE, APOERE, 77—27=7, flH NP7 vary, BIOT—¥ oo 7 varnEFllanEd,

WOFIETIE, AP ERE LT ¥ —FF4 XU AL Az ha—F HA SSO X7 (WLC-9800-2) ([Z&X# %
TFEICHOW T L £,

FIE

AT w71 Catalyst 9800-40 =2 ¥ —7 7 f X T A ¥ L Az hr—7 HASSO X7 (WLC-9800-2) (2513 % Cisco
AP ZHAR— R T HLA V2T 7 8AAL v F T, MLFE/R VLAN i E L ET,

ZOEANTA RTIEH, A PR LA Y2T VB AAL v FITHR SN TWAD Z E&xAfEE LTWET, HHO
VLAN (X, PCRIP 74+ 72 EDxT Yy Ra—WF—F A XL FRIDO AP HOAA v F EIZH Y £3, AP I
HHOVLAN ZFEHT 252 &3, —RICERF LORZX N TS 75 4 AL RARSHETR, Z0HFETIZA
A v FITBEIMO VLAN MBS E 9,

I, VAV2T IV BARL v TFOHREFEZRLET,

vlan 102
name AP management

ATFYvT2 AP END AL v FR— o, RESNTZVLANO—H & LTRELET, A v FR—IRT v v
MO ERNTWWRNWZ L 2R LET,

WIZ, A =T = A AEROBI 2R L ET,

interface TenGigabitEthernetl/0/45
description AIR-AP2802I-B-K9 APOOF6.6313.B796
switchport access vlan 102

switchport mode access

no shutdown

LAY2T VB AAAL v F 2T DR TV A TiH, AP I8 S4L72 VLAN ([ZBIEAT T B Tun b
Ty T AN —=ALAYITNAA (AL vTFFi2iI—4) X, DHCP EK % F1J:0> DHCP H—/3—|Z
VL —F2LCRETHLENRSY 7, VL —HiEL AT 51X, iphdper-address{ > % —7 =
AAL~YL a<w REEALET,

AT w73 Catalyst9800-40 =2 X —7 T4 AU A ¥ L A2 hr—7 HASSOXT (WLC-9800-2) (Z&T 25 AP %
PR—=bTET T AR —ALAYITNA AT, LE/RDHCP VL —a~> RERELET,

WIZ, VLAN AA v FAA v —T7 x4 A (SVD) ZHERALIZVA Y3 AL v T OREFNEZRLET,

interface V1anl02
ip address 10.4.2.1 255.255.255.0
ip helper-address 10.4.48.10

ATY T4 47 343 TCatalyst9800-40 = X —7F T f AU A ¥ L A2 hua—7 HASSO X7 (WLC-9800-2)
OEEIP 7 FLAZIET X 92, IPDHCP #— X—N®D DHCP X a—F&#HEL £,

ZDOHEATA RTIE, IP 7 KL A 10.4.48.10 @ Microsoft Active Directory (AD) #—/3—73 [P DHCP #—
N—L LTHEELET, DHCP A7 v a v BN TRESNT =T ITA XUV LAary tua—7
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ATy TH

HA SSO 27 (WLC-9800-2) ™ IPv4 7 KL A% 10.4.74.32 T9°, Microsoft AD J— 3—PN @ DHCP @

1. ZO~==2 7 )LOHIFHNTT,

R
it

Cisco AP Z L AY2T IV BERAAAL v TF DAL v FHR— MR LFE T,

AP IXIP 7 RL A& EfS L, Catalyst 9800-40 =2 X —7 5 4 X U A Y L A2 fhra—7 HA SSO <7
(WLC-9800-2) (ZHENENIZSINT 2LENH Y F9, WLC-9800-2 DA X b U HFEHFREARET S
& HT LW AP 2 Cisco DNA Center f X hVIZERENFET, HDHWE, ROFIEEZFHAL T, A

YL Raryrag—50DA LR N EFHTHEMATEET,

1. EEBCHHA=a—TAar%27 1 7 LT, [Provison] > [Inventory] DJIEIZER L E 5,
AA > ® [Provisioning] 7 4 ¥ RUIZA X M UNDTNSA ANEREINET, 7 74/ F T,

[Focus] IZ [Inventory] (Z5% € SV E T,

2. WLC-9800-2 DF = v VR 7 A% Al LET,

3. [Actions] Km v X X =a—/»5 [Inventory] > [Resync Device] DIEIZERIN L £9°, IR OMERR

BRODBEZTAT B TRy 7 ARRRINET,

4. [OK]Z7 Vv 7 LTHRAMZHE L, A7 nrRy 7 22 LET,

Catalyst9800-40 7 A ¥ L 2 = b m—F HASSO 7 (WLC-9800-2) Z#fH[FA#iJ 5L, VA ¥ L A=z |
0 —Z 2B L TW5D AP 23 [Inventory] 7 4 > RUICERENET,

HFLWAPOJOE 3=y

AP 78 Cisco Catalyst 9800-40 =2 % —7F 54 X U A ¥ L A=z hra—F HA SSO <7 (C9800-40-CVD.cagelab.local) (Z

ZMLiz6, 7eeyla=r 7308 RHD £3, AP BSIELW

%512 L C lab3employee 3 L U lab3guest SSID

T RNRNEZAXTH70121F, CiscoDNACenter 2L T r Y a =0 7 FA0ERHD FI, kROKIZ, ZDiE

ATA RRHIZZTrEY a =0 7SN AP L& AP Oz~ LET,

% 31:CiscoDNACenter T7OEY 3=V 5 &ht- AP

AP %

AP Modd

ag—<3ay

AP1416.9D7C.16FC C9130AXI-B

Branch 5. Floor 1

)

CiscoDNA Center N CAP Z 7 by a =74 5FEITKRDO LB TT,

GE)

ZORFBIUCEALTA FNOELT 4 7L 7 a7 2IRICER SN AP OMAEHLEIX. BIOSATICH 5 -
725 AP ET /LD CiscoDNA Center 2/ L7z 7 m by a =7 %L TCEY, T3CH L Catalyst 9800 >V — X
HASSOUA YL Ray bua—T7 XTIk THIE SN ET, —BRUZERTIE, AICAPET AR 7 v TN

B SNDMEMRH Y, Z<05E, BREASKICEMILET,
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FIE

AT9T1 EEMIIHIA=a—TAar%27 1 »7 LT, [Inventory] >[Provision] DJIEIZER L £,
A A @ [Provisioning] 7 4 ¥ RTIZT NA ANKREINET, 7 74/ b T, [Focus] I [Inventory] (2
BROE S IVET,

ATFY T2 TobeVa=r I AK5APOF v IRy A RO TAHITLET,

RATv T3 [Actions] ke v 7 X A=a—/»5, [Provision] > [Provision Device] DJIEIZEIN L £ 9,

AP 7 b Va = /45000 —7 7u—R"EREN5DT, [Assign Site] 25 B L £,

ATy T4 URARNIhiZ AP T L2, [ChooseaSite] #7 UV v 7 LEd,
slide-in pane3 2/~ S 41, Cisco DNA Center (% E SAL72 WA M@ RS NE T,

ZATFvw 75 NewYork D% A NEBEERRL., K APDOE/LT % (Branch5 & ~7u7 (Floorl) #®&IRLFE
Er

143:APOTOESI=V ATy T 1: 4 LOBEIYHT

Cisco DA Cr

ATYT6 [Save] &7 Vw7 L, APDVA FOEV Y TEEFELET,
AFYFT1 [Next]ZZ7UvZ LT, 7urbya=r7 U—2770—0DRD [Configuration] |21 £ 3,
ATv 78 [RFProfile] Ku vy 7 XU R RN, % APIZEIV Y THRF Ve 7 7 A LV ERIRLET,

ZOEAK A RTIX., TYPICALRF 712 7 7 A VBRI TCWET, TYPICALRFE 1 7 7 A /L%
[TAYL ARy NT—V DEEH | THLT 74NV FNORF 7277 AL E L TRINENTWVET,
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R 144:APOTOEC a5 RTyT2: BE

[Next] %7 U v 7 LT, 7RrEYVa=2/ U= 70—0RO AT v 7 [Summary] (22 F 7,

[Summary] 7 > R7IZ, AP I 0V a =0 SNAREODHMENFRENET,

ATv79
145: APOTOES I =5 RFy T3 BE

= Cisco DNA Center

0] ©, 3]

I APSE1 B SOTE 16FE
BF Profis Hass:  TYPICAL
Sl

ATv710

[Deploy]#7 U > 27 LC, APZ7rEYa=7L%E7T, slide-inpaneNE RS NET,
FTEET, HDIWE BRTRATLLIICAT V2= TEET,

REEST <R
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ATvy7T1N
ATvT12

ATv 713

186

GE) NRANT T T 4 AF, AV a—rEhery MU= EBHAOETERHTFICOHTR Y b U —
JCREREH L, HILOT A AT aEYa =2 7§52 LT,
ZOVF VAT, Flex 7R 77 A ABWAPICT O EY a =0 7 &N, APE— FAn—hL
MO Flex ICABSHNET, TO/RR, AP OFBEBIDLEIT/RY, TLYVATTALT N
DY —E AR SN ET,

Now] A7 varviR&Z a0 v LET,

[Applyl #7 U w7 L TREXEH L 7,

[Success] XA 7R 7Ry 7 ANEREN, 7RrEYa=rTHICAP PHEEH L, APE— KB e—L
B Flex ICEESND Z L 2T A vE—URFRENET,

[OK]% 27V v 7 LCHEELET, AA 2D [Provisioning] 7 4 > R7IZA LRy R DU A MRFERIR
F9, APOTn Y a =27 AT — X AF—HYIZ [Provisioning] & F/R SHVE T, Hor 1412 [Success]
WCEDY 3, FHICOWVWTIE, FAPDOT B E Y a =0 T AT —H AD FIZH 5 [See Details] 7 1 v
7 L THER L TLZEW,

CiscoDNA Center Ti&, B E Y a =7 INTAPEZEL 7T Z LI, Catalyst 9800-40 = % — 75
ARXTUAF¥ LA br—F HASSOXT (C9800-Flex-CVD) (ZH LWWR U v —& FMERR S VE T,
146 : Catalyst 9800-40 T >3 —F 54 X T4 ¥ LAY b O—5 T Cisco DNA Center |[Z & > TER S hi=R) o—4 4

reless Controller Weicome a € # ¢ ABS e Q = X O

n 'é'l';é'o" Cisco Catalyst 98(

- > Tags

Branch5 E/L7 4 > 7 @ Floor LIZ7 R EY a = 7 SN2 AP IZHIET 5 3 DOOF LWARY —& )3
B SivE Le, &RV =& 7130 A MZEATHY, BT 4V THRNOREO 7T Zm LET,
TJa T ORI —ZT AP BT T aE Y a = S EN TNV SEAIZD I Cisco DNA Center (2
Ko TIER SN E T,

WTENNDORY S —F T H 7 U v 75 L. Cisco DNA Center IZ L > TEH LWARY > —& FICBINEN
RV —Fa 77 ALl WLAN 72 7 7 A L EFRTEET,



X 147:7K1) o —4& 5 DM

bl Cisco Catalyst 9800-40 Wireless Controller Welcomesssuarce | 8 % A B @ M @ & Q = k"
BN it Policy Tag x
Policy L
Name® PT_Mew've_Brane_Floce|
Priscy Tag Nama
Description Pokcy Taghlama PT_Now'

O  detoun-poscy-tag
0 PT_Newio_Branc_Ficor]_6éclS

1 0 v

' WLAN-POLICY Maps: 2

RLAN-POLICY Maps: O

o Gancy <1 Update & Apply to Device

Catalyst 9800-40 = Z —7F 54 XU A ¥ L A= b1 —F HASSO X7 D711 Y g = FHITER &
NIZWLANZ e 77 A )V eR) r—T7a 7y AR, £RV O —F 7\GEMENTWET, 2o atk
2%, A4 LAy NU—27 OFEF] T Cisco DNA Center TERL & 417~ branch5 WLAN 7’12 7 7 A
JZ Ko Tl &4 E 3, branch5 WLAN 7’12 7 7 1 /L CiX, lab3branch5 ¥ L Uf lab3guest5 SSID 73
New York = U 7 £k (Branch5 E/LF > Z D Floor 1) (70— K&+ A MEND LI IR EESNT
WET,

APDOTubvyag=77at® A2, TYPICALRF 712 7 7 A /L2NEIN X1, Cisco DNA Center |2 &
D . Catalyst 9800-40 =3 % —FF 4 X U4 ¥ L A= hr—F HA SSO <7 (C9800-Flex-CVD) IC
TYPICAL &\ 9 A RTDH LW RFE # 7 MERR S IVE T,

X 148: Cisco DNA Center |~ & > TYERL S 411z TYPICALRF 2 5

ﬂ el Cisco Catalyst 9800-40 Wireless Controller W assurance # € ABSTMOC Q B Feedbock | * @
» Togs Edit RF Tag s
aF P A% with this A Tag
MNama® TYPICAL
RF Tag Mama
Description
O mecaL
O delma-ri-tg 6 GHz Band RF Profike Sofaul-i-profis-.. » | B
1 L 5 GHz Band BF Profie Typical_Cllent De.. v B
2.4 GHz Bard RF Profie Tyoacsl_Chont Dé.. w | B

D Cance | Update & Appiy 1o Device
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H#%\Z, Cisco DNA Center [Z &V | RY =27 (%7 w7 IZ[EFA) . RF# 2 (TYPICAL L\ 54
A . BELOWA X7 (ST NewYo Branch5 5b486 0 &9 4 Hi) 73 Catalyst 9800-40 =2 % — 77 A
A TAF¥ LA hra—F HASSO T (C9800-Flex-CVD) D4 APIZEIV ¥ CTonEd, 1 h¥ 7
ST NewYo Branch5 5b486 01Z(%, default-ap-profile &9 ZRIDOT 7 4 /L D AP BINT 07 7 A /LK
GEENTVET,

WO, & AP ~DORY —2 7 H A b7, BLORF ¥ 7 OHE Y L ToOREZRLET,
149: 74X LRAY FA—F GUIIZRTRTEINTWSE YA FETDENY LT

n "",'I"‘QL" Cisco Catalyst 9800-40 Wireless Controller Welcome assurance #  AB&% Mo Q & Feodback |~ [

Site RE| Meme® ST_Nerw'o_BranchS_So4

Dascription Site Tag ST_Newn_Brar
AP Jain Profie defsiz-sp-profie  » |B
Site Tag Mame

O cetsun-ste-tsg Flex Profie FP_Newio_Brng.. « |8
0 ST_NewYo_Branc £

Fabyic Control Plane Name v B

1
Enabla Local Sits O
sad® (D) I
Load® (i) ]

o Cance " Update & Apply to Device

Flex 72 7 7 A VB Y A "EZTIZ= v B 7 ENTWT, a—h YA M- CTWWEd, VLAN
YO TAPA FubVa=r %, Flex 72 77 ANNNEAT 47 VLANID TIELL EHENTWET,

150: 74 LAY bAO—5 GUIIZRTRTENTWS Flex 70T 74 )L

n Al Cisco Catalyst 9800-40 Wireless Controller Welcome assuance  # % A B & 8 @ T Q BFeedback . M [
wration R =
General Local Aushentication Policy ACL WLAN DIVS Layer Security r
v Hame? FP_New'o_Branc_Shas! ]
0O FP_NawvoL O
O default-fex-;
1 Nt /LAN 1D 20 D
@2
HTTP Praxy Port
o
HTTP-Proxy IP Address 0000
o
CTS Policy
]
o
. B
o
=]




Flex 72 7 7 A NI~ v B 7 ENT-Flex 7’2 7 7 A LD —H /)L VLAN #5593 BIZ1%, Flex 7' 1
TZ7ANVDVLAN] X 7% 7V v 7 LET,

151: 74X LAY bA—5 GUIIZRTENTWS Flex 7O T 74 )L

B lulh Cisco Catalyst 9800-40 Wireless Controller Weicome assuance | # % A B & M @ C Q mFeodnock (b

cisco

S Edit Flex Profile x

Gi C VLAN DNS Layer Securit
Ingress ¥ Egress T
FP_MNewio_.
o VLANMame T I T ACL ACL

O defour-fex-g

0O Guest 10

1

O empioyen 100

100

110

152 : Cisco DNA Center 1IZ& % AP~D A2 DEFHE|IY X T

Controller Welcome assurance # © A DS e D Q =reeaback » @
> Tags Edit Tags x
ap -

* | 1416.9d7c.16fc

Kumber of AP Tag mappings selected : 0 Policy Tag Name | PT_New'o_Branc.. » |8
O AP MAC Address T Polt  gie Tag Name ST_NewYo_Branc_ » &
0 1416.5d7c.16f PTL

RF Tag Mame TYPICAL - B
1 10 -

D Cance =1 Update & Apply to Device

APICRY > —Z 7 HEVYTHE, 7aTricyueya =7 SN/ AP Ik » T, lab3branchs ¥ &
W lab3guest5 SSID N 7 — K& ¥ 2 h&nuEd, ZOFST, VA YL RAZ 747 hidlab3branchs
X° lab3guest5 SSID (ZBHHfT 1T AL, Ry MU —ZIZRGES N D LERH D £77,
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GE) UA¥Y LAy bha—J%42 700 a = JHTICAPR T E Y a = 7 SN TWAIEA
DRANTZ 7T 4 A%, [Inventory] 7 « > RUIZBEN L, 7+ —7J A% [Provision] (2255
9% Z &L C9, [Provisioning Status] 5% E =4 — LT, [OutofSync] LK FRINTVBETA ¥
V2Aay ha—J %R LET, RRENLTWDLIERIE, VAL Rariie—7%7mt
Va= 7 LTCHHMREBIZRLET,

Cisco DNA Center DFT LU U — X TlE, :BIMO T A ¥ L AEEEDO VAR — R8BI S Hufeid
9, BIOT A ¥ L AKEEEIT Cisco DNA Center 2 L CFr Y a = /& Ed, #
LWSRERN T > T L — b el I~ oy —nz2EH L C7reYa = r73nTn
BBEEDRA NS IF 4 AL, U4 ¥ L A2 ha—F & AP % Cisco DNA Center 7> 5 7
nEYa =T AN, REXZT L Ea— L THAEMRTHZ L TT,

Cisco DNA Center Z#7 L\WNY U —RIZT7 v 77 L— KT 5851%, # L1 Cisco DNA Center
VU —REEMMEDH HHEREN—2 g NIV LRI e —F% 7 v 77— RT52
EERHERELET,

AWS BHFIT/RRA FEndTA4 VL RXar O—50 WLAN

WD TFNETIX, CloudFormation 7 > 7" L — k Zf#i ] L T AWS Marketplace %> Cisco Catalyst 9800-CL VA ¥ L A =1 |k
2—7 (C9800-CL) ZLEN ¥ 5 TIEIZ OV TH L £ T,

FIE

ATy T

ATy T2

ATvT3
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AWS Marketplace |22 714 » LE T,
153 : [AWS Marketplace] ™7 « > K

P LN ]

Catalyst 9800 F 721% C9800-CL % 5 L, R R 25 [Cisco Catalyst 9800-CL 7V A Y L 22 b —3F
forCloud| V4 > U227 U7 LET,

154 : C9800-CL D15 3=

v aws marketplace

Wiew Cotegories = Migration Happing Asstad

[Product Overview] 7V f & RUNRRINET,


https://aws.amazon.com/marketplace/

155 Sl =

e e——————

Cisco Catatyst 9800-CL Wireless Controller for Cloud L Commenng bvbowioe

Cisco o s gy WL | o s g o Y A Y SETAPE, oy Y
el T P G T W 1 0t Sl T T T P B O B e -
0. 10T
S worm
+ L
OOILK W1
» .
= -

IO 4y RyTHRE ER—h TA B AICET LT R TOEREZMERL, SEIERAWS U —
T3 CC9800-CL # AT HHEDaA M RELILET,

IO 4 RUETFIZAZa—LT5E, WORIIRENTWD L HIZ bR a P& CloudFormation 7 &
T — MIET B ERBAFRREINET,

X 156 : CloudFormation = > 7 L — +

Cisco Catalyst 9800-CL Wireless Controller for Cle

Usage

[or]  Cisge Catalyst CRBOO-CL Wireless Controdier

D™ CIEEpir™ O O - Cloead Fefialess Teflili

End Lier Liénis Agrssmant
By selsoribng oo this procct you sgree 00 tarrrs and sondi s, owtlined o o grodue End

»
chred Agrenmiet | EuULA
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ATy 74 5 ERIZH D [Continue to Subscribe] #27 U v 7 LE T,
157 : [Subscription] 77 1 > K™

Cisco Catalyst 9800-CL Wireless Controller for Cloud Lontin b Suberibe
1||I-||‘|| e L ot T 10 List
c | scc T Cimes Catalpn S800-01 & the et goneration of orerprine i wiscles commdln o
Chind TREL Tt OPER D40 005 NE Soltvweaie brad 4615 Th 4000 bor Slwiyh-0m dl dblufe Treal Torsl F=r
Show £0.170/hr
i '

AT w75  [Fulfillment Option] & L T [CloudFormation] % &R L £ 9,
158:) 7 bz 7 DE&

il Cisco Catalyst 9800-CL Wireless Controller for
CISCO CI.ﬂLId
< Product Detail Suhsribe  Configune

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the informatio
required to configure the deployment.

Fulfillment Option
+ Select a fulfillment option Amagon Machine bmage .
Amazon kachine Image L Deploy & verdor-praovided Amazon Machine image
CloudFormation [&MI} on Amazon EC2

ClowdFarmation

Denley & enmnlets aolotion confiourating ering &

ATvT6  FlZAZv—/L LT, C9800-CL A > A X A %&AERKT 5 [Region] Z &R L £,
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159: 1) —< 3 U DER

alvrln Cisco Catalyst 9800-CL Wireless Controller for
CISco Cluud

Fulfiliment option

4 . Tt srmstan Tamplain
Renalimatiors Tomplety Doy & cormplons selution contgaration wseg & Softwane Pricing

e ———
Chian Catiyit 1o
SBO-CL

oo Catahyst CHEON-CL Wreless Comtrolier bt

Lostalier fer

1
Softmary version et
1157 oy 18, TOLY)
Wi s Thin versn

o Catalyst 0001 Wirckoss, Commlar fos Chinsd
Lasarn e

Salnet 4 regon

US Bast (Ohla)

WS West [N Califormial wentt g aleee o Fral priseg
S Wt |Oregan)

Canada |Cental

EU franitisn)

U (relne)

B (Lemedon)

EL (Pais)

EL [Sa0ckhodn)

EU (alan] e by By e Fped
Aain Druifie (Heng Kang)

Asin Purifie (STgapone) Eaen Praducn Tararre W Mesripince w Bl

Asia Pcific (Syeker) Vgl Sarvioas Doty Aonalynt ety g ok SrAOE WE] & 3 dyrn, grTsing
~ iingur & Uiy Scioners Mo Bk i et dveaoo i W b sty

ATFw 1 [#HfT L CEEId 5 (Continueto Launch) 127V v 7 LE9
ATvF8 [fERk (Launch) 1227 VU v 27 LET,
B 160: 7 b7 7 DEEE

aluiln Cisco Catalyst 9800-CL Wireless Controller for
Ci1sco cloud

Fr——T . paves

Launch this software

Review the launch configuration details and lollow the irstructions to Lsunch this software.

Configuration details
Fulfillmant optinn Ciids Catatyst COBO0-CL Winsleis Controller
Gl Catatyst S00-CL Wirslen Controller for Cloud
Softmare werion 1700
Fngion LIS st [Cwegon)
Chioese Artion

it 3 .
Lty O armation lmur-mlu-h-: i v Fagunatiin B the &8

Coal wmstion covach

B2 AWS 222 Y — /LD CloudFormation F—E R IZ U XA L7 F &, RO 4 v RURFERIN

=7
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161: [Create Stack] ™7 4 > K

cudlomation 3 Stacks ¥ Crests ieck

Create stack

isite - Prepare L
Prereg - templ

Pregans bemplie

© Templste s ready Use a sample templabe Create template in Designer

Specify template

Template touree
O Aenaron 55 UL Uplosd s immplsie Ms

Amaron 55 e

bps 55 armagonses com; e futfillment-ci-templates-prod/ Seeaadbl-of 25-2 S-S 1651 42400 11 ofra 19 -ed Te-d 1072860 5644217 T ThTa template

SEURL  https /A armesonaws oom feasmp- Rt illmest - - bermplites-grod/ Masa0bB-< £ 15 -4 Sae- 9 c-1 6919 T 0cn 71 bafia 1 P-ed Te-41h 7 -alific -
AL T T Ve teip late

View in Designer

Cancel -_

ATYF9 [Next] 227 Vw7 LET,
T — MIBEISERRI N TWET,

GE) ik b, TN NOT T L— NEERT HUEN D 58551, [Upload atemplate to Amazon
SBNATvarRE L EI )y L, BMETL T A NEERTDHZ LT, BT L—F
T v 7a—RKTEET,

AT w710 [Stack name] & [Instance Details] (Z A/ L F 9,
ATy 71 9800 @ [Hostname] & A L, BARTICIERR L7z % —_XT7 2RI L 7,
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162 D IEE

Specify Details

S-pl:f,ll:f @ SEACK Namie and parnmeater values., Yol Can usE or changt tho default parametor values, Wihich & dafined in tha AW

Stack nama CHE00-stack-nama

Parameters

Instance Details

Hostname oy CEa00-C1 Specity the hostrame of CS800-C1. instance
Ingtance Koy Pair CHEDD-gama’l -
Parm file for ncoess i EE o 1

AT w F12  [Network Details] (Z A1 L £,

1. Rey7XXo A RPL, VAV LVAERA VX —T x4 AZEID Y CHY T xy b2l
T AT N—TEBEIRLFT,
GE) WIRL7-YV T Xy heEXRa2 VT 0 70— EE VPCIZEB L TWAZ 2R L TL
72 &0,

2. ERLZY TRy FNT, C9800 f V AX L AWZE DY TAHIPT RLAZASNTEET, BIRL
YT 2y MIHEDODIPRELTWVWAZE, BLOZFOPREAHEHIN TN L 2R L TL
I, FHINTWAEE, A¥ v 7 OFERITRR L ET,

163: v b7 — DEEHE

Hetwor Dainis

o' e T b P2, et DA TR TR A= | (10 B0
w Eran o viormams b israge
Mg Sty - T —— o —
froeap

ATYT1B (ER) A ARF R E— MERT D200 —Y =4 L RAT— 2 AN LET,

A=W L NRRAT—RERELRLTH, T 74/ D AWS 2 —H— (ec2-user) & A AKX AD

F—_TEEHLTSSHEH TR AV TEET, AT —NVMIHDETA U AZ U AZA T 2RINL F

T, YA TIE, YR— bRRO 27— (1,000 D AP, 10,000 D27 A 7 > k) IZkIGT 5 ¢5.xlarge
(T 74V ME) OBV AR—FLTHET,

195



164: 1 —H—DH

e’ DML

[ T ¥ & Vs s L s L
L
1%

SR |

ATV 18 [Next] %227 Vw7 LET,
ATYT AT a4 RUTE, 774V MNREEHEMAL, [Next] 227V v 7 LET,
ATY 16 BHEEZMRLT[Submit] 7 Vv 7 LET,

165: X EDWER - /1N— K~ 1

ClowdFormation » Stacks » Create stack

e 1

Review c9800-stack-name

Create stack
_ Step 1: Specify template R
Speciy seack detals
Saep 1 Template
Contigune stack options
Template URL
o4 it/ a3 aemarnnaws com/awsmip. Fullliment.cf.templates. prod /56233008 125.4523.57cr. 16371 524067 brfralfduedTe.4 1072860 5608ef TTTRTa template

Review c500-stack.name
Stack description
AWS CloudFormation Template for Cison Catalyst S800-CL Wireless Controller for Cloud - AWSMP: 85222008 cf 15-4533-8fcc- 1691 51240071 a1 1194 THc0-4 Sed-debf-
A55452 144376

Step 2: specify stack details | e

166 : 3% E DFERR - /N— 2

Stack creation options

Timeout

Termination protection
Deactivated

¥ Quick-create link

Create change set Cancel L Previous |

AT w9 F11  AF—H 2} CREATE_IN_PROGRESS > CREATE_CMPLETE (22 % & TR £,
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X 167:FHEDTTRAT—R R

CloudFormation 3 $acks 3 COMD-gtack-miws c9800-5ta ck-name ® x
b Duirin Uprdatn Stack aciions ¥ Craaie siack ¥
[ Stacks (1) 5
] x Stack info Evants L] Dutpas ParEmrtay Tamgdats Changa st
Active L 0 Vewneued
Resources (1) =)
1
1 L]
Sack
Heal 1 - Physical i - T v Status v
ABOO-stack-nime Loy ¥ et
o M5 L 14 T8ET LITCAMN 1 OTEBdbEE b Feaed
FC2inatance s . AW amtire D CREATE_COMPLETE
(2 CREATE_COMPLETE =

ATw 18 [EC2] ¥ v ¥ 2R — RIZBEE L T [Running Instances] %7 V v 7 LE T,
X 168:[EC2] 5y S aih— K

Instances (1) st z Instance state ¥ Actions w Launch instances. 5 20|
Q Find instance by ottribute or tog jcase-sensithe) 1 (=]
<9800 [ | [ nstance stave = running | X Clear filters

Rame v instance ID Instamce state ¥ Instance type ¥ Status check Alarm status Availability Zone + Publi
c3B00-stack-name i-014b3b2cbaT5006db @Running EE  Sadarge @) 22 checks passed  No alarms =+ us-west-2a

CLl 3< > K%{#EH L 7= Cisco Catalyst9800-CL 74/ YL X > FO— S5 DHKRFE

Day 0 Web X—ZDH A FF&E U —7 7 —I, EAREDCLIA~VYY RERETHLEEIIAFy I TEET, ROF
JEZ 9474 % &, DAY 1 ®RAEMD GULIZT 7 EATEET, AWS 7 7 7 F_Ld Cisco Catalyst C9800-CL 7 1 ¥ L X =1
v hur—F (C9800-C) DA, HEHATE DA ¥ —7 = A A% GigabitEthernet 1 DT, ROFHENRH Y £9,

LA XIALE—T A AEBFEALET (AWSIZZDE A TDA L E—T A4 ZADHEHFR—FLTWNET) .
*DHCP ZfHLTCIP 7 RLAZEIELET,

* Catalyst 9800-CL VA ¥ L 2 =2 hu—F DU A ¥ LA CLI Y 4 F— FiZdH Y £ A,

FIE

ATvF1 SSHENLTCLIa~Y RIZT77®ALET, pem 7 7 A /VEMHEH LT, GEHEOHEMZRIEL £,
chmod 400 <file>.pem

ssh -1 “file name.pem” ec2-user@<c9800-CL IP>

ATvT2 (EE) SAMZROLDICHRELET,

WLC (config) #hostname C9800

ATFY T3 ar74Xal—varE—FElBL, koa~vr ReHL e A UIEREZBMLET,

C9800 (config) #username <name> privilege 15 password <yourpwd>
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ATvT4

ATy TH

ATvT6

ATy 71

198

GigabitEthernet | DFXEE IP 7 RV AZEZR LET, IROA X —7 = A A DHCP HIZERE I LT
\iﬁ—o

c9800#sh run int gig 1

Building configuration...
Current configuration : 99 bytes
|

interface GigabitEthernetl

ip address dhcp

negotiation auto

no mop enabled

no mop sysid

end

C9800#show ip int brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 172.38.0.10 YES DHCP up up

Vlanl unassigned YES unset administratively down down
C9800#

TAY VAR Y b =27 2B L TEHa—FEZRELET,

C9800 (config) #ap dotll 5ghz shutdown

Disabling the 802.1la network may strand mesh APs.
Are you sure you want to continue? (y/n)[yl: y
C9800 (config) #ap dotll 24ghz shutdown

Disabling the 802.11b network may strand mesh APs.
Are you sure you want to continue? (y/n)[yl: y

AP DE R A A »Z&F#FELET, Catalyst9800 >V —X U A ¥ L & 3 bo—F NEET S ICIXE=2—
RBEIRT=D, ZOFREIZE>TGUIR MY =S TDAYO V—27 7 a—R3 A%y FENET,
C9800 (config) # c9800-10-30 (config) #ap country ?

WORD Enter the country code (e.g. US,MX,IN) upto a maximum of 20 countries

C9800 (config) #ap country US

Ea— RE2ZEE+TLE, FYrRrALERRMIIL—TOREN VY hENIEERHVET, Z0a<w
REEELEL, DAZ~A XEINTZAP CHE T v rVEEMHRL, VA VL A2 he—F3RRM
T BALE— RTEITINTHDIHEE, T3 eimdEo Y TLET,

Are you sure you want to continue? (y/n)[yl: y

C9800 (config) #

AP MiAH Catalyst 9800 U — X U A Y L R o b a—F [ZHMT 511, IEHESLETT, ZOIF
BIEIXIDAYO0 V—7 7 —CHEIMER T B0, ROa~<w> REHEHAL TR CERTE 7,

TAYLVAERA X —T 24 AT HA L H—T oA AERELET,

C9800 (config) #wireless management interface gig 1In exec mode, issue the following command:
C9800#wireless config vwlc-ssc key-size 2048 signature-algo sha256 password 0 <pwd>
Configuring vWLC-SSC..

Script is completed

This is a script the automates the whole certificate creation:Verifying Certificate
Installation:C9800#show wireless management trustpoint

Trustpoint Name : ewlc-default-tp

Certificate Info : Available

Certificate Type : SSC



ATy 710

Certificate Hash : e55e61b683181f£f0999e£f317bb5ec7950ab86c9e
Private key Info : Available

GE) FAEAESR R T A MARA U FORREITEM T T2, AT DL AP BBINTE R 720,
bz, BIOFERAELZ A AR —F LT, GUINGLIEAZEEZRETLHILENH Y F7,

AAVDHE v ah— RIZT 78 AT 521X, https://<IP of the wireless management interface> 33 J UL
AN LTza 7 A UEREHERLET, Ny 7 AZEEa— RBRRESN TS89, GUI Tid DAY 0
U—77u—RBAXy 77X, DAY | READAAL v OF v afh—RNIT 7 E2ATEET,
Cisco DNA Center 7> 5 Catalyst9800-CL VA ¥ L 22y hr—J & 7nbya =735k, ROTFIAE
AL CEEA ¥ —7 = A A% DHCP 2 HEHIICET LE T,
a) AWS =Y —/LICBEIL [EC2] ¥ v 2 h— RZ RS £1,

169:[EC2] & ¥ 2 R— K

H @  Mocasoma

(D New ECZ Experience o,

Resources e2ckobalview 2 | | C || @ Account i
EC2 Dashboard

You are using the fallowing Amazon ECZ resources in the LIS West (N. California) Reglon: Supparted p
EC2 Global View
Events Instances {running) 9 Auto Scaling Groups 0  Dedicated Hosts 0 * WPC
Limits Diefault VPC

lastic IP 4 wita 14 Key
Elastic 1Ps nstances £y pairs . vpc-09e0ta:
¥ Instances :
Load balancers 0 Placement groups 0 Security groups 1" Settings
Instances EBS encryp!
Instance Types Snapihots 0 Volumes 14 4
Zones
Launch Templates B3 Sarial €
1
Spot Requests (@ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the X Defansdt evee
wings Plan AWS Launch Wizard for SQU Server. Learn more

Savings Plans Contols 0
Reserved Instances
Dedicated Hosts
Chuacity Rissevations Launch instance Service health Addition:

Ta gt started, Weunch an Amazon EC2 instance, which i a
il e (e AWM Waslth Rackbhased TA

b) [Instances] #7 U > 2 L, Catalyst9800-CL VA Y L A3 hu—TF 4 U AZ L A EBRINLET,

R 170:EC2A VA BZ VR

ECZ > Instances » |-03f235ba2d6afd0es

Instance summary for i-03f235ba2d68fd0ed (AWS-9800-Controller) i c Instance state ¥ Actions ¥
Updated Leys than » minute sga -

Indtance ID Pulslic 1P addriess Prisvaite IPvdl addresies

3 -03f235ba2d6afd0ed (AWS-9800-Controller) - O 1723516156

IPvE address Instance state Public IPv4 DNS

= {2 Aurning &

[##%c (Connect) |27 Vv 7 LET,
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171: [Connect to Instance] 7 4 > K

EC2 » Instances » i-03f235ba2d68fd0e® » Connect to instance

Connect to instance .

Connect to your instance i-03f235ba2d68fd0ed [AWS-9800-Controller) using any of these options

EC2 Instance Connect Session Manager 55H client EC2 serial console
Instance ID Serial port
i-03f235ba2dGEfd0ed (AWS-9800-Controller) ttys0

Cancel Connect

ATY 1 interface gig 1 T ip address dhcp DR EZMEEE L. #AYIP 7 N1 R ip address 172.38.0.10 ZRE L
e

AWS [ZEBA St 1= Cisco Catalyst9800-CL 7/ v L. XY FO—S5DEH & EHE
it~ vt 2%, fthod Cisco Catalyst 9800-CL VA YL A2 bur—F LR L TY,

AWS [ZEBA = #17= Cisco Catalyst9800-CL 74 YL Xa > bO—5DJOEY 3 =5

SanJose TU 7N T A YL Ay ha—TD7 74~ VEBENG AP OSETIC/2 5 X 9512, Catalyst 9800 >V — X U A
YLRAarvie—J%7neya=r7LET,

WDOFINETIZ, corpevent-profile VA YL 277740 ( [UALYL ARy NU—27 DEFK] TiEF) % Catalyst
9800-CL VA YL Ay ha—Jic7abya =745 FECO0NTHHLET,

FIE

AT EEMIHIA=a—TAar%27 1V v27 LT, [Provison] > [Inventory] DIEIZER L F 7,

[Inventory] 7 4 > RUIZT A ANKRENET, 7 7 4/L FTlE, [Focus] I [Default] (Z7%E ST
E RN

ATw T2 Catalyst9800 'V —X A YL A ary ha—FDF vy IRy 7 Ak RO TAHAZLET,
ATv T3  [Actions] K v 7 X7 A =a—Mm1n5, [Provision] > [Provision Device] DIEIZEIN L F 9,
ATw 4 [ChooseaSite] %27 U v 7 L%,

slide-in pane73 37~ 241, Cisco DNA Center (Z5% & SV A MEEOSRENE T, ZOEBEATA R T
Catalyst 9800 >V —RX U A YL X a2 b —FFELT 4 7 L-ULZEID Y THRET,

ATv 5  SanJose DY+ hpEJEZ B L, [Eventcenter] 2 B4R L £ 97,
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ATvT6

ATy T17
ATy T8
ATvT9

ATv 710

ATy

[Save] 7 U v 7 LT, Catalyst 9800 >V —X U A ¥ LA =2 k17— % San Jose/Eventcenter (2] 1 24
TET,

Next] Z#27 Vw7 LT, AR TR EVa=r T U7 70—DRODAT v 7R FET,
[Configuration] 7 4 > K7 C, [WLC Role] @ [Active Main WLC] Zi#IR L £ 7,
[Summary] 7 4 & RUNRRINDHET, [Next] 227 U v 7 LT £,

[Summary] 7 1~ R7IZ, Catalyst9800 >V —RX U A VYL X ary ho—Jl7nbya=vr3Inbek
EOMEN R R SNET,

KtvrvarERATOILE., REOHMEHGE T ET, HEIT. ZOFEANTA RO [V L ARy
KU — 27 DFE ] TYERRESN = branch5 7V A YL A7 12 7 7 A LIS TUVET,

[Deploy] #7 U » 7 LT, &% Catalyst 9800-40 VA ¥ L 2z hu—Z 2@ L EF, slide-in pane?®
FrRENFET, RTCFSTCBETEET, HHVE, BTEATAILIICATZV2a—LTE, RED
TrEa—bAERTEET, TV Ea—0AEREZRRLESS. FRISNLE7T L E 22— 3BT A
A AKETEBTEET, REOT L E 2 —HIZH A FOFI Y TRERH IS & T35 2D A
PR EDIET DT A AT v a2 SUET, [Work Items] TAT — X AZERTEET,

GE) NRANTTITT 4 AR, ATV a— N ENxy N — 7 EAOEERERICORR Y BT —
JCHREEZEFTL, ILWTFAAS R 52 Fabya =452 &TT,

Now| A7 arviki& &7V 7 L, [Applyl 27 Vv 7 LCREEZEALET,

[Provisioning] # v 3 = 7R — RKN® [Inventory] 7 4 > RUIZRED £F, T4 AODTaeya =7 A
T — & ALK [Configuring] IZF%E SAVE 23, $ 1412 [Success] ICZED Y £7, ImbEya =
TOFEMIONTIE, TARAADTRE Y a = T AT —H ADT < FIZdH D [SeeDetails]| 227 U v 7 L
THER L TLZE0,

WDEIZ, ZOEATA KD Catalyst 9800 'V — A VA ¥ LA av ba—707ab Vg =7 Hic
Cisco DNA Center |Z X > THEIMICARK SN S WLAN 71 7 7 A L DL &/ 71 7 7 4 LD SSID &
R~LET,

% 32: Cisco DNA Center |Z K > TEIMICER SIS WIAN OO 71 )L

WLAN Profile Name SSID WLAN ID tXxaFg

corpevent_profile corpevent 17 [WPA2][PSK][AES]

WDOEIZ, Catalyst 9800 U — X U A ¥ L A a2 b —F-1 D Web ~<—2AD GUI /5 772 WLAN % &
DOl ERLET,
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172 : Cisco DNA Center 1= & > TENRIIZ{ERL S 417z WLAN/SSID

# % A B SG®OC Q = -

¥ ¥ 550 T Seculy T

PHRAITPSKEAL 5]

Zr Y a =27 H|Z, Cisco DNA Center (2 J. - T Catalyst9800 'V —X U A ¥ L A a2 ha—7 (ZH
LWRY =7 a 77 A LMERENET, HLWKRD —F a7 7 A VOARNE, RS WLAN
THT A NDLFTE K LUET, WORIT, Catalyst9800 © U —X T A ¥ LA 2> hE—F O Web
NR—2D GUI b TR EDEIE R LET,

173: Cisco DNA Center |IZ & > THER S ht= R >—42 5

figuration = » Tags & Profiles - » Policy
Admin T Associsted 0 T
Status Policy Tags Polcy Profie Nams T [Description T

o @ covpevent_profile coepevent_profie

ol a = at A ZOE T, R —a 77y WLAN 72 7 7 A L%, AP 2
HENDRY =2 T~y BT EanEFdi, FEkIC, Flex 70 7 7 A WIER S LT ER A,

I 2% —754 X Cisco Catalyst9800 ') —X JA ¥ L X a2 rA—5~DFH LLNAP DS

WOFINATIX, AP ZRH L T2 % —7 7 A XCatalyst 9800 >V — X T A ¥ L A 2 ha—FZH NS5 HEICS
WTRHA L £,

1R BHHEIIZ

WMATA ROZOFNETIEL, # L AP 25 IP DHCP i H 2 L T Cisco Catalyst 9800 >V —X U A ¥ L X a2 fr—
TERBRHEL, FILOWAPIZELE T I I 7 ENTW W L&A E LTWVWET, DRiVA YL RAary he—JI12%
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[Save] %27 VU w7325 L, WOKNIRENTNDLIIZ, VLAY VAR TAT U NDOTA TRy y b¥x 7 F ¥ 2505
THEDDOTIA YL Aary ba—F & AP DR EITES N0 £9,
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191: TA VLRI 54T 2 D ICAP DERE

= Cleco DR Cantes

Intelgant Capture: DESETOR-PEEHKGR
e
()1 e e |
Lo i 1hie g -
[ AR o Sl i ad
immaf A se Saeg A us -
[ e—
Lo
EEEE | =
¥ L] !
-
¢ 8 ey " -
b Dl L]
b i ensres
—-:
s e B g

B (I

AsF

w W G s

iR bRl e s s #2070 P, b By Lo

gy AP b doin -« Fuata Wad
N gl Lt g ] e g

U AR P R el ety e

-

whikld irastsiistion Reguired
g Tt bt et i Fma At e

TAY LAy ha—F L APERETDHE, ROKNTTRENTWS X I, 774 T MIET 2 T A 7HEHHFERN
Fr— MZEREINET,
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192 : [Intelligent Capture] 7 « > FIICRRENZ 54 T HUR—TFT 14 05 4 R b EH#fEHER

Chco DMNA Canler

Intelligent Capture: DESKTOP-PGEHKGR

TJA¥YL A2 bur—J8BXOAP TiE, kO CLIZfH LT
» C9800-40-CV D#show ap icap serviceability detail

AP name

mil23-floorl-aplAP serviceability

gRPC server status
WLC timestamp
AP timestamp
Status

Last
Last
Last
Last
Last
Last

success timestamp
failure timestamp
failure status

JWT success timestamp
JWT failure timestamp
JWT failure reason

Packet transmit attempts

Packet transmit failures

Packet receive count

Packet receive failures
Full packet-trace stats

AP timestamp

Packets received

Packets sent

Packets filtered

Packets dropped

Packets dropped while disabled

Packets dropped without JWT

05/12/2023 13:29:
29:

05/12/2023
ready
05/12/2023
12/31/1969
idle
05/12/2023
12/31/1969
Unknown

53

0

1061

0

05/12/2023

o O O O o o

13:

13

16:

13

16:

13

:29:
00:

:27:
00:

:29:

55
54

54
00

35
00

54

g - W]

7]

bRt

WE % T

1
i.1i
=
<l -1
|
e
[al
BTEET,

219



Partial packet-trace stats

AP timestamp : 05/12/2023 13:29:54
Packets received : 1061

Packets sent : 262

Packets filtered : 799

Packets dropped : 0

Packets dropped while disabled : 0O

Packets dropped without JWT : 0

Anomaly detection event stats

AP timestamp : 05/12/2023 13:29:54
Packets received :
Packets sent
Packets filtered
Packets dropped
Packets dropped while disabled
Packets dropped without JWT
Anomaly detection packet stats
AP timestamp : 05/12/2023 13:29:54

o O O O o o

Packets received 0
Packets sent 0
Packets filtered 0
Packets dropped 0
Packets dropped while disabled 0
Packets dropped without JWT 0
Statistics stats

AP timestamp : 05/12/2023 13:29:54
Packets received : 0
Packets sent : 15165
Packets filtered : 0

Packets dropped H
Packets dropped while disabled : 0O
Packets dropped without JWT 2

» mil23-floor 1-apl#show ap icap subscription

Subscription list

Full Pkt Capture : Disabled
Partial Pkt Capture : Enabled
Anomaly Event : Disabled
Debug : Disabled
Stats : Enabled
Ap Operational Data : Disabled
Sensor Message : Disabled
RRM Operational Data : Disabled
Client Events : Disabled
MMAP Packets : Disabled
aWIPS Forensic Pkts : Disabled

MAC and Filters subscription list
Full-packet-trace: None
Partial-packet-trace: 1C:1B:B5:1F:CO0:F7
Filters: assoc auth probe arp dhcp eap icmp dhcpvé6 icmpvé6 dns ndp
Anomaly Detection: None

Client Stats

MAC Address Table:
1C:1B:B5:1F:CO0:F7

RF Spectrum

Radio Slot (s): NONE
mil23-floorl-apl#
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FUR=T 4 o TAN FDICAPRHENIIRY . 7747 & FRBAEMRBR SN THBESND &, A R—FT 17
AR MRy BRF ¥ 7T v ZF, Cisco DNA Center [ZI5(E SNFET, Fry bRXy 7FF vy Ini-A4 2k
WX, AV R—=TFT 4T AR N BT v a DXy NEOHMANZ [PCAP] 7 A 2 BERINET, A2 hEi#R
WEDEL, T 7 TF ¥ INery hOFHPHURHREX TR RENET, Fv 7 F ¥ Iio Ty MEL [Auto
Packet Analyzer] ¥ 7 > 3 > OA& EMBIZH 5 [Download Packets] #27 UV v 7§75 &, PCAP 77 A/ LTH U a—FR
TEET, ARV NNV —T DXy 7F ¥ ST/ v NI, [Onboarding Events] & 7 2 = > @ [Export PCAP] % 7 U v
JLCH 7 ra— RT&E7, [Export PCAP] /A X2 hD 7ty F&E%G L LTEY ., [Download Packets] I%H 7 A
Ny MERT 2BERH Y £,

TIAT VRO T—H Xy XY 7 F v T 51213, MOKIIRENTWDLEIIZ, 7Ty vy T F v %
BT HHLENRH Y 97,
193: )Ly b X ¥ TF v DRE

= Cisco DNA Center Q@ob
Intelligent Capture: DESKTOP-P66HKGR L Download Run Packst Capture X
3:12p i
Client Packet Capture
1 hour PCAR I | L) : r
Juz0 3150 208 1150 3308 338
Packet Capture Type
Onboarding Events *LIVE v Client Location () Onboarding Packet Capture
Global/US/Milpitas/Building 23/Floer 1 7 ;
Full Packet Captun
P—————y (T Expont PCAD O Lul Packat Gapturs
Jul 20, 2023 Time Duration Start Time
» @ DHCP 4:08:50 PM ol © Run Now
3 —
> @ Onboarding 4:08:50 PM 2ms = I
> @ DHCP 4:08:48 PM i Ll oum
o I 30 min v
@ Onboarding 4:08:49 PM 2ms | - - oo e o ] ‘.
a | P : L k& not availabl
> @ DHCP 4:00:40 PM i1 i
L | v i ' Wireless Controllers
» @ Onboarding 4:00:40 PM Ems = L] - & C9800-CVD-Nplus?
> @ Dolste 4:00:40 PM - s
» @ DHCP ssosere 0000 Ml XE | O 218 A A BB BIE =
@ Onboarding 330:39 PM &ms
. @ Delste :30:38 PM
> @ Delete 2:26:32 PM s RF Statistics . -
RSSI, SNR, Tx Data Rate, Rx/Tx Packet, Rx Retry Count Cancel “
» @ Onboarding 3:28:32 PM 2ms ’
[P

[Save]# 27 Vv 7 LT, ZARTry hF XY 7 F ¥ 2HNLET, ROKITRENTWDS X 91T, [Download] 7 A = >
7V LT, X7y h&EPCAP 77 A VL CHF Y a—RLET,
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194: 7 )Ly FE vy TF DAYy O0— K

= Cisco DNA Center

Intelligent Capture: DESKTOP-PB6HKGR () Full Packet Capture In Progress... (26KB/100MB) MStop L Download

Data Packet Captures

1 hour PeAR I N
uuuuu
First Packet Time Last Packet Time Type Duration (homes) Size Download
Jul 20, 2023 4:14:44 PM Jul 20, 2023 4:15:34 PM Wirelass 10:00:50 26 KB
Onboarding Events
Anormsly s e
e, s L d
® OHCP 4:08:50 PM
@® Onboarding 4:08:50 PM
@ OHCP 4:08:49 PM
@® Onboarding 4:08:49 PM
@® OHCP 4:00:40 PM
@ Onboarding 4:00:40 PM
@ Dolote 4:00:40 PM
@® OHCP 3:30:39 PM "
@ Onboarding 3:30:39 PM & ms Q
®
@ ODelete 3:30:38 PM
® Doate 3:29:32 PM ~ RF Statistics
RSS!, SNR, Tx Dot F
| & Onboarding 3:29:32 PM 2ms

FEEEESICEIGERT A VL RAEARE

FE7VERARAL FOEE

Cisco DNA Center DRNIEEHLT 7Y r—a 3, BEaRH L THBL, xy hUV—28HE, xy P —7 A
L—4%, BIOEXF2UT 44X —ER0\ Ry N —7 DB EERTE 5L 912 LET, CiscoDNA Center Z i -4
Bl e bERIBAL O A HERIZEEE L, CiscoDNA 73 =27 7 > A N [Rogue and aWIPS] % v & = 7/R— KT
FELEBREERCTEET,

RERT AL ZLIE, Ry PT—IZNTEHGRDOAPIC L > TSNS, RKE BHEIIZRIN) OT7 78 2KRA 2
FFITAT RO ETT, REAPIL, EROZIAT U et Vx v 7352 L1285 7T, R LAN O#)
BRI ETHAMREMENR SV £, Ny D—IIREAPEZFEH L T, 2—PANRT — R EOMEFREIG T X
T, THE, Ny h—iT—@#D ClearToSend (CTS; Z7 U7 V— 1k K) ZJL—LEZEETELLORVET, 20
AP D7V FTFELT 7 a ik, FEDZ T7AT v MIERFEFFAISN, oy 7472 MITRTHESE L
L0, EHOZ ZAT Y MEIRy NU—27 U Y —RZHERETE 720 9, Lo T, B LAN y—E X7 m31
F—i%, EMNDDORIER AP OffD H LIZHRWBL A FF > T E T,

CiscoDNA Center 1%, X TOITBED AP it T =% L, NIEAPIZBET AIE®RE BERICHRE L TINE L 9,
Cisco DNA Center |X . BHGR AP NOARERANRY NEZETDHE, ROLIICKIGLET,

« REA72 AP 73 Cisco DNA Center |2 L » TEHE IN TV WGATE, Cisco DNA Center (2 X » TARIE/SHEH/L— /L3 i
AEnEd,

e REHZR AP 3% v RU—27 LA U SSID ZffifH L TUW 22U EA 11X, Cisco DNA Centerds, AP 2’MEEOH K v K
T— IR SN, ABFy NU—ZZBLTWDEINE I DalRLET, REAPREEFRY NU—T DAL v
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FR— NMCWBERICHERE STV SIS, Cisco DNA Center IX AP 28GR Y FIT—H EDOFEE LTHEHLE
j‘o

Fwry U —7 EOREZHET HIZi1E. Cisco DNA Center TEFLEINTWA Y AT AL v FBNUETT,

+ AP 73 Cisco DNA Center (Z%f L CARAT, v hU—27 LR L SSID 2/ L T\ 54, Cisco DNA Center 13 AP
ENZ—HRy b LTHELET,

« RZR AP Fy FT—Z7 LREILSSIDZFEH L THE LT, Xy MU =728 SN TV RN A . CiscoDNA

CenterlX, FHWNHEAEL TNDINE I D EMRLET, FIET D85 1E,. CiscoDNA CenterlX AP % FiHiREE L TH

ML, RERREZBEMNGBELE L Cv—27 LET, ZONHED LEWEL~LX-75dBm T, ThEBz 58
BCHxy NU—7 EOFHRE L THEINET,

« N2 APy N —Z LREIUSSIDZFEH L TE LT, xRy MU =728 SN TOW RN A . CiscoDNA

Center |ZZ D AP NRA NR—THDIEINE I MEFHR LET, ’A/X—THDH¥E . Cisco DNA Centerld AP & A

N—L LTHEL, REREZER L CYy—2 LET, ZOHEDOLEVHEL~VLIE-75dBm T, Z1LLL T O
BIZARIEAP WARA/N—AP L L CHEHEINET,

BIE T A L AR ARG

Cisco Advanced Wireless Intrusion Prevention System (aWIPS) 1%, VA VL RFAOFE Z K LTI 2 A 1 =X A
TY, VA VL ADOBBRHBL O T 4=~ AOFEBROIOOEERTEEZBALEY, APIEEERHEL, 7
F—LEERLET, ZOFETIE, Ry NIV T T4 97058, Xy NT—7 T, R& MR DICET 514
W, V=T _X—ROHE, BLOERFHRHEZMAGOED Z LI2XD ., FEFICTEETEENR T A ¥ L AR ABH#E
HEBTEET,

4V77XF??%?K%@_mméﬂﬁ/)n—ya/%ﬁﬁfék ARy NU—7 LR Y N U —7 OfiJ7
TEMNT 7 4 v 7 BRI L, 2y P —2 AT VP2 AL TEL DY =AML DKEE I T
TET, Fo. BECRERABET LETRLTIC, HBEZERIIFHEL 0T 77 4 7IZHIETEET,

Cisco DNA Center |Z1% aWIPS ODHEBENH A ENTWNDETD, aWIPS DRI 2 — ¢ 77— L2 REBLOEHL T, &
B AEWETEET,

aWIPS (XK OHEEZ AR — F L TWET,
CABT AT =F
c RAB U RT UL =F v
T T — A

e —TFBINAPA A —VIIMBOARE T 4 v VT =F % 77A4)L

Cisco DNA Center T, S E I ERH—ERE (DoS) WEEMRHT HKROY 7 =F ¥ RN R—FINTHET,

TS YR: Z2EDITAT L NAT—a v EEE (MACT RLART —7 0> 7) LT AP ICRBREER%Z
EEL, APOYTA TV N AT— K T— 7»(7//m~ya/7 TN) DT T T 47 E5IEE T DoS
WO, ¥—7 v AP TiE, fHx OFBFEEREZITWMATLNCT VY vm—ar7—7WVIRE1 D7 T4
7 MNEEMEER S NE T, ﬁ~7//27AM£#ﬁ%énTwéAP I, AR T L—AERL, Y I9AT
Y hERREE2ICLET, HAHF—FREE (SHA) 23 AP ﬁ%éhfmé%é\Apiwﬂﬁmmm7747/b

BAETF Y LU PHEIRELETN, ZHINEET, APIZZ 7947V F2RETIEDET, ZhbovF U 4o
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WPFHIZEBWT Y, APIZIL, ke 1itih%2@w¢nm@hu WZHDEEDI FTAT v MR EGEN. APT Y
Tx— g T =TI AR EWNCR D FET, T AN ERICETLSE, FROZITAT U RN IDOAPICH L
utquiJJ:()\?//I“— ]\T%f£< fi@i‘é‘

FIVI—3 0TS R APICKEDATS —T 4 T ENTZITA T b TV vm—a &80T, AP
DY Y — x(%’&?%?Vﬁ?/yxwvay%%7w>%ﬁ%éﬁi# BEEF T Z OMagstEz2FIH L TR
BV ITAT U exIalb—RL, 2ROV TAT U MEER LT, =7 NAPDY FA T N T Vv x=—
varT— 7»@77/74/7%%$éﬁi#0774?/b7//i—ya/7~7w@ﬁ~ﬂ—7m—¢
L, EROIVIATV T Yo — hT&RR0 4,

CTS 5y K : FFEDT /A A3 UIMENES (RE) A7 1 7 &3 T5 T4 ¥ L AT/ A28 Clear
To Send (CTS) il X7 v N &#(ET D DoS HEDHAZ OFEOK L, CTS 77 v RiMEILT5E T, UAF
VAT NARZEDRE AT 4 TOMAET a7 LET,

RTS75w K EDT /A AW AP IZ/3L 7 RTS il N PERELTYVAS PLAFEHIEEZ 7wy 7 L, £
DAP DI TA T bONRT p—<  AEELZF| S LET,

JO—FF ¥ X +TFO0—T  BEDOT A ANT o — REx ¥ A Mo —T7HREFGEHL T, BHEARLAPEZ T T v
T4 TLEDELFET,

TAARFTIVI—23VITSYR APOHS I TAT UV FA~DT A AT I = ay T V—Lh2ATS—T 47
LTAPZIRRE2 CRT Vo o— NEIIRERE) CLET, 7947 NTH T HEHETEH, ZORBIZDY
TAT VMR LTUA Y LAY —ERAZET DR THRADDHIZMERNH Y £, BHE., 7747 M AT —
VA AMBEENG TR T A AT v e— gy T L—AEEVMTAE T, = REEETAHEODICHET Y
T — M EHRHAITOVET, WBEITRVBR LT A AT Vo o—ay JLb—LBAT—T7 L, 7947k
ZERAARRE KRB L ET,

TARTYYI—232 TAO—FXRYR b FEOT ASA ARBEEMN T RRT v — ¥y 2 & MU HT—L T,
TRNTOIIAT v hEGWLE S L9562 LTY,

ZOHEBETIX, APPLTR—REXY A RT FLAR (TRTODIITAT LV R) ~DT 4 AT Jo— 3 T b—
LHEARAT—=T 4T LTAP DI FA T MafRRE2 CRT Vv m— M EIIERGE) (T LET, BfEDY T4 T
U NTETEOERETIE, ZOBROBEIL, BEOITAT U MIHTLHUA Y LAY —E A Z [ L E
T, WH, VTAT Y N AT =V a NIRBEERH T A AT Y= a7 L—AEEVFITHET, —
ERAEEETH7DICHT Vo — N EFEGEEITVE T, KBEFITRVE LT A AT VY vo— gy 7L—A
EAT—T L, T_XTCDOIITA4 T v baERRERIRREBIZLE T,

n:unIEﬁ*I;$77 v l‘ AP 7‘77)%&7/])7/ ]\ :LwaﬂF'\"X ]\ 7 ]\ ]/X’\@muuﬁﬁﬁf:ﬁé7]/ A%X7 74 /7 L TAP
DI TAT > FEdREED CRT Y v m— MERIIRIEGE [ LET, BEDI FA T NT XX OERETIE, =
DIRDOKEITI TAT 2 MTRHT 2T Y LAY —EAZAEICHE L ET, @B, 7747 F A7 —Va
NIBCEREBSH T RGN T L — A BBV T D E T, P RAEEETLDICHT Y o — b & EREEELT
WET, WERHITMVIBLRIMEE T L —Lb 2 AT —T L, T_XTDT 54T M EARGRERRREBICLET,

PREIERR D O—FX v R b : ZODoSHETIE, AP 267 02— KX v A T KLU A~OFRIER T L— L% A

T =T 4T LTAPDTRXTCOIIFAT LV FeRiED R7 Yo — NEIIRREE) ICLES, 277470 b

THRTHEOERETIE, ZORRKOBEIL, BEOI TAT 2 MIHTIHIA Y LAY —E R ZREIC T L £,

ﬁﬁ I IAT Y N AT — T a NTBEENH TR RER T L — AR RV A ET, - RAEEET ST
BT Y ym— N EERREEITVET,



«EAPOL O4 4775w K BrEDT A AN, LAN L CEWET HHLIETREARZREE 7 2 =L (EAPOL) = /' 4
IRy FEEELEYETDHZETT, 20y b2 WPA BXOWPA2 FBEE T & v, —E R IENF|
TR INFET,

EAPOL 0 747 7 L—ATRIEEN2 W=D, WEFIZZDOT LV —L2 52 AT —T 407 L, 22— E AP b1
THAT7IHLIENTEET, ZIICTEVDSHEENKLLET, 7 I7A T MRAP LR T AT LI2Z &IE,
7747 8D WLAN R CHlEZFITT 2 E T LN TIEL Y 8 A, BFE ZoENMRHEING &, 77
AT MITA Y LA A EET -0 HBICHET Y v o— b EFGEEITWE T, WBEX, A S—T7 47
& 4172 EAPOL-Logoff 7 L — A & ke i IC R E T & £,

EXMGREDT—Y 70—

Cisco DNA Center IZAR T FEHB LN aWIPS T 7V r—2 3 VB A VA R—LTBHE, A=a—T A a7 v7
L. [System] >[Software Management] DIIAIZEIN L 9, ORI TWD X 91T, [Rogue and aWIPS] /3 v
g—TEBERIRL, ATFEICHD [Install] 27 Y v 27 LET,

195: FEEEB LV aWIPS 7 TV r—> 3oL VR b—JL

i Encipoint Anahylics Appication Hosting 1 Group-Gisssd Polcy Analylics
¥ g

Isgue &fd SPS Sungtt Sarvitat ﬁ Widla Aras Rofgur

=l
Ry lr—V% A4 A M—/L 75, [Assurance] > [Rogue and aW|PS] DIJIEIZFER L £,

Cisco DNA Center TOREZHIB L RaWIPS 7 7 U 7 —3 3 V ORETFIEDZEEMIZ OV TIL, Cisco DNA Center 7~ IE &
BXQRaWIPS 77V r—ay A4 v AX—K A R[ERGE] 2Z2R L T30,
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-5/quick-start-guide/b_rogue_management_qsg_2_3_5.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-5/quick-start-guide/b_rogue_management_qsg_2_3_5.html

PoE Fv— k
196 : Cisco DNA Center @ PoE F v — k

Clns SHA Sasis

POE F — ME[AP360] 7 4 > R VICH Y, BIRL-HIFIC AP ICL > THBE SN DBHD XA LT A 2 Ea—RER
ENET,

Cisco Aironet 18008 -~y k7 —0 >4 —

TAYXYVARY NI =T PIERTHIZONT, VA Y VADOREZT T 77 4 TIRE L THRLT 5 Z EBARAKRIZ
o TWET, Ry FT—I o —iF, UL T LAIARL y DIFEEEN, oA O IT HIFE 2SI L L
BHFRBEONETV T REDFT 4 AAR—RZBATEL/NLT 4 — LT 7 J BTFNARATT, Xy NT—7 P —
I AT FEBA T P a— Vv ENTHERET A e RITTELVATY VA IAT o e LTHREL 97, F6H
\Z DWW T, Cisco Aironet 77 7 4 72 o —E AN A K [HFE] 2SR L T ZEW,
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https://www.cisco.com/c/en/us/products/collateral/wireless/aironet-active-sensor/guide-c07-744925.html

Cisco Spaces & CMX D#i&

CMX#+ > T L I RS

FTVUVIAD CMX #FETHICIE, A=ma—TAar%27 Y v LT, [System] > [Settings] > [CMX Servers/Cisco
Spaces| DJEIZEIN L £3, ORI ILTND X HIZ, [CMX Servers] D FiZd 5 [Add] %7 U > 7 L, [Add CMX
Server] slide-in panelZER SNTEAZ AN LET, EEZ AN LD, [Add]Z27 VY v 27 LET,

197: Cisco DNA Center ~D7A > T L 2 X CMX D&

= Cisco DA Conter paem | Settng
Sesrct Setirg i S S
CMX Servers/Cisco Spaces
it i
e s iagreis Cinca DA Contar with Cincs Speces, plases provide e Coms Speces teassi i B s
b N O P Tg LTSy | YT o T A V] () P Sy WAL TH L Sea————y oA AR FFE
et
PACPR e
M Conseciion o e
mar Aoooust Qe Bagariaren
[
Darwica Srmega
i e CMX Serverd Bl Lase b
- i 1= s
vt TLEA Adoilasin
> g i s
ey He dets 20 dapley
. B
4 ¥ AP
o
R
REX o PR
s A Ay
A i Ly s “
P

CMX %4 MZED 4T 2IiE, [Design] > [Network Settings] ONEIZEHR LT, [Wircless] # 7427 U v 7 LEF, &
DOINREI TS L 912, [Cisco Spaces/CMX Servers]| # 7% 27 U v 7 LET,

B 198: 94 F~D CMXDE|Y T

= Cisco DNA Center Design / Network Settings

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust

() Find Hierarchy
Cisco Spaces/CMX Servers [ Save [ Remove & Reset

Search Help

- @ Global i
Location Services ~
B US
-~ & Milpitas Q ok

5 Building 23 10.4.48.228

& Building 24 VLAN for all FlexConnect Access Points g In the site
> & NewYork
& Sanjose Native VLAN ID
VLAN ID range is 1..4094
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FEROREE > UV —05 BOY A R &38R L 9, [Location Services] K12 >~ 7 # 7 U A kv, CMX H—/3— % 3t
RLUET, RORNIL, IR L7 Milpitas 1 h D CMX — =D fF 2R L TWET,

[X] 199: Cisco DNA Center =4 L 1= CMXH 1 FDEIY HT

= Cisco DNA Center Design |/ Network Settings | Wireless

Cisce Spaces

wees - Cisco Spaces/CMX Servers

] Search Hisarchy

lh#:: Cisco Spaces sellings are inhenibed by all childron siles. Chwerides done a3 he child level do not affect The parend,
< i Mpitas Location Services
& Building 23 nAae . Blewr
E4 Building 24
B MawYork
Branch 5
= Sanjeas

CMXIZHEFIMEI D Y Tonbd &, TDOV A MNMIBEET LV A MNEE, O A FAD AP, B I OAPALEFHI CMX
LEMIENE T,

)

(GX) CMX & CiscoDNA Center ZfE& L TH, VA VL 2ary bo—J X CMX (CBEEMIZEME FHA, CMX
GUI A v H—T 2 AR LT, CMXIZVA YL A2y he—J%FECENTA2LENRDH Y 9,

WOFINEZFEHA LT, VAVl RAarbe—5% CMXIZBMLET,
1. ROKUIREINTWAS L SIZ, CMXGUIA v Z—T oA AlZua AL, [SYSTEM] IZBEI L £7,

B200: 74 LAY bA—F%EINT S CMXGUI

& o s

il ey Last Successtul Login - 2023.06-15 163202 iz =
1063148 1 e lnst shd ANALYTICS MANAGE SYSTEM
AL Cack s B LOCATE

ACthlty M ap ¢ 1 Campus, 2 Buildings, 4 Floors, 0 Zone

>

2. [HE27VUyZ LT, ULA¥LAarbe—J% CMXIZEBEMLET,
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B 201: CMX D SYSTEMIATD DAY LAY kO—3MEM

atliaalne g 3 \ Y0615 163202 Q & o &

€ISCO 0Eius  1Fs ot suece - DETECT ANALYTICS  MANAGE SYSTEM
Click are & LOCATE

Coverage Details
Access Points | Map Elements Active Devices

Placed AP Missing AP Active AP Inactive AP Campus Building Floor Zone Total Associated Client  Probing Client  RFID Tag  Interferer Rogue AP Rogue Client  Total

5 0 C 1 2 4 0 7 0 o [ 0 0 a o

I Heoalthy waming [l Critical

Controllers

P Address Version wll. Bytes Out | First Heard Last Heard Action

oy

No Controllers.

B Active [0 Missing Detsils [l nactive

[Settings] > [Controllersand Map Setup] 7> & [Advanced] %7 UV v 7 LT, flx DUV A L Rar tr—FZBNL
iﬁ‘o

[Import from Cisco Prime] # A 7 1 7R v 7 ANFREINET,
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B 202: CMX~DEZDTA¥LRI> bA—ZDEM

SETTINGS
Tracking
Filtering Import from Cisco Prime

L tion S Please provide Cisco Prime credentials below:
ocation Setup

Usermname Password
Data Privacy
Enter Username Enter Password
Data Retention
IP Address -

Mail Server
Enter IP Address

v Controllers and

Maps Setup [0 Save Cisco Prime Credentials
Import (0 Delete & replace existing maps & analytics data
Advanced (m 3
L Delete & replace existing zones 3 Import Controllers and Maps
Upgrade B

ng after import
Click on Advanced to add individual WLC
High Availability

» Controllers &
Smart License

Last Synced: N/A

» Maps 4

Last Synced: N/4

4, WOKNIRENTWD X DI, FiIcAZ m—/L LT[AddController] %7 UV v 7 L, VA YL A2 frn—F % CMX
B L ET,
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203:HRDTA X LRI FO—SEROEM

Mail Server O Delets & replace existing zones
Imp:
Controllers
Advanced
Please add controllers by providing the information below:
Upgrade
o Controller Type Catalyst (I0S-XE) WLC -
High Awvailability
IP Address - 10.4.50.2

amart License
Controller Version
[Optional]

7.1
Ussmame assurance

Password

Enable Password

5 [Save] 7 Uv 7 LET,

AL Z2aryha—50U A NDNEREINET,
EM204: 74X LRAY FO—5DY R k

Controllers
mm-_w_m
17.11.01 469 Bytes 06/15/23, 5:02 pm 12s ago Edit Delete
M Active Missing Details [l Inactive

Cisco Spaces & Cisco DNA Center D#fi &

Cisco Spaces 7 # 7> b &7 277 4 7{k L, Cisco DNA Center & AT HI2IE, IO FIEZFHEH L E9, FHMIZONT
I, CiscoSpaces I 7 4 Falb— a3y A N[FEGE 2SR L TLEIN,

18 BRI
Cisco Spaces & Cisco DNA Center Z#t &9 %5 1Z1X, Cisco Spaces 7 7 7 > M BB TT,

231


https://www.cisco.com/c/en/us/td/docs/wireless/spaces/config-guide/ciscospaces-configuration-guide/m_dnac.html

FIE

RATwF1  dnaspaceio TT IV NET VT 4 7T HITIE, cisco-dnaspace-support@external.cisco.com (2 - A —
NERBEBLET, 7774 X=2a VOBRIHEH LIZEFA—NLVT FLRARLZT 77T 4 N—varlv
7 DNEE S NET,

AT w72 Cisco DNA Center # 4 @ dnaspaces.io 705 h—27 24K L Cat—LET,
205 : dnaspaces.io T® Cisco DNA Center i &M ~—9 U HERL

] B OnASpacEs o

CISCO 5PACES

efignce using these Apps available in your SEE subscription
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mailto:cisco-dnaspace-support@external.cisco.com

ATvT3
ATv74

ATy TH
ATvT6

& dnaspaces.io

ations

206:% LN b—2 o DIERL

Create new token

Enter the Cisco DNA Center Instance name

Instance Name

CVDDNAC

Cisco DNA Center UL i1Z a2 7oA > LE9,

EEMIZHDA=a—T A ar%7 ) v LT, [System] > [Settings] > [CM X Servers/Cisco Spaces| DJIA

(RN E,
Cisco Spaces DFEIZH B [Activate] 7 U v 7 LET,
H ATV Ry 7 AT, dnaspaces.io 76 I —L7= b—27 &AL T £,
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B 207: Cisco Spaces T+ > b b—Y U EAALET

Paste
Integrate D the Token from

dnaspaces.io into this
space

ATvT1  TAF¥L A3 hr—7 7 dnaspaces.io ([ZH|#E T & 2255 1%, CiscoSpaces T4 7 ¥ &4 7 m— KL,
UA ¥ L A3 hr—7 L dnaspacesio Dl FIZEETE 54 7LV IAICEBALET, 207 rERIC
&, CiscoSpaces IR X DT 2TV A B —T A A /N—T 3 VIRKLETT, FBMIZOVWTIEL, Cisco
Spaces : AR T KX AT 4 Fab— a3 HA N [EGE] O [Retrieving a Token for a Connector from Cisco
Spaces (Wireless)] @ FE > 7 2L T 72X,

TIAS VA E =T = A AERIL, a7 ZOEREO TEA L EIZHERINET, v=a7
VOFERIHEN, CLIZEALCED L H VA v E—T 2 ADEHE AT HLERH Y £, ax7
4 73 dnaspaces.io I[ZEIET 572D 7 B X UPMERIGEIL, a X7 XA UL v F—T oA A% LTS
B EBINT 5 0NERH Y £T,

ATw 78 dnaspacesio il VAL, A=a—T A&7 U v LT, [Setup]>[WirelessNetworks] > [Connect
via Spaces| DIIAIZEIR L 7,

ATw 79 [Create Connector] %7 V v 7 L, 2 %7 XD4RIEANTILET,
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208: 2% 2 DIERK

ATy T EEfER SN2 37 # %8R L, [Generate Token] 7 U v 7 LE7,
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209: [Summary] 2 1 > K9

= CISCO SPACES

* Connecies *  DNACConmSCion

SUMMARY
0

Instarces

0

Active

s

Configuration  Instances  Metrics

Services

Service Neme Wershon

Sarvice Manigar E.09.0, 0.

'9 Lecation

30066

Controllers

ATy 7N
W8GR L E T,

236

0

Inssethvp

o

2

Jervices
enatied

Last Updated

Jign 21, 2023,
100740 AM

Jusn 2, 3023
V00740 AM

FAOSAL ISFTASLTIPOO0 | Ladn Modiies @ Jun 35, DOIY, 10:0F 80 Akl
Controlier Switi:has
: G g g L
“p‘"!l! Sarvicad
Actions
3d Conbr Al
=0 Find Controfars -ﬂ.-f-.- obiz

Cisco Spaces 217 ¥ GULICr 7 A L, =27 % ASL T, ZORERE STz x7 ¥ % dnaspaces.io



ATy 12
ATV 713
ATy 714

ATvT15
2TFv 716

K210: 23920797471t

cisco

SPACES Connector 3.1
Dashboard
Configure Connector
Configure HTTP proxy
Privacy Settings
Configure the token below to activate your connector
Manage API Keys
Troubleshoot

Don't have the token?  Click Here for the Step by Step Guide

Note: If the machine is behind a proxy, Connector won't b able 1o interact with the cloud. Conf

gure Prooy 10 get the: connectorn working

2R 7 A )3 dnaspaces.io ([ IEFIZBER S L7 6, dnaspaceio DI RT XA VAKX U ANLTA LAY

Fu—Z ZBNTEET,

dnaspaces.io |27 A L, A=a—TAarz7 vy 27 LT, [Setup]>[WirelessNetworks] > [View

Connector S| O JIEIZ IR L £ 7,

[Add Controller] 227 U v 7 L ¥,

[Controller Type] & L T [Catalyst 9800 Wireless Controller] Z &R L £ 97,
W= ERAT—RE AL, [Save] &7 U v 7 LET,
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B 211: 39 2 MEM

ANGOEE CONMBCTON

10.4.48.153

Coentrolies Maene

C9800-CVD-BRANCH

Controlier Type

Catabyst S800 Winless Confroler -

e 0 sow

Eraibile Passand

] £ =ow

Catalyst 5800 Wireless Controller CLI Commands

en
:  oonft
I mep enable

230 NEW- Mo

username 0050568E6458 mac ada antrbute lst oo 005056BE6458
- 5aa atribute kst cm_OOS0SEEEEA5E

D aArEle type passwond
e27cabaltic] 4d8be877 1231 5538605575000 10c3 1605814 10178/ J45adad5e

1 aaa authorization credential-downioad wem_loc_senv_ce local

AT w11 dnaspaceio T U A YL A hua—7 M [Active] £ FREND ETHELIHEDET,

AT w718 Cisco DNA Center Ul (28 L 97,

ATV ELMchir A=a—TAar%227 Y v 7 LT, [Design] >[Network Settings] > [Wireless] DJIEIZEER L
E3 RN

AT w20 [Cisco Spaces/CMX Servers] #7 U v 7 LE,

AT w721 [Location Services] K2 v 7 X UANNLHGOT Ay NEBRLET,

ATy 722 FEAOBEREY U —75 [Global] & JEB L. Cisco Spaces ZfHH L CTZ 74 7 v b & BH+ 594 b
BN ET,
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ATw 723 [Savel 7 Vw7 LET,

GE) Cisco Spaces I[ZEN W ¥ CoHNoY A NMIEREZMA D &, BRYDBLEICRDGERH D E
T, HRAZFEITTHICE, A=a—T A 2% 27 Y » 7 LT, [Desgn]>[Network Settings] >
[Wirdess|DJIEIZEIR LT, A FERIET7aT703 50Ky v& 27 U v 27 L, [Sync CMX
Server/Cisco Spaces] Z##4R L £7°,

Z > 7L = X® Cisco CMX & Cisco DNA Center D#iS
FF VLI ADCisco TRT T v RENAAL L =7 A =2 &2 (CMX) % Cisco DNA Center & 5483 51215, kO F
NEZfEH L ET,

FIE

AT EEBCHHA=a—T (a2 %27 ) 27 LT, [System] > [Settings] > [CM X Server/Cisco Spaces] DJIE (2
IR L F9,

AT v T2 [CMX Servers] 5, [Add] 227V v 7 LET,
[Add CMX Server] A7 A RA XA URERRIIVET,

ATV T3 BET ¢ — L RIChE e ERE A LET,
B 212: 4> T L I RD CMX & Cisco DNA Center DR &

= Cisco DMNA Conter

CMX Servers/Cisco Spaces

nie DFLl Camtas m b pALan, Eha Gl e D Sfman leas)
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ATy T4 B (Add) 127V v LET,

ATY TS CMX ZH% A MZEIV YK THIZIE, A=a—T A ar%27 1V »Z7 LT, [Desgn]>[Network Settings] >
[Wireless] DJIEIZEIR L £ 7,

AT 76 [Cisco Spaces/CMX Servers] %7 U v 7 L7,
R 213: 44 b~AD CMXDEIY HT

= Cisco DNA Center Design / Network Settings Qe@alb

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust

(O Find Hierarchy -
Cisco Spaces/CMX Servers & Save [j Remove © Reset

Search Halp
% Global i
Location Services ~
i US
+ & Milpitas Q|
Building 23 10.4.48.228
4 Building 24 WLAN for all FlexConnect Access Points managed In the site
& NewYork
& Sorjoss Native VLAN ID

VLAN ID range Is 1..4094

AT w F 7T [Location Services] K2 v 7 Z 7 U A hnb, CMX Hh—"—Z8 IR L £7,
WO, Milpitas % b CMX —,3— (10.4.48.228) OflZRLTWET,
[ 214: Cisco DNA Center %= 9+ L f= CMXH 1 FDEIY BT

= Cisco DNA Center Design |/ Network Settings | Wireless

A Cisce Spaces
] Search Hisarchy

senves Cisco Spaces/CMX Servers

lll#:: Cisco Spaces settings e inbevibed by all children sies. Cherides done @3 the child level da not affect the parent
il Mpitss Location Serdces
& Building 23 1.', B ¥ Clear
e Building 24
B MawYork
Branch 5
o San
Ewanzcents:

CMX = =TGR EI D B Tond &, DOV A NIBE#ET LA "EE, 031 FHND AP, B &
AP (EBFH CMX — =L RSN x4,
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242

CMX % CiscoDNA Center E#E& L ThH, VA VL RAar b —FF CMX Y —"—Z HEIHIZ
BNEnNFHEA, CMXGUIA VX —T 24 AZFEHLTCMXIZUA YL Ay fa—F%F
B TEMNT D121, ROTFNEEZFITLET,

1. CMXGUIA v HZ—T=A A2 AL, [SYSTEM] (ZBE L £,

2.

3.

K215: 74 L X3y bO—5 &8N 5 CMX GUI

. L4 @ « i

e o "rﬂ';m"mm‘“"''.“1'-34"“;'3\.‘-"!“J DETECT ANALYTICS  MANAGE SYSTEM
063148 1 Faded e lnat ™
L ik here bor more detads o & LOCATE

> M =
ACthltv Ma P ¢ 1 Campus, 2 Buildings, 4 Floors, 0 Zone

[HZ27 Uy Z LT, UL ¥LARarybo—F% CMX ITBEMLET,
B 216: CMX~D7 A ¥ LR > FO—35 D&M

% éh

sl g Last Successful Login - 223-06-15 163202

CISCO T0BS146 1 Fmied Allermpt srce luat soctessih logi ANALYTICS  MANAGE SYSTEM
Cae et

& here for more

Coverage Details
Access Points | Map Elements Active Devices
Placed AP Missing AP Active AP Inactive AP Campus Building Floor Zone Total Associated Client  Probing Client RFID Tag  Interferer Rogue AP Rogue Client  Total

(1] i 1 2 4 1] 7 (1] 0 [1] 1} 1] (1]

I Healthy Waming Il Critical

Controllers +

IP Address | Version Bﬁclll Bytes Out | First Heard Last Heard Action

No Controllers.

M Active Missing Details [l Inactive

[Controllers and Maps Setup] C [Advanced] 27 U v 7 L ¥ 7,

[X] 217 : [Controllers and Maps Setup] : [Advanced]



SETTINGS

Tracking

Import from Cisco Prime

Filtering

. . Please provide Cisco Prime credentials below:
Location Setup

Usermname
Data Privacy

Enter Username

Data Retention
IP Address -

Mail Server
Enter IP Address

w Controllers and
Maps Setup [ Save Cisco Prime Credentials

Import O Delete & replace existing maps & analytics data

Advanced U Delete & replace existing zones 2 Import Controllers and Maps

Upgrade

g after import
Click on Advanced to add individual WLC
High Awailability

» Controllers 4
Smart License

Last Synced: N/A

» Maps z

Last Synced: N/A
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4.

5.

ORI TV D L 51T, [Controllers] 7> 5 [Add Controller] 27 U w7 LT, A ¥ L
Zav hr—7 % CMX IZBEML £,

X218:HZDTA ¥ LR bA—S1ER

Mail Server O Delete & replace axisting zones
w Controllers and m
Maps Setup
Import
Controllers
Advanced

Please add controllers by providing the information below:
Upgrade
. Controller Type Catalyst (IOS-XE) WLC ~
High Availability
IP Address - 10.4.50.2

Smart License

Controller Version 17.11.1

[Optional]

Usemame assurance
Password

Enable Password = o

[Save] 27 VU v 7 LET,
VAL Aarybtua—70) R MBRERENET,
E219: 74 LR cO—5DY R+

Controllers

-+
e T N I N

10.4.50.2 17.11.01 4 KB 469 Bytes  06/15/23, 5:02 pm 12s ago Edit Delete

I Active Missing Details [l Inactive
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N—F9x7DT7vITTL—FK, BH. LUK

SRATA¥YLAR Y bO—5SDOXH

CiscoDNACenter TlX, VA YL RAar ba—T0OKBT—r7 7a— IV R— SN TRV, UL Rar k
O— T CHELSEY ETTA2XLERH Y T, SSOXTONTINDOR Y 7 AZFEENRFE L, KBTI HILERDH D
BAIX. VATV L ARy hU—7 O EERE LN S, ZOFEICH S TT A, R0 T AXIRTZ L2 HRL £

—g—o

FIE

ATy T
ATvT2

ATvT3

ATy T4
ATvTH

ATvT6
ATy 17

AP (D3 A

BEENIEA LR v 7 A WERIZEIl L, IREFFAT (RMA) O7=0IR v 7 A%k £77,
TIT4T7RUAY LRIy hu—F R VEBEIBMAAFEW Y —2 (=2) TREINTWD Z & Z kR
LET,

LRy 7 ZA&Z o726, 2y T —27 8 X UOBETF® Cisco Catalyst 9800 >V — X U A ¥ L R a3/
b —FIZBHE T DRIC, ARG XA —% (a7 A UER, IPEHE. BIORMIZ &l REMER %Y
25G) ) BT IACTRELET, ¥y — Y OEEIAMIINT 1ITREL TS ZIWN, 112352 &
T, SSORTREHEIND E, ZORY T ANAZ L ARALIZRY BFEDOT 7547 IA4 LAz |
n—7 82 £9,

BLWAR Y 7 ZTREERF L, EREZA7ICLET,

#1 LU Cisco Catalyst9800 > ) — X UA ¥ L X ar tu—J%3xy NI —2 (T vy 7)o 7 BILURP HA—
B (BRI L £,

FLWRy 7 ZADERE A AL ET,

RNy 7 AREEN L, SSO XT BEHEM S, FTLWA Y 7 ABRAX ARy MREEIZR D 77,

AP N— R = 7 B9 5120, RO FIEEZFEFIT L E T, Cisco DNA Center (21, /N— R U = TEER EOMBIZ L
HAP NN R =T RMDOHA &V —7 7a—RNb0 £,

48 SRS

« ZZ#a9% AP % Cisco DNA Center TF 0 EY g =27 LTWARBENRH Y £7,

« T D AP IFEIEARIRETH L LERH Y £7,

cHTLWAP X, W AP BRI NTWZTA P LAy hr—F 28RS ET,
« #H L\ AP | Cisco DNA Center >N b U 7 ¢ v RICERENET,

AP 2T A, HWWVAP EHLWAPIXRICET L THALERDH Y £9, HWAP ZRIOET )L LT 5545
I, WOY T8I arTHPASNTWAETIOERARSA YV CNOBEH V7 7n—%HLE,
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FIE

ATvT1 EEEIbLHA=a—TAar%27 Y v7 LT, [Workflows] > [Replace Device] DIIEIZEIR L F 5,
B 220: 5134 D3

| Replace Device

Replace your device in a few quick
2as5y steps

Wired Wireless

ATw 72 [GetStarted] V 4 > R T, U—27 70— —EO [Task Name] Z AN L7,
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B 221:(F LI

= Cisco DNA Center

Get started

AsSign a uniquée name for your warkTlow Tor identification, You can exit the worklow at

any stage and resume [ater

Taik Mama®
APreplacamant

AT w73  [Choose Device Type] 7 1 > K7 T, [AP] Z=IRL £,
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222 : [Choose Device Type]

= Clsco DNA Center

Choose Device Type

Select the type of faulty device you would like 10 replace.

t) Bk il S “

ATw 74 [ChooseSite] 7 4> K7 T, AP Z T HVENRHH I A FaEIRL £,
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223 : [Choose Site]

= Cisco DNA Center

Choose Site

Choose the site in which you have the faulty device.

] Search Hierarchy

= Global
Unassigned Devices
us
Milpitas
Building 23
¥ Floor 1
| Floor 2
Bullding 24
B NewYork

Sanjose

AT wF5  [Choose Faulty Device] 7 4 > K7 T AP N EOM B2 WEEIE, ROFINEEZEITLET,
a) [Add Faulty Device] #7 U v 27 LE7,
b) MELZETANAZAZERL, Next] 227 U v 27 LET,
¢) [Mark For Replacement] 7 4 > K7 C, [Mark] %7 U v 27 LE7,
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224 : [Choose Faulty Device]

= Cisco DNA(

Choose Faulty Device
Choose the device you want to replace in order 10 proceed with the device replacement.
AP (1) @

b

Reachability “ Reschable | Uneaschable

Device Name = 1P Address Sorial Number Reachability Davice Family Platform
[+] mill23-foor2-apl 10.4.60.100 FJC2636THAD o Unified AP CM30AX-B
Unreachable

Show Records: 25~ 1-1 [1]

e . “
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(X 225 : [Mark for Replacement]

Mark for Replacement

After marking devices for neplacement, you can manage them all from
the Device Replacement focus.

To achieve seamiess replacement of fabric devices. a DHCP senver will
be configured in their neighbor device. This is needed to assign an IP
address, and will be removed after successiul replacement of the faulty
device,

AT w76  [ChooseReplace Device] 7 1 > K7 C, [Unclaimed] # 7 & 7= [Managed] & 7 7> B ASH T /3 A A 38R
L%,

[Unclaimed] # 71Zi%, PnP IZ Lo THA U AR — RINTT A ZAMFRENET, [Managed] ¥ 7121,
AR BN ERIIBRE T e R > THUR— RENTZT A ARFREINET,
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ATvIT1

252

226 : [Choose Replacement Device]

Choose Replacement Device

You have selected to replace mil23-floor2-ap1. Now, it is time to choose your replacement device

Replacing mil23-floor2-apl

P Address 10.4.60.100
Platform Co130AX1-B
Serial Number FJC2E36THAD
Software Version 17.11.0.1556

Available Replacement Devices (2)

Below is the sultable replacemants for your device. Unclaimed devices are ones that are onboarded through Plug
and Play and Managed devices are the ones that are onboarded through Inventory or Discovery.

Sourcea  Unclaimed m

Davice Kame = 1P Addross
o AP1416.9D07C.750 10.4.60.109
mil23-floor -ap2 10.4.60.104

[Schedule Replacement] ¥ ¢ > K7 C,

Status Serisl Number Platform
Managed FICZ4411TRS C9130AX1-B
Managed FJCZ42615X5 C3130AXI-B
Show Records: 25 1-2 [ ]

[Now] #27 U v 7 LCTF A ZADKEHE 1272 BIZBIET 5 D,

[Later] %2 V w7 LCT A ZADOZWE R EDRFICAr ¥ 2 — /L LET,



227 : [Schedule Replacement]

Schedule Replacement

We can now Degin neplacing your old device or you can schedule for [ater, It is best 1o réplace your device n a replacement

window,

O Now () Latar

1 A changes saves Review Back [ Nem |

ATv 78 [Summary] V1Y RUT, HELHALET,
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228 : [Summary] 79 1 > K

Summary
We are almost there. Review the summary below to be sure we have got everything covered. If you need to update anything,

now is the time to do it

~ Device Type  Edit

Type AP

< Faulty Device Edic

Nama mil23-floarz-apl

Serial Number  FJC26381HAD

~ Replacement Device  Edt

Name AP1416.9D7C.1 750

Serial Number  FJC24411TRJ

05 Imega  17.11.0.155

+ Schedule Replacement  Edit

Schedule Date 2023=-06-22 16:00 (America/Los_Angales)

Schedule Option  Now

A7 79  [Click Monitor Replacement Status] % 2 Y 7 L C [Provision] 7 4 > K 7 ® [Mark for Replacement] £ = —
(ZBE L £,

ATwT10 [Device360] 7 4 > RUDX A LT A & [Event] 7— 7 /WIZ RMA NFERINET,
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229: [Device 360] 9 « > K™

= Cisco DNA Center A Q@ c0

Network | Devies 360

AP m|l23_ﬂ00r2-ap1 L Download Run OTA Capture

(0 3 Hours - Intelligent Capture - (o)

1:06p

I
5 06p
<
o i
H —
1:30p 0 2:300 I 3300 m
Jun 22, 2023 400 PM System Resources Evanis
Device Health: 6 Memory Utilization 10 0% e i
AP RMA 402:51 P
CPU Unilization 10 0%
- AP is connected o WLC, €. 10FE
Data Plang . .
H 4:01:35 P
Kok e A o AP is disconnected from WL
Radie®  Ri | Sg0 Full List (3 Events)
(2.4G6M37) (5
Noise 6 -47 aBm -t
Air Guality 10 5% i
Interference 10 % o
Radio
Utkzation 10 e o
Q >
K230: 4>k Ea—7
e O
= Cisco DNA Center # QQ@ab
Network | Duvice 360
Event Viewer
3o to Global Evant Viewar ) Export
Q Search Tabie v ® AP RMAuun 22, 2023 £02:51 PM
- I Detailed Information
WG Name CHB00-E0-CVD cagelabiocal
4:02:51.863 PM AR Mac S4-BABAFF:I0:00
EventT; AP A
Configuration Changes 4:02:31.079 PM bl
Replaced AP GC-B0:77-03-9E-CO
"
AP Operational Disconnect - Tag Modified 4:01:35.292 PM =
Replaced AP FICIHI6THAD
Senal
Number
3 records Show Records: 25 1-4 [1]

AP D EFT

Cisco DNA Center (Zi%, AP/ N— KU =7 OEFIZETEHA FfH&E U —r 7ue—nb0 3, kOFIEEZFEHL T,
Cisco DNA Center THWAP 3 LWVAP ICE X D2 N TE 9,
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1R BRI
cHWAP YA MIT R EY a =0 T HMNERHY £T,
« WUV AP REERERRETH D Z L AR L ET,
cHTLWAPIE, W AP BRI N TNV A VL RAay bu—J 28T OMENRDH Y £,
« #H LV AP |, Cisco DNA Center f > X2 kU THEAAIRETH ZMLENRH Y £7,

WERT v T &G 212 AP AT T F 2l 27~ AP ICE X2 D580, AMET o7 T O L2 FEICRET D4
ERnH D £, TOWLFEETT,

FIE

AT EEMIHIA=a—TAar%27 1 v27 LT, [Workflows] > [Access Point Refresh] OJIEIZE#EIR L %
KR

B231: 7Y ERRS Y FDEH

Access Point Refresh

Replace Your Access Points with New
anes

Wireless

ATw T2 [GetStarted] V4> KU T, XA DO—BD4RIEZATIL, Next] 227 Vv 7 LET,
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B 232:(F LI

= Cisco DNA Center

Get started

Let's assign a unique task name to this workflow for identification. You can exit
workflow at any stage and resume later.

Task Mame®™

APrefresh

‘ Elil m

AT T3 [Select Access Points] 7 4 > K7 C, IROFNEZEITLET,
1 ERONA T, APEEHTL70 T OMIHLTFT =y 7Ry 7 AeA T LET,
2. HEONRA T, BEMZ DT ANAALDOEICH DT = IRy 7 R LET,
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233:[Select Access Points]

Select Access Points

ACCESS POINTS (2)

-] okl (1)
a S
B & Mipias v - -
2 Buildin, o 23 -] Biwies Wi = attiee Basial Humber Mise Addbead Savas o Addrais Sae
8% Floor 1
B m2-foorl-spt  COVBOANB  FCZA4NNTVE  SAcBeBe:0Swe0 Cisea Catsbyst 9130AX) Saries Usifiod Azcass Peists 10480101  ClebslUS/Milpitss/Bullding
Floor 2
Bullding 24 milz3-floor -apd COVBOANI-B  FIC24TH15KS 14:16:8de 0440 Cizcn Catatyst §1304X1 Sertes Unified Access Points 10.4.80. 108 ~a
Mawork
Sanjose
Show Records: 25 1-2 [']

ATw T4 [AssignNew APsto Old APs] 7 1 > R T, B ~RXYIVME (CSV) 77 A NVEMEHLTH LV AP DFf
A2 BN 512X, ROFIEEZFETLET,

1. [Download CSV] %7 U w27 LEF, 7o —RL7=CSVFL T L— k77 A M20E, H AP ©
FHINEENTOET, TS AL ZFEH L, FHILWAP OV Y TAESEZBIMLET,

2. CSV 77 ANEALAR— T HIZIE, [UploadCSV] 227 U v 7 LET,

ATy TS5 GUI ZfiH L TH LW AP OFEMIZBINT 512X, =D AP @ [Edit] 74 22> (/ ) 7 U v,
[Edit details] TIRDFRNIIRSILTND XD ITHBEREFZ M2 ET,
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234: HVNAPADH LWL APDEIY HT

Assign New APs to Old APs

Vou hawve selected 1 Old APs for refresh. Assign New AP for each Old one.  New AP(s) is already connected, it
will bé detected in Ciseo DMA Canter éither thisugh WLE inveritary or PAP based on the axisiing configuration. I
Raw AP is nof yoi connecied, provide the Serial Number of those New APs against each Did AP,

You can also download the Oid APs kist in T3V format, provide the detsils of the New AP against each Oid AP and

Uplaad it

ACCESS POINTS (1)

O Sean

¥ Upload CSW ™ & Downined C5V
Cld Devices

Device Name Plattoim

miT3=foor1=apl
10.4.60.107 FIC24411TV2

CHIIOAXI-B
Cisen Catalyst 913...

235 S DIRE

For buli rofrosh of AP's dowrioad the templale and fill the AP
dotaits and uplaad

Mew Devices
£ Bvice Mame® Fasicon Sariat Rymige= (1) an
Global/US/Mipias/Building 23/Floce 1 mil23+foor] ap1 ¥

W ondy crn device nesd 10 be refreshed an click on the pencil
ieon 10 Belect the new AP 1o b replaoed with

Raviow Back

Edit details

miz3-floor] -apl(FICI4411TVE)

P AP Kt
mAT3-Noor) -ap

Choces Piativen 0
CH124AKD-D

[

FIC271010ME (Mansgsd]

Neote: Serial Numbar validation is reazed hare to haip usor 10 clear this

sl o wrong eery.

[Save], [Next] DIEIZZ V v 7 LT, EHFOMELZFRLET,
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You hava 1 Od APs to bo rafrashad with Now APs

1 of 1 Oid APs are "Provisioned' using Cisco DNA Center

Location Configural

AP Location, Posiilon on Floor Map, Anfenna Angle Parameters [Azimuih and Elevation as applcable] wil be copled from Old APs

Ry i “

237 AR EFEROER

Resolve Dependencies

Dependencies are mat, Procesd with provishoning of Mew Access Ponts

Device EULA Accaptance

AP Connacted SwitchPort

2o -ep)
FIE3481TVE

 post L]

P A S FIETT OME
Mew port GigabaEThemet 21017

Hn - — “

AT w1 [Schedule Access Point Refresh Task] 7 f > K7 T, [Now] 7 U v 7 LC AP ORME =72 BT 5
7, [Later] #7 U v 7 LT AP ORMEFRFEDKFFIZA 7 V2 — L LET,
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Schedule Access Point Refresh Task

fou have provided all the required details for s

placing the Ol

Access Points with New.

We are now ready 1o submit the Access Peint Refresh task. If the New AP is already
provisioned with the Old AP confl & Naw AP is not
uwnr@achable, replacamant will happ tically, Check "View

nected and the Okd AP is unreachable then the New AP will be
then as and whan the New AP ks connacted and If the O AP is
etails® in summary page for the latest status and fo

1 cannact

low any instructions as needed

0 Now

APratresh

Exit

ATy F8 [Summary] V4 > RU T, REEMRLET,
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Summary

Review detalls before submitting the task

Task Name

Prafrash

« Access Points  Edi

Old Devices

Device Mame Platfoem

il 23-fleori-apl Co130AX1-B

10.4.60.101 FIC24411TV2 Cisco Catalyst 913..

New Devices
Site Device Mame Platiorm

Glebal/US/Milpas/Bullding 23/Floer 1 o SR e

Show Aecords: 10

« Configuration to be copied from Old APs to New  View
Location Configuration
cation, Position on Floor Map, Antenna Anghe Parameters (Azimuth and Elevation as applicable) will be copled from

B

ATFvTS9
ATy 710

[Provision] #2 YV v 7 LT, 7'm

A ViR—bzFdyrun—RLET,

262

Review

EYa = S EBBLET,
[Track Replacement Status] 7 -t > K7 T, [Download Report] 27 U » 7 LT,

Serial Numt

FJC27101

TubeYa=mr S AT —4
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Track Replacement Status

The replacement of each old AP will begin when the corresponding new AP is connected and the old AP is unreachable
Check the table below for the status of individual AP replacement and cause for any failure
if there ks any error occurred during replacement then use "Retry’ option to retrigger replacemeant

MNote: if the new AP is not timely discovered in inventory and correspa x5 for new device to be connected’ or

PNP Claim proce; prograss, plaasa resync the WG (D

1 Sites | 1 Devices L Download Repert © o1 oo £ oo @00
FAILED PENDING IN PROGRESS
ACCESS POINTS
STATUS

Global/US/Milpitas/Building 23

Flaar 1 1

WRENTND LI, A L FT~UL L [Events] 7—7 /LD AP

AT w71 [Assurance AP 360] ~— 2, KRDK
WHAALTA UPERENET,

& 241: T34 R 360

= Cisco DNA Center

Seetmert | Dwvice D60

AP mil23-floor1-ap1 i —

3 Hours

[

22, 7023 1180 AM System Resoures Evencs
Devica Health: 1 [ raten ' EEY
c ™ a1
[ an
Data Plane
Link frroes t o u
Radie & Fndte 4 > ! 08 e
CLagkn  isok
N 1 60 gm - T4 gBm
toos sew
. 1 LFad aan
[ s
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= Cisco DNA Center

& | Dvicw 360

Event Viewer

G to Global Event Viewsr

L. Evess Time

Configuration Changes e

P Rofresh - AP has bean updated 11:53:41.898 AW

257 ER—Z®D Al L5EHERE

CiscoDNA Center (213, Bt (ML) &ighifiin (MR) OBREAIEM LT, v MU — 2 BBRICEA DIEMEZR A
A N BT D AL R— 2 OYEREEREN H Y 9, AT _X—ADHEEEIZIL, Radio Resource Management (RRM; {7 U
Y AEE) L Ry FT =T DA YA R ER=RT A VD OB A R D K AL R— R OGN E EE
7,

Cisco Al RRM

ALYEEE RRM 1%, A THI6E (AD) & ML OREE. 7 7 7 RNOEFEMED W Cisco RRM B 7 7 I U 713 Y XA
(e LET. ALPEHR RRM 1, Cisco DNA Center (4> 7L IATFI73A4 7 U A) AL TH—ERE LTRESN
F9, BEfFD CiscoCatalyst9800RRM 1 ~Z, A>TV Vx> MMa—pfb &N —E R — AL RAIBITTE E
3, AIPEIE RRM (L, fli> Cisco DNA Center % —E A & L CEBOHERELT2UE L £97, 3T H O TR L TL
7ZEWN,

Cisco Al Analytics

Cisco Al Analytics X, v U —Z7EBHENL Y NU—7 OMEE VT TNV a—T 407 L, EMNRSy v T 4
T = T EET DHDOIESN DA A N TFr— bERIELET, FRHIEI OO THRER LTI E N,

Awapmxy KJ—9

Cisco B AP (X, Ny 7 HR—VHOHFMRR Y hU—727 F721X5GHzX° 2.4 GHz BB A N 7 x— /L & LTHEHT %
Ayvaty NU—7 CHEHTEET, VAIUAY LA Ay a2y hU—F T, DAY 2 APIZE - T,
BRETAF—FTNRUA VYU ALAN 28T 231y V- PR EINET, Aviaxy NU—7NOD AP T,

N— T 78 ARA L b (RAP) £7213A v a7 Z7EBARAL L+ (MAP) # LCEIEL £9, RAPIZ. #HLZFh
OB THBS Y FT—2 108 LET, T _XTOX T AR —AAP T, MAP & LTEIfEL, YA YL XYY
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/ai-enhanced-rrm-dg.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-assurance/2-3-5/b_cisco_dna_assurance_2_3_5_ug/b_cisco_dna_assurance_2_3_3_ug_chapter_010.html

ZEALTHBELEY, T XTOAPITA Y2 AP L LTRESIL, HWSHTWET, AP Z RAP & LTHEMTS
21X, MAP # RAP &L L THRETOILERH Y £T, TXTOAyaxy hU—27I2, Dl &b 150 RAP R
BENTVWOILERDY £,

Cisco DNA Center ZfiHH L TA v a Ry U—7 Z3RET D HIEDOFEHIZOWVWTIE, ZHHZZML TS,
Cisco DNA Center 2.3.6 LLF%, [Wireless Settings] 77 « & KU CTlX, SEIERXANDOFIZT—7 7o —R BTV
F 9, [Security Settings] T AP F8FEY A N & {ER L. [AP Authorization List] #727 V » 27 L ¥, [AP Profiles] % /L' C
Ay a AP Ta 77 A NVEERL, [Add] 227 Y v 7 LET, IOSXED AP Va7 7 A Wil b T4 LA b
n—7 A 7EBERLET, [Profile] V4> RUT, [Mesh] %27 U w7 LTAY Y a"TA—FEHRELET,

IN—FKDOTT7EYT MO T DL

VI)a—Yalt, WOBIRINA—RY 2T LY 7 727 TTFRARESRTHET,

WEeT )7 2T VI ko T7N—3

~

7

TR —TTARXTAL YL A3 ha—7  |CiscoCatalyst9800-40 VA ¥ L A= hr—7 [17.09.04a

FARNTAF LRI ba—F Cisco Catalyst 9800-CL 7 77 K= hm—F | 17.09.04a
T X —TFF5 4 ASDN =2 fhu—S Cisco DNA Center 2.3.5.5
AAA Server Cisco Identity Services Engine 32

TS A= P = A=
ERRTEFTHANDERF 70774 ILDOETE
W DFEZ. Cisco DNA Center DF 7 /L FDOE T ALY L ARF 7774/ (K, . &) OREERLET,

TT7HNVPOREI 07 7 A VREFELETEEEA, REXLET DITE, WAZ LT 077 A VEERL, 774+
LMEDRF 7077 A0E LTEIDYTOHRLERDD £,

R3BEIAVYLARFFOT7 A ILDHTE

HaE 247 Bl
a7y A4 FX¥ A N7 ¢— |LOW
UK

[PROFILE TYPE] > [2.4 GHz] | [On/Off] k 7 /L |RE 7’11 7 7 A /LD 2.4 GHz #48 % A0 £ 721384 L £, [On] i
RE RELET,
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Hae

847

B

[PROFILE TYPE] > [2.4 GHz]
> [Parent Profile]

FTva s Ry
v

I, TORF 77 7 A VOIRETTH LB T 7 7 A L TT,
TAZNRF 707 7 A JVITFEFRLER A RF 7’17 7 A LI HDN
TYERRCX A7, D7 4 — IV RIZHAXLARE 7177 A LDOE
I ICOREH & ET, IKRF 7’1 7 7 A L OEA X [Low] IZFEE
SNFET,

AR AT v a v
* [High] : &#E2 747 NRF 707741,
* [Medium (Typical)] : % &2 747 N RF 727 7 1 )L,
e [Low] : (RBBEZ S A4 T FRF 727 7 A )L,

e [Custom] : W AX LRF 7177 A/,

[PROFILE TYPE] > [2.4 GHz]

[Multiple Choice]

2.4 GHz #4N CEIR T v xLEI D 4 C (DCA) N HEE— K CEIfE

> [DCA Channel] AT L 2B\ FHF o FNEBRLET, Fr 3~ E@RTE IS, 774
v VU RREREIE, Tyl 6, BLO1 TF,
ZDO7 44—V RiX, FAREEHA7 17 74/ (LOW, TYPICAL,
HIGH) OW I Nz imET 25813 2.4 GHz i ClIF R S 7,
24GHZHHIR TH LWRF 7' 2 7 7 A VEAER T DG/ DO AFR I
£, @, 24GHZ B TIX 1, 6. BLIO1LUADF v LD
IR SN A,
[PROFILE TYPE] > [2.4 GHz] | 5 DAL &3 & 2.4 GHz 3K CH AR — b I b7 —% L — b O#EiFAZ R T EE O E
> [Supported Data Rates] HE—HMDR | NdDHATA X, L— I, EOEONBIEIC, 1. 2. 5.5, 6. 9.
TAH 11, 12, 18, 24, 36, 48, B L 54 Mbps T,

KRF 77 7 A VDL, T _XTOTFT—H L — MNIFRESN, TN
A ADHHNEDR KRz B L ET,

KREF 77 7 AN, RBEI IAT L bOUA ¥ L ABREERITIC
FEFESNTWET, ZOXIRBRETIE, VA VYLRARZTA T R
5 AP ~OERIEENELS 2, T—X L— FNMEL 2D e H
DiTO

[PROFILE TYPE] > [2.4 GHz]
> [Supported Data Rates] >
[Enable 802.11b Data Rates]

Check box

IOF v IRy AF, AIROATAFXLBFEILEST, ZDF v
TR I A AT BHE, ATA X TR21IbT—HL— k1, 2,
55, 6. 9. BLO 11 Mbps VA2 £,

KRE 70 7 7 A VDA, ZOF =y 7Ry 7 RIA N30 £3,
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[PROFILE TYPE] > [2.4 GHz]
> [Mandatory Data Rates]

[Multiple Choice]
A IV
v

IDF T arRE R, 24GHZ IO U A YL A Xy NU—F L
OBIEAHT 2 FHEICT 72012, VALY VAT AT v hdYR—k
TOUENDLT —F L — FaBRIRT L7200 INET, BIRUK
IL1, 2, 5.5, 6. 9, 11, 12, 18, 24, 36, 48, I L U54Mbps T,

KREF 702 7 7 A NVDPFEH., WEDOT—H L—hKEl, 2. 55, BXO)
11 Mbps T,

[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[Power Level]

BEDOREN B
LAEHIT I D A
FA K

ZDATAHXT, ZORF 7177 A VIZEEST Hivlz AP O 2.4
GHz BRIz W Tk /U —a b —/L (TPC) TRETE DHK/N
BLORKEN LNV EZRDOET, X74&® AHiPHIZ -10 ~ 30 dBm
T, HAPHALIX 1dBm T9, TPCIZ XV, BT 5 AP 75 @D RSSI
K%omf%ﬁﬁ@ﬁh@ﬁﬂE@%K%%éﬂiTo

& RF 71 7 7 A LDPA
TPC CHEAHATE D LHIICATA X NHRESINET,

RBE Y 747 2 hOBRETIZ. AP OMRENIAL 72 5 AfREMN B 5
7o, SEERRANVy VEHRDHIIE, LVEWEN LV TEETD
VEPNHY ET, ZOHRKEICELY, TPCIZLHHDE LT 2.4
GHz & Ccx £,

AEHOE L~ (<10 ~30dBm) %

[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[RX SOP]

A=Ay N
A=a—

RX-SOP (Receiver Start of Packet Detection Threshold) 1%, 2.4 GHz #E#¢
TIAX LAy NEERBIWMEST S RFEELLEREL
ij‘o

RX-SOP L~ /LMEWVNEE, A VL RAT TA4T > MIxtd % 2.4GHz
HEMROBENRL 720 £79, ZEEFMERR (RSSD EMENT A
YLRIZIAT UM 8T 74971 APICL > TEFINET,
RSSIDME T3 201, < DG, VATVYLAZ T AT MR AP
LEEN TWA 70D T, FERLELTAPOEALYA X (WL vY)
M2 F3, UL, AP R R VEENTZSETICH D ATReER B 5. K
B FAT v FOREICES B T,

& RF 710 7 7 A DA 1L [Low] (-80dBm) IZRESNET,

[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[TPC Power Threshold]

BE O EN B
HAEE T D A
TAH

[TPC Power Threshold] iZ AP & /VEERICKIT D BRIOE L)L
HECHER SNA T, VAT AOH AL v DEIEOHIFENIC & &
j’bjﬁ ’9%0

[TPC Power Threshold] D #i[% -80 ~ -50 dBm T, KREE YV 714 7
Y hDTA YL RARBATIE, BE. AP OENRD 7220 £F, [TPC
Power Threshold] DfiZ K& <325 & filx D APIZH1T 5 M DX
BHLAULNEL 720 45 AP DR N L ORINL £97,

IERF 2 7 7 A VD4, 2.4GHz ###13 -65dBm IZRESNFE T,
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[PROFILE TYPE] > [5 GHz]

[On/Off] k7' /v
AN AN

RF 707 7 A /LD 5 GHz ¥k 2 A% £ 7130z LE T,
i’]\/\ij—o

[On] (7%

[PROFILE TYPE] >
[Parent Profile]

[5 GHz] >

A I
NZ

T, TORFF a7 7 A VDIREITLTHDIB 07 74 LV TT,
AL LRF 717 7 A VITERIEREE A RF 707 7 A T HS N
THERRCX A0, 2D 7 4 — )L RIZHAXLRE 717 7 A ILDFE
EFIZOREH S ET, IKRF 7’17 7 A VOGE X [Low] IZFEE

o
SNET,
fERRTRE A T v a v
«[High] : &% E 2 5447 FNRF 70771 /l,
* [Medium (Typical)] : %2 747 RN RF 7'v 7 7 A )L,
o [Low] : (KEBE Y Z AT FRF 707 7 A /L,

s [Custom] : WAZLRF 777 AL,

[PROFILE TYPE]
[Channel Width]

>[5 GHz] >

=R Ay N
A=a—

SGHz #kDF v F ViR 28R L E 5, [20]. [40]. [80]. 3L T[160]
MHz % 7213 [Best] BN TE £7, [Best] xR TH L, DCAIZLDY
BREEICHR I 72 T ¢ RV EIR S E T,

K RF a7 7 A /VOBE. F ¥ F/UEIZ 20 MHZ IZRESNE T,

[PROFILE TYPE]
[DCA Channel]

>[5 GHz] >

[Multiple Choice]
7 a R
Ve

HINCDCADEEIT— RCTEMET 2 F v r V&2 EIR L £ 7,

BRI KA A 2L > TRZAY £ (UNI-1 T+ RV 36 ~
48, UNII-2 5 ¥ /L 52 ~ 144, UNII-3 F v %/ 149 ~ 165) ,

5GHz

DT 44—V Rk, FHIREFS T 7 714/ (LOW., TYPICAL,

HIGH) OW N2 mET 585413 5 GHz # TIIE RSN T, 5
@hmﬁfﬁLwRF7m774w%¢mféﬁA_®A%réﬂi
‘a‘o

[PROFILE TYPE]
[Supported Data Rates]

>[5 GHz] >

R OB B
% W70 A
Ay

SGHz #ii CHR—hEN DT —H L — FO#HEZ R TEBEONMNED
HHATAH, L—FME, RN OLBIEIC, 6. 9, 12, 18, 24,
36, 48, B LN 54 Mbps TT,

KRF 70 7 7 A VDPAITT R TOT—Z L — MIRESNET,

KRF 777 AT, (KRBE I AT FDOUA Y L ABRERITIC
FEENTWET, %@;o@%ﬁfm TAY VLRI TAT 2 R
5 AP ~OEHGEHEEN R 72, T—F% L— FMEL R D ATREMEN B

DET,
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PROFILE TYPE] > [5 GHz] >

[
[Mandatory Data Rates]

[Multiple Choice]
A IV
v

ZOFTvarhF U, SCGHZz IO TV A P L ARy hT—27 LD
BT 2 A[REIC T 272018, VAV LA T4 T 2 "B R— T
HMENDHDHT —F L — MEERT LD S E T, BRI
6. 9, 11, 12, 18, 24, 36, 48, LU 54 Mbps T,

IKRF 707 7 A VDOPE, WEODT—HL—hrT6, 12, L 24
Mbps T,

[PROFILE TYPE] > [5 GHz] >
[TX Power Configuration] >
[Power Level]

BEDOREN B
LAEHIT I D A
FA K

ZDAFAXT, ZORF 7177 A /IBHEST 54172 AP @ 5GHz
MR CTPC AR E TCEDR/INBLORKEN LV E RO ET, XT
4&@ AHIFAIE -10 ~ 30 dBm T, 4 HALIX 1 dBm T9, TPCIZ X
V. BEEET S AP YD O RSSLICHESW TR RO EE 8 )75 H BRI

FHEINET,

ERF a7 7 A LDPRE ., EEOEH L~V (<10 ~30dBm) %
TPC CEAHTE 5 L 51 X34&ﬁ REINFET,

KBS T4 T hDBR ﬁfﬁ AP ORIRRNIAL 72 5 A[REMED 8 5
72, BEBRINL y UEEDIZE., LDEWVWEN L)L TEET S
VEPRHY FET, ZOFREICLY, TPCITLEFHDEI L)L TS
GHz & Ccx £,

[PROFILE TYPE] >[5 GHz] >
[TX Power Configuration] >
[RX SOP]

A=Ay N
A=a—

RX-SOP (%, 5GHz RN U A Y L ANy v N EEFB LI OME ST 5
RFEH5 L~ NLVERELET,

RX-SOP LULMEWEE, VA YL AT T4 T 2 MKk 5 5GHz
HRRORENE L2 £F, RSSIEBMENWTA YL A Z7T7A4T > b
N7 74w 71 APICL > THEEINET, RSSINKE T 201%
%L DA, VATV AZTAT 2 M AP LB TWA 2D 720
T, FERELTAPOEALYA X (WAL YY) B ET, Ziud
AP BN XV EENT-GFTICH D ATREEN S D, REE S FA4 T 2 OB
BRloesr b £,

K RF 707 7 A LVOFE1E [Low] (-80 dBm) (ZRRE SN ET,

[PROFILE TYPE] >[5 GHz] >
[TX Power Configuration] >
[TPC Power Threshold]

HEOBRERH
HEETIT R D A
TAH

[TPC Power Threshold] I& AP D& /VEEFRICE T 5 BHIDOE ) L~ULdD
HENZEH SN D720, VAT LAOH Ly DEWEDOHIENZ L X
j”bi j_o

[TPC Power Threshold] D #iPH|% -80 ~ -50 dBm T3, KEE 7 T4 7T
Y hOUA Y LURERATIE, @E, AP OB D<) £, [TPC
Power Threshold] Dfiz K& < 325 & filx D AP 21T 5 B DOIE(E
BHLNUNREL 2D & AP ORIRHZR NV UHREINL £,

K RF 70 7 7 A LD, 5 GHz EXR 1T -60 dBm IZEESNE T,
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Hae 247 5ER
a7y A4 F%Z k7 ¢— |TYPICAL
VK

[PROFILE TYPE] > [2.4 GHz]

[On/Off] k7' /v
RHE

RF 707 7 A )L ® 2.4 GHz #ik & H2h £ 7213 8hic LE 9, [On] 2

> [Parent Profile]

[PROFILE TYPE] > [2.4 GHz]

F g RHE
Vg

I, TORF 77 7 A VOIRETTH LB T 7 7 A L TT,
TAZNRF 707 7 A JVITFRFRLER A RF 7’17 7 A LI HDN
TERRTE D720, ZDO7 4 —/L NIZHAZXLRE F 177 A L0OE
BRI D@ &3 £, TYPICALRFE 711 7 7 A /L DA 1T [Medium
(Typical)] IZF%E S E T,

AR AT v a v
* [High] : &#E 747 NRF 707741,
* [Medium (Typical)] : H#E 2 747 KN RF 727 7 A )L,
o[Low] : IREE S AT NRF 707 74 )b,

e [Custom] : WAX LRF 7177 A/,

> [DCA Channel]

[PROFILE TYPE] > [2.4 GHz]

[Multiple Choice]
F T a R E
Ve

2.4 GHz #HN T DCA NHE)E— FCEIET 5 F v L2 @IR L %
T, Fr N1~ 14 Z2BRTEFES, T 740V FREIL. T L
1. 6, BLUO11 TT,

ZDO7 44—V RiX, FRIREEH»7 27 74/ (LOW, TYPICAL,
HIGH) OWThraimET 5856135 2.4 GHz HIR CIXR R INT,
24GHZ R CTH LWRF 70 7 7 A L EAERR T DB A IO R E R EN
F9, @B, 24CGHz L TIL L, 6. BLO N LSO F ¥ R FEE
IR SN EEAL

[PROFILE TYPE] > [2.4 GHz]
> [Supported Data Rates]

HE DA EDR H
D H— DA
FAH

24 GHz I CHR— M END T —% L — hO#PH &2 R T HEEONE
NHDHATAHE, L— I, BB OBIEIC, 1, 2. 55, 6. 9,
11, 12, 18, 24, 36, 48, B LU 54 Mbps T,

TYPICALRF 71 7 7 A L DI5ETX 9 Mbps UL ED L— MIRE S
E RN

TYPICALRF 70 7 7 A )WL, FHEZ T4 7 hDOT A ¥ L ALREE
FHZERFF SN TWET, TOLIREBETIE, VA YL A T4 T
VRN AP IR THEE T A &L YA YL ARy NU—7 DK
AN—T FIMEFLET, 27747 bR LDEWL— F TR
JOREETED LI, TR APEELZREHTILENHY 7,
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HEHE 247 B
[PROFILE TYPE] > [2.4 GHz] | Check box TOF v Ry AT, BEROATA KX LERLET, TOF <y
> [Supported Data Rates] > IRy I AT AT HE ATFTALTRR21b T —ZL— 1, 2,
[Enable 802.11b Data Rates] 5.5, 6. 9. LT 11 Mbps VBT Y £,
TYPICAL RF JEBOEBAS. ZOF v 7Ry 7 R34 71> T0E
‘a‘o
[PROFILE TYPE] > [2.4 GHz] | [Multiple Choice] | = DA 7> g R ¥ 0%, 24GHz RO U A YL A%y hU—27 L
> [Mandatory Data Rates] | 472 a RS | Bt & WTHRICT B 72010, TA YL A2 T4 7 > hAHHR— b
v THMNENDHDT —X L — BRI H-DIEHSNET, BRI
W1, 20 5.5, 6. 9. 11, 12, 18, 24, 36, 48, B LT 54Mbps T,
TYPICALRF 712 7 7 A LDt MHEDT — 4 L— hE 12 Mbps D
%LTTO
[PROFILE TYPE] > [2-4 GHzZ] | @ DOREND | ZDATFTAX T, ZORF 7u 77 A /VIZEEMT 7 AP @ 24
> [TX Power Configuration] > | 7 ¥k J5(610> 2 | GHz M © TPC 3 ik B CTX A/ B L O KESH LV E RO £ T,
[Power Level] S4% 25 A K DLFEFENE -10 ~ 30 dBm T, BISHATIE | dBm T, TPC
2L, BETAAP S O RSSIHICH SN CR IR OEEE N EE
B SN ET,
TYPICALRF 71 7 7 A VOE, 2FiHOE I L~ (10 ~ 30
dBm) % TPC CTEH CE DL HIICATA X NHFREINET,
HEREE 7 S5 4 7 2 NOBRETIZ. AP ORMREASAL 72 5 Al REM: N & %
72, BERIALy VEEDICE. LVEWENLLVTEET S
VENH Y ET, ZOFREICLY, TPCIZELHFHDE L~V T 24
GHz Rz X £,
[PROFILE TYPE]>[2.4 GHz] | ku v 7% > |RX-SOP |L, 24 GHz BN T A Y L AR v EEHRBIOME ST
> [TX Power Configuration] > | x — _, — A REEBL~LERELET,

[RX SOP]

RX-SOP L~ LAMEVMEE, UL VLRI T4 T 2 MIxtd 524GHz
IR OREN < 720 £F, RSSIEABNENWT A YL A 7547 b
N7 749 71F, APIZL > THE B ILET, RSSI MK T 5 DI,

2 DEt. VATYVLRAZFAT 2 MR AP DNHEEN TWA 272D
T, FERELTAPOELYA X (IANL YY) BHEXET, L,

AP BN XV EENT-IGFTICH D AlREER S D, IREE S T4 T 2 OB
Bl bEd,

TYPICAL RF 7’12 7 7 A /L DE X [Auto] IZFRE S ILET,
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[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[TPC Power Threshold]

BEOFRENH
HEE DA
FA4 K

[TPC Power Threshold] I AP OB AEFRIZHIT 5 HIEIOE L)L d
FHEICHER SNDT20, VAT LAOH ALy DEWEDHIENC & &
z/l/\i TO

[TPC Power Threshold] D#iPH (% -80 ~ -50 dBm T3, TEE Y T4 T
Y EOUA Y LUREBTIE, @, AP OENEL 720 £7, [TPC

Power Threshold] Dz /NS < §5 & fHlx D AP 21T 5 AR D E(E
BALVANMET L, % AP OEEIR Ny DIRED LET D3,
[fl—F v r T (CCD bRz b ET,

TYPICALRF 7’1 7 7 A VDG4, 2.4 GHz BHRIT -70 dBm IZEXE &
nET,

[PROFILE TYPE] > [5 GHz]

[On/Off] k7L
NE

RF 707 7 A /)V® 5 GHz #i % A E 71X LEJ, [On] IZF%
i’bi‘a‘o

[PROFILE TYPE] > [5 GHz] >
[Parent Profile]

F g R
Vg

I, TORF 77 7 A VOIRETTH LB T 7 7 A L TT,
AL LRF 727 7 A JVTFEREREWE A RF 707 7 A LTSN
TR TE B2, ZDO7 4=V RiEHAZXLRE 7177 AL
R O AE ] &£, TYPICALRE 711 7 7 A /L DA 1E [Medium
(Typical)] IZF%E I ET,

A FRERR A 7 a
* [High] : &#E 747 NRF 70774/,
* [Medium (Typical)] : H#EEZ 74T N RF 727 7 A )L,
e [Low] : IKBEJE 2V T4 7 N RE 707 7 A1),

s [Custom] : W AKX LARF 7u 77 A/,

[PROFILE TYPE] >[5 GHz] > | kv » 7577 o | 5GHz HHIR O F v VIR 84R L £ 47, [20], [40]. [80], 5L T[160]
[Channel Width] A=a— MHz % 7213 [Best] % 4R T& £3, [Best] 23T 25 L, DCAIZLY
BRBEIC AR T ¥ FVIEIRIN S E T,
TYPICAL RF 7’1 7 7 A VDA F ¥ R/VIEIX 20 MHz (2 E S 4L
7,
[PROFILE TYPE] > [5 GHz] > | [Multiple Choice] | 5 GHz #718;/N TDCA 7S HEjE— R CEMET 2 F v R Z2RIR L E 7,
[DCA Channel] FFa s RH N
y BB IIHH R A A N2 K-> TR Y £ (UNI-1 F v %L 36 ~

48, UNII-2 T ¥ R/L 52 ~ 144, UNII-3 T+ */L 149 ~ 165) ,

DT 4=V R, FRIRREFEA T2 7 7 A (LOW, TYPICAL.
HIGH) DWW N iwmET 58541 5 GHz # TIEEREINT, 5
GHz B CHILWRF Va2 7 7 A VEERRT D IHBICDOAFRREINF
ER
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[PROFILE TYPE] >[5 GHz] > | 3 D E 3 H |5 GHz I CTH R — h ENDHT —% L — F OFPH Z2 =TI O E )N
[Supported Data Rates] DHE—FHADR |BHATAH, L— I, EWHLOGIEIC, 6. 9, 12, 18, 24,
TAH 36, 48, B LT 54 Mbps T,
TYPICALRF 711 7 7 A L DPAITT RTHOF—Z L— FMIRESH
i‘g‘o
[PROFILE TYPE] >[5 GHz] > | [Multiple Choice] | =D 47> g R Z %, 5GHz HIDO T A YL 2%y FU—27 LD
[Mandatory Data Rates] ATV 2y RE | B & TR T 57010, VA Y LA T4 T v bR R— b
Ve HUENRH DT —H L— N @RI 570 H S Ed, BRI
6. 9. 11, 12, 18, 24, 36, 48, B LN 54 Mbps T,
TYPICALRF 71 7 7 A VDA, HWEDOT—HX L—Ki6, 12, B
X V24 Mbps T,
PNWEE“TE>EGﬂP>@ﬁ@$Eﬁ& TDARATAXT, ZORF71 77 A )VICEHESHT Hiv7z AP @ 5GHz
[TX Power Configuration] > | 2 & 515100 2 | S CTPC N ETEX A/ B L OB KEN L~ ERDEST, 2T
[Power Level] 544 S DAEFIE 10 ~ 30 dBm T. HISHALE 1 dBm T, TPC Ik
D, BEEET D AP D DO RSSIHZEESW T IR OR(EE )0 BEINIC
SN ET,
TYPICALRF 71 7 7 A VOE, 2FiHOE I L~ (10 ~ 30
dBm) % TPC CTEH CE DL HIICATA X NHFREINET,
HEREE 7 S5 4 7 2 NOBRETIZ. AP ORMREASAL 72 5 Al REM: N & %
72, BERIALy VEEDICE. LVEWENLLVTEET S
VENHY ET, ZORTIZLEY, TPC IZTEFPEDOE S L~V TS5
GHz Rz X £,
[PROFILE TYPE] >[5 GHz] > | km v 7’ # > |RX-SOP |, SGHz RN T A Y L ANy hEERBLIOMMEST S
[TX Power Configuration] > A= — REEE L~ LEZRELET,

[RX SOP]

RX-SOP LU MEWEE, VA VYL AT T4 T2 MK 5 5GHz
IR OREN < 720 £F, RSSIEABNENWT A YL A 7547 b
N7 749 71F, APIZL > THE B ILET, RSSI MK T 5 DI,
2 DEt. VATYVLRAZFAT 2 MR AP DNHEEN TWA 272D
T, FERELTAPOELYA X (IANL YY) BHEXET, L,
AP BN XV EENT-IGFTICH D AlREER S D, IREE S T4 T 2 OB
Bl bEd,

TYPICAL RF 7’12 7 7 A /L DE X [Auto] IZFRE S ILET,
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[PROFILE TYPE] > [5 GHz] >
[TX Power Configuration] >
[TPC Power Threshold]

BEOFRENH
HEE DA
TAH

[TPC Power Threshold] I AP OB AEFRIZHIT 5 HIEIOE L)L d
FHEICHER SNDT20, VAT LAOH ALy DEWEDHIENC & &
z/l/\i TO

[TPC Power Threshold] D#iPH (% -80 ~ -50 dBm T3, TEE Y T4 T
Y EOUA Y LUREBTIE, @, AP OENEL 720 £7, [TPC

Power Threshold] Dz /NS < §5 & fHlx D AP 21T 5 AR D E(E
BHLVPMET L, & AP ORIKRIR T 31y DD LET 03,
CCI bi/MRICHx HivET,

TYPICALRF 7' 7 7 A VD4, 5 GHz #E#{IE -70 dBm IZF%E S 4
F9,

KB EIAVYLRARFFOT7 A ILDHETE

HaE 247 £ EA
VA=A % F¥ A k7 ¢— |HIGH
VR

[PROFILE TYPE] > [2.4 GHz]

[On/Off] k7' /v
RHE

RF 7’0 7 7 A )LD 2.4 GHz i &2 G & £ 7213 HEZHIZ LE 7, [On] IZ
BELET,

[PROFILE TYPE] > [2.4 GHz]
> [Parent Profile]

A T
v

I, TORF 777 A VDOIRETTHIE 07 7 4 LT,
TAZINRF 707 7 A JVITFEFRER A RF 7’17 7 A LI HAD0N
TYERCEX A7, D7 4 — IV RIZHAXARE 7 a7 7 A LDOE
JRIFFIZ DA SAVE T, & RF 7’1 7 7 A )L OBEE [High] [ E
SNFET,

AR AT v a v
* [High] : ®#EE 747 NRF 707741,
* [Medium (Typical)] : % &2 747 N RF 727 7 1 )L,
e [Low] : (RBEZ S A4 T FRF 77 7 A )L,

e [Custom] : W AX LRF 7177 A/,

[PROFILE TYPE] > [2.4 GHz]
> [DCA Channel]

[Multiple Choice]
F T a R E
Ve

2.4 GHz #18N T DCA DN HEIE— R CTEMET 2 F v RV EBIR L £
T, Fr N1~ 14 2BRTEES, T 740 FREIL. T /b
I. 6. BLW11 TH,

ZDOT7 44—V Rit, FHRTEES7 27 74 (LOW, TYPICAL,
HIGH) OWInazimET 2561% 2.4 GHz H CIlEFR ST,
24GHZHHR THI LWRF 7' 2 7 7 A W EAER T DG/ DO AFR I
T4, BE. 24GHzZHIRTIE 1, 6, BIO 1 LA DOF v LR
IR SN E R A,
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[PROFILE TYPE] > [2.4 GHz] | 3O iE MR & |2.4 GHz B CH R — F SN BT —# L— kO &2 R~ T B O E
> [Supported Data Rates] BE—HEDR | NbDHATAL, L— I, ENEOBIEIC, 1. 2, 5.5, 6. 9,
FA4 K 11. 12, 18, 24, 36. 48, B X154 Mbps T,
B RF 7’07 7 A )LOEHAIXIMbps LLEDO L— MIERESNET,
BRE 7077 A V%, BBEIITAT L MOUA YL ABRERITIZ
FHEINTWET, ZOLIRBIETIE, VA PLRAITAT U MR
IR TCERT DL, VLAYV ARY BT =T OEIRH 72 AL —
T RPMETLEYT, 24T MR EWL— TR LW
FETExDXHC, MR APEBEZERTILENDHY £7°,
[PROFILE TYPE] > [2.4 GHz] | Check box TOF e IRy I A, HIOAGTAXLEHLET, ZOF -

> [Supported Data Rates] >
[Enable 802.11b Data Rates]

Ry IV A A AT HE, ATAXT8021bT—XL— K1, 2,
5.5, 6. 9. BLU 11 Mbps AN/ £,

B RF BEOEE., ZOF v 7Ry 7 AEA 712> TWET,

[PROFILE TYPE] > [2.4 GHz]
> [Mandatory Data Rates]

[Multiple Choice]
F T a R
Ve

IDF T arRE R, 24GHZ IO U A YL A Xy hU—F L
DOEEN; T &2 FJREICT D720, VA YL RZ T4 T 2 MI3HAR— b
THOMENDLT —F L — hERRT OIS NET, @K
L1, 2, 5.5, 6. 9, 11, 12, 18, 24, 36, 48, F L U54Mbps T,

ERF 707 7 A VDOBRE, MWEADT—F L— MME12Mbps DA T,

[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[Power Level]

BEOBRENH
B AEE T D A
TAH

ZDATAHXT, ZORF 7077 A /VZEEAT Sl AP O 2.4
GHz R CTPC R E CTE DI/ M L O KEN LV E RO ET,
AT A X DOEFPIL -10 ~ 30 dBm T. HE4HIIE 1 dBm T3, TPC
WZE 0. BT B AP S DO RSSHZEASW THIER OREE N AH)
MRS N E T,

ERF 707 7y A VOEE. @FKFEOEI L~ (7~30dBm) %
TPC THEHTEXDL L HICATA X NRESNET,

DX O IMEEE Y 747 v MEE T, SRSV IXWIIR S

L. BRNOAEICE T T ﬁé?éRFi%»% D ENKIE
R T D ATREME N B W £, TPCEMEHT 5 L. BIOEEA EiE
LT, EBNODO AP OXEFEN BRI 2 £725, R ofalE & &
HBIZEBRA I FT, TPC DE/NEH L~V EESLERTET D

&L B (V7 F v —ORIGE) 2572 RF =R LF =371 7|
BlETHE 270 T,
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[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[RX SOP]

A=A Syavd
A= a—

RX-SOP IZ. 2.4 GHz RN T A ¥ L 234 > M 2B L OME 51
ZD RF{DE‘]//\/I/%‘H%E Li?—o

RX-SOP L SR EL B b, DAY VAT TAT V MIHT 5 2.4
GHz SR ORENME T LET, RSSIEBNENT A YL R T4 T
NNZ 74y 71F, APIZE > THEHZSNET A, RSSIDVEFT 250
X, Z<OHE. VAV VLA TA4T 2 MR AP OB TWA 29
DT, FERELTAPDEAYA X (DL Y) BELYET, =
i, APﬁictDﬁ%ﬁf“ CEMSNDAREERH D, 7 TA T ME
EOBOWRBEICEYLBET,

& RF 7' 7 7 A4 L OYATE [Medium] IZ5EE SIVE T,

[PROFILE TYPE] > [2.4 GHz]
> [TX Power Configuration] >
[TPC Power Threshold]

HEOBRELRH
HEEITIR O A
FAH

[TPC Power Threshold] IZ AP D& /LEERICH T 5 BHDE I L~ULdD
BN ENA 7D, AT LD I ALy DEHEDHIEIC & H &
ET,

[TPC Power Threshold] D #iPH(X -80 ~ -50 dBm T3, @EE T 74T
Y EOUA Y LA T, B, AP OH%L e £7, [TPC

Power Threshold] DfEZ /NS < §5 & fll 4 D AP IZF1T 5 AR DE(E
BALUPKT L, & AP OERNZ2 TNy U LET 03,
CCI bi/NMRICIx HivET,

ERF 7077 A NVOEE. 2.4GHz I -70dBm IR ESNE T,

[PROFILE TYPE] > [5 GHz]

[On/Off] k7' /v
RE

RF 707 7 A /L® 5 GHz 83k % H%h F 72138z LE 7,
FLET,

[On] |Z5%

[PROFILE TYPE]
[Parent Profile]

>[5 GHz] >

FTva s Ry
v

I, TORF 777 A VOIRETTHIE S 07 7 4 LT,
ﬁX&ARF7D774wi$w WEW I RE 71 7 7 A T HESN
THERRTE D720, ZDT7 4 =)V RIZHAXLRE 7107 7 A )LDIE
B ICOREH S ET, B RF 727 7 A VOEA X [High] ICRE

SNET,
R AT v a v
* [High] : &#E7 747 NRF 70774 )l,
* [Medium (Typical)] : %2 747 N RF 727 7 1 )L,
e [Low] : (RBBEZ S A4 T FRF 727 7 A )L,

e [Custom] : W AX LRF 7177 A/,

[PROFILE TYPE] >[5 GHz] >
[Channel Width]

A= Ve
A= a—

5GHz RO F v FVIE 2R L F 77, [20]. [40]. [80]. L TN[160]
MHz ¥ 7213 [Best] Zi#IRTE £, [Best] Zi#RT 5L, DCAIZLD
BREEICEE 72 T v FVIBDRIR S E 7,

" RF 7’07 7 A VOGAE, T v RVIEIE 20 MHZ IZERE SN E T,
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[PROFILE TYPE] >[5 GHz] > | [Multiple Choice] | 5 GHz #1;/N CDCA A H#hE®— K CEIET 2 F ¥ RV 23R L £,
[DCA Channel] T a R E s
y BRI IR R A A N2 K> T2 Y 9 (UNI-1 F % 1L 36 ~
48, UNII-2 F % /L 52 ~ 144, UNII-3 F v %/ 149 ~ 165) ,
DT 44— ik, FHIREHFS T 7 74 (LOW., TYPICAL,
HIGH) OW iz iy 245615 GHz ik ClaRnr s, 5
GHz i CHI LW RF 70 7 7 A W EABRT D5 G IS OHBRENE
7,
[PROFILE TYPE] >[5 GHz] > | (D& 2 & |5 GHz #I TH R — F ENDHF —F L — b O#iH 2 =~ T EHOAE R
[Supported Data Rates] DHE—FHADR |DHATAH, L— I, EOHOGIEIC, 6. 9, 12, 18, 24,
TAH 36, 48, B LT 54 Mbps T,
B RE 707 7 A LOBAIE 12 Mbps PLED L — MIRESHET,
[PROFILE TYPE] > [5 GHz] > | [Multiple Choice] | = DA 7> a v ARE¥ o iZ, 5GHz DO I A Y L Ay NT—Z7 LD
[Mandatory Data Rates] FT v a v RY |\ BT B RIS T A0S, UL YL AT TAT v R R — h
v DUVENRHDHT—X L — s E2ERTH-OIEASNET, BIRIT
6. 9. 11, 12, 18, 24, 36, 48, B L 54 Mbps T,
B RF 7’07 7 A NVOYE MHAOT —H L— M 12 3 KU 24 Mbps
(G—a—o
PNFEE“?E>E@ﬂP>@§@$Eﬂ& TDARTAHXT, ZORF70 77 A )VZEHEAHT H vz AP @ 5GHz
[TX Power Configuration] > | 7 #54 J5(51 0 A |4 CTPC AR E CTX A E/ B L O KB L~ EikdET, 25
[Power Level] 5445 S DAFIE -10 ~ 30 dBm . BI4YEA7IE 1 dBm T, TPC 1= &

0. BEEET B AP DD D RSSIHZ HSWTH R DO EEE )0 B BIAYIC
RSN ET,

M RF 7077 A NVOEE, REHOEI LV~ (7~30dBm) %
TPC CHEATE A LIICATA ENHRTEENET,

WEOLDREEE Y T4 T 2 MRE T, SRSV IEWICR S

£ BRNOANEKICE > TT7 e T7I28#ET 5 RF =RV —D BN KIE
WCHET A AREMERH Y £, TPCEFEMAT I L. BINOBERE 2EE
LT, ZBNDO AP OXEFEN DB 2 £725, Rl ofalE & &
HLICENBRA I A ET, TPC Oi/NEHI LNV EELSRET D

&L B (L7 F X —OBAEE) ICH972 RF TR LX—RN 7Tl
BETHE I T,
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[PROFILE TYPE] >[5 GHz]>| ko v 7% 7> |RX-SOP IZ, 5GHz RN T A ¥ L 2 N EERBLOMEST 5
[TX Power Configuration] > | ¢z —  — REEBL~LEZRELET,
[RX SOP]
RX-SOP LA NEL 72 b &, VATV VAT ZA47T 2 Mk 5 5GHz
HERRORBIENME T LET, RSSIEBNERNTA YL R T FA4T K b
T4 71F, AP K-> THEEFESNEE A, RSSIDK FT 201
47< DB, VATYLRATZTAT 2 MR AP LEEN TS 72070
T, fERELTAPORBAT AR (B AL wY) BNEY ET, Ziix
AP B L Y EEEICEBSNAFREERH D, 7747 MEEDGE
WERBEICR N D 7,
& RF 7' 7 7 A4 L OYATE [Medium] IZ5EE SIVE T,
[PROFILE TYPE] >[5 GHz] > | #i$ D% 773 % | [TPC Power Threshold] 1% AP D& /VEERICE T 5 HEIDOE S LD
[TX Power Configuration] > | 2ty 0 2 | I S D720, AT AOHS Ly PEIEOHIEIC & X
[TPC Power Threshold] S K nEF,

[TPC Power Threshold] D #iPH(X -80 ~ -50 dBm T3, @EE T 74T
Y EOUA Y LA T, B, AP OH%L e £7, [TPC
Power Threshold] DfEZ /NS < §5 & fll 4 D AP IZF1T 5 AR DE(E
BALUPKT L, & AP OERNZ2 TNy U LET 03,
CCI bi/NMRICIx HivET,

ERF 70277 A NLDOHEA. 5GHz I -65 dBm IZHEINE T,

HES

AP

TR RAL b

Cisco ISE

Cisco Identity Services Engine

Cisco SDA

Cisco Software-Defined Access

CDhP

Cisco Discovery Protocol

CWA

Central Web Authentication (473 Web

DS

PNALE)

distribution system(73H( > AT A, BUAGT U AT A, BUE T AT L)
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FT

Fast Transition
HA

INATRXAZ7EVT 4
IBN

ATV RR=RA Ry NT—2

L2

LAY 2
LWA

2 — 71 /L Web F8FIE
Microsoft AD

Microsoft Active Directory
PSK

P % —
PSN

Y —h—E R —
RF

S B
RSSI

Receiver Start of Packet Detection Threshold

SSID
v Aty bl
SSO

AT — KNIV AL v FF——

Svi

Ay FRBA P F =T = A A

SWIM
VTR =T A A VE
TPC

GENRT— ar fa—)L
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VLAN
IR —hr) 7%y hU—7
WLAN

JA¥X L A=W TYT v hT—7
WNM

UAYLVARy U — 7 EH
WPA

Wi-Fi Protected Alliance

e

(B3

* Amazon Web Services TP~ 7 7 Rfift Cisco Catalyst 9800 7V A Y L Az hr—F Db DEAT A R
« Cisco Aironet 7 7 7 4 72 v —8 A H A K [GE

« Cisco Catalyst 9800 Series Configuration Best Practices

YRAOHA FICHT 5 TERRTRENDDHAE, YATAI2=T 4 DT 4 AT v Y3 ATTBMLES W,
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