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Cisco Plug and Play Mobile App:
Delivers bootstrap configuration
and checks status, troubleshoots

Cisco Network Plug and Play
application on APIC-BEM:
Central controller manages

projects, devices, and the
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for device deployment.
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::‘l Cisco Plug and Play 105 Agent: Embedded
agent on Cisco network devices interacts with
Cisco Network Plug and Play application to get
its configuration and image.
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- NV—HDONL—T v RR—FEHEHLTHT AR =L AL v T E2N—HIIHERT D, ZOHEN—T v K R—
MIVTA B =T 2 ZAEFEHLTHEED VLAN 2 R—FTEXES . 777 T R T Tk Af AAf v
FIEZFDOFR— P EHENC N T2 7 A= E L TCRELET, KB T T 0 FOHRZIEI N —FEF T AT —
b AA v TS D VLAN 23 ET A5 0ER’H Y £, 208 5 ERF 2R — b5 A4 v T E2L—
T R A= MIERTAILERDH Y £,

57 b b TiL.FE VLAN 1 #%7E D Cisco Network Plug and Play iZ.VLAN 1 Z{Ef L TF 1 A& P R— b+ LET,
1 LSO VLAN Z A4 A3 ETA T v 7 A R — A TAAL ATHR= RO Y J—=ARNEfTENTWRITH
E20 ERAETLTDT v T A MY —h T31 2| pnp startup vlan x] 7' 7 —/3)L CLI 2~ > R&FRE L T L&
DTZITT U RTvA TNRALRAZZDOCUET Y v aTHMBEROY ET HETLIT v TA NI —LA FNAL AT
Da<y REFITLELEFTDOT v T AR —A T34 ZATIHVLAN X =y TOEF I IThbEYA -2 L,
PBeDTZ 7 TV R T THRARAEDTRTCODT 7T 47 A —7 A AL FEEINTZ VLAN IZET I E
T ZDHA RTA L FN—H AL v FOBFITHES LET,
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EE:JEVLAN 1 e AT 2B 81X, T X CORA N— 21 v F T3 A73,3.6.0.3.6.1 X° 3.6.2 UV U —AT|E7%2
<.CiscolOSXE UV U—A 363 LIEALFATLTND Z L 2R L TS ZEWLIFIDO U U —RIZHEN TV BEDE
EFIH CSCut25533 DMz o\V Tl [Release Notes for Cisco Network Plug and Play]o [Caveats | DIE % i L
TLEEN,

B o T Ak

Cisco Network Plugand Play Y U =—< g > ClI. % v T —27 T34 2L APIC-EM =2 kv —F [T HTTPS ke i
HENET, Z0Ex 2778813 . DHCP 4 7'y 3 > CHRE SNTRE S A 7126 U T2 FHEO FIEO T TIEITS
NWE T, DHCP DR E DA OV TIL. APIC-EM 22> s —F O BB HIZ%3 5 DHCP DR E (13 X—) &8 L T<
7220,

DHCP #7'v 5 43 OXXFTHND K /RT A —F TIHRESNTEmEZ A TS T e d 2 TR O FIETERESNE T,
B HTTP BNEE7 e ha (T 740 M) ELTHRESN. B2 TEFIZ N T A FRA > MIESE T,

FT A BMERA L MIESS BF 2 TERHIZAPIC-EM 20 b —FIZF 74V h TA VA b= END HEEBAEHE
PEHELET, COHCELFHFRHELFHA LT . Ry "I —27 TAAL AT T4V FD R T X MRA v FMER S VE
9, ZAUS KD TN R HTTPS ZN L TAPIC-EM 22> b —J I ZERICERTE 5 L 51270 T3 HTTP A3isgs
ZFa han b LTHEESNTWAIZE20 53 HTTPS 728 APIC-EM =t he—F L OBEIER S ET,

B HTTPS 2zt~ b oL & UTHRE S, B3 = 7EEHT trustpool 1233 & £,

trustpool 1235 < &% = 7R Tid, S BT APIC-EM =2 e —F O H EEBAGEHELZ L H O CA B4 EFEHEL
EXHx HMENH D F T, trustpool 1%, [F4 T X HFEAERIC L Y &4 S, Cisco InfoSec (2 & » THAIT S N 7-fEHE
DFERIIRA R T CTF, A3 Xy NI —2 T3 Z1Z APIC-EM =2 b n—Z 28t § 5 & 7272 B I trustpool /3> K
NeAvR—=bFLET, ZHICEY TS A Ear be—T OFEREZRIEL TL—k CA F T A MARA > M EERT
EHOT EHAEDBAMEFHELZMEM L C HTTPS &l TLeIcEBE TE £7,

TRIA=B &M S>TDHCP 7> a v A3 BT A ET 22 LT ARy b U —27 ORIOHATIC trustpool /32 KL%
BRANTDHZ k%f%iﬁ‘%ﬁﬁavaFU 7 FRA ZLAPIC-EM {24 v A b =L ENTWATFT 7 4L b D
trustpool Ti72 < ,—H® trustpool /3> FLZERHELET,

TF 2T 4 FEHEDA R— B X trustpool /X RLDEERIIC ST [ Cisco Application Policy Infrastructure
Controller Enterprise Module Deployment Guidel® I Cisco APIC-EM Security | ODFE%Z S8 L T 72 &0,

SUDI Gk

—EOWHAL 23 Xy hT—2 F 34 Z(Cisco ISR 4000 & J — X L—Z 72 ¥) 13 . SUDI SEHEIC L A X 2 T 7 A

AP EBEEE R — P L TCWET, X2 T 2=—7 T30 ZiBIF (SUDD FERA L MR T /8 2 N— R 7 = 7|2
A VA=V ENFET, T A AL SSL N Ry = A 7 W2 Z o SUDI ?EE)%%% APIC-EM == b e —F|{ZEE L ET,
APIC-EM =2 b —F 2 SUDI FEBHEZRFEL CTT A RAERFET D L O ETE £,

SUDI FEREE VAR — K L TW5 T /31 AT SUDI FFE% E3k 75 121%, Cisco Network Plug and Play 7 7'V r—> 3 v [
=7 b (Projects)] # 7IZ—ER/RINTNDT A ZAORIZH 5 [785E (Authentication)] = v 7 AR v 7 A& A 12 L
ijq SuUDI mqu%‘H‘T—]\L’C&b\T/\/T’X’C 0)1‘/71%:71‘/ ‘fék\nwiEiocl:U‘7Dl:/aﬁ/7 %E&L/Tmuu
TT—NRETDHD T FDOT A ATEEELFITT DI ZOR Y 7 A4 71T AHEND Y F9, 55>V T

[ Configuration Guide for Cisco Network Plug and Play on Cisco APIC-EM]%ZZH L TL 72& W,

SUDI #FEZ ViR — R LTWABT A ZAD U & MZoWTiL . [Release Notes for Cisco Network Plug and Play]% /L C
{IEENWY,
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> ] ~ N =Ju it
ENRNA)NT TN —a VDORTE
APIC-EM = b —F Z HEIH TE WA IX. T3 2 A A h—F T Cisco Plug and Play € XA )L 77U &r—3 3
> (i0S F£72iF Android fR) #A L C. v A2 TARA AT = AT v T ar 74 Fal—varaREL. VE—F 7
FUTFORMERBT 2 ZENTEET, 2OEASA L T 7Y Fr— 3 13, 3G/4G/WIFi #2 T Cisco Network Plug and
Play 7 7V 7r—va  EBE L CUFRAIERSNEZTNAA T— AN Ty ar7 4 Xalb—va v EREL. T80 A
DY =L R— MR EHE L CO DRy — T VAL C v A2 Ry Y= AL AT — AT T
a7 4 Xab—va AR LET,
ENRAL)N TV r—3 g TR D App Store 2B AFETEET,
B iOS:https://itunes.apple.com/WebObjects/MZStore.woa/wa/viewSoftware?id=1050793709&mt=8
B Android:https://play.google.com/store/apps/details?id=com.cisco.ciscopnpandroid

¥ :i0S [7)1} Cisco Plug and Play 77"V -7 —3 3 > CTIiL. 0S8 /X— g > 7 LIRS T, Android [6)1F 7 7V r—v g v
Ti&.Android X— = > 4.1 IR MEETT,

#:Cisco Plugand Play E XA L 77U r—2 a3 v AT UALTY LR T I8 A RA LN T ZORBIZIIEHR SN
FHA,

T A AN 0SS TNA A TH DD Android T34 A TH LG U T IRD a2 Y —)b =T IV BRUETT,

B iOS 731 Z:Lightening (8 t'>) ax 7 ¥ {1 % i0S 7 /314 ADH-4E13, Redpark Lightning 22> Y —)1 7r—7 )1
(L2-RJ45V) KD 30 B> ax 7 X} % i0S 731 ADA 1% Redpark =22 —)L r—7 )L (C2-RJ45V),

B Android 731 A :Airconsole Bluetooth 7 % 7 %

Cisco Plug and Play £ /31 L 77 U 77— a » & W1 CTER T 25613, F/ilC APIC-EM = hr—F D URL &7 LT v
YRNET TV = a VICRELTBSBEROY ET, INODORET—EE Y M7 v /T2 EREINET,

ayhe—JREty b Ty ST HITIEIKROFIREZFATLET,

1. Cisco Plug and Play E XAV 77U r—L g VEEEI L, A ==2—0 5 [RE (Settings)] Z3&IR L 9,

2. [— 3URL(Server URL)] 7 ¢+ —/V KIZ,APIC-EM 2> tbr—F D IP 7 RLAEZ AT LET,

3. [=—¥4 (Username)] 7 4 —/v K & [7"A U — K (Password)] 7 . —/V RIZ. A > A b—F o —L &> APIC-EM
=Y THAT FDO2—FL{ERAT—=RFDI LTy VE AN LET 2= ThH U b B0 — LV ORED:E
Mz >\ T, T Cisco Application Policy Infrastructure Controller Enterprise Module Configuration Guidel?®
[Managing Users and Roles | DEZ SR L T &0,

4. [7 A MEpE (Test Connection) ] # 4% v L C.av b —F L OEkEE2T A ML AT —Z AR R LET,

5. B

Eiay )= r—TNEXy NU—7 TNRA AL L% THOR Y hU—7 TS R T A2 HAIT T LWT
A AT D L ZIC RIS FEFTESMA TV —a v ZEHF LT ELWAT —Z A2 KM S5 LERNH Y 4,

It

=

WS L7580 A o [fR1F(Save) | # % v 7 L IRICE LD [52 T (Done) 1 &% v 7 L TAA VHEHEICKE Y £,

EE :Redpark 7 —7 AT E D i0S ENA N TARAL AZHHLTEY BEORy NV —27 TAL ZAZEBRT I HAT1 A
DT NAATEENRZET LD BTSNV TNNAL AL Ry NT—F FNAL ADWH D5 Redpark 7 —7 V&4 LTI 7T
NEFREACDUERDH D T, ENXAN TRA ANE =T NENZRNE VT By g UBNETET UBEOT N
A ATRBOT-RENER SN D FREMERH D 5,

0 ~ =yu
SMI 7' 1 % ¥ DX TE
Smart Install (SMI) 7' & % 213387 L > Cisco Plug and Play I0S —=— = > F 372 W [H/X— 3 > |0S (I0S-XE3.6.3E 1
L TNI0S 15.2(2) E3 LY LD 10S) ##H# L TWAH Y 23 A4 »F O Smart Install #EZTEH L £9,SMI % 13, %
DEIRAL v TFLHLNTZ 7 TR A 7u harzlif7 5 Cisco Network Plug and Play 7 7'V o —v 3 v &
O TcTrF E LTHIELET,
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http://redpark.com/console-cable-c2-rj45v/
https://www.get-console.com/airconsole/
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SMI 7° & % 1%, Smart Install Director ¥4 Z2 VR — s L TWD AL v F T 7Ty N7 —AIC WHIN =T 1>
7 TT7y b7 A=A TRV R—-FERERA,

SMI 712 33 DFRE DFERNZ ST [ Smart Install Configuration Guidell® Configuring SMI Proxy] D#A &ML T<L 72
é l/ \O

H: BEHEN Cisco Network Plugand Play Y VU =—3 2> DAV v FE2TRTCEZTHILIHLNVIOS £ A—T~DT /
T — RERFT2HERDH Y F3,SMI 71 % 3, # L\ Cisco Network Plug and Play I0S =— = o s O2#¥iE

fif 2 TV IF Tid7eW o ¢, Cisco Network Plug and Play I0S =— = > k &1{§ . 72 10S 1 £ w“/“%%ﬁﬁ@‘éif‘@*ﬁ
H7eY Ja—va & RRTHERHY £,

L HTTP 7% 3 DT

EBHT2VE—F Xy RU—7 ?‘/*‘4’7\7?/\“7“) v A UE =%y FEFEHALTAPIC-EM = Fa—F L@{ET D ME
NHY. a2 be—F08 DMZ OEHIZHI5E1E. 2y U —2 T34 AN APIC-EM =2 b —F L@lE T&x 5 L9 1C
Fy FU—ZIZAHHTTP 7u %o %A & k—/l/?“éz%#&ﬂ) F9.ULH HTTP U "—2 71z % (Apache )/\—X
Tuxi )% DMZ N TAPIC-EM =2 b —J ORNCELE L C. Ry hU—2 T34 2L APIC-EM =2 e —F O[]
TAy =V PHkSEDZ N TEES,

) N—R 7'nm ﬂ?/%'fﬁﬁﬁﬁﬂé j: %%HODELNE)E}I(CA) ﬁ‘%%fTéﬂf;@k I_J LBE%E% Apache HTTP 7' & * ‘ﬁ-’_‘/\
APIC-EM. B X OEBRT A XY NU—7 TRA R VA M=V THLERHY T, ZOHEHEIZL > T TXTOT A
ATCEHETEHEEEMILCTEETAPIC-EM 2 b —F X vy b T —7 T340 RZGEAEZ A VA F— L LET,

APIC-EM (ZREBHE L A AR — M T 21T1E. [ & (Settings)] > [ v % 7 — + 7 = A FEIHZE (Proxy Gateway Certificate) ]
GUI =~ REEH LE 7 ([Cisco App//cat/on Policy Infrastructure Controller Enterprise Module Deployment Guide ]
[Configuring the Cisco APIC-EM Settings] D= % £ 8) ,

EACEAGEEL A b —F THEHLED a3 e —TJ100 A= b5 2 LidBEID LEEABAORGER (CA)
MHAEN: X509 FEHEFEE A v AR—F 52 L aBEIO LET,

Cisco Network Plug and Play ' U = —3 3 > {%,Ubuntu - Apache HTTP Server N\— 3 > 247 #ffH L CT A R &
NWTWET,Apache 27 4 Fa b — g 77 A VD FiLd Tid.Apache T N—2 Fax 2 FINCT 2 HEERL
TWET, a3~ RND APIC-EM-jp-address % APICEM =2 b —F D IP 7 RL A IZEZ X TLEE W,

<VirtualHost *:80>
ProxyRequests Off
ProxyPreserveHost On
ProxyPass / http://apic-em-ip-address/
ProxyPassReverse / http://apic-em-ip-address/
ServerName your-server-name
ServerAdmin webmaster@localhost
SSLCertificateChainFile /etc/apache2/sites-available/Your-IntermediateCA-file.crt
DocumentRoot /var/www/html
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
</VirtualHost>
<VirtualHost *:443>
SSLProtocol ALL
ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined
SSLEngine On
SSLCertificateFile /etc/apache2/sites-available/your-certificate-file.crt
SSLCertificateKeyFile /etc/apache2/sites-available/your-certificate-key-file.key
SSLProxyEngine On
SSLProxyVerify none
SSLProxyCheckPeerCN Off
SSLProxyCheckPeerExpire Off
SSLProxyCheckPeerName Off
SSLProxyProtocol all -SSLv2

11


http://www.cisco.com/c/en/us/td/docs/switches/lan/smart_install/configuration/guide/smart_install/smi_proxy.html

Cisco Network Plugand Play Y U =—3 a2 > A K

Cisco Network Plug and Play V' U = —3 2 > DJEH

<Location />
ProxyPass https://apic-em-ip-address/ retry=1 acquire=3000 timeout=600 KeepAlive=0n
ProxyPassReverse https://apic-em-ip-address/
</Location>
<Proxy *>
Order allow, deny
Allow from all
</Proxy>
ProxyPreserveHost On
<FilesMatch "\. (cgi|shtml|phtml |php)$">
SSLOptions +StdEnvVars
</FilesMatch>
<Directory /usr/lib/cgi-bin>
SSLOptions +StdEnvVars
</Directory>
BrowserMatch "MSIE [2-6]" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0
BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown
</VirtualHost>

KT TNy a—FT 407Dk K
ZOETIX BRAFICAE UL RN D &L ~ L7 M 7 CHEEZ RV ET,

HAMGEZ A2 )7 —0bBASNELEIT. 77 =0V R — MZOWTHEEY 7 —IZBfnWabitEEn,
AL E A aNLEEBASINTZSEIZ RO URL LA 77 =00 R— MITEKZ L TS0
http://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

APIC-EM 2> va—S DO KT IV a—F 4 7

APIC-EM =22 b B —F D N T TNy a—T 4 7 OFERIZ DWW TIE [ Cisco Application Policy Infrastructure Controller
Enterprise Module Deployment Guidel?D s Z 7y a—F 4V ZICBATEEZ S L T IEED,

[F—2 (Home)] i Z&E LT, EMDF s — a3 ~21 T [Network Plug and Play] #7 V v 7 3% & APIC-EM
GUI T Cisco Network Plugand Play 7 7’V 77— a VD AT —H AR TEET . 77V r— a URFEITHOEEIL.
TV r—va ryBNEEET,

[#— 24 (Home) | BEIZEE) L T EMloF e~ g 1 T[uer(logs)] %27 U v 79 5 L Cisco Network Plug and
Play 77’V /r— a v kow 7 &3/ & 9 ,Cisco Network Plugand Play 7 7’ U r—> a > ou it a7 4 V7 ) v
TFTBIIE [V—E A (Service)] Ku v F# A =2—7T [pnp-service] =N L 7,

Fv NU—2 FNSL 2D AT —Z X7 Cisco Network Plugand Play 7 7 U 77— 5 LV TERSNDH AT —F AL FEHILT
WRWERIZ Ry NI —2 TALAOT Y a=ry AT —2 A% )ty hCXET [V F(Sites)] ¥ 7 TT /A R
PEIRLT[VtEy h(Rese) ] RH¥ a7V v/ LIRICHERZY AT a7 ClOK]IZ 27y 7 LET T XA A&ty b T
L EDTNAARAFTHOT R LY g =0 JAINET, 75 AL APIC-EM =2 hr—Z ICH U L T HH ORE
I RCHAa— R BEISCTIOS A A=V A yru—RKLET,

FRANT IV — a3 DNT TN a—TFT 4T

T—h ATy T arT7 4 FXal—rary 77 A NVEIIET H7-DIZ,Cisco Plug and Play /31 L 77U r—v 3 0%
3G/AG/WIFI T APIC-EM =2 b e —Z |28t T A BN H Y 57,

DB T 7V r—yarvkarbo—J8 L C 7= FrA T v a7 4 Xa b—3a 2573 ACEUE LT25AT.
TV r—arE A 774 F— R CHHLTT— AN v P2RETHIIELTEES . T— AN Ty T arv Ty
Xal—ay Ty UIT TV r— 9 NS TOWDED T REZA TDOTNRA ZA~DFT T4 VEEITHERATE E4,

CiscoPlugand Play E/NA L 7 7Y r—a AL T 7 r—a VEEE VU 7V &L O EAERICEET 23570 =

TR ESNE T AAS VBE T[T 70y =2—F 4 > 7 (Troubleshooting) ] 38R L C.[7 7 D3FE 7R (View Logs) ] £7-1%
[2 7D A—/iE(E (Email Logs)] 8 IRT 2L v V2R RLTIED A—NVEETHIENTEET,
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I NT—27 FRAZAD N T TN 2a—F 47

BT Y23 %y hU—27 AL 2R THHEHOT 7 4L MREBICERTSHERSH Y £, UATNCHE Sz (2134
T—BANKRAR) Ry bT—7 TANAL ZEEH L TWAEEIL KO L I IZ LT, TA A% TIGHATIREO T 7 L MREE
IR LTL7ZE0,

B UFNCRESNT (FRIZAT = ARARAR) A L—FRAA v F 2 AL TWAEAIZ KD CLl 2~y REE
TTLT. T A A% TIHHAREOT 7 44 MREEIZRE L9,

configure terminal

crypto key zeroize

no crypto pki certificate pool

no pnp profile pnp-zero-touch

end

delete nvram:*.cer

delete stby-nvram:*.cer (if the device has stack members)
write erase

reload

B UENCRESNIZ(FRIZIAT—ZANRRAR) A2 T IR RS b TAAL ZAEHH L TWDLEAIZ KO CLI 2=
UV REFEITLC TS 22 THHWREOT 7 40 MIREEIZIR LE T,

debug capwap console cli

conf t

boot system flash:/ap3g2-rcvk9w8-mx/ap3g2-rcvk9w8-mx (3700,2700,1700,3600,2600 77 > F 74 —ALDEE)
boot system flash:/aplg2-rcvk9w8-mx/aplg2-rcvk9w8-mx (1600 7°F > f 74 —ADHE)

boot system flash:/aplgl-rcvk9w8-mx/aplgl-rcvkOw8-mx (700 77> F 74 —ADHE)

end

clear capwap private-config

reload [yes][confirm] yes

vAa xy hU—27 5,34 2D Cisco Plug and Play I0S =— = > k & APIC-EM =2 > k1 —Z [WIZiX IP Bt S L3 C
TRy NT—2 THNA AN APIC-EM 22> b —F % ping TEDHZ L EMERL T &N,

WD L H5IZL T CiscoPlugand Play I0S = —2 = > v DT 75 4 7Tk 2 FHRTE E7,

Router# show pnp tech-support

MEERBEIT RO X TNy FIERZ A% L T, Cisco Plug and Play I0S =— = O & F v FF v TE £7,

Router> enable
Router> debug pnp all
Router> ter mon

7£:debug cns all =~ > RZ{# 4% &, Cisco Networking Services (CNS) [ZBI9 23l T v TR ZE ¥ FF v TX
FEE. ZOavr REEITTDHERBOHNBERENDIOT 0l Ry 77 N +H310HD T L EHR LTSN,

Cisco Plug and Play 10S =— > = & NMIBI# T 2 22+ > ROFEMZR~ /L7122 Tix. [ Cisco Open Plug-n-Play Agent
Configuration GuidellZZ M L T 72X\,

APIC-EM = b —F O HEI %79 %5 DHCP DX E

AB—= b T w7 ar7 4 Fal—rarNenrAa xy hU—27 F31 2% Cisco Plug and Play I0OS =— Y = > F &
MU A—LTDHCP #HH7rt 2 &R L £, 2LV . DHCP #— 3035 APIC-EM =+ —F D IP 7 KL A% H
BTEET, Z0HESRH T o A TIZAPIC-EM = b —F (ZHBT 5 BMERE G LN A —BAEDA T a2 43 %,
DHCP ¥ — IR ET A MERH Y 7,

FF [ciscopnpl #&deA 7S a > 60 & ® DHCP it A v —Y % %{29 25 & . DHCP — 347 3 > 43 [F#H%
ELIEEER LT T ASELET,

13



Cisco Network Plugand Play Y U =—3 a2 > A K

Cisco Network Plug and Play V' U = —3 2 > DJEH

Cisco Plug and Play I0S =— = o MIe& 725 APIC-EM 22 ha—F D IP 7 FLAZEE L. ZDOT7 RL A &HH LT
avho—J LBEELET,

X 4 DHCPiZ X% Cisco APIC-EM =2 h u—5 DO

™
Installer Switch with Cisco Plug
and Play 105 Agent
Step 1: £ + §

Mew device is powered on

i Step 3:
and starts DHCP discovery.

Device establishes
communication with
APIC-EM controller.

N

DHCP Server

Cisco Network Plug and Play
Step 2: application on APIC-EM
DHCP server responds with

APIC-EM controller IP
address in DHCP option 43.

DHCP H &g RO RTHRGAITR D LBV TT,
B H LTS AN DHCP Y — N ZBETE D
B DHCP ¥— 3|Z Cisco Network Plug and Play o473 5 > 43 B EIN TV D

DHCP #7 3> 43 [ .DHCP $— "¢ LTEET B 223 L—& D CLI TRD L 5 IZRE SN XFEIMED DR S

7

ip dhcp pool pnp_device_pool <-- Name of DHCP pool

network 192.168.1.0 255.255.255.0 <-- Range of IP addresses assigned to clients
default-router 192.168.1.1 <-- Gateway address

option 43 ascii "5AIN;B2;K4;I172.19.45.222;J80" <-- Option 43 string

ZOF T ar A3 OXFINIF . EI au  TRYIGNEZRO IV FR—FR 2 MREENTHET,

B SAIN; (77 7R ZVALHODHCP 747y ar T2 T7 4 7TEE A=V a v 1. Ty ZERR L), LT85 0
O EEETANETSHY FEA,

B B2;(IP7 RLADZATS):
- Bl=4&ALI4
- B2=IPVA(Z 7 #/L 1)

B0 XXX XXX (APIC-EM =2 b —F D IP 7 RLURAEITHR A M (RXFEI D%)), ZOHTIEIP 7 FL A%
172.19.45.222 <1,

B Joxx(APIC-EM =2 Fu—F ~OERUHEHT 28— &), OB TiX.A— bESI1E 80 TT HTTP OF 7 4/ k
JZAR— b 80.HTTPS OF 7 4/ MIKR— k 443 T3,
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B K4;(CiscoPlugand Play I0S =— Y = b & — B THEA SN DERE T 1 kL),
— K4 =HTTP(Z 74/ h)

- K5 =HTTPS

B TtrustpoolBundleURL:7 7 x /v k (APIC-EM 22> k1 —F) LIS DO BIDOLEFTH G trustpool /3> KLz Bifs4 285613,
TDFFar RTG A= ZMH LT trustpool /3 KADHES URL Z#67E L E3,APIC-EM = + = —% |, Cisco
InfoSec Cloud (http://www.cisco.com/security/pki/) 7> 53 KLz BiSG L £, 72 & 21£.10.30.30.10 ® TFTP ¥—
NRNHEN FLZEF T rn— KT 520%, 787 A —# % [Tiftp://10.30.30.10/i0s.p7b L 5E L £,

trustpool X 2 U7 4 ZFHL TEY . T RNTA—FEZHEELRWEGEE . T/ AIZ APIC-EM 22> h e —F 75
trustpool /N RALZEE L £,

B ZXXXXXXXXX XXX (NTP - — D IP 7 R L A) trustpool T ¥ =2 U T 4 #HH L TTFRTOT NS 2R ST IL546.
T DNT A—FIMETT,

DHCP 3% E DAz >\ i, [Cisco IOS Command Referencel 2/ L T 72 X0,

DNS Zff [ L7- APIC-EM = > s u—F @ [ @it H

DHCP IZ X 21T APIC-EM 2> b e —F D IP 7 L RAEZRGFTERWGE (T L 21T A7V a v 43 BREI LTV AR
WA 72 &) Cisco Plug and Play I0S =— 3 = > MEIDNS V> 7 7 v 7 HRAT T 4+ —s3 v 7 LET DHCP H— 005
WENTZR Y U= RAAL IS E FHRRESNIZA A M4 Tpnpserver] Z{# L T.APIC-EM =2 b 1 —F D58
2fEAf N A A >4 (FQDN) Z Bk L £,

72 & Z1X.DHCP #— 3726 R A A 4 Tcustomer.com ] 73K & i72354 | Cisco Plug and Play I0S =—< = > h&

lpnpserver.customer.com] &9 FQDN Z{ERE L £ 9, kI B —H )b X —h B—R_"ZHEHLT.Z2OFQDN D IP 7 F L
AR L ET,

X 5 DNS iz X % Cisco APIC-EM = k= — 5 DORH

i |
i Step 3:
| 4 Device constructs APIC-EM
Installer Switch with Cisco Plug I:Dntrollgr hastname from u;:iomain
and Play 10S Agent name with pnpserver. prefix.

Step 1: r N
MNew device is powered on )
and starts DHCP discovery.

Step 4:

Device establishes
communication with APIC-EM
controller (deployed with
hostname pnpserver).

DHCP Server \\

Step 2:

DHCP server responds
with device IP, domain
name, and DMS server
(no custom options).

Cisco Network Plug and Play
application on APIC-BEM

DNS H&Ek M FRORMHESMFITRO LB Y TT,
B O LWTF A X DHCP H—NIZBETE 5

B APIC-EM =2 b r—F 7R A b4 Tpnpserver] TREB STV 5
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[Release Notes for Cisco Network Plug and PlayJ: Cisco Network Plug and Play ¥V =—> 3> ® U U —2Z /J— |k,

[Configuration Guide for Cisco Network Plug and Play on Cisco APIC-EMJ: APIC-EM C Network Plug and Play 7~
Vir—varvZFERLTYRAa 2y NU—2 TS RAEHRET D HERREHE I TOET,

['Cisco Open Plug-n-Play Agent Configuration Guide]:Cisco I0S % 721% I0S-XE 7 /31 A L THEIT X 5, Cisco
Open Plug-n-Play Agent V¥ 7 b7 =7 77U r—va VOREFENTEH I TWET,

[Mobile Application User Guide for Cisco Network Plug and Playl: Cisco Network Plug and Play €/ XA /L 77V /r—
a VOFEHAFERTEH I TOET,

[Cisco Application Policy Infrastructure Controller Enterprise Module Deployment GuideJ]:Cisco APIC-EM o J&BH 7
HBE N T TN a—T 4 v FERTERHELTOET,

[Cisco Application Policy Infrastructure Controller Enterprise Module Configuration Guidel: Cisco APIC-EM D% &
FENRGEH I TOWET,

[Release Notes for the Cisco Application Policy Infrastructure Controller Enterprise Module]: Cisco APIC-EM @ Y
U—2R /J—h,

['Cisco APIC-EM Quick Start Guide]: APIC-EM ® 7 A v 7 A% — | HA N BEEEOY A FBREENTHET
(APIC-EM GUI THIMHTTHE)

[Open Source Used In Cisco APIC-EMJ:Cisco APIC-EM Tl &ns 4 —7 v Y —RA a—FD U X k,

['Open Source Used In Cisco IWAN App Release 1]: APIC-EM a)i Cisco IWAN & Cisco Network Plug and Play 7
TV r—varTERHENS A -7 V=2 a—=RFDY X},

V=T VOANFHEBIORT 7 =0 %R — |k

~ ==z 7 /LD AF,Cisco Bug Search Tool (BST) Offi | ¥— & R ER D ENME ROUEDFEHIIZ DV CTiE [ What's
New in Cisco Product Documentation]% 2 L T 723\,

VAIDFHBLOUGTROT 7 = 207 0 2 BT 512X . [What's New in Cisco Product Documentation,]
RSS 7 4 — F%& ZHEH < 72 &W,RSS 7 f — FIZEEEI DY — B 2 T,
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AEE, KEVRIVRATFLXRETEX1 AV FOSEMRTT,
YOOBRICOEELTIE. BAERBENRAT. XEBERIC7Y T
F—rBY., VoI EDR—UHBE I EESAhTLWIBELRH
YEFTEETTELESL,
HLETHLSEMRELYFETOT, EXGABITOVTITREY
A rDFFa AV FESRBBIESL,

£, BHFORBICOVTIE, BHRFT/AA—bF—, T3, ¥
HELECTHEELES,
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SREEDOY 7 T =T T4 AR IOREREL RS HAT & 7-TInformation Packet )l 504k &AL TV E 97, Bishf &
NTORNGEITIE RBEIC ZERE 7230,
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