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Trademarks

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN
THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY
OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED WITHOUT WARRANTY
OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco
software, including this product documentation, and are located at:
http://www.cisco.com/go/softwareterms.Cisco product warranty information is available at
http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
http://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in
varying stages of development and will be offered on a when-and if-available basis. Any such product or
feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for
delay in the delivery or failure to deliver any products or feature roadmap items that may be set forth in
this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbers in illustrative content is unintentional and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in
the user interfaces of the product software, language used based on RFP documentation, or language that
is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1721R)
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T RULAEEEL72L<
20 ET, ZOWEE

X, 2Ly TFY
FC, T 7Y v N
T RRA v MERE
FELZWESICLE
7T
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| Cisco AC/APIC DEEFEIZDUNT
Acyapic 1 v 5 —7 x4 21220 T [

FEF—Lar iR | FOsTa fE atBH (Description)
[System] > [System IP Aging Policy B IP=— 7 R
Settings] > [Endpoint —it. = RARA v
Controls] N EDOER S TR

WIP 7 R L& ZBH
L. ZOFHFmaEHL
F9, BEfE, v—h
DT RIRA B
=7 TERD 75%
T, IPv4 DIFEITIE
ARP U 7 =X k. IPv6
DFENNI AR A N—FF
HMAEHFETH, 7V
Y RAAL Y HICERE
iz RiRA > b
RFEFRY —%fH L
THEITESNET, IPT
R LU ANGINE &2 %15
Lo 25A. =0
IP7 KL ZADFHAMmITY)

WET,
[Fabric] > [External | Admin State Bh I A —T Y v
Access Policies] > 7 7'v k2L (MCP)

[Policies] > [Global] >

[MCP Instance Policy B LET,

default] i VLAN HAL T [ Ry 7 2% 412 LE [MCP %, LLDP<° STP
MCP PDU % F80{EiZ | T MR TER, MK
LET, DR IR ESESER

RIEIC K-> Tl
Shiz, oo % A
TON—T L
T, ZOF T a v
IZ. MCP 7% EPG Hfi7
TRy MEEFETE
HrolzLFET,

ACI/APIC 1 >3 —TJ =4 R[ZDW\T

VATV r—vary gy NI AU TTFTANT Ty (ACD) T—F T 7 F ¥ N TD
—Je L. Application Policy Infrastructure Controller (APIC) &FE I CWET, Zd = b
B—JIZLoT, T XNTOHRE, B, T=XV T, ~NVAOWRERIZT 7 EATEET, 7
TV hr—varral I Ao —T7x24 A (AP]) Bz -thRERRa fo—F %
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Cisco AC/APIC D FEIZDULT |
B rcmrcsos—zazizo0T

T 2E, 777V w7 BB U TCREEZIIT 7 BRAEND TR TOMEICKRDA X —
Ta2A AN LTCT 7 BATEET,

* APIC GUI

APIC GUI %, RESTAPI X v E— % RHT 5 Z LIZL - TAPIC =22 & NEIIZE
BT DHAPIC~DT TP R—=ZADT T T 4 AN A B —T A ZATT, RO 2ODE—
Kmdb v 9,

LIRTDT R Z b B— R, BUEIZS > 7 L7 APIC GUI @ KEE /o kR, AR
B, EHCHERLET, AfvTF TardrA, A F—Tzf AT T 7\,
RN —=TN—T TR T 4T 4 T 7 AL (AEP) 72 K TOFEMRR
U —HlEAFEET, K7 7 7 U v 7 ik L OVE AR O BEb 2 EBL L £
7T

s LIATOHEARET—F : VY —R31(x) ETHASINTEY, BHETHRILTWHET,
i, R — 7 T a—EGNCTH TN, U F—T = A AT, GUIE
EE—RIZXVAT V=7 b BETVOKRKBOMGT, EEE D EHIZ ACI % B4h
TEET, Yo ENZGUI AT L, MERRY O —ZRELRSTH
V=7 A= RETF Y FOBRENARETT,

APIC GUI DFEfIIC DWW Tk, [Cisco APIC Getting Started Guide, Release 3.xJ| 3 X OY [Cisco
APIC U U — R 3XFEEARGERENTA F] 2L T 7ZE0,

e NX-OS A X A )LDCLI : NX-OSAX A NDa<wy KRG A4 X —T=AA (CLI) I,
APIC OFRE, BA, BIOEMICEHTE £, 2D CLIIX, L— MIEXECE— K%
Foa~v s FE—FRolEIcEEHLNTEBY, Ze— a7 4 Xal— g E—
RCthgEdar74FXal—varyr¥7E—RoY I —REgEhEd, FHTEa~r
RIZFATL WD E—RIZL > TR 7,

Cisco APIC Z#&ET 5 NX-0S A& A /L CLI & APIC GUI O 5 &2+ 2O EE 27
BEFHIFH|IZOWTIX, NX-0S Style CLI 33 X (Y APIC GUI DiRA (73—) LT
W,

NX-OS A % A ) CLI ®FAMZ >\, [Cisco APIC NX-OS Style Command-Line Interface
Configuration Guide] ZZM L T 72& 0,

« APIC REST API : REST APl i3#Z#7Fr T H & L iz, 2> ha—JICEHIKEE~DT
JERAERMELET, ZOA U F—T A AL, GUIRCLIOEE a7 R—x N Th
D, £/, BEMELY —, TrEYa =S 22V BEOY— R RA—F 4 DE=
BT = LR — L ~DT B A RA L FTh o> THET,

APICRESTAPIL (X, REST 7 —X 7/ Fx 2T 4570/ o~F v/ A F—T xR
T, APlidJavaScript 47 ¥ =27 FOFEFL (JSON) EiTLiE~—727 v 7 5if (XML)
D RF¥F2 A &L HTTP (77 4 /4 FTlEES)) 72X HTTPS D A vt —V %517
A, IKLET, 7ul I3 7 55EaMH LT, APL A Y v REZITI MO OFiA % & T
Ay —URISON £721X XML R¥ = A v b EAEKTEET,

REST API DFEAMIZ > Tik,  [Cisco APIC REST API Configuration Guide] # &L C< 72
YN
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| Cisco ACVAPIC DEEEIZDLNT
NX-0S Style Ll 5 & U APIC 6UI iR [

NX-0S Style CLI £ & Uf APIC GUI DR &

FEARN 72— FiZ, Cisco APIC U U —2 3.0 (1) AR S E A, £DOU U —RZBWT
GULIZ 1 77 TT,

A

FE NX-0S A¥ AV CLI i L TEITSNTZFEX. APICGUIIZERRINET, TN D EHRR
TEETH, FHTGUI CHRETE W ATREENH W £, APICGUI TfThNn 7= EF (X, NX-0S
AHBANCLITERTEDHEEMENRSH D T2, HoMICOLEET SRR H Y £3, K
OB SR LTSN,

cAPICTA v Z—T A AT L D3 ﬁz%ﬁé[ﬁf’ru\ GUI & CLI Z{BIESE RN TL 72 &0,
GUI TITOILTZEREDN . NX-0OS CLI TIZE P LoBEBE L 72 W ATREME N H D £,

7= & 21X, GUI @ [Tenants] > [tenant-name] > [Application Profiles] >
[application-profile-name] > [Application EPGs] > [EPG-name] > [Static Ports] > [Deploy Static
EPG on PC, VPC, or Interface] TAA v F R— FERE LT EIRELET,

RIZ NX-OS A Z A /L@ CLI T show running-config =~ > FEFEHTH L, LLTD L D7
HhazELET,

leaf 102

interface ethernet 1/15

switchport trunk allowed vlan 201 tenant tl application apl epg epl
exit

exit

NX-OSAZANDCLITINOD A~y REffALTAZT 4 v 7 R— haRET D &,
RDOTT—=NPRELET,

apicl (config)# leaf 102

apicl (config-leaf)# interface ethernet 1/15

apicl (config-leaf-if)# switchport trunk allowed vlan 201 tenant tl application apl
epg epl

No vlan-domain associated to node 102 interface ethernetl/15 encap vlan-201

ZAUE, CLIIZ APICGUI TIEFEIT S NARVRGER H D Z & 753‘)?.“(‘?“0 show running-config
avy RIZR o T Sz~ 2 R NX-0S CLI THRET 272 9121E. VLAN R A A
URENICRE SN TV DRLERH Y £9, BOEDIAFIE GUIIZ ra%)fﬁ ENEEA,

TORIBRFAT V= FEBIRT B FIEIC OV TIZ,  TAPIC Troubleshooting Guide] @
[Troubleshooting Unwanted _ui_ Objects] & L T 72 &0,

LAV 3NEEFDERENDE— FIZDWNVT

APIC TR ED IO DED2—HY A L X —T =2 A Z(U) ZHR—FLTNDHDT, 150 UI
AL THREELIEKR L, TO%, RO Ul ZEH L TRELZEETLHHE5E. THLRNA
VEZ7aryBNBEATHET, ZI T, SHICMOAPICOZ—Y f F—T = A A %A
L7 alREMED & B 3545, APICNX-0S A X A LD CLI il L C L A ¥ 34 s 2 ik &9
HIeDOBEFEHZFIHLET,
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Cisco AC/APIC D FEIZDULT |
LAV 3SNEERORENE— FIZDWNT

APIC NX-OS A # A )L®D CLI i L C LA ¥ 34 2 R ET 2HE. IRD2HODF—F
BEIRTAHZENTEET,

« LU TFILREER = — R, APIC GUI £7-1Z REST API & AHatENH Y £H A,
« £ E (F2EHR) £— Rk, APIC GUI 5 L OVREST APL & AH#MERH D £,

WTNOBEEL., REITAEBERR N UL TRV BEHATH L EEZTIEE N,

E—FDOELWLZDIT

EHELDOEFE—RTH, WAEREILZ APLI O 13extOut 7 7 ZADA VAR L ATHALINE = T F
F7 V=2 b TL3O0utside] (F7zi% L30Out] ) NTEHZRSINE T, 2 o0F— RO T /0=
W, 20T A7V M A VAF U ADMAITHY T,

HFERE— R T FOX—I U ZIRBENTHY, CLIa~ > RIZEFERENEE A,
CLIIZ., 2No6DF TV =7 M EWNEREITHER LIRE L £,

LRI EE— R AR —F—BRELET, 4Rif&E—FOCLIZ~ > RiZiE, B
MO 130Ut 7 f —/L FARH Y £9, LB E L30ut 28 2 1IEH IO E S UEE 2 Bk 5 72
DITIT, 22— =B LAY 3IHDAPI AT V=7 F EFALZHFETHLERNH Y F
7,

\)

GE) BEIfEE—F 7 v a Ve Lo LA Y 3SMTEER DR E] &7 v a v OFIREZRE,
ZDOHA RTIE, BEBRE—FOFIEZHHAL £,

FERFES S UVHINER

HLAHC4/& T2 A AT, MFOE—R%Z2, IROFIRTLA Y 3 15w 2 R E
TAHEDIC—HIEHT 22N TEET, 772 FVRF, BIWY —7DFEDOHLE
bﬁ@v4%3%%§mﬁﬁ L 1ODFE—FENLTORETTEET,

BEEDTF > b VRE DA, HMEB L3 EPG #BLE CTE DR Y v— RKAA %, ARiffFE
E— RELEFFRE— FOoWTnice b 9, #ETIRESFNL. FFEOT T b
VRF 73, LA ¥ 3B I ST X TD /) — RERT, FEDT 7> b VRF
DAEDLRIZKH LTI 2OEF— FETFEFHT 52T, T—RNE, BR57 71
FTRALD VRE R TEZ L Z ENTE, FIBRITEH SN EEA,

-%na;ofi CiscoAPIC 7 T A X ~DEERE CHRESPRIESINE T, 0B O
BTXAHRTE L3OuEBEHET S /) —ANRNY U R N7 409 7) bREHEORERTT, BT
75>43E)d] 72880%,  lMnvalid Configuration] =7 — A v v —UNFRINET,

AR LA ¥ 3HRREIL. ROBISZERNT, MTOREE— FTHR—FSET

LA ~LTV—ER T T IAT L RAEFEH LINV—T o7 TV T E— K~
A AV aryRHDIL, 4HT&EE— FTOHREYR—NENET, AHifTE
E—REI =T 4T ETV TR EENDT T N VREOTRTOERY —7
2 v FRERTHEATL20ERH Y 7,
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| Cisco AC/APIC DEEFEIZDUNT
avosxar—vavori [

« BFERE— K CLI FEZ#H L CER SNV Y34 %y N —2 4T V27 b
(1BextOut) 1%, [ wi | THiE D401 Cisll 4L, GUI THiARW EHEHE L Ty—7 &
NEF, CLIUZ, /¥ —T A A, Frrai, b—brvwv 7 EPGHREDHEET, =
NHOIELI > hU—27 Z55ELE9, RESTAPIZ /L CEITSNIHRELH T, =
OIREEEWIEST D ENTE, CLIZN L CELRIEREZSZENTEET,

DX A TV =r NEHIBRT D FIEICOWTIE,  TAPIC Troubleshooting Guidel] @
[Troubleshooting Unwanted _ui_ Objects] Z&M LT 72 &0,

aAVvI4F¥aLl— a3 DT

EHENTREZ AT 5H &, Cisco Application Policy Infrastructure Controller ( Cisco APIC ),
Cisco APIC F= v 7 ZFATL T, BENANTH D, MAEL TN D13 T 52 L&l L%
T REFZTANLINET AN, BT 2MOLIATOMAL & Cisco APIC U —7 A1 v FIT,
PEE 2 RS D AREMAH Y T, ([TK->THEITENDF = v 7 Dk, Cisco APIC D%
EIE, VY =R Lo TRRY ETRET ORI LET, HLWY U —A1%, FEFEMIAICREE
DFAEIZT TR REPZITANLNDANS, BBOTF = v 7 2F4T T DS T E
R

BIMOKFECE L TR b Z < OEENIMZ H37-D1%, Cisco APIC U U — 2 2.3 T9, Cisco
APIC U U —2Z3.0 TlZ. VRF A L A X L A L-YLTORAN S HIH{b ST WET, fil L
LT T Cisco APIC23 DY U —ATiL, [ L:VRF A > A% A L[EL L30ut TiE, BIDOIP 7
R U 2 Z£F2[E U SVI(encap) DD AA » FARMA o Z—7 = A4 Z(SVD ialof o F—7 =
AARATAT 7 ANEERTHZIENTEEST, XA/ —=F1DOIPT FLA10.10.10.1/24 % &
FL720, A— b 1/41, VLAN (encap) 10, 8L UOVIZ2 /— K1 ®OIP 7 KL A 10.10.10.2/24
AR— b 1/43, VLAN 10 ([encap),

ZORERSVIIO DD IP T FLAERETDHE, IZL-oTE, EDIPT RLUAIL, T A
FARy 7 LTCEERNAN—T 4 VT ETRIXIGPRENH DN E I NI LTV —7 A A v
FTHEASNTWAIPT FLAZ1OZTICT A%, RENHD £, IEFITHIEL £,

A& % Cisco APIC U U —2Z 3.0, EFROBREILH Y FHEANZIT ARG, 72OICHETH-
T, Cisco Application Centric Infrastructure ( Cisco ACI1) 47 ¥ =7 b 5 /b, SVIB/NA (G
HA L E =Tz AR TR T 7 AN) TEIZERSNTND, FFEDY —7 AL v FTRIED
VRE A VAHZ AL, SVIO1DODIPT RLAZROODHLZ ENTEETELI L ZFIDIPT
RUATREMED B D 3, DV < DD DOMFED THA S 4172 Cisco APIC U U — 2 3.0,

IS OMFEED BIZE S T, BREEZITAND &, IERPMICEE 2 BE I D TRl
RERIZ, =TT —D2—FEZMEEDIL > THREDT —ZHR L E 7,
THLOWBEOFEL LT, ELWTIEHD EHAN, 23DV YV —2TIL, AL RSN
TN, REZRAFTEINEINZOPOST 13FA L EFRHAGRELTORE. B LW Cisco
APIC =T — X v bE—U0NRINET,

AREVEN BV £ M9 T2 H 5 Cisco APIC 1T IEH ITHERET D RITD/N— 3 L % BB Cisco APIC
VU —22312H000 5T, RENAGINRTL2WAEEENRH Y £9, 23V )V —R (T v 7
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Cisco ACI/APIC DZEE IO T |
B -ooxar—varonm

TL—RERIZENLE, LEBTZOXI RV ATIE, 77— 02707 v 77 1L—
RORBE AT D, Cisco APIC DEEFDFREDMAEEZFEM TE £,

Cisco APICE 7=, [JHF| T— FTiEi<., [ RAP 27 4— ] T— RCHEREEA v
R—hT2557F gzt LEST, COF T g 3, EBHOHRESRHL5E8E. RELK
BT DHEREA$EME L £ 9, Cisco APICGRED SN 72 r a7 v 2 L, Makzx —EMEOHH T
XAV TR SNk T, REAOES & Cisco APIC A2 R Do~ v REEH+ 5 & &
ICRREINTWVWDTZT— A vE—

show snapshot jobs import job
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=% =R

Rty b7y T 94 —FK

ZOFEF, WO THMEINTHET,
cHElE Yy T T U 4= RIZoOWT (11 X—Y)

ety b7y T o4 F—FIZDNT
WElYy b7 v 7 74— RF&H LT, Cisco APIC DfJlEl¥ >~ N7 v 7 & EIT L £,

« GUI 2 LT Cisco APIC IZ¥ISOTr T A vT5H &, HElty N7 v 7 w70 F—RAH
Bl F R I ET,

* Cisco APIC U U — 2 4.2(3) LARE T, GULY 4> RUDEEIZH D [V AT L
' —/L (SystemTools) 174 = (CiscoAPIC) %7 V » 7 L. [APIC release_number 0
#FHEE (What's New in APIC_release number) | 23R4 2 & #IHIREY 4 F— N7
JEATEET,

[APIC A& 3 2% (Welcometo APIC) ]V ¢4 > RURERSN, ZOREDY Y —RIZEE
2 FHERRIC BT D WA RSN E T,

WEE Yy b7 v 7 4 F—RICT 78 2T 51203, V4 RUDOAFICHS [MREY h 7Y
TR (Begin First Time Setup) ] £7-1% [MIEItE v b7 v TO#EEE (Review First Time
Setup) 127V v 7 LE7, [BREADERE (Let's Configure the Basics) ] 7 1 > RUMNERE
AL, Cisco APIC OFREICEM TE Dl # D<= ~D U 7 PR ENET,

D7 EH 1 DDOBGP/L— b U 7 L7 B EGHYIMIRENTE TT 5 &, [V #8417 (Proceed
toSummary) 1ARZ UBREMTRD E£T, REOI~ Y —F A NERRTDHITIE, ZORF
Vw7 LET, BMOZANLN[LUTHNEEATTH (YouMightwantto...) JLHLOTF
WCERSNET, . INOOBEMMNE Yy 71347 > a TR, #RsnEd,

WROETIE, ZOT 42 RUNLHATE 2K EN— Y OFEMI OV THHAL £,

Cisco APIC BAFEEH /4 K. JU—23x |}



wEty r7y T4 H—F |
. [Fabric Membership (77 Y w9 A= v 7)) |

[Fabric Membership (777U v9 AnN—97F) ]

[Z77Uvy9 A28—2y T (FabricMembership) ]V 4 > RO A LT, ACL7 77U v
Tk o THHENTZ) —T7BIOARS VAL v TF 2B LET, Ny 7 A SH T
LVITNEZEMERLTC, V=T AL v F AR,V AL v FEHT7 77 Y v 7 IZFHTE
m¥Tsz b TcEET,

\}

GE) DRty 200V —T AL vFL2ODANR, Y AL v TFBBEETHZ E2HRLET,
WEYEy b T 7 94— FREED DT, P EB 120D —7 AL vF L1 HOD AN
A AL v T EREETALERDHY £97,

[Z77Uv9 A2N—3w T (Fabric Membership) 17 1 > KD IZiZ, RDO2H5DF 7 v =
URH Y ET,
cRRHEH 2Ot a TR, LB INTERRBEEDO AL v FIZHOWTH LE
T, THHD/—FKDO/—FIDIX0OT, IP7T FLAIIHY 8 A,

cBEBREH OB I T3 T ACI 7 7 7 v 7 ITRBEENTVDTRTD AL vFIT
BT o maf L9,

WDONWTININDFTETAL v F 2BHFETEET,

« AL v F ) [HREFEH (Discovered) | &7 v a NNIERENTWDLERIL, TOAL v F
DORIZH D [BEk (Register) | RZ > %227 Vw7 LT, [Z7TUVY J—F A2NnN—D
{ER% (Create FabricNode Member) 17 1> KU ZB& 4, oA, [[Ry FID (Pod
ID) ] 74—V K& [P F7ILES (SerialNumber) 1 7 4 — 2 Rix[Z7FUvo /—F
A 2 IN\—D1YERK (Create Fabric Node Member) 1 7 « > RUICHEIWIC A S ET,

« A v F ) [HRHEFEH (Discovered) | B2 v a VCEREINBRWGEEIT, [TV a v
(Action) 1 742> (%) 227V vZ L, Rayv7Zor VAN [Z7TUvY
J— K A 2/\—®D4ER (Create Fabric Node Member) ] Z38R L £,

[Z7TYUvy /—FK A2/\—®DO1ERL (Create Fabric Node Member) 17 ¢ > KT, kDO

MEADLET,
J4—ILFK ERE
Ry K ID ) — RINFAET DRy RERHFTELET,

DY TILES (Serial | WEH : FiLWAAL v FDOL Y TAEEEZ AN LET,
Number)
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| #EtY b7y T o=k

gz |

J4—ILF

HRE

/ — F ID (Node
ID)

WA 100 L EOEFTE A LET, MO 100ID 1%, APIC T 77 A
TUA ) —ROEDIZTFRENTWET,

GE) V=7 ) —=RERNRAL v ) — RITIZB R D ETFEOT5H 2
EEBEIMLET, & XIE, 100 DFEFHOF S —7
(1 = 101, 102) & 200 OFEPHDOZ 5 A 34 > (fi : 201,
202),

GE) J—RIDBEID Y Toh-%iL, BHTEEdrA, /—F
N [B8%FH / — K (Registered Nodes)] % 7 #IZiBN S iz
%, XOITELEZ V7 L, [/ —FETvYBDOERE (Edit
Node and Rack Name)] Z# @R L T/ — R HH TE £ 7,

Switch Name

leafl FE 7213 spine3 72 ED /) — N4,

/—K %47 (Node
Type)

FoLTonie /) — FOKEZRIRLET, ROFTTarndy %

o

el

* leaf

VEICIE U T, OBy 7 ZADWTFNhE2F I LET,
. IJ:E_|~
- %8
HEE2)—7

* spine
VENG U T, OBy 7 A%F AL ET,
- %8

» unknown

[Z77Uvy /—F

A U IN—DHERL (Create Fabric Node Member) 17 ¢ > R Tz A

JIL7=6, BEE (Submit) (227 Uy 27 L, [Z77Uwd A2x—2y T (Fabric
Membership) ] T [#t4T (Continue) 1% 727 U > 7 LT, #lty v7 v 7 74— KORD
74 RUICERET,

[ AT/ FEHE (Outof Band Management) 1V 4> KU ZEH LT, 7w b7 v
K (O0OB) *v hT—2 Il THV —7 AL v F, AL AL vF BILWAPIC / —
ROEHA L H—T oA APT RLAZHKRELET, O/ —FE2EIRLT, IPT7T FL XA
DOENY Y TEHBLET,
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B oec~r

vVPC X7

BGP

wEtEy b7 T va—F |

\)

GE) fEty 7Ty o4 F—RiE, 77 AT REBRAICELERESN TN — RD##

IR HET,

WRDT 44—V RIZTF— b T =2A DT RLRAZANTDHE, &N/ —RZTEIZIPT R
ARNEHMICIRESINET,

cIPVAST— oA T A TN REHEHER LIZAMNER v U — 27 ~Oi@(EH D1Pv4
TNV N =T T RLA,

cIPV6 T — bz A T TN REHEMER LIS Y U — 27 ~0iE(E H DIPv6
TN TF—=hT A T RLA,

UBMEIC L5 7 4 0% (Filter by attributes) | Ik Tik, i/ — REBEETT 4 L Z 4L
PCTEET, T7U LT REBAICERETHIOICER L) — REEET 2545813, [k
& (Edit) 1227V v7 LT,

[RET S (Save) 227 Vv 7 L, ity b7 v 7 U4 F—=FOKROY 4 FUIERE
ﬁ‘o

[y b7y T -vPCR7 (Setup-vPCPairs) ]V 4> KV, 777V v 7 A v— /—R
T RBRA L FEEH LTI A—F DA R — ) — REWRANCHER T 5 72D L £,

UBMEIZ X 57 ¢ L% (Filter by attributes) | fHI T, BMEIZ K> TVPC T 27 4 V&Y 7
TEET, VPCRT ZHET HIOICER LT-vPC T 2L FT 5561, [HwE (Edit) 1%
7V w7 LET,

VPC T HRAf T, [T T3> (Actions) ] Fay 7 & oy U ANEZRBL, [VPC ) —
7 A v F RF7 DR (Create vPC Leaf Switch Pair) ]. [VPC 1) —2 R A v F R7 DHI&

(Delete vPC Leaf Switch Pair) ]. [T RXTH > aO—FK (Download All) 1. £z [Pz
9k RA+7 759 TEH < (Openin Object Store Browser) | Z 3R L £,

[(RTFET S (Save) 1227 Vw7 L, Aty b7 v 7 U4 P—=RORDY 1 FUIZHERE
R

BGP V4 RUZfEHALT, ACLZ777 Uy 7DONL—hK UTZVLIHEREL, w/LF7m b
2)LBGP (MP-BGP) Z#HLTTZ 77U v 7 NIIHAEL— 2B LET, ACL7 77V v
TDON—K VT VLI EZEFENTDHE, IRy T =7 ~DEERERETEET,
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| #EEY F7 YT HaH—F

ons i

\)

GE) A—hUTVLIHELTRETDHDANSNM VAL v T ERIRLET, HlEEy N T v 70—
FaEHED DT, PR LB 10— T L7 B E2RETINENSY T, 207 1
R DT =T WAL A v FPERRSNRWVIGEIE, AL v TFRIELWHE A 7 TRERS
NTWDED, APICIZE > THRHI SN TWA Z L2 MR LET,

[BGP] 7V 4> RUT, =k VT L7 ZELTHMAT AN, Y 2L v FOMITH LR v 7
AxF AL, [BEEYRTLES (Autonomous System Number) ] 7 4 —/L RIZZ D A /3A
v ALy FDASN Z# A LET, [&RFEL THAT (Saveand Continue) 1427 VU > 27 L, I
Ty N T v T U4 = RKOKRDOY 4 v RUZERET,

DNS

DNS V4> RUZMHLT, V=7 AAf vF, AAf 2 AL vTF BLOAPIC /— KM
DNS 4 ZHETEB L HICDNS b— LB RA AL U &2FELE T, O0B #Hftid DNS &5
R ENET,

\}

GE) WiElty hT vy 7 U4 HF—RiZ, TIAILFDODNSAKRY > —TDNS #—,3L DNS R A A >
EHRELFET,

DNS $— %5 ET HIZIL, [DNS #—,3 (DNS Servers) |fEKT[+] 227 U v 7 L, KOG
WaEASILET,

T RLR: Fuaf X7 RLRAE A LET,

CHFE  ELETATOANAL XL LTIOT RLARKERBEA L., Fov IRy 7 A%t
ZLET,

CRAT—HRR BEBERDODAT —H AL F 1,
[E#H (Update) 1227V v 7 L, MBS LTIOT BB AEEY KL CTBIO DNS H—
FHRELET,

FRERE RAA VEBRET HITIE, [FAA DFiFk (SearchDomains) [FEIKT[+] %7 U > 7 L,
ROTEREANTILET,

« ZHI: KAA 4 (ciscocom) ZATILET,

T IHIE : Fxv IR T AEFNILT, TORAAL L ET 740 RAAL AT LE
T, 774NV EELTIRETED RAL VAL 1 DETTY,

CRT—R R REERDAT —HF Ak LE T,

[E# (Update) 127 Vv 7 L, REIGLTZOT 0 A%Z#0 KL TBEBMOMRE KA A >
ke LET,

Cisco APIC BAFEEH /4 K. JU—23x |}



- G

NTP

JAax

MEtY b7y T4 —F |

[DNS #—~ (DNSServers) |7 —7/VEZIL[ KA A D& (Search Domains) |7 — 7 /L
by MU AHIBRT 212X, HIBRT 2= MU EBRL, 20T —TNVOIAIF/T A2 %)
Uy 7 LET,

[fR7F L THE1T (SaveandContinue) 1227 Vv 27 L, #IfiEy 7 v 7 U4 = RORD Y 4«
v RTIICHERE T,

NTP 74 v FURERLTHA LY =0 EBREL, V=T A vF AL A vF,. B
S OAPIC / — REHREEZARICFET 2 K5I NTP h— %% ) 4-TEJ, O0B #Hiix
NTP BfFICfEH I N ET,

)

G Wiy v T o7 o4V =Rt TIHILEDONIPRY o —TH—RE2RELET,

[ (Display Format) [fHI& T, [locall %2 V v 7 L CHAF &R A — v Z A4 LY —
VIERTERT D0, [ute] 27 U v 7 LTHAMN ERZIZUTC Z A LY — B CTRRLET,
7 7 # v hiX [local] T,

EFEC [local] 2R L= AL, [#A &Y —> (Time Zone) ] fHIK T, Ko v 7% 7 KE]
VI LTRAALVDEA L=V EEBIRLET, Ry XUy A=a—fHRICATI L
T, K7 EZ oo AT vare7 4B ) 73528 TEET, 7740 MI[BER
B (Coordinated Universal Time) ] T,

NTP B — " EZRIET DX, [NTP H—,% (NTP Servers) |FEHIKCT[+] %22 U v 27 L, KOIEHR
EANLET,

« ;RR &/IPAddress : NTP #—/ SDRA ML 1P T RLAZ AN LET,

HE O T A X ERT D25 AL, RBEETE S NTP FELIRO [FHE
(Preferred) | F=v 7Ry A%tz LET,

cRAT—RR HEBEROAT —H AL ET,
[E#F (Update) 127V v 7 L, HEISLTZOT o A%#0 K L TGEIMO NTP H—3
ERELET,

NTP — X F—T bz b ZHIBRT 5120, HIBRT2= hUZBIRL, 20T —7
NDOIIETAarr )y LET,

[f#7%F L THAT (SaveandContinue) ]2 27 Vv 7 L, #iflt >y b7 v 7 7 4 F—FDOKRD T ¢
Y RUICERET,

[FBX (Proxy) 1V 4> KU &HEHA LT, HTTP £72X HTTPS 7' 2 % R U > — %4k L
9, RET D L. —H D Cisco Cloud Application Policy Infrastructure Controller (APIC) F¥%HE

[ CiscoAPIC EARFEHA K. U U—Z3x



| #EtY b7y T o=k
Ja—NILEE .

FIZ Cisco Intersight #5572 E DA 2 —F3 > b 77 B A ZNLE LT HEEEN. HTTP 721X
HTTPS 7 X %ML ChT7 7 4 v/ &R ELET, FBMIZ OV TIE, CiscoAPIC v AT A
BHERENTA 2SR L TIES,

» ~ E I_|_I
) O—/N\JLEXTE
[’ B—/NLERRE (Global Configurations) ] 7«4 > RUZBEH LT, FFEOTY 72K E L F
9, Z4UE, Cisco Application Centric Infrastructure (ACI) 77 7' U v 7 OHlalt v K7 v 7'
DAL TZ 774 AL LTHRINET, [OK]Z2 Y v 7 LET, ROFEEZHRES L%
N TEID,
TRy b Fxvs (173—)
o RAAL URGE (18 X—2)
s TR ST L— b ORIV AT AL HRIV AT A (18 X—)
«IP T— U 7 OEFIREE (18 X—)
« RIEZ2 2 RARA > bl (18 ~<—)

¢« COOP /' /L—7RY v— (19 2—3)

\}

G Zovsr RyO—HOEIL, [Fabric Wide Setting Policy]~<—73” ([System] [System Settings]
[Fabric-Wide Settings]) T T& % [Subnet Check]$ & U [Domain Validation] D% & 72 &, FIE]
Ty Ny TRICGRETEET, >>7EL, HEEY MYy 7RICINOGOREEITO &,
L DOBEAF O E TN AET DR SV £7, L2, [Z7 7V vIL2EDHRER
1) & — (Fabric Wide Setting Policy) ] <—>TC[¥ 7%y b Fx vy Di#EMA (Enforce Subnet
Check) 1 BL O FA A UREEM#EA (Enforce Domain Validation) | DR & BT 5 &
AV B =T 2 A RAETNIEPGIZAZ T 4 v 7 IZEID JTHNAR— MR Y > —F = —
IRV S BRIEW A D L30ut #0N UIM S D FREMEDNH D T,

IRy NFIvy

ZOMEETIE, 25 VRF TRESNTET T Ry FOS DFEVMOTTOVRF TiX, IP7T
RN U RZPE NN 20 £,

ZOBEREIE, CiscoACIO B IPT KL AZRT =2 FL—Vipb Ty FRA v b e LTHEE L
BE. VREA VAZ A LUV TH TRy bOF v 7 HEALEST, 20O+ 7 g &4
ST BE, 7TV v iE, TV vY RALCTHRENTZLOUNDY TRy b b O
IP7 RLAZFE L0 ET, ZOKEZX, ZOX27R2v T VAT, 777V v rRnxy
RARA V MEHREFZEH LRWE I LET,

[#EF (Enforce) |DEIZHLT = v I/ Ry I A AN LT, V7 %y b Fov I/ ¥iEEH
i LE9,

Cisco APIC BAFEEH /4 K. JU—23x |}



B yo—oes

MEtY b7y T4 —F |

KA A UHREE

COMEEIX. RAET 4 v 7 RABBEMENTWAN, KA A U0 EPGIZEHEMIT ST\
WA = v 7 2 F(TLET,

B E, AXT 47 NARNEPGIZBMENTWD & EITHFET = v 7 BNFEfT S, /%
AWM EPGIZEHEAMIT HNTWDE RASL O THLIHBILET, ZOKRY —ouwEf#
I, 777V v 7 2KTT, ZRELEE, R —THENE) —T A v FITT v a
ENFET,

(@A (Enforce) |OHEDF = v 7Ry 7 A% AT LT, RAAL UBGEEREEZ AN LT,
ZIUTRSHERE I N TV ET,

BEREASINFIL—FOFESRATLNGHES AT LA

T, IS-ISIZTARTA AR — SN — MIFEHENTWAISIS A RY » 7 T, 20D
G arTe4 (FR) REOA RN v 7 (6372F) ZRET H &L CiscoACI TIFHT LA
WA TNUN—T AT A N—=T 2 VARERSINDE T, A v TFIFLE LT AL D
DN— NEBETEET,

[IS-1IS A kYo (US-ISmetric) | 7 ¢ —/L NIZ#8 /2 EEZ A LET,

IPT—2 T DEBRKE

ZORY —EHNMNITHE, CiscoACI TIHHIP T RLURAZHBNTEBHIL, REHOT KL
AR E—V 7 Ty M CTEET, TRLUANOSGE, REFADOIP 7 KL AL, R—2
MAC 7 RLUARHIREINIC 25 ETHERESN-F IRV ET, 2TV E—h =2 RRA
Y MIITRBLEREA,

Bhiga, Po—Y 7 R v—ik, = FRA M EORFBEHAOIp 7 NL 22—
JLET, ZOWRRTIZ, IP=—Y 07 R —E, = RRA 2 bDIP T KL A& B
% ARP ZR (IPv4) & 1A N—H55 (IPv6) ZiXE L ET, WEDEES N TWRWEAE, K
Uy—IIRFEHDOIPs 7T L 22—V 7 LET,

TDT 4=V ROF T g AT D EBY TT,
W T IAI FRE, CisCOAPICTIH, IPT—S U9 RY—ZFERLET,
e BH% : Cisco APIC 1P =— 0 7 RY O— 5B LUFE T,

ZOWREEZAMNIT HZ LM BEID LET,

FELGIT Y RRA 2 ~OFIE

RERTZRRA L ME, V=T A v FEHBIIKEL, B2V —7 2 vF R— T
Ny NEBDIRLUIFAL, 8021Q% 7 E2EH L (=2 RFRA Y MOBEiZ=I 2L — 1) |
ZOREFR, IP 7 RL AL MAC 7 RL AN 2 BPG &A— hTHRlICFHE I ET, A
ENWCEVHEEIZIP T L AL MAC T RUANET (BEIT5) ShbZ Lz 7,

RIET Y RARA » FHIEREEE I, Z OMEFrEICHL L £4, ZORY —Z2FHIT5 &,
Cisco ACI TRIERT Y RARA v MR L CHIBRTE £,

. Cisco APIC EARTEAHA K. J1)—X3x



| #EtY b7y T o=k
Ja—NILEE .

DT 4=V ROF T g ATIRD EBY T,

cHER T 7 4V FEIE, Cisco APIC 1%, RIERT Y RRA v MR Y o —2 845 L%
7,

« HZ : Cisco APIC %, RIET Y RaRA > MHIEIR Y > — 2R L E9,

COMREEEZAMCT L L 2B LET,

[RIE EP #HifF® (Rogue EP Detection Interval) ]. [FIE EP #Hf551% % (Rogue EP Detection
Multiplication Factor) ]. [{&#fFE (Hold Interval) 172 K O RIEx= Y RaRA > M OB
Elx, [T FRA > hFlfE (EndpointControls) 1733 bHCTE 9, [TV KRSV b
#1480 (EndpointControls) 1/S%/WICT 7 A4 5I1T1E, A=a2— —T[YRFL (System) 1>
[ R T LERTE (System Settings) 1> [T > KR4 > M4 (Endpoint Controls) 1% 2 U v 7

L. [#IE EP %l (Rogue EP Control) ] %7 %27 U v 7 L%,

W2, [T RARA > +#fE (Endpoint Controls) 17 « > R @ [AIE EP #lf#1 (Rogue EP
Control) 1 ¥ 7D7 4 —/V KOFNRT 74/ MiREE R LET,

« FIE EP R : BMEIZ 0 — 65535 7T, F 7 4/ MEIZ 60 T,
« FIF EP BB EMIRS : A% 7lHiX 2 — 65535 T, &7 4/ MEIF4TT,

o« GREFEFRA - 5.2(1) BEUN5.2(2) U U — A TiE, AR72MEIL 1800 — 3600 F2CF, 5.2(3) U
U —ALIKE, A507eA#1E 300 — 3600 F> CT9, 7 7 4/ ML 1800 TI,

COOP 7' )L— TR o —

Ty BT R (= a yBEOWID) AN, T a Rk UsET H 720, Council of
Oracles Protocol (COOP) %M LEd, U—7 AA v FIL, Zero Message Queue (ZMQ) %
BEHLT, = RARA U N T RUAE#RE A1 2 AL v F [Oracle] IZHRIELET, A/3A
v )= FRTETLTWVD COOPIZL-T, §R_RTDANRSL Y )= KR RRA LV FO—H
Licabt—t, vy b7 F—=E_X=2OGFHERERFHF L TWDL Z L2 LE T,

COOP 7’11 k aLid, D 25D ZIMQ BFEE— F& VAR —F LET,

. E#ﬁﬁ@ AT F 75V RRE, COOP L. A vEB—THRkdD -2 MD5 ik L U3¢
FORE ZMQ BSOmM 22T ANET,

\}

GEX)  Cisco APIC IZ. COOP ® MD5 /XA T — K& LTEHENS F—
I UREBLET, 0O —2 %, Cisco APIC 1 B Z & 12 H
e —7—Tar3nNET, ZO =7 EIERTEFER
/L/o

s B&Z 2 A4 7 . COOP | MDS §8iE ZMQ Bt D A %7 Al L £9,

COOP /' V—7" R v —0D [BRZE R A4 7 (Strict Type) | RE &M HELEL 97,

Cisco APIC BAFEEH /4 K. JU—23x |}
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4.
=% =R

A—YF7HOER, BIABSELVTHOUT+«
2l

ZDEIL, WORNETHERINTOET,

T U EBAMED T — Y 7 u—DIFEGR (21 X—)

s =W T IR BABIOT T 47 (22 3—)

cm Ty RALY (24 X—=2)

s T A B—2 TS5 (28 —2)

s —H) 2—FOFE (33 —)

c JE—h 2—FDOEE (362—)

* Cisco AVPair #ffi ] L 7= APIC 7 7 = 2 fH® Windows Server 2012 LDAP OFR/E (41 ~=X—
V)

« LDAP 7 7 & Z D APIC O#FE (43 ~—)

* Cisco AV XT NRFELTHWDLHNAERTHDL Y E— b 22— DT 74 /L F OEEDOZEH
(44 =—2)

e BAER—ZDRT W T2 a N ONT (45 3—)

T AT T 4T (52 %—)

e HEHY—ERLE LTONE R Y FT—7 ~DI—T v RGOS L FHaHE®R (53 ~<—
V)

TOEAEDT—- 7 0—DKEFER

Cisco Application Centric Infrastructure (ACI) RBAC D/L—UIZ X > T, 777V v 7 &2{Kk~D7T
TR REBMNT D, —H~OT 7B RZHIRLET, L& X XT A2 =T
TAHDY —T7 AL v FEHRETDHITIE, v A LT DEE D infra RAA 2395
MEREZFH S TWDIRERHY 4, T 74NV MTIE, 7F 2 MEEHZ X infra FAA Tx
LHERZFFo TWERT A, ZOEAE, V=7 AL vy FIZHR SN TNDLRT A Z L H—1D
FERZFE L TWA T MEBEFIL, TODICKNERT X COTFIEELFEITTHZ LILTE
FHA, T MEEEIL, infra RAA NIKTDHEREZFS>TNWDL 7770 v 7 EHE L
HETOVERHY ET, 777V v VEHEIL T MEHENACLY —7 AL v FI

Cisco APIC BAFEEH /4 K. JU—23x |}



A-—HTFTHIER BEASLUTHYVTF4V5 |
B = +»75ex gassvrrvrs oy

B S NT=RT AN P —NEFHT T ) r— gy R U—%8 AT 5703
HAAL FHRER) T —%vy v T v 7 LET,

A—HTF7I0EX, BRABEUVCTHOT42T

Application Policy Infrastructure Controller (APIC) 7K U 3 —{%, Cisco Application Centric
Infrastructure (ACI) 7 7 7'V v 7 OFFE, @Br], BLOT U T 17 (AAA) HERELE
BLET, 2—PHR, m—1, BLORAL L ET 7 B ARROMEKEMAEGDED Z L1
0. BHEEIIMGLE NI HETERNS ATV =7 b LUV T AAABREZRET 52 &
WTEET, ZhHORIEIX, RESTAPL, CLI, 7213 GUI il L THFITTE £,

\)

GE) wmlAy RAAL AR LTFEBRAD ZLITTERVEWIBEMOBIRNAH Y £, £/,
n7A v AL La— P22 bEXFHIT 64 XFHBAL 2 LITTEEH A,

RILFTF2 rOYER—F

=17 Application Policy Infrastructure Controller (APIC) OWNIi7T—4% 727 A 2> krn—/IL &~
AT LZRY, v ATF Ty MR RE S, T METOREAEROIRRABL 1 S E
T B /EEIAZOHKINC LY, TF o M X DMoT F o FoORE, #aHEH, EE,
FRFANS N T2 OB S E T, FHEIC L o THAID HERNED YT Hik
WERY . Ty MET 7 7Y v 7 OFRGE, R — BEHEW. BE, EiEA N0 omiA
o sl S ivE 4,

A—HFTF7OEvRX A=), ¥R, Ex¥a2UT4 FAAY

APIC CTit, n— X=X 77X 2> he—/L (RBAC) &/ L C2—HF DO — L~ TT
72 ARRMEE N E T, Cisco Application Centric Infrastructure (ACI) 7 7 7' U v 7 = —H% %, &
R BTV ET,

CHFIERFEZIIAZ L 0 —)b, 2—PFIZED B TENZ1OLL EDOMHERDE v h T,
cHEROE Y b, 2—FNRT 7 AT LEHENRAT V=7 b (MO) Z2RELET,
e — )LV LDMERF AT TR L, BAHARDEH, AR /EE AL

e A—WPRT 7B ATEHEHERY U — MIT) D—# 250+ 2515 Eovrda U7 4
KA BT

A—JL &HERR

MEFRIZ Y AT AN DR EOREREIC KT 27 7 2 AMEEHIEILET, ACL7 77V v 7%, &8
RKBAT =227 b (MO) LSV TT 7 BAMEREZERLET, 7 XCOAT V=7 I, B
BELY AREZRAEIRD U A N & EEIALFRESRMERD U A M 2R L TWET, KT OREIC

[ CiscoAPIC EARFEHA K. U U—Z3x



| 2—9 7912 BESLVTHI T

21— 7oex:a—L, w8, v¥au7c KA1 [

KIGTHTXTOFT V=7 ML, FOEIEOTAIY F/i3EZIAL Y X ORI 5-
SnET, ﬁ7/17hiﬁM@%%_ﬁm¢é%Aﬁ%étb FDU A MIFEOHER
@aiﬂfwé%A#%Di# MERRA G Do — A na—P B Yo b e, TDa2—W

T, A VR NRFHAD 77 B AZEETHHEEA TV h~DOFAEY T 7 & A

7I%ﬁ fHESH, EXRABY A IPREZIRBRT VAL ET LA TV =27 b~DFEZIRLT 7
T AMEBPTESET,

7oL 21X, [fabric-equipment) I, MELT7 7 7V v 7 NOKEIKHET 2T X TOFT V=7
b ~DT 7 A EHIEHT D2HR T, W7 77U v 7 NOBSRICHINT 247 =7 b

( TeqptBoard) 72 &) 1Zi%, H#tE Y A MT [fabric-equipment] 3% E£4VE T, TegptBoard] A
7= ME, [fabric-equipment] HEFRDFEATY BEHT 7B A%ZFFrRI L £, [fabric-admin]
7o EOMEIR Tabric-equipment] 23D ¥ THNTWB 22— (2L, TeqptBoard)] A7 =7 k

\)

DB GHT 78 R0 E TNOOEGRA T V=7 b~DOT 7 ARG ENET,

6=

—Eor =IO —ABNEENTWET, ExiX, 7 NEEE, 7T v o E
HE., 77 2AEHERL D admin) 2—/WiE, RIURNR—2L%2Foa— LD 7 )L—7T
9, 72& 23X, laccess-admin] (% laccess-connectivity] . [access-equipment] .

laccess-protocol| . F LN Tlaccess-qos) D7 /L—7"C, [FAFRIZ, tenant-adminiX [7F > b |
NR—=2Du—/)LDF)—"7"T, fabric-adminlL 777V vV | "R—=Z2ADa—1D I )N—7T
7

fadmin| B —/UITIZT X TCOMERENPEENE T,

7 — )L EMERRDEEHNIC OV TIE. TAPIC v — L EH#EfR~ U 7 2] 2R LT F X0,

tXa)Ta ALY

X2 UT 4 RAAL L, ACIMIT A7V =7 MO EDOY 7 U —IZBEEAT S
27T, X TN IDOTF b Teommon) 121X KA A 2 & 7 common AAMFUNT U
F9, [FAERIZ, BBk RAA 2 7 a1 085, MITAZ7 V=27 MY U —2EREENET,
BHEIX. MITA 7 V=7 MBI AT L RAAL L X7 HEH L TCHZEnTEET, -
ExE, BHEAET Tsolar) EWHLRIDOTF 2 MIRAAL L X T Tsolar)] ZEVYTHZ LN
TExFEJd, MITHNTIE, BFEDA TVl NI EXR2 VT 4 RAAL L ELTHETFHITT
XFET, X, THFUMNIEXF 2T 4 AL ELTHITHTTAHZENTEETN,
TFINOAFT V27 METEERE A,

N

GE)

TX2 VT 4 RAAL U D/RAY — RGRE/ T A —K (X [Custom Conditions] Z {ERT 57, F
7213 K Cuv S [Any Three Conditions] % 34R L TRE T& £7°,

a—YPEERLTe—LE2EY YT T, T7BAETIAEDNCRDETA, 1 DULEOEF=
V74 RASLNZFEDO2—FEE VLB TCHZEHMETT, T4 FTIE, ACIZ7 77 v
TIZIEEFRMER SILTZR D 2 DO R AL U R EENTHET,

e all : MIT &R ~D7 7 & A& FFA]

Cisco APIC BAFEEH /4 K. JU—23x |}
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B ooy rxay

\}

A-HTFIER BHESLUVTHYIUTFaT |

® Infra : 777U /7 77'{ZZ7~]€U ?/““723:\0)\ 777U /7/(\/7'?;( ]“?7?"\7@%

TV NBEXOY TV Y —~DT 72 R EFFA]

GE)

=YD T LT v VR LI WE BRI R A7 ¥ = 7 ORI BAEDSA . [DN/Class
Unauthorized to read] TiE72 < [DN/Class NotFound] W H =F—2GRENEd, 2—F D7
LF U Y VMR LRWEBRR T 7Y = 7 h~DOEXALEEOSS . THTTP 401

Unauthorized] &W9H =T —2NERENET, GUI Tix, =2—VF D7 LT ¥ /LFFR L

T a Ot BARINBRWI), ETT VR RINET,

HENCERINTE—EHOEERMNR AT o2 b VTR RAAL VCEEMT A ENTEF
T, INODT TARG—=NR=F 7 TAHZ LI TEETA, FAL COBEMTZYFR—
TBHT T ADH :

ATV 2BLOLAYIOXR Y NY— TEHENAT V=7 b
Xy hNT—7 T AN WEL, LAY 2, LAY 3, EEARY)

* Quality of Service (QoS) &RV I —

AL ACBEN T 5 2 LS TEBAT Vs MMERS NG &, 2—FlE, a—FD7 /¥
AREORANTAT V7 ME FAL L2 H BT HBERD Y ET, FAL OB BT
WOTHEETE T,

BB~ EE(VMM) AL U3 EX 2T 4 RAL L ELTH T ERTHDEA, &
X2 U7 4 RAALHNOZ—FIL, KT DX TFE VMM RA A T 78 ATEET, -
E 21X, solar EWHARIOT T MZsun EWHI X2 VT 4 RAAL DX THHFNTED,
VMM FAAL 2 sun & WO X2 YT 4 RAAL DX TR NTHWDE4E. solar 72 b
WNOZ—PIIEHDT 7 & AMERIZHES> T VMM RAAL T 78 ATEET,

OS54 KA

a7 Ay RAL L, 2—FOFERAA VEERLET, v A2 RAL L, v—H)L,
LDAP. RADIUS., TACACS+, DUO. SAML. RSA., F721X OAuth2 FBFEA W = XA ERET
%XF4, REST. CLI. F7I1ZGUINOB Y AT AT 7 BAT AL, APICICE W =—HIFIEL
WEFBGE R A A VB EIRTE £,

72L& 2iE, RESTY T U ATIL, el Ay a—FEANKRD L HICEREND LI IC2—
W4 OB SCTHN & E T,

apic:<domain>\<username>

VAT HIGUI NS T 7B AT A, APICICE VERT 52— DO RAASL D K v
By ) A FMEREE X U E T apic: domain DHEE SN2 WA, T 7 )L FDOFIE R A
A2 =R —YFLOMRBIEH SN ET,

ACI N—T 3 > 1.02x) LIFE, APIC O 7 A Y RAAL Y T —)Ny T DT 7 4/ MIa—
HNWZI2 > TWET, T 740 MBREE 2 Y — AEBREFEN EB b b IEa — VO FHIEICE

. Cisco APIC EARTEAHA K. J1)—X3x



| 2% 72122 BABLVTHIVTA VY
GU ERALTO—AL FAqoamss [

EINTEY, WAFDIEa—TVHFENT— D VERHCBEIIIC T =Ny 7 LIRWEAT
%)\ APIC |2 iD"—‘ﬁ/l/mL‘nﬂz%{%ﬁH LTT?‘EX@AZ) kﬁ‘(%i‘é—

APIC 7 4 — /WXy 7 o — N )VBGEZ T 7 B AT 5121, IROLFHNEHEHR L ET,
« GUI 75 1%, apic:fallback\username % i L £ 4,

« REST API /5 (%, apict#fallback\\username % ffi f L £,

\)

GE)  Tax— Ry alA4y RALVEFERLRNTLEEN, BET DL, VAT LA0nbR Y
7TV FSNLARENENDH Y £,

GW%E%LTD—b»PX4>€W&T%

SAML 3 LK O OAuth 2 DAY — 3—IZ L DRBFEIL. EEHED CiscoAVPair ~~— A DFEFEIZHN
Z. 2= =T N—=T D~ TN—UUFERIZESW T TN D L9 £ Lz,

1R BRI

« Cisco Application Centric Infrastructure (ACI) 7 7 7 U » 7 733% & 41, Application Policy
Infrastructure Controller (APIC) 234> 7 A 272> TEY, APIC 7 7 A X DA I LT
EFICEEL TS Z &,

B TA L RAL S, VLA VE— M= A=T S X =T =PIk L TRE
RAA ZERTEET,

FIE

RFWT1 A=a— N—T, [EE (Admin) > [AAA] DIEICRIN L E 5,
ARTwT2 Felr—rar v Ry T, [FBEE (Authentication) ] Z R L £,
ATV T3 (EESA T, [ATA4 Y FAAL Y (Login Domains) |1 % 7 &R L ET,

ATy T8 [FUar (Actions) | RZ > >[B54 2 KAAL DOYER (Create LoginDomain) 1% 7 U »
7 LET,

ATy 7S [BTA4 Y FAAL2DYER (Create Login Domain) ] i ® [—#% (General) 131 > T, &%
HELET,

o T —W =R L2 KA A 4,
Ay RAAL DA,

77TV TRARLT VAT LHEZT 47 4 (AANERIET A R) O ID % HER
THEDDOLIL, [LILL (Realm) | Ke vy X VA NMIHLA T a 0%, LIF
T INTWET,

Cisco APIC BAFEEH /4 K. JU—23x |}
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B cuzsmLco—nn krqvERRT S

1. FREHRADIUS 7’1 haizHAR— 35U E— F%— D7 —7125%59 5 RADIUS
7OD/§/r &\‘\——‘ 7‘/1/"—‘700

2. WFEA TACACSt 7w 2z R— 42V E—h b= D7 N—T1T54 %
TACACS+ 7 a3 X — J)L—"7,

3. FGEHALDAP V' nm ha&aHR— 250 F— NP —DTN—T12%9 5 LDAP 7
TN K — T —TF

4, FEFEFAIRSA 7o haizZHR— T2 U EF— b =D TN —FIZxT 5 RSA 7' 1
INA B T N—"F
5 FEEH®O SAML 7'vu ha/&z YR — b3 5 SAML 70 /3 A Z— 1 F— pH—sN—]

6. FSFEH OAuth2 7’&1 fh 2L &% K — F9% OAuth2 7'r/ A ¥ — U E— hF— —

G¥) LDAP, RADIUS, TACACS+MRT 74/ hDEXFa2UT 4 AV v RELTHRESN
TEY, ZOXATr 7 TRESNEHEET LIV F— J—7Ra—H
TA IR TERWGES, FRZE D T2 L DITHRIILTWARWERY | Cisco
APIC —R—TX 7 =Ny 7 a— BRI FETINERA,
Cisco APIC 23 ID ' a3 A X —(ZEET Hlolz T X v —R_—%2NE L 351
HlE. ST HT XL T RV RAZHERLET, e UREOMHERMIL. [PRT
Ly (System) ]>> [ AT LEKTE (System Setting) >>[FOF R — (Proxy
Policy) 1o FiZdh v £7, [FBF R — (Proxy Policy) ] A > T, E72
URL % [HTTP URL] £7-1Z [HTTPSURL] 7 4 —/L FIZAH L £,

ATYT6 FRENTAT L arOFFMEANLET, FREINDIA TV a A3EN T, BIRLZUVILLA
IS TNET,
BRI U7- LILLDS RADIUS 721X LDAP O4 . IROF v a U BFRENET,
s LIWLYTRALTLLTC[TIAILL (Default) 1E721X[FT a4 (Duo) 1ZBRL £,

« [R5 (Settings) 131 > C, [RADIUS (F7=[XLDAP) FO/\«4 #—m;EM (AddRADIUS
(or LDAP) Provider) 1 %27 VU v 7 LT a g ¥ —Z@&REIIERLET (EFRO [T
A4k (Default) 147> a v ZBIRLESGE) o [Tad (Duo) |47 a &R
L7241, [RADIUS (F£71=1% LDAP) FA/84 £ —®D3EM (Add RADIUS (or LDAP)
Provider) 1227 U v 7 LT a A X —Z@RINEIXMERLET,

RN U7- LILLDS TACACS* F7-1XZ RSA DS, IROF T a U RERINFT,
« [BR7E (Settings) 131 > T, [RSA (F71zI& TACACS+) TR/ A Z—miEN (Add RSA
(or TACACS+) Provider) 1 %7 U > 27 LT, 7a/\A X —%BREIIMEHRL T,
BRI U7 LILLDS SAML 7213 OAuth2 D4, RO a U RFERENET,

* [BR7E (Settings) 131 > T, [SAML (F71zI& OAuth2) 7 E/\A4 & —DFER (Select SAML
(or OAuth 2) Provider) 1 %27 U w27 LT, Y a/Af X —Z@REILER L ET,

[ CiscoAPIC EARFEHA K. U U—Z3x
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*« [SAML (F 1=1% OAuth 2) F2EEM:#EIR (SAML (or OAuth 2) Authorization Choice) ]I
CiscoAVPair % 7z1% GroupMap DWW Iuna IR L £ 9,

* CisCOAVPair Zi®IR L7354, FMTREAEY — /3 — T E S 4172 CiscoAVpair DA/ LT
FNZHADWTHEGBE N ET, M5B IDP 725 CiscoAVPair DEZZ(ET 5 & ZHUT)s
T Cisco APIC CTixV E— b2 —VITHRZEID K TE T,

» GroupMap % #IR L7254, SMIGRAEY — N— TR SN - 7 v — T ERIC LSV T
KREINET, CiscoAPIC “C 1. AMEBIDP 20 B 2 — W — 7 N — T ERE 25T 5 L.
Cisco APIC [ZHpk SNz —V— T —TZ L RE L, TS L TY £— h 22—
PHERZEID 4 TET,

GroupMap Z ] L72A&GRIZIE, IRD 2 SDDIBMNT A —Z PLETT,

[ IL—TREM (GroupAttribute) 12 A LET, ZZCTANTHINA—T BT
IBFRRES — R —D T N —T @ E —H L T D RERH Y £3, SAML DA, 7
N—T@MIL, SAMLIAP H— R_R—IC K> TERFBEINBINED I NV—T TH— a3
DEFTE T HHLENDH Y £9, OAuth2 DA, 7 —7 @M%, OAuth2 ¥—
N=Z X > TEEEND IWT (JSONWeb F—7 ) DT N—TERE—F$ 5 M
NH E9,

Example: memberOf (used in Active directory), Groups or groups (used in ping
ID/Okta)

F72. OAuth2 DA, IDP S VN —T R ZEUNCZET DI, fHbT A2 —
7°7j§ OAuth2 7013/{/]) 5*‘*%%’(*%5‘25?%(11‘5 — & %Eﬁﬁﬁ L/'(< 71:_31/\0 @J . openid

profile groups

[A—Y— I NL—T <y 7 JIL—IL (User Group Map Rule) 1%, [2—H— FI)IL—TF
< w7 IJL—ILDEM ( Add User Group MapRule) 127 U v 27 LT, BIMLET,

[A—H—FI—TF <y TIL—ILDYER (Create User Group Map Rule) ] #&E T, &

DFFME AT LET,
1. [&AT (Name) | 74—/ Rica—¥ =T L—7 v v T I— L DO4i0TE AT L E
R

2. [#%BA (Description) 17 ¢ —/L RiZ, @HHZ AN LET,

3. [YIL—T4& (GroupName) | 7 4 —/L FiZ, 22—V —N@T 52 —H—7 /11—
TO4HI AT LET,

ZZTAN LT —HF =T —Tn, A — N2 —F— T —T L —F L

TW5Z k%%mbf<téwo_hi SRV — =D 5215 LT BREH 2

MFRET 272912 Cisco APIC IZ X » T SN E T, HRIZ, =—F—0B7T 2
:L“*‘H:**ﬁ‘ll/“* WCHSWTEREESNE T,

4, [1—4—#EBR (User Privilegles) | #f% €3 512i%., [2—H—#ERDEM (Add
User Privileges) 147 UV v 7 LE7,

Cisco APIC BAFEEH /4 K. JU—23x |}



B oonvs—znmy2

A-HTFIER BHESLUVTHYIUTFaT |

X2 VT4 FAALUEEBMT AT, [EF2) T4 FAALDFER (Select
Security Domain) 1% 27 U v 27 LT, RSNV AL EF 2T 0 FAA
CEERLUET,

[B—JLDER (SelectRole) 1% 27V w7 LTr—/LERRL, #HRYA 7 Gt
B FFEZIAR) ZBEMT, Ty I ~v—2 %27 ) v 7 LT, HRE
2 — VBT £

5=V EZBNT 52, [A—/LOEM (AddRole) 127 U v L, HR
% BEEAF I £,

[2—#ERR DB (Add User Privileges) 17 (> Fv T, [B (Add) ] %7
Vo7 LET,

[A—Y—IIL—TF <7y T IIL—)LDiEM (Add User Group MapRule) 17 > R
<. @R (Apply) 122V v 7 LET,

ATw 71 A4 KAAL DR (Create Login Domain EE) ] T. [{#%F (Save) %27V v/ L%

o S —

ATy T
ATvT2
ATvT3
ATv74
ATvT5

1R BHEIIZ

PRERRR T v R a o a g X —wERT Dt OBE T SRR oWV TiE, BET S
abarotsvarTHBHALET,

ZET

ZOFEIHE S T, FEAER S0 haroFa g X —EERLET,

A=a2— N—T, [EE (Admin) ]>[AAA] DJAIZIEIN L E 7,

Fe s —ar v R, [EBEE (Authentication) ] Z IR L £,

{EEAA T, [FAIRA F— (Providers) ] #38RL £ 7,

[7%2 23> (Actions) |>[FB/NA F—DYERL (Create Provider) 1 %7 U > 7 LET,

Foran[FanAd F—n1ERL (CreateProvider) i T, [fRR F&/IP7 KL X (Hostname/
IPAddress) 1. [E#BA (Description) 1|Z# AJ1L., FKry 7 X7 U R G [LILL (Realm) |
Z@RIRLET, [LILL (Realm) | CHEATE 247 v a L iFko L0 TT,

* TACACS+

[ CiscoAPIC EARFEHA K. U U—Z3x



| 2—9 7912 BESLVTHI T
Janqs—zkmsTs |

* SAML
* RSA
* OAuth 2

TaNA =T DDA T a AFETH Y, EIRLZLILAIZS U TEfL L E
T, HUINLTHEATEAF > g 0250 T3, UEOFIETELLS MBI LET,

ATvT6 (&) RADIUSIZOHEHAARE : LIV A BT XA THBRLET, [LILLYTEALT
(Realm Subtype) 1 Z®IRL £+, A7 a . [TI4I b+ (Default) 1 £7-13 [TaAt
(Duo) 1 T4, Wiz, ATFEHEELET,

¢ RADIUS ' —/R—D /X AT — R FERR D=0 9 —EXAT—RE2 AN LT X,

« [B5ZRTBE EPG M3®4R (Select Reachability EPG) 127 Vv 7 LT, =2 KAKA > 7
N—T % BN L ET,

* RADIUS D% —E AR — h&EF, FEETX HFMAIL 1 ~65535T¥, 7 74 /b MEIL 1812
<7,

WA 0 R 2 LDOA T 3 %, [PAP]. [CHAP], [MS-CHAP] T, ZOH 7+ 3 03,
[T74I)L bk (Default) 1% [LILLHTA AT (RealmSubtype) ] & L CE#IR L7ZHAIC
DI, TARINET,

RADIUS —R_—L DEEHX A LT 7 b, AR72EMIT0~60FTT, T 74/ MNES
BTt (WAWAYTEALT TN NOEE) o T 74N NI TT (LLA ST
% A7 : Duo) .

RADIUS = RARA > MZHEERT D BROFRITIEIE,

EWI e — =Bl 2G0T 512iE, [B% (Enabled) 1| F v 7Ry 7 A% 41T
LT, Aba—¥4E 20— &2 AN LET,

ZOFEIX., RADIUS 7 A X —FEk T, 2T, FIE 12 128ETe ERTEET,
ATy 1 (A7 a > OFET TACACS+ IO H) waEIEELET,
« TACACS+H——D /R AT — R fEDT=DICE ) —EARAT—REZ AN LTLIEE N,

« [BIZETTHE EPG D3R (Select Reachability EPG) |2 27 U v 27 LC, =Y KA 7
/l/"—7 %%*ﬂ L\iﬁ—o

* TACACS+ DH—E A R— FEF, HETEX 2L 1 ~ 65535 TY, T 7 #+/L ML 49
*(‘\‘g—o

AL e fa oA a ik, PAP, CHAP, MS-CHAP T9,

* TACACS+ H— "— L Di@fEX A 27 U b, ARH7REHIZ0~60TY, T 74/ MES
T,

* TACACS+ = RARA > MR D ERO AT,

Cisco APIC BAFEEH /4 K. JU—23x |}
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I — S ER A AICT B ICIE, (R (Enabled) | F = v 7 Ry s A A AL
LT, AUa—H—4 L 20— 2 AN LET,
ZOFIMEE, TACACS+ 7 m/ A F—DREMTT, T, FlER2ICGHERZ LR TEET,

ATvT8 (7> a VOFIATLDAP IZOHGEH) LIV A BT XA TEERIRLET, 7 a Ui,
[T74I)L b (Default) | 721 [Ta4 (Duo) ] T9, KIZ, AFZBEELET,

sLDAP T 4 L' 7 MU DL— kR4 (DN) .

«LDAPX—ZDN : APICNY F— b2 —V =T h v F %K T 5 LDAP — X—HND
VT T ERATY, ZAUINAT — RRREESNDHEFT T, T4V Z AR L T,
APIC 73 Cisco AVPair (2 272 DICER L TW B Ettd RO £,

* LDAP —/X—D /AT — R, HERDOTZDIZH ) —ENRXAT—REANLTLLIEEN,

* LDAP O —E AR — FH, FEETEZ HHFIT 1 ~ 65535 CTF, 7 74 /v MHIZ 389 T
‘j‘o

« [BIZETTHE EPG M:&IR (Select Reachability EPG) %27V v 27 LT, =2 RARA b7
N—T%ERLET,

* LDAP —R_—L DBEX A LT U b, AR EMIT0~60TT, 774/ I3
‘@‘a_o

« LDAP = RARA ¥ MZHEET 2 BRI TR,
«[B%h (Enable) 1 F=v 7 Ry 7 A%EA LT, SSLEAZLET,
 SSL GEFEDRRGE L~V IROAT v a rRNhHh £,

* %% : DUO LDAP SSLAEAED B D BRI AL DT Ny 7 ) T,

B FBERE CTHERT L L,

« LDAP &1,
EREEHFR, ROF T arnb 1,
¢« LDAP/ XA V' |
« )N A U— F\ttiiz
s T U NHE AT T 4 NHIL, BRREROZ L N OFBINHER S50 2 ERT D, =

PR L AL RTT, il (en=%) . ZHUT. 12U Eoenfiz gt MU 2EWLE
T, WOF T arnbhEd,

e T 7 F I B

* Microsoft Active Directory

o 57 24 A (Custom)

[ CiscoAPIC EARFEHA K. U U—Z3x
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*LDAP 7 A VX ZDT7 4 —/V RIL, BIRLIZT 4 NVE XA TICHESHTHBASET
(BWABINFTarD[74N0E X AT (Filter Type) | ZiEIR LIZBAZRL) . 7
T AN N EFIR UGG, 7 4V F X cn=suserid TJ, Microsoft Active Directory % iZ&{R
L7286E. 7 4 /L XX saMaccountName=Suserid T3,

SRR — A~ ER AT B0, (AR (Enabled) | F = v/ Ry s A% AT
LT, Ala—H—g b 2T — & AN LET,

-

ZOFNEIE, LDAP 7' u A X —fERHTY, 2T, FIE 12 12T R TE ET,
ATvT9 (7> a v OFIETRSA IZ WH) wERELET,
¢ RSA = R—D/RAT— K : RO 720l 9 —ERAT—RE AL TL ZE0,

- [ZI3TTHE EPG MEIR (Select Reachability EPG) [ %2 U v~ LT, =y RFEA v b2
N—TERRLET,

* RSA O —E AR — hE5, FRETEZ DHPMIX1 ~ 65535 T9, 7 7 4/L MHEIL 1812 T
7,

*RSA = "= L DIE S A LT U~ HARREEHIL 0~ 60 BT, 774/ MISHT
e

*RSA = FARA ¥ MTHEEHET 5 B0 BT,
« ERY 7R Y — =R A ENICT HI12IE, [A%) (Enabled) | F =y 7Ry 7 AzAIZ
LT, Ata—¥—H L XAT—FEZASLET,
ZOFNEE, RSA 7w A F—HEHI T, TN T, FIH 2 ICHELZ LR TEET,
ATYvTI0 (AT arOFIATSAMLICOA@EA) L TFEEELET,
«ID 'm/3A X — (IdP) A7 =3 %, ADFS, OKTA, PING IDENTITY T,
« IDP H32fld %5 X %7 — % URL,

ADFS O4A . 1dP A % —# URL i https://<FQDN of
ADFS>/FederationMetadata/2007-06/FederationMetadata.xml &\ 9 B2 722 W £9°, OKTA
DA, IdP A X 57— % @ URL ZBf5 ¥ 512i%, Okta »— =555 7 5 SAML 77

Vor—vardD[¥ A4y (SignOn) (B2 a T, TATYT 4T 4 T ang X—
ARF—HZURLDY 7 Zar—LET,

Ping ID (2D TIE, PingID #—"—DEpkt 27 a3 (SAML 77U r—2 3 DOF)
ARFT—HURL V7 2abv—L%7,

e SAML XR—ZADHP —EADZ T 4T 4 ID,

IAP N T T A RX— M CAILE > TELINTWBEEIL., [FREERDEIR (Select Certificate
Authority) 127 U v 7 L CRIERZEIRLET,

*GUI U XA L7 b3 —, ZAULURL R72IFA v =Y AMHETY ., Z ORI, GGk

DIZDIZa—PF=NID Tu N, X —=Du A =2V XA L7 P ERDHFNCRRS
nEJ,

Cisco APIC BAFEEH /4 K. JU—23x |}
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TORA F—FERET B

* SAML —NR_—L DHEEFEXA LT 7 b, ARN7HEHIL0~60FTT, 77+ NI
*(‘\‘g—(]

s Ruy 7 XU ARG [B4T /AT U XL (Signature Algorithm) ] 238 L £,
«[A%) (Enabled) | F =y 7Ry 7 AZF LT, B kSN SAML 74— 3 |
SAML JGEDEL T —3 a3, SAMLEBAER, SAMLIGEA v ®—VDEL DT T
FllE—EEREHCTEET,
ZOFNAIX, SAML ' _3A X —fHTY, 2T, FlE 12 I ENRTEET,
2FyvIN (A7 a3 OFETOAuwh2 ICOHLEH) UTFE2EELET,
¢« 7 IAT L MID:IAP LD APIC TV r—a Dy 747 2 Mikbl+,

cAPICT U —avDI 54T i —2 by b, WEROTED, bH)—EII5A4T
hy—2vLy bEATTLET,

e PR HER, b= D=V LRI, Gl AL FT,

« #ifH, OAuth2 & DU X b, #l: Topenid v 77 A /Vv] , 2—W— L —TEHE%
B3 2121E, WP 7' m A A X —THER SN Toxhc T 5 A a—7%2BMLET, il [lopenid
a7 r AN T—T]

«OIDC 7’1 k2L @ [B%hiE (Enable) ] 721X [#%hik (Disable) ] Z&#IRL 9,
«[B#Mt (Enabled) | T =v 7Ry 7 A4 LT, b—7 VOBAERIELET,

cJWKS =2 RiRA > by, b—7 VEZRAET 572D JSON Web ¥ —F v~ b (JWKS) , =
D7 4= RiE, b—7 VBELOKBIEE AN L TWBIEEICOAFRINET,

FORET Y RARA > b, IdP =2 RAA o FEEEE URL, IdP H—/ "=/ GE8r[ v R A
FEBEALET, 207 1 —/ L, OIDC 7 u h a ARERRESICDLITREINET,

=2 vz RBRA v by WP RBEA L N h—27 2D URL, IdP — "=k h—7
VU RFA L NERELET, 2O 7 41—/ RiZ, OIDC 7 u I LRER) 2 BA1Z 0
HFERENET,

FEATIC URLIAP Y —— O RBITEHEDO URL A LET, 2D 7 4+ —/L Rik, OIDC 7
a2 VNENRGRICDORERINET,

IAP 7T A4 X— K CAIZL > TELAINTWHEAIT, [RBIEHDER (Select Certificate
Authority) 1 %7V v 7 LT, RiEREZ®RLET,

[Z;ZERTAE EPG Mi#4R (Select Reachability EPG) 1% 27 U v 7 LT, =V RKRA L 7
N—THBEIRLET,

OAuth2 h—NR_—L DBEX A LT U b, Bh7e®HIZ0~60TT, T 74V MESH
-/C:‘ﬁ—o
GUI UXA L7 b —, ZIULURL /203 A v —UNARETY, ZOIERIT. RGE
DDl 2—F—NID FaXf X —0a J A o XR=IZVHE A VL7 FEINDENIERS
nE4,

L]
Tul

[ CiscoAPIC EARFEHA K. U U—Z3x
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ZOFNEE, OAuth2 7 r A X —ERA T, 2T, FE 121 ENTEET,
ATy 12 [RTE (Save) 1227V v 27 LET,

O—A)L A—HDETE

VOB EAZ VT N T, BEHET H UV MPRERESN, FEHFITD AT LAEHREOME—D
a—P L9, APICIE., EOMPRa— I _R—2ADT 7R ary ha—)L VAT L%
R—hLTEY, ZOVRAT LTIE, HREINDRWEHRFUNO—FE2ED, 2—F T h v
VR EISESERe—ATERTAIZEBTEET,

GUIZEALEO—AIIL A—FDEE

1R BHEIIZ
CACI 7 77U v I MFREIIL, APICa Y ha—IF B F T4 12> TEY, APICY T
AE DR SN TIEFIZEEL TS Z &,

e MEEIS LT, 22— NRT 72 TE2EX2)T 4 RALUNERENTNDLZ L, 72&
X L= T hH T R T bADT 7R RCHIBENDGE., TFH R K
AL ATFNITIS L TE T SR ET,

UTFEITHOZENTEBLAPIC 22—V THY L FEFHTEAZ L,

¢ TACACS+ 7' 1 A X —DVERL,

cX—Fy hEFaVT 4 AL TOR—IL 2—F T HY L hOER, 2—5 v
F RAAL U a11 THLHEES, FrLve—hL a—FOERICERT a7 A2 7
BT ME, alliZTVBRATE L7 77V v 7 BIEOEHETHLIVLERHY 7,
H—Fy N AL UNT T N THAEE, Bl —h )b 22— O/ERRIIAE AT
A4 THhHI ME, A=y FTF U b RAAL AT DR FLE /E
EIABT I v AMEERFFOT T NEBETHIVLENDH Y £1,

FIE

ATV Tl A=a— =T, [BEE (Admin) ]>>[AAA] DIREIZERINL 7,
AT 72 [Navigation] ~2A T, [Users] 7 V v 27 LE7,

[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,

ATV T3 HEFE (Work) A>T, ¥AZTAavroRay 7y VA es Yy 7 L, [A—AI
A—H DR (Create Local User) ] 23R L £,

Cisco APIC BAFEEH /4 K. JU—23x |}
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B cvzemLn—»11—vozE

ATV T4 [ATFvF1>a2—5ID (STEP 1> User ldentity) ] # A 702/ Ry 7 AT, IROBMELEEFT
LET,

a) [LoginID] 7 4 —/L KT, ID ZBML£7,
n7 A4 IDIE, ROTA RTA U EHIZLTWHLRNERS Y 7,
*APICHT—ETHLMLENRDH Y 7,
« EHITRFICT HDHER D £7,
1 - R LFEMEHNTEET,
T, T —RaAT A T AL TIIE S,
2—=HTH T POEKIE, v A D EEETEEEA, 2= T T b aHlER
L. HiLWwa—F 7 hH oy MEAERT20ERH Y £7,
b) [Password] 7 4 —/V RIZ/XAU— K& A LET,
T—PRNAY — REZRET DR T, APIC I & > TUL T OREMERKRIES L E T,
« NATU— FOR/NRIT 8 XFTY,
« NAT— RORKEIL 64 LFTT,
o HLGE L TR D IR &5 05T 3 SUERE T,

« INICFE RICFA BT R OLTFHO S bR LB 3EBEOLTNEENTND
WENR DY £,

s HUCHERI CX D XA — RIIfEH L EHA,
e =PRI —PLZ T LI b DI TE £ A,

s cisco, isco, FILINLDLFHN O NEZ EEL I L0, TNHDOLFO
KXFAEOEFIZLVRESNDIERETHH- T ¥ A,

¢) [Confirm Password] 7 4 —/L R C, /RAU— R&fERLET,

d)  (EE) FEHERX—2AOEFEOHEIL, [2—YEAEDREM (User Certificate Attribute) ]
74—V RIZ, EEREAEN SO —F ID # A LET,

e) [R~ (Next) 1227V v 7 LET,

ARTY TS [FHDIY b AT—AR R (Account Status) 12> bue—Aa2fHLC2—F Th T NET 7
TATERFET VT4 7ICTEET, £, [THYY FOEMEAR (AccountExpires) ] =
Yhr— L EEH L CHDIRERECEET,

ATYT6 [RTFyTF2>Fa)F 4 (STEP2>Security) 1 A 70/ Ry 7 20 [EF2 T4 KA
4 > (SecurityDomain) ] T, 2 —HDED X2V T 4 FAA L ZIRL, R~ (Next)

Vv LET,
RT9T1 [RTvF3>0—)L (STEP3>Roles) 1 ¥ A 70/ Ry 7 AT, ROT 7 v arwFiTLE
ﬁ—o

a) [H1Z227YV >y 7 LT, 2—H%%& NAAL NBEENTET,

[ CiscoAPIC EARFEHA K. U U—Z3x
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ATvT8

GUI A L1- ssH amx—ioxE ]

by Fey7Zor VAL, 2—FOO—)LELEO—)LIERZ A TERIRNL 7,
c) [E# (Update) 127U v 7 LET,

DALY B E TR Y /B IALMER A Rt T X T,
[T (Finish) 1227V v 27 LE7T,

GUI Z{& M L 7= SSH A+ —ZREDERTE

ATy I

ATvT2

ATvT3

ATv74

ATy TH

1R BHEIIZ

cH—=F o b EFaVT 4 AL Tr— b a—F Thor FaERLET, ¥—7 v

b RAAL UM a1l THLEE, LV —D 2a—FOERICERT 0 7 A ThY
YRME AT 7B ATED 777 v BEROEHETHLINERH T, X—F
N RAL BT T b THDHEE, FrLva—h a—FOERICHER+T 07100 7
AT NI A=y b TF b FAAL ST DBRFEHI EXART 7 A
BEFOT U MNEHE THOIMLENRDH Y 1,

« UNIX =2+ R ssh-keygen Z ] L TABF—Z24m L 7,
FI7xNbOu s A RAAL T local ICRETHLENH Y £77,

FIE

A= 2— =T, [EEE (Admin) 1>[21—H— (Users) ] #ER L, [A—HJL (Local) ]
ATPEREINTND Z L EfERLET,
EEAL T, FHANMER LIz —Y—D4Hi2 27 ) v 7 LET,

2P BT A RE G T ¢ v R BSAIIC R RSN ET,

[ (Details) 174 2> %2V v/ +5E, HLOEREC L BX0a—F—DaEMns
RENET,

THMEIZAZ a—)L LT SSH ZREFOFEMA MR L E£9,
fRE (Edit) 171222V vr+5e. E. Broa—hiLi—4—0FE (EditLocal
User) | HEiE/AERSHET, LB U T, SSHOFMELECTX £,

GE) VE—htnr—raiZFZura—RT5729H0 SSH EX—7 7 A )V EERRT
HI21E, A==2—_—T, [Z74I)%E (Firmware) |>[2RXRIDHFrO—F
(Download Tasks) ] % BB L £,

[fR7FE (Save) 127V v 7 LET,

Cisco APIC BAFEEH /4 K. JU—23x |}



A—FT7IER BABLVTHYVT10T |
B v=—rx1vozs

JE—F A—HNDEFE

H—A =R ETHROVIC, APIC & —JtfbShie s LT iy VDT — 4k
H—IZTHZ ENTEXET, APICIX, Lightweight Directory Access Protocol (LDAP) . Active
Directory, RADIUS, 35X O TACACS+ ZH AR — KL TWET,

\}

G¥) APICﬁi/}%ﬂﬁUT&;é (7 ZAZMNBER SN TND) Hh. ACHIDE T AT ATHY, =—
PIERN APICS ICHHEND -0, UE— b a /A AIKRETDEEMENH O £9, 727710
g—H Bl A T APICIZH LT —h L ThhHT-H, ZOBRAELHERELET,

31 (DY U —RLIKE, H—/NEZ42 1) U4 [ZRADIUS, TACACS+. LDAP, F L TXRSA %
U TEREZI, FBIOAAA T —NT 77 0 ThhEHlcEEd, y—"E=F1U T

V=BT I T 4 T E DR TADENENOT e harvou A v EFEALE
ﬁ: t}:zi\ LDAP ¥—/ NiE ldap 12 7 A > Z{E ] L, Radius % —NFZH—1"BT7 277 47
T 52— N =X Y T BE A RO radius D VA U EFEHLE T,

SMBFRAE T A F— %@ U CRRE S NI2 Y B — b 22—V ERET DI121E. RO & il
T BERDHY £,

« DNS &% El%. RADIUS '— DK A M TT TIZARIBREN TWDALENDH Y £,
cEBHY TRy NERETLOILERD D 7,

*iBnlb\nIE-U-_/ §0) AV /\07

Cisco APIC TlL., EFHEDHERZRALY— 3T Cisco AV XT ZHETHVLENH Y £4, Cisco
AV X7 E, 22— D RBAC v —/L8 L OMERIZ M B APIC Z457E L £9, Cisco AV X7 D
=%, RADIUS. LDAP. F721% TACACS+ DD & R U T,

S ERFRFEY — /3T Cisco AV X7 #RET H121E, FEHENEFEDO2—F L 22— KIZ Cisco AV
ST EBEIMLET, Cisco AV A7 DFRITRD & B Y T,

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,

domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (16003)

Cisco APIC VY U —2 2.1 £V AV A7 T UNIX ID 2MEE TV R WA, APIC 23 A
? UNIX == —%#—ID & NHBINIZEI Y 4 TE 9,

)

GE)  APIC D Cisco AVT OIRITEHIENH Y . oD Cisco AV LT DX L HFETE F 9, APIC
LT _XTD AV XTSRRI B LT AV T 28R 77,

[ CiscoAPIC EARFEHA K. U U—Z3x
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%nl‘nmnl_t"j- /\o)AV/\Ta) i .

U U —2 3.1(x) LABE, AV Pair shell:domains=all//admin Z i[5 % &, = —WIZHiAH0 HAH
REFD YT, AL v FILT 7 EALCa~vy REFITTEET,

APIC IF, WOIEREHEZYFR—FLTWET,

shell:domains\\s*[=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*?2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]1\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

51 -
o ] 1 : writeRoles DA ZFFOH—DEvF 2 U T 4 FAA & ETe Cisco AV X7 ¢

shell:domains=domainA/writeRolel |writeRole2/

« 31 2 : readRoles DA EZFFOH—DEF=2 VT 4 FAA L ZETe Cisco AV X7 :

shell:domains=domainA//readRolel|readRole?2

\)

GE) /] XFIX, B2 UT 0 RAA T & @ writeRoles & readRoles DE DX Y L= TH D
1 ODZ AT DO —VOREMEAT LG5 THLHETT,

Cisco AV T OILFHNE, RILFL/PLFREBIENET, =7 =BNERSNe<TH, A
THRLFENLFN RAL A ERITE— M~ L TOARWEAIE, T LARWHERRA T
HansZ endbv £7,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFREFNIRD &0 T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all(16001)"

%ﬁlzn:unIE-U-_/ ‘\0) AV /\070)§QIHE-‘

BHME (AV) OXTCFINON v aNOTIL, BF =27 v =/b (SSH) F 721X telnet Zf
ALTue /A Lira——D UNIX 2—%—1ID L LHEHENET,

\}

GE)  6.02) VU —ALIE, telnet (T AR —FZNTHEHA,

FIE

ﬂ‘ngwuu “H‘_‘/\@ AV /\775_’ Hﬂiﬂbiﬂ—
Cisco AV X7 DEFRIIWRD LBV T (Y Aald, UNIX 2—HF ID BMHEESNTWVBENE D
NP LT AV T2 R—FLET)

1 -

Cisco APIC BAFEEH /4 K. JU—23x |}
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B racacs: 7o v xmo APic oRE

shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2,domainB/writeRolel |[writeRole2|writeRole3/readRolel | readRole?2
shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel | readRole2, domainB/writeRolel |writeRole2 |writeRole3/readRolel |readRole2 (8101)

These are the boost regexes supported by APIC:

uid_regex("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\5*?) (, \\S+2/\\S*2/\\S*?2) {0,31}) (\\ (\\d+\\))$");
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\sS*2/\\sS*?) {0,31})s");

I, PR L £,

shell:domains = coke/tenant-admin/read-all,pepsi//read-all(16001)

TACACS+ 7~ = XD APIC D%TE

ATvT1

ATy T2

1R BHHIIZ

» Cisco Application Centric Infrastructure (ACI) 7 7 7 U v 7 3% & & 41, Application Policy
Infrastructure Controller (APIC) N4> T A 272> TEY ., APIC 7 T AX NI ST
EFICEELTWDS Z L,

¢ TACACS+ W — DR A ML ELIZIPT FL A, B— b, BIOF—%FHTxAZ L,
¢« APICEH T RiRA v b JV—T%EHTEDZ L,

FIE

APIC T, TACACS+ A X —a{Ef L £,

TACACS+ 7' u NA X —OFEIZTOWTE, Tu M X —%EkT5 28~X—) =&ML
TLIEE W,

APICGULI DA N REFIEZT U AT REHEO N7

TS —Tar v RYyT, [YAT L (System) 1> [V R T LERTE (System Settings) >
[APIC $#:5%E (APIC Connectivity Preferences) ] DIEISER L E§, EEA T, [1V
N2 R (inband) [ £721X [72 b4 T2 K (ooband) | OWTF AR L £,

TACACS+ @ [Login Domain] % {Ef% L %9,

FNEIZHSOWTIE, GUIZH L Tr—HhL RAAL UZERTSD 258—2) 2BRLTL7E
AR

RDBARY

Z X T, APIC TACACS+ B ETFNEIZFE T TF, WKIZ. RAIDUS — L EHT 25613,
RADIUS ™ APIC DFEE HITWET, TACACS+ b — DAL ZEHT 585515, RO ACS
P — N\REIWCHET D Ny 7 ITHEARET,

[ CiscoAPIC EARFEHA K. U U—Z3x



| 3% 7512, BEBLUT AT 1Y
RaDIUS 72+ 2 AAD APIC DixE [

RADIUS 7 7 = X A APIC DEXTE

1R BRI

*ACI 7 7 7'V » 77 735X &L, Application Policy Infrastructure Controller (APIC) 234> 7 A
VIl oTEBY APIC 7 7 A PR ENTIEFICEEL TWDH Z &,

* RADIUS & —RNDFEA M EIZIP T RLA, A—b, fBiE7e bar, BLIOx—%
T2 &,

«APICEH T RiRA v b I NV—T%FHTE D L,
Fig

XT w71 APIC T. RADIUS 7u 1 X —%1ERR L E T,

RADIUS 7' a2 A X —DREIZDOWTIL, e X —%EfkT25 28X—) 25 LT
AN

APICGUI DA N REFIIT U AT REBED K7L

T —rary g RyT, [YRATL (System) 1> [P RTLEE (System Settings) ]>
[APIC $#%5%E (APIC Connectivity Preferences) ] DIEISEIN L £4, (EESA T, [1 YV
N2 K (inband) 1 £721X [72 A T/N2 K (0coband) | OWTFnEEIRL £97,

AFw T2 RADIUS ®AS A 2 FAAL VEERLET,

FIEIZOWTIE, GUIZERA LT — ALV EERTS 253—=) 2R L T2
Sy,

RDERY
Zh . APIC RADIUS & EFIEITSE T T, KIZ, RADIUS —_&HE L £,

APIC ~( RADIUS £ & X TACACS+ 7 - 2 X FH® Cisco Secure Access
Control Server D% 5E

1R BRI

» Cisco Secure Access Control Server (ACS) /X— 3 > 55 BA VA =S, T A
W7o TWNWBH I L,

Cisco APIC BAFEEH /4 K. JU—23x |}
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. APIC ~® RADIUS & & U TACACS+ 7 - 2 X D Cisco Secure Access Control Server % 7E

\}

GE) Z 2 CIEFIEOFHAIZ ACS v5.5 DMERA XL TWET, ACS Ol
D=V g THIDH AT BFITTEXDHA[REENRH U FF75,
GUI OFEIFZNR—=V a STk o TRLRZEBENRDHY £9°,

« Cisco Application Policy Infrastructure Controller (Cisco APIC) ® RADIUS % — ¥ 7213 TACACS+
F—ZEATELHZ & (MGERETL25EEMTDOF—),

cAPICHREEINA L T A 17> TEY ., APICY 7 AZ NER SN TIEFIZEHEL TV
5Tk,
« RADIUS F£ 7213 TACACS+ DR — b, it e b, BLIOxF—a2fiHTEx 52 &,

FIE

ATYT1 APICR 7 FA T FELTRET HITIE, ACSH—Ncm 7 A LET,
a) [Network Resources] > [Network Devices Groups] > [Network Devices and AAA Clients] (2
#HLET,
by 7747 "4, APIC A >N RIP 7 KL A%ZHE L, TACACS + £721Z RADIUS (&
TR ) OREEA T v a VEBIRLET,

Gx) RADIUS F721% TACACS+ DA DFRBIEN B R ENT. BRI T g v DH
FERLET,

C) ;ﬁ%}é‘iﬁ (“'r**) %‘jwuuﬁj—7 va il %Lﬁ_ _ ]‘tfck‘ n»qu@uiﬁ‘EH%j: Ebi‘?‘o

GE) [t H#Z (Shared Secret) 11 [FO/84 4 (Provider) 1 ¥ —& &+ 5 4E
NHY ET,

ATFY T2 ID I N—TEER LET,
a) [Users and ldentity Stores] > [Internal Groups] 47" a ZBE L £ 7,
b) HE(ZJE U T, [Name] & [Parent Group] Z+8E L £,
ATV T3 2a—FEID I/ NV—TFlivy BT LET,
a) [Navigation] ~~~ > C. [Users and Identity Stores] > [Internal Identity Stores] > [Users] 4~
arxesVUVy 7 LET,
b) MBS LT, —H%? [Name] & [Identity Group] Z#5E L £7°,
RF YT 4 RY - BERE R LET
a) [Policy Elements] A7 a IZBE L 7,
b) RADIUS @34, [Authorization and Permissions] > [Network Access] > [Authorization Profiles

Name] &€ L £9, TACACS+ DG4, #E|Z5H U T, [Authorization and Permissions] >
[Device Administration] > [Shell Profile Name] ##5& L £,

[ CiscoAPIC EARFEHA K. U U—Z3x
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©)

Cisco AVPair % {8 L = APIC 7 % £ X F® Windows Server 2012 LDAP 0 ]

RADIUS OE ., SEIZM U T, [Attribute] (213 lcisco-av-pair] . [Type]iZiL [lstring] .
[Value] 121 shell:domains = <domain>/<role>/,<domain>// role] EIEE L
F7, TACACS+ DA, MEITIL U T, [Attribute] (2% [cisco-av-pair] . [Requirement]
1Z1% Mandatory] . [Value] 2l shell:domains = <domain>/<role>/,<domain>//
role] CHEELET,

[fE (Value) 17 14—V RO, FEIAHMEREZNET 20E I 0ERELET,
%ﬁ#ﬁ‘y D/%% J&A*éﬁ&@i}%é\\ *%jclj: shell:domains = <domain>/<role>/ “G‘*J‘o

%EJ%EYU gﬁﬁ*’@ﬁﬁm%/ﬁ\\ %X&i shell:domains = <domain>// <role> “C“‘?“o

7= & %3, cisco—av—pair DfEDS shell:domains = solar/admin/, common// read-all T D4y
. solar XX =2 U T 4 RAA V| adminld solar EWVOI X2 VT 4 RAA KT
HEXIAIMERE Z O —PFIf 5T — L THY ., common X7 MEETH Y
read-all {7 v MEHEOTXTITHT 5 A0 HREZ Z 0 —FIfF 53252 — /1T
B

ATv T —bREPFUL— L EER L £7,

a)

b)

RADIUS D355, #—ERARPFUL— /L EAER L TID 7 /—7 %R Y o —ER IS
5121X. [Access Policies] > [Default Device Network Access Identity] > [Authorization] (2%
F L, /L—/LD [Name]. [Status]. 35X O [Conditions] ZF&E L. HEIZ) U T lnternal
Users:UserIdentityGroup in ALL Groups:<identity group name> | %JEjJDLjETO
TACACS+ D6, H—EREIUL—VE/ER L TID /v —T7 %2 =)L 7 u 7 7 A Vi
BEEAF T %121, [Access Policies] > [Default Device Admin ldentity] > [Authorization] (2%
#LET, /L—/1D [Name] & [Conditions] Z & L, #ZZJS LT [Shell Profile] 2R L
£7.

RDBERY

L < AERK L 72 RADIUS 38 L OV TACACS + =— W& L TAPICIZu 7/ A > LET, #HIVY
THNZRBAC DR — )L EHEIRIZHES> T, 2—FRELWAPICEF 2 U T 4 RAAL ICT
TATEDLZEEALET, =—Wix, PRIICHFAT SN TWRWEBIZT 7 A TE T
R0 FERA, AR /EEIALT 7R AR, FO2—PFIIREINTZDOLE K LTS
VERH Y FT,

Cisco AVPair {8 L - APIC 7 &7 = X FH® Windows Server
2012 LDAP D% FE

1R BHEIIZ

s 5T LDAP H—/ 3% 5% E L, KIZ Cisco Application Policy Infrastructure Controller (Cisco
APIC) % LDAP 7 7 ¥ ZAFICHET S,

Cisco APIC BAFEEH /4 K. JU—23x |}



A—FT7IER BABLVTHYVT10T |
B cisco AvPair %/ L 1= APIC 7 & £ 2 A D Windows Server 2012 LDAP (&

» Microsoft Windows Server 2012 231 > A h—/L Z{L, T T A 7> TNWH I &,

* Microsoft Windows Server 2012 #—/3 <3 — % O ADSI Edit > — /LA A k »*/l/ézh,
TWAhZ L, ADSIEdit # 1 > A b—/L9 %21, Windows Server 2012 H—/ N = ¢ —
D~V SN THWDFIBEICHE > TS0,

s Ciscoavpair MJBEMEDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description = CiscoAVPair, Syntax
=Case Sensitive String,

N

GE)  LDAPREDNA KN FZ 77 4 AL, @MEXT5E LT
CiscoAVPair #4252 L CTY, HENA TV =7 MID
1.3.6.1.4.1.9.22.1 ZfEH L CRIEN A LTcHE, Zofiot~
V=7 F1ID1.3.6.1.4.1.9.2742.1-5 7 LDAPY — NIZ bl CT& £

7
« LLFN&1T 9 Z & N T & % Microsoft Windows Server 2012 = —% 7 h 7 "2 T 5 2
& o
+ ADSI Edit % %17 L T ciscoaveair &% Active Directory (AD) AF—~<IZiEML E
T

* Ciscoavpair JBME/NT A —H T 25T 7 B AFF [ & Fi> X 5 IT Active Directory LDAP
a—P—ZRELET,

o« N— h 636 1%, SSI/TLS & LDAP OE##EREICMLEE T,

FIE

ATY T RAAEHE L LT Active Directory (AD) H— Nz /A4 > LET,
ATY T2 AD AF¥—~|T ciscoavrair BMEZBIL ET,
a) [Start]>[Run] iZ#EHL., T‘mmec] & AJJL. Enter Zf L E 7,
Microsoft Management Console (MMC) 3B & £,
b) [File] > [Add/Remove Sanp-in] > [Add] IZ&E) L £ 9,
c) [Add Standalonee Snap-in] % 7 & 2’78 v 7 A C, [Active Directory Schema] %% L. [Add]
7 Vv LET,
MMC = > Y — L3 & 37,
d [BH] 7412570y 7 L, [BEDERK] A7 a o Z2EIRLET,
[Create New Attribute] %4 7 2 7 7R v 7 AN E T,
e) [#BEA]IZ [CiscoAVPair| . [LDAP &R 4]IZ [CiscoAVPair]| . [Unique X500 Object
ID] I M1.3.6.1.4.1.9.22.1] X AJjL, [#EX]T [Case Sensitive String| %
FEIRL £,

f) [OK]ZZ7VUvyZ7 LT, BEEREFELET,

[ CiscoAPIC EARFEHA K. U U—Z3x
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oap 75 2 A0 APic oz [

AT w 73 [User Properties] 7 7 A% [CiscoAVPair] JBENE TN D LK HICHHF L £,

RTv74

a)

b)

c)

d)

MMC =1 Y —)LC, [Classes] 7 /L X BB L, [user] 7 7 A %47 U w7 L. [Properties]
EIRLE9,

[user Properties] & A 7 2 7R > 7 AN E F7,

Bl 27 %227V v 7L, B %Z27 Vv 7 LTC[RF—IDA TP Y FEEIRT D]
Uy RUEREET,

[Select a schema object:] U A N T, [CiscoAVPair| ZiEi{R L. [Apply]l 27 V v 7 L%
D

MMC = Y —/LC, [Active Directory Schema] #4727 V 7 L. [Reload the Schema] % %R
LET,

CiscoAVPair BMEDT 7 ¥ AR E L F 7,

LDAP 21 CiscoAVPair BN E TN TS 728, LDAP = —H —IZ Cisco APICRBAC & —
LEEIY S TAHZ LIZLY Cisco APIC 77 B AFFR[ 2 5+ A 0ERH Y F1,

a)

b)

<)

d)

[ADSIEdit] # 4 71 7 R 27 AT, Cisco APIC |27 7 ¥ AT 2 MENH D 2—V % 7D
JET,

a—W4%EH2 Y v L, [Properties] Z iR L £ 7,

[<user> Properties] %A 7 2 77K v 7 AR 77,

[BEIT«2]%7% 27V v L, [CiscoAVPair] JEMEZBHR L, [fE] (2 T
shell:domains = <domain>/<role>/,<domain>// role| * AJJLF 7,

7LC k %Ji\ CiscoAVPair @1ﬁ7j> shell:domains = solar/admin/, common// read-all (16001)
T&)Zb%/ﬁ\\ solar (BF 2V 7 4 RAA Y, admin (L solar A 5"125?1 V74 RAA
NCHKT D EZIALMEIRE Z D2 —H =1 5T 57—/ TH Y . common IF Cisco Application
Centric Infrastructure (Cisco ACI) 77 M B TH Y read-al1(16001) 1% Cisco ACI 7 F
FEBOT T DB AR HRE Z Oa—H =2 55251 — LT,

[OK] %7 VU w27 L CEREEZLRT L. [<user>Properties] ¥4 7 1 /Ry 7 A% ET,

LDAP Y —/ X Cisco APIC IZT7 7 B AT 5 LY ICHRESNET,

RDRARY
Cisco APIC % LDAP 7 7 B A fHICEE L £7,

LDAP 7 7 = X FH®M APIC D& E

1R BHHEIIZ

« Cisco Application Centric Infrastructure (ACI) 77 7 U v 7 B4 VA h—/L S TWNT,
Application Policy Infrastructure = > h @ —F 34T A (T2 > TE Y| APIC 7 7 A& )8
R ENTOWTIEFRIZEELTND Z &,

Cisco APIC BAFEEH /4 K. JU—23x |}
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B cisco v <7 HERELTVEAFRTHEUE—F 1—F DT T4 FOBHEOEE

¢ LDAP V—"DFEA MG EZIFXIP T KL A, A"— kK, N4 FDN, _X—ZX DN, BIW
IRAT— REFHTEAT L,

*APICEH T RKRA VN IN—T5ERATEDHZ &,
Fig

2Tw 71 APIC T, LDAP 7u A ¥ —%2RELFET,

LDAP 7' 0 /34 S —DREWDVTIE, 705, F—%{BT 5 (28 ~—2) #BMLTK
EE,

APICGUI DA N REFIZT U AT REHED K7L

FTEr—rary g RyT, [YRATL (System) 1> [P R TLEE (System Settings) ]>
[APIC $#%5%E (APIC Connectivity Preferences) ] DIEIZEIR L £4, (EESA T, [1V
N2 KR (inband) 1 £721X[72 A T/N2 K (ocoband) | OWTFnEEIRL £97,

ATY T2 LDAP® O A Y RAAL Y Z{ERRLET,

FIMRZOWTIE, GUI ZEA L Tr—b AL U2 ElT 5 25 =) 22RLTE
él/\o

RDBERY

I T, APICLDAPREFIEIZFZT T3, KIZ, APICLDAPu /A 77 A%T7 AMLE
bé‘o

CiscoAVAR7HREZE L TCWLWANLRETHS)E—F 21—
DT I74IL COBENEE

FIE

ATy Tl A=a— =T, [BHE (Admin) ]>[FB5E (Authentication) ]>[AAA]>[R!) >— (Policy) ]
27 EIRLET,

ATy 72 [VE—F2—H—0454A > KR I— (Remote user login policy) | ke v 7 &2 U Z ki
b, [T+ b B—ILDEIY HT (Assign Default Role) ] 23R L £,

[ CiscoAPIC EARFEHA K. U U—Z3x
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g4~—20 59530007 |

7 7 4V MEIE [No Login] T3, [Assign Default Role] 47> = 1%, Cisco AV T 23K L
TWDOINARRTH D2 —PFIThHR/NROFTEAIY FHMERAZEF D B TES, RIER AV T E,
AT v — Vi R BER > 72 AV X7 T,

ELAR—AD LSS 32DV T
CiscoACI 777 U w7 DAPIC 2> ba—FF, 2—VE2FET OIS IE R GFEL
L £,

FERFEF R TII2—Y4 £ /AU — KMl &1, APIC REST API 1% APIC {ZxF9 5D
HBOT VAR TERRIEN—7 U EBIRLUET, 2L, HTTPS MEARA TH 2008
TRV TIXLETRVWE R & E T,

%&énfméﬁwm£%ﬁfi b7/%7/a/ TR RSN BA NI INE T,
ZDBZOFBEICIIME T —DEH S, ZOF— XL GINRE L TREIC L TEL %
Eﬁ%@i#@AHCﬁ% 7Vu%@%%ﬁﬁwt§ﬁ%§%¢ék\AHC@X&W%%%
EIEHALCEARMHRLET, BAX—ADRGETIE, APICIZHT 52T _XTO NI U7 v
W LSHAINEBADRKLETT, ZHux, =2—R 707 o a v ZEICTE#TTD
A2 TlEd D £ A, HEIZIZ, 2 OE iAHCk@FTéX&)7%iti77J
#—VHVT@ﬁTéﬁgﬁ%Di? ZOFETIE, BEER2—F 7 LT ooy Va Atk
F721372 0 T F 4729021 RSA/DSA F— %%uﬁéb%#%étw KOLEETT,

N

GE)  F7/, VLA KBEZE DT HTTPS 2T 2 LER”H Y £,

FWEFIZ X509 5B ER— 2 DBL 2T AR, IROMEZ AT NZET LTWA I L 2R
L/iﬁ‘o

1. OpenSSL F 7= iZ[AEED Y — /L& LT X.509 RERE & b+ — 2 ERk L £9,

2. APICOu—h)N 2—FE{ERLET (m—HV 2—FRNTTIZFHTRETHLIHA. =
DEATIIA T aTT) .

3. APIC ®u—H/L 2—H|Z X.509 FFFAEA BN L £9°,

EESFHEEFINSEIE
WOEEFHE L HIRIFHIHE > T 7ZEY,
em—)b a—PFEP AR —FInET, VE—FAAA 2—F IV FR—bIhEHA,
* APIC GUIIFREAEBFES XA R — F LEE A,
» WebSocket & eventchannel |% X.509 ZR CIXEIEL £ A,

Cisco APIC BAFEEH /4 K. JU—23x |}
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A-HTFIER BHESLUVTHYIUTFaT |

« b= R R=FT S ICL W EBL SNEAFT YR — S ETA, BOBAGEAELZMHH L

£,

X509 SEBAEZE L MR T — D &R

FIE

OpenSSL =~ F& AH LT, X509 GFHE L MEBEF—2 AL L £,

1 -

$ openssl req -new -newkey rsa:1024 -days 36500 -nodes -x509 -keyout userabc.key -out
userabc.crt -subj '/CN=User ABC/O=Cisco Systems/C=US'

G¥)

e X509 EEAEMNAER SN D L. APIC ODo—H Fu 7 7 A LIENES ., B4
DFEBIZER SNET, EX—IT, BLEAERT IO T4 7 M
roTERENET,

GEFIZITARF—ITEENTWVETR, MEF—ITGEN TV EEA, AN

F—lT, HEESNT-BL MR T H7-DIC APIC IC L > T SN 5 18R
HRTT, MBXF—2DAPICIZRIESIND Z LT FHA, ZOF—ZFREIC

LTRBSLERDHY £7,

ATw 72 OpenSSL #fliH L CREHIED 7 4 —/V REFRRLET,

1 -

$ openssl x509 -text -in userabc.crt

Certificate:
Data:

Version: 3 (0x2)
Serial Number:
c4:27:6c:4d:69:7c:d2:b6
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=User ABC, O=Cisco Systems, C=US
Validity
Not Before: Jan 12 16:36:14 2015 GMT
Not After : Dec 19 16:36:14 2114 GMT
Subject: CN=User ABC, O=Cisco Systems, C=US
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:92:35:12:cd:2b:78:ef:9d:ca:0e:11:77:77:3a:
99:d3:25:42:94:b5:3e:8a:32:55:ce:e9:21:2a:ff:
e0:24:22:58:6d:40:98:b1:0d:42:21:db:cd:44:26:
50:77:e5:fa:b6:10:57:d1l:ec:95:e9:86:d7:3c:99:
ce:c4:7£:61:1d:3c:9e:ae:d8:88:be:80:a0:4a:90:
d2:22:e9:1b:25:27:cd:7d:£3:a5:8f:cf:16:a8:el:
3a:3f:68:0b:9c:7c:cb:70:09:c7:3f:e8:db:85:d8:
98:£6:3:70:4e:47:€2:59:03:49:01:83:8e:50:4a:
5f:bc:35:d2:b1:07:be:ec:el

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

[ CiscoAPIC EARFEHA K. U U—Z3x
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OB:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34
X509v3 Authority Key Identifier:
keyid:0B:E4:11:C7:23:46:10:4F:D1:10:4C:C1:58:C2:1E:18:E8:6D:85:34

DirName:/CN=User ABC/O=Cisco Systems/C=US
serial:C4:27:6C:4D:69:7C:D2:B6

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption
8f:c4:9£:84:06:30:59:0c:d2:8a:09:96:a2:69:3d:cf:ef:79:
9l:ea:cd:ae:80:16:df:16:31:3b:69:89:f7:5a:24:1f:£d:9f:
dl:d9:b2:02:41:01:b9:e9:8d:da:a8:4c:1le:eb5:9b:3e:1d:65:
84:ff:e8:ad:55:3e:90:a0:a2:fb:3e:3e:ef:c2:11:3d:1b:eb6:
f4:5e:d2:92:e8:24:61:43:59:ec:ea:d2:bb:c9:9a:7a:04:91:
8e:91:bb:9d:33:d4:28:b5:13:ce:dc:fe:c3:e5:33:97:5d:37:
cc:5f:ad:af:5a:aa:£f4:a3:a8:50:66:7d:£f4:fb:78:72:9d:56:
91:2c
[snip]

O—AJ)IL A—HDETFE

GUI 2R LE-0—AhIL 22— DERE L —FEEBREDEM

ATy T
ATy T2
ATvT3
ATv74
ATy T5

ATvT6

ATy T1

FIE

A =a— "—T. [ADMIN] > [AAA] %80 L $ 7,

[Navigation] ~X-1 > @D [Work] ~~A > T, [Users] & [Local Users] #2 U v 27 LE7,
[Work] ~XA > T, [Local Users] # 7 &ZF R L TWAHZ L 2R LET,

7 7 4/ b Tl admin = —V R FELET,

[Work] XA > T, ¥R T4 arORueyFFr VA&7 Y w2 L, [Create Local User]
IR E 77,

[Security] # A TR ARy 7 AT, =W EREX=2UT 4 RAA &R L, [Next] &
7w LET,

[Roles] ¥4 7RI ARy 7 AT, 2—HFOu—LERRTIHDOOLTvary mE w20y
7L, [Next] 227 Vw27 LET,

LAY B E 7 IER AR 15 S AR Z AT E 9,

[User Identity] &' A 7 1 7R v 7 AT, WROEEEZFEITLET,

a) [LoginID] 7 4 —/L KC, ID ZBIL £,

b) [Password] 7 f —/LV RIZ/XAU—R&EZ AN LET,

¢) [Confirm Password] 7 4 —/V R C, NAU— REMALET,

d) T ar) EHESR—ROIEOLE L. [User Certificate Attribute] 7  —/b RIZ, 7
AEREAE2 D D2 —H ID 2 A LET,

Cisco APIC BAFEEH /4 K. JU—23x |}
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B rithonsok 2R LEO—HL a—FotkR

e) [Finish] %7 U v 7 LET,

[Navigation] ~A > C, fERk L7c2—VFD4RTEZ 27 U » 7 LET, [Work] XA T, [Security

Domains] fEIk D —F DOR{IZH 25 [+ FLm 2 A L £,
a—HDOT 7t AMRNFRINET,

[Work] ~3A > ® [User Certificates] fHI% T, = —FFHED [+]

Certificate] ¥ A 727 R v 7 A TIROBEEZFEITLET,

a) [Name] 7 4 —/V FIT, GEHEOARTZ AT LET,

b) [Data] 7 4 —/V RiZ, =—HEHEOFEMAE A LET,
c) Submitx7Z7 U > Z LET,

X509 FERAEA 1 — AL 2 —FRIER S E T,

Python SDK Z{ER L-0—HJL 12— DERK

FIE

n—Hh a—FEERLET,
B -

#!/usr/bin/env python

from cobra.model.pol import Uni as PolUni

from cobra.model.aaa import UserEp as AaaUserEp

from cobra.model.aaa import User as AaaUser

from cobra.model.aaa import UserCert as AaaUserCert
from cobra.model.aaa import UserDomain as AaaUserDomain
from cobra.model.aaa import UserRole as AaaUserRole
from cobra.mit.access import MoDirectory

from cobra.mit.session import LoginSession

from cobra.internal.codec.jsoncodec import toJSONStr

APIC = 'http://10.10.10.1"'
username = ‘admin’
password = ‘p@$SwOrd’

session = LoginSession (APIC, username, password)
modir = MoDirectory (session)
modir.login()

def readFile (fileName=None, mode="r"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()
return fileData

our aaaUserRoles (roleName, privType)

H o S S

roles, that is what the GUI does

userRoles = {'all': [

. Cisco APIC EARTEAHA K. J1)—X3x

Use a dictionary to define the domain and a list of tuples

feE& 27 V7 L, [Create X509
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This can further be abstracted by doing a query to get the valid
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('aaa', 'writePriv'),
('access-admin', 'writePriv'),
('admin', 'writePriv'),
('fabric-admin', 'writePriv'),
('nw-svc-admin', 'writePriv'),
('ops', 'writePriv'),
(

(

(
('

o

'read-all', 'writePriv'),
'tenant-admin', 'writePriv'),
'tenant-ext-admin', 'writePriv'),
vmm-admin', 'writePriv'),

] r

uni = PolUni('') # '' is the Dn string for topRoot

aaaUserEp = AaaUserEp (uni)

aaaUser = AaaUser (aaaUserEp, 'userabc', firstName='Adam',
email='userabc@cisco.com')

aaaUser.lastName = 'BC'

aaaUser.phone = '555-111-2222"

aaaUserCert = AaaUserCert (aaaUser, 'userabc.crt')
aaaUserCert.data = readFile ("/tmp/userabc.crt™)

# Now add each aaaUserRole to the aaaUserDomains which are added to the
# aaaUserCert
for domain,roles in userRoles.items():

aaaUserDomain = AaaUserDomain (aaaUser, domain)

for roleName, privType in roles:

aaaUserRole = AaaUserRole (aaaUserDomain, roleName,
privType=privType)

print toJSONStr (aaaUser, prettyPrint=True)

cr = ConfigRequest ()

cr.addMo (aaaUser)
modir.commit (cr)

# End of Script to create a user

\

MEXF—Z2FEALZRADE

1R SR
WOBEHRPHE SN TWARERDH Y 7,
« HTTP A ¥ v K : GET, POST, DELETE
« BREND RESTAPIURI (7 =V A7 3 v &G
« POST ZLRODGE . APIC [ZHE SN D EREDO A m— R
o L—HD X.509 FEHIEO A I S5 RS —

o APIC O =—¥ X.509 FFBHE D554

Cisco APIC BAFEEH /4 K. JU—23x |}
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ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

FIE

HTTP # Y v K, RESTAPIURIL, BL VA v — &2 ZOIAFCHEFE L, 7 7 A /VICRFLE
ﬁ‘o

OpenSSL TEA ZFHH T 521X, ZOWEKET — 2% 7 7 A VITRFTHRERHV ET, ZO
BITIZ. 7 7 A /L4 payload.txt 2 ] L £97, % ¥ —Iduserabckey & V9 7 7 A MiZH D Z
LIZEELTESN,

51
GET O :

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children

POST D :

POST http://10.10.10.1/api/mo/tn-test.json{"fvTenant": {"attributes": {"status": "deleted",
"name": "test"}}}

payload.txt 7 7 A JWIZIE LWMEBRN G ENTND Z L 2R L E T,

7e& 21, BiOFIETR LI LD REUSFIZEH L E7,

GET http://10.10.10.1/api/class/fvTenant.json?rsp-subtree=children
payload.txt 7 7 A /VIZIE, IRDIERDHE DO HLENH Y £7,
GET/api/class/fvTenant.json?rsp-subtree=children

payload 7 7 A WAEVER T 5 & ZIZH LVMTEIE S TER L T RWnWZ L 2R L £ T,
il -

# cat —e payload.txt

WERITL LI Hjj]O)ﬁ%%% $FEEERH IR L ET,

GET/api/class/fvTenant.json?rsp=subtree=children$

& DY6 . Payload. 7 7 A VAR L7 & EITH LWVTMERL SN2 2 & 2B L £, payload
77 A NVOAERRRFCH LWVTAMER SN D Z L 2B <ITiE, kO X Hea~vy REfERALE
j—o

echo -n "GET/api/class/fvTenant.json?rsp-subtree=children" >payload.txt
OpenSSL Z i LT, fMEF—E XM u— K 77 ANV EEHLTELEZFHRELET,
1 -

openssl dgst -sha256 -sign userabc.key payload.txt > payload sig.bin

Eﬁkéﬂt7 7 AL, BEITICHFESNZBELARH Y £7,
base64 AU B AL F T,

51

openssl base64 -A -in payload sig.bin -out payload sig.base64

Bash Zfli ] L T, B4 LBATLFEZMY FRE £,

. Cisco APIC EARTEAHA K. J1)—X3x
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ATvT1

ATvT8

BEASSVTAhIoT40T

wEr—zamL-Ea0iE ]

1 :

$ tr -d '\n' < payload sig.base64

P+OTqKOCeAZ17+Gute2R1NW80Ggt zEOwsL1x8fIXX14V79217
Ou8IdJHICBAW6CEVAICXgkv3KaQszCIC0+Bn0703gF//BsIplZmYChD6gCX3£f7gq
IcjGX+R6HAQGeK7k97cNhX1WEoobFPe/oajtPjou3tdOjhf/9ujG6JveRo=

G¥) I, ZOEEDOERIZE L TAPIC ICEESNAEL T, FooE kT
X, MEOBLEZHETHILENDHY 97,

BA H SUFHINICEE L, APIC REA A n— REBAEL TR TEL L2 ICLET,
TDREERBAN, BERONYF—NDO 7 vF—L L TAPICIZEESNE T,
1 -

APIC-Request-Signature=P+0OTgKOCeAZjl7+Gute2R1Ww80GgtzEOwsL1x8f
IXX14V79Z2170u8IdJHICBAW6CEVAICXgkv3KaQszCICO0+Bn07039F//BsIplZmYChD6gCX3f
79IciGX+R6HAQGeK7k97cNhX1WEoobFPe/o0ajtPjOou3tdOjhf/9ujG6JIveRo=;
APIC-Certificate-Algorithm=v1.0; APIC-Certificate-Fingerprint=fingerprint;
APIC-Certificate-DN=uni/userext/user-userabc/usercert-userabc.crt

GE) ZITHHAINADNR, IROAT v 7D x509 FEAEL G Ha—FRES TV x
J NODNIZ—HTHILERDHY £,

B4 & LT APIC &l{E3 % 121%, Python SDK @ CertSession 7 7 A& H L £,

WD A2 Y7 ~iE, ACI Python SDK @ CertSession 7 7 A&l L C, B4 & L T APIC
(ZERG 2 HFIEOFITY,

1 -

#!/usr/bin/env python

# It is assumed the user has the X.509 certificate already added to
# their local user configuration on the APIC

from cobra.mit.session import CertSession

from cobra.mit.access import MoDirectory

def readFile(fileName=None, mode="zr"):
if fileName is None:
return ""
fileData = ""
with open(fileName, mode) as aFile:
fileData = aFile.read()

return fileData

pkey = readFile ("/tmp/userabc.key")

csession = CertSession ("https://ApicIPOrHostname/",
"uni/userext/user-userabc/usercert-userabc", pkey)

modir = MoDirectory(csession)

resp = modir.lookupByDn ('uni/fabric')

pring resp.dn
# End of script

G¥) BIDOAT > 7 THEHLEDN B, ZDOZAT v 70 x509 fFEL & —FREA
T2l FODNIZ—ETHLENHY £9,

Cisco APIC BAFEEH /4 K. JU—23x |}
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Cisco Application Centric Infrastructure (ACI) 77 7' U w7 Th U7 4 7%, BEBIOA

RUBNEFICAD=ZALATUEENDLUTO2O00ERMGEA TV 2/ Mo TSI ILE
j—o

* aaasessionIR HELRIHA 7 ¥ = 7 MiX. Cisco Application Policy Infrastructure Controller
(APIC) APIC BLUAA v FTOA—HF =T h v borI A /0T Nty va
V. BRO M7 VEHABIFLET, CiscoACl7 7 7V v 7 £y iar 77— MERE
X, RO LX D etEMaRFLET,

o 2 —WH
e aEMLIZIPT FLA

o« # A 7 (telnet, HTTPS. REST 72 &)

\}

GE)  6.0Q2) VU —ALIKE, telnet [TV AR —FZNTHEHA,

eyl a DL EX

e = VUEH  a—Y—Thvrhoul A AR NI, a—F—Thu bR
Cisco ACl 7 7 7' U v 7 OWMER ZATHET 21D BE R, AW T 7547 v—20 v
AR L ET,

N

B h—rrEn /o R MRONCRY £, a—Fidn
JT U RTEETH, b= VEEENATVD A ~—fHOHIH
IZHE > THIRBIIC A D £,

®* aaaModLR %@iﬂ‘%j‘7‘\/17 K fi\ :L‘—‘H_‘—ﬁ’j_7‘\/:1:7 ]\W—;d'l_/fﬁiﬁgjéﬁ\ j;O)J:U\
WO NRAE L0288 L E T,

« AAA Y — 308 ping FIEETRWGAIX, A E LTy —2 &, =7 =D& RINE
‘ﬂ—o

aaaSessionlR & aaaModLR @I:ﬁj‘jﬁ‘@/])“\:/ r = 775§\ Cisco APIC v v — }‘ﬁlf%ﬁéﬂiﬁ_o 5:_‘
ENRTVEYy FENTVWHA ML —VEDYTHA X2 5L, FObORGIRICLa— R
N EEEINET,

\)

GE)  CiscoAPIC 7 T AY ) —REWET LT 4 A7 7T v a oK EOMIEN 72 A <> b
RAELTEHEES., AV b adidkbil, AV ka3 922 8KTEMINESTA,

[ CiscoAPIC EARFEHA K. U U—Z3x
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aaaModLR MO }j aaaSessionLR %fiﬁ%j—7f/l7 }\Gi\ 7 ?Xifiﬁigﬁ}%”% (DN) T/ =T U
TEET, 772072 VE, 777V v/ RKROTXTOrY La—ReRELET, 77
7w 7 BRD aaaModir VI — KT T, GULD [T 7 71w % (Fabric) >[4 RV bk
1) (Inventory) ]>[POD]>[fEEE (History) ]>[EZ& 0% (AuditLog) 1|27 v a b AT
T&X ¥, Cisco APIC GUI O [FEFE (History) ]>[8&B % (AuditLog) 147 a v &M
THE, GULICRENTEREDAT V27 hOARV h u T eFRTEET,

FEAED syslog, callhome, REST 7 =V | BLNCLI =7 AR — F A B =KX A, aaaModLR &
aaasessionlR BHIXMRA 7V / D/ ) F—X CTHEE|IIYR—INET, ZOTF—X
BT AR—FTDHT 74V N R =130 EHA,

CiscoAPICICIZ, —E#DA TV =7 hEFIZV AT ALEDOT —Z DENEZRET D, FrR
ﬁéhfl7i U 53:3?) ] i‘@_‘/uo 77’79 /7%@%@i\ aaaModLR 33 LN aaasessionlR D7 T
U 7 — 2 B syslogh— N IZ2 7 AR — F 527 AR — bR —ZRETETET,
T AR= P SNIT —ZEEHNCT — A7 L, Y AT LO—ERLITT AT A n 72k
DHAZ N VR— bEERT 5D TEET,

HEHS—EXELTOHNERY FD—0ADIL—T v F
EHORE EHETIER

Cisco Application Policy Infrastructure Controller (APIC) |, FH—E 2L L THMNBR Y FU—
I ~DON—T v FEHRAICRESNIEAR =oAL N Iy MUy N B o Nl
ESHFHEMAUNET D L O ITRETE ET, MBxR >y MU —21%, Cisco Application Centric
Infrastructure (ACI) PNOIMH L30ut =2 KK A > b 77— (13extlnstP FEEXI R AT 2 = 7
M) ELTEREINET, AEEDT T FOEED EPG 1L, Mixy FU—7 ~DNL—T v
HEE D T2 HITHMES L30ut EPG A T £4, BEHEHERIE, A — 2L LT
L30utEPG #3257+ > DK EPGIZOWTIETE 9, ST L3OutEPG A7 Y 3
=T ENTND Y =T AL v FIE, REHFHERE B TH S CiscoAPICIZERIE L E T,
TATT 47 WY —id, ZhbOBREMEHE R Z EHANCY — NIz 7 AR =145 &
IIRETEET,

Cisco APIC BAFEEH /4 K. JU—23x |}
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ZOET, WONETHEREINLTWET,
EHMPDT— 7 Tu— (55 —)
EHT 7 20BN (56 2—)

e T U = HIR— b, HMEHEHR., BXOa7 77 A LDxT 7 ZAR—K (66 <—)
o HEE (68 X—Y)

e ha—T AT 4 Xal—alrORy I Ty HBn, BXOa—1 Ry s (77
)

e Cisco APIC N T 7Ly a—F 4 7 — LR (89 ~—)

EEOT—Y 70—

ACIEE7VADT—4 70—

ZOU—r7ua—7TlE, ACIZ7 77V v VT NDAAL v F~DE R A R ET AT DI LT
FIEOWEA R L7,

ANV FEEBT7IER TIOE TN EEET7IEX

Fabric Node
Intrfaces.

Management 1P T e
Supervisor |address Pool with =3
Ports | Gatoway, Mask, .

1y, Mas|
and IP addresses

:
e e | S

Connection
Management | Directto || MgmtAccess Routed
functions via | Fabric Leal | Vanagement | L2 Bridged || functionsvia | Extemal

device connect- Node functions via External device(s) Network

ed to fabric leaf device connect-|  Network || connected to an
access port(s) od 1o an L2 L3 routed
bridged external
network
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AT T X2 VT4 FAAL VNIHARY /[EFEZIRLT 7 B AMRPHH Z L 2R L E
—a—o

CMBERAH =T 2 A A RO =Ty b V=T A v F P TEL 2 L a8 L
j—o

2AC1Y)—T RAYFDT IR R—bDEE

ROEHT 78 A F IV FONTANEERLET,

A VNV REHOEEAIX. [APIC Basic Configuration Guidell &1 > /3> RERERT I HE
WIND FE Y ZITHENET,

T RA TNy REHOYEAIX, [APIC Basic Configuration Guidel] ®7 &7 k4730 K
BREMITICHIEIND FE Y 712N E T,

HEINDLEYY
FEHIIC OV T, TAPIC Basic Configuration Guide] DLATD b E v 7 B L T 72 &0,
« JEIE GUI 2 LA >y REBT 7 ¥ ADRIE
* NX-08S A ¥ A )LD CLI Zffi i LT=A /30 REBLT 7 £ ADRRE
« REST API Zflifl L7oA 30 REELT 7 £ ADRRE
« JEBE GUI 2 L7727 v hA 7 Ny REBLT 7 & ADFRE
e NX-OS AX A )VD CLL &2l L7277 ¥ N4 T30 REBT 7 £ ADRE
*RESTAPI Zfifl L7277 hAT N REET 7 & A DFE

EIBT7OtANEM

AR ROFERTF o P THEEEA LV AX AT 77 ANVERELTCH, 777V v/
EEROBERY U—TREIN TS T B F /LTI EE LA, IMNEERA L AX AT
077 ANVTHREISN TS 73Ry hBLO= 2 FF 2 MME, HTTP/HTTPS & 7213 SSH/Telnet
I B LER A, 6.02) Y U —RLEE, Telnet I AR — FINTHERA,
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GUI TOEET I EXDEM

Cisco Application Policy Infrastructure Controller (APIC) =2 ke —Z (21X, B Ry hU—7
WCEET DAL= B 2250 £F, 123 A\ NEHEA VX =T oA ZZMEHL, b1
DNET U MFT N REEA F—T oA AR L ET,

A R REBLR » N — 2 TlX, Cisco APIC 73 Cisco Application Centric Infrastructure (ACI)
777V 7 EBHEHLTY =7 2, v FIMBLBETE, SIMBERT A ARNT 77 ) v
HIRZ M LT Cisco APIC £7213 V) —7 A v FBLOANAL » 2 v F LBETEET,

T RETNR RERRy NT—VOFREZ, a2 bhn—7, V=7 2( vF, BLOANA
VAL v FOEBR—NOBREEERLET,

CiscoAPIC 2> b —F (%, A VNV REHA VH =T 2 A ADRRESINTWDHEEIT, TU
FA TR REBA =T 2 A AL TA NN FEHA VA —T 2 f A FIOERLF
To TURNET RO NERA L Z—T oA AL, AN REEA U H—T o f APFHIE ST
TWARWEA., £7203585E7 KL A2 Cisco APIC DT U AT Ry REY 7%y hERT
TRy MZHDIGEICOAMER I ET,

CiscoACLITIZ, BT TV FBLIOA VNNV RVRFA VAZ L ADTY v RAAL DY
X FREICHEASNT, A R REBHONL— 270 /T AT 5RERHYET, 2D
DOAL—=HNE, TV oY RAL UL T 32y VREDHIRIND EHIBRESNE T,

Cisco APIC 77 M A7 /N0 REHER O Y 71X, 1 Gbps THLMLENRH D £,
N

GE) ARPIHEHZ X v v i aTARETAIPT NLRALE Ty AT Ur—LF, B8Ry NU—7 T
Y FR—hENETA, INLOFEENFEET D E. 7 v 77 L— F#%IZ Cisco APIC EHLT
7 ANTBRICKDN S AREMENH Y 97,

IPV4/IPv6 7 RLRAE L UVA VNNV KR O—

AN REHET FL AL, NY 2 —I2k > TDH (Postman REST API, NX-OS A% A JL
CLI, ¥721ZGUD) APIC=v hu—F 27 ubya=r /TExEd, $7-. A0 RE#RT
RL A, &/ — FICHIIICHRET A LERH D £,

TORAITNER)S—DIPVA/IPV6 7 KL X

T RATAN REERT LR, 77— MAMZ v 7RHS, F7203R Y —%#H LT (Postman
REST API, NX-OS A% A /L CLI, GUI) APIC = b —F|l7/ntya= 7 C&FEd, £
Toe TURET R REET RLRIE, &/ — RICEMNICETZILZ 7 AX2RIZT KL ADH
PH (IPv4/IPv6) ZHRETHZ LICL s TRETHAMENRH Y £, IPT RL A, #6727
FAFAD ) —RIZT U FLIED B THENET,
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BXFD IPtables #EZ S5 —1) VU 95 IPV6 DEE

TARTOIPVIE, Fy FV—27 7 FLAZH (NAT) ZFR\ T, BEFO IPtables ifE L X 7 —
V7 LET,

BX7ZD IP tables

1.

PLaitE, IPv6 7T —7 DT _XTDN—)LN—EIZ 1 DT OFEITI L, TXTD/L—/LDB
MEZFEIEEICR LT AT A a—A BN TbhbhTWE L=,

FLWARY =0 BINE N5 7TNS, /V— /L3 BEfF D P tables 7 7 A /WZIBINE iU, 7 7
A NA~DOBNMEF I TN EFATL,

HLWERETR— N T 7 AT AR R —TREEND L, FILR— MBS TEE
JTEEFEIEON—VEBIMLE LT,

IP tables ~DZEFE

1.

\}

IP tables NER S D &, ZLDIC Ny v a vy FICEZIAETN, KRIZHM 7 7 A V1P
tables-new ([CEZIAENTINNEILSNET, RFTDH L, H LW IPtables 7 7 A /L3
Jete/sysconfig/ 7 A /VHIAERL S IVE T, TNHW GO T 7 A MEFE CHATCH D £,
RTON—VZT AT L a—Lz2T 7RV, 77 A NVEEITE LORGFEL TV DHRFIC
DIV AT I A=)V ETIMEND Y 7,

=& BT 2RO VICH LWARY —RN7 7 A MZEBIME N5 &, hashmaps (2T 7 4+
VARV =% —RL, HrLWARY —%MERE L, hashmaps [ZiBINT 25 Z LI2X - T,
IPT—7AREarLERSNET, £0%, M~ 74 /L (Jetc/sysconfig/iptables-new)
WICEZFAENTREFESNET,

TORFTNRRFY =D —VORETLR— NETERETHI LT TEERA, 58
AR — NEITEETLA— PO Esfedl— e & HIT—/LZBMTE £7,
FLWRY —2BInEns &, HLuvb— L3 IPtables 7 7 A VIZIBIMESNET, 2D
JL—UiZ, IPtables T 7 ANV KN L—LDT VA 70 —%EHLET,

-A INPUT -s <OOB Address Ipv4/Ipv6> -j apic-default

HLUVL— LB E N84, 23T IP tables-new 7 7 A JVICHIELE LT IP tables 7 7 A

JVIZIIAEEET ., IPtables-new 7 7 A MZZ T —NH BT E#EBEW L9, EXNIEFRR
BEITIRY . 77 A NADMEFES L, HTLUL— L% [P tables 7 7 A L CHERTX £7,

GE)

o [Pv4 ODBHERREE. IPVO R o —ZRELZNTLEE,

o IPV6 DB NI EE. IPVARY 2 —ZRE L2V T 7ZE W,

o IPv4 & IPV6 DT NERREAICARY —NBINEND L, WTONR—T 3 VICRES
NET, LNoT, IPvd 7%y &33BT 5 & IP tables IZIBIE U, [FEEIC IPv6 3

7 F v MX IPv6 tables (ZIBIN S L £ 1,
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EET7VELADIEFES L UHNEE

svzAny [ ZHA Y —E A0 a v a—< L LTHR— b ETH, AP —E2DT A
A XL LT I AR— S EHA, vzAny 5 —E 2 :l//:L—’?& vzAny 7 1 /A
ZIEHAR—F SN THEREA,

T U NETNNEHT VYA EREST DG, TV A TN Rary o7 bouFks
IA7Tary (ACL = b7 7 FBIUFH ARG n 7 ORI L FR) 1TV R—FSh
A,

s AUV REBEVRFAZY —7 J—RIZ vy a27dI2035, V=7 J—FKDA N RE
BT RVAZRETDHILENH Y 7,

= Uz TRy MZ[ZDIPT RLRAE T T A< VU125 (Make this IP address
primary) ] 2SMBIRENTWRWVWRBY . A NN REHEVRFO T Y vy RAL LV BT xRy
RIP7 RL 22 BB A VIPT RLALELTEIV LB TAHAZ LR TEET,

cROR—=NMNIT U AT AR K a7 7 FTHEETEEEA,

« 7'u haviemp, L— MR, BRERTA]

stepdpt : 22, L — MHIBR, AERCA T

stepdpt : 80, T 7 AN R TIRIV A= R

s tcpdpt : 443, 7 7 4L k@D UI/API

e tep dpt : 4200, Web #%H D SSH 7 7 & A, F 74/ FTIEV v AL FatRriL
SRy NI =7 A VAL A TAT 7 ANTYH TRy FEERT DL, EROF— |
U A ML, MRSz 00B %7 % v FORGETICHIBS N E T,

IPvA F 721X IPv6 7 %y "Ry RT—T A LV ABZ LA T T 7 A ILTEREINT
WARWERE, ST 257 LR 77 2 VI LT 00B ZANIANT2 D T8 A,

IPv4 & IPv6 DD O0B 22> v T 7 b EFNZT B2, MRy NT—F L AKX
VAT TFAIINDFT, b1 oDPvd Y TRy hE 1 ODIPv6 7 %y b &
BT HOMERH Y 7,

V=T 24 v FBILORASAS VAL v FDOSNMP DA, [Z7 7 1) vs KR — (Fabric
Policies) 1>[Rw F (Pod) 1>[SNMP] THif S TWA[USA4 7> k T2 k1) (Client
Entries) 17 %> ~ME, OOB 2> h 77 hORIC—ELET, [V9FA4T I
(Client Entries) ]® FIZH 7Ry BRI T RWEEIL, EOFEETLTSH SNMP
DIFRSEd, 72 & %X, UDPdpt:161 T,

FTIZFNVEITIEH, V=T AA v TF AR, AL oFOERA L F—T =2 RAZIZIPT
RLUANED B CTHRTWERTA, 72720, IPT RLARE Y B THRD L, FHlsLs
THEETERWVWAR—= BN 2O0H D £, T biE, ACIDOMAALIERBIZHEETT,
72 & 21X, NTP, DHCP, ICMP 72 ¥ T,

Cisco APIC BAFEEH /4 K. JU—23x |}



i |

B v v Fcs s R U RBEUTY M A TR RERT S £ RORE

NERA sy N =7 L LV AF AT T 7 A IVTEEINTWAY 7 Xy MM, APICIZOD
HEHINET, V=T AL vF L AL AL v FTIE, EEDOEET (0.0.0.000) H
R ET,

e AL U AL v FNT, ANV REHRIPT FLADARP 2R LERT A, ZDD, A

VNV REBL Y N =T NDOT A, ZIARNA, AL, v FLBETEXERA, AV
AL 9 F~DT 7 AT, VA Y3 FRy NU—=I7 A TORARETT,

VDAY —FIZEBA VNV EBEUVTI M INV FEETIEAD

=JL ==

ax AE

ATy T

ATy T2

APIC, VU —R3.1(x) Tlix, BET 7 EADORELZMMALT 272D D 7 4 F— KBNS E
Lo ZORFaArr MIEGEND, BHEHT /¥ A2FRETIHMOGEL| EHEFHATE

—;«O

FIE

In-Band Management Access Z %X ET HI21L, IROFIEEZFEITL 7

a)
b)

¢)

d)

A=a—/N—T, Tenants>mgmt 27 UV v 7 LE7,

Quick Start & L £,

In-Band Management Access > Configure In-Band Management Access>Start %7 U » 7 L
£7

Nodes Z# & Bl % v kU —7|Z, IPaddresses % / — KiZ, i#{5 7 1 /L% % Connected Devices
\Z. % L Cl{E 7 « v 4 % Remote Attached Devices (ZiB 92 FNEIZHEVF T,

Out-of-Band Management Access Zix &3 2 I121E, RO FINEEZFEITLET:

a)
b)

¢)

d)

A=a— N—T, Tenants>mgmt 27 UV v 7 LE7,

Quick Start % B L £,

Out-of-Band Management Access > Configure Out-of-Band Management Access > Start % 7
Vw7 LET,

Nodes 7 7 hA 7 /Ry REEER >~ hU—271Z, IPaddresses % / — KiZ, §Fal Szt
7 %> b % External Hosts (ZiB N3 2 FIAICIEWE T, £ 9535 &, BE 7 1 /L F A5 Access
DI DIBEZPRE L E T,
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Cisco APICGUI Z A L1=4 N\ FEBT7 IV ADEKTE

\}

ATy T

ATvT2

ATvT3

GE)

AN REBRT 7B ATIZ, IPVAT RLVALIPV6 T RUARYR— R ENET, AZT 4 v
JBREEMHEAHLIZIPVO RENYR—FEINET (SN RETT ANV ROMS) , 1Pv4

BIOIPV6 DA R RBEXOT U M TR ROT 2T VEREIL, AXT 4 v 7% ExE
AT 25 8IC0HR—FEnE4, FEMcoWTix,  Configuring Static Management Access

inCisco APIC] D KBilHEA SR L T 7Z&0,

FIE

AZ=a—N=7T, [Z7TYv%Y (FABRIC) ]>[77 X R L — (Access Policies) ] DIl

BRI LE 97,

[Navigation] ~1 > C, [A ¥ B2 —T 4 R] %4~ U > 7 L. [Configure Interface, PC and VPC]

IR E 7,

[Configure Interface, PC,and VPC] % 1 7 & 277~k »» 7 A C, Cisco Application Policy Infrastructure

Controller (APIC) IZ#i SIVD AA v F AR— F R E L, ROBIELZFATLET,

Q) A vTFHROBIIHHLREVWH TAarwE7 Yy 7L, HiLnre 7 r A EERL
T VLAN % Cisco APIC FIZ#%E L £7,

b)  [Switches] 7 4+ —/L KD K w7 X7 U A Kb, Cisco APIC 28T 2 AA v F D
Fxv IRy I AEF AL ET (leafl BE W leaf2) ,

c) [Switch Profile Name] 7 4 —/V RIZ, 7’07 7 A )L D4Hi (apicConnectedLeaves) % AJJ
LET,

d) 7425270y 27 LT, A—FERELET,

e) [Interface Type] 3% C. [Individual] =7 > 2 > RZ U NBIRENTWND Z & AR L

£,

f) [4>8—7x4R (Interfaces) ] 7 4 —/L KT, Cisco APIC 23kt S5 R — b & A
LET,

g)  [Interface SelectorName] 7 1 —/L RiZ, "—k 7’17 7 A /L D4 Hi (apicConnectedPorts)
AT LET,

h) [Interface Policy Group] 7 + —/V KT, [CreateOne]l A7~ av R¥ %27 Vw7 LE
B

i) [Attached Device Type] 7 4 —/L T, WEIRT A A Z A THBIRLTRAAL L (T
ALN) EERELET,

) [Domain] 7 4 —/V RC, [CreateOne]l A~ a v R¥ %27 Vv 7 LET,

k)  [Domain Name] 7 4 —/L RIZ, RAA %% ASL%7 (inband) .

1) [VLAN] 7 4 —/L R C, [Create One] 47> a v R¥ 2R L 7,

m) [VLANRange] 7 4 —/L FIZ, VLAN#iPHZ ASJ L £, [Save] Z#27 U v 7 L. [Save] &
b9 —EI Y v 7 LET, [XE (Submit) 127 Vv 7 LET,
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ATvT4

ATy Th

ATvT6
ATy T17

ATvT8

ATv79

[Navigation] ~X > C, [Switch Policies] #4727 Y 7 L. [Configure Interface, PC and VPC] % %

WLET,

[Configure Interface, PC,and VPC]| ¥ A 70 7 Ry 7 AT, ROT 7 a2 FTLET,

Q) AAVvTFHORIIHLIRENW[H TAarz27 )y 7 LT, HiLnra 7 7 A a1ERK
LT VLAN Z % — IR EL £7,

b)  [Switches] 7 4 —/ KD RE v FH T U R Rinh, $—ABREEHESATND AL v F
DF xRy A%F AT LET (leafl) .

c) [Switch Profile Name] 7 4 —/V KiZ, 7’827 7 A /L ®O47i (vmmConnectedLeaves) % AJJ
L%,

d) [ 7A=2r%2Yy 7 LT, R—FrERELET,

e)  [Interface Type] fEI% C. [Individual] 47> 2 > RH¥ VBRI TWD Z L 2R L
ESc AN

f) [Interfaces] 7 4 —/L KT, =D INTWHLR— M2 AN LET (1/40) .

g)  [Interface Selector Name] 7 .t —/L RiZ, A"— F 7B 7 7 A VDLARIZ AT LET,

h)  [Interface Policy Group] 7 + —/L R C, [CreateOne]l &7V a > R¥ %7 Vv LE
R

i) [Attached Device Type] 7 4 —/L RC, b7 A A XA THFIRLTRAAL (T
ABN) BERELET,

) [Domain] 7 4 —/LV RO K v XX A R)G, [ChooseOne]l 47> a s RE &7
Vw7 LET,

k)  [Physical Domain] K2 v X7 U A b BISER LT AL U ZBIRL E7,

1) [Domain Name] 7 1 —/L RiZ, RAA 4 EADLET,

m) [Save]ZZ U w27 L, [Save] b o —EZ VU v 7 LET,

[Configure Interface, PC, and VPC] ¥ A 7 2 7' 7R » 7 AT, [Submit] #7 U v 7 L7,

A=a— N—T, [T+ k (TENANTS) 1>[BE (mgmt) 1 %27 Vv 27 LEd, [FES—

< 3> (Navigation) 14 > C, [T+ FEE (Tenantmgmt) [>[Fy kT—F 245

(Networking) 1>[Z') v ¥ KA4 > (BridgeDomains) ] Z BB L. A >3 KD T Y v

V RAALUERELET,

AR RTY Y RAAL Y (inb) ZEBELET, [Subnets] 457 U7 LET, [Create

Subnets] #7 U v 7 L, WOBEEFITLTA N R F— =2 ZRELET,

a) [Create Subnet] # A 7 1 77K 7 AT, [Gateway IP] 7 4 —/L RIlZ, A N> REHSF— |

DA IPT RLAL~RAZ7E AN LET,
b) SubmitxZ27 V w7 LET,
[FE&—2 3> (Navigation) 131 > T, [T+ FEE (Tenantmgmt) 1>[/ — FEEEPG
(Node Management EPGs) 1% JEBH L £9°, [Node Management EPGs] 47 U > 7 L. [Create

In-Band Management EPG] % 3% L £ 9, Cisco APIC & BIE T D703 51 > /3 NEPG

? VLAN Z 3R ET HI121E, ROBAEEFEITLET,

a) [Name] 7 4 —/V R, 4 VN REBEPGA4E AT LET,

b) [Encap] 7 4 —/L KT, VLAN (vlan-10) # AJJLET,

¢) [BridgeDomain] K> 7F*Z o 7 4 —/)L Kinh, 7Y v RAAL BN LET, Submit

Vv LET,
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d) [Navigation] ~=A > T, #L<AERKL72A > /3 R EPG Z 3R L £,

e) [Provided Contracts] # &R L £9, [Name] 7 1 —/L R T, Kav X UR NG, 7
THN Oy vT 7 FERIRL, VMM b —03MEET 5 EPG THE S LD T 7 40 |k
Dar 77 N&EPG MR TEL LI LET,

f) [Update] 227 Y > 27 L, [Submit] #7 V v 7 LE 7,

[ E#— 3> (Navigation) 131 > C, [/ —FEE7 FL X (Node Management
Addresses) 1427V vy 7 L, [/—FEET7 FLADMER (Create Node Management
Addresses) 1227 V> 27 L, WOBEZFATLTTZ 77U v Z7NDCiscoAPIC 2 hr—F|Z
FDETHIPT FLRAEZRELET,

a) [Create Node Management Addresses] % 1 7 &2 7 78 v 27 A C, [Policy Name] 7 « —/L RIZ,
RY —4 (apiclnb) = AL ET,

b) [Nodes] 7 14—/ KD [Select] I T, ZDT7 7TV w7 D—EL72b /) —RKDF =y IRy
I Ak AN LET (apicl, apic2. apic3) .

c) [Config] 7 4 —/V FC, [In-Band Addresses] = v 7Ry 7 A& F N LET,

d) [Node Range] 7 « —/V RIZ, &iflE AN LET,

e) [In-Band IP Addresses] fEJk @ [In-Band Management EPG] 7 + —/L R C, Fuy 7 X
A KD [default] Z#BHR L E T, T, T 740 hDA N> REEEPG SR 5
ET,

f) [In-Band IP Addresses] 7 + —/L K & [Gateway] 7 4 —/L RIZ, MEIZJE L TIPvE 7 RL-A
FIXIPV6 T RLAZ AN LET,

g) SubmitZZ7 YV v 27 L%E9, CiscoAPIC D IP 7 KL ANEREINE LT,

[Navigation] - > C, [Node Management Addresses] #4527 U v 7 L%, [Create Node
Management Addresses] #27 U v 7 L, IROBEZFATL T, 777V v I7NOY—T AL v
TRBEIOANRL Y AL v TFDOIPT RVAZRELET,

a) [Create Node Management Addresses] %1 7 & 7' 7R v 7 AT, [Policy Name] 7 4 —/V FiZ,
RV —4 (switchlnb) # AJ)LE7,

b) [Nodes] 7 1 —/L KD [Select] I T, ZDT7 77V v 7O~ Lind /) —ROMOF = v
RNy 7 AeA N2 LET (leafl, leaf2, spinel, spine2) .

¢) [Config] 7 4 —/L R C, [In-Band Addresses] F=v 7Ry 7 A% 27 1) v LET,

d) [Node Range] 7« —/V RiZ, #HZ AL LET,

e) [In-Band IP Addresses] fiE}# ™ [In-Band Management EPG] 7 4 —/L R C, Kavy7&Z vl
A KD [default] 22N L ET, 7740 DA 3 REELEPG BEMIT HivE L
70

f) [In-Band IP Addresses] 7 « —/V K & [Gateway] 7 « —/V RiZ, SEIZS U TIPv4 7 RLX
FIAEXIPV6 T RLAEZATILET,

g) Submitz27 U w7 LET, [Confirm] ¥ A TRy 7 AT, [Yes] &7 V7 LET,
U—=TBLOANSNL 2L v TFDIPT FUARRESIE LT,

[FE#— 3> (Navigation) 1A > D[/ —RFEEF7 KL X (Node Management Addresses) ]
DT T, CiscoAPIC DR U > —4 (apiclnb) #7 VU v 7 U CHELMR L ET, [Work] <A >~
2, SESFER//—RNZEVYTHNIP T RUARKRINET,
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AT w713 [Navigation] A > ® [Node Management Addresses] F T, AA vF KRV I —4 (switchlnb) %
7 w7 LET, [Work] A 10, AL v FICEY Y TERATNSIP T RLA LA LT
57— 0 xA T RLARERINET,
G¥) [ RT L (System) 1>[2 AT LERTE (SystemSettings) ]>[APICHE#EE%E (APIC
Connectivity Preferences) 142V v 27 LC, 70U A7/ REBET 7 R % Cisco
APIC 1 — DT 7 #+ /b F OEFHPHE— NICRETE E 7, KIZ, [Connectivity
Preferences] ~<— 3 C [inband] %7 U v 7 L £,

Cisco APICGUI Z R L7 rA TN FEBT7 IV ADEKRTE
A\

CE) TORETITNRNUREBRTI7EATIE, IPvdaT7 RL AL IPv6 7 RLUARYR— FEINFET,

VT ZAf v F AN, ZA vF BLOCiscoAPIC DT 7 AT N REHT 7R T
RUVAZRETDHHLENDY 7,

1R BRI

Cisco Application Policy Infrastructure Controller (APIC) 7 7 b A7 /3> REHPHGEO U > 71X,
1 Gbps THLMLE N H Y £,

FIE

ATV Tl A==a2— =T, [T+ (Tenants) ]>[EE (mgmt) ] ZER L FE7, [Navigation] A >
C. [Tenant mgmt] Z &R L ¥ 9,

AT w72 [Node Management Addresses] #4577 U =7 L. [Create Node Management Addresses] %7 U » 7
LET,

AT w73  [Create Node Management Addresses] % 7 12 77K v 7 AT, ROBEEZFEITLET,
a) [Policy Name] 7 ¢ —/V RiZ, R Y I —4 (switchOob) # ASJL F7,
b) [Nodes] 7 —/L KT, )72V — 7B L NANA A1 v F (leafl, leaf2, spinel) DFf

WD F v IRy I AT AT LET,

¢) [Config] 7 4 —/L R, [Outof-Band Addresses] DF = v 7 Ry 7 A4 N2 LT,

GE) [Out-of-Band IP addresses] fEIK 3R SN E T,
d) [Out-of-Band Management EPG] 7 4 —/L R"C, Kr w7 &7 U A K5 EPG &R L F
T (F7ANb)

e) POCATNUKRHF =z 74—V KT, M7 U bA TR REBA Y NU—7
DIPT RLARERY NT—F <A T7 B AT LET,
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) [FTOrATNUERIPF7RELR] 74—/ FRIZ, AL v FICED B TOHNDIALD IPvE F
TiXIpve 7 R 20§ A AN UES, [Submit] 7 U v 7 LET,

J—REHIP 7 FLARKRESNET,

[Navigation] X > C, [Node Management Addresses] BB L, fERL7=ARV > —% 27U v L

ij‘o

[Work] <A N2, AA v FITKT D70 MAT AN REHRT RLABRRRSINET,

[Navigation] 4 > C, [A> ;F5 %9 k (Contracts) |>[72 bxA TN KOV RS9 k
(Out-of-Band Contracts) ] #JEB L 7,

[Out-of-Band Contracts] #4572 U »» 2 L. [Create Out-of-Band Contract] #2 U v 7 L ¥,

[Create Out-of-Band Contract] ¥4 7 R 7R > 7 AT, IRDX AT #FITLET,

a) [Name] 7 4 —/L N2, 2> b7 7 FO4HIT (oob-default) Z# AT L ET,

b) [Subjects] & JEBH L ¥ 9, [Create Contract Subject] %1 7 12 77K v 7 A, [Name] 7 4 —/L

Kz, 72 =27 b4 (oob-default) &= AL FET,
¢) [Z4B]IZREAL, [&F]] 74— /L T, Fry7ZX oy URARNRL, 74 /VZ D4
(default) %3N LFEJ, [Update] #27 V w7 L, [OK]ZZ7 VU w7 LET,

d) [Create Out-of-Band Contract] ¥ 7 &2 Z R~ 7 AT, [Submit] 7 U v 7 LET,

TUNETNREPGICHMATELD T U AT AN R arv b7 7 MRAERSIVET,

[FE4#—< 3> (Navigation) ]~3A > T, [/ — FEEEPG (Node ManagementEPG) 1>[7

) A TN FEPG- T 74 /L L (Out-of-Band EPG - default) ] # &L £,

[Work] ~%A > C. [Provided Out-of-Band Contracts] % JiBi L 9,

[OOBContract] # 7 AT, Ky 7HX U URAMML AR LT U AT NN Rarv T2
I (oob-default) %R L F9, [Update] %2 Y >~ 2 L, [Submit] %2 U v 7 LET,

a2 hT7 7 b — REH EPG IZBIEAHT HhvE T,

[FE#—2 3> (Navigation) ] XA T, MRy bT—V A 2RE22X TAT 7ML
(External Network Instance Profile) 12427V v 27 L, [NEEBIVTATA A 2VAIVR

MDYERL (Create External Management Entity Instance) 12727 U v 27 L%,

[Create External Management Entity Instance] % A 7 12 778 v 7 AT, ROBAEEZFATLET,

a) [Name] 7 4 —/L N2, 45l (oob-mgmt-ext) Z AJJLET,

b) [Consumed Out-of-Band Contracts] 7 4 —/V K& &R L 9, [Out-of-Band Contract] K& » 7
X UARNNL, B L7222 FF 27 b (oob-default) %N L FEJ, [Update] &2 U v
7 LET,

T RETA MERIZL s TRESNTZRCa s M T 7 FEBRLET,

¢) [Subnets] 74—/ RiZ, ¥ 7 Fxy 87 RV AZ AN LET, [Submit] %2 Vv LET,
CIZTERLEY TRy BT RLAETNRAAL v FOFHIERA SN ET, GFEh T2
WH TRy T RLREAAL v FOFEHRIMEPTEEEA,

J — NEHL EPG 3N EPG IZHSe SIVE T, T U AT/ REBEER S RE SNE T,
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G¥) [ AT L (System) ]>[2 RTLEEFE (System Settings) 1> [APICH#RERE (APIC
Connectivity Preferences) 1227 V>~ 27 LC, 7V AT/ REBLT 7 & A % Cisco
APIC = 3DT 7 /)b F OEF BT — NICRETE E 7, KIZ, [Connectivity
Preferences] ~— " C [ooband] &7 VY v 7 L7,

TOZAIYHR—F, HFAER. SEXPAT7I77/4ILD
I RAHKR—

T774ILDITHY AR— FZDULT

BFEHIX, APICNT, a7 77 ANET NNy VT F—2 BB 572012, #atEm, 77 =
H P R—=FDONE, FEEBIOAXRXV 2777 U v 7 (APICEB LA A v F) i BAMVERK
ANMIZI AR—=FTHEITZIAR—F RV —2RETETET, =27 AR — M XML,
JSON, Web 4 > . Secure Copy Protocol (SCP), HTTP 2 XD I X FE iz TEx £ 7,
AN =27, EHM, 3T ROBREA T AR — R 2R T ET,
EHEFIL, BT e ban, EET7 LTI XA EBEOHERERY o —OFMEHRETEE
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F#ﬁféﬂifo

Oy hrAO—5aYI4XalL— SDINY I Ty T,
Bx. bkuo—IiLn\yY

T, arvbhe—Tar7 4 Xal—yarORw T w7 (AT y T gy MOVEELD .
Bx., BEXOa =1y 7O b0—HEOREREICS>WTHH L £,

BREITF7AILDINYI Ty T, i, $LUAO—ILNNYIDT—H D
|:|_

ZOHTIE, RETZ7ANDNNy 7T v 7 G, BIROR—NA RNy 7 DU —7 71— 22N
T LET, AETHH SN TV AEREIZT X CRILY =7 7 — "\ Z — eV ET, %)
ST HRY —ERETDHE, YaTE M) H—F 572D admintSt % triggered (ZFXET D
PENRH Y FT,
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. fileRemotePath 7 x4 2DV T

TarZm MY H—3hbH L, configdobCont % A S D=7 A7V =2 kT configlob & A
TOF TV b (FTERT) PERINET (Naming 7' 1 /37 ¢ OfEIZAY & — DN IZ
REINET) . 27 FDlastJobName 7 ¢ —/V REZEH LT, ZORY —iZxtLTHY
H—=ENTRBDY a TEMHERT DI ENTEET,

\)

GE)  [FAIFRFIZEK 5 20 configdob A7 ¥ = 7 hidHi—Y a7 a7 HICRF S, 2nEnoFikl
TarvNRIAT—SNET, ZODIT, kbHWYa TIFEIBRESVET,

configlob 47 ¥ =7 ML, ROEFEHRPEZENRLTWET,

* FEATIFH]
P E T TR S ND 7 7 A VDA
UTFTDOAT—H A

* Pending

* Running

« K (Failed)

* Fail-no-data

* Success

* Success-with-warnings

cFEMIOFY] (BEA v E—Y L EE
o HEPEE =100 * lastStepIndex/totalStepCount

o BIRITATON TN % 7”7 lastStepDeser 7 4 —/L N

fileRemotePath > =& FZDUNVT

fileRemotePath 47 =7 NI, LTV E—F vl —3 3 /X RAONRT A—F BHEEFFL T

F9,
o RA ML ETILIP
o« AR— |k

« 1 h=zjL : FTP, SCP 72 &
e VE—FT AL 7 b (Z7AN SATEHRWD)
o 1 —H%4 (Username)

¢« XA 77— K (Password)

[ CiscoAPIC EARFEHA K. U U—Z3x



avin—s~ouEnzszf—+ [

\}

G RRAU—=RE, AETH-NCHEET2LERDHY £7,

SR E
PATFICHREY I EZRLUET,
fabriclnst (uni/fabric) @ FiZ, DO L HITAF L FE T,

<fileRemotePath name="path-name" host="host name or ip" protocol="scp"
remotePath="path/to/some/folder" userName="user-name" userpasswd="password" />

AV FA—FADHEENDLTY AR—

REDT Y ARN—FTIE, 7T AZNDRBED Y v — FF_XTH D o —YRRE ATRE /R BT
%ﬁ7/:7ﬁ(Mm(ﬂ/J I L Chl 2 O 7 7 A WMZEE AR, tar gzip IZJEME L &
T, WIT, targzip . FRIRTESN TSI E— |k o — g (fileRemotePath 47 =
7 k%157 configRsRemotePath Z{#H L CEXE) &7 v 7 m— K950, iz ba—
TEORFYToay bELTRIFLET,

)

GE)  FEMcH-oOWTIE., T2 FyFiay b OEEZZBRLTIFEN,

configExportP AR U > —3R D L 9 ICHE I NLE T,
«name : KU —4
eformat : =7 AR—hINT =T A THICT —# 2717 T 5FA (xml F 7213 json)

stargetDn : =7 AR — " T LHEDA T V=7 hORAAL 4 (DN)  (ZIFT_CE2E
kL E9)

esnapshot : truc ICEREINLTWDHHEE, 77 A ViEar bre—7 RIRESH, VE— |
ah—a VOREIIRETT,

« includeSecureFields : 7 7 /L b T true IZF%E 4L, Bk 7 4 — L K (XA T—
K7gl) 220 AR—b DT =0 A TIZEDDHMNEIMERLET,

)

GE) ZoRAFyT7Tay MIBETH1EREREFT 5 configSnapshot 47 = 7 FBMER S IV E T
(R FvFvay b OHEESR)
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B - ros~ozEozszk—+

IVRR=bDRTS2—) 2T

T AR—=FRY =L, FFRESNTZAT Y 2= WIESWTHEMICZZ AR— & b
VH—=F A7 Pa—=7 =2V 7 T&Ed, Tk, R =72 btrigSchedP A7 2 =7 |
~® configRsExportScheduler BIf&IZ L > TIThbLE T (o [FRER]) OHESR) |

\)

(B A vVa—F—FA4 7T aTT, AU —E, adminSt % triggered [ZF%ETH Z LIk,
WOTH R H—T&xET,

SIS a—Fa29

ERENTEZT—IA 7%V EF—bar— a7 vy 7 e — R TCERNWILEERTZTI— Ay
YT UNERINTZHET., BEROMBICET2HAZZH L T ZE,

NX-08S X 2 4 JLOD CLl Z{EA L 1=&F 5l

PATFIZ, NX-OS ZZ A )LD CLI ZfE A L= EFlZRLET,

apicl (config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode

apicl (config) # snapshot export policy-name
apicl (config-export) #

format Snapshot format: xml or json

no Negate a command or set its defaults

remote Set the remote path configuration will get exported to

schedule Schedule snapshot export

target Snapshot target

bash bash shell for unix commands

end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information

show Show running system information

where show the current mode

apicl (config-export)# format xml

apicl (config-export) # no remote path [If no remote path is specified, the file
is exported locally to a folder in the controller]

apicl (config-export) # target [Assigns the target of the export, which

can be fabric, infra, a specific tenant, or none. If no target is specified, all
configuration information is exported.]

WORD infra, fabric or tenant-x

apicl (config-export) #

apicl# trigger snapshot export policy-name [Executes the snapshot export task]
apicl# ls /data2 [If no remote path is specified, the
configuration export file is saved locally to the controller under the folder dataZ2]
ce Dailybackup.tgz

GUI #{ER L 1= EHI
LITFIZ, GUI i L7cREfl 2R~ LET,
1. A==a2— =T, [Admin)| ¥ 7 %7 U7 LET,

. Cisco APIC EARTEAHA K. J1)—X3x
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2. [A4vHR—kITHAKR—F (IMPORT/EXPORT) ] Z#R L £,

3. [RUL—dIH RFKR—+ (ExportPolicies) 1 F T, [EXE (Configuration) ] % ER L
EJr AN

4.  [Configuration] D F T, B—A Ny JHOREEZ Vv LET, LEZIE T 74101
T® 5 [defaultOneTime] 27 V v 7 T&E £,

5.  [®=X (Format) 1O T, JISONFEX F ZIZ XML ERXOWF TR DR Z o % BR
LET,

6. [59 CBAtAE (Start Now) 1 OFET, [LMNYZ (No) ] E7/20H [[ELY (Yes) | DA K v %
WL, 5T RNV H—F D0 AT 2a— T HESWT M H—T 502 R LET R
B EIE, 72BN =352 L 28 IRTHZ & TT,

7. [TargetDN] 7 4 —/L RIZ, =7 AR— T 57 T "NREOLAHIZATILET,

8. ®ELXZLhr—TBERIZRIFET D% A 1L, [Snapshot] &7 a v EA I LET, U
E—habr—varERETHLAIL. ZOFTvarEET7ICLET,

9. [Scheduler] 7 4 —/L R TlX, A7 a3 T, FEEZTY AKR— T HHM & HFiEE R
THAF Y a—TF BERTE £,

10. [B§E1t (Encryption) ] 7 4 —/L R TIL, BKET 7 A NV ORs 5L 2 AN E 7213 5h 2
LATarinbET,

11, BEMNET L6, [StartNow] 227 U v 7 LET,
12, [&EE (SUBMIT) 127V v 7 LT, REDZI AR—+ &2 U HT—LET,

REST APl Z{& F L 7=5% % 15l
PLUFIZ, RESTAPI #FH L= EF 2R L ET,

<configExportP name="policy-name" format="xml" targetDn="/some/dn or empty which means
everything"”

snapshot="false" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
<configRsExportScheduler tnTrigSchedPName="some scheduler name" />

</configExportP>

N

GE) VEeE—halrr—yalZBETHEXC, ATy 7 Vay baerellRETDHE, Xv I Ty
FIVE—F RRAZHEL, 77 AV 2 be—J R TFLET,

— E l—l_l [e]
O FO—FANDEEDA Vik— bk
REDA VIR—FTliE, HESNTWALRENIZ 7 AR—FENET—HA TDOX T a—
R, HH. BT, . BLXOwEAZ, —EIC 1 oDy v — R4V ET (infra, fabric,
tn-common., = OMd T, DJE) . fileRemotePath iX ElL. T 7 AR — bDFE & RIEEIZEST
SHVET (configRsRemotePath i) . A+ > 7T ay hoA R —FbHR—FMINET,
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AV FA—SADBEEDNA VR—k

configilmportP 7R U & — (3D L D ITREINET,
*name : RN Y > —4
s filelName : f > R—h+T2T7—MAT 77 A VDOL4H] (VSA 77 AL TIERD)
 importMode

e NRZA T T — b F— R & MO IMMELICHEA S, =T =0 THER MO
MAF T EINDHIENTTY,

\)

GE) FT V= MR e —FIFELLRWGEE, FOLT V=T
FOTFIIREESNEHA, AT T3 —F F—RTIL, &7
Vxl NOTEFRELELIELET,

T FIy 2 TR I REFTTVY—FRARTHEAINET, 1507 —01dd L,
T — REEPRIEOREIZE— LNy 7 SRET,
* importType

e replace : BED T AT AREIT. AV R—FENINEETIET —HA 7 TEHBSH
FT (T FIvZ T—FRKDOIHAEYER—)

e merge : ATHHIBRISNT, 7= A TORNEDBEFO T AT LAF%E EICH#EH S vET,
esnapshot : true DHE, 77 A NTar ba—I LGS, VE—Fasr—v a0
BREIFARETT,

» failOnDecryptErrors : (77 4 /L Kk Ctrue) BIET AT MIEESN TS F— L (TR
HX =TT —HA THREFALEINTWDEGE, 77 A MEIA VA R— RS EREA,

SIS a—TFa2y
UTFDOIFVATIE, NI 2—TF 4 VI RMERAREMEND Y F9°,
AR EINTET AT E)VE— b r—varnb A yra— RTERho25A1E. #
FOMBEICE T2 EZZB L T I,
o A UR— MIEFITET LENEERRRINTLGEIT., FFlE#R L T30,
« T ANEFPT CE oG A1, LT T VA E2SRL TN,

e 77 ANDVEZNRXML £721XISON 7 7 A L THRWEARIE, =7 AKR— N7 —
HATHORG L7 7 A NVRFEITERINTENE I DEHR LTI LI,

ATVl NIRRT IR DT 0 NT 4 R IT 0 ST AER S L HEE. BT
DIFRBE Z B ET,

s U T 4 BEIBRSNTZ, ETRIERMO T 0T A fERFETAENT-
BTV H A TORHNEE SN (157 HHMEN 2T T L)
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HETIT T E T 4 YR SPER I

*MO ZREETE oo AaE, UTICEELTLLEEN,
e NRAPNTTF—hME—RFRTE, =7—%20 7|l L, TOMO ZAFy 7 LET
e 7T hIv /7 FT—FKRTlH, =7 —%2n 7@, Vvy—FE2R2XF oy 7 LET

NX-0S X % A )LD CLl Z{E A L 1=:&E 5l
PAFIZ, NX-OS ZZ A )LD CLL Zf A L= EFlZRLET,

apicl# configure
apicl (config)# snapshot
download Configuration snapshot download setup mode

export Configuration export setup mode

import Configuration import setup mode

rollback Configuration rollback setup mode

upload Configuration snapshot upload setup mode
apicl (config) # snapshot import

WORD Import configuration name

default

rest-user

apicl (config) # snapshot import policy-name
apicl (config-import) #

action Snapshot import action merge|replace

file Snapshot file name
mode Snapshot import mode atomic|best-effort
no Negate a command or set its defaults

remote Set the remote path configuration will get imported from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-import)# file < from "show snapshot files" >

apicl (config-import) # no remote path

apicl (config-import) #

apicl# trigger snapshot import policy-name [Executes the snapshot import task]

GUI &M L= E Al

LIFIZ, GUI 2 L7 ER 2~ LET,

1. A==a2— /=T, [ADMIN]| 47 %27 Vv 7 L%7,
2. [IMPORT/EXPORT] % &R L £,

3. [Import Policies] ® T C, [Configuration] % Z&R L £ 7,

4, [Configuration] @ FC, [Create Configuration Import Policy] %% L ¥ 3", [CREATE
CONFIGURATION IMPORT POLICY] V « & RUMNFREINET,
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5. [Name] 7 4 —/V RTIX, 77 A NVAIE Ny o T v T EINTT 7 ANV E—ET H0E
MDY, DRVEAOEXTT, 77 A NVAIEK, Ny 7T v T E2IToIHEE N> T
WET,

6. WD2ODFT T a it REDKEOEIEIZEEL THWEY (Tm—Any 7] &
MHEN D) . D047 2 a i, [Input Type] & [Input Mode] T9°, 5% E DIRHE % [1]
B3 2556, UNIRIFCHoTZBEMOIREIZr — LNy 7 LET, EDODOF T 3
1% [Atomic Replace] T,

7. EA 2y b —7 ARICRATFT 554 1%, [Snapshot] A7 > a &4 LET, U
F—h BT —varEaRETLHAE. ZOF T a2 FTICLET,

8. [ImportSource] 7 4 —/V RC, fEFEAD IV E—Frr—Ta  ERIVELZRBRELET,

9.  [Encryption] 7 4 —/V RTIX, A7 a T, BEZ 7 A NVOKEE{b%E
HNETITIENZT HZ LN TEET,

10. [SUBMIT] %27 Vv 7 LT, EDA »HR— & MY T—LET,

REST APl Z {1 F L 1=3% %l
PLUFIZ, RESTAPI = L= EH 2R L 7,

<configImportP name="policy-name" fileName="someexportfile.tgz" importMode="atomic"
importType="replace" snapshot="false" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
</configImportP>

AFvToawy bk

AF T vay MIREDRY I T v T DT —DATTHY, arhn—7 TEHINTWS
TANVEIRE (BLXOER) ShEd, Aty a v b EERT DL, snapshot 7 1)
TAEtue ICREL T AR— b EFATLET, ZOHE, VE— K SAOBREIIRET

T, AT v T vay hEa—PICAT S92, configSnapshot % A 7D A4 7Y = 7k HME
RENET,

B> TC0D56, MOVIBELA Ty 7y ay MI[EE (Admin) >[4 Y R—KMIV R
R— k (Import/Export) ]>[R') >—D I XFKR— b (Export Policies) ]> [F%7E
(Configuration) ]> [defaultAuto] |ZfR17FC& 5

configSnapshot 47 2 = 7 MILLFZ#EML L £,
77 AN
A = Y
* {ERk H

ATDAF T ay NTHEIZNETRTAL—FIDN (777 Vv o, A 7T, BEDTT
VR E)

« AF v vay FEHIBRT DHEEE (retire 7 4 —/V K% true ([ZFRAE)
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RFvIvayv bk Ir—Iy KY— .

AFyTFray baef rR— 213, BOICA R —F RY —%ELET, [BE
(Admin) 1> [4 viR— k/TH RR—k (Import/Export) N\BE L, [[RK) —DA »R—
k (ImportPolicies) ]2V v 27 LEd, H7 U v 27 L, [REDA vik— bR —DER]
EBRIRLT, A VA= MRV —DREEZHELET,

AFyIToay b=V RYS—

configSnapshotManagerP RV > —Z T 5 &, VE— M TRIFLIEZ I AR — T—0 A
TDAF T ay Ml 228N TEES, RV —IUE—F"RZMIL, 77 A
N4 (configlmportP L RIL) ZIEEL, E— R&2XUrn—RIREL, NI T—FT5Z&n
TEET, vR2—VXIE, IrANVEFU L a—RL, ZOT 7 A NEGHLTT = A7)
HhCThHZLZHERL, TOT7 7 A V&2 ba—F R fF L, %7 5 configSnapshot 7
T2V MNEERLET,

MORLAFT Yy T vay bafERTHZ b TEET,

\)

=)

Configuration > defaultAuto CTHR7F S E 7,

BT TODEAE, MVIEL AT >~ 7Y 2 » hMIAdmin> Import/Export>Export Policies >

2 FwFay hwRx—VyEREHTLE, VE—Fub—T g il Aty ay b T —
WA T T v7a— RT3 TEET, ZOBHE, T—FREeT7 v 7u— NIIRETDHHE
NHY ET,

SIS a—TFa2y

FNT TN a—=T 4 IOV TE, #OMBEICET2HEAZR LTI EE N,

NX-0SCLI ZFEA L. a> rO—SHhSYE—F RAADRF YT a3y bO7v7O—F

apicl (config)# snapshot upload policy-name
apicl (config-upload) #
file Snapshot file name
no Negate a command or set its defaults
remote Set the remote path configuration will get uploaded to

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-upload) # file <file name from "show snapshot files">
apicl (config-upload) # remote path remote-path-name
apicl# trigger snapshot upload policy-name [Executes the snapshot upload task]

NX-0SCLI ZEALf=-. a> brO—SHhBYE—F RAADRAFT YT a3y kDA O—F

apicl (config) # snapshot download policy-name
apicl (config-download) #

file Snapshot file name
no Negate a command or set its defaults
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remote Set the remote path configuration will get downloaded from

bash bash shell for unix commands
end Exit to the exec mode

exit Exit from current mode

fabric show fabric related information
show Show running system information
where show the current mode

apicl (config-download)# file < file from remote path>
apicl (config-download) # remote path remote-path-name
apicl# trigger snapshot download policy-name [Executes the snapshot download task]

GUIZERALE=RF v T ay b7y Jo—r&EEH0a—F

AFwFvavh TZrANEYVE—bs s —vadlT7 vy a— RT512, ROFNEICHE

WET,

1. [ConfigRollbacks] XA 12U A FEINTWAHAF T ay h&hA27 Y v 7 L, [Uploadto
Remote Location option] Z 3% L %7, [Upload snapshot to remote location] 78 & 27 AN FKIR S
NET,

2. [Submit] %27 Vv 7 LET,

VEeE—hnr—yalrhbAFyFoay b TrAvaeXyran— RT51I2E, ROFIEIZ

WEVWET,

1. BEOHECHDLAHR—b T A 2% 27 Y vy 7 LET, [Import remotely stored export
archive to snapshot] R v 7 ANF/RINE T,

2. [FileName] 7 4 —/V RIZ 7 7 A VA E AT LET,
[Import Source] 7 /L X 7 b U E— h vnlr—3 a U ERINT 57, £721%[Orcreate anew
one] DFEIZH DRy 7 A% A AL TH LW E—h b —ra UEERLET,

4, [Submit] %7 Vw7 LET,

RESTAPI 2R LR+ v T ay b7y IFOo—FK&FHrO—FK

<configSnapshotManagerP name="policy-name" fileName="someexportfile.tgz"
mode="upload|download" adminSt="triggered">

<configRsRemotePath tnFileRemotePathName="some remote path name" />
</configSnapshotManagerP>

configRollbackP 7R U > —Z T 5 L. 20D A F v 7 gy hORTITON AR 2 LI R
LT, UANZRFELIZA T v Foa y MCRT OREEL LRI — Ay 7§52 LR
TEET, RV —=DD PRI H—nde&, RO AHT V=7 FBRBELEINET,

« BB &7 MO & FERL L £
« fER 72 MO ZHIBR L £
EHINT-MO Z IR LET
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\)

GE) e — /LNy JHEREIZ ATy S ay MR LTOLEWELF 1,

s UE— K T—hA 7TIHEEMIZIFZY AR — RSN TWERA, 7L, AF vy T ay b
~F—V ¥ AU — (configSnapshotMgrP) % LT, VE— FTCRAFESNT= 7 AR —
FNeAXFy7Fay MITLHZENTEET, FMIZONTE, A7y 7 vay h~vx—
Ty R — B5—V) ML TIEEN,

« configRollbackP 7N U > —Tl&L, VE— F NAREIIARETT, VE—F ARFEESN
TWAGAITER I NLET,

A=y DI—- 7A—

ARV 2 —0 snapshotOneDN 7 4 —/L R & snapshotTwoDn 7 f —/V RIZIE, HHIDAF > 7 a v
b (S1) ERDAT v T ray b2 (82) ZRETLHLENHY £, I T—Snd&, A
Ty T vay FAMHEB IO SN, A7y T v ey MHOBEVPEBEATEHN S E
R

MO [FRD L 9 ITE S L ET,

cSHIZIFFET AN 2 ITIFFELROMO : Z16H D MO IE S2 OFNZHIRESLE LT,
a— LNy 7 TIEZNGD MO WEERRENE T,

¢ SOUTIIFET A SLITIFHFIELRVMO - 25D MO 1% S1 OBITHER S IvE L,
a—/LNy 7 Tk, ROGBEIZZINGD MO BNHIRSNET,

o S2 DEUSEIZ MO BT ZFLTUVRUY,
o S2 ODEEZITHER £ 7213 A H X372 MO OF-523 720,

*S1 & S2DOMFITAFIET D207 axT ¢ fENR B2 2 MO : S2 DES%ZIZ T v 37 ¢ BBID
EICEFESNTWEEE, 7o 3T (13T 0FFHRV £, ZEINTOHRWEEIL,
0=l 72k TZNEDT T 41X S1 DEICEY £3,

H—Ny JEERETIE, THODFEOFRE L TAERSNERENREENTWVD dff 7 7 A
NMBAERESNET, ZOREOEMIL, m— Ry TR ADREDAT v 7T, 20
7 7 ANVDORNEIL, readiff &I D Rk REST APL 2] L THUS T £,
apichost/mqapi2/snapshots.readiff.xml?jobdn=SNAPSHOT JOB DN

12—y ZIETFRBRER T2, v — ANy ZIZXDFEEOEEITONR NS L E 22—
E— K (preview # true I[Zi%/E) BAIHTEET, ZOF— RTIEHEME diff 7 7 A L OARK
DIHPTOIL, T— Iy 7 FEERZFAT LG A ORI Z EfEIC T L 2 —TE E7,

Diff v —JL

2ODAF v T ay MEO diff BEHE & f2 (i3 251 O F57% 72 REST APL Z M T& £ 97
apichost/mqapi2/snapshots.diff.xml?s1dn=SNAPSHOT ONE DNé&s2dn=SNAPSHOT TWO_ DN
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NX-08 X2 A4 JL®D CLlI = L F=5%xE I

ZOFITIE, NX-OS ZZ A /LD CLILZHHA L Ta—1A Ry 7 Z2HEBLONETT 5 HELR
L/iﬁ‘o

apicl# show snapshot files

File : ce2 DailyAutoBackup-2015-11-21T01-00-17.tar.gz
Created : 2015-11-21T01:00:21.167+00:00

Root

Size : 22926

File : ce2 DailyAutoBackup-2015-11-21T09-00-21.tar.gz
Created : 2015-11-21T09:00:24.025+00:00

Root

Size : 23588

apicl# configure

apicl (config)# snapshot rollback myRollbackPolicy

apicl (config-rollback) # first-file ce2_ DailyAutoBackup-2015-11-21T01-00-17.tar.gz
apicl (config-rollback) # second-file ce2_ DailyAutoBackup-2015-11-21T09-00-21.tar.gz
apicl (config-rollback) # preview

apicl (config-rollback) # end

apicl# trigger snapshot rollback myRollbackPolicy

GUI Z{EFA L =325

ZOBITIE, GUL AR L CTr =Ny 7 2R EB L OETT L HEERLET,
1. A==2— =T, [Admin] ¥ 7% 27V v/ LET,

2. [Admin] % 7|24 % [Config Rollbacks] %2 U v 7 L £,

3. [Config Rollbacks] U A ~ (DA V) TRAIDOHET 7 A VRN L ET,

4. [Configuration for selected snapshot] ~XA > (HHID~XA ) TL2H/EEDOBRE T 7 A V& BN
L/ i ‘é—c

5. [Compare with previous snapshot] K2 > 7' Z 7> A =a— (FAOXAL L DTEH) 227V >
7L, VARNDPL2BHOREZ 7ANVEEIRLET, TO%, 2 OODAF v ay b
MOENWZ B TE 2 X9 diff 7 7 A VDBERSNET,

\}

GE)  T7rAnANERSNIR, CNOOEFLZTICRET ZENTEET,

REST APl Z & L 7=5% %€ 15l
ZOHITIX, RESTAPIZFEAH L CTr— Ry 7 2R EB LTI ks~ LET,

<configRollbackP name="policy-name" snapshotOneDn="dn/of/snapshot/one"
snapshotOneDn="dn/of/snapshot/two" preview="false" adminSt="triggered" />
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Cisco APIC ~5 T Lo a—F 1o v—noim [

CiscoAPIC FS TS a—F 4 09 Y—)LDFEH

ZOETIE, BETDHAREOHLBED N7 TNy a—T 4 U 71— N ER S DY —
NWEFEEHRNLET, TNODY— UL, N7 74w 7O, 71307 BION I 7 4 v
7 Ray 7 BA—T 4T, Tayl SRR Ty U EER EORBEORICK
SHET, ZOBETHHTAY—LOMEICONWTIL, UTFOY—LE2BB LT &N,

[ACLaY 5% FEFRI&L$EER DY (ACL Contract Permitand Deny Logs) | : 2> ~ &
7 MR — NV DIZDICEERTF A SN TWDE Ny ERIE7e—or X7 £720%
BT —ary 77 MEGAL—ADEDIZ Fay F7ENTWAHI ARy hERIFEZ7r—0Rr X
YT OHEMELET,

[ 2y H ho22 (AtomicCounters) 1: Fe vy 7HHOZ7a—0O T 7 4 v 7O
Mt 2 WET D Z L2/, 777V v I DI AN—T 4 VT OMEHENSE, 74 v
TNy X T LT TN = a RO REEO AL,

[ToALATT1HhHILE=4R1) >4 (Digital Optical Monitoring) ] : #H A > % —7 <
A AZEHTLHTCEN T T 4 L ET=FY) 7 (DOM) HEtaFRTExET,

[[EEM X7 (HealthScore) 1: *> N —J @A R LK D L TCREELFFEDEH
KBEA T =7 b (MO) 20T D2 Llcky, "7 p—~ L AOREESEECX £,
[(R—k 5w Fx>% (PortTracking) ]1: 7 v 7V v 7 OEEZMRNT 572012, V—7
ALy FELANRL 0 AL v FHDOV I DAT =R ABT=HTEET,

[SNMP] : Simple Network Management Protocol (SNMP) i, fHl % @R A N (APIC £7213%
DOHODOAAN) ZVE—bTE=F L, HED/ — FOREZHERB TS LT,

[SPAN] : Switchport Analizer (SPAN) %, 72 N7 7y a—T 1 » T OFEITE T ITSF
EDOT TV r—2a b RANNOL NI 74w 7OV TV ERG L, 0T 7T 4 7 RE
=BV TG EITO ZENTEET,

[#%5t (Statistics) |: BSR4 7TV =7 OV T XA MAENREES L ES, #Hito

FRIZEY, RV RGHITE VT TNy a—T 4 T OFATHARRIZR D 77,

[Syslog] : EEEND A v E—DEKEDR/IME, syslog * vE—VICE®HLHEE, B
X W syslog DHEGEEHFEETE £9, NX-OSCLI 74—~ v hCERTHZ L TE

R
s [FL—XJL— b (Traceroute) ]: /7 v M3EERCICBEIT 2 & X ICHBIZ-EDH 1 —
MEETZETEET,

[FS TN a—TF 425 4% —FE (TroubleshootingWizard) ] : FHEIL, 2>oDx
RARA V FERIRT D Z & THRETE 28 EOR NS AT HMEDO h T 7 vy a—
TATEITHZENTEET,

[REDREADRIRE (Configuration Sync Issues) ] : Cisco APIC D b T %7 v a o nE72
RS TORNNE I D EERTEET,
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ZOEL, WOBETHRSINWTVET,

TV hoVEOER

T IV AOURZDNT
TRIvIZ AL, 7Ta—fDONT T 0 v 7T OMEHEREZINETCEET, T FIv
I A EEERTAE, T T v N Ry =T 4TI REBREL, 7Y
r—3 g VBRI BT A RO IE R TNy 7L SSBENRIREIC 2 0 F9, - & 2 E, BREIX
TRCDYV =T A v FTT bIvZ IV EEAMMILT, T RFRA 2 ML BZ UK
RNALBR2DR7y b PL—RTHZENRTEET, BELEWEDY —T XA v FLUHND
V=T 2 v FIZBalbNODh 7 o 2R3k oGEe, BEEEITIEN LD =TI RV Ay
T&EFET,
WERDOBETIT., XT AZANICIHLEHEEDIPT RL A (2 RRA v 8 ERIHEED IP
T RLVA~ND NI T4 o DEEF=FTAHZLIXIFERAETY, ThI vy HhUZT
X, T8 SNACTFWT D LK BEERRT RSV T REA U R DRF SN
Ty NOBEBRZDIENTEET, B, ThIvZ B Xido o RiRA o hERIET
TV —2 g INN—TTEZEINSG T balLIl DO N T T4 IV = H Y T TEE
ﬁ‘o
U—7/ (TEPM) OF7 b v horZidkaiitcx £4,
B EATy N, ZEXXTYY N, Fuy X sy b, BIOEEARYYy hOT TR
o EE /N b BEEIL, BB TEP (b = KA > b)) 2 B%E5E TEP 12
BEINERTFy N EERLET,
e ZIE Uy b ZAEEE. 5850 TEP BNEE T TEP O ZE L=/ MaE L E
T
s Frv 7Ry b ey, BEFRICRey 7S ry MaaRLET,
ZOHMEIZ, EEART Yy FEREZEARY Y FEDOETT,
o I/ N b IR, BEPICRZE IR Ny M ERLE T, ZOE
3. BEEOR—BE I E S TS ~DNL—T 4 T I R E > TP TZ(E X
Ny F&TT,

« %O 30 EOBMIMOT—ZINE, 5, 154, FrixERU EOREMBOT—%
eSS

CANRAL U NTT 4w TEDOFEM (TEP, U —7. F7213 VPC O 64 R DA
FHAlHE

WG e e = Z Y S
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Frvs hoosicET sxEsEsLUHnSEE [

\)

GE) U—7/ (TEPMH) 7 hI v 27 AU ZIFEMTHY, 7V 7 TEEHA, ZZL, 30D
T hRIvI AT 30BREETY By hSvdcH, Wik e ESHRE T S FEO Sk
WHEHATEET, 7RIV I WU, 772747777V Ry NT—7 XA N
“a hz) (NTP) RU T —NBMETT,

TF DT M7 AU AIFRERETE ET,
EKE ZE. Py BIXOEBAAT Yy g, 777 Vv I RKONT 74 v 7D
TV r—va BRI X
«EB— NIIREEHET,
* EPtoEP (=¥ KA » M)

« EPGtoEPG (> KiRA > b 7 v—71H)

\}

(GF)  EPGtoEPG DA . F 73 a U IZiT ipvd DI, ipv6 DIx, ipva.
ipvo NEENET, ipv6 47 a B HEA TV T TCAM =
MU Z2[EMERLET, Zhid, 27— 5, ik ipvd R Y
VD HICTH SN DB LD NS OATREERH D Z L EERL
£,

« EPGtoEP (= RiRA > b Z—T /= KR A > M)

* EPtoAny (=2 KARA v h V— x=—)

« AnytoEP (m=— Y — x> K&K A )

* EPGtolP (=2 RARA >k Z—T/P [, SMBIP 7 KL ADELEIZDOIHMEH)
* EPtoExternallP (=3 RARA > MAMIIP 7 R L A f#])

523) VU —RLE, = RRA > b X2V T 4 ZA—7(ESG) L. ZNHDE—KRT
EPG O L LTEHTEE7,

ThIvo AoV RICET AEIRFES S UHNEE

T hI v T T EOFERIL. = RS "R T T NERIIFECT > FRO
BipharTx 2+ (VRF) ICHAEHEITTR—FENEEA,

¢ Cisco APIC U U—R3.1Q2m) LIETIE, 777 U v 7 DT A 7 XA LNO/SATHEGEH
DER SN2 o126, TONRRIKTHT NI v 7 A ZidAEkshvERTA, £

7. [FZ 74 w9 <y T (TrafficMap) ] ([AI#R1E (Visualization) 1% 7Z&H 2% & DT,

[#24E (Operations) 1> [RAI#R1E (Visualization) ]% Cisco APIC GUICIER T %) (21, ¥
RCONRATE L, TI2T 4 TRRA, DFN T 77V v 7 OFEMOWT IO S

T, b7 7400/ RATE T NREREINET,
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<P T FUABRFER SRRV VA Y 285E (IP7 FLA130.0.0.0) TiE, =2 FAR
A > FEPG HIB LV EPG/= > RRA > MEDT M w7 AU Z R —dHR—Fh
SNFEHA, ZOHE, =2 FRA 2 MBI OEPGHORY v —3 ¥R —FSnEd,
SR U =3 S 1P 7 R L A3 K372 Virtual Routing and Forwarding (VRF) ~—
ATHY, PAR—FINET,

T RN v I BT EOEELEITHEENTY RRA Y N THLIHEA, TOT RiRA v
MIAZT 4 7 TERLHFATIvITHLILERHOVET, ¥4 FIv T = RKRA
Y F (fv:CEp) EIIHAR, AT v/ = RiRA > b (fviStCEp) (ZIX7 hI v o 7
U ANIE IR AT Y =7~ (fviRsCEpToPathEp) 723 0 8 A,

cHHE R UTIE, V=T AL v FITTRTCDARL VAL v FBFHLIZTNV Ay a
1372 <, V—7 (TEPH) oAU X3 FPHERB Y ICEEL ¥ A,

« U—T7[ (TEPR) 7 FI v 7 oo X086, b n— Ry = TiHlR%2 kA
HE, VATAEFT—FREFL— L ET—FRNHRRA T RIZEF L, 2—F|TFT A
VIED NI T 4w T IEERENRLS 2 FT,

T IV AV BEFANN, L Tuxy NI T 4y 73U M LERA,

e T 7Ty ZICABRT, EFEY — 7 He MOERS BRI Ky TSRSy b
TRIvs YA Lo TERSNET,

A RN FTH Y EZBENE Yy b (AUE— R ZA—FLRA L) @dhvy b &
NEEA,

T NIV T ATFTNE, TITA4TRT 7TV v Xy b= ZA LT Ak
(NTP) &Y & —MBETT,

T NI v T AT HILIPVe DIEEIC L B TENEL 325, IPV4T7 KL AL IPv6 7 K
VABRESHETEETIP T FLALERHGILIP T RLAEZRKRT D Z LT TEEH AL

« EEILEITSEIEE LTHNCEp AEH L TRRESNLT I v 7 ho X KU —TIL,

fVCEp EHIRI B A 7V = 7 MIIFAET HMACT RLABLIRIPT RLAMWLD R T 7 4 v
e, MESNDRNT T4 v I RETNRIT FENET, VCEp DEHR G AT =7 N T
IP7 RLA 74—V RINZEDOEE., TOMACT KL AL DB TEZEEINDTATO b
T4y 7P T RLRIZERZRS I b SvET, Cisco APIC 73 fvCEp (22T
BDOIPT FLAZEBELTWAHBRE, BED X 912, VCEp &ML A7V =7 b EKIC
HLH1IODIPT RLVADHRNAI T FEINET, FEDIP T FL R & OEZ(FICEE L
T RIv 7 AT H RY —ERET DL, BEITEIEIsELE LT ivp FEEx %
FTVel NEMBHLET,

« fvCEp DI fvip BIFIET DAL, fVCEp N— A DR Y 2 —TlF72 < fVIP _R— A DR
U—%BNT 2 0ERNH Y £7,

« =2 RAA ¥ hBF U EPG ITJE LTV HE, IPV6 ~y X — 2oL A Y27 v U R
N7 497D, FNHEDOTY RARA L METOT I v B H2meHigESnEs
/\Jo
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7rzvo navvaotms ]

« EPG £721Z ESG 75 L3Out EPG IZHiiiL D b T 7 4 w 7k LTT "I v 7 o ZH3
RET AI00E, T R_XTCOT VT4 w7 A<y FXEDH7D, 00 TiE7< 0/1 BEL U 128/1
ZfH LT L30ut EPG #&E L £7°,

* CiscoAPICD b7 7 ¢ w7 ~ v 7 F— ) Itrial] IZEE SAL TV T, Cisco APIC 73 F1545
EEZAR LGS, ZOEELZ 7 VT CTEXHM—0FEKIEL, NI T4y 7 w7 E—
N% Tpath) IZRRETHZETT, NTIT74 v 7 v~y 7 E—NELEET DT, [H8E
(Operations) ]>[AI#R1t (Visualization) 1128 L. [RE (Settings) 1227V v 7 L,
[E— R (Mode) JD/SRZFHRL T, [EE (Submit) 1227V v 7 LET, ZHUTLY,
ASTEHDOW ST TR—= T LD b U™ ELNET,

FZ7 AT E—RTlX, bRV V=T 2 ADERKRAT—IV L T v 7 A
BT L AEMENELS 2V ET, ZOF—FE, IVEDOY 7 =T BX0O—F
T U —AEWEELET, A —T = AF, N—FT=THD b R
AT BTV A ID T,

FLANE—FREBELIZ PRV 2 RARA 2 b (TEP) MICH—D h AR H 5
e, < on—FKou=2T7 VD YV—AL{HEEINET, 2L z2E, 600777V v
T HR—=FE1OD N RZARBIGE. N—FouxTlEd, PRI T 770 v o
A= rOEEZBEH T HIZE LW P BAERE L £,

VI R 2T OB, BB TONTHmEA L Z—T oA AN 204852 H L. N—
Ry =27lZmyr b ZERTE EH A, ZTOME, HitEmeREGcEEEA, 7Ty
7 B BEOES. ZOMBEIIREY ERITBEE LTERENDLZZERH Y £97,
INAFE—RIZIE, TEPO=Z NV FETRHV £7, vPCOLGA, 200 MU NA A
fh—nENFET, LER-T, ERIZET D REEITELS 720 97,

TEIYD AoV ZDERK

ATy T
ATy T2
ATy T3

RTv74

ATy T5

ATvT6

FIE

A=z — /N—"T, [Tenants] 27V v 7 LE7,

YT A=ma— =T, BERTF U 22 ) v 7 LET,

Navigation 7 .+ > K7 C, 7> h&EBA L. Policies # &R L. ZiL2>5 Troubleshoot % J&
BLET,

Troubleshoot @ T, Atomic Counter Policy ZEB L., F77 1 v 7 FARrUZRRLE T,
TV RARA V FOMBEDE, TV KRS N INN—T A F—T =2 ZABLOIPT
RUVAMDO T 7 4 v 7 ZJETEET,

VB AR U&7 Y v LT, Add topology Policy 3R L, Add Policy %A 7 1 77K »
7 AzPlE £,

[Add Policy] # A 7R 7R v 7 AT, ROEEEZEITLET,

a) [Name] 7 4 —/V RIZHRY > —DLAFIEZATI LET,

b) 774y 7 ORETOFIIEREZFINT 200, AJTLET,
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B 7 30959 50880

ATy T17

ATvT8

VEIFAIERD Y — A (= RARA v b, ZV RARA LV bOT =T A X —
TxA A, FFRIFIP T FLR) ICLk-oTRZRY £,

) N7 7 4 v 7 Ok OMBNEHREEIRT 500, AN LET,

d (EE) (EE) [Filters] T—7 NV T+T7 A2 &7 Vv 7L, AV TDHRT T4
IDT4NEY T EEELET,
7R S5 [Create Atomic Counter Filter] %4 7R 7Ry 7 AT, IP 7 v harFys (b
ZIETCP=6) I[CLD 74 NH VT BEXOBEILEMEDIP R— FNEZICLDT7 4V
2N T ERBETEET,

e) [Submit] 27 V27 L, 7hIvZ hovoZ R —%RFLET,

[Navigation] XA > T, BRLIZ PR PO FOHLWT b vy ho o Z RY —%RIRL

£7

KU —EED [Work] <A VR INET,

[Work] ~XA > "C [Operational] # 7% 27 U w7 L, [Traffic] % 7% 7% 27 Vv 27 LT, 7 hIv

7 Y BOREHERE R T LET,

TrIvD hov30EME

ATy T

ThIv 7 hoo 25 LTCT7 77 ) v INO Ry FE@EL—T 7% L, 77U
r—a B ORBEORSE /2T N 7L EEE ATREIC T DR, IROWT DO XA T DT
FURNTRI v I E R —% 1O BERRL £,

*EP to EP: =2 RARA v kb RARA > b (dbgacEpToEp)

*EP to EPG : = R A v k)b RARA > b 7 v—7 (dbgacEpToEpg)

*EP_to Ext: = RARA » FnBANTIP 7 KA (dbgacEpToEXt)

«EPG to EP: =2 RKiRA > b Z—Tnbx RiRA > (dbgacEpgToEp)
*EPG to EPG: = RiRA N I —T b RARA o~ 7 /v—7 (dbgacEpgToEpg)
*EPG to IP: =2 RARA > s Z—T7 05 1P 7 R A (dbgacEpgTolp)

*Ext to EP : /M IP 7 KL A2 b= KA A b (dbgacExtToEp)

«IP to EPG:IP 7 KL AMBH Y RAKA > b 74— (dbgaclpToEpg)

« Any to EP : {EEOHFTNL = KA >k (dbgacAnyToEp)

«EP to Any : T RiRA > b BAEEOHFT (dbgacEpToAny)

FIE

REST API Z{i ] L T EP_to_EP 7~ U > —Z{ER T 25121, RDOHIDO L 572 XML 21 L %
ﬁ_o
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RESTAPI T7 F2 vy hovs—2EALE RS TN a—T425 [

i :

<dbgacEpToEp name="EP_to EP Policy" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/acEpToEp-EP to EP Policy" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EP Filter" ownerTag="" ownerKey="" descr=""
srcPort="https" prot="tcp" dstPort="https"/>

</dbgacEpToEp>

AT w T2 RESTAPI ZflifH] L T EP to EPG RV > —Z BT 5I121X, OFID L H 72 XML 2 L %

ﬁ—o

i

<dbgacEpToEpg name="EP to EPG_Pol" ownerTag="" ownerKey=""
dn="uni/tn-Tenant64/epToEpg-EP_to_EPG_Pol" descr="" adminSt="enabled">
<dbgacFilter name="EP_to EPG Filter" ownerTag="" ownerKey="" descr=""

srcPort="http" prot="tcp" dstPort="http"/>
<dbgacRsToAbsEpg tDn="uni/tn-Tenant64/ap-VRF64 app prof/epg-EPG64"/>
</dbgacEpToEpg>

RESTAPIT7Y b2y hova—zFERALE STV a—TFTa0T

FIE

ATl 777V v INICBBRENZZ RRA LV MAT Iy 7 Ao 20 A e, Rry 7 En
7237y FOFEHEF#RC/ N7 > MMZe EOBET 52 ST 5121, ROFIO X HIZ XML
T dbgEpTOEpPTsIt 7 7 A& L £9°,
51 -

https://apic-ip-address/api/node/class/dbgEpToEpRslt.xml

ATV T2 WBIPOHTZY RRA Y FaDT "I w7 Ao o X LRET 25O U 2 N &2 BT 5120,
woBoD X 512, XML T dbgacExtToEp 7 7 Az L £7-,

1

https://apic-ip-address/api/node/class/dbgExtToEpRslt.xml

TOBRNWNTTTAHAILEZZY) VITHEADAEMILERT

VINEADLDTIHNFTT 4 E=XY 7 (DOM) T —4# % SFP, SFP+, BJI W
XFP B EMANICIE SN, BEBLIOT 7—20 LEVWVET —7 /VE L S Ed, IUE
ENEDOM T —HiF, TV v—NEEANL T RAER. NTov— " EEBEH. FTrv—
NZIG5ET, BEON T v —NEREETT,
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B suzEmLEFSsL T TFonLEZS Y LT OB

GUIZFERLETORALATTA4HALEZR) VTDAEMIEL

ATy T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

WA B —T 2 AT ET AN T T T 4 N E=F Y 7 (DOM) #HitaEzrt 5
Wi, FENCARY — =T ICBEMT N AAS v F RV —2EHLT, V—7 A
BT 2 A ZAFETNIANR, o A B2 —T 2 A4 A TDOM ZHHZ L ET,

GUIL Z{#/H LT DOM ZH N2 T HI12iT

FIE

A =z — /X—", [Fabric] > [Fabric Policies] DJIEIZ#ER L £,

[+ E#—2 3> (Navigation) ] <A > C, [[R!) — (Policies) 1>[E=21 Y
(Monitoring) 1>[Z7 7Y w4 /—FK 3> ka—/L (FabricNodeControls) 1% &R L £,

[Z277Ywv% /—FKa>rbkB—)L (Fabric Node Controls) 14 /& L T, BEFORY v —D
YA FEFRLET,

[E%¥ (Work) 1A > T[7Z¥a> (ACTIONS) ] KuvyF& vy A=a—%27 1Y v/ L

T, [Z77Vvyy /—FarbrA—)L&4ER (Create Fabric Node Control) ]8R L £9,

[Z77Yvy9 /—F arbta—)L#/R (Create Fabric Node Controls) | A4 7 a2 iRy

AMERINET,

[Z277Uv%Y /—F 3> bA—)LZYERL (Create Fabric Node Control) | %A 7 w2 K> 7

AT, WOBEEFEITLET ¢

a) [Name] 7 4 —/V RIZHRY > —DLAFIEZATI LET,

by A7vav, [ERBA] 74— R, AU o—0@HE AT LET,

c) [DOM ZE%IZF 3 (Enable DOM) ] DEEIZH DR v 7 AZF = v 7 & ANET,

EE1Z27 Y v 7 LTRY —21Ek L £,

INT, WOFIETHHAT L LI, ORI —%2R) o — T —7LTa7 7 A VI BHE

fHiFdzemcEEd,

[FE4#—2 3> (Navigation) 17 ¢ > RUT[RA wFR1 I — (Switch Policies) ]>[7K1)

L — Z)L—7F (Policy Groups) ] Z B L £,

[E%¥E (Work) ] XA > C, [FU23 3> (ACTIONS) | Rev ¥y A=a—%7 1 v/

L. [U—7 RAyF RY>— JIL—T %R (Create Leaf Switch Policy Group) ] (A/%A

YOEEE, [RNA Y RA4 v F R o— JIL—TE4ER (Create Spine Switch Policy

Group) ]) ZERLE T,

[V—7 R4y F R >— F)IL—TDERK (Create Leaf Switch Policy Group) ] F721% [R/\

42 RAyFR)—FIL—TDER (Create Spine Switch Policy Group) ] %A 7 a7 7R v

JANMERINET,

AT R TRy 7 AT, WOBELZFATLET,

a) [Name] 7 4 —/L RIZARY v — F V=T DL4HTZ AT LET,

b) [/—FarbtO—JLKR1) — (NodeControlPolicy) ] Fa v 7 Xy A=a—nb, B
fFORY = CGEIEEIER LIz DR L) @RS 50 [Z27TVyY /—Farko—
JLZE4YERK (Create Fabric Node Control) | Z&IRL THLWAR Y > —% IR L £,

¢) [&fF (Submit) 1%27 VU v 7 LET,
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ATy 710

RESTAPI £ A LT AL+ TF e E=ay v roamt [

B LT=R Y = I —F 2 RDE DAL v FIZT X v F LET,

a) [FEZ—2 3> (Navigation) 151 > C, [R4 v F K1 >— (Switch Policies) 1>[7' 0
74 )L (Profiles) 1 ZJEB L 7,

b) [E%E (Work) 731 > T, [72 3> (ACTIONS) ka7 XAy A=a—%27 )y
7 L, MBS U TCT[U—2 R4 vF TAT 74 JLEER (Create Leaf Switch Profile) ]
FIAT[RINMMA Y R4y F TAT 74 )LZEVERL (Create Spine Switch Profile) ] &3 L
£,

) ZATHuT Ry 7 AOH T, [&H] (Name) 1 7 4 —/L RiIZF a7 7 A LD DA%
AN LET, field.

d) [RA v FOBEEMF (Switch Associations) 1T, 71 7 7 A MIBESHT D A1 v F D4
Az B L £9,

e) [FBY%Y (Block) | 7N T A=a—nD, 4T DHAL v TORIIHDHR Y 7 A% A
YizLET,

f) [RY— ZIL—T (Policy Group) 1 7NE D A=a—nb, AIHERLIZRY > — 7
N—THBINLET,

g) [y 7T—b (Update) ]2V > 27 L, [#%{E (Submit) 1227V v L%,

RESTAPI 2R LTI A TT 0 hILEZR )T DERIE

ATy T

ATy T2

ATvT3

WML L X —T 2 A RZET DT XN AT T 4 A E=H Y 7 (DOM) it & £rT 51
X, A ¥ =724 ATDOM a2 LET,

REST API Zf#ifl L T DOM &A% 5121 :

FIE

ROFEIDE ST, 777V > 7 J— Rl Y > — (fabricNodeControlPolicy) % {Fr% L £,

<fabricNodeControl dn="uni/fabric/nodecontrol-testdom”" name="testdom" control="1"
rn="nodecontrol-testdom" status="created" />

worHriz, 777V w7 J—FREARY >—%RY — T —FIZBEEM T £,

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeNodePGrp dn="uni/fabric/funcprof/lenodepgrp-nodegrp2" name="nodegrp2"
rn="lenodepgrp-nodegrp2" status="created,modified" >

<fabricRsMonInstFabricPol tnMonFabricPolName="default" status="created,modified" />
<fabricRsNodeCtrl tnFabricNodeControlName="testdom" status="created,modified" />

</fabricLeNodePGrp>
WDE I, R = TN —T% A, v FIZEEMTET ROFITIL, AA vTF X103 T

) .

<?xml version="1.0" encoding="UTF-8" 2>
<fabricLeafP>
<attributes>

Cisco APIC BAFEEH /4 K. JU—23x |}



i |
B cuzEALETSsL+TTonL EZ5 Y LIBHOER

<dn>uni/fabric/leprof-leafSwitchProfile</dn>
<name>leafSwitchProfile</name>
<rn>leprof-leafSwitchProfile</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricLeafS>
<attributes>
<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range</dn>
<type>range</type>
<name>test</name>
<rn>leaves-test-typ-range</rn>
<status>created,modified</status>
</attributes>
<children>
<fabricNodeBlk>
<attributes>

<dn>uni/fabric/leprof-leafSwitchProfile/leaves-test-typ-range/nodeblk-09533c1d228097da</dn>

<from >103</from >
<to_>103</to_>
<name>09533c1d228097da</name>
<rn>nodeblk-09533c1d228097da</rn>
<status>created,modified</status>
</attributes>
</fabricNodeBlk>
</children>
<children>
<fabricRsLeNodePGrp>
<attributes>
<tDn>uni/fabric/funcprof/lenodepgrp-nodegrp2</tDn>
<status>created</status>
</attributes>
</fabricRsLeNodePGrp>
</children>
</fabricLeafS>
</children>
</fabricLeafP>

GUIZERLE=TORAIL A TTAHhILEZR Y UTHEDERT
GUI £ L T DOM #it &2 Ford 5120 -

1R BHIIZ
A B —T A ADDOMMF R RT DL, FANZA VF—T oA ADT TV HNFTT 4
BN ET=HY T (DOM) #Hetz B L TELSLERZH Y F7,

FIE

ATV Tl A=ma— "= 5[Z7TYvs (Frabric) | BLO[4 A2 k1) (Inventory) 1%3#ER L %
R

ATwv 72 [FEF— 3 (Navigation) |31 > T, HEMNBZOMIHA > X —T 24 ABRHDHHR Y B
SRV —7 J—FEERLET,

[ CiscoAPIC EARFEHA K. U U—Z3x



RESTAPI [CKBTUHANFTTFA AL E=AY VT EERLEZ ST a—TF a0 d .

[41 >3 —7 4R (Interface) | ZEEE L £,
[ A4 2 —T =4 R (Physical Interfaces) J& 5K L £,
AN ROYHEA L H—T = AR LET,

[DOM #%5t (DOM Stats) ] Z3&R L £9,
A H =T 2 A ADDOM FEHMPFTRINFE T,

RESTAPI IZ&BATFSAILNATTF AL E=ZRY UG &FERLE ST a—F 4V

5

XML REST API 7 = 1) Zf#ifl L T DOM #it & Frv+ 21213 -

188 BRI

A H—T x4 ADODOMK 2R RT DHITIEL, FRIA VX —T =2 A ATT VXN T T 4
AN ET=HY 7 (DOM) Z G L TBLS MLE R H D £,

FIE

wORL, RESTAPIZ =V ZfEH LT, /— R 104 D ethl/25 DA o ¥ —7 = 4 A TDOM
et TR T D HIEEZ R L TWET,

GET
https://apic-ip-address/api/node/mo/topology/pod-1/node-104/sys/phys—[ethl/25] /phys/domstats.xml?
query-target=children&target-subtree-class=ethpmDOMRxPwrStats&subscription=yes

RDIGENIBRSNET -

response : {
"totalCount":"1",
"subscriptionId":"72057611234705430",
"imdata": [
{"ethpmDOMRxPwrStats": {
"attributes":{
"alert":"none",
"childAction":"",
"dn":"topology/pod-1/node-104/sys/phys[ethl/25] /phys/domstats/rxpower",
"hiAlarm":"0.158490",
"hiWarn":"0.079430",
"loAlarm":"0.001050",
"loWarn":"0.002630",
"modTs": "never",
"status":"",
"value":"0.139170"}}}1}
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EEMERI7DBEDRTR

APICIX, RV —FTNEMHHL T — 42 EFEAaTICHAANE T, EEER 27X
AVTTARNTIF %, TTHVr—vay, $HREV—ERREIEFSE o) T TENTE
I, EEMEAaTEHERTLE, xy NU—JBEREE KU LE D L CREERE Q& B
G477 b (MO) IZBET 22812k, XU —~  ADMEESBfCExET, T
Vir—aOIRRE (T hZE) 7213V —7 AL v TFORE (Ky RTE) 28515
ZET, Ry NI ORBEEFRTEET,

EFERa7, 29—, EFME X373 EICo\Tid, Cisco APIC Fundamentals Guide %%
LT IEEN,

EEEHXaAT70DEA4 T
APIC IZIRDIEFHA T DR A T R— s LFT,
e VAT A — Xy NIT—7 BEOEFEEEZEHLET,

e =T Xy hNT—=I DV —T AA v FOEEHEEH LET, V—7DOEHMHITIL,
Zr7y RA, BF. BLXOCPUEREH AL v TFON— Ry =7 EEEREGSENET,

cTFU N —TFTF U NeT T U RNDT IV =2 a VOEFEEEZERLET,

EEERXRATICEDET 4 ILANIE
WY —NVEFEHAL T, EFEHEAaTZ27 4 VAT E9,

s EHMAZ B = N— IEFEER I v — L R=%flio T, EOF TV FVEFRRTD
NEEETEET, Aa7Z FFUL, EFERaTORNAT V=7 FETRLZ &R
TEET,

c B LI EFEER T ORR P LT EEER 2T 2R R-TLHI2E, T 74 a0%7
Uy 7 L, [$IELEZEEERIT70DH%EFRT (Showonly degraded health score) ] % %R
LE7,

TFT Y FOEEMEDRT

TV = a v OIEFEEERRT IR, A=a— N—=T[TF 2k (Tenants) 1>
[tenant-name] %7 U v 7 L, &KIZ[FEZ— 3> (Navigation) 1A > TTF v "Na%E7
Uy 27 LET, GUINT 7Y r— a3 VREPG 2 ETeT T hOEFEOENEZ R R LET,
Ty NOMEE RUALE T T HI20%, EEMAaT 2L T ) v LET,

2O EHOLHAL, [HE (Work) 131 VO [EEM (Health) #7422V v 7 LET,
Xy U= DZDOFRPIEFEA T LXy N T —7 EOMOMOBEWREZRT DT, N7 +—
YU ADMBEESBEL, SRR DN TEET, X 7T hoarT s A FOER
FTV el NOHE—r AT, [TFY R (Tenant) > [7FUS5—23> 7O 74)L
(Application profile) 1>[7 74— 3 > EPG (Application EPG) ]1>[EPP]>[Z7 TV v
9 MIZAT (Fabric location) 1> [EPG M 5/8R 74 wF 4>+ (EPG to Path Attachment ) ]

>[ry bT7—9 /XX T2 FRA > b (Network Path Endpoint) > [&E#4 V42 —7 4 X

[ CiscoAPIC EARFEHA K. U U—Z3x



s7Iuvsnrstors [

(Aggregation Interface) 1> [&E#i&hiz4 > 22— 4 X (Aggregated Interface) ]1>[E#
Nf=A2I\— A 22— x4 X (Aggregated Member Interface) | &£ 720 F9°,

277Uy DEEEDRT
T77 7V v DEFEEFRTDHIZIE, Ama—"—=D[Z7T)vyY (Fabric) |27V v 7
LEd, [FEHX— 3> (navigation) ] DA T, Ry RE#IRLET, GUIIX, /—FK

ZEDR Yy FOEFHEOENZFRLES, 777V v 7HRO—H%2 N L X045
X, E¥ME 22T e TN v LET,

EEMEOER OB AL, MEE (work) 13/ > DO [EEM (Health) ¥ 7% 27V v/ LET,
Xy NT—=J DZOERFNVIEFENE Aa7 & xy U —7 LD MO MOBFREZRTOT, /X
T = ADOREESBEL, fRRTHZENTEET, X, 777 Vv r0arrx
Z MBI DEHNS ATV 27 Fod@Es—4 2 &A%, [Ry K (Pod) 1>[Y)—7 (Leaf) ]
>[v¥—% (Chassis) 1>[77> L4 XAw k (Fantrayslot) ]>[EfEEP 1 —ILDR
A b (Linemoduleslot) J>[[E#&E Y a—/L (Linemodule) 1>[Z7 7 w4 R— bk (Fabric
Port) 1>[LA ¥ 1A > 2—7 = 4 R#ERL (Layer 1 Physical Interface Configuration) ]>
[(BA 32— = A AERTHRMIKEE (Physical Interface Runtime State) ] T4,

\}

G WHEHxy hU—Z70MERYE, 777U v 7 OREIL. MO DNEZBETS LT hoX
T —~ AL RIETZERnHY £9,

Visore TD MO EEE DR
Visore TMO DIEFMEEZFRT DT HTA2%22) v 7 LET,
WD MO ZE- T, IEFEEHREFERLET,
o« IEHE  Inst
o IEHME : Nodelnst
« 7 —,3: Node
« &7 —,3: Pod
Visore |29 2 FEMIEHRIC DWW CIiE, Cisco7 7V r—var vy Nl v I A VT TARNT Y
F X DHEARTA FEZR LTI ZIN,
AJ%EHATAIEEERATDTINYYT
woa s 7y ANVEFEHALT, APIC DIEENE 2AaT7 27 Ny 7 T&ET,
« sve_ifc_eventmgr.log

* svc_ifc observer.log

R 7 LUTIEREE 23727 Ny 742556, ROBEAZHERL T ZS0:
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B =5-o0=x
esyslog (=T —F72FA X b)) ORETEMHERLET,
« APIC Tsyslog N Y =DM ST DN E D D EMERR L £ 7,
esyslogWR U o —2 A4 7L T 7 4 (ERKE) DELIRESILTWVDOINE I NEHERL
EJ RN
carYy—b, TrA VE—MERE. TR AV ERRETEEY, U E— MERUE
Dt syslog 1 —_"—=NFETHRTHY | BEMRTHLZ L EHRLET,
IS5—NDRR

ROFIETIE, FEEHFBRPRRSNDEINT OV THA L £,

FIE

ATV TN EEY 4 FUICBELET,

o VAT LEE (System Faults) : A ==— R—/n5, [V ATL (System) |>[[EE
(Faults) 127 Vv 7 LET,

FTTYNEE Ama e Ainh
1. [TF > bk (Tenants) ]>[tenant-name]] %27 V v 27 L¥7,

2. [FE#—2 3> (Navigation) ]%A > C, [TF Y bk (Tenant) J[7F > ~4 (tenant
name) | %7V v 7 LET,

3. [ME%X (Work) 1A T, [[EF (Faults) 1% 7%7 U7 LET,

777V IEE: A= a— =
1. [Z77YUvw% (Fabric) ] >[4 >R kY (nventory) 1227V v 7 LET,
2. [FES—2 3> (Navigation) ] 1> T, Ry k227U v 7 LET,
3. [ME%¥ (Work) 131 > C, [BEF (Faults) 1% 7% 27V v 7 LET,

FEED U A NPRBERRICFRINET,
ATy T2 EEEAXTLVIY v 7 LET,

T7 TV T=TNEVRT A T—=TNANERSN, 7V v/ LEEEOREa— Nic—
T HEENERINET,

a) 777V I ERIITVAT AOEENL, Vv —T—TNOEEEX TN ) v LT
FEEFOR L ET,
[EED TO/NT 1 (Fault Properties) 1 %A 70 7 NFEREI, ROX TRFERINET,

« —fi% (General) : LITFZA2FERLET,

[ CiscoAPIC EARFEHA K. U U—Z3x



7u T voEEREOEOOR—F FSyx s oanit [

« 7A/TF 4 (Properties) : ¥~V — 7 =7 MIHLERNEENET

M (Details) VU~V — 5 —7 I TROMN--BEEFER, BEK. TEEY b,
BIOER LEZEEDO L, Ll, BIOEREHOEKREL~NLNEGENLET,

« kST a—TF 4 2% (Troubleshooting) : kDO ERH ., FRLET,

« S TN a—TF 4245 (Troubleshooting) : FEEDMHEHEINLT 7 a vk
BRI TNy a—T 4 VITERNREENTOET,

«BEEOY (Auditlog) : BEENEAET LN —F =2 LA X FOREEZE
IRTEDLY )b, HMELLEDRITLICEEN - ERRINET, Fay 7 XU RH
7V v 7 LT, gEFRETCEET,

« BFE (History) : ®B2% 75477 bOBRIERZFRLET

TyT)OOBEEBHOEOHDR—F FSvX2 T OFDE
ZDOv s a Tk, GUL, NX-OSCLI, BXU'RESTAPI Z#fH L CAR—F F T vF 7%
BN B HFEZOWTHALET,

277)9 o R—FOEEREDE-OHDR—F FSyxXU 9 R S—

777V v 7 K= FOEERMIZ, A—h N7 vF T VAT ARETHENNCTHZENT
XFET, A—F b T oF TRV —F, V—TAAS v TFELRARL AL T OT7 77 v
TAR—F BEOT 4TIV TR v TFET4T2V =T AL v FHDR—FDRAT—HF R
EFEMRLET, B F—F FTovX R =R NI H—3dé, V—7 AL vFiL,
EPGIZ L > THAESNTAAL vF EDOTRTDOT VB AL L Z—T =2 A% X7 SHEET,

[(R—F FSYFUIN M) H—Ehi-EZIZAPICK— FZE2&86 3 (Include APIC portswhen
port tracking is triggered) | 47> a VEANC LGS, V—T AL v TFRTXTOT7 77
Vw7 R—h~OfERS & (DFED, 777 Vw7 R—Frn0i7edL) . A—h 7>
% > 714 Cisco Application Policy Infrastructure Controller (APIC) 7~— b Z #4529, Cisco
APICN 7 7 7V w71 L TCT a7 IVERII~ L TF R —LDEAICDH, Z OREZ AN
LTL7ZEVY, Cisco APIC R— F &2 1T 5 & 7 27 /LA— A0 Cisco APIC DEEITED
Y R—= MUV EZ L DITRL L E T,

\}

(B F—bbT7oFo7OREIF, [ATL (System) >>[V R TLRE (System Settings) ]>>
[R—bk S vF2Y (PortTracking) ] TITx £7

A=K FT7 X7 RV —iF, RV —%2 NI H—FT25777 YV w7 R— RO L,
BESNEZT77 7Y v R=bOKEBZTBIZY =T AL v F T I BRAR—= 20T T v
TTHEEODOBES A ~—FEELET,
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wOFNE, A—hF FFTovXo 7 R —0OFMEEZRL TWVET,

e AR—=F FIvFT R —E, RV = NI H—FT2H5) =T AA v TFDT 7T 4
TT7 77V v W= MERO LEVMER 2 Th D EELTVET,

e R—=F FIoXRL T RIT—IE, V=T AL T NOANRNL VAL v TF~DT 7T 47
777V w7 R— MEROEMN 2 IR T L2 I NI T—ENnET,

cHV—TAAL v FIX, DT 7TV v R— MNEREAGEHL, R —TCHRESNZLE
VMEIZHE>TAR— b F T vxF 7 RV =% U H—LET,

« 777V v R— MERNMEIBT 5L, V=7 A4 v FITRIES A ~— DOBERFH DR
WTDDZff>Thb, 778 AR—PZEBLEYS, ZHUTEY, bTT7 497080 —
TAL v F T HAR—FCTHBAMRIZRDIENI, 777V v 7 RHFar =Yz A
TORHN G2 ONET, KBIERT7 77V v 7 TlE, BIEX A ~—% LD RBWIFIZEH
ETOMENRDDHHENHY £,

Y

GE) ZoORYV—ZHRTHILEZFEFLLKEEY, R—=F oo X T2 NI H—F5, 77
TATIRANRSL VR —FOEIZETHR—F b T vF o ITREDETIDHHEAE, T3TDY —
T AL F T I A R—IBDE T LET,

GUIZERLR—F b3S v F T DIER
ZOFIETE, GUIAMA L THE— b b5 v VAT 5 HIRICOVD TR LET,

FIE

AT9T1 [VRATL (System) (A ==a—n0 b, [ RATLEEE (System Settings) &38R L E 7,

RTFwT2 Feir—varvs s RubhbliR—k S vFX245 (Port Tracking) 1&&R L E7,

ATY T3 [[R—F FSyFUHKEE (Port tracking state) ] DA5IZH 5 [A > (on) 1 &N L T, HK—
M yR TR A T LET,

RT9T84 TaxT 4 OFR—k bT7 X TREORIZH S [£7 (off) 1 2RIRL T, A—h FT7vF
VIREREE A 7T LET,

ATy TS5 (EE) EEETS A <Y— (Delayrestoretimer) 127 74/ b (1208) »6Vt®y hLF
D

ATV T6 FA—F bT X IR NI H—ZNDIENIBE L TNDT 7T 4 TR AL 7 DR
(0~ 12 DIEEOWEE) 2 A LET,

ATw 771 [#EE (Submit) 1227V v 27 LT, BHOKR—K T ovF U IHRE7 77 ) v 7 EOF X
TOAA v FIZ T v a2 LET,

[ CiscoAPIC EARFEHA K. U U—Z3x



nx-0scU £EALER—F kSvxvy

NX-OSCLI #fEH L= R—k b vX T

ATy T

ATy T2

ZOFETIE, NX-OSCLI #fEH L THR—F b7 v FTHRE2#E 9 5 HEICOWCHA
LET,

FIE

WROEHZ, F—bF FTvF o ITHEEL L I LET,

i

apicl# show porttrack
Configuration

Admin State : on
Bringup Delay(s) : 120
Bringdown # Fabric Links up : 0
RDOEHIZ, R—F FT xR THEEZ T 7IZLET,
i -

apicl# show porttrack
Configuration

Admin State : off
Bringup Delay (s) : 120
Bringdown # Fabric Links up : 0

RESTAPI #ERALI=/R—Fk FSvx2 Y

ATy T

ATy T2

1R BRI

ZOFNETIE, RESTAPIZHEAHLCHR—F T X VHEREEZHEH T2 HFIEICOW T L
ij_o

FIE

DX HICRESTAPIZHEH L CTAR—F b7 v¥ o 7#fER 412 LE T (adminstate: on)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt="on">

</infraPortTrackPol>

</infralInfra>
</polUni>

WD ESIZRESTAPIZfEH L TAR—F b7 v X 7HGEAZ A 712 LE 7 (adminstate: off)

<polUni>
<infraInfra dn="uni/infra">
<infraPortTrackPol name="default" delay="5" minlinks="4" adminSt=“off">

</infraPortTrackPol>
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</infralnfra>
</polUni>

SNMP D {&£ A

SNMP [Z2DMT

Cisco Application Centric Infrastructure (ACI) 1%, FEUFW~N—A (MIB) L@BHE (FT > )
ZETeNl7e SNMPvL, v2, RNV DY AR— P24t L E7, SNMP 4 TiE, Cisco ACI
777V EERLE=XY T HEMIB # Y AR— 5 — RX—F BT 7Y r—
vareffTEET,

SNMPV3 (X & HIZJAHI /e EX 2 U T A #REZ 2L L £ 9, 4 SNMPv3 7 /34 2 C SNMP #—
ERAEHDFEITINT DL OIGRINCTEET, /2. £ 51 A TSNMPvl BL U2 &

ROWBLFIEERETEET,
5.1(1) U U —R LI, SNMPv3 i Secure Hash Algorithm-2 (SHA-2) FRFE4Z A 7&HHR— L E
R

SNMP O i 71D FERNZ W TiE,  [Cisco ACI MIB Quick Referencell # & L T 72 &0,

Cisco ACI TD SNMP 7 & £ XA DY 7R— k
A\

(GE)  Cisco Application Centric Infrastructure (ACI) THHR— F ZL5 MIB D587 U A MIZOWT
X, http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html
ML TN,

Cisco ACI TD SNMP H7R— MIKRD LBV T,

* SNMP Hi A MY 7 = Y — (Get, Next, Bulk, Walk) {Z, V—7BILVPA NSV AL v F
& Cisco Application Policy Infrastructure Controller (APIC) (Z L > CHAR—FIhvE T,

« SNMP EX AL < K (Set) 1. V—7BIORA/A 2 A A v F F721% Cisco APIC I
FoTHFR—FrENEFA,

*SNMP 7 v (vl, v2¢, BEDUVI) 1, V—T7BILOPA/ A > XA »F & Cisco APIC
Lo THR—rENET,

\)

GE)  Cisco ACTIIHEK10ED N7 v Ly—N"EHR—hKLET,

e SNMPV3 X, V—7BLVPANRAL v AL vF & CiscoAPIC IZ L > THAR—FENZET,
« Cisco APICIPv6 7 KU A ZfEH L7z SNMP IV R— F &R TWEH A,

[ CiscoAPIC EARFEHA K. U U—Z3x


http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/mib/list/mib-support.html

snwp k5o T ]

% 3:Cisco APIC ') ') — R T®D SNMP H7R— rDER

yy—= SEA

1.2(2) SNMP 7 v 7 d3ide L LT IPv6 Hrav— k&8,

1.2(1) CiscoAPIC = & b = —F @O SNMP ¥4 — k&80, LAATO U U — A T,
U=T7BLOANSAL » ZA v FIZHONTDIH SNMP 3 AR — F ST
7,

SNMP + 5 v TE#taE

SNMP 7 v 7K A ERT 5L, 777V v 7 /— KRB0 SNMP k7 » 7% Cisco
Application Policy Infrastructure Controller (APIC) IZX > THENTE, 777V v 7 /—FK»b
ZA5 L7 SNMP k7 v 7% APIC I L » THMERSsE e Icizit T& 4,

oo TPl AxDT7 77V v J— Kb TR APIC ) LEEIND Z ERFRENDS S
Elid, ZofEEFERALET, ZOMEEEZENZT S L, APIC [Z SNMP o % & L CHEE
L/i‘g—o

EZONDHEELNWHET L7012, 7T AFZNOTXTHDAPICEZSNMP N7 v 77 7Y 7F—
RZELTHRETAZELEZMIHBELEST, SNMPARY > —Tlid, HED NT v D55 /T
TEET, NIy TOERNEEGREERTTHICIE. ROFINEEZFEITLE T,

1. AL v FMPSL T T E2ZETHEICHKEAPIC 2 v —F%RELET, RORTE
EA L7 GUILIZX D SNMP k7w 7@ O E (110 2—) OFJEIHENET,

« [(RRX F4&/IP (Host Name/IP) 1 7 4 —/L R T, APIC ® IPv4 721X 1Pv6 7 R L A%
fRELET,

« [EE EPG (ManagementEPG) | U A b, 70 AT R RERITA VR RE
P EPG ZiEIR L £ 7,

T T AZNDOE APIC % b T v 7055t e LTHRET DI, COFEABVIKLET,

2. BRIy TR — NICHERET AL IICAPICEZRTELET, KROFELMEH L7 GUI
I 5 SNMP R Y o —D%E (108 X—) DOFNEIZENE T,

* [ 5w TERiEY—/\ (Trap Forward Servers) ] 7—7 /L C, SN — D IP 7 KL
REBINLET,

N7 v 7OER LERETIX, BEIND M7 v 7OEETIP 7 FLAE, EEORET /) —
RTIERL, 7705 =207 FL A (ZOHAEIXAPIC) (2720 3, EEORE L FIE
T 5121, OID THHETLHMENRH Y £7, KOBFITIEL, 7 KL A 10.202.0.1 23 APICIP 7 K
VAT, 7 R 10.202.0.201 ZEDEETLY —7 AL v FOIPT RLATT,

08:53:10.372378 IP

(tos 0x0, ttl 60, id 59067, offset 0, flags [DF], proto UDP (17), length 300)
10.202.0.1.45419 > 192.168.254.200.162: [udp sum ok]
{ SNMPv2c C="SNMP-ACI" { V2Trap(252) R=609795065
.1.3.6.1.2.1.1.3.0=25847714 .1.3.6.1.6.3.1.1.4.1.0=.1.3.6.1.4.1.9.9.276.0.1
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.1.3.6.1.2.1.2.2.1.1.436207616=436207616 .1.3.6.1.2.1.2.2.1.7.436207616=2
.1.3.6.1.2.1.2.2.1.8.436207616=2 .1.3.6.1.2.1.31.1.1.1.1.436207616="ethl/1"
.1.3.6.1.2.1.2.2.1.3.436207616=6 .1.3.6.1.2.1.2.2.1.2.436207616="ethl/1"
.1.3.6.1.2.1.31.1.1.1.18.436207616=""
.1.3.6.1.4.1.9.10.22.1.4.1.1.6="10.202.0.201" } }

SNMP 7 v 7HEKIHEREIZ. SNMPV2 7 v 7R X Ok % 37K — 45 Cisco APIC U
J—231(1) CTEAZINE L7, Cisco APIC U U —R 4.2(6) B L 5.1(1)LAIEETIX, SNMPv3
T v 7OERHB I OIRENRTR—FINTWET,

\)

SNMP D% 7E

GE)  APIC AT ayvvaryaEniHa, 2—VFIIEIESN APIC 27 U — HiEg#h4 2 4508

HVFET, SNMP b7 v 7HEREEEILZT 2 v a VENTZAPIC CTT 7T 4 7 THDHIZD
Falyi g rENEAPIC K7 Y —rHEBHESN WSS, 2—FIT T /7&@9&1%@ ~
Ty T EZIETAAREENH Y £,

GUIIZ& % SNMP R 1) o —DERTE

ATy T
ATvT2
ATvT3
ATv74
ATvT5

ATvT6

ZOFNETIE. ACI AA v FDSNMP R U > —%FEL, AN LET,

theb BHEIIZ
SNMP iB1E AN T DITIE. LTFORENSLIETY,

T UNITNRU R a7 FEFRELTSNMP T 7 ¢ v 7 & LET, SNMP k
Z7 4w 7i%, @%. SNMP ZERIZUDP &A— b 161 Z2#EH L E7,

e'mgmt' 75> N TAPICT 7 AT N RIPT RLVAZRELET, 77U AT K
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ZDk 7 v a T, CiscoAPICGUIZEH LT, 777V v 7 SPANKR U > —D5E5 7 /v —
TEAERT D FEICOWTHEHA LET, HEFIETIE, 1 2L EOGUIXA TR Ry 7 A
D7 4=V RIMEEZ AT LHMERDD 7,

SPAN%GSE 7' /v —7 L IEETE 2 VERLTHUUE. SPANSESED N T 7 4 v 7 TF I 4 P aH LT,
SPANEG LN H DT —Z Ny MEBIEL, X7y MEX, 7 LA, 7' halvBIl0z
DO R AR TEET,

FIE

A=a—N"—"T, [Z77Uw% (Fabric) 1>[Z7 7 w% R — (Fabric Policies) ] %

79y 7 LET,

[FE4&—2 3> (Navigation) 1A > T, [R!) — (Policies) 1>[+Z TN a—TFT41 24
(Troubleshooting) 1> [SPAN] % &R L £,

[SPAN] @ FiZiZ, [SPAN %S4 )L—7 (SPAN Source Groups) ], [SPAN 7 1 L& & )L—

7 (SPAN Filter Groups) ]. 3 X OV [SPAN 585E%4 )L— 7 (SPAN Destination Groups) ] @ 3

DD ) — RPRFERINET,

[SPAN 5854 JL— 7 (SPAN Destination Groups) 1 %47 U » 27 LC, [SPANSEEXY IL—TD
fERL (Create SPAN Destination Groups) ] Z %R L £,
[Create SPAN Destination Group] # A 7 &2 7 InF RSN ET,

[SPAN 384E 5 JL— T D4ERL (Create SPAN Destination Group) | # A 702 Ry 7 ADT 4 —
JV RIZHE Y 722l 2 AL ET,

SET L7265, [%1E (Submit) 127V v LET,
SaHE I — T BERRENE T,

RDZRY
FEMER L T RWESIL, 777V v 7 SPANRY V—DEETEHRELET,

NX-08 X # 1 JL®D CLI Z{£F L 7= SPAN D&k

NX-08 R 2 A )LD CL ZERALE7V R E—FTOO—A)L SPAN DEEE

I, 78R V=T )= RIZa— AR MERDOSPANKRETT, 12 EDOT7T 7 A KR—
FEZIEIFR—F FYXANLRESNTZ N T 74 v 7 =XV 7L, LU —7 /—F
IZe— B VIRsEe AR — MR ETEET,

[ CiscoAPIC EARFEHA K. U U—Z3x



ATy T

ATv T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

NX-0S RZ A LD CLI ZFEALET7I R E— FTOHE—5/L SPAN O E .

FIE

configure terminal
ra—r\Lar 7 4 ¥al—iay t— REBBELET,
£

apicl# configure terminal

[no] monitor access session session-name
TIORAER=LZD T By va VREEERLET,
i -

apicl (config)# monitor access session mySession

[no] description text

IDTIRRAEF=HV T yaryOdfAEZBMLET, TFAMIAX—ZAREENT
WAEAX, BB CTHOXLERH Y 7,

1

apicl (config-monitor-access) # description "This is my SPAN session"

[no] destination interface ethernet slot/port leaf node-id

oA H—T 2 A AERELET, WA H—T oA AZ FEXAR— MITHZLIFTE
A,

&1

apicl (config-monitor-access)# destination interface ethernet 1/2 leaf 101

[no] source interface ethernet {[fex/]dlot/port | port-range} leaf node-id
BETA L F—T oA A R— MNEZIIAR— MiHZEELE T,
£l

apicl (config-monitor-access) # source interface ethernet 1/2 leaf 101

drop enable

ASIC CRuE Yy ENETRTONNr Yy by 7T v L, FHIRE ST SPAN 51 JC12 245
35, SPAN A Ry s A 2—7 I LET,

i

apicl (config-monitor-access-source)# drop enable
[no] direction {rx | tx | both}

F=ZVTTHNT T4y OFMEEELET, X, sELAR— T &I L TER
ETEET,

&1

apicl (config-monitor-access-source) # direction tx

Cisco APIC BAFEEH /4 K. JU—23x |}
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B wosxsqiocuEERLET S €2 E— FTOO—H)L SPAN DRE

ATvT8

ATvT9

ATv 710

ATvIN

ATv 12

ATy 713

[no] filter tenant tenant-name application application-name epg epg-name

TRV TTENT T4 T DT 4 NVEEEITNES, 74 VL, BETR— M S
CITMN L CRRIETE 9,

51

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
exit

TIRA =SV T By va VREE— FICRY £

i -

apicl (config-monitor-access-source) # exit

[no] destination interface port-channel port-channel-name-list leaf node-id

SRt A VB —T oA AEBELET, SEA XA —T oA AE FEX R— MITAHZ LIXTE
FH A,

GE) UU—241() LK, a~>y RENORTE T, 8 v X —T A AL LTRAH
TA VI A= FYRVEMHHTEDLLIICRD LT,

51 :

apicl (config-monitor-access) # destination interface port-channel pcl leaf 101

[no] source interface port-channel port-channel-name-list leaf node-id [fex fex-id]
REEIAE—T 2 A AR — b FrxVEHELET,

(774 7DhmMET A NVERECATLET, ZIIZERRSNTVERTA) .
i

apicl (config-monitor-access) # source interface port-channel pc5 leaf 101

[no] filter tenant tenant-name I3out L30ut-name vlan interface-VLAN

TV TTBERNT T4 T DT 4 VFUBEITWET, 7 4 VX%, EExA— D

EITMN L CRRETE £ T,

GE) UU—241(1) L&, BllRT X oiC, L3OutA v X —T A A T4 NE) Tk
RETDHEEWCIP T VT 4 v 7 AERRETHHLEN L2V F L,

11 -

apicl (config-monitor-access-source)# filter tenant tl l3out 13outl vlan 2820
[no] shutdown

F=HV T By varET 48T (FFAFX—TN) IZLET,

11

apicl (config-monitor-access)# no shut

[ CiscoAPIC EARFEHA K. U U—Z3x



NX-08 2 4% A L0> CUI & (A L 1= SPAN 7« L& 5 —T0%z [

il

ZOPNE, o= AN T I RBARAE=Z) T Byt a b ERETDHHIEERLTOE
7,

apicl# configure terminal
apicl (config) # monitor access session mySession
apicl (config-monitor-access) # description "This is my SPAN session"
apicl (config-monitor-access)# destination interface ethernet 1/2 leaf 101
apicl (config-monitor-access) # source interface ethernet 1/1 leaf 101
apicl (config-monitor-access) # drop enable
apicl (config-monitor-access-source) # direction tx
apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit
apicl (config-monitor-access)# no shut
apicl (config-monitor-access)# show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my SPAN session"
destination interface eth 1/2 leaf 101
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epg
exit
exit

NX-0S R 2 A LD CLI Z{FEALT=-SPAN 7 4 LR T IL—TDHEFE

WOFIETIE., SPAN 7 4 VE TN —TF LT 4B 20 MY ZRETDHHFIEICONTEEAL
‘ij‘o

FIE

AT w71 configure
Ja—VREE— FEBE L ET,
11 -

apicl# configure

AT w 72 [no] monitor access filter-group filtergroup-name
TIRAE=ZLV T T4NE TN—TEEER L ET,
£

apicl (config) # monitor access filter-group filtergroupl

AT 73 [no]filter srcaddress source-address dstaddress destination-address srcport-from source-from-port
srcport-to source-to-port dstport-from destination-from-port dstport-to destination-to-port ipproto
| P-protocol

TUYNE TN—TDT7 4 VHE = M) EBRELET, 22T,

Cisco APIC BAFEEH /4 K. JU—23x |}
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B Mxosx51 Lo cu£ERLESPAN T L5 FL—TOBE

» source-address (%, IP7 RL A/~ A7 WROEFEILIP T RLATT, IPvd7 RLABX

O'IPv6 7 RLAD EL L B AR— I TWET, 0000 DEIXZ, 207 ¢+ — /L RTH
EDIPvAT7 KL A= N ZIEET A0, = OfEIX, FEDIPV6 7 KL A= KU
EIRETHOIHERLET,

s destination-address i%, IP7 RL A/~ A7 ARDSIHIPT RLVATY, IPvd7 KL A X

WIPV6 7 FLAD EL L LY R— &N TWE4, 0000 DfEIX, D7 44—/ KT
BEDIPvaT KL AU MY ERETHDIC, @ O, FEDIPv6 7 KL AT R
ZIRETHIOIEALET,

« source-from-port 1%, HIDEEFEITLL A ¥ 4HR—hTF, ZD7 ¢ —/ KiL, srcport-to
T4—LRELEBIZ, BETXR— b 2T 4N F ) T EODOR— M ZEELE
T, H0IX, ZOT7 44—V RTHEED=V N ZEETH-OICHERLET,

« source-to-port I%, wEDOEET LA Y 4R —MTT, ZDO7 1 —/L R, srcport-from
T4V RELBIZ, BEXA—RNETANZ )T THDOR— MEHAZEE L E
T, HO0IE, ZO7 44—V RTRED=Y N ZHBETH-OIHEALET,

» destination-from-port (%, &IOSV A ¥ 4H—FTT, ZTD7 1 —/ FiL, dstport-to
T4V REEBIT, SER—FET A NE ) T DO R— MEAEZRE L E T,
0%, 27 41—V FTEEBEDTV M) ZHEETH7DIENLET,

» destination-to-port |, E DL A ¥ 4K —FTT, TD7 ¢ —/L FiX, dstport-from
T4 =NV REEBIT, SER—NETANZ Y T T HIZOOR— M EREELET,
BOolX, ZO7 44—V R RTEED= N ZHRETHIOIEHLET,

« IP-protocol [Z 1P 7’12 h 2L T4, fHOIX, ZD7 44—V RTRERED= M) 2FBET D
eI LET,

51

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

ATw 4 exit
TIRAEF=ZR— T4 NE TA—TREET— RIIED T4,
B -

apicl (config-monitor-fltgrp)# exit

ATy T exit
Jua— )L ar 74X al—yary ET—FEKTLET,
i -

apicl (config) # exit

[ CiscoAPIC EARFEHA K. U U—Z3x



NX-0S R % A L0 CLI A LI #i3E 7 1 L2 1=£ 5 SPAN 74 Lz oz |

il

ZOWX, SPAN 7 4V Z T—T T 4B o M) EARET D HEEZRLTNE
7,

apicl# configure

apicl (config) # monitor access filter-group filtergroupl

apicl (config-monitor-fltgrp)# filter srcaddress 1.1.1.0/24 dstaddress 0.0.0.0 srcport-from
0 srcport-to 0 dstport-from 0 dstport-to 0 ipproto 20

apicl (config-monitor-fltgrp)# exit

apicl (config) # exit

NX-0S RZ A LD CLU ZFER LR 7 1 JLAIZK D SPAN 7 1 LR DEXRTE

WOBENE, CLI Zif LTSPAN 7 4 VX LHERET 4 WV H R ET D HEERLTVET,

FIE

CLI ZffH LT SPAN 7 4 )V LHEET 4 NV Z BRET HITIE -
B -

apicl (config-monitor-access-filtergrp-filter-extended-filters)# show run
# Command: show running-config monitor access filter-group filtergroupl filter dstaddr
192.168.10.1 srcaddr 192.168.10.100 extended-filters extl
# Time: Wed May 11 11:25:23 2022
monitor access filter-group filtergroupl
filter srcaddr 192.168.10.100 dstaddr 192.168.10.1
extended-filters extl
dscp from CSO to 4
dotlp from 1 to 5
forwarding-type switched
tcp-flag ack off
tcp-flag fin off
tcp-flag rst on
exit
exit
exit
apicl#

NX-08 R 2 A LD CLI Z{EAL71=SPAN 7 1 LR 4 I)L— TOREESR T

ATy T

WROTFNATIE, 7 4 VZ Z)V—"T7% SPAN i&15 75 7 )V — I BHHEAT T B HIEIC DWW TR L
F7,

FIE

configure

Ju—r ) a7 4 Fal—arET— REBLET,
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B vxos 5400 cU £ R LR SPAN T 4 L8 YL —TOBEER 1T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

1 :

apicl# configure

[no] monitor access session session-name
TIRAER=LY T Yy a UVEREERERLET,
11

apicl (config) # monitor access session sessionl
filter-group filtergroup-name

T4 NE T—T e BT T,

1 -

apicl (config-monitor-access) # filter-group filtergroupl

no filter-group
MBS LT, 74 VE I A—TF ORI T 2R L E 3,
£

apicl (config-monitor-access) # no filter-group

[no] source interface ethernet {[fex/]dlot/port | port-range} leaf node-id
EETA F—T A AR — P ERIFR— MEFEZ R ELET,
i -

apicl (config-monitor-access)# source interface ethernet 1/9 leaf 101
filter-group filtergroup-name

7 4B T )V—T % SPAN %15 I BEAHT £,

11 -

apicl (config-monitor-access-source)# filter-group filtergroup2
exit

TIRRAE=ZS— T4 NE TA—TREET— IR £7,

i -

apicl (config-monitor-access-source) # exit

no filter-group
VELNZIE UC, SPAN EE T D 7 4 Vv H T —T ORER T 2R L £,
1 :

apicl (config-monitor-access-source)# no filter-group

exit

TIRRAE=S— T4 NE TN—TREET— FIIRED 7,
£l

[ CiscoAPIC EARFEHA K. U U—Z3x



ATy 710

NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

apicl (config-monitor-access) # exit

exit

Jua—N)ar7 4 Xal—yary EB—FEKTLET,
il -

apicl (confiqg) # exit

51
ZOBNX, T4 NE T—TEEEMNT D HEE R L TWET,

apicl# configure

apicl (config) # monitor access session sessionl

apicl (config-monitor-access) # filter-group filtergroupl

apicl (config-monitor-access) # source interface ethernet 1/9 leaf 101
apicl (config-monitor-access-source)# filter-group filtergroup2

apicl (config-monitor-access-source) # exit

apicl (config-monitor-access-source)# no filter-group

apicl (config-monitor-access) # exit

apicl (config) # exit

NX-0S X2 A )LD CU ZFERA L =7 X E— K TN ERSPAN DX TE

ATy T

ATvT2

ATvT3

ACIL 777U v 7 Tlk, 7278 AEF—RFOERSPANREZXFEHL T, 1 2L DY —7 /—
ROT7E®AR—Fr, "—h Frrl, BEOVCOLREENTZ N T T4 v 7 BEHRTE
F7,

ERSPAN t v ¥ a v OBE ., 5kEITHEICTy FARA v b Zv—F (EPG) T, ZhbiE7 77
Uy ZHNOEZICTHREBTEEY, BHALO N T 7 4 v 713, EZ2Th, EPGABEI L
7o Cdo D5 iRk SN E T,

FIE

configure terminal
Ju—r\ )L ar 7 4 Fal—arET— REBLET,
1 -

apicl# configure terminal

[no] monitor access session session-name
TI/RRAE=ZY T vy va VREEELET,
i

apicl (config) # monitor access session mySession

[no] description text

Cisco APIC BAFEEH /4 K. JU—23x |}
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B vosx54 00U £ERLET S £R E— FTO ERSPAN DR E

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

IDEFE=ZY T By aryOHEBMLET, TFA MIAN=ZAREGETNTWEHE
T, H—B AT CHOLENH Y £,

1 -

apicl (config-monitor-access) # description "This is my access ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

A v HE—T =2 A AT MELTHEEL, a7 X2 —alt— el
ij_o

1 -

apicl (config-monitor-access)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id

ERSPAN ¥ 2 > ® ERSPAN ID Z &%/ L £ 7, ERSPAN O#iPHIE 1 ~ 1023 T,
i -

apicl (config-monitor-access-dest)# erspan-id 100

[no] ip dscp dscp-code

ERSPAN ~ 5 7 4 v 27 D37 F® DiffServ =— K R4 >k (DSCP) EARELET, 5F
TEHHMHEIT 0~ 64 T,

51

apicl (config-monitor-access-dest)# ip dscp 42

[no] ip ttl ttl-value
ERSPAN F T 7 ¢ v 7 O IP {##ke ATRERERE] (TTL) fEZA & E L E9, #PHIL 1 ~ 255 T9,
B -

apicl (config-monitor-access-dest)# ip ttl 16

[no] mtu mtu-value

ERSPAN ¥ v i g D RREEA. MTU) H A4 XZ2RELET, HETE HHHIL 64 ~
9216 /XA T,

1 -

apicl (config-monitor-access-dest) # mtu 9216
exit

FEoH— TV BEAREE— NIZRED £7,

11

apicl (config-monitor-access-dest) #
[no] source interface ethernet {[fex/]slot/port | port-range} leaf node-id

FEITA P =T = A A R— P EEIAR— M ZEE L ET,

[ CiscoAPIC EARFEHA K. U U—Z3x



ATy TN

ATvT12

ATy 713

ATy 714

ATy 715

ATv 716

ATv 11

NX-08 R 2 A )LD CLI ZEA L7V R E— K TO ERSPAN DR E .

1 :

apicl (config-monitor-access)# source interface eth 1/2 leaf 101

[no] source interface port-channel port-channel-name-list leaf node-id [fex fex-id]
EETXA I —T 2 A ADKR— N TF ¥ XNV ERELET,

11 -

apicl (config-monitor-access)# source interface port-channel pcl leaf 101
[no] source interface vpc vpc-name-list leaf node-id1 node-id2 [fex fex-idl fex-id2]
HERA L H—T A AVPCHIBE L E T,

11

apicl (config-monitor-access) # source interface vpc pcl leaf 101 102

drop enable

ASIC CRB Y 7INT2T_XTONRT y aed v 7T v L, FRlERE S 4172 SPAN 50 E123E(F
T 5., SPAN > Fu v TeEE A XR—7 M LET,

1

apicl (config-monitor-access-source)# drop enable

[no] direction {rx | tx | both}

BTV TTBERNT 74y 7 OFMERELET, Hrand, #E7xA— T &ML LT
ETEET,

B -

apicl (config-monitor-access-source)# direction tx

[no] filter tenant tenant-name application application-name epg epg-name
FT=HVUTTDRT T4 T DT A NVABEEITNET, 7 V&1L, 5
LIS LTERETX ET,

1 -

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl

i

il

SeA— M

exit
T EBRAE=AY LT Byl a rBEE— NICEY £7,
Bl -

apicl (config-monitor-access-source) # exit

[no] shutdown
FT=XZ VT vy arET =7 (£iFA %—7 ) [ZLET,
11

apicl (config-monitor-access)# no shut

Cisco APIC BAFEEH /4 K. JU—23x |}



B vosx54 00U £ERLET S £R E— FTO ERSPAN DR E

il

TNl ERSPAN 7 7t A F=Z UL P o a BB ETAHESZRLTWE

To

apicl# configure terminal
apicl (config) # monitor access session mySession

apicl (config-monitor-access) # description "This is my access ERSPAN session"
apicl (config-monitor-access)# destination tenant tl application appl epg epgl

destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1
apicl (config-monitor-access-dest) # erspan-id 100

apicl (config-monitor-access-dest)# ip dscp 42

apicl (config-monitor-access-dest)# ip ttl 16

apicl (config-monitor-access-dest)# mtu 9216

apicl (config-monitor-access-dest) # exit

apicl (config-monitor-access)# source interface eth 1/1 leaf 101

apicl (config-monitor-access-source)# direction tx

apicl (config-monitor-access-source) #drop enable

apicl (config-monitor-access-source)# filter tenant tl application appl epg epgl
apicl (config-monitor-access-source) # exit

apicl (config-monitor-access)# no shut
apicl (config-monitor-access) # show run
# Command: show running-config monitor access session mySession
# Time: Fri Nov 6 23:55:35 2015
monitor access session mySession
description "This is my ERSPAN session"
source interface eth 1/1 leaf 101
direction tx
filter tenant tl application appl epg epgl
exit

destination tenant tl application appl epg epgl destination-ip 192.0.20.123

source-ip-prefix 10.0.20.1
ip dscp 42
ip ttl 16
erspan-id 9216
mtu 9216
exit
exit

ZOFNX, BE=Z VU TEETRELTAR—F FY R ERET D HEEZRLTWE

#‘O

apicl (config-monitor-access) # source interface port-channel pc3 leaf 105

ZOFNX, E=F Y TFEETRELTVYWPCD 1l DDV y ZERET D HEEZRLTW

i‘ﬁ—o

apicl (config-monitor-access)# source interface port-channel vpc3 leaf 105

WOHIL, FEX 101 26D R — hOFHEZE=X U T REILE LTHRET D HiESL

R LTUVWET,

apicl (config-monitor-access) # source interface eth 101/1/1-2 leaf 105

[ CiscoAPIC EARFEHA K. U U—Z3x
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NX-0S 2% A LD CU EBALI 77 TU v s E— kTo ERsPAN o I

NX-0S R 2 A )LD CU ZERAL-T77 T ) v E— FTH ERSPAN DELTE

&

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ACI1 777Uy 7Tk, 777V v 7 F— RO ERSPAN REZXHEHLC, V—7 /J—FFE-
FANRA Y )= RD12ULEDT 77V w7 R=bhoRESNTZ T T4 v 7 2E=HY
VITCEET, B—HANSPANIT T 77U v = RTIEYR—FENTWHERA,

ERSPAN & v ¥ a VDA, sisldic=y RaRA > b Zv—7 (EPG) T, T biZ7 77
Vo ZHNOEZICTHREBTEET, BEHIRO NT 740 v 71%, E2Thit, EPGHBHE L
TG Ch D5EICEIEINE T, 777 Vv 7 F—=RTIEL, 777U v 7 R— FDOHNRE
B ELTHAINETN, V—T AL v TFEARL U AL v TFOWMGFRHTRISNET,

FIE

configure terminal
Ju—sbar7 4 Xalb—vary - RERBLET,
i

apicl# configure terminal

[no] monitor fabric session session-name

Ty IV BT=A )T vy a URERVER L ET,
1 -

apicl (config) # monitor fabric session mySession

[no] description text

TOEFE=AZY T By aryO@AERBINLET, TEFERXMIARR—ZARNEEINTWVELES
WX, H—5| A CHOLENHY F7,

&1

apicl (config-monitor-fabric) # description "This is my fabric ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

WA F—Tx2A AT PELTHEEL, a7 4 F¥=2b—vaE— REBL
F7,

1 -

apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id
ERSPAN & v 3 . ™ ERSPAN ID 5% L £9, ERSPAN O#ifHi% 1 ~ 1023 T,
B -

apicl (config-monitor-fabric-dest)# erspan-id 100

[no] ip dscp dscp-code

Cisco APIC BAFEEH /4 K. JU—23x |}



i |

B vxosxsqiocuEERLET? TY vo E— KTOERSPAN ORE

ATy T1T

ATvT8

ATvT9

ATy 710

ATvIN

AT T12

ATy 713

ERSPAN + 7 7 4 v 7 /3 > b ® DiffServ 2 — K 7K1 >+ (DSCP) fHAZRELFI, 5
TXAHiPHIZ 0~ 64 T,

1 -

apicl (config-monitor-fabric-dest)# ip dscp 42

[no] ip ttl ttl-value

ERSPAN k7 7 1 v 7 @ IP {ife il el (TTL) fEA2FE L E£9, #HIX 1 ~255 T,
1 -

apicl (config-monitor-fabric-dest)# ip ttl 16
[no] mtu mtu-value

ERSPAN & v ¥ a DI KIGEHAL MTU) VA XEZRELET, FHETE HHHIL 64 ~
9216 /XA T,

&1

apicl (config-monitor-fabric-dest)# mtu 9216
exit

TS = TV RBAREE— FIZREY £7°,

i :

apicl (config-monitor-fabric-dest) #

[no] source interface ethernet {slot/port | port-range} switch node-id
EEILA =T oA A R— bEIIR— MEHZEE L 7,

11 -

apicl (config-monitor-fabric)# source interface eth 1/2 switch 101
drop enable

ASIC TR Y T ENTTRTONTry a7 F v L, FRIRIE S 1172 SPAN 56561224
9%, SPAN 4> Ko v 7#ees A x—7 iz LET,

&1

apicl (config-monitor-fabric-source)# drop enable

pall

[no] direction {rx | tx | both}

TV TTDHET T4y 7 OFMERELET, HRlE, F#METXR— I &I L TR
ETEET,

1 -

apicl (config-monitor-fabric-source)# direction tx

[no] filter tenant tenant-name bd bd-name
Ty RAAL LTI T4 w7 %74 V2 Y T LET,
1 -

[ CiscoAPIC EARFEHA K. U U—Z3x
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apicl (config-monitor-fabric-source)# filter tenant tl bd bdl

AT 714 [no] filter tenant tenant-name vrf vrf-name
VREChI7 747 %7 4 VH )T LET,
11

apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl
ATvT15  exit

TIRA RSV T Ly va VREE— FIZRY £

il -

apicl (config-monitor-fabric-source) # exit

AT 716 [no] shutdown
FT=XZ VT wyarET =7 (£iFA %—7) [TLET,
11 -

apicl (config-monitor-fabric)# no shut

1

ZOFIE, ERSPAN 7 7 7 U w7 =RV o vy a Uy BRETAHFEEZRLTHD
i—a‘o

apicl# configure terminal

apicl (config) # monitor fabric session mySession

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"
apicl (config-monitor-fabric)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-fabric-dest)# erspan-id 100

apicl (config-monitor-fabric-dest)# ip dscp 42

apicl (config-monitor-fabric-dest)# ip ttl 16

apicl (config-monitor-fabric-dest)# mtu 9216

apicl (config-monitor-fabric-dest)# exit

apicl (config-monitor-fabric)# source interface eth 1/1 switch 101

apicl (config-monitor-fabric-source)# drop enable

apicl (config-monitor-fabric-source) # direction tx

apicl (config-monitor-fabric-source)# filter tenant tl bd bdl

apicl (config-monitor-fabric-source)# filter tenant tl vrf vrfl

apicl (config-monitor-fabric-source)# exit

apicl (config-monitor-fabric)# no shut

NX-08 R Z 1 )LD CLl ZEA L =T+ > k E— K T®D ERSPAN D% E

ACI1 777Uy 7 Tlx, 77 h F— RO ERSPANREZFHH LT, TF FNOZ KR
AN ITN—TNORIEENTZ N T T4 v 7 2E=F ) T TEET,
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B vosxs4 L0 £ERLETF Yk E— FTO ERSPAN DR E

ATy T

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

TFr b |—=FRTIE, BETEPGOLRIEEINIZ N T 74w 27iE, AUTF v PNDFEE
EPGIZXEENET, FETLEFITBEDEPGR 77 7Y v 7NTBELTH, F T 74>
TDE=FY) TIINIEBELEE A,

FIE

configure terminal
Ta—r VB EE— 2B LET,
i -

apicl# configure terminal

[no] monitor tenant tenant-name session session-name
TrrybhER=2Y) T vy a VREEERLET,
i

apicl (config) # monitor tenant session mySession

[no] description text

ZOT77RRAE=FV T By a rORMAEBINLET, THFAMIAR=ZARGEENT
WOHEEIL, B—Sl A CHOLLERDH D £,

1 -

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"

[no] destination tenant tenant-name application application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

WA B —T =2 A AT MELTHEEL, a7 X2l —at— RREBL
i —a‘o
1 -

apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

[no] erspan-id flow-id

ERSPAN t >+ 5 @ ERSPAN ID Z % & L £7, ERSPAN D% 1 ~ 1023 T,
1 -

apicl (config-monitor-tenant-dest)# erspan-id 100

[no] ip dscp dscp-code

ERSPAN ~F 7 1 v 27 D37 » F® DiffServ =— K R4 >k (DSCP) EARELET, HE
TE 5T~ 64 T,

51

apicl (config-monitor-tenant-dest)# ip dscp 42

[ CiscoAPIC EARFEHA K. U U—Z3x
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AT 71 [no]ip ttl ttl-value
ERSPAN k7 7 ¢ v 7 @ IP 1&ft Al RERFRE] (TTL) EAZRE L E9, #PHIL 1 ~ 255 T9,
5 -

apicl (config-monitor-tenant-dest)# ip ttl 16
ATw 78  [no] mtu mu-value

ERSPAN & v ¥ g VD RIBEHEA. (MTU) 34 XZ2RELET, FHETE 28EHIT 64 ~
9216 /XA TT,

B -

apicl (config-monitor-tenant-dest)# mtu 9216
ATy 79 exit

F=H— TV EBEAREE— NIZRED £7,

1

apicl (config-monitor-tenant-dest) #

AT 710 [no] source application application-name epg epg-name
EEILA =T oA A R— MEIIAR— MEHZEE L E 7,
11 -

apicl (config-monitor-tenant) # source application app2 epg epg5
AT 711 [no]direction {rx | tx | both}

F=ZVTTHNT T4y OFmMEEELET, HAlE, BSELAR— T EITMN LT
ETEET,

&1

apicl (config-monitor-tenant-source)# direction tx
ATy 12 exit

TIRAE=HY T By a URET—RNIREDET,

i -

apicl (config-monitor-tenant-source) # exit

AT 713  [no] shutdown
T2V T vy varET 4 E—T 0 (i34 RX—T7 V) ITLET,
11 -

apicl (config-monitor-tenant) # no shut
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B nxo0s 25100 cu %R LS 00—/ 3L SPAN-On-Drop £ v & 3 L DEE

il

ZOPE, ERSPAN T F F=X ) 7 vy v a v a2RETDHIHEEZRLTVE
7,

apicl# configure terminal

apicl (config) # monitor access session mySession

apicl (config-monitor-tenant) # description "This is my tenant ERSPAN session"
apicl (config-monitor-tenant)# destination tenant tl application appl epg epgl
destination-ip 192.0.20.123 source-ip-prefix 10.0.20.1

apicl (config-monitor-tenant-dest)# erspan-id 100

apicl (config-monitor-tenant-dest)# ip dscp 42

apicl (config-monitor-tenant-dest)# ip ttl 16

apicl (config-monitor-tenant-dest)# mtu 9216

apicl (config-monitor-tenant-dest) # exit

apicl (config-monitor-tenant)# source application app2 epg epg5

apicl (config-monitor-tenant-source)# direction tx

apicl (config-monitor-tenant-source) # exit

apicl (config-monitor-tenant) # no shut

NX-0S X4 1 JL®D CLl #{EFA L =4 0—/\)L SPAN-On-Drop v > 3 DB E

2Ty

ATV

T2

73

OB arTiR, S —FEOTRTCOFR— 2 SPAN EETETE27 0 — L Fav
Ve B EE R LET,

FIE

configure terminal
Ju—r\ ) a7 4 FXal—arET— REBLET,
11

apicl# configure terminal

[no] monitor fabric session session-name
T 7V BRIV Ty va VREERERLET,
i

apicl (config) # monitor fabric session Spine301-GD-SOD

[no] description text

IOE=AZY TSy arOmAEZEMNLET, TFRAMIAR—ZAREENTVELHS
T, H—5 AT CHLLENH Y £,

B -

apicl (config-monitor-fabric)# description "This is my fabric ERSPAN session"

source global-drop switch

[ CiscoAPIC EARFEHA K. U U—Z3x



REST API % {5/ L 7= SPAN 00 ]

I

ASIC TRy T ENTZTRTONRT y baF v 7 F v L, FHRIRIE S 172 SPAN %656 12 241
95, SPAN #4 > Ku v 7#ies A 2 —7 iz LET,

1 -

apicl (config-monitor-fabric)# source global-drop switch

ol

AT 75 [no] destination tenant tenant-nameapplication application-name epg epg-name destination-ip
dest-ip-address source-ip-prefix src-ip-address

oA A —T =2 A AT MELTHEEL, a7 Xl —art— REfBL
ij_o

1 -

apicl (config-monitor-fabric-dest)# destination tenant ERSPAN application Al epg El
destination-ip 165.10.10.155 source-ip-prefix 22.22.22.22

15l
&IZ, SPAN-on-Drop 7 v a v a&ET HHEZRLET,

apicl# configure terminal

apicl (config) # monitor fabric session Spine301-GD-SOD

apicl (config-monitor-fabric) # source global-drop switch

apicl (config-monitor-fabric)# destination tenant ERSPAN application Al epg El
destination-ip 179.10.10.179 source-ip-prefix 31.31.31.31

REST APl Z{# 8 L /= SPAN D& Rk

RESTAPI £ L1- ERSPANSE5ED T 7 T ) v O BEST IL—TDETE

Dt a Tk, RESTAPI ZfiH LT, ERSPANSEIED 7 7 7V » V555 /) — 7 %3
ETDHZ XY, RESTAPI DR TEERLET, HHFRRR T 2/87 4 DU A MMIOW
Tix., [APICEHEEHET VAR 22 T 7ZE0,

FIE

ERSPAN 5507 7 7V » V58 SN —T R E L £,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestEpg annotation="" dscp="unspecified" finallIp="0.0.0.0" flowId="1"

ip="179.10.10.179"

mtu="1518"srcIpPrefix="20.20.20.2" tDn="uni/tn-ERSPAN/ap-Al/epg-E1" ttl="64"
ver="ver2"

verEnforced="no"/>
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&
iy

B restari AL T O—L ROy TRERIL—TO

</spanDest>
</spanDestGrp>

=1

RESTAPI 2R L=/ 0—/\)L KOy TEETITIL—TDHRTE
OBV a3 T, RESTAPLZEH LT/ a— L Ra vy P E G NV—T 2T 5 2
LIZL Y, RESTAPIOfFEH FEEZRLET, FHAEERT 0 X7 DU X MIOWTI,
TAPIC EHEHRET VEE] 22 L T 7ZE0,

FIE

Jsa—sv Ray FEELT N —T /R LT,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Spine-402-GD-SOD" nameAlias="">
<spanSrc annotation="" descr="" dir="both" name="402" nameAlias="" spanOnDrop="yes">
<spanRsSrcToNode annotation="" tDn="topology/pod-1/node-402"/>
</spanSrc><spanSpanlbl annotation="" descr="" name="402-dst-179" nameAlias=""

tag="yellow-green"/>

</spanSrcGrp>

RESTAPI Z{EF L 7= SPANSESE & LTD ) —T KR— FDERTE

OB a3 T, RESTAPIZEH L TY —7 AR— %2 SPAN%EEE LTHRETAHZ LI
X0, RESTAPIDMEH FikZzErLE T, HHAER T v X7 4 DY A MZoOWTIE, [APIC
FHEHRET VER] 22 LT a0,

FIE

J—7 R— F%& SPAN%GEE & LTRELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey="" ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518"

tDn="topology/pod-1/paths-301/pathep-[ethl/18]"/>
</spanDest>

</spanDestGrp>
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RESTAPI %5 L 7= SPAN 7 4 £ 225/ L— Tz ]

RESTAPI 2 L1=SPAN 7V t RZETIIL—TDHRTE

Okt a T, RESTAPLAZEH L TSPANT 782 V—R I —T2H/ETHZ LI
X0, RESTAPIDFEH FikE R LE T, HHAEERT v X7 4 DY A MZOWTIE, [APIC
EFHIEHRETAVER] 2R L TTEEN,

FIE

SPAN 77 B A KEXT I/ N—T 2R ELET,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias=""
ownerKey=""
ownerTag="">

<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""
ownerTag=""

spanOnDrop="yes">

<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/1]"/>

</spanSrc>

<spanSpanLbl annotation="" descr="" name="Destl" nameAlias="" ownerKey="" ownerTag=""

tag="yellow-green"/>
</spanSrcGrp>

RESTAPI 2 L1=SPAN 7 7 T v O R ETTIL—TDHE

Ot aTiE, RESTAPLAZEH L TSPAN 77 7V v V(BTN —TE2HETH Z
Lk W, RESTAPI OffHFEAZRLET, FHMRER T 087 4 DY A MIOWTIEL,
TAPIC EBUEHRET VEEL] 2L T 7EE0,

FIE

SPAN 77 7' U v 7 EE LI N—THHELET,

POST https://<APIC IP>/api/node/mo/uni/infra.xml

<spanSrcGrp adminSt="enabled" annotation="" descr="" name="Test-Src2" nameAlias=""
ownerKey=""
ownerTag="">
<spanSrc annotation="" descr="" dir="both" name="Srcl" nameAlias="" ownerKey=""
ownerTag="" spanOnDrop="yes">
<spanRsSrcToPathEp annotation="" tDn="topology/pod-1/paths-301/pathep-[ethl/51]"/>
</spanSrc>
<spanSpanLbl annotation="" descr="" name="Dest2" nameAlias="" ownerKey="" ownerTag=""

tag="yellow-green"/>
</spanSrcGrp>
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B resTAPI £/ L1 ERSPAN ST 7 4 £ R 5K Y L —TORE

REST APl Z{F L 1= ERSPAN 385 D7 U £ RFEE T IL— T DERTE

ZDO® 723 Tlx, RESTAPI 2/ L C. ERSPAN%GZEDT 7 & A5 /N —F %R ET
HZ LIk, RESTAPIOfEH FEERLET, HEER Y /N7 4 DU A MIHOWTIE,
TAPIC EBEHRET VEE] 22 L T 7ZE0,

FIE

ERSPAN 55D 7T 7 2 Ao 7N —T R E L E T,

POST https://<APIC_IP>/api/node/mo/uni/infra.xml

<spanDestGrp annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="Dest4" nameAlias="" ownerKey=""

ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-301/pathep-
[ethl/18]"/>
</spanDest>
</spanDestGrp>

RESTAPI 2R L1-#53E 7 4 LR IZK D SPAN T 4 LR DERTE
WL, RESTAPI Z#fiH LT SPAN 7 4 L2 2R ETHHFEEZRTLTOVET,

FIE

Rest API Z i1 L T SPAN 7 4 L Z Z R ET A2

1 -
URL: {{apic-host}}/api/node/mo/.xml
BODY:
<polUni>
<infraInfra dn="uni/infra">
<spanSrcGrp adminSt="enabled" descr="" dn="uni/infra/srcgrp-locall” nameAlias=""
ownerKey=""
ownerTag="">
<spanRsSrcGrpToFilterGrp tDn="uni/infra/filtergrp-two" />
<spanSrc descr="" dir="both" name="srcl" nameAlias="" ownerKey="" ownerTag="">
<spanRsSrcToPathEp tDn="topology/pod-1/paths-101/pathep-[ethl/15]" />
</spanSrc>
<spanSpanlbl descr="" name="destl" nameAlias="" ownerKey="" ownerTag="" tag=
"yellow-green" />
</spanSrcGrp>
<spanDestGrp annotation="" descr="" dn="uni/infra/destgrp-destl” nameAlias=""
ownerKey=""
ownerTag="">
<spanDest annotation="" descr="" name="destg" nameAlias="" ownerKey=""

ownerTag="">
<spanRsDestPathEp annotation="" mtu="1518" tDn="topology/pod-1/paths-101/pathep-

[ethl/71" />
</spanDest>

. Cisco APIC EARTEAHA K. J1)—X3x
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</spanDestGrp>
<spanFilterGrp name="two">
<spanFilterEntry name="udp two" ipProto="udp" srcAddr="1002::1/64"
dstAddr="1001::1/64"
srcPortFrom="1" srcPortTo="2" dstPortFrom="1" dstPortTo="2">
<spanExtendedFltEntry name="arunl" dscpFrom="0" dscpTo="10" dotlpFrom="0"

dotlpTo="7"
tcpFlags="128" v6FlowLabel="1522" forwardingVal="switched" />
</spanFilterEntry>
</spanFilterGrp>
</infralInfra>
</polUni>

et DA

atid,. BIL TV A7 V=27 FO YT LI A LOREEZEEEL, HAstre F T 7L
Va—T 4 U7 EARICLEY, MEHEER, MR E A T v RORE IR T
& BE AL S—UTINETE X,

AU —ik, WETIFHFoREE, ME, 7327 7vara2ERLET, ExE AN
VLAN TRe v 7ENn7=37y FO LEWEXNER 1000 28 2 5546, ") 2 —IXEPG LT
1 OOBEEEZAERT D ENTEET,

WEr—21%, A v Z—7 A A, VLAN, EPG., 77V r— 3 7a7 7 A/L, ACL/L—
. TFU R, NEBAPIC 7 v AR PO S8 E Y —AnbIUES N E T, Hitkix, 5.
154y, 1R, 1 H, TR, 1 22A, 1IUES, £ 1 Eod 7Y CIRIRCT — 2 2%
BLET., BOHHORMRICE > T, RVEREAG2 0 ET, SEIEMitEmR 7 23
T4 EFHTE, RKE, B B 2fbor—h, bR R RADEFEERERD
0 ET, WEARRRIISR TE £, RU —iF, #itz v 2T L OBUHEDIRRE) HUIUE
T 50, BIBICERT 50, X2 0ME0ERECEET, 2, A v—iF, &
JERE & 1 D72 TS MR CIET L Lo e T E7, | FEHIIBEhY > Ko
TY, TRFREIARGE T 5 &, RO SHRIOFENENE I, —FEYIO S oIcNE ST —
EPMHESNET,

N

GE)  SHOREDOY TN La— RogREIZ 1270 QRO ICERShET, ot
RTOYP U FURBIEIZ, 1,000 70 La— RIZHIBENTWET, =& 21T, 1 B ok
R 41 B CRREFCE £,

GUI TO#EHIFmD IR

TV r—vary7adyrAn, WA X —T A A TV vy RALY 77T Vvl
J— KX APICGUI 2 LT, 2047V x7 FOMiHEREFRTEET, GUI T
WaHERE £ T DL, TEFT—2 30 XM TEHT V=7 FERIRL, [STATS| ¥ 7 % 7
Vo LET,

A B —T oA ZADMFHIEREFRT D FIEL, kO LB TT,
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B = oromstEma~or

FIE

ATFY TN A=a— =T, [Z7T Y% (Fabric) >[4 X2 k1 (Inventory) ] ZE4R L £,
ATw T2 [FEHF—2 3> (navigation) 1 DA > T, ANy RZ@IRLET,
AT T3 Ry RERHL, 24 v T ZERLET,

ATy 74 [FEHX— 3> (Navigation) %14 T, [41 2 —7 x4 X (Interfaces) 1% JEBI L. ethl/l
PRI L ET,

ATy T5 [EE (Work) 131 > T, [STATS (#£5t) 1 ¥ 7 & E=IRL £,

APIC 1341 v & — T = A ARMEMEBAF TR LET,

Ll

RDERY

[YE%E (Work) 1A > DRDOT A 2 &AL T, APIC TOMFHEROFR R FIEEZBEHTE
£7

o 37 (Refresh) : #etEHzE FEICTEH L E9,
e T —7 ) B 2—DF R (Show Table View) :FEF ¥ — FDOEREZYIVIEZ E7,

o FEFOBMAFE 72 13fE 1 (Startor Stop Stats)  : FEEHERO HEVEF 2 AN F 21Tz LE
R

o HEFOIBIR (Select Stats) : KRk TAH T Z LWL TNDA L Z—rVEBELET,

A7Vl & XML & LTH U r—F (Download Objectas XML) : XML U CTA 7
Vxl hEXyrua—RKLET,

« WX A7 (MeasurementType, HHHDT A 22) : FHaHEROME X A T E2BE L ET,
F7varé UTRBE, EOME, FOE, BHaERH Y £,
Ay FOFEHERIT U K
KDOAS L RafioT, ACLY —7 AL v FOMEHEREF R TEET,

avw >R EL:q]

L # ¥ — Cisco Nexus @ show/clear =~ > K | ZEHIIZ-OWTlid, Cisco Nexus 9000 &V — &
NX-OSHERE T A RESRL TS0,

[ CiscoAPIC EARFEHA K. U U—Z3x
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avy kR

S

show platform internal counters port [port_num
| detail | nz | {internal [nz | int_port_num]}]

ANRA R — MREHEREF TR L E T,

s port_ num: A1 FDZRVETEA— b

o

« detail : SNMP, 7 7 A, B I OHREDH
FHAERLET,
nz: ErlAoEoREZR R LET,
internal : N — b OFEHERZFTR L
i‘a‘o

int_port_num : NEBERELAR — M, 72 &
ZIE, BCM-0/97 DETX, 97 EATIL
ij—o

GE) Vorsmilty hEnbd e, A
AvFOHT BNl £
T, UK Uy hOFHITIE
UFoLoRnHY £,

cWENRY DY Y b
s FENC X DR — FofFL
(N— P SN TR)

show platform internal counters vlan
[hw_vlan id]

VLAN #itiEsm e £r L £,

show platform internal counters tep [tunnel_id]

TEP #itfE AR R L E T,

show platform internal counters flow [rule_id |
{dump [asicinst] | [slice direction | index
hw_index]}]

7 v —iEHE R E RN LET

clear platform internal counters port [port_num
| {internal [ int_port_num]}]

R— MEEHEREZHEHEL T

clear platform internal counters vlan
[hw_vlan id]

VLAN 7 7 o Z #i{EELF T,

debug platform internal stats logging level
log_level

FRy 7 aX oy LV EHRELET,

debug platform internal stats logging
{err]trace|flow}

TRy TOuX 7 24 TR ELET,
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B cvzemyamstmmL s EosE

GUI ZEAJ oiaHFEmL S LMEDEE

ATy T
ATvT2

ATvT3

ATvT4
ATy S5

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN
ATvT12

GEHERICET B FS TN a—T

FIE

A ==z — sX—"TC, [Fabric] > [Fabric Policies] % &R L £ 7,

[FE4S—> a2 (Navigation) ]34 > T+&27 Vw7 L, [E=Z41) 25 R — (Monitoring
Policies) ] Z/EB L £7,

[FEZ—2 3> (Navigation) 131 > T, £E=# VU 27 R > —4 (Default’e &) % /&L
£

[#atURgER 1) > — (Stats Collection Policies) 1 %7 U v 27 L %7,

[#E5HURE AR ) > — (Stats Collection Policies) 17 4 > K7 T, LEWEERET D [E=4Y
V9 #7724 bk (Monitoring Object) 13 XU [#iEt2 4 7 (Stat Type) ] #®IRL 7,

[E% (Work) 131 > ¢, [ L EULME (CONFIG THRESHOLDS) 1O FD + &7 A =2
7 Vw7 LET,

[ALY23rnfzbDLELME (THRESHOLDS FOR COLLECTION) ]V 4> R T+ %
77Uy 7L, LEWMEZEMNLET,

[FB/87 1 2R (Choose aProperty) 1 7 1> RUT, fat# A 7H RN E7,
[#&t L E LMEZHRSE (EDIT STATS THRESHOLD) ] 7 4 > KU T, RO LEVMEEIEE L
ij—o

« BRYEME (Normal Value) : 777 > & DA 721,

e LXVMEMD A (Threshold Direction) : L XUVMEDSERINEF ZITR/IMENE 20 E R LE
j‘o

o FH LU ZUME (Rising Thresholds) (2 U7 « 1L (Critical) . A Y% — (Major) ., <A
J— (Minor) ., %45 (Waming) ) : fERLEVWMEZ ERES>GEEIC NI V- ET,

« TFEL &V M (Falling Threshold) (2 V7 ¢ #1/L (Critical) . A ¥+ — (Major) . <A
F— (Minor) . 4% (Warning) ) : fERLEWEEZ FEI-7ZHAEIC MY T—SNET,

FABIOFERLEVVEOREE., Viy MiZEECTEEd, REMEFZ I —N Y H—&
NDFAIVTHEEELET, ViEy MEIZTZ T —NEEINDI XA IV T ERELET,
LEWVMEEZRTFT 2I21E, [EIET S (SUBMIT) 127U 7 LET,

[AL523>D=H®LELME (THRESHOLDS FOR COLLECTION) ] ¢ > K<, [FA
L% (CLOSE) 127V vy 27 LET,

4D F YA
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SINDAYE=VDOIETT 4 (ERE) OF/MEZTRETEE T, syslog A vE—VE%AF
TBHa—H) 7 7 A VIX /var/log/external /messages C9 o
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7=MACT RLRALHID) O ToR AA v FICBENTHE, FL—RAL— K KRY—T
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TO

AT9 T3 [Eyar 34T (SessionType) | Kuvy 7 X7 U A RNLAEMOE Yy a2y XA 7 hE
RLET,

[TV FRA Y MBI KRS > b (Endpointto Endpoint) | : 255 ot & 8o 7 &
HNEZ Y RARA > hTT,
FUT Ty "M BEEILT S RARA U R EEERET S RARA V NEBIRT HZMERH Y F
To ZILRBRVE ZOFRF2 AL P THRABTLLIIC, FIT VT a—T 4 THERED
—EREEEZ T HAEERHVET, DBy a AT, MO RKRA v
ERRICU =T AL v TF Dy MZERLTWAEGE, T I v 7 B 2 EEHTEE
A,

[Ty FRA 2 b BAERIP (EndpointtoExternal IP) | : X{EiIWNERT Y RARA > b T
bV BRI IP T R L AT,
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[SAERIP MBI RARA > kb (External IP to Endpoint) ] : &{ECIZAERIP 7 RLATH
V. BEEIINIR T RARA > T,

« [5VER IP A5 4VER IP (External IP to External IP) ] : 35570 & #5003/ )7 & B4R IP 7
RUATY, 3206) VU —RLME, ZOXATH#RIRTEXEST, OBy ar ¥A47T
X, hL—R— K T hIvr hyr FRITBELEATEEREA,

ATy T4 ((EE) [EHBA (Description) 1 7 1 —/b FIZiiBHZ A/ L, BIEHRE A LET,
ATy 75 [ZEfEL (Source) | =V TIZEELEREZAN LTI,

[TV FRA Y MBI RRA > b (Endpointto Endpoint) ) ] £721X[T Y KiRA > b
M54 ER IP (Endpoint to External IP) 1Dt v a > Z A F2EIR LIZEAIL. MAC,
IPvd, F72I1XIPv6 7 KL A, 72 VMAE A LT, [#RFE (Search) 1227V v/ L&
—a_o

Ty alr FATN [T RRA Y MBI KR4 > b (Endpoint to Endpoint) ] T&
D, MO RBEA L FOMACT RLRIZENLNLFEEINTZIP T RLARRN
HlIZDIH, MACT RLAZATTEE T,

BPUCENL O R A BT 1 DU EOIT 2 RRTHHR v 7 ANFRRSNET, BT,
ABALEZIP7 RLx ([IP]1F) BNMEEDTY RFA >k 70— ([EPG] ) 1I2H Y .
BEDOTF v b ([TF2 b (Tenant) 151N) 1&dHD, FsEDOT 7V r—vay (77
47— 3> (Application) 1%1) IZBLTWAZEaRLTWET, V=T A vF&K
. FEX F ., BLOR— FOFEMIX, [FE LG (Learned At) ] FNCERK RS ILE
R

[HERIPMNSITY KARA > b (External IPto Endpoint) |t v a v XA FZ2ERLT-
BAlE, SMBIP 7 KL AE AT LET,

o [5VEB IP D54V EB IP (External IP to External IP) |~ v a v ¥ A4 T2 BIR LGS
X, AL A P 3Ry R =2 OHNIP 7 R LR ERBIA 2 AT LET,

AT w76 %L (Destination) 1 = U 7IZHRLIEHREZ AT LE T,

[TV FRLA Y MBI RRA > b (Endpointto Endpoint) ) J£721X[4ERIPAS I Y
K74 > k (External IP to Endpoint) ] D& v g > Z A 7 &38R LIZHA X, MAC,
IPvd, F72I1XIPv6 7 KL A, 72 VMAE A LT, [#RFK (Search) 1227V v/ L&
j—o

tyalr FATN[TY RRA Y MBI KR4 > b (Endpoint to Endpoint) ] T&
D, WHDOZY RRA L FDOMACT RLAIZENLMNOLFEEHINZIPT RLUARRNE
HIZDIH, MACT RLAZATTEE T,

BPUCENLOFEMIE 2 B0 1 DU EOITE2RRT DR v 7 ANERSINET, HITIE.
AALEIP T KLz (IP]F]) BHFEDT Y REA >k 74— ([EPG]FI) 1251 .
BEOTF b ([THY b (Tenant) 151N) b D, FEOT 7V r—vay (77
14— 3> (Application) 1%) IZBLTWAZEaRLTWET, V=T A A vFFK
7. FEX &7, BLOKR— FOFEMIZL, [FE L5 (Learned At) ] FICF RSV E
R
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[TV FRA > D BHER IP (Endpoint to External IP) D& v a > XA 7&HER LT
Gaid, SMBIP T RLRAE A LET,

o [SMER IP NS HVER IP (External IP to External IP) | ~D& v g v ¥4 FEBRINLTZGE
E. AMBLA Y 3SRy R =7 DS IP 7 R LR EiAIAEZ AT LET,

AT9T1 [BA4L 42 KD (TimeWindow) | =V 7T, A4 L U4 RUuEBRELET,

[Z4 L4 >2 Fy (TimeWindow) 11Z, i EORFEDORERBIEICREAE LCMEET Ny 7925
OIS, A XU h, T TOLa— R, BLa—R, E&nr, BIOWE 2 IS
THEODIEHEINET, 2200 4 Ry ty EBRHY ET, 12T X TDOLa— KT,
B 1DFEADOY =T A vF (721X /—F) HTY,

7T 74V T, [&$H (LatestMinutes) 17 4 —/L R THRE LTATREO I HESNT, o —
Vo T BAL T4 RUBRBECTEET, 7740 ME2405TY, Byaidid, By
Va v EER LR E DN E LizilE (4) oF—2REEnET,

[EERMZHER (Usefixed time) | Ry 7 AZF =72 AND L, [FAE (From) ]| BX O
[#T (To) 1 74—/ RTEy v aryOFEERRKY 4 FUERRETEET, By aid
L. [BAtE (From) 176 [T (To) |FEAIECOT—ZNEENET,

ATy 78 [EE (Submit) 1227 Vw7 LT, hITNva—T 47 vyvarzZBthLEd,

LIEB6LTDE, FITNva—T 407 By ard hRue PHIRRREINET,

ST a—Ta T LR— FDERK

ATy I

ATvT2

ATvT3

ATy T4

N7 TNy 2—F 47 LAR— MZE, JSON, XML, PDF, HTML 72 £ D\ < DO TAE
pCExFET, BREEBRLESL, LA—F2Xyrn—RLT (FREFVA— ¥y a—
REATTa—nNLT) | 7L T L0, YR—F T —2AZ{ERTE2 L1
TAC IZX[GT D2 &N TXET,

FITNY2a—=T 4 ZIZ8T D VAR—= FEAERT HITIE, ROEDICLET

FIE

W OAF FTHEIZH D [LIR— FDERK (GENERATEREPORT) 1 %7 U v 7 LET,
[LR—Kk xR L—% (ReportGenerator) 1 ¥ A 7 R 7Ry 7 ANERINET,

[LA— MER (Report Format) | KRy 77X Ty A=a—0nbH 7 +—~< v b (XML,
HTML, JSON., F721Z PDF) ZE{RL £,

LAR=bDFTra— Rt ICFTTH LIRS Y a— AT 0581 [47<&EE (Now>
SUBMIT) 1%7 U v LE,

LIR— F 3R END & UR— FOAFEZRTERAE v 7 ARKRINET,

LAR—= MDA ZH CTAT P 2a—T5120%, [R5 a—5%#EE (Useascheduler) ]> [R
r2a2—3 (Scheduler) | Rey Xy A=a—2 v LT, HHETDHIAF YV 2—)Lai%
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W42, [RTPa1—F5 %4 (Create Scheduler) 1227V v 7 LTHLWAY Va—TF %
TR L £, &
[FUH RS 1—)LOER (CREATE TRIGGER SCHEDULE) ] %A 7 1 /R &R S E
hd‘o

ATv 75 [8E] (Name) ]. [ERBA (Description) J(A 7> a ), BIP[REDa—ILo4 2 KD
(Schedule Windows) 17 ¢ —/V RIZfE#AE AT LET,

GE) [R7 ¥ a1—F (SCHEDULER) ] O HIAIEDOFERIIZOWTIX, AT A ~ L
TEZRLUTITEIN,

ATv 76 [SUBMIT] #7 VU v 7 L%,

UAR— MDOERITIE, 777V v 7 O A XEEEETITA N2 FOBITIS U T, BN bER
K10 G0HY ET, VAR— FOERFIZIAT—H A Ave—URFREINET, NTTL
Va—T 47 VA= FERSE L TERRTHICE, [EREINfzLHR— FERER (SHOW
GENERATED REPORTS) 1 %7V v 27 L%,

[(HEAFEEE (Authentication Required) 1 7 4 > K7 T, —"—DOEKRER ([1—HF—%
(User Name) 1&[/NRT—F (Password) D Z AN LET, WIZ, FTITNva—T 407
LAR—= MRV AT AlZa— e — REnET,

[F_XTOLAR—bF (ALLREPORTS) 1V ¢ ¥~ RURFRIN, 4. MU HLbOEET,
ERINTZTRTOLR—FDY XA INBRREINET, 22006, BIRLIEHN T 7 14 1EKX
WISLTC, V7% 27 )y LCLAR—heXoura—RT50, 7 ICERRTHILENTE
FT (L 23 77 AVBPDF ORGE, 77U TTSICHS 2R TEED),

SIS a—TFTa20T 94 —FD FRODIZDONT
DRI arTE, T TN a—T 4T U= RO IR VIOV THALET, b
R DL, BETCEHEFENED L IICT7 7 7V v 7 TR SN TV A0, EET0) OBk
FTOXRY FT—7 RA, BIXOHHBAAL v F M THDLINERLTWET,
WO 4 —F bARa Y XAT 7T HIRTLI, V=R bR YoEAIZEz RSN,
B ANz RENET,

\}

GE)  Zovua¥—F bRrIZE, FHEaro# ik ~DO N7 7 4 v 7IZBRT 2T M AD Y —
TAAL vF, AL AL vF, BERFEX OANFERENET, 2720, o nl —
TAAL v F BHELEFEEOV =T AL v F EMDEL DAL 2V AL v F) BFEHET DY
EMNHY FT,

:@Fﬁmymﬁ\UV9\ﬁ~k\%i@?ﬂ4x%%ﬁéhiﬁo[a74nymﬁ~y
NEefHbED L), BETELEFERENBT 2T b, ZNUNRBTHT S r— a3,
FEHALTWS T 74 v 7D (VLAN 72 &) BRFEREINET,
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gz |
B 50025 v v—ForkasizonT

BEOLEMNZADO BN HY (ROXIICEREINET) | b AR a KOS AIZEEEMT S
NnNizvvss4 (ERE) LV (ZExIE, 20T vt~ AF—) ZiBALET,

ACrﬂical A Major

= ) Spine ifav13-spine1 (nod
ﬁ} Minor Warning

A Leaf ifav13-
leaf2 (node-1018)

A Leaf ifav13-
leaf3 (node-1019)

_ethir11

vPC: vpc2

Source Endpoint
IP:12.1.1.198
MAC: 00:00:02:47:01:C6

FRBECNDR v 7 ARR— R EDHRBICH— Y NV EEbED L, L 0FMRERNFR S
NET, A= FELRY 7 IZBBHFNTWDEIEEIEX. VT TV a—T 0 V7 NGB
NHDHZEEBERLET, HEIE, ARRELEFIA L VOBE, A — FE30 v
JIEENRSDHZ L 2R LTVWET, BRADYEA, KigiEd 0 A, Vo7 THOHIZE
FNH LA, BL2o0 7 — REOWH ) > 7 oA, MO TRENDVETT 4 (E
KE) OEEFEOREZZIT WL LERLET, R— M=V IVEHGDLEDL L, FELIC
B SN VDR — R TE £,

V=T 2, v F %5557 Vv rTDE AL vTFDay)—VIT VA TEET, TOT /A
ANa TATEDLR T T 7T U4 RUNRKRINET,

N

6=

L AXANPLLAXTOY—ER (Z7 AT U=l u—RKT70%) BHL55, £
nNoy MR it rINET,

s — KRZF UV EHEHT D bAr YOBEA, BERLIIEMEIP (VIP) 7 RLATHDZ &
NHEEENET,

CEETXETITIH—F v PN ESX = —DERIZHDEE. ESX T bR IcRrEhn
*7,
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BEEFS IV a—T« v EERDER

ZOFNHETIE.

FIE

FEENT TN =T 47 T 4P —

WE ST 1—F o yEEOER [

ROFERTIEZOW TR L £7,

AR NFERERTOIVa Y

=)

ATy T

[FE4&—2 3> (Navigation) ]-3A1 >
T[EE (Faults) 127V v 7 LT,
[[EE (Faults) | "7 7y a—TF 4
7 i O & Bt L E T,

[FEE (Faults) 1HEmEIZIL, LARTIZER
L7zik Gt L B e e i35 bR v
L. RohoEENRERRSNET, ]
ESINTZBEDEEFEDHDRRINE
T, EENSIHGAITEIC, EREAR
ZDTOIHFEDOATHALZ RINE
T, WiE EHOAONFESRBL T, &
BT ST AR UL A g
LT &, AWVWR Y 7 A%, F0k:
EOERICIT N T TNy 2—F 4 5t
BOMENRRN 2R L TWET,

ORI, NTTNAa—T 4
VT ey vaAcET LY —7 A

A vF AL AL vF . BELUFEX
bERINET, V—T AL vTF, R
A AL v T, FEX72 EOHEBIZ—
INEEDELN, EEE7 Y v I T5
Lo OO O X0 FEIZR RN TR
SNET,
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B ccvomstrsonsa—F o sEEOER

aAX U RFERETIVaY B#
&Criﬁcal A Major
Minor Warning
A Leaf ifav13- A Leaf ifav1
leaf2 (node-1013) leaf3 (node-101!
eth1/25 |

vPC|vpc2

Source Endpoint
IP:12.1.1.198 ()
MAC: D0:00:02:47:01:C6

ATV T2 EEEI ) v I THE, HOHD L
D EEZ A ST [ ROy THEE
(Drop Stats) 1. [A> F542 ¢ FOv
7 (Contract Drops) J. 8L O[+S
74 v Et (TrafficStats) ]2 7D
HEALT TRy 7 ANFRENET,

BENE YD
ey 7 N TNy a—T ¢ 7 EEOMEH (166 ~<X—)
FOy st b dIa—FT 4 v EEDEA
[FE#—< 3> (Navigation) 131 > C[FBw J/#fst (Drop/Stats) 1% 27 Vv 27 LT, [F
0w J#%Et (Drop/Stats) 1D~ T 7V 2—F 4 v ZHEHOMEH 2B L £,

[FBaw Ji#rst (Drop/Stats) 1V > RUiZid, Ka vy b0 R TOMEHERZ &Te bR
RUBRTRESNDID, KAy FREET 5089 hEWHICHRTX $T, oy 7Rz
IV ITHE SO DOFEMERIAETRENET,
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Koy Tt r S Iy a—7 4 voEmE0ER [

Mo stats available Mo dro Packets dropped . . )
° g G Spine ifav13-spil

A Leaf ifavia- L A Leafifavis- ELLLLLLL
leaf2 (node-1018) leaf3 (node-1019)

eth1/25 athﬂ’l‘l
F‘C pt:2 vPC: vpc2

Source Endpoint
IP: 12.1.1.198 ()
MAC: 00:00:02:47:01:C6

Kay7EgRE 7Y v s3T5, [FRy TiHfEEt (Drop/Stats) ] HifE o B2 3 2D % 73 %
D, BRENIMEIZOHED ) — 7 £ H1FAA v FITu—DF514 RENET,

30D Z TIXRO LB Y T,
«[FBy J#&t (DROP STATS) ]

ZDATITNE, Ryl horZ2oRidnEranid, SESERL-ALTRr Yy X
NHr sy FRZ ZICERENET,

)

GE) FTuHFANTE. ERTaob L X3IEERICESTWVET
N, =P —[F TR TCOEEERTDHIIICHETEET,

«[a>F3%4 + FAY T (CONTRACT DROPS) ]

ZOEATIE, BELEa Yy 7 R Rey 7O R MRFERINET, TiUIfEx o
v kw2 (ACLmr7”) TY, EETXA 22— AR (Source Interface) . FE{ETT IP
7 FL X (Source IP address) . #{EtR— k (Source Port) . 3E5%E IP 7 FL X
(Destination IP address) . 3E%t7Rk— k (Destination Port) & 20 k3L (Protocol) 73
EDZENT y NOIEFRNERRIINET,

N

GE)  FTRTONNTy PRI ZICFREINDI DT TEH D A,

Cisco APIC EASRTEHA K. J1)—X 3x .
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B =2r59r 50005 vrERNER

[FT T4 vy #HEHEER (TRAFFIC STATS) ]
ZOXTNE, EITHFDO N T T 4 v 7 BRTRRIAERENET, bk, BmEsh
7y T,

N

GE)  T74NVRTIE ERErOI T ZIFFHERRIZRS>TWVET
B, =P =TT N TOMEEFT DRI ICRETEET,

DL EMICSH D [§XT] 7 A 2 (e ) 7V w7 LT, T XTOFHRGRA TV =
7 FOFTNTORGEN e —EICER TR TLHZ L b TEET,

PoEiZdPolisto Foy F72RIRT 557 a b b0 £, [[EAEO0DOHKHTERT
(Show stats with zero values) 1DF = > 7R v 7 2 (BEOLE L) 241295 L, BEFED
TRTCO Ry 7R RTEET, BE (Time) . FEEZ(T-ATP x4y + (Affected
Object) . #t&t (Stats) . BLOME (Value) D7 4 —/b FiZiE, T X TOEREDT —F M3
AN EhET,

[ OED#E£FKRT (Show stats with zerovalues) | Ry 7 A& F = v 7 LRWEA, YLl
SO Ru oy T TRERDFRRSNET,

\)

GH  [§RT (A 174 2v%2 ) v LEHES, AtuYy s sl shEd, 357 To
%7 ([FBw JTH#ist (DROP STATS) ]. [E# KB wv T (CONTRACT DROPS) ], BL T
[F5 24 v 2#5 (TRAFFICSTATS) 1) &I TE, FLZA FOFRBRRINET,

BMEIEYY
ay I N NITNANY a—T 4 7 EmEOER (168 X—)

AVEIO R ST a—T4 U EEDER

[ E#— 3> (Navigation) 1A > T[a> k3% k (Contracts) 1 %27V v 27 LT, [3
Y k5% bk (Contracts) 1 h T 7y a—T 4 7 EiEOMERAZBRBL £,
[ k5% b (Contracts) | h T 7y a—T7 ¢ U7 EEICIE, BFELHDEd, BLU%EE
MHEETICHEH e/ 2 T 7 PRFRSNET,
HFNWT—7VORBLOKITIX, 74 NVZERLTNET, 74 VZDOTFITE, FFEDY —
TEIFAL v TFOBEHEDO 7 42 = WY (FA L)L, L4 FIET,. L4FEE, TCP TS
g.TF70vav, /J—F, BXUOEY ) BZRTEEOITRASY £,
FERRAET A 2= NEEbEDE, I NTF T N ET N T N T A NVALNERS
NET, BT =7 NLVOERH LT (FRE7 4 0%) OFMICERENDT XA ML, a2
N2 VOEATEHRLET, WRIZHZRLET,

* Epg 75 Epg

« BD # 7]
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ARV DRI TN a—T 4 voEEOER [

« & 5 HARVLUTH I
2T FAMER

INBHDary T MNE, BEILHBIE~ BXOmENSERE I~ EEINET,
Y

GE) BT ANZIIRKRENDE Y MIBBEWTT (%0, BEDV—T7 LI, FOa v T
v b, a3 ST 8 7407, FRF3A— Oy FRERREINET) . T 1
ST EICHEBICEFINET,

%ﬁ([a)74:ymw—yw%ébﬁék\ﬁuy—%ﬁ%ﬁﬁfﬁi#oit\iﬁé
NTWD EPG 2R THZ &b TEET,

N

GE) =V FRRAYRMEICay FF 7 ERe0WgGE, ZHUE[EaY 39 b T—208% Y FHA (There
isnocontract) | Ry 77 v 7 TRENET,

BEENEYD
ARVIED ST TNy 2—T 4 TEEOHH (169 ~=—)

ARVKND ST a—TF4 5 EEOER

[ E#— 3> (Navigation) 1 XA VT[4 FEEE (Eventsand Audits) 1227 VU v 7
LT, [N MEEE (Eventsand Audits) | N7 7 vy a—F ¢ 7 lim O 2 Bi6 L £
jéo

BaeD)—=T7FFARSL L AL T2 ) v 7TDHL, ZTOEADAR MNMIET LIV
MEmae £ TcEET,

[41 R> k (EVENTS) ] & [BFIE2$% (DEPLOYMENT RECORDS) | D2 2D X 7 Z{HEHT
xFET,

«[41 Rk (EVENTS) 1iE. v A7 5 (PRA % —7 =— AR VLANS 72 &) THAEL
TEEDOA R N Lba—RERRLET, FFEOY =7 ZEIfEROA X FARY A RS
NTWET, ZibDA Xy M, EXE (Severity) . £8%221154T2x0 b
(Affected Object) . #ERLEFR (Creation Time) . JBE ( Cause) . &L EtBA
(Description) (ZHASWTIHEANEZ L2 ENTEET,

- [ERiitEk (DEPLOYMENTRECORDS) ]i%, ## A > % —7 = A A, VLAN, VXLAN,
BIXOLICTX TORY »—DREMEZRLTHET, ZHHDLa— K&, epg DI=dIC
VLAN 28 U — 7| 2B S el 2R LTV ET,

[TRTHEE (AllChanges) JHEHD [TT (All) 17142 (e) IV rTH Ll
FEE LIRS (F73x v 77 vva—T 4Tty ay) FICRALEEEZRTTA
TOAR NERRTEET,
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. Traceroute FS5 TV a—F 4 VS EEOFER

[T RTDHZEE (All Changes) ] HIEIIZIX, IRD 3 S>DXTHRHY £,
- [B5& (AUDITS) ]
ERICITY —7 T vm—a VR0, [TXTOHZEE (All Changes) ] Eijf CTD
HEHTEET,
s[4 X2+ (EVENTS) ] (k5D)

- [EFAiE8% (DEPLOYMENT RECORDS) ] (L:7t)

EENEYD
Traceroute N7 7V o —7 ¢ 7 @O (170 =*—7)

Traceroute F 5 )L a—T 4 UV EEODFER

[ E4#—< 3> (Navigation) 131 > T [Traceroute] %~ U v~ LC, [Traceroute] ~ 7 7 /L
Va—T 4 U EEOEHEZGE L ET,

T TNy a—T 4 > T D= traceroute Z ERK L TFEATT HI21F, RO FNEEZFEITLET,

1. [Traceroute] ¥ A 7w 7R > 7 AT, [##EkAR— & (Destination Port) ] Ko v 7 ¥
UA KT, #tleAR— M2 BRLET,

2. [ZB k3L (Protocol) | FAE T A=a—hb7a ha L@l LEd, HR— k&
NTNWLA 7Ty a iko LBy T,

cicmp : 2O a haUEI—HREITHY, V=AU =T bR T Y RERA 2V DR
~O traceroute & FEIT L F 7,

ctep 1 2O E Fa B RIGETT (udp 7 b I OWTOMAESRLTLZ
W)

eudp : ZO7 B F VIR FHETHY, V=AU =T nLERILET Y KRA v h~D
traceroute & 31T L, WICHEGIL Y — 7D Y —A =2 KIARA > b~ traceroute % 5
fTLET,

\}

GE)  IPv4 7233 UDP. TCP. BLXWICMP 2 FhaiLxHR— k LET, IPv6 DA . UDP O &
N R—bFINFET,

3. traceroute Z1ER L7= &, [B%E (Play) 1 (£72iXStart) AR¥ %27 U w2 LT traceroute %
BAtA L9,

)

GE)  [B% (Play) | REX V2T L, P 2AF A LICHEY S—DMER S, BEA v b —URFRE
ﬂi‘g—o

4. [OK1 %7 U w27 LTHATT 5 & traceroute D FEITHBAIA S IVE T,
5. [fF1t (Stop) ] R% > %27 Vw2 LT, traceroute ##& T L ET,
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FrIvo s k5IN a—T 4 voEEOER

\}

GE)  [BLL (Stop) | AHX v #MHT L, AU =RV AT APLHIBRESNET,

traceroute 235¢ |95 & | BB SN RN R R IIE T, [Traceroute DFER (Traceroute
Results) ] ®BEIZIL, traceroute 23 EE) S V725 (VY — A0 bR~ EoI138kkN b
Ve RAN) BT IAE T A= a—Rh ) FT,

FERIX, ETEM. Traceroute R 7—A2 X LR — . BLOTO FaLoFEREET
[Traceroute] % 4 7 B 7 b FERINET,

FERIZ, BERORIITEINE T, FOKRANL, traceroute 7' B — 7 |IIHE LT/ R AN D%

J— REETEDIHEAINET, FRORHIOKBEIX, PL—Z2 01— 7o —72HE Uik
%D ) —=RTHDHIZD, RXANKTTDHEFE#R LET, =—V —IT traceroute # ELEHT 25 5
%2R UEH A, traceroute [XHIZE Y > a I L TR ENE T, By a o BKkOL

A

o -

« EP I BHAMVERIP F 7213450 IP 7> 5 EP DA, traceroute 13512 EP 7> HAMEL IP (ZiEEE) S
¥,

*EP/PHLEPTHY 7m F 2 /LARICMP TH D546 . traceroute I35 121515 Joh» HEERLIL~E
B Ed,

«EP 75 EP TH Y 71 k=L UDP/TCP Th D4 . traceroute 1L i I T [ T,

)

GE) « [Traceroute M#ER (Traceroute Results) | Fr v X A=a—%fFHL T, kitov
TUF# O G MOMREFRBTEALTEET, VT VA #H & #2 TE, Wi/ L—=%
AT,

* [Traceroute X ¥—4 X (Traceroute Status) |3 R5E T LR RSN LHEGE. Zhud, 7—
EZD—HNESTL HDDEEEF->TNWDHZ L Z2EWLET, [Traceroute R 7—4 X
(Traceroute Status) | BAFET OHA. EEIZE T LTHVET,

EENEYD
TRIVI OB TN a—TF 4 o E@mOER (171 =2—3)

FrIvD hovi b T0Ya—T4 V7 EERDER

[ E#— 3> (Navigation) 1 XA > D [7 k2vo A4 (AtomicCounter) 1 %27 U v
JLT, [Pr2vY hHD2% (AtomicCounter) 1D T TV = —T L 7 i Off i % B
BLET,

[7 b w7 1% (Atomic Counter) ][I, 25570 & ERLOEHREZ BTG L, Thickk
DNWTAHTEZ R =% ERTHTZDIFEHINET, 220 FARA  MEIZT I v
7 A RY —EER L, Y—ANDIEE, BRUOGEEND Y —RATERT D T

Cisco APIC BAFEEH /4 K. JU—23x |}



i |
B sean 500 va—F o vERORR

T4 EERTEES, MRTA T T4 v OBEZHMTE, FiC, HETEmEDY —
THTERY (Fuey &3l 7y b BESNTH L0 E I a2l cE £,
WO _EFIZ [BE (Play) 1 (E721% [BA#R] (Start) ) BEL O [ELE (Stop) | A& o BH D7
W WOTHET My By r s R U ZRAERIMEETE EESATVE/ 7y b
v hTEET,

)

GE)  [BH£ (Play) |[RZrafdl, VAT A RIKRY —MNERIN, 7y by 22—
WMSNET, [FIE (Stop) 1 RZ &2 MT L, R =N AT A bHIRSNET,

fERIT 2 o0REHIFEATERREINET, BREZZLEVWVELE, BEWEXTT (EBFE
(Expand) 1A% %227 Vv 7 LET) , fMGEXNERBEAEXROW T T, WGOHAZRRT
xFE9, BRBEXTIE. BEIT U NEEFOIOBRIBI Oy FRFRENET, fH
G T, BEBIORZEORIBOT DU Y NOZRNERINET,
BENEYY

SPAN F T 7V a—F 4 V7 HEOMHEH (172 _—)

SPAN FS J)La—T4 U EERDOER

[FE4#—2 3> (Navigation) ]~<A > T[SPAN]%# 27 U w27 LT, SPAN h 77 /Lv a—T 4
v 7B OB L E T,

CTOBEHEAEFERALT. RN 74 w752y (F7201X35—V22) LT, TFHI3A4%

WV HEA LY FTExET, SPANEY 3T, ab—&2ER LT o4 FITEELE
j‘o

IO —FEHEDOFRAN (TFIAF—DIP 7 RLR) [TEE S, Wireshark 72 ED Y 7
Fy =7 Y= EEHA LTy hERRTEET, By va UERICE. BMExEsiold
M, Bovar HAT BIOY A LRZ U TOHKHAND Y FT,

N

GE)  [BE (Play) | RZ &L, VAT A RCKRY =0 ERENET, [BIE (Stop) 1R
VEMT L RY =R RTF ANLEIRENET,

A\

G NGTNY a—F 4T T4 F—FRDOCLI 2~y ROYU A MIOWTIL, CiscoAPIC =2+
RGA L A H =T a2 A a—H— A FESR LTI,

CiscoAPIC F T TN a—TFT 4 VY CLUZERALTSPAN Y >3 VEERT 5

ZDE s v a2 T, CiscoAPIC h T 7 by a—F 47 CLIZHH L TSPANE v v 3 v &
BT 2 71k R LE T,

[ CiscoAPIC EARFEHA K. U U—Z3x



u~wuy—texgiEsasrur i

FIE

AT w71 troubleshoot node session <session_name> nodename <node_id>
=Rty ary (Fr—rUr Rav ) ZERT 5T
£

apicl (config)# troubleshoot node session 301-GD-APIC nodeid 301

AT 72 troubleshoot node session <session_name> nodename <node_id> interface ethernet <interface>
A B—=T 2 A A LULDE v g rEERTHICIE
i -

apicl (config) # troubleshoot node session 301-GD-APIC nodeid 301 interface ethl/3

AT 73 troubleshoot node session <session_name> monitor destination apic_ip srcipprefix <ip_prefix>
drop enable erspan-id[optional]
4% Cisco APIC & LTHRE L, Fu v 7WFIZ SPAN Z AN 51213
K

apicl (config)# troubleshoot node session 301-GD-APIC monitor destination apic srcipprefix
13.13.13.13 drop enable

AT w74 troubleshoot node session <session_name> monitor destination tenant tenant application <app>
destip <dest_ip>srcipprefix<ip_prefix>drop enable erspan-id[optional]
ERSPAN %E%c 248 E L. RNw v 7KfIC SPAN Z A 202 51213 -
i

apicl (config)# troubleshoot node session 301-GD-APIC monitor destination tenant ERSPAN
application Al epg El destip 179.10.10.179 srcipprefix 31.31.13.31 drop enable

ZESE & UTERE ST D & X (T Cisco APIC € SPAN-on-drop /37 v b ZFEFRT D121 ¢
1. SPAN-on-drop & v a &Mz LET :
apicl (config) # no troubleshoot node session 301-GD-APIC monitor

2. drop-stats 7 L7 k UIZFE) L, DropPackets *.pcap 7 7 A V&R L E T
(/data2/techsupport/troubleshoot/node/Session_name/span_capture/drop-stats/DropPackets_*.pcap) .

L4 ~ L1 H—EREEEFEAHT TV F

NIV 2a—=T 4T U4 W= REFHTEE, 2—F—F 2250 FiRA V FEEE
L. TN6DxTY RiRA v MEOXIET D bARa 2R R-RTEET, PARaPNO2oOOT
RARA > FEIZ L4 ~ L7 V—EANFET DHEAE. INbbFERTEET,

ORI varyTiEH, 2OV —ATHRIESNTZANSELTO YT U AT OV T L E T,
L4~L7H—EANTIH, "R TPOBNEEICL N, 774 T U4 —/b, a— RKNF
P BIXOEREThoOMAELEDED, SEIERERMEREN NS £9, b
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B = rRoorpaTy RReY FADBEEAPIOY R ~

i |

RaYHNDO2ODOxY RARA LV NN T 7 AT U A —VBFET DG, VT Ty a—T ¢
T U= R TFAT I F I T —=E T AT I g =N ) — T ~DEG A B L
FT, 200y RARA » MHIZR— RAT U —RNEETIHE, e — AT —FTO
HHRAERS L CRRTEET (F—A"—FTEHERTEETA) .

WDOEIT, T TN a—T 407 U4 P = RKRTHRIESNIZL4 ~LT —E R v F U A4 %R

LTWET,

F YA 1 2 3 4 5 6

J—FK# 1 1 2 1 1 2

TFIN R GoTo FW GoTo GoTo. GoTo |FW-Golhough |SLB-GoTo |FW. SLB
(vrf5y%]) |SLB FW. SLB (GoThrough,

GoTo)

7— L% 2 2 2 2 2 2

Oy a1—% EPG EPG EPG L30Out L3Out L3Out

Jno/4 4— |EPG EPG EPG EPG EPG EPG

TINAREA4T|VM VM VM LBE e L

aY k3% ko) |tenant ATX|AUTHARN | AUTXA|ArTX | Tar—L

1 AR i B SN ~ RN

a9y 432 E—FK|L2 L2 L2, L2 L3, L2 L3 L3/L2. L3

H—EX 74w |BSW BSW DL /PC wE D FR— |VvPC SEHE DR —

F I K

55472 k7 |FEX FEX  |FEX W OR— | WEO | EEOR—

H—/N—F 45w |VPC vPC vPC BEOR— | BEOD WD AR—

F I A— b k

IVRERAV MBIV RERA Y EADEHKEAPID!) X F

DLFiE, EPHEP~D (=2 RARA > bMH) B CHERAFRER NI TN a—T 4 T Uy
YP—RAPIDY A b TT,

s AU HT T 47 API (175 X—7)
« createsession APl (176 ~=X—3)
cEHE v ar APL (177 2—2)

e T hI v & APL (178 X—73)

[ CiscoAPIC EARFEHA K. U U—Z3x



425359747 API

1>8595717a0 |

« traceroute API (178 ~<X—37)

e span API (178 ~—2)

« generatereport API (180 ~—73)

« A7 ¥ a—/LLAR— |k APL (180 ~<—27)
« getreportstatus APl (181 ~<—3)

« getreportslist API (181 ~X—2)

» getsessionslist API (181 ~<—3)

» getsessiondetail API (181 ~X—2)

« deletesession API (182 ~—<)

« clearreports API (183 ~X—3°)

ezt hF 27 ~ APL (183 ~2—73)

T RKRA U (ep) MBTY RIRA LV bAOXFEFU N T TNy a—T 4 7y vaizlE
f% 9% 12iX, interactive APT 2 [ L £9°, € = — /L4 troubleshoot.eptoeputils.topo T,
RE%01E getTopo T4, %58 API I 72 5[4k (req_args ) I - session T,

WDOFIZ, &7 ards5¥ (opt_args) & ZFNENDOFHFAEZRL £,

B DEREA

A7 arm31% (opt_args) Bl

- srcep BETT Y FRA U M

- dstep Bl = FARA v "4

- sreip EETL T RRA L FDOIPT FLA

- dstip Befgiem RARAV FIP T RL A

- srcmac EEIT= RARA > s MAC

- dstmac Bide = R Ak MAC

- sreextip L3 AMHEFILIP 7 R LA

- dstextip L3 #MNE RS TP 7 R L&

- starttime NZGTNY a—TFT 47y a rORERZ
- endtime NGNS a—F 4T vy g OKTEZ
- latestmin BAGIFZI N OGS D N7 TV a—T 1 7 &y

va ORI (43 AL
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- description tyva IO TOHA

- scheduler LAR— NEFDOATr o 2 —TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTHLER—FDT7 4 —<v b

- ui WEBCREM ()

- sessionurl LAR— hOYHT

-action traceroute/atomiccounter @ start/stop/status 72 &

- mode PR A

- de PN T

- ctx PR A

createsession API

T REBRAU N (ep) MBTZU RRA L D RNT TNV a—T 4Ty ia  BERT S
\Z1%. createsession API Z#fffl L 7, = — /L4 troubleshoot.eptoeputils.session T, B
%1% createSession T,
createsession API D W4ZHF 4 (req_args) (% -session (B> av4) TF,

WORIZ, A7 a o518 (opt_args) & ZNENDOFMAEZRLET,

XD 7T a2 m31$ (opt_args) Hil:L]

- srcep EEILTY RARA VM

- dstep e = R4 v M4

- srcip EETLZRRA L FDOIPT FLA

- dstip e RARA L FIP T RL A

- srcmac EEL= RABRA > MAC

- dstmac Ve = KA A > b MAC

- srcextip L3 AMHBEFILIP 7 R LA

- dstextip L3 AN 1P 7 R LA

- starttime NTZTNY a—T 47 &y a s ORI

[ CiscoAPIC EARFEHA K. U U—Z3x



EEr v 3> APl

zEtvav ARl ]

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BRAGHELIN GRS D N T TNy a—T 47 &y
voa ORI (5 HAL)

- description Ty a AT OV T O

- format ERTHLER—FD 73—~ k

-ui WER TR (HEHR)

-action traceroute/atomiccounter @ start/stop/status 72 &

S ATV a—7

- srctenant HEETLZY RRA > FOTF 2 DT

- srcapp EETTZ RRA Y bOT 7Y OL4THI

- srcepg EETTZ RRA L MO RRA N T —TD
AT

- dsttenant FdeT v RiRA v DT T b DLHE

- dstapp SRS RARA » FOT 7V DA F

- dstepg T KRS vDZ Y RRA v N T A—T D4
i}

- mode PN O

T RFRADN (ep) By arvhbxm RRA LV MO NT TNV a—T 40Ty a il
S 5121, modifysession API il L £7°, & = — /L4413 troubleshoot.eptoeputils.topo

<. BT modifySession T,

modifysession APLIZ 422725144 (req_args) (X, -session (&> =3 4) IV -mode TY,
WROFIZ, 7 a 054 (opt_args) & FNFNOFRAZRLET,

BX DA

A7 3>D51% (opt_args)

Bl

- starttime

NG TNy a—T 07 By a DR

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BIIRIF AN ORAMGT A2 NI TNy a—T 47 v
va ORI (4 HAL)

- description Tty a OV TOHH

Cisco APIC BAFEEH /4 K. JU—23x |}



i |
B 7rs00n905am

Tr2vOHho3 APl

T RARA N (ep) MBTU RARA L bADT "I w7 hor B By aBERTHIC
%, atomiccounter APl Zfff L 9, & = — /L4 Ztroubleshoot.eptoeputils.atomiccounter
<. B%¥ImanageAtomicCounterPols T,

atomiccounter API (2B 72514k (req_args ) (FIRD LY TT,

* - session
T I ayv

- E— R

)

(G¥)  atomiccounter API (21X 47 Y 3 > D54k (opt_args) 1H VY FH A,

traceroute API

APIZERA LTy RAFA Y b (ep) OBV RARA U DO RL—RAb— R~ ty g U EER
95121, raceroute API Zf#if L £4°, & = —/L41Z troubleshoot.eptoeputils.traceroute ¢,
B9%13 manageTraceroutePols T3,

traceroute API (2372514 (req_args) (ZiX, ROHLONRH Y £,
o-session (Bv g 4)

« - action (start/stop/status)

* - mode
X DERHA AT arm51% (opt_args) EBA
- protocol 7'm kA
- dstport AR — N4
span API

T RBA b (ep) MBZY RRA LV NETDARNRVD N T TN a—T 4T yray
ZAERT A 121E, span API 2l L £3°, ¥ = —/ L4413 troubleshoot.eptoeputils.span T. B4
#% monitor T,

span API ([C 4872513 (req_args) 1. UTDOLDEEHET,
e -session (Bv I3 4)

« - action (start/stop/status)

WDOEIZ, &7 a 0515 (opt_args) &ZFNENOHMAEZRLET,

[ CiscoAPIC EARFEHA K. U U—Z3x



span API .

BXDEREA

A7 arm5% (opt_args)

Bl

- srcep

EEITT Y RARA v M

- dstep el = KR A v M4

- srcip EETLT T RRAL U FDIPT RLA

- dstip Bfidem RARA U MNP T RL X

- sremac EETL= L RARA > b MAC

- dstmac Bt = KR A > b MAC

- srcextip L3 AERIR{ECIP 7 KL A

- dstextip L3 M IP 7 K LA

- starttime NZ TNy a—T 4Ty a  ORLEREZ]

- endtime oINS a—T 4Ty ar ORKTEH

- latestmin BRI ZI N GBRMGT D T TN a—T 4 T
Ty va ORI (5 BAL

- description g Al ONWTORHA

- scheduler VR—MNERDAFr P 2—F4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLUER—FD 73—~ k

-ui WESCREM ()

- sessionurl LAR— DT

-action traceroute/atomiccounter ¢ start/stop/status 72 &

- srctenant EETLT Y RRA Y FOTF 2 FDOLHI

- srcapp EETLZ L RRA L bOT 7Y OLHI

- srcepg EELTZVRRAL L O RRA v~ 7L —
7 DA

- dsttenant SEAET RARNA o RDOTF v N DLTHI

- dstapp SESeT L RiRA v DT 7 U D4R
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- dstepg ST RiRA v b DT RiRA Vv kN T —F
DA
- mode PR T
-_de PR CRE
- ctx PR T
generatereport API
APIZEH LTI TNy a—T 4 7 LAR— h&ARKT 5I21E, generatereport API % fii ]
LE7, £¥=—/L4IZ troubleshoot.eptoeputils.report T, BI%%1X generateReport T3,
generatereport API IZ /22725145 (req_args) 1%, -session (> 3 4) 3 LT -mode TY,
WDOEIZ, 7 a 05148 (opt_args) & FNENOHHAEZRLET,
X DERHA AT ard51% (opt_args) Bl
- include Obsolete
- format AT HLVAR— DT +—~< > K

R a—)LLKR— kAP

APIZE L TR 7Ny a— b LAR— FOERE AT Y 22—/ 5IZ1E, schedulereport API
AL E9, €Y 2 —/L403 troubleshoot.eptoeputils.report ¢, B44%i% scheduleReport T
9, schedulereport API (27254 (req_args) | - session T,

schedulereport AP [Z 4B 72514 (req_args) (Zi&. L F DO OREENET,
o -session (Bv g 4)
e —scheduler (A7 2 —F4)

e - mode

WDOEIZ, T a 051 (optargs) &FNTNOHHEZRLET,

X DA AT 32m51% (opt_args) Bl
- starttime NG TN a—T 47 &y a ORI
- endtime NoGTNY a—T 47 By a O TEZ
- latestmin BAEREZI N OBREET 2 R T TNy a—T 4 7 Y
a ORI (53 HAL)
- include Obsolete
- format ETHLR—b DT F—<> b

[ CiscoAPIC EARFEHA K. U U—Z3x



getreportstatus AP| .

- action traceroute / atomiccounter D FALE / B 1 | A7 — & A3
v

getreportstatus API

APL 2 L CTAR SN LR — FD 2T —& 2% 379 5 121%, getreportstatus API % i
LE¥, EY=a—41T troubleshoot.eptoeputils.report ¢, BE%%i3 getStatus T,

getreportstatus API ({24 EE725 4 (req_args ) (FRD &Y TT,
e -session (Zv g A4)
e - sessionurl (< 3 URL)

* - mode

N

(GE)  getreportstatus API (213472 a > D5[% (opt_args) (3H 0 £H A,

getreportslist APl

AP L TR SNIZ VAR — FD Y 2 S ZHGT 51213, getreportslist APL Z i ] L £ 9,
T 2 — /L4 1% troubleshoot.eptoeputils.report ¢, BI%&i% getReportsList T,

getreportslist APT {[Z B 725184 (req_args) (%, -session (&> a > 4)BELU-mode T,

N

(GE)  getreportslist API 21X, 47> a3 D5 % (opt_args) (ZH D £H A,

getsessionslist API

APIZHHLCRI TNy a—T 47 ®yarol 2 MEEET 51213, getsessionslist
API il L £, ¥ =—/L4IZ troubleshoot.eptoeputils.session T, F§HEIT getSessions T
D

getsessionlist API @ #2854 (req_args) I1d - mode T,

\)

(GE)  getsessionlist API (Z(%, A 7Y a3 D54 (opt_args) (3H 0 FH A,

getsessiondetail API

APLEZHEHLC R I Nya—T 4 07 vy v a T HREDFEME IG5 121,
getsessiondetail API Z{#i ] L £9°, £ = —/ 144 Z troubleshoot.eptoeputils.session T, BA%ix
getSessionDetail T,

getsessiondetail API (2B 7254 (reg_args) &, -session (Z v a4) LU -mode T
j—o
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. deletesession API

deletesession API

\)

i |

6=

getsessiondetail API (23472 3 D54k (opt_args) 1ZH 0 £H A,

APLZHH L CTHED T TNy a—T 4 7 By a Y ZHIBRT 5121E, deletesession APT
ZREHLE9, €Y= —/L4 I troubleshoot.eptoeputils.session T, ##EIL deleteSession T,

deletesession AP1 D ZHAF %L (req_args) 1 - session (& v ¥ 3 »4) T9,
WDFKIZ, A7 aro51¥ (opt_args) &ENENOMHERLET,

BXDEREA

[ CiscoAPIC EARFEHA K. U U—Z3x

A7 3>D51% (opt_args)

Bl

- srcep FETLTZ Y FRA v M

- dstep Bl = RARA > b4

- stcip EELTZ RRA U MOIPT KL A

- dstip il RRA V MIP T FL A

- srcmac BEEFTT Y RBRA v F MAC

- dstmac B = RARA >k MAC

- srcextip L3AEREETLIP 7 KL &

- dstextip L3 SR e IP 7 KL A

- starttime NIV a—F 40 g ORI

- endtime TN a—T 4T By a O TR

- latestmin BRAARFZI DN OBAT D N T TNV a—T 4 7 &y
voa ORI (GrHAL)

- description Ty va IO TOFHA

- scheduler LAR— NEFDOATr Y 2a—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTAHLER—FDT7 4 —<v b

- ui WEBCREM ()

- sessionurl L AR — F O




clearreports API .

- action traceroute/atomiccounter @ start/stop/status 7 &
- mode PR T
" de P T
- otx PR TRE

clearreports API

API ZfEH L CTERSNTZLAR— b DY XA &2 U 7§ 5HI21E, clearreports API Z{#H L &
¥, E¥=—/L4IZ troubleshoot.eptoeputils.report T, BI%kiX clearReports T3,

clearreports APL IZ #7254, (req_args) 1&. -session (v =3 44) B LV -mode TI,

)

(GE)  clearreports API (21347 v = D54k (opt_args) (XH 0 TH A,

arv k3% AP

APl ZfEH LT h T 7 MEWMAZERMST 5121, contracts API #fEH L9, EVa—L4
IZtroubleshoot.eptoeputils.contracts ©, Bi%&i% getContracts T3,

contract APL {22272 5% (req_args) 1X. -session (v = 4) & -mode TI,
contract API |23 A7 3 D514k (opt_args) 1EH 0 FHA,

IVRKRAY OIS LAY 3HNEREGD API Y Rk

PLFIE, EPMLEP~D (=2 RARA v M) BB CHERARER N T IV a—T 0 T T o
HPF— K API DY 2 T,

cAHETIT 47 APL (184 X—7)

« BTy ar APL (185 X—Y)

T hI v HT A APL (186 X—)

» traceroute API (187 ~—72)

* span API (188 ~—2)

« generatereport API (189 ~—<)

« ATV a—/LLAR— b APL (190 <—2)
« getreportstatus APl (181 ~<—3)

« getreportslist API (181 ~X—<)

» clearreports API (183 ~—1)

* createsession APl (184 ~X—3)
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B 5557 «7an

A28 T 417 APl

i |

» getsessionslist API (191 ~—72)

» getsessiondetail API (193 ~X—2)
« deletesession API (194 ~—<°)

« 2 77 N APL (194 X—7)
e ratelimit API (195 ~—2)

* 13ext API (196 ~<—)

T RARA R (ep) HLAF¥3 (L3) ~ONBXFEH N T TN a—T 4 T By a Y
2T 5121, interactive API 2 /Tl L £97, € = — /L4 (Jtroubleshoot.epextutils.epext_topo
T, BT getTopoT9, 6% API IZ B 72514k (reg_args ) (%, -session, -include, X
U - mode T,

WOERIZAT > a D54k (opt_args) NERINTHET :

BXDEREA

createsession API

72 arm31$ (opt_args) £RBA
- refresh

APl ZfEH LT FARA b (Bp) 2B AF3 (L3) ~DANT T TNy a—TFT 47

v ya v EMERT DI2IE, createsession AP i L £4, Y2 —40%

troubleshoot.epextutils.epextsession ¢, B3 createSession T9~, createsession API D ZH5 |44
(req_args) (% -session (v a4) TI,

WDFIZ, 7 aro51¥ (opt_args) & TNENOMHERLET,

B DEREA

AT arm51% (opt_args) R BA

- srcep EEILT Yy KR4 > M

- dstep Bl = FARA v 4

- sreip EETLZ RRALS U FDIPT FLA
- dstip Bt FARA 2 FIPT KL A

- srcmac FEEILT= Y RARA » N MAC

- dstmac Bfoe v RARA > kN MAC

- srcextip L3 AN ETCIP 7 R LA

- dstextip L3 #NEEme e IP 7 R LA
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EEr v 3> APl

zEtvav ARl ]

- starttime NTZTNY a—T 47 &y arORMHEEA

- endtime NIV a—T T vy a O TR

- latestmin BRIRHEZ N BBAET D T TNy a—T 4 T &y
va ORI (47 HAL)

- description Yvia AT OWNWTOHA

- scheduler LAR— NERD A 2 — T4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format ERTHLR—FDT7 3 —~< v k

- ui PWECRER (4R

- sessionurl LR — b DT

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN Tl

" de A

- ctx PR

T RARA b (Bp) #LAF¥3 (L3) OB T TN a—T 40Tty a AEZHETD
1Z1%. modifysession APl Z{# ] L £9°, ¥ = —/L4 1 troubleshoot.epextutils.epextsession
<. BT modifySession T4, modifysession API D %7854k (req_args) I - session (>

vavs) TY,

WDOFIZ, A7 a o518 (opt_args) & TNENOFMHERLET,

B DEREA

AT arm51% (opt_args) Bl

- srcep EETT Y RARA U M

- dstep Pt = KAV N4

- srcip BEIL T RRAL L FDIPT RLA
- dstip e RiIRA o FIP T FL X

- srcmac EEL= RABRA > F MAC
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- dstmac et = KRR A > s MAC

- srcextip L3 AERIEELIP 7 KL A

- dstextip L3 AN e IP 7 R LA

- starttime NIV a—T 7 &y a ORARZ

- endtime NoTNY a—T 47 By a O TEZ

- latestmin BRAGHELIN BRI ET D N T TNy a—T 47 &y

oa ORI (53 BAL)

- description Ty a AT OV T O

- scheduler LAR— MNERDO A 2 —F 4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format HERTHLR—FD 73—~ k
- ui WESCTREM (R

- sessionurl LR — kDT

-action traceroute/atomiccounter (D start/stop/status 7 &
- mode PR TRE

- de PN Tl

- ctx PR T

Tr2vOHho% APl

T RBRA b (ep) MOZV REA L bA~DT "I w7 AU Z vyiarEERTAIC
IZ. atomiccounter APl Zffffl L &9, & = —/L4 13 troubleshoot.epextutils.epext_ac T, B
X manageAtomicCounterPols ¢,

atomiccounter API [Z /725144 (req_args) (ZIRD LB Y TT,
o-session (Bv g 4)

« - action (start/stop/status)

WDFIZ, &7 ar051¥ (opt_args) & TNENOMHERLET,

X DERHA AT ard518 (opt_args) Bl

[ CiscoAPIC EARFEHA K. U U—Z3x



traceroute API .

- srcep FEILT Y RARA VM

- dstep B = RARA M4

- sreip EELZRRA U FDOIPT RLA

- dstip et RARA L FIP T R R

- srcmac HEEILT v FARA b MAC

- dstmac e = A1 > b MAC

- srcextip L3AMEIEEICIP 7 R LA

- dstextip L3 M5 e IP 7 R LA

- starttime NTTNY a—T 4 Ty a v OERL

- endtime NTZTNYa—T 47 By a O TRZ

- latestmin BAEHEZIMN LR T A2 o TNy a—T 4 v T Y
va ORI (47 HAL)

- ui WERCREM (2R

- mode PR

- dc PR O

- ctx PR

traceroute API

APL ZfEH LT LA ¥ 345 traceroute N 7N a—F 47 Byiar~DIy RRA v
b (ep) Z1ERNT 5ITI%. traceroute API 2 L £4, £ 2— 141
troubleshoot.epextutils.epext_traceroute T, BA%%i% manageTraceroutePols T,

traceroute AP |24 72514 (req_args) (Z1&, RO DR H D £,
s -session (B> = 4)

« - action (start/stop/status)

B DA A7 arm5% (opt_args) E5EA
- protocol 7o ko)
- dstport SiSeR— N4
- sreep HEEILT S RARA B
- dstep SSeT s RahA v b

Cisco APIC BAFEEH /4 K. JU—23x |}
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B svanar
- sreip PEILIP 7 RL A
- dstip SRS IP 7 R LA
- Sreextip EEITANIP 7 F L
- dstlp BEfoe AR IP 7 R LR
- ui WERCREM  (HEHL)
- mode PR T
- dc P C i )
- ctx P T
span API
T RRA > b (EBp) b AY—3 (L3) ~DHALARL DN T TNy a—T 4T Yy
va VAR T AICIE, span API 2 L £, Y 2 —A 4%
troubleshoot.epextutils.epext_spanC. BF%kiE monitor T3,
span API (24272515 (req_args) (X, LFDOHLDEEHRET,
«-session (Lv i a4)
« - action (start/stop/status)
* - mode
WDOERIZ, &7 ar051% (optargs) &FNTNOHMAZRLET,
X DA AT 32m51% (opt_args) AR
-R—RU R R R—hDU A}
- dstapic Fifoi st APIC
- srcipprefix EETLTZ RRA L FDIPT RLA T LT 4w
7 A
- flowid [7ue—ID (FlowID) ]
- dstepg PEfgise = RARA v b T —7
- dstip = FARA 2 FIPT KL A
- analyser 7
- desttype 56%c 4 A4 7 (Destination type)
- spansrcports AR ) — A IR— b

Cisco APIC EARTEAHA K. J1)—X3x




generatereport API .

generatereport API
APIZHH LTI TNy a—T 7 LiR— M &ERT HIZIE, generatereport API % {i ff]
LET, £¥=—/L4I1Z troubleshoot.eptoeputils.report T, BI%%X generateReport T3,
generatereport APT |2 B 725 (4% (req_args) 1% -session (v a>4) T,
WDFIZ, &7 ar051¥ (opt_args) & TNENOMHERLET,

B DEREA + 7L arm31% (opt_args) BiLf]

- srcep

HEEILT Y FRA

- dstep Bl = KRR A v M

- srcip EET TV RBEA L FDOIPT RLA

- dstip Bt FARA 2 FIPT KL A

- srcmac EFILT Y RARA > N MAC

- dstmac Bl = KA1 > s MAC

- sreextip L3 AMHBEFILIP 7 R LA

- dstextip L3 #NfEsme e IP 7 R LA

- starttime NTZTNYa—T 47 &y ar ORI

- endtime NG TN a—T 0T 2y va O TEH

- latestmin BARREZI N OB D NI TN a—T 4 T kY
a ORI (53 BAL)

- description v g AoV T ORI

- scheduler ViR— NERDA TV 2—TF4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format T HLR— D7+ —~ > |k

- ui WEB TR (HEH)

- sessionurl LAR— N O

-action traceroute/atomiccounter @ start/stop/status 73 &

- mode PN T
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- dc

PR T

- ctx

PR TRE

R a—)LLR— bk API

APIZHEHLChTI 7NNy a—h LAR— NOEKE A Y 22— 51T,

schedulereport API

AL E9, €Y 2 —/L4I13 troubleshoot.eptoeputils.report ¢, Bd4%i% scheduleReport T
97, schedulereport API |[Z#422725 (% (req_args) |3 - session T

schedulereport API |24 8572 5148 (req_args) (21X, LFOHONREENFE T,

e -session (Bv I3 4)

s -scheduler (A7 a—54)

WDFIZ, A7 ar051¥ (opt_args) & TNENOMHERLET,

B DEREA

[ CiscoAPIC EARFEHA K. U U—Z3x

AT 3>m51% (opt_args)

BLL]

- srcep EEITTy RARA > b

- dstep FideT RARA v b

- srcip EETL T RERALA L FDIPT FLA

- dstip BT RARA FIPT KL A

- srcmac HEETLZ Y RARAL > F MAC

- dstmac Bl e = KA1 > s MAC

- sreextip L3 SMERIAEICIP 7 R LA

- dstextip L3 #MEEEw e IP 7 K L&

- starttime NTZTNYa—T 47 &y ar ORRRRZ

- endtime NIV a—T 00T 2y a O TEH

- latestmin BHAARZIINGBRMGET 2 T T Ny a—T 4 7 By
a ORI (53 AL

- description tvig IOV TOHB

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format AT AHLEAR—=rD 73—~ b




getreportstatus AP| .

- ui PERCRE (HE4R)

- sessionurl LR — FOYRET

-action traceroute/atomiccounter @ start/stop/status 7 &
- mode PR T

- de P T

- ctx PR TRE

getreportstatus API

APl 2 L CTAER SN VAR — hDOAT—F 22 BG4 5121, getreportstatus API % f#
L ¥, ¥ =—/141Z troubleshoot.eptoeputils.report ¢, B8%E getStatus T3,

getreportstatus AP IZ B2 558 (req_args) (ZkD & B0 TH,
o -session (Bv g 4)
e —sessionurl (£ 3 > URL)

e - mode

\}

(GE)  getreportstatus API (21347 > = D54k (opt_args) (FH 0 EH A,

getreportslist API

APLZff I L CAR SN2 VAR — O U 2 2 BG4 51213, getreportslist APL 2/ L £,
Y 2 — /L4 1% troubleshoot.eptoeputils.report ¢, BE%ki% getReportsList T,

getreportslist AP (24422725145 (req_args) 1%, -session (& v 3 40) B LT -mode T,

\}

(GE)  getreportslist AP 121X, A7 a3 > D54 (opt_args) (TH 0 EH A,

getsessionslist API

APIZHER LTI TNV a—T 0T vy a Dl A NERST 5I21E, getsessionslist
API Z{FEH LEF, ¥ = —/L4Ltroubleshoot.epextutils.epextsession C, Bi%kidgetSessions T
h@‘o

)

GE) ZoOAPLIZIINADSIEIIH Y THA,

WDOEIZ, &7 arD51% (optargs) &FNTNOHMAEZRLET,

Cisco APIC BAFEEH /4 K. JU—23x |}
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. getsessionslist API

X DA AT 32n51% (opt_args) Bl
- session tyva 4
- srcep FEILT Y RARA VM
- dstep Befgide = RaRA > M4
- srcip EETLTZRRA L FDIPT KL A
- dstip Bl FRA L FIPT RL A
- sremac EETL=r RARA > b MAC
- dstmac Bt = R A > s MAC
- sreextip L3 SMBIEEITLIP 7 K LA
- dstextip L3 AN E IP 7 KL &
- starttime NTZTNY a—T 47 &y arOMHIEA
- endtime NI a—T 4T By g DO TR
- latestmin BRGEIRZIINORGT D NI TN a—T 4 7 kY
a ORI (53 AL
- description tvig IOV TOMB
- scheduler LAR— NERD A 2 —F 4
- srcepid Obsolete
- dstepid Obsolete
- include Obsolete
- format T AHLEAR—F D7 3—<v b
- ui WERCREM  (HEHR)
- sessionurl LiR— N O
- action traceroute/atomiccounter @ start/stop/status 73 &
- mode PN T
- dc PR T
- ctx PN T

[ CiscoAPIC EARFEHA K. U U—Z3x
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getsessiondetail API .

APILZHHLC RN T TN a—T 4 7 &y a BT DREDOFEMZ B3 5121,
getsessiondetail API ZfEH L £9, £ = — /L4 troubleshoot.epextutils.session T, BI%ix
getSessionDetail TJ~, getsessiondetail API D4ZH5 14 (req_args) 1% -session (> = 4)

-’C‘\‘/g‘ﬂo

WDFIZ, A7 aro51¥ (opt_args) & TNENOMHERLET,

BXDEREA

AT ard518 (opt_args)

Bl

- srcep

KEILT Y FRA VM

- dstep Befotde = RaRA > M4

- srcip EEL T RRA L FDIPT KA

- dstip B RIRA LV FIPT RL A

- srcmac EEITLT Y RKiRA b MAC

- dstmac Bt = RAR A > b MAC

- srcextip L3 AMTEFILIP 7 R A

- dstextip L3 SR e IP 7 KL A

- starttime NGNS a—TF 4T vy a OB

- endtime NoZTNYa—T 007 By a O TEHA

- latestmin BRAGRFZI OB T D N T TNy a—T 1 7 &y
oa ORI (53 BL)

- description v va AT OV T O

- scheduler LAR— NEFDOATr o a— T4

- srcepid Obsolete

- dstepid Obsolete

- include Obsolete

- format BT B2LAR—bDT7 5+ —< > b

- ui WER TR (HEH)

- sessionurl LaR— N OYFT

- action traceroute/atomiccounter @ start/stop/status 72 &

- mode PR A

Cisco APIC BAFEEH /4 K. JU—23x |}
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deletesession API

clearreports API

i |

- _de PR Tt
- ctx PR TRE

AP ZEH L TRED T TNy a—TFT 47 &y v arZHllRT 5121, deletesession API

ZHEH L E9, €Y 2 —/L4 13 troubleshoot.epextutils.epextsession T, BI%kid deleteSession T
7

deletesession API [Z#0F 72544 (req_args) 1. -session (&> 3 >4) L U-mode T,

)

() deletesession API (21X A 7Y a > D54k (opt_args) (£H 0 FH A,

API 2 L CTA K SN2 VAR— DU X N%& 27 U793 5121, clearreports API i L &
3, E¥=—/L4IZ troubleshoot.eptoeputils.report T, BI%kiX clearReports T3,

clearreports API (242272514 (req_args) (X, -session (£ vz 4)FBLTV-mode T,

)

(GE)  clearreports AP1 [Z1XA4 7 > a @514 (opt_args) 1ZH D A,

av k32 ~API
APIZMEH LT b7 7 MEREZERST 5I2IE, contracts APL i L £9, £V 2 —1 4
IZ troubleshoot.epextutils.epext_contracts T, BH4ki3 getContracts T3, contract API (2B 70
5% (req_args) 1% -session (v ar4) T,
WOKIZ, 7 a 05148 (optLargs) &ZENENOHHZRLET,
X DA A7 a>n518 (opt_args) B
- sreep EEILT Y RRA VM
- dstep Bifede = RARA Vv M4
- sreip BEEILZ RARAL L FOIPT KA
- dstip Pt~ RARA L FIP T R R
- srcmac EEIXT 2 RARA s MAC
- dstmac i = KA A > b MAC
- srcextip L3 AMATEE L IP 7 R LA

[ CiscoAPIC EARFEHA K. U U—Z3x



ratelimit APl [JJj]
- dstextip L3 SR E IP 7 KL A
- starttime KNTTN a—T 0P 'y g OB
- endtime oINS a—T 007 vy a O TEH
- latestmin BRI A N DM T D T TN a—T o T By

oa ORI (53 BAL)

- epext T2 RIRA v b BN~
- mode PR
- dc PR ¢
- ctx PR O
-ui WEBTREM (R
ratelimit API
Zokr va T, ratelimit APLICB S Dl @maRE LEd, £2a— A3
troubleshoot.eptoeputils.ratelimit T, B3%&iZ control T9~, ratelimit APLIZ #2272 5145 (req_args)
IZ - action (start/stop/status) T,
WDORIZ, A7 a0k (opt_args) &ENENOHHERLET,
X DA AT ard51%8 (opt_args) sRBA
- srcep EEIXm L RARA Vv b
- dstep Pefoeoe = RARA v b4
- stcip EEIL = RFRA L FDOIPT KA
- dstip Bt = KARA U R IP 7 KL A
- srcmac EEILT Y RARA » b MAC
- dstmac e = KRR A > s MAC
- srcextip L3 AN ETIP 7 K&
- dstextip L3 SR c IP 7 KL A
- starttime NI a—TFT 4T Ty g DB
- endtime NITNY a—=T 4T By a DT
- latestmin BHAARFZ D DRRMGT D NI Ty a—T 4 v T

a ORI (53 BAL)
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B 13extar
- epext TV RARA VR BANHRA~
- mode PR C
- de PN T T
- ctx PR O
13ext API
ZOkv7 g T, RBext APLIZHT M EEf LEd, TVa—n4i3
troubleshoot.epextutils.13ext T, BI%kiX execute T¥, 13ext AP IZME 7254 (req_args) (% -
action (start/stop/status) T3,
WDFIZ, T ar051¥ (opt_args) & TNENOMHERLET,
X DA AT arm51% (opt_args) Bl
- srcep BETTT Y RARA U M
- dstep B = FARA U 4
- sreip EETL T RRA L FDIPT FLA
- dstip Bem Y FHEA L R IP T R
- srcmac EFILT Y RARA > N MAC
- dstmac Bfede = AR A k MAC
- srcextip L3 AMHEFILIP 7 R LA
- dstextip L3 M IP 7 KL
- starttime NZGTNY a—TF 47 v a rORERZ
- endtime NoTNY a—FT 4T vy g OKTEA
- latestmin BAGREZ DN BB T D b7 TNy a—T 4 v 7 By
va ORI (53 HAL)
- epext T RARA > MBI~
- mode PN T T

;Q,:'_Ea) ﬁﬁﬂ@ﬁ:ﬁ e ODEEFIIL.\

Cisco Application Centric Infrastructure (APIC) THER (HROEH 72 L) %179 &, WHE, &

TN Z ENTIThn £4, 72721, Cisco APICTHIEN A L5

?i GUI“C

Fxv 7 LT, T &ofwﬁwn~#~ﬁET%&ﬁ7/:7%_%$¢5h7/#

[ CiscoAPIC EARFEHA K. U U—Z3x
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I arBHLNEIPEMRTEET, NFNVDEREMEH LT, Ty ZITRILTHZ L
MTEET,

Cisco APIC GUI O [fRiRZERBHhDEREA TP x4 b (Configuration Objects Pending
Resolution) ] /33 /LIZiE, BN TCWDLDORHENE I PR FEREINET,

1R BHHEIIZ

FIE

AT v 71 Cisco APICICa 7 A > LET,

RTY T2 BHHEHOHLIZHIRET A 2 (WHEHOFES) 2270 v 7 L, ERORLOMRE (ConfigSync
Issues) ] Z&EIR L £,

ATV T3 [BRERBDOHEEA T 5 ~ (Configuration Objects Pending Resolution) ] /3% /LT,
T =T WNADN Y A R SITOROHER L E T,

T—=T M= U RRWEE, FoOREIEH Y A,

AT T4 = NURBLIERIE. T—TNDOEREFY T F X L, TRV ERIEIVATFR—- LD
HEEICFER L ET,

A—4HY—F7IOT4ET1DERTR
Cisco APIC &> b7 v 7 OERICRM WG, EHFTIX[1—Y— T T4 ET« (User
Activities) JHEfREAMH L C, =2—V—NFAT L7277 v a v O2EMOEREF R TEET,
JBRET — 2 \21d, T2 a DR ELLLEEDEALAZ LT, T va kR Liza—
Pe 2= —REIT LT 7 vay, 24TV b, BIOHHANREGENE
T

A—Y—FITAETA~DTIER
[—H— 79T« ET 1 (UserActivies) ] 7 > K7 TiX, Cisco APIC GUI TIHAT =417
2—P—T I T4 T 4D 2EBOEREEF RTEET,

FIE

ATV TN A=a— R=0b, [VATL (System) 1>[7Y T« 7 v 3> (Active Sessions) ] % i3
RLET,

[72T47 vy 3> (ActiveSession) 17 1> RUBRFRENET,

ARTF9T2 70747 hkevvarizmrs )y L, [A—Y—TFIF 14 ET 1 (User Activies) | %z i%R
LET,

Cisco APIC BAFEEH /4 K. JU—23x |}
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B sasvanmErrsqyEsa—nonT

2P T I T AT A DY A NBRRENET

G¥) 74—V ROFHIZOWTIE, [P T4 7 v 3 > (ActiveSession) 17 1 >~ K
TOH EMO~NNT T A a2 m )y 7 LT, ST T AN ERRFLTLIES
AN

ARTYF3 FryT7HUry A=a—0 [REDTYV 3> (Actionsinthelast) 127 UV v 7 LT, =—
P=T 7T 40T 4 FonT DIBELFRL £,

HAHRAHREBT 24T EDa2—I)LIZDNT

ELAM (HIABGGET 74 F £ 2—1) I, A3 ASIC ONERZH, 237 v DR
BHEEBRS 72D V=T Y 7Y —)LTF, ELAMIE, k31 77 1 L OHIcH
FIAFENTNT, X7 gp—<rARtarbe—L T L—r )Y —RAEEERTITIZIT
NEALINTNry Xy 7 F v TXET, ELAM L., IROMEELZFEITTXET,

Ry NIRRT AT =T 4 T U D ZRE LN E D RN S

e ZAE LTy FDR— k& VLAN Z48ET 5

e Xy hEFRRTD (LAY 2B LATY4DT—H)

o Ny REE ENTGATCER INTZNE ) R T 5

T2 T XAy FOEBEE N TO ELAM LR— FD AR

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U — AT, AR #ee 5 g
fe&iiz ELAM 28 EASE L, flilgtH 2 YA — 92 01%, EX, FX 72> FX2 73 A
A I TFHDOREICDHDAAL vF ETNET T, EV2T A v FTE, ROFIHENE
D

FIE

ATV 1 ELAMY —VEFTL T, 7y MEEEREZIE L ET, Eflsa~y RET A= 1%,
N—=R7=TIZL->TERY £7,

RATw T2 ereport 2~ REETLT, AU VHARKXEMIEIEAD /7 v MsEER ELAM LR — b
ERRLET,

1

module-1 (DBG-elam-el6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

[ CiscoAPIC EARFEHA K. U U—Z3x



BET+—LT75 48— X4 v FOESHEATOEAM Li— ro%r ]

module-1 (DBG-elam-el6) # exit
module-1 (DBG-elam) # exit
module-1# exit

apicl-leafll# cd /tmp/logs
apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt
pretty elam 2019-09-04-51m-13h-30s.txt
apicl-leafll#

ELAM X, H/17 7 AV % /tmp/logs/ T 4 V7 RUIBRIFLET, ZDOHITIL,

elam 2019-09-04-51m-13h-30s.txt 7 7 A A3 A U P F RO ELAM LA— kT,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A WM D ELAM LA — R T
T, L. ZOFFETEMEERDO T 7 A MTZEICR Y £, BB TLUR— &G
HITiE. BIMOFNAZFATT D2HERH Y £,

ATFv T3 Y IFAERD ELAM L FR— & Z— 83— A HFD /bootflash T4 L7 RVIZT v
n—RKLET,
ZOFITIX, ZOLVAR— MEelam 2019-09-04-51m-13h-30s.txt 7 7 A LT,
ATFw TG EEHEL LT A== A Pt sl AL LET,
AT9 75 /tmp, FIFTEHL PN EXALMEREFFTEOT 4 L7 NVICBEILET,
£
# cd /tmp
ATv 76 4V UKD ELAM LAR— MZxf L., decode_elam_parser =~ > K& EfTLE7,
1 -

# decode_elam parser /bootflash/elam 2019-09-04-51m-13h-30s.txt

decode_elam_parser =< > Rix, fEI 7 7 ANV EBEDOT 4 L7 M VITBREFELET,

BEITA+—LIT7V3— XA v FOEZEAITO ELAM LR— FDER

Cisco Application Policy Infrastructure Controller (APIC) 4.2(1) U U — A TliX, AR #e® 5 g
fe&siiz ELAM 28 EASE Lic, fliMgH 2 YA — 92 01%, EX, FX 2> FX2 73 A
A FHDORBEZDDAA v F TT NG T, HET7A—L T7 75D =7 A vF L
ANA v ALy FITIE, ROFNEEEH L ET,

FIE

ATY 1 ELAMY —LVEFEITLT, 7y MakERENELET, EMRra~y RERT A—2 1T,
IN—= R =TI L>TERRY 5,

ATw T2 ereport 2~ REFETLT, 4V VT NEREHIEERND 7 v MREE#R ELAM LR— b
R L E7,

Cisco APIC BAFEEH /4 K. JU—23x |}
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1 :

module-1 (DBG-elam-insel6) # ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

Trigger/Basic Information

ELAM Report File : /tmp/logs/elam 2019-09-04-51m-13h-30s.txt

module-1 (DBG-elam-insel6) # exit
module-1 (DBG-elam) # exit
module-14# exit

apicl-leafll# ed /tmp/logs

apicl-leafll# 1ls | grep elam

elam 2019-09-04-51m-13h-30s.txt

pretty elam 2019-09-04-51m-13h-30s.txt

apicl-leafll#

ELAM L, N7 7 A V% /tmp/logs/ T 4 V7 MUICRIELE T, ZOHITIL,

elam 2019-09-04-51m-13h-30s.txt 7 7 A /W24 U P FVJEAD ELAM L AR— kT,
pretty elam 2019-09-04-51m-13h-30s.txt 7 7 A AR EIKEIEAD ELAM LR — T

B

acidiaga~v > K
Cisco APIC TDO N7 7Ny a—T 4 > ZEAETIE, acidiag =~ > FEH L ET,
AN

AR Zoav U NI ACIO BEHZREBELZANE LI2bDOTIEH Y FHA, I~V FOTRTO
AT, IR ZM S /RS H 0 | BWUNMER L& Ry b U — 27 [ZE KRR
ETDHERH ET, FEATTDEN. 777V v 7 ~ORRREELEF LTI ZEN,

PI53RHZ TR

acidiag

acidiag avread

acidiag fnvread

acidiag fnvreadex

. Cisco APIC EARTEAHA K. J1)—X3x
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X DA AITvay

HaE

avread

7T AXNOAPIC #FKx LET, avread DH
JNIEkD L BY T,

* Cluster of : BIfET %527 T XA Z DA X
e out of target : LBV T AL YA X

e active= : APIC NEIEFHENE 9 &R L
ESC

« 