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[fE% (Work) 1A > T, BMIOTF > v aXT N0 ) v s LET,

[FEX— 3> (Navigation) |14 T, TFU & >[7TUS—3> AT 74)L (Application

Profiles) 1> 72774 I%&>[7 T4 r— 3> EPG (Application EPGs) |>EPG &% B L., LAT®D
BEEFEITLET,

a) [FAA4 > (Domains) (VM FREARTARI) 124270 7 L, 98 A O OBEERIT0DEM
(Add Physical Domain Association) ] %2 U v 27 L%,

b) [#E R A4 D OBERF0EM (AddPhysical Domain Association) ] #4727 T, [MEBEAS 2D
70774 )L (Physical Domain Profile) | K v 7"Z o2 U2 kvt BICIER L7Z KA A 2 %8R
LET,

¢) [Submit] %2 Vv 27 LET,

AEP (X, /— REDOHEDOR—, BIXORKAL BT O ET, WK A A VX VLAN 7' —
BT D, TF Y MEZ OB R A A ZBEM T b vE T,

AA v F Ta Ty ANEA L E—T oA AT T 7 A NIMERINET, AV F—T A A TaT7A
NDR—F 7ay 72K — ZA—T7PMERSIVET, AEP AEHEIIZIER S, A—F 7rvy 2B
TR AL ACERE#AT SN ET, FAA L VLAN 7 —/VIZBEA T B, 752 ME A A B8
o Ed,

Il FrG



| EPG
NX-08 R 2 A )LD CU ZEA L. EPG ZHFEDR— MIBEAT H-HD AP, FAA >, LU VLAN DIERL .

NX-0S X2 A IJLD CLl #{FERA LT, EPG #HHEDHR— MZBEAT S1=
HDAEP, FAA >, B XU VLAN DERK

1R BHIIC
«EPG ZEATHT T FONT TI/EREN TN D Z &,
« EPG T EDR— MTHFHIZEBA SN ET,

FIE

AT9F 1 VLAN RAA U Z{ER L, VLAN ®ipHZE D Y4 CEF,
5 -

apicl (config)# vlan-domain domP
apicl (config-vlan) # vlan 10
apicl (config-vlan)# vlan 25
apicl (config-vlan)# vlan 50-60
apicl (config-vlan) # exit

ARTYT2 A F =T 2 A AR =T N—TEEKRL, TDORY > —FN—TIZVLAN KA A &Y Y TES,
1 -

apicl (config) # template policy-group PortGroup
apicl (config-pol-grp-if)# vlan-domain member domP

ATYT3 V=T A HZ =T A AT T 7 ANVEERL, TOTOT7ANIA L H =T oA AKRY — J)L—
THEEINVYETT, 2O T s ANEEATEIA L F—T oA AID EHIDHBTET,

51 :

apicl (config)# leaf-interface-profile InterfaceProfilel
apicl (config-leaf-if-profile)# leaf-interface-group range
apicl (config-leaf-if-group)# policy-group PortGroup

apicl (config-leaf-if-group)# interface ethernet 1/11-13
apicl (config-leaf-if-profile)# exit

ATYT4 V=7 a7 7 A VEER L, DOV —7 T 77 ANV =T A F—T A AT 7 7ALEED
ECC, #0777 ANV EEATHY —7 D #E Y TES,

51

apicl (config)# leaf-profile SwitchProfile-1019

apicl (config-leaf-profile)# leaf-interface-profile InterfaceProfilel
apicl (config-leaf-profile)# leaf-group range

apicl (config-leaf-group)# leaf 1019

apicl (config-leaf-group) #

EPG
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EPG |
B =svsvianona

B89 % VLAN O&EE

ZO7a— N UEEREIL, B0 EPG TOEM T H VLAN 7 —/LOBREf 1T 2Bk L £,
APIC DWW 10D EPG TEBET 27— AN FH D ¥ THNTWDHEE, ZOKEITAEIC T
FHAL FEHCLEI LD T —RNERENET) . BEFEOEBE S —VNFEE LR WES
I, ZOEEEADICTEE T, AT DHE, EPGICRAAL U EEIV YK THZ LE2RAITL,
ZD R AA N2, EPGIZT TIZRHEAIT 5 TWBHID KA A L EET D VLAN 7 —/Lin
BENTCVWESRA, REF7Tvy 7 ENET,

HAH T % VLAN 77—V EPG O FICHFET 256, H A1 v FIZL - TEPGIZHID ¥ ThHi
% FDVNID [ ZFEMEEMINZ R0 | BIp DAL v FREILDVNID ZEHIV Y THHERH D £,
Zhizk, vPC RAAL ND Y — 7T EPM RIS 5 AlferE N4 U £ 4 (EPG WD
TRTOT Y RARA > OERAWRERICRY £9) . £/, =—%—» EPG [#T STP %
L TCWDEE. FDUNIDOAR—EIZL Y A4 v FRITBPDUN Ky FSiubadh, 7V v
UT N—TRRAETLAREELH Y T,

GUI Z £/ L /=E48 VLAN D1&:EE

ZOFNETIX. APICGUI i LT VLAN OF—1—F » 7 OKRIE 2 HET HH 2R L E
@—O

FIE

RATYT1 A=a— N"—T, [VRATL (System) ]>[P AT LEE (System Settings) ] #8IRL E£7,
RT9T2 Felr—rar T, [Z7TUvY T4 FOHRE (Fabric Wide Setting) | Z R L £,
ATvF3 VE¥ED 2 RUT, [EPGVLANEID#EA (EnforceEPG VLAN Validation) | % R CA I LET,
GE) BT D VLAN Z—ARZ T TIHFEL, ZORFA—ENF TR TODHAE, VAT A
Fr 7 —%2IRLET, ZOELZIERT 201, EPG IZHEMA L7V VLAN 7 — /L& E| ) 2T
HVENRDHY FT,

TDONRFGA—EEF AL T, BET S VLAN F— L% EPGIZENML LY T35, =5—
NI NET,

ATv 74 [Submit] 227V v 7 LET,

Il FrG



| EPG
FHESNTVBIUF 174 TOT7ALTHEEDA V58— 74 RI<EPe 2BATS [

RMIENTWBI VT4 T4 TAT7AILTEHDA >
B—2J14RIZEPG B AT S

AEPEFA B3 —D A AR)O—GI—TZEFRLIE=7T) 45—
3V EPG DEHDKR— F~DEA
APIC OJLiE GUI & RESTAPI ZfiH L C, #ic—> 7T 47 4 70757 ANET T r— 3
» EPG ICE##MEAM T A Z N T&£d, ZnCky, H—okoEk—r 7474 70

77 AVCEEMNT NI T RTOR— M, BEMST ST 7 r—a 2 EPG 28 A
LET,

APICREST APl £721ZNX-OS A X A VDO CLIZfEHAL, /1 v Z—Tx2A AR — T )—F
PN L TCHEBEOR—MZT 7Y r—2 3 EPG 8 ATE 7,

APICGUI Z{EFB LT-=AEP IZ K HEH DA 23— 24 A~DEPGNDE
A

BRFEICT ) r—ya v BRI T AT 4 T 7 A VIZEERIT T, F0EERT T ¢
T4 Ta T 7 A VIEEMT O TR TOR— MZEPG ZTGEIZE AT H 2 RN TEET,
1R B

o X —~ v N T Fr— 3 EPG BER STV 5,

« AEP T® EPG AT 9% VLAN O#FHNE £ TV D VLAN 7 — LAMER & T

D

WFL R A A UAMERK S 4. VLAN 7 —/L& AEP IV 7 STV 4,

« B—Hy NOEEIT LT 4T 4 a7 A NBMER SN, T Y r— a2 EPG ZEA
T oA — MIBEMT 5N TN D,

FIE

ATV TN Z—F v VOB T 4T 4 TR 7 7 A NVICBEILET,
a) AT T4 T4 TR T A NDOR=VEEET, [Z7TUvH (Fabric) |>[72 R
R &— (AccessPolicies) 1> [7R') &— (Policies) >[4 B—/\)L (Global) 1>[7 & v Fulgeia 7o
R ITUF4F4 7O T 74 )L (Attachable Access Entity Profiles) 1 IZB8EI L £,
by ¥—F v OB T 4T 4 T 7 AN%E 27 U2 LT, [Attachable Access Entity Profile] 7 - &
N %&£,

EPG
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EPG |
B vxosx5 DU EERALEA 8= T4 R KY L= TL—FIZEBEMDA 28— T4 A~ EPC DEA

ATw T2 [ShowUsage] h¥ v %7 U w7 LT, ZOERTyT 474 7077 A MVZEEMTONTEY —7 21 >
FeA L HE—T oA AR LET,

ORI T 4T 4 a7y AVICEEMT ONTT Y r— g VEPG A, ZOERT YT 4T 4
a7 7 A EEMT ST RTDOAAL v F EOT X TOR— MIBEASHET,
AT w73 [ApplicationEPGs] 7 —7 V&AL T, Oy T 4T 4 TR 77 ANVIH—Fy v T TV r— a3

» EPG ittt £9, 77U r—3a EPGT b 2B+ 5121, [H 227V vy s LET, Fxo
FUVIZRDOTZ 4 —V K3 H Y £797,

J4—I)LFK 7% < 3> (Action)
Application EPG Fay 72y w2 BEMfT N7 b, 77V r—varrary
AN, BLXO¥ =4 s 77V —3 9 EPG #BIRLET,
Encap 2 —4y N T r— 3 2 BPG OBEFIEH SN D VLAN OL4RTEZ AT LE
KR
Primary Encap 77— 9 VEPGIZT T A~ U VLAN BB EAE. 74~ VU VLAN O
LZHiEATILET,
£—FK Ky 77X a2 LT, T—X2%ET5F—R2EELET,
o [Trunk] : AR A F2XHD N T 7 4 » 712 VLANID 8 % 7 (517 STV HEIC
IR L £,
e [Access] : IRA NINLD T 7 4w 712 802.1p ¥ 73X ZHF ENTW A S
&R L FE

* [Access Untagged] : IR A RINHD N T 7 4w 7 NZ JfHT S TORWEAIC
R L ET,

ATy 74 [Submit] 227V v 7 LET,
O T 4T 4 a7 s A VICEES T ST Y —v a3 VEPG Y, ZOERT T 4T«
7a 7y A NVCEEMTONTET R TOAL v F EOTRXTOR— MIBEAINET,

NX-OSRAAILDCUEFER LA VA —T AR RY—F)L—T
[ZKBEHDAZA—T A4 ANDEPG NDEA
NX-OS CLI TiX, ##tco 7T 47 4 707 74 /V% EPGIZBE AT 2 2 LIk 2l E A
NI RAICER SN TWER A, ROVIA LV F—T 24 AR — TIA—TNEZEINT
RAALUMED Y TOENET, ZORY — ZL—TF1,. VLAN ICBhERT T 5= _To
R—HMIEHEN, TOVLAN 20 L TEASNDLT 7 U r— a2 EPG 2&te L ) ICRE
SNFET,

Il FrG



| EPG
NX-0S 2 % A L) CU WA LTA Y8 —T A R KY S— T —TF =k 2801 > 8—T 24 2~DEPe DA [

ba b HEIIS
« X =5y b TV = a v EPG BMER STV D,

« AEP T EPG E A 242 VLAN O&iFHINE £ TV D VLAN 77— U 0MERR E Ty
%)0

cWH R A A UAMERK S 4. VLAN 7 —/L & AEPICU 7 STV 4,

A —Fy VOB T 4T 4 Tu 7 s A NANER SN, 77U r— 3 EPG ZEA
T BHR— MZEEMTF SN TWD,

FIE

ATFYT1 Z—45 Y NEPGHEA v EZ—T A ARY — Z)—FIZBE T E T,

Zoawr Ry—4 o ZA0OFTIEL, VLAN K A A > domainl & VLAN 1261 IZEdfH i bii-A v % —7 =
AARY =T N—TpRBEHELET, ZORY — 7N —TIZEfT TR Tof ¥ —T7 =
AR, 77V /r—3 3 EPGepgd? NEA SN E T,

1 -

apicl# configure terminal

apicl (config) # template policy-group pg3

apicl (config-pol-grp-if) # vlan-domain member domainl

apicl (config-pol-grp-if) # switchport trunk allowed vlan 1261 tenant tnl0 application podl-AP
epg epg4d’

AT T2 Z—Fy N R—KT, 77V 5 — 3V EPGIZEEMTONIAA v F—T =2 A 2 R — T I—TF DR
U —MNEASN-Z & 2R LET,

WD show 2~ R —r AOHNHNE, RV — T N—Tpg83NV —7 AL vF 1017 EDOA —H X v
M AR—=FU0IZEASNTNDI EEZRLTWVET,

1 -

apicl# show run leaf 1017 int eth 1/20
# Command: show running-config leaf 1017 int eth 1/20
# Time: Mon Jun 27 22:12:10 2016
leaf 1017
interface ethernet 1/20
policy-group pg3
exit
exit
ifav28-ifcl#

EPG
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EPG |
B ercrnosu

EPG A D 57 &k

EPGIRT Y KA > borBt

EPGINTY RARA > bBER Y o—c kv (R RARA > b EidmE o RaRA v b
SERICHES NV E T, rBEZE A L7OIRIE TR LT d EPG WO = RARA > MO
IR SN ERE A, DHEZEH L7 EGP Tlix, < D7 74 7 v M@y —EvRIZT7 7 &
A5 L X METR EPG I 2 AL OEIIARIE L E 3725, MAROBEITFTF T S EE A,

EPG D 43#fElX, 9-~_T® Cisco Application Centric Infrastructure (ACI) *~ FU—27 KA A
WHEA SN2, ERCHETSNR0NA0, EBE500MI730 £7, CiscoACl 777U v
(TSR RARA » MIESSBEAFEE L E T8, 77 7 U v 7R STV D AL v F i
774~ 1Y VLAN (PVLAN) ¥ 729> CoHBEHRAI 2388 L £,

\)

GE)  EPGH=T Y RARA v MM L T EPG 2% E L7e S aid, IROFIR#EH S E T,

o SEEZEM L7 EPG 20T _RTOLAY 2 RRA V MBENRTY v AL N
ke y7anEd,

« BEZE M L7 EPG 2RO T X TOLA ¥ 32 KA > MEEMRFE LT 7%y RNIT
Fey 7EnET,

e NI T 4w, SBENTEMA STV EPG 2O ABEN T STV W EPG 2R T
WAEE. QoS CoS DESNAN R E DIRFFIZ Y AR — b I EHA,

BPDU %, EPG NABENA N2> TS EPG /M L CTHRE SN EH A, L2 - T, Cisco
ACI LD L7= EPG (2~ v B2 7 ST D VLAN TANR= 7 Y U — % F T3 B4 L
A¥ 2Ry VU= B8 T D&, Cisco ACLIFAE R Yy hT—T DANR= T VU =LA
Y2NL—TZRHTERIZRDLAREMELNH Y £, ZOMELERET 5121, 2450 VLAN
D Cisco ACI EAMEEFR v b U — 7 BICHE—OFHELY 7 OB ZRE L £7,

RT7 AR )L H—/ D EPG N5 B

RT A3 ) H—/\0D EPG N7 B

EPG N RBA v "MYBEEDORY > —F, _XT A X ) — " PoOEEERI N Wbz
RARA Y MZEHTEF9,

WO LD TRERBIRD Y £,

NI T T TITATMI, RNy T o B—ERIT BRI H-0OBEEMIT
R TTR, HACHEETIVEITID HA,

EPG
T I



| EpG

GUI EEALE=~T * 2 L 4—n 0 6 mnstnBE [

0= FRT Y OERICH DY — " OBREEMFIFECTER, 2 b — Ay
BT DL, RET 7 BEAREROH 5 — Tk L TRESNE T,

B 4:RF A% )L H—\D EPG N5

vimware

Source-EPG , | lo
Isolated ; ! Destination-EPG 8

RT XX DEPG XY —7 AL v FTHEAINE T, T A X)L P — T VLAN 7
B EHEHLET, 2=F v A b, AFHFX A BLOT v —FFy X FOFTTO B
74 v I SEENEMSNIZEPGRT Rr v 7 (/) SEd, ACI7 Y v FAA
NZIE, BES AL EPG LiEF O BPG ZIRIESHH 2 &N TE 4, DS /-EPGENZ
AUZIX, VLANR N7 7 ¢ v 7 2 4EST 285D VLAN ZE T £7°,

GUI ZERALT=AT A %)L H—/\ D EPGC NN BREDERTE

EPG MEMT 2R — MI, V=7 AL v FITRT A X)L P — T EHEH S 2 72O
DB R A A RNDNRT AL H— S E BT D ERH Y FF,

FIRDEE

1. 77 KT, [ApplicationProfile] #4527 VU w2 L, [Create Application EPG] % A 7 1 27 7R
7 A&V TIROEBIEZFEITLET,

2. [Leaves/Paths] ¥ A4 7 0 VR > 7 AT, IROBIEEZIATLE T,

o m



EPG |

B vos 25400 cU EERLEAT 2581 H—/3 D EPE NS BORE

F IR D

FIE

ATw 1 T KT, [Application Profile] #4772 U 7 L. [Create Application EPG] ¥ A 7 12 7" 7R v 7 A % BHVTIK

DEELFEITLET,

a) [Name] 7 4 —/L FIZ, EPG O4Hi (intra_EPG-deny) ZiBANL £,

b) [Intra EPG Isolation] T, [Enforced] %7 V v 7 L%,

¢) [Bridge Domain] 7 4 —/L R C, Kayv X UARNNLT U vy RAALY (bdl) Z®RIRLET,
d) [Statically Link with Leaves/Paths] = v 7 R v 7 A& A4 I LET,

e) Next] =27 Uv7 LET,

AT w72 [Leaves/Paths] A 71 7R v 7 AT, WOBEMEEZFITLET,

a)

b)
¢)

[Path| 7 > 2> T, Rry XU UARnL 707 F— RTO/NA (Node-107/eth1/16) % iR
LET,

5% ) VLAN @ [Port Encap] (vlan-102) Z¥57E L %9,
GE) T RAE A= NR Y =T AL FITEFEE STV 5 5E . Port Encap D&
% U VLAN OLRPEE S IVET,
77 A <1 VLAN @ [Primary Encap] (vlan-103) % T L £,

[Update] 27 VU v 27 LET,
[5ET (Finish) 1227 VU v 27 LET,

NX-08 X2 A LD CLU ZERAL=AT A2 )L H—/\ D EPGC AR BEDERTE

FIEDOHE
1. CLIT., EPG N%7Bf EPG Z1ERL L £7,
2. REEMRLET,
FIED M
F|i§
AT REEET7IVa Y g
AT v 71 |CLI T, EPG W4Hft EPG Z1ER L £,
1
AT, VMM 7r—A &R LET,

Il FrG



| EPG

NX-0S 24 A L0 CL A LI=~7 # 4L +— 0 er untnmz [

ARV RFERETIVa Yy

B8

ifavl9-ifcl (config)# tenant Test Isolation
ifavl9-ifcl (config-tenant) # application PVLAN
ifavl9-ifcl (config-tenant-app)# epg EPGL
ifavl9-ifcl (config-tenant-app-epg) # show
running-config
# Command: show running-config
tenant Test Isolation
application PVLAN epg EPG1
tenant Test Isolation
application PVLAN
epg EPG1

bridge-domain member BD1

contract consumer bare-metal

contract consumer default

contract provider Isolate EPG

isolation enforce <---- This enables
EPG isolation mode.

exit

exit

ifavl9-ifcl (config)# leaf ifavl9-leaf3
ifavl9-ifcl (config-leaf)# interface ethernet 1/16
ifavl9-ifcl (config-leaf-if)# show running-config

ifavl9-ifcl (config-leaf-if)# switchport trunk

native vlan 101 tenant Test Isolation application
PVLAN epg StaticEPG primary-vlan 100

exit

ATvT2

REA MR LET,
1 -

show epg StaticEPG detail
Application EPg Data:

Tenant : Test Isolation
Application : PVLAN

AEPg : StaticEPG

BD : BD1

uSeg EPG no

Intra EPG Isolation enforced

Vlan Domains phys

Consumed Contracts
Provided Contracts
Denied Contracts

Qos Class

Tag List

VMM Domains:

Domain

Immediacy Resolution
Encap Primary
Encap

immediate
auto

Static Leaves:
Node Encap
Immediacy Mode

bare-metal
default, Isolate EPG

unspecified

Type Deployment
Immediacy State

VMware On Demand
formed auto

Deployment
Modification Time

erc



EPG |

B vvware vos o eP6 5 it

ARV RFERFTIVaY =)

Node

1018
vlan-100

1019
vlan-101

Node

Static Paths:

Static Endpoints:

End Point MAC End Point IP Address
Modification Time

Interface Encap|
Modification Time

ethl01/1/1
2016-02-11T718:39:02.337-08:00

ethl/16
2016-02-11T18:39:02.337-08:00

Interface Encap

VMware vDS ) EPG N7 &

VMware VDS % 7= (% Microsoft Hyper-V {18 X 1 v 7D EPG % B

Il FrG

EPG Ny HEIX, R U~_N—RZ EPG £/-id~ A 7kt Z A b (uSeg) EPGIZH HWFEF 7213
By RRA U N THA APBFEICEFE LN ST 64Ty a T, 774/ F Tl
MUEPGIZEEND Y RARA Y b T AL AFEWVCEETHZ N TEET, Ll EPG
NOxY RRA 2 b FAL ZADJNOx 2 FRA 2 b TN 2D DFERRGHENREE LR
WAFIELET, 72 L, FLCEPGNOT Y KR A > s VM AEHOT T MIBL T
DA T TANVABNIEN DD T2HIZ, EPGNONBEE EITT 52 LN TEET,

Cisco Application Centric Infrastructure (ACD) KA~ > vx—T % (VMM) KAA X, EPG
BENAH N 72> T D EPG Z L2, VMware VDS % 7213 Microsoft Hyper-V {RAEA A~ F
S7BEPVLAN R— b Z V=T % LET, 777V v 7 EHENRT T4~V 7k

ZIEET 50, £ZIXEPG & VMM R A AV OBHEATHNC 7 7 7V w7 BREIRINIC T T4 ~

U B 7k zBELET, 777U v 7 EBE D VLAN pri 5 & VLAN-sec fifl Z 512 31

T5HE VMM KA A 25T VLAN-pri & VLAN-sec 78 KA A > F—)VINDAZT 4 v 7

Tay I O—ETHDHZ EBREESNET,

T4 <Y BN, EPGVLAN Z & ICEHRENET, EPGHRNSEEC T I A4~ H &
I ZFE T 5120%. ROWTHOHFETEBT 2 LERH D £3,



EPG

VMware VDS & 7= [ Microsoft Hyper-V {R 38 X 1 v F 0 EPG 7B .

« 774~V VLAN L& &Y VLAN CEEINTZR— FEERRD AL v FITHEEL F
9, EPGVLAN|ZIAA v F T EIMERESNET, N— bt B 7 BMERHY ., EPGDO AL v
FEDOAZT 4 v R—=bDAHRDEGE, T4~V 7w LIFBEEMS TN ERE A,

e N— N T MMV DBEHERHTEALZT 4 v 7 A— MIIBIO I et L ET,
ZHIZEY, FTA~ U BT BAERBEEMS T 5TV R0 2% B OEPG VLANAERL &

nEJ,

WOFHITIX, 54~V VLAN-1103 ZE>2 >DA > % —7 =1 A (Ethl/1, Ethl/3) ®
WO T 7 427 %EZELET, Ethl/IR— k & 7E/1{E2 VLAN-1132 I (VLAN-1130

ND) BEEIN7-7-%. Eth1/3EEH 42U VLAN Z235H LEH A,

Port encap with VLAN-1130 on Ethl/1
Ethl/1: Port Encap only VLAN-1130

Ethl/6: Primary VLAN-1103 and Secondary VLAN-1130

fab2-leaf3# show vlan id 53 ext

VLAN Name Encap

53 JT:jt-ap:EPG1-1

module-1# show sys int eltmc info vlan access_encap vlan 1130

vlan id: 53
bd vlan id: 52
srcpolicyincom: 0
accencaptype: 0
accencapval: 1130
sclass: 49154
sclassprio:
maclearnen:
sclasslrnen:
gosusetc:
isolated:
Proxy arp:
ivxlan dl:
is _service epg:

ool ell el a0

Port encap changed to VLAN-1132 on Ethl/1
fab2-leaf3# show vlan id 62 ext

VLAN Name Encap

vlan-1130

isEpg:
hwEpgId:
data mode:
fabencaptype:
fabencapval:
sglabel:
floodmetptr:
iplearnen:
bypselffwdchk:
gosuseexp:
primary encap:
ging core:
dtag mode:

Ethl/1,

Ethl/3

11278

12192

62 JT:jt-ap:EPGl1-1

module-1# show sys int eltmc info vlan access_encap_vlan 1132

[SDK Info]:
vlan id: 62

bd vlan_id: 52
srcpolicyincom: 0
accencaptype: 0
accencapval: 1132
sclass: 49154
sclassprio:
maclearnen:
sclasslrnen:
gosusetc:
isolated:
Proxy arp:
ivxlan dl:

C O OR P

vlan-1132

isEpg:
hwEpgId:
data_mode:
fabencaptype:
fabencapval:
sglabel:
floodmetptr:
iplearnen:
bypselffwdchk:
gosuseexp:
primary encap:
ging core:
dtag mode:

Ethl/1

11289

11224
12
13

O O O O o

erc
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B vmware vDS % 7= (& Microsoft Hyper-v =382 1 - 7 EPG %)

is_service epg: 0
fab2-leaf3# show vlan id 53 ext
VLAN Name Encap Ports

53  JT:jt-ap:EPGl-1 vlan-1130 Ethl/3

module-1# show sys int eltmc info vlan access_encap_vlan 1130

[SDK Info]:
vlan id: 53 HE isEpg: 1
bd vlan_id: 52 HEH hwEpgId: 11278
srcpolicyincom: 0 HE data mode: 0
accencaptype: 0 HESH fabencaptype: 2
accencapval: 1130 HE fabencapval: 12192
sclass: 49154 HEH sglabel: 12
sclassprio: 1 floodmetptr: 13
maclearnen: 1 iplearnen: 1
sclasslrnen: 1 bypselffwdchk: 0
gosusetc: 0 gosuseexp: 0
isolated: 1 primary encap: 1103
Proxy arp: 0 ging core: 0
ivxlan_dl: 0 dtag_mode: 0
S
GE) « A > 7 EPG fRBEA R S e na, BOE THE STV T H VLAN-pri fEIZ M S h

£75

« EDM UCSM #5 & L 72 VMware 53 BURAE A A >~ F (DVS) RAA UBRMTHZ &
N ET, FAL VRSN TS RRA v~ Zv—7F (EPG) T EPG WN4yEf
EREL, 774 ~— K VLAN ZH% 7K — bk L7Z2 UCSMMini 6324 #fi i3+ 2 &, RAA
VCREENEALET,

BPDU i, EPG NATBENA N2> TW5D EPG 2 L THEE SN EH A, L7228 > T, Cisco
ACI EDOISI L= EPGIZ~ v B 7 ENTW5 VLAN TAR= U WV ) — %2 FETT 541
AY¥2 Xy NT—0 58T D&, Cisco ACLITANBAR Y NU—T DANR=V T ) =N A
%2»—7%@&?%&<&5ﬁ%%%%0i? ZORMEE RS 511X, 2405 O VLAN
W@ Cisco ACI E4MEFR v b U — 7 BICH—OfmELY) v 7 OB ZHELET,

VMware VDS & 72 1% Microsoft Hyper-V {48 A A~ 5 VLAN-pri/VLAN-sec X7 %, EPG & K
AA L OEREMITHIZVMM R A A ZEISERSET, EPGNIREHEEPG IZ/ERL S fu7- AR —
b =7 F pvian IR E SN Z A 7 TH J T S 472 VLAN-sec /M L £7, VMware
VDS F 7213 Microsoft Hyper-V {KAHA A v FEB L7 7 7 U » 7L, VLAN-pri/VLAN-sec 77 7
bE AT v T LET,

* Cisco ACI 7 7 7'V v 7 755 VMware VDS & 7213 Microsoft Hyper-V {RAE A A F~D (g
/X VLAN-pri ZfEH L ¥ 7,

» VMware VDS & 7213 Microsoft Hyper-V {RAE A A~ T35 Cisco ACI 7 7 7' U w 7 ~Difg
IX VLAN-sec ZfEf L £,

EPG
T I
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VMware VDS % 7= (& Microsoft Hyper-V {x 8 X 1 v F M EPG & .

5: VMware VDS Z 1= (3 Microsoft Hyper-V{R38 X A v F 0 EPG 5B

[

: Microsoft vSwitch Primary  Secondary

VLAN-sec
—
1_

VLAN-pri

“H

VMWare VDS

@ VLAN-Pri VLAN—SIec

1
I

l

1

I

1
h

¥

o= ——

{
]

]

]

! 1
1! 1
1! 1
W W
¥ ¥

&

T 78 70

Isolated EPG, VLAN-sec

501400

<« Web-EPG ————>»

ZORICEET 2 ROFEAMIER L T EE W,
1. EPG-DB |3 CiscoACI U —7 A A v FIZVLAN N T 7 4 v 7 %2 EELET. CiscoACI H N

V—7 214 vFiL, 774~V VLAN (PVLAN) 7% L I 7 4 v 7% h7®
L L. Web-EPG = RARA v MIEzE L ET,

VMware VDS & 721Z Microsoft Hyper-V {48 A A ~ F1%, VLAN-sec Z{#H L T Cisco ACI
V=T AL v FIT T 7 4 v 7 EHEELET, Web-EPGHOFTNTHOVLANKN KT 7 1 v
Ik U BEDS I S D72, CiscoAC U —7 AL FIET_XTDEPGN 77 1 v
Jh Ruey 7 LET,

CiscoACL U —7 A A+ F~0 VMware VDS % 7= |3 Microsoft Hyper-V {8 2 1~ F VLAN-sec
ToTV IR GEENT 7 £— RTF, CiscoACI Y —7 A A v F L, VMware VDS F
7213 Microsoft Hyper-V {RABA A v F~DX T U 7 857 4> 71T VLAN-pri ZfH L
£7

PVLAN = v 7%, VMware VDS F 7213 Microsoft Hyper-V A8 A 1+ T35 X T Cisco ACI
Y—=7 A v F THRESNET, WEB-EPGNHDVM T 7 4 v 7L VLAN-sec N TH 7
b & E T, VMware VDS & 721 Microsoft Hyper-V {RAE A A~ X PVLAN # 7'|C
> Tr—J/LD WEBWNEPGVM F 77 ¢ v 7 Ziif LET, 7~ TONES ESXi KA
I & 721% Microsoft Hyper-V /R A b VM K7 7 ¢ v 7 |, VLAN-Sec % f#i ] L C Cisco ACI
U—7 2 v FITHEEINET,

o m



EPG |

B cui %6 L - vMware VDS = 713 Microsoft Hyper-V 0) EPG P43 BE D&

GUI % {5/ L 7= VMware VDS 3 7= & Microsoft Hyper-V @ EPG A4 Bt D

FIRDHE

F IR DA

FIE

K
it

1. Cisco APIC (c1 7'+ > LET,

2. Tenants>tenant ZEE4R L £,

3. Efllorer—rar v RyT, [7IVS—230TAT7AIL] 7404 Lt
TV r—vary a7y A VERBLET,

4. Application EPGs 7 + /v ¥ %47 U > 7 L. CreateApplication EPG %R L £ 7,

5. CreateApplication EPG ¥ A 7/ Ry 7 AT, WO TFIEEFEITLET:

6. Updatexz”7 U7 L, Finishz2 Vv 7 L%7,

RATwF1 CiscoAPICIZR A LET,

AT v 72 Tenants>tenant &R L £,

AT T3 Efloresr—rvary vy RyT [FIVr—2a30 TAT AN 74 NZ LT 7 ) r— 3
yoom 7y ANEREMLETS,

AT w74 Application EPGs 7 #/V ¥ %47 U » 7 L, Create Application EPG % %R L 7,

AT w75 CreateApplication EPG ¥ A 71/ Ry 7 AT, ROFNEEIFATLET

a)
b)
c)
d)

2

Name 7 4 —/L RIZ EPG 4 ZBM L £9°,

Intra EPG lIsolation =V 7 C, Enforced %27 V v 7 L¥7,

BridgeDomain 7 1 —/L K C, Ky 77Xy JRAMNMLT U v RAL U ERRLET,
EPG % X7 AL NVE R AL v A H—T = A AETE VM R A A ABEM T E5,

* VM K2 A DA [Associate to VM Domain Profiles] = v 7 R v 7 A4 12 LET,

o T A X NLDYGE | [Statically Link with Leaves/Paths] F = v 7R v 7 A& A4 I LET,

Next] 27 U > 27 LET,
Associated VM Domain Profiles = U 7 C, + 714 arv% 7 Vv 7 LET,
Domain Profile 7e 7 7 A LD R v 727 U X Wb, @7 VMM R A A a2 EIRLET,
ABT 4 w7 O, Port Encap (or Secondary VLAN for Micro-Seg) 7 + —/L RC& 4 4 U VLAN
Z4RE L. PrimaryVLANfor Micro-Seg” 4 —/LV K¢, 74~ U VLAN%#$5¢ L %9, Encap 7 4 —
NV REZEAOERICT DL, ERABNIZE B THNAET,

GH) AET 47 DY, AXT 427 VLAN % VLAN 77— L Tl T& 3 481 &

D iﬁ—O

Il FrG
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NX-0S 2 4  JL CLI % &/ L 7= VMware VDS % 7=(3 Microsoft Hyper-V 0 EPG la5 Bt iE [}

AT 76 Updatex 7 Vw27 L, Finishz27 U >7 LET,

NX-0S X % 1 JL CLI Z{&EfH L 7= VMware VDS Z 7= & Microsoft Hyper-V @ EPG [N % Bt (D £%
E

FIEDHEE
1. CLI C. EPG WN%Hft EPG Z1ER L £ 97,
2. REEMHRLET,

FED £

F|iE

AFw 71 CLI C. EPG W4 H#fE EPG Z1ERE L £,

1 -
R DOFNE VMware VDSD3E T

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg) # show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
vmware-domain member PVLAN encap vlan-2001 primary-encap vlan-2002 push on-demand
vmware-domain member mininet
exit
isolation enforce
exit
exit
exit
apicl (config-tenant-app-epg) #

1 -
R OHFIIL, Microsoft Hyper-V IRAEA A v F 2R L ET,

apicl (config) # tenant Test Isolation
apicl (config-tenant)# application PVLAN
apicl (config-tenant-app) # epg EPG1
apicl (config-tenant-app-epg)# show running-config
# Command: show running-config tenant Tenant VMM application Web epg intraEPGDeny
tenant Tenant VMM
application Web
epg intraEPGDeny
bridge-domain member VMM BD
microsoft-domain member domainl encap vlan-2003 primary-encap vlan-2004
microsoft-domain member domain2
exit
isolation enforce

EPG
I I



B nx-08 2% 1)L cu £ L - VMware VDS % 7= [+ Microsoft Hyper-V 0 EPG 153 B 35

exit
exit
exit
apicl (config-tenant-ap

ATv T2 REEMWELET,

51

show epg StaticEPG de
Application EPg Data:
Tenant :
Application
AEPg
BD
uSeg EPG

Intra EPG Isolation
Vlan Domains
Consumed Contracts
Provided Contracts
Denied Contracts
Qos Class
Tag List
VMM Domains:

Domain

Primary

auto

Static Leaves:

Node Encap
Static Paths:

Node Interface
1018 ethl01/1/
1019 ethl/16

Static Endpoints:
Node Interface
Modification Time

Dynamic Endpoints:

Encap:
Node Interface
Modification Time

1017 ethl/3
2016-02-17T18:35:32.22

Il FrG

(P) :Primary VLAN,

p-epg) #

tail

Test Isolation
PVLAN

StaticEPG

VMM_BD

no

enforced

VMM

VMware vDS-Ext
default,Isolate EPG

unspecified
Type Deployment Immediacy Resolution Immediacy State
VMware On Demand immediate formed
Deployment Immediacy Mode Modification Time
Encap Modification Time
1 vlan-100 2016-02-11T18:39:02.337-08:00
vlan-101 2016-02-11T18:39:02.337-08:00

End Point MAC End Point IP Address

(S) :Secondary VLAN

Encap End Point MAC

vlan-943 (P) 00:50:56:B3:64:C4 —--—-
4-08:00
vlan-944 (S)

End Point IP Address

EPG |

Encap

auto
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Cisco ACHRZE T v 0 PG Bt nEE [

Cisco ACI {RZE T w M EPG N EE DK TE

Cisco ACI Virtual Edge T® EPG % B D& FH

T 7 N TIE, EPGIZET 5T RaA v MIFEMNRRESIN TV 2L THHRAILEE T
¥, 727 L. fHEIZ, EPGNO=Y RARA v "NelrETxFd, 2L 213, EPGNTYA
JL 2R DRIE A > VM 23 EPG Ofthd VM IZEE A RITT 2 820k Hlc, = RRA

NG

FrBEEEH T ONEE LWEERH Y £,

TV =2 a VNOTRTOTY RRA V MIDEEERETHZ D, WTNICHLERE LA
W2 EHTEET, —HOT Y RARA Y MIOBEEZEREL, o= RARA » MIERE LW
JEIEHTE 8 A,

EPGNDT RARA L "ESBELTH, =2 FARA 2 MBI EPGIND T RiRA > b L
fECEBLHITTHaNTT MIREBLEEA,

\)

GE)

VLAN <& — R C Cisco ACI Virtual Edge F £ > & BI#EAHT 50TV 5 EPG TP EPGRAEED
WHEVR—- PSR TWEFA, ZOXH72EPG CEPGHNONEiZEAL L > 9 5L, =
F—Mm MY AT—a3hET,

Cisco ACI Virtual Edge ¥~ 7 =& 2 £ > | (uSeg) EPG T EPG W/BE A3 2 Z L IXBAED
EIAYFR—RENTVERA,

VXLAN 71 7/t % L, EPG N7 BEAN i &40 TV % Cisco ACI Virtual Edge EPG Tl
7% ARP IEH AR — F IR TWERANME S T, Cisco ACI Virtual Edge EPG [ TEAFI MG E
ENTWTH, EPG N BES 72 EPG I CTH 7 % v MEBEE1T O Z L IX TE 8 A,
(VXLAN),

GUI # &1 L = Cisco ACI Virtual Edge ® EPG R EE DR E
ZOFEIZHE ST, EPG DTy KR A ¥ BFEIZEE ST\ EPG Z1ER L £97,
EPG BMEAT AR — I VM 32— % (VMM) OWNWTNNIZE L TWAKENRHY £9°,

N

GE)

ZOFNEIE, EPG DIEEFFHZ EPGND =Y RiRA v F &5+ 5 Z L 2Rt L LTV ET,
BEAE D EPG N KA > b & 4589 5 121%, Cisco APIC N EPG %% L. [Properties]
~A @ [Intra EPG Isolation] #E18 C [Enforced] Z R L C [SUBMIT] 27 V v 7 L¥7,

erc



EPG |

B cui %65 L1 cisco ACI Virtual Edge O EPG P53 BEDERTE

FIE

1R BHHEIIZ

VXLAN BH# D% E2Y Cisco ACI Virtual Edge VMM K A A UZHFEAET D 2 & KEIZ Cisco ACI
Virtual Edge 7 7 7'V v 7 BIKD~NVTF XX AN 7 RLALEYALVFHF Y AN T FLAOT —)b
(EPG Z &2 1 D) FIETHZ 2R L ET,

AT v 71 Cisco APICIca 7 A > LET,

AT 72 [Tenants] %

BRLCTT > b7 4 V& % BB L. [Application Profiles] 7 4+ /L& % BB L £ 7,

AT T3 7V r—var a7y AvEL27 Y v L, [Create Application EPG] % 34K L £,
AT 74 [Create Application EPG] ¥ A 7 1 /7R v 7 AT, WOFNEEFEITLET,
a) [Name] 7 4 —/V RIZEPG4E AT LET,
b) [Intra EPG Isolation] 7 C. [Enforced] %7 V v 7 LE9,
¢) [Bridge Domain] K>y 7# 7 URA MG, 7V vy RAL UCEZRIRLET,
d) [Associate to VM Domain Profiles] 7= v 7 KR v 7 A& A N2 LET,
e) [Next| 227 VUv7 LET,
f) Associate VM Domain Profiles = U 7 C, RO FNEICHEVF T
s+ (FTRA)YTAarEr7 Y v L, DomainProfile e v 77X ) X S, k5 L33 Cisco
ACI Virtual Edge VMM R A A > &R L F 7,

« SwitchingMode K> 7 Z7 > U A KU R Kb, AVE 28R L E7,

«EncapMode K w7 Z 7 U &2 ke VXLAN F7213 Auto Z38IR L £ 7,
Auto #ER L 725, Cisco ACI Virtual Edge VMM R A A > D J1 7B /ALE— R2¥ VXLAN (2725

TWDHZ LR LET,

c(ATva)yky N7y AT LICMOREA T v a L ERRIRL £,

g) [Update] 7 Y > 27 L. [Finish| %27 Vv 27 LET,

Il FrG

RDEZRY

MAHEREZBINL CERTDE, = RRA Vv bS5 TR0 ET, ZOH
A R [Tenants] % 7' FC, Cisco ACI Virtual Edge DB S 7= KA > b OFEHE#R %=
BEIRT D (31 ~4—) & [Tenents] # 7 D F T Cisco ACI Virtual Edge D73 S 7z KR
A2 FOFEHEREFERT D Bl =) ZBBLTIEEN,



| Ere
[Tenants] # DT T. Cisco ACl Virtual Edge DBt Snf-T > FRA > FO#EHERZEIRT 5 .

[Tenants] 2 M T T. CiscoAClVirtual Edge DnBt S f-T > FRA > FD#EHEHR % E
R9 %
Cisco ACI Virtual Edge ¢ EPG Wyl & 5% & L= A, & Sk, =G 7 v MK
EEWRHLALTF X v 2 Ry MR PO FRA v b OFEHERZ ZRT RIS, Thb
ERIRTHUERH Y £, TO%, HEHEREERTEET,

FIE

RATvF1 CiscoAPICIZR /A LET,

AT w72 [Tenants] > [tenant] DJEIZER L E 5,

ATY T3 TFU o~ a3 v KU, Application Profiles, profile, 35 X Y Application EPGs 7 # /L
FaERL, #RTD520 RARA » MEsHERE &1 EPG #38IR L £ 7,

AT w74 EPG O [Properties] 1E¥~XA > T, [Operational] ¥ 7% 27 U v 27 L CTEPGNDO=TZY RAKRA v FaFRLE
7

RT9TS TV RKRA L NEXTVI ) v LET,

ATYT6 T2 KAKA 2 b [Propetties] XA T RNy 7 AT, [Stats]| X T H 7 Vw7 L, F=vZ TAaLuy
Uy 7 LET,

ATw 71 Sdect Stats ¥ 7 1 Z'AR v 7 AD Available <A T, T2 RRA ¥ MIOWTERT HMGHE# & 3R
L., AaERMZHEHLTENLOEHR % Sdected <A BB L E 7,

ATw T8 [Submit] 27V v 7 LET,

[Tenents] # 7' T T Cisco ACI Virtual Edge DB S -T2 KRA > FDOIKETEBERER
N RS
Cisco ACI Virtual Edge ¢ EPG W3 B & 5% E L CWGEI1CIE, =2 RARA ¥ FOFGEHE#R %
BIRT DL, ERTDHIENTEDL IR £7,

4r & SRS

T RARA & MIZOWTERT DM HEREZER L THLENRH Y £, FIHIZOWNT
X, ZDOHA RO [Tenants] ¥ 7 D F T, Cisco ACI Virtual Edge D73 fff S uiz— > KR A > b D
MEHBWMAZEINT S 31 2—) ZZBLTIEEN,

FIE

ATwF1 CiscoAPIC 2 714 v LT,
AT w72 [Tenants] > [tenant] DIEIZEIR L £,

EPG
I IET



EPG |

. [Virtual Networking] % @ T T. Cisco ACl Virtual Edge DBt Shf-T > KR4 > FDO#HEHERZ:8INT 5

ATvT3

RATv74

ATy TH
ATvT6

Ty OFEsS— a3y v RUT, Application Profiles, profile, ¥ & U Application EPGs 7 # /L
ZEREH L, ROULBERFEHERP DD RARA » M EATWD EPG Z IR L £7,

EPG @ [Properties] /E3£~XA1 C, [Operational] # 7% 27 U v 27 LTEPGINOTY RAKRA > haeFrLE
ﬁéo

MEHERERTT DU RRA L NEX T ) w7 LET,

TV RARA > hO Properties{F¥(v 4+ KU T, Stats ¥ 7% 27 U w7 LET,

TE2ED 0 v RO, RIFEBIRLUEMEHERN TR REINET, BV 4V RUDELET, 7—7 1 B a—
TAaALRFy—ha—TAa2r%7 )y 7 LT, Ea—42LHTEET,

[Virtual Networking] 2 7@ T~ T. Cisco ACI Virtual Edge D D& S hf-T > KikA4 > Dk
FHEHRZEIRT 5

FIE

ATy
ATFyT2

ATvT3
ATvT4
ATy T5

ATvT6
ATy 717

Cisco ACI Virtual Edge C EPG N3 A 3% € L7ciG6 . G SN, =E 7 v MK
EEEHA~NTF v A2 Ry M7 E Oy RRA V hOFGEHERE R T R0, Thb
BT OMENH Y £, TO%, FatlFmMar R TEET,

Cisco APIC Iz 7’4 > LET,

Virtual Networking > Inventory > VMM Domains>VMware> VMM domain > Controller s> controller instance
name> DVS-VMM name > Portgroups> EPG name > Learned Point MAC address (node) > % &R L =97,

[Stats] # 7% 7V v 7 LET,

Frvl v—IPFNTeETE 7Y v LET,

Select Stats % A 7 u VR v 7 AT, o H#EHEHRE Available~1 > TZ7 U v 7 L, A& KHZ Y
Uw 7 LT, 6% Selected <A SNZBHE L £,

(AT aNh 7)o MREERLET,

[Submit] #2 U v 7 L&,

[Virtual Networking] 2 7 T Cisco ACl Virtual Edge D 3B T > KR4 > FfsHERZ R RS

%

Cisco ACI Virtual Edge ¢ EPG W B2 % E L CWGEICIE, =2 KR A ¥ FOFEHE#R %
BT D&, MR THIENTEDLLITRY T,

48O HREIIC

T RARA & MIZOWTERT DM HEREZER L THLENRH Y £, FIHIZONT
X, ZDOHA RO [Tenants] ¥ 7 D F T, Cisco ACI Virtual Edge D73 fff S u7z— > KA > b D
MEHBmAZEINT S 31 2—) BB LTIEEN,

Il FrG



| EPG
NX-0S 2 4 1 JLOD CLI A L 7= Cisco ACI Virtual Edge 0 EPG a5 it zse [

FIE

ZT w1 Cisco APIC 122 7' A v LET,

AT w 72 Virtual Networking > Inventory > VMM Domains>VMware> VMM name> Controllers> controller instance
name> DVS-VMM name > Portgroups > EPG name > Learned Point MAC address (node) %% L £ 7,

ATY T3 [Stats]| ¥ 7 &7 Vw7 LET,

DT 4 Rz, BIFEBRUIEMKEHEREZR R LET, (EEXV 0 FUDELET, 7—7 V0 Ea—
TAaLRFvy—bEEa—TAa%7 )7 1LTC, Ea—%2BHETEET,

NX-0S X %2 4 JL®D CLI Z{# A L 1= Cisco ACI Virtual Edge 0 EPG N EE D& TE

1R BHHEIIZ

VXLAN (ZBHE3 23 EITAFET B0 E 9 M % fifgi8 L £ 7 Cisco ACI Virtual Edge VMM R 2 A
>, FFlZ, Cisco ACI Virtual Edge 7 7 7' U v 7 &IkD~< /L FH ¥ A N 7 RL A & (BPG T &1
1 D) DYNLVFFRYARNT RLADT =)L,

FIE

CLI C. EPG N4y EPG Z{ER L £,
1 -

# Command: show running-config tenant Tenant2 application AP-1 epg EPG-61
tenant Tenant2
application AP-1
epg EPG-61
bridge-domain member BD-61
vmware-domain member D-AVE-SITE-2-3
switching-mode AVE
encap-mode vxlan
exit
isolation enforce # This enables EPG into isolation mode.
exit
exit
exit

RDBERY

MAHEMZRINL CERRTHE, = NRA Y MBS T 2MEOBKN R L b ET, 2ol
A R® [Tenants] % 7 @ FC, Cisco ACI Virtual Edge D73 Xiv7-= > KR A > F OffiaHE#R %
BT 5 (31 ~—) & [Tenents] % 7 D T Cisco ACI Virtual Edge D53 fff S L7z = RR
A FPOFMEHERZFRT L Gl X—=) 2ZMLTILEEW,

erc
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. FSILYa—Favy

kS ITIVoa—TFT429

IVKRRAVMNEHED ST a—TF4209

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

BBy RRA U NOBEAT — 4 AR ET,
BEAT —Z ZE= 2 R RA 2 b O T —RREI ADRENET,
TV RBA U N AT =S AOKE (355-V) &
RN A B =T 2 ADAT —H ZAGEFRET,

FVERT —Z RTIL F RNV DZT =R EI A RENET, [P H—T 2 ARAT—H R
Ot (353—Y) | ESRLTIEIN,

EHE

=111}

T RARA b Zv—7 (EPG) [ET traceroute =57 L ¥ 7,

ML —A— KTliE, ANA 2 J—FRREOFRE /) —F, BEXOT Y FARA > FNEIORBERH LN/
*4, [ KARA vk BTO traceroute DFET 36 2—2) | ML T TEEV,

TURBA L IDOT NI v T AT X ERERLET,

TRIv s HULHE, RIETT Y KHA L Ry M EREL TS, EEET Y FAA o b
BTy FEZELTWDD, TLTREINZ Ny MEREE IRy MIZE LW E ) e
MR LET, [T RhIvZ B 2Ok 37X—2) | 22RLTIEEN,

£ EPG Tarv h 77 FEFHNET,

HKZEPGTDaY 8T 7 F&EHHR, EPGITDO T 7 4 v 7 OFWNBPHFAIINTWEIDEHRLET, T4
MELT—FMICa b7 7 bERE, BHIRONT 7 4 v 7 2FFa[ T2 R TEET,

BRIy b= ) T J—RICEBETDHI LA R —2#H R LET,

T=Z VT ) =Ry KT FIAYRRo7=T RLaera haLrEoRyry hofE SR LE
9, [CiscoAPICGUI L7277 FSPANtE v a v DOFRE (B8 X—) | #ZRLTILEIWN,

Il FrG
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vrRsor z7—2208% [

IVRRA b AT—RADEKRE

FIE

ATy T
ATy T2
ATvT3
RTv74
ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

ATv 710

A= =2 — X—"T, [Tenants] #7 Y v 7 LE 7,

VT A=ma— N—T, RELZ RRA U NG T T e Vv LET,

[FEX—2 3> (Navigation) 1A > TTF v bafEL, [7FUr—2a>FaT 74 )L (Application
Profiles) | Z455ELC, = RARA Y MR EENDLT TV r—vary a7y A VEJBELET,

[7 77— 3> EPG (Application EPGs) ] #JER L, #8925 EPGA 2 Y v/ LET,

5% (Work) 121 > T, [TY FiRA4 > b (Endpoint) | 7—7 /LDy RiKA 2 FDY R B EE
LY RRA U NEX TN w7 L, [9FA4F72 IV RRA2 b (ClientEndPoint) | %4 7w/
RNy 7 ZAEEET,

(V547 TV RAKRA2 b (ClientEndPoint) | #4707 KRy 7 AT, = RARAL L hOTax

T4 e L, [#4EtE (Operational) | # 7 %7V v 7 LET,

[21EE (Operational) 1 # 7 C, f@alt, AT — ¥ ABIUOEEEHERZ R LET,

[RTF—R R (Status) | 7—7/NT, BH, A XU, FHEF=T7—REO= NI BRBLIHEEEZZ Y v
7 LET,

(V5472 TV RRA2 b (ClientEndPoint) | #4707 Ry 7 2T ET,

[Ty FRA >+ (Endpoint) | 7—7 VT2 RARA VMDA B —T 4R (Interface) | =2~V
EFRRL, /—RE M FVID & AEICRREELET,

RERT Y FRA L P CZOFIRLBEY IR L ET,

GE) 777Uy IAD2-5DY —7 AL v FOERICERINIZ2 2D~ A 7 at& 7 A kN EPG D
IP7 RUAMIT, WHRID T 7 4 v 7 BHBSNDZERZHVET, ZiUE, v~ 7k r R
> N EPG /5 X— A EPG ~DIERRAEFIZL D, IPT FLUARBITL TN D & X ITHAT D THE
MWRH Y 3, FTc, WHR N 7 4 v 7 OFETHRIZ2 OB —7 A4 v F THIKF
AT DR H D 3, ZOHE, FVE—RFZ VU FRA U ORI — X T35 X #i
PLRGD EPG 48 L E 9,

EEER . A v F DUV E—bF U FRA U FEFETZ VT T 50, VE—RTY RRA R
HIRGINC 2505 b ET, = RARA U Fa 27 VT T5I2iE, #AL vy FOCLIIZR VT F v
L. #Y7e4~ v a &8 E L Tcdear syseminternal epmendpoint =~ > K& AJLET, 7= &
ZIE, = RABA Y PR IP 7 RLRIZESWHTWB AL, dear system internal epm endpoint
key vrf vrf_name{ip | ipv6} ip-address & AJ L9, £DH%, = RARA LV MIELWRY — 4
JTHEEINET,

FoRILAVE—T AR RT—E2ADERE

TOFIETE., PR A H—T 2 A ADBHERAT —F A5 TDE FEE R LET,

erc
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. IV FRA 2k FETO traceroute DEAT

FIE

ATV Tl A=a2— X—T, [Fabric] 27 U v7 LE7,

AT T2 T A=2— =T, [lnventory] 27 V v 7 LET,

RAT9 T3 [FEXF—2 3> (Navigation) [3A TRy REJBEL, BELTZY KRS AV H—T 24 AD ) —
NID 9L LE 7,

ATY T84 /J—FOFT[A A —T 4R (nterfaces) | ZILEL, [FoRILA VA2 —T 4R (Tunnd Interfaces) ]
EPARL T, BELTZY RRA U M A H—T 2 A A DI RZNVIDEI Y v LET,

ATy TE [fEE (Work) |14 T, "RV A B =T 2 2ADT 0T 1 &R L, [ (Operational) | %
TE7V 7 LET,

RATw 76 [B{EME (Operational) | ¥ 7 C, et A7 — X ABIOEEFHREZEZRLET,
[RTF—A R (Status) | 7—7 NV T, BE, /XU b, FLEF=T7—REOZ NIRHLHEEZY U v 7
LET,

AT EEEZ LV FRA L AV F—T oA ATCZOFIEEZEVIRLET,

o’

T RKARA > b [ETO traceroute NDETT
£IE

ATV Tl A=a2— X—T, [Tenants] &7 V v 7 L¥7,
ATFY T2 T A=a— =T, FEx RRA v baEdT T b7 ) v 7 LET,
AT T3 [FEF—=Yav] Ao TTr v bzEAL, [RUS—]>[ 3 TNPa—TFTa 2T #EBEALET,
AT 74 [Troubleshoot] TKD kL —AL— kK KU L —DWETNnah7 Y v 7 LET,
* [Endpoint-to-Endpoint Traceroute Policies] 472 U » 7 L T [Create Endpoint-to-Endpoint Traceroute Policy]
IR D

* [Endpoint-to-External-IP Traceroute Policies] 47~ U »» 7 L T [Create Endpoint-to-External-IP Traceroute
Policy] Z &35

« [External-IP-to-Endpoint Traceroute Policies] 2472 U »» 27 L T [Create External-IP-to-Endpoint Traceroute
Policy] &38R 9%

« [External-IP-to-External-IP Traceroute Policies] 2477 U »» 2 L C [Create External-IP-to-External-IP Traceroute
Policy] Zi®#IRT %
ARTYTS AT TRy 7 AD7 4 —)v RiZiy) 72 iz AJj L, [Submit] 27 V v 7 LET,

GE) 74—V ROBMBUZOWTIE, XA T TRy 7 ADHE EMICHL~VT T A2 (7))
7V w7 LTLEEN,
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ATy FT17

ATvT8

1
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ATy T
ATy T2

ATv73
ATy T4

ATy TH

ATvT6

ATy 17

7rzvo nvvants |

[Navigation] ~X > & 721 [Traceroute Policies] 7—7/L"C, traceroute RV > —% 27 U v 7 LET,
hL—Zb— K KU =03 [Work] <A SNZFRESNET,
[Work] ~X-A > C [Operational] %# 7% 2 Y » 7 L. [Source Endpoints] % 7', [Results] # 7 DJEIZZ U v 7 L
F9
[Traceroute Results] 77— 7 /LC, JBEMNIAEH S AV HECE 72 13O R A iR L £,
GE) EHDONRAN, EETL/ — KDk ) — R~OBENEH SN TW A HEARH Y
R

«[Name] 5172 & 1 DE7IFERDSNOMEZINT 2 EHERR L3 <720 97,

v o2 DER

A =2 — /N—"TC, [Tenants] =7 U v 7 LT,

YT A=Za— "—=T, WERTFTL 27 ) v 7 LET,

Navigation 7 1 > K7 C, 7> h&EB L. Policies# & L, Zi/ 5 Troubleshoot % &R L £ 97,

Troubleshoot @ T C, Atomic Counter Policy # BB L., N7 74> 27 R UEZEIRLET,

TV RRA v FOMBEDE, = RRA U NI A—T N 2 =T 2 A ZABLIP T RLARO b

F77 4w B ETEET,

VR hARue a4 27 Y v 7 LT, AddtopologyPolicy 38R L. AddPolicy #1471 /Ry 7 A% & %

—é—O

[Add Policy] # A 7 r 7Ry 7 AT, ROEEEZEITLET,

a) [Name] 7 ¢ —/L RIZHR Y > —DA4RTZ AT LET,

b) FT7 74y OFETOBANGRE RIS 20, ADLET,
MBI FEBIEHRD ) — A (2 RRA v b, T RRA L DT NV—T WA v 2 —T = A, F
TAXIP 7 RLRA) IZR->TERRY 7,

) M7 74 v OsEOMBIEREEIRT 2, AJLET,

d)  (EE) UEE) [Fiters]| 77— NV T+T7 A av w70y 7L, AUV TDNT T4 07 DT 4K
Uo7 aiEELET,
F7R S 415 [Create Atomic Counter Filter] % A 70 73R > 7 AT, IP7'a f aLFEs (fz & 213 TCP=6)
WCEDT74NZ YT BEORETLWEDIPR— " ERICL D7 4N E ) T RRETEET,

e) [Submit] %27 V7L, ThIvr hooZ R —%2RFLET,

[Navigation] <A > C, BRLIZF AR TDFOFHLWT FIv 7 Iy & RN o—2RRLET,

R S —REN [Work] A SNCFERENET,
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B cisconricoui EEALETF Y R SPAN Y L 3 L OBE

AT 78 [Work] XA > C [Operational]l| ¥ 7% 27 U > 7 L, [Traffic] Y 747 %27 V7 LT, ThIvy horH
OfEFHERE RS LET,

Cisco APICGUI R L=TF > SPANt v 3 VDEKTE

SPAN |%, AA v T F7F7 T P THRETEET, ZDOEZ 3 T, Cisco APIC GUI %
BHLT, #REINEEET Ty b2V E—F VT 7 407 TFHFIAPIERET D L HIC
TF 2 D SPAN R Y ¥ —%FRET HHECHO W T LT, FETFIETIE, 1 28 ko

GUIXA T RNy 7 ADT 4=V RIEZANTHHERHY £, 74—/ REZEFEL
BNAEERET DI, XA Tl Ry 7 AOLEEBICHDL~NVTT A ay (?) 270y
JLTANVT Ty ANERRLET,

FIE

ATYTFT1 A=2—/X—T, [Tenants] 7 U v 7 LE,

ARTY T2 T A=2a— =T, #EEV RRA v b aEgT b a2 ) v 7 LET,

ATw 73 [FEHX— 3> (Navigation) |41 > T7 > h&EEBL, [[RY — (Pdlicies) |>[FZ TN a—T 4«
>4 (Troubleshooting) ] ZEEAL T. >[SPAN] Z®EB L £7,

[SPAN] IZF/RENDH 2 DD/ — K : [SPAN 5854 )L— T (SPAN Destination Groups) ] & [SPAN #1{ETT
4 )L— 7 (SPAN Source Groups) 1.

ATv T4 [FEF— 3> (Navigation) | FT[SPANZEETY IL—TF (SPAN SourceGroups) 1 %427 U v 7 L,
[SPAN XETT Y IL— T DYER (Create SPAN Source Group) | Zi&IR L £,
[Create SPAN Source Group] # A 7 1 7 BNER RS ET,

ATvT5 [SPAN ZEIETTY IL—TDYERL (Create SPAN Source Group) | XA 707 Ry 7 ADMET 4 —/v R
Ul7efiz AL ET,

ATv 76 [FEIETDIER (CreateSources) | 7—7 VZMEEA L., [SPAN RIETDER] ¥4 70/ Ry 7 AZE &
@—O

RATw 1 [SPANEETTDER (CreateSPANSource) | Z A 707 Ry 7 AD7 4 —)b RIZEY R EE A1 LET,

ATv T8 SPANEETLOIERMNET L=, [OK] 227V v 7 LET,

[SPAN ZEETTY IL—TDER (CreateVRF) | XA 707 Ry 7 AZRD £,

illll

ATw79 [V)E—MEFADERM (CreateRemotelLocation) | #4727 D7 4 —)L RiZfiz AT LT=6, [
(Submit) 1227V v 7 LET,

RDBERY

SPANEEXRD N T 7 4 w7 TFHI7A VP EMHA LT, SPANEETEPG L DT —H /3 v b
FEIZL, Xy MER, T RLA, 71 balBIORZFOMOEREZHERTE E9,
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IPbT—X EPG R DFER

ERRC& b= RARA >k Zv—7 (EPG) (ZIX. 77V —3 a3 EPG & IP X— A D EPG
D2FENRH Y FF, IPX—RADEPGIL, ¥~ 7t/ A NEPG THH LW ATHEED
77V —a v EPG LRV E9, ZOFETIE, GUI £72EAA vF a~v FEEHL
T, IPRXR—ZAD EPGHERKNIP X—A L LTIELL OEINTWND Z & ZERT D HIEICON
T LET,

ZOFEF, WO THRINTHET,

GUI Z{FR LT=IP RXR—X M EPG R NDFER

FIE

ATy T

ATvT2

ATvT3

ATy T4
ATy TH

ATvT6

ZOFETIEH., GUIEB L Visore V— /L2 L TIP X—A®D EPG N IE L <RI LTWD
Z L ERMERT A FIEICONTHBALET,

VERE L 7= IP ~X— 2D EPG 7% GUI ® uSeg EPGSs 7 # L X —D FIZFRENTWH Z L ZHER L ET (koD
A7 V=2 Fx T F v i) |

REST API il L TIERR &7z TIP) & W9 ZRETD uSeg EPG D FIZU A FENTWD 1 DD P _X—AD
EPGNHHZ LIZHEE L TL XN,

% EPGIP (IP “X\—A® EPG) D EPG-IP 71/ 37 @il (FRIOT > KT ~XqY) THENSELWD
LERMERELET,

D FHEICEREINDIPRXR—ADEPG £ IP 7T RLAD U A MIEEL T EEW,

Web 77 U0, APIC @ IP 7 R L A1ZHel) T [fvisorehtml] % AJ7 L F9, Visore I, EPG 72 &, &
AT LRNDT_RTOF TV =7 hEAFRTEXLH Y —/LTF, Visore Zf#H LT, IP_X—ZDEPGIEL<
HRENTWAZ 2R TE LT, Visore DEEMIZOWTIE, [TV 4 —2ar RIS — AT TR
FF 7 F ¥ ar ba—7 Visore Y —/LOREN] BB LT IEEN,

=P L RAT—RF&EASL, [BF A2 (Login) |27V vZ7 LET,

J9SRFRIEDNOBED 7 4 —/L 8 (7=& 21X, [HAEPg] ) 127 7 AD4RT%# AT LT, GUI THERL
72 IP_—ADEPG D7 = ZFATLE7,

GE) ZHUE. APIC OEENLOE 2—T7F, Lo UREND AT V=7 FO#R% (Total objects
shown) | 28 [3] THHZ Enbnr 3, I, AAM vy FIZF vV a— RSz 3250 EPG
WD EEEWRLET, UEIGUHIZ TIP) & LTU A RSN TWEIPX—ZADEPG2Y, [dn|
DEFICE RSN TNDZ ENDNnD £7, £7-, [lisAttrBasedEPg] DFAIZ Tyes] LR RINT
WHZEIZHBIERELTLEEN, T, 2P _—AD EPG & L CHlEIcHksn-z &
PEWLET, 77U —2 3 EPG & IP X—RADEPG Dl FaEde, $_XTHOA TV =7 |k
23 Visore L TIERICRESINTWVWD I L 2R TEET,

AL TS RIZKTT, AL vTF T, WVEpPZ T AD 7 = ZFITL CEPGA2F R L. [crtmEnabled]
B AR TE £, IP_X—2D EPG DAL Tyes] ICRESNET,
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B =<7 o~ remmLE IPEPG BRORER

ZDOEPGD T T, EPGOTMNIPT RLAL LEHIZERRINTWND Z & 2R LT, myl ek % et L
FI, BREINTZIP T RLAZEIZ, AL TN T 74 w7 OBFIERTL 12047V =7 b

( TBIpCktEp] EWH4HD) o0 ET, MKNETTHE, Xry ERBEETLHE, A v TFIXING
DATY =l ML THELET,

AT T LT R_RTCOZ RRA U FEIPT RLAD peTag N —8+ 5 2 & 2R LET, #memmr

IEpcTag ¥V 7, MK LIZIPT FLAE —HT 5T XTOTL RARA 2 ME, T peTag IZ3FHI
F, TRTOZU RARA ML, 7 T7A 72V EFEITTEXHIPT RLARD Ui? A
TAVTEITO EXIL, TNHDOZ RARA L F (P—3—) BRZDIP X—ADEPGIZIELL pEHIN
TWENE I DR T HLENRDHY £9,  (pcTags 1L IP X—RAD EPG [T T HLENH Y £97, )

AAyF AR L= EA L 1= IP-EPG R DHESE

FIE

AT T1
ATvT2
ATv 73
ATv74

ATy TH
ATvT6
ATy 71

ATvT8

ATvT9
ATv 710

ATvIN

ZOFNETIE, AA v F a~> Ra#H L TIP-EPG ( pCkt) WAL E & MR 25 kIO
IJRB)% L/iwg‘*o

V—7ica s LET,

/mit/sys 7 4 L7 RUICBEIL £7,

/mit/sys 7 4 L2 hU T, cetx (wif 27 FA N T4 L7 NY) ZROTET,

VRFcts 7 4 L2 b U T, IpCkt RSN TWAHEDBD T 4 L7 hUIZBEILET,
IpCkt NFRSNET,

GE) MpCkt) & [IP-EPG| X, D R¥ = A FTEHFAUERCTHEHSNET,

T4 L7 NUICBEIT DL, HOMEE ] 12 IpCkt IZBET B EFRMAERINET,
H=U—o loperSt) IZ [HAR—FINTWRN] ERRINTVWRNWT L 2R LT EIN,
IpCkt 23ERL STV 5 BD 12X 9 5 VLANID % B2 £7,

Gx) VLANID /%, showvlaninternal bd-info 2~ > ROV 40>, F 7213 show systeminternal
epmvianall =2~ R TROIT 2 ZENTEET,

BD ® VLANID % .2} 725, show system internal epm <vlan-id> detail %47 L 7,
Z 2T, FFED sclass THERL SN2 T _XTD IpCkts R R TE DX TY,  (Umit/sys7 4 L7 R UICEK
RENDHDELE—ETLIMENRDHD £, )

vsh CHEITL7=FNEE vsh Ic (Zxf LTV KL 9,

BD @ IpCtk |2 —%9 % IP 24 L T, show systeminternal egmendpip<ab.cd>%/rLTChrT7 7 4 v 7
BEELET, FEHLEIPIZ Isclass] DIP 75 7 L RFED sclass [HRH D = & H iR T 9,

vsh CHEITL7=FNEE vsh lc (2% LTV KL 9,
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Cd /mits/sys/ctx-vxlan../bd-vxlan..
- cat summary
Vsh -c “show system internal epm vlan all” or
Vsh -c “show vlan internal bd-info”
Vsh -c “show system internal epm vlan <vlan-id> detail”
Vsh -c “show system internal epm endp ip <a.b.c.d>"
Vsh lc -c “show system internal epm vlan all” or
Vsh lc -c “show vlan internal bd-info”
Vsh lc -c “show system internal epm vlan <vlan-id> detail”
vsh lc -c “show system internal epm endp ip <a.b.c.d>”
vsh lc -c “show system internal epm epg”
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