HTTPS 7 7 R

ZOFEF, WO THMEINTHET,

AEE (1 N—Y)

« WAL DFHEHEDOHREDHA RT7A4 2 (1 3—)

* SSLES ik EE AR TS 23—)

s GUI Z{# ] L 7= Cisco ACITHTTPS 7 7 ¥ 2B A % LFEAEDFHE (3 2—)
* NX-OS CLI Z{E i L7ziEEN— A DFREOH L (7 2—)

M=

DILFEIL. Cisco ACIZFEATABDOHTTPS 7 7 ¥ AD H A X LFEFHEZRET 5 T IED M
%Tbi*ﬁ;

NRAZLARAEDREDHA K54 >

» Cisco Application Policy Infrastructure Controller (APIC) TCREBAEZAE R (CSR) Z ARk
ékwmﬁméﬂéﬁ%# DTy ZAR— MIPHR— F SN TWEEA, EPED CSR
HERT DO SN IcEx— 2 AT 52 L1280, [Subject Alternative Name
(SAN) | 74—V KOT AN KH—FK ( [*cisco.com| 72 &) % L THEHEDOH—/T
A CRERAE A3 25513, Bk % — % Cisco Application Centric Infrastructure (ACI)
777V w7 OINRIZELE L, Cisco ACI 7 7 7Y w7124 v iR— b LET,

« FEAEEAER (CSR) AT DN, ABPRGEHEL V— kN CAGEREZ X U v

m—kbf4/2b—wﬁéz%#@@i¢ Jb— b CA GEZEIIEINAYICIX CSR 24
KT AT DICHETIIH Y FHAN, A TIE, 5 LT5 CAE L CSR ~DE4
WAEH SN D E ORI OAR—E %P <7012, CSR Z4ART HRIC/L— h CAGEED
FLC9, Cisco APIC 1%, BE ENZEHENRE SN CAILL > TEL SN TWA Z &
AR LET,

o B SNIREE O AR AR F— S & X — 2 51213, kOHA NI 0%
=T HER DY £,

HTTPS 7 7 £ X
I



HTTPS 72 £ 2 |
B ssimsaezzEys

¢« LD CSRIZITF— V V THOMB X — L XTI DAMF—0REENTNEH72D,
JLD CSR ZHMERFT O ENRH D £7,

* CiscoAPIC TARIF— L MEX— 2 BM AT 25681%,. TOERAEBIEASINZH O
LRI CSR Z B SNZAEAEICHEETALERH Y 77,

 HHT SN AEAEICFE CABRF— B X — 2T 2581, toX— U 7 %H]
FRLZZVWTLZEN, F— U 7 &HIBRT S &, CSRTHAH SN TV 5 BELE S —
NHBHNCHIBRENE T,

* Cisco ACI /L' FH A . VCPlugin, VRA, B X OSCVMM L, FEHER—Z2DOEFETIE
PR—hrENEEA,
* Cisco APIC 7 5 A% Z LT 1>DSSLAFFAED LN H A S E T,

PO Y U —=ZANEH U Y —240) X T 7 L— KT HENT, FEHENR— X DOFRGEZ
T DHHERH D FT7,

cFFAENR—ZROEIEE Yy v a v ERK T AT, e/ 77 FLTCAC — REHIRT 5
VNGB Y F9,

* Cisco APIC ICRRE SN A X AGEER, V—7 AL v F L AL AL v FIZERM
SNET, 777V v J— NIRRT D7 OICEHSNA URL £2EDNR [T DT

2 b (Subject) 1 F721X [Ty FXESL (Subject AlternativeName) |1 7 1 —/L RN
WZHDHGE. 777 Vv 7 J— RiFEAETHI A A—ENET,

* Cisco APIC GUI IZ, H KV A A0 4k XA FOFEHEEZZITAND Z ENTEFET,

«HTTPS 7 7 BRI L TW5 H O B4 SSLAFHEOAREAR AN 5 & . =LA
BICEF SN ET,

SSLEESEREZEET B

SSLIEFZ1X, Bk, b, FHIXZEICHIBRTEET, MEREERTIISU T, LB
EME7R B o 2T 20BN H Y 9, B0 E D20V L TR 5 2 Bk L OHESR)
bTB5Z EITREIATHY . NGINX ORRFEIZRL £9,

NGINX % OpenSSL 5 U 2 MEX &AM L £, BUTo\Tik, OpenSSL Web ¥ M7
JEALTLIEEN,

Cisco APICSSLEEEA T a v EBE YR MRIEIZTYEL T T 5

WEaaeTbE, ZOKENNGINX KT 7 A VICEZAENET, BEEEHITS
L. EOKEFS NGINX #EEL 7 7 A WWAZHNTEEESE (1) 2 CEEIAENET, & 2L
'EEDCH| #2029 % &, NEEDCH] EZIAENET, WEEHIFRT S L. ZOREM
NGINX K7 7 A M BN FE o2 EEAEN R L R0 £,

. HTTPS 7 7 £ X



| HTIPS 75 £ 2

Cisco APIC SSL

\)

Cisco APIC SSL 22 ZET 2810 E U R txo7z + [

6=

=N
X

OpenSSL 55 Y A MERD FF¥ 2 A 2 MITKRO L ICitd#fishTnET, T »MEHESH
TWAHEE, BEIEXY XA M OREAICHIBRISNE T, HIFRSZiE5IE, FRBICiEEIN T
WThH, VA MIFOEREINDGZEEHY THA)] XY, BB %)) IREEICBE%R
<, TR ICRRE SN B2 2T 2AA DR ERHIBR SN D AN H D 7,

% . TEEDCH) ##E#hi2 L. [EECDH+aRSA+SHA384] #AZNcLE£4, Tk, &k»N
NGINX Hpk 7 7 A MicEE AL T NEEDCH:EECDH+aRSA+SHA384] . [!EEDCH]
IZ. [EECDH+aRSA+SHA384] MEBME2WEH I LES, Zhicky, BENEHSN
72N Z & TNGINX HFEEIC AT 5728, NGINX O F 3 (4 A % LA HTTPS AEFHEOE 72 L)
DR L7 < 720 77,

EEEEYHRINEST) A MERADTR b

Cisco Application Policy Infrastructure Controller (APIC) (ZHFEDEE 2N Z HHIIZ, openssl
ciphers -V 'cipher list' A~ RZEMP L T, FHE L 72K 5 OGO ORE R A RRGEE L .

WS D HORERE — BT 5 2 L 2R LET,
i
apic# openssl ciphers -V 'EECDH+aRSA+SHA256:EECDH+aRSA+SHA384'

0xC0,0x27 - ECDHE-RSA-AES128-SHA256 TLSvl.2 Kx=ECDH Au=RSA Enc=AES (128)
Mac=SHA256

0xC0,0x28 - ECDHE-RSA-AES256-SHA384 TLSvl.2 Kx=ECDH Au=RSA Enc=AES (256)
Mac=SHA384
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apic# openssl ciphers -V '!EECDH:EECDH+aRSA+SHA256:EECDH+aRSA+SHA384"'

Error in cipher list

132809172158128:error:1410D0B9:SSL routines:SSL _CTX set cipher list:no cipher
match:ssl 1ib.c:1383:
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To enable CAC for https access:
configure terminal

comm-policy default

https
client-cert-ca <ca name>
client-cert-state-enable

To disable:
configure terminal

comm-policy default

https
no client-cert-state-enable
no client-cert-ca
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