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FNBREZ NI LES, 2O FIVATIE, vn—NVEBET IO NOBRNT 77V v o T
NRARZa A TEET,
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GE) X2V LoBEMAIZEY ., AAA FFFIC shell:domains=all/read-all/ ZfE A+ 25V E— k =.—
X, 777V v IO —T AL v FBLIRAR UV AL v FIZT 7V AT HZLILTE
FHA, ZTOZEIF, 40(1h) FETOTARTONRN—=T a3 AATETULED £7°,

APICBash >~ = /)LD 1—HID

APIC T® Linux ¥ = /O —H 1D 1%, v—Hh /L 2—H 2 APIC N CTARR S ET, ik
I VLT Uy VR — R TEB STV S 2 —YX, Linux ¥ =/VHO2—H 1D %
cisco-av-pair CHRETE £7, EFLD cisco-av-pair @ (16001) =EHMETHZ i, VE—F
Z—HNT 7 4L b @ Linux —H 1D 23999 % BifF 3 4ULAIHET9, Linux =—% ID 23/ >
Vatya UHICHEH S, SO Linx R EH S ET, o, —FRERT 5T
NRTOEEHRE ATV 27 M, FO2—FO Linux 2—V ID I X » TE &SN & ~—7
ENnET,

WIZ. APIC Bash ¥ = /LVIZERENA—FID OFlZ R LET,

admin@ifavl7-ifcl:~> touch myfile
admin@ifavl7-ifcl:~> 1ls -1 myfile

-rw-rw-r—- 1 admin admin 0 Apr 13 21:43 myfile
admin@ifavl7-ifcl:~> 1ls -1ln myfile

-rw-rw-r—- 1 15374 15374 0 Apr 13 21:43 myfile
admin@ifavl7-ifcl:~> id

uid=15374 (admin) gid=15374 (admin) groups=15374 (admin)
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Cisco APIC TlL., EHE DHERZRALY— 3T Cisco AV XT ZHETHVLENH Y £4, Cisco
AV T, 22— D RBAC 7 —/L8 L OMEMRIZMNEEZ APIC 245 L E9, Cisco AV X7 D
&%, RADIUS. LDAP., F721% TACACS+ DD &R U T,

ANEBFRAEY— 3T Cisco AV X7 Z R ET HI12i%, BEENEFDOL—Y L 22— F|Z Cisco AV
AT EBMLUET, Cisco AV X7 OERITKRD EBY T,

shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole?2,
domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole?2
shell:domains =
domainA/writeRolel |writeRole2 |writeRole3/readRolel |readRole?2,
domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (16003)
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(GE)  APIC @ Cisco AV X7 ORI AHLNENRH U | oD CiscoAV T DA & HFTE £9, APIC
T _RTDO AV XTI SEIIC—E LT AV X7 28R LET,

U U —2R 3.1(x) LAKE, AV Pair shell:domains=all//admin Z i 92 &, = —|ZFEAH 0 B
RBEEOYT, A v FIZT V7 EBALCa~vy REFITTEET,

APIC 1F, WOIEREFHEZYHR—FLTWET,

shell:domains\\s* [=:]\\s* ((\\S+2/\\5*2/\\5*?) (, \\S+2/\\5*2/\\5*2) {0,31}) (\\ (\\d+\\))$
shell:domains\\s*[=:]1\\s* ((\\S+2/\\S*?2/\\S*?) (, \\S+2/\\S*2/\\S*?) {0,31})$

1 -

o ] 1 : writeRoles DA ZFFOH—DEvF 22U T 4 FAA U &ETe Cisco AV X7 ¢

shell:domains=domainA/writeRolel |writeRole2/

« 31 2 : readRoles DA ZFFOH—DEF=2 VT 4 FAA L %ZETe Cisco AV X7 :

shell:domains=domainA//readRolel|readRole?2
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1 ODZ AT DO —VOREMEAT LG5 THHETT,

Cisco AV T DILFHNE, RILFL/PLFRKBISNET, =T7—=NRRINRTH, M
T HRLF-L/INLFND RAAL A FETNTE — B L TOWZRWEETE, THI L WHERRD M
HEEnsZ &nd0 £7,

F—7" RADIUS ¥ —/3 (Jetc/raddb/users) DFREFNIKRD &P T,

aaa-network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all (16001)"
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L7 R, 7740, BLOF rEAIZ, UNIXID23999 Z >V £ — h 22—V —H, 7 7 B A
TEHEH o TLENET,
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GE)  53(1) U U —ALIBE, telnet T A — FINTHERA,

U & — FEREEY —/3—73 cisco-av-pair i & THIZRAJIZ UNIX ID 250 4 TTWH N E D ot
89 %1Z1%. Cisco Application Policy Infrastructure Controller (APIC) ~@® SSH ¥t v =z > %[
WC, VE—bha—H—Th v AL TEEELE L A LET, B A LT
b, Woavwy Fa (fTuserid] 2274y Lica—F—4ATEEHLT) EITLET,

admin@apicl:remoteuser-userid> cd /mit/uni/userext/remoteuser-userid
admin@apicl:remoteuser-userid> cat summary

CiscoAV T DILFHN T, RXFL/MLFRXBIESNET, =7 —NFRSNe<TH, £
T2 RKILFL/NLFIR AL A ETTr — =B L TOWRWEEIE, PHILZ2WHERRD
MEINLZENHY ET,

FREEH—/ D AV X7 DERTE

BEYEAE (AV) OXT XTI O v aNOETFIE, BF 27 =/ (SSH) F721 telnet
ALTel/ A Lizta—F—DUNIX 22— —ID & LTHEHAESNET,

)

GE)  6.02) VU —ALIE, telnet [T AR— KSR THEHA,

1. ANEBEEREY— D AV T BRE LET,

ﬂ‘ngwuuﬁqj‘_/\@ AV /\7%5 Hﬂiﬂbij—
Cisco AV X7 DEFRIIRDEFB Y TF (I Aalt, UNIX2—HFIDBEEINTWEINE I NThH1b b
T AV AT EVR—FLET)

1 -

shell:domains = domainA/writeRolel |writeRole2|writeRole3/readRolel|readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2

shell:domains =
domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel|readRole2 (8101)

These are the boost regexes supported by APIC:

uid_regex ("shell:domains\\s*[=:]\\s* ((\\S+2/\\S*2/\\5*?) (, \\S+2/\\S*2/\\5*?) {0, 31}) (\\ (\\d+\\)) $");
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\S*?) (, \\S+2/\\S*2/\\sS*?) {0,31})s");

I, BlaRmLET,
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shell:domains = coke/tenant-admin/read-all,pepsi//read-all(16001)
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HZ—\Z[aFH 2 &N TEET, APICIL, Lightweight Directory Access Protocol (LDAP) . Active
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SMBFRAE T 1S, F— %@ U CRERES T2 U B — b 22—V 2R ET D121 ROAHRSEM: %
T BENDHY £,

« DNS &% E1%. RADIUS — DK A M CTT TIZARIEREN TWDLENRH Y £,
cEHY TRy NERETLOILERD Y 77,
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B cisco v <7 HERELTVEAFRTHEUE—F 1—F DT T4 FOBHEOEE

CiscOAVART7HAREZLTWANFBETHAVE— I —HFDTT74IL
FDENMEDZEE

FIE

RATYT1 A=a— =T, [EE (Admin) >[5 (Authentication) ]>[AAA]>[7R1) — (Policy) |1 ¥ 7 %R
L/iﬁ‘o

ATy T2 [VE—bF2—H—054 2R >— (Remoteuser loginpolicy) | KRy 7 X7 UR NS, [TI4
Lk O—)LDEY BT (Assign Default Role) ] iR L £,

7 7 4V MEIE [No Login] C7~, [Assign Default Role] 47" 3 > i&, Cisco AV X7 WK% L TWDHNRE
T b —FITHR/NEOFAIY FEHMERZEID Y TET, RIER AV XTIE, fbrv— L AR R
Wi o1z AV ~T TF,

NX-0S R A AL CLI ZERAL=REZX-IEIAT R CiscoAVART7 %D 1)
E—hF21—YOTI4IL FOEEDEE

Cisco APIC TiZ. EHEDINBFRZEY —/ X T Cisco AV RT ZRETHVLERH Y 9, Zh
AT O, HHEEIIPEFEO L —Y L 22— FIZ Cisco AV <7 ZiB1 L £4, Cisco AV 27

X, =% D RBAC 2 —/ L L OMERICMEL 7R APIC #H57E L £7°, Cisco AV X7 OIERIL,
RADIUS, LDAP, F721X TACACS+ D H D LRI U TT, AV X7 ORI IT Cisco UNIX —
FIDBEENDILDOLEEEINLVEORHY ET, TXTOVE—F 2—FRHE e —/1%
o, A7 74NV T 7 BARFAINLGGEILELLOBATHRES Y FH¥ A, UNIX

2—HID ZFEE LRV E, APIC AT AIZ K - T ID 23999 235 &4, AV L7 = —H (2
XL CHEE Do — L E XA RN ESNE T, 2, Z—TRRIE CRIE Sz
MERR L 0 BV ETITRWHER S 2 — I G SN D RRIC R Z EndHV £, 2O RE Y
7 TlE, FFASNBRWVENEZZEE T2 HIEIC OV THRLET,

NX-OS A# AL CLI 2 L CREE-1FAR R Cisco AV XT 2 FHFD ) E— b 22—V D5 7 #
Vs DEWEEZE T 2I20F, ROFIEEFEITLET,

FIE

ATFYT1 NX-OSCLIT, 27 4 Fal—iaryE—RTRHBLET,
B -

apicl#
apicl# configure

AT W 702 aaa :l‘—“ﬁ‘ ?7%/1/ ]“ H_/V%%Ebiﬁ‘o
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1 :

apicl (config)# aaa user default-role
assign-default-role assign-default-role
no-login no-login

ATV T3 agadiln /A AV v FERELET,
&1

apicl (config)# aaa authentication
login Configure methods for login

apicl (config) # aaa authentication login
console Configure console methods
default Configure default methods
domain Configure domain methods

apicl (config)# aaa authentication login console
<CR>

apicl (config) # aaa authentication login domain

WORD Login domain name
fallback

TANAZ—F BT B

Janqs—zkmsTs |

ZOFNEICHE - T, FAAR T 0 b a DT a X—EER L ET,

1R BRI

FOREKRR T 1 R a DT a s X —wERT D ETOBE T S R SRFIC OV TIE, BhET S

a bhalov s g THALET,

FIE

ATy Tl A=z2— =T, [EE (Admin) ]>[AAA] DJEIZEIR L F5,

RTvFT2 FeHF—rarvgr RUT, [EBEE (Authentication) ] ZIRL 7,

RATFvT3 AL LT, [FANA S (Providers) | 38R L £,

ATy 7T4 [FUI 3y (Acions) |>[FA/NS FDYER (CreateProvider) 127V v 7 LE7,

ATwFE  FoREN[FTONA FDER (CreateProvider) | i, [/RR F£&/IIP7 KL X (Hosthame IP
Address) ], [E&BH (Description) |Z#AIL, Fuvy 7 X JUA ML [LILA (Ream) | 3R L

£, LILL THAFRERBRREIIRO LB 0 TT,
« RADIUS
* TACACS+

RADIUS, TACACS+. LDAP, RSA. SAML. OAuth2. DUO .



RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO I

B oonvs—znmy2

ATvT6

ATy T17

* LDAP

* SAML

* RSA

* OAuth 2
TN L= ELT DT ODAT v a VI TH Y | BIRLIZVILAIZSE U TEIELES, KL
LTHEMATE 24T > a v iconTd, UBEOFIETHLSHHLET,

(f£&) RADIUS (Z WHARHRE : VLA YT XA THRIRLET, [LILLAYTR24A4T (Ream
&mW@]%@ﬂbiﬁoﬁ7/a/mﬂ?7twh(mmm)hﬂdﬂ?lt(mM]TToﬁK
UTzHEELET,

« RADIUS ¥ —/R—0D/RA T — K : RO 5 —ENRAT— K2 AN LT ZEN,

 [E;Z AT HE EPG D#IR (Select Reachability EPG) 1227 UV w7 LT, =V RARA > b Z—T %%
WL ET,

* RADIUS O — b RR— hE5, FEETE %L 1 ~ 65535 TF, T 7 4/L MEIE 1812 T,

*RRELYE R =LOA T a1, [PAP], [CHAP], [MS-CHAP] T, _®ZL7°‘/3‘/ CFTA
Lk (Default) ] % [LILAHTHAT (RealmSubtype) | & L CHEIR L 7= B AIc 0k, st
7

* RADIUS = "—L DBEEX A LT U b, AR7R&EHIZ0~60TT, T 74/ MISHTT (L
NP TEAT T TNV IDOBER) o T 740 MI0RTT (LA 7 X A7 : Duo) .

« RADIUS = RiNA > M 5 B0 HRITIEIEL,

s T2 — N—BEREFNCT B2, [B% (Enabled) | TF=v 7Ry 7 2&EF LT, UL
a—PFHENRNAT— REASLET,

OFNEIZ, RADIUS 7' A Z—H T, 2T, FE 12 IcELZ ENTEET,
(A7 a »OFNET TACACS+ I WH) WEHREELET,
¢ TACACS+ ¥ —/R—0D/RAT — K : fEZRDO 72Dl 9 —ERAT—RE AN LTLZEN,

* [BIZERBE EPG Mi#ER (Select Reachability EPG) |47 U v 27 L C, = RiRA ¥ M —T %k
RLET,

* TACACS+ O —E X R— &5, 1HETE HHIPHIT 1 ~ 65535 T3, 7 74/ MEIZ 49 TT,
cWFET' m h L DF T 3 i, PAP, CHAP, MS-CHAP T,

* TACACS+ Y —"—L DWEZ A LT U b, ARHMITO0~60TY, 774/ MISHTT,
* TACACS+ = R7RA > MR 9 D BE O TRk,

« ER 72 Y — =R A AN 52T, (B (Enabled) 1 F =y 7Ry 7 2&A 2L T, WU
A—P—=HLNAT = FE AT LET,
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ZOFNEIE., TACACS+ 7 a A X —DREHATY, T T, FIEI1RIEZ ENRTEET,

ATvT8 (A7 a VOFIATLDAPICOAMEH) VAL T XA TEBRLET, A7 a i, [TIAILE
(Default) 1 £721X [Ta#4 (Duo) ] T9, WiZ, LTFEHELET,

«LDAPF 4 L7 MU D— kR4 (DN) .

«LDAP X—Z DN : APIC NV EF— ha—HF—TH 7 b ZBFET D LDAP — "—HNDa T T4
ENATT, ZHUTNRRAT— RBREESNAGATTY, 74 v & LT, APIC 73 Cisco AVPair
AT 2720k L Wb ettsd Ror£4,

¢« LDAP —/R—D /R AU — K, FERDOTZDIZEH ) —ENRAT—=REANLTLEE N,
* LDAP D% —bE XK — "EH, FEETX %ML 1~ 65535 T3, 7 74+ /L MEIX 389 TT,

« [EI:ZERTBE EPG MER (Select Reachability EPG) %27 U v 27 LT, =¥ RAKRA v M —TF %8k
RLET,

*LDAP ==L DBEX A LT U b, AZREMHIZ0~ 60 TT, 7744 MI30HTT,
* LDAP = RaRA > MZEHR T D BR DO a7,
«[B%h (Enable) | F=v 2 Ry A% 412 LT, SSLEAZICLET,
« SSLEFAEDRFEL ~L, ROA T a RN £,
* 7%% : DUO LDAP SSLEEIED B O BN OT Ny 7 ) 7,

< §E  FEBRBBREE CTHENT L L,

« LDAP &,
CFEHEF R, RO T arnhH 9,
¢« LDAPSA V' R
. /\02 ]7_ F‘ttiﬁé
s T ANE BATT 4 NZE, MBEROZ N OBNCHEAIN K2 EETDH, EE LT L

A RTT, Bl (en=*) , ZHUE, 1 DL ED enfixFTrm P ABEKRLET, ROF T3
VIRNBHY F9,

« 774V b
* Microsoft Active Directory
« B AH I (Custom)
*LDAP 7 A NH ZDT7 4=/ NiE, BRLIET 4V F 2 A FIHESWTHBA I SNET (WAX
LFATaro[740H ZAT (Filter Type) | RN LIZHEEIRLS) o 774/ MEBIRLT

Y. 7 4V XL cn=suserid TJ, Microsoft Active Directory Zi®IR L 72355, 7 4 L X1
sAMAccountName=Suserid VG"@—O
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B oonvs—znmy2

s EMI 2 — N—BEREFNCT BI12iE. [B% (Enabled) | F=v 7Ry 7 A%&EF 2L T, FU
A=Y= L RAT—FE AN LET,

ZOFNEIE, LDAP 7u A X —#ERATT, ZNT, FIE1212ELZ ENTEET,
ATvT9 (A7 a v OFETRSAICOLEA) REBEELET,
e RSA = NR—DRAT— R : RO DICH ) —ERAT—RKE AN LT IEE,

- (B3 T4 EPG MiEIR (Sdlect Reachability EPG) [ %7 U v 7 LT, Ty RKA ¥ b I —T %%
RLUET,

*RSA OH—E AR — bF, F5ETE DHPHIL 1 ~ 65535 TJ, 7 7 4/ MEIL 1812 TT,
*RSA ==L DIFEEF A LTV b, ARVRFFITO0~ 60T, 7744 MEISHTT,
*RSA o RARA » MTEHET D B0 FaRA T,
 EMIR R — N =R AN T 51X, [A% (Enabled) 1 F =y 7Ry 7 X% AL T, WU
==L L RZAT— K2 AN LET,
ZOFNRFE, RSA 7 u A X —ERATY, TN T, FIHIR2ICELRZ LR TEET,

ATFYF10 (A7 a3 OFNETSAMLICORER) UUTFEEELET,

«[ID 7R/34 4 (lIdentity Provider) ] (IdP) , A4 ~7'3 = > %, ADFS, OKTA, PING IDENTITY T
R

« [IDP ARt 9 % A 2 7—4 URL (Metadata URL provided by IDP) ],

ADFS O34 IDP MMRE9 5 A 2 7T —4 URL [ https://<FQDN of
ADFS>/Feder ationMetadata/2007-06/FederationMetadata.xml & V™ 5 272 0 4,

Ping ID (ZDWTCiX, PingID H—"—0DHfikt 7 v a2 (SAML7T U r—2a > DF) AXT—
2 URLY 7 %av—L%E7,

* SAML X—Z2DH—EZAD [IdP T>T 4 T« ID (IdP Entity ID) ],

=R TENRAM X T 4T 4 IDTHL[SPITUT 4T« ID (SPENtityID) 12 AL ET,
ID [T —EX Faf ZnbiisTE sy, Blidko Ll T,

https://apic-id/api/aaaloginSSO.json?name=domain-name

AP T T A X— b CAIZ LS TEA SN TN DLGE1T. [FREEBDEIR (Sdect CertificateAuthority) ]
7V w7 L CREERZER L £,

cGUILY XA L7 b F—, ZHIXURL £ A v E—URNAHETT, ZOFBMIT. DD
I—YP—NID Tu X, Z—pal A X=J|Z)ZA L7 NENARNCERRENET,

* SAML ==L DE XA LT U b, ARRHEPHIL 0~ 60 HTY, 77 4/L MISHTT,
s RE YT HT LY ARG [BAT VAU X (Signature Algorithm) | 23R L £,
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«[B% (Enabled) | F=v 7 Ry 7 A%A LT, B bEN7= SAML 79— 3 >, SAML J&
BOBLZLOT Y — a3, SAMLEGEERDES ., SAML IGEA v —VDOBLOTXTCEIT—
AR TEET,
ZOFNEIZ, SAML 7' A X —EH T, 2T, FlE 12 12T LN TEET,
2T TN (7T a3 OFIET OAuth2 iZ WH) UFEEELET,
« JIATRID:IAP LD APIC T 7V r—a D7 A7 2 Mg+,

CAPICT 7V /r—2arDrI 734 T b =Ty b, #EROED, bH)>—EIFA4 T hv—7
Ly h&EAJILET,

s =P —RFR, =7 rDOa—V L@ B A=, T,

#iPH, OAuth2 #iHO U A ~, il : Topenid 7 u 77 A V| , 2—H— F N —TEREZET HIZ
1%, IdP 7' e F—THE S Ve ks 5 A a—7 2B L ET, . Topenid 7w 77 AV 7
=",

OIDC 7’1 k=L [B#hik (Enable) | 7213 [#E*hik (Disable) | #ER L £ 7,
[(B%hiE (Enabled) | F=> 27 Ry 7 A% AL T, b=V v OBELZRIAELET,

JWKS = RBA v by M=V U EREHTHT-5DD ISONWeb F—F > r JWKS) . ZD7 4 —/b
Rit., F—27 vV BL2ORITEEENI L TWVABESICOLFRINET,

FIF Y RARA > by IdP = RiRA o FEREFURL, IdP YV — =0 A[ > RN A v F 2B L
£9, 2D 44—/ RiE, OIDC 71 k a LN RBEHRICDOARERENET,

e =V U RARA L b, AP RIRA Vb h—27 D URL, IdP —_"— b h—7 o = K
RA L FEFELEST, 207 4 —/L Fik, OIDC 71 h a L BNE R EAICDOLERINET,

¢« BATIL URLIAP —R_N— B3 ITHEDO URL ZHELET, 207 4 —/L RiZ, OIDC 7u k = )LR
BB AT ORFRENET,

AP R T T AN—F CAIZ Lo TEA SN TN DYE1E. [FREERDFEIR (Sdect CertificateAuthority) ]
Vw7 LT, #AERZ®RIRL E7,

- [BI3ETTHE EPG MiEIR (Select Reachability EPG) 1 %7 U v 7 LT, Ty RFA ¥ b Z—T %%
RLUET,

¢ QAuth2 —R—L DEEX A 27 U by HRh72&MAIZ0~ 60T, T 74V MISEHTT,

cGUIUZA LY M F—, ZHIZURL FH1IA v E—URNAHETT, ZOFBHRIT. FIEDOT-DIT
a—PF—NID Funf X —pua (o _XR—JIZVEA LT FENDENCERENET,

ZOFNEE, OAuth2 7Yu XA X —HERATY, 2T, FE 2 I N TEET,
ATy F12 [R1FE (Save) 227 VU v 7 LET,
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- AT

» ~ N N
A4 KA
A RAL L, P ORI KA VA ERLET, B/ FAL VL, n—H L,
LDAP. RADIUS. TACACS+. DUO. SAML. RSA. F7-13 OAuth2 A W= A L EZZET

& FEJ, REST, CLI, FCLGUIND VAT AIIT 7 8ATHE, APICIZ LY 2 —HITIEL
VERRE R A A & BIRTE £,

72 2E, RESTUF U ATIL, BeEhu A4y 2—FELABKROLIICEREINDE LHIT

W4 DI SCFHINSF = F T,

apic:<domain>\<username>

VAT HIGUI LT 7B AT HEEIX, APICICK VBRI 22—HFDO RAL D ke v
Zr A RNBRMEINET, apic: domain WIRE SN2 WEEIX, 7 7 4 /L FORGE R A
A =R —PHORBIEH S NET,

ACIN—2 2 2 1.02x) LAFE, APIC DR 7 A > RAAL Y T4 =Ny T DT 7 4V Min—
7’7/1/&772/)'(1/\35?‘* ?77]’/1/ ]\utqu& o — uqujj‘/ﬁz’)}: ‘b)%%)}lsm_j?/l/@ji{i LIJX

Eéﬂ(%b ﬁji@élzm%w/bji{iﬁ)m%w/l/whu E%ﬁﬁ’j 7j'%/1//\/7 [/fotl/\ IZIT
. APIC (2w — ﬁ/l/nuni%1%)ﬂ LT?&“‘ZXTé J:7§>’C€<i‘§L

APIC 7+ — Xy 7 a— B VBRECT 7 8 AT 5121%, ROXTHEMHEH L £,
* APIC & A A »F DOl 50 REST API, GUI, ¥ XU CLI T apic#fallback\\username 355
AL ET,

« apic:fallback\\username 741X, REST API & GUIIZOAMH L, CLIA > % —7 = A A
WIEH L EE A,

A\

GE) 73— RNyl Ay RASLFERLRNTLEE N, BETDHLE, VAT ALy
IT7 T NENARREELRH Y FT,

GUIZEARLTA—AI FAA ‘/%EVEF‘ZT%)

SAML 3 X O OAuth 2 DAY — =12 L DFEFEIL. EHED CiscoAVPair ~~— A DFEFEIZHN
i\1~%—7w—f®7yfw~wmﬁL%owfﬁbﬂéio;&Dibto
188 BRI

« Cisco Application Centric Infrastructure (ACI) 7 7 7 U » 7 233% & 41, Application Policy
Infrastructure Controller (APIC) 234> 7 A 27> TEY, APIC 7 7 A X BRI LT
EFICEEL TS Z &,

e AL RAL UL, LIS, UE— =T m g ﬁ"_‘ﬂi\ T X L Cika
RAAL UV HERTEET,
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GU ERALTO—AL FAqoamss [

FIE

ATy Tl A=a— =T, [BEE (Admin) ]>[AAA] DJEIZEIR L E,
ATvT2 Felr—varvgr FuT, [RBE (Authentication) ] &R L £,
ATV T3 fEESA T, [ATA Y RAAL Y (Login Domains) | % 7 & &R L £,
ATy T4 [FU 3> (Actions) | R¥ > >[ATA4 Y KAL DER (CreateLoginDomain) %727 UV v 7 LT,
ATy 7S5 [ATA4Y FAAL 2V DER (CreateLoginDomain) |HEjE O [—#% (General) 131 > T, REEELET,
e — WD LT RAA V4,
v Ay RAAL O,
T 7T VI TNARIT I CAT LT 4T 4 (AANEIIEZTANA R) OID 2R T D7D
LvA, [LILL (Realm) | Kay X o YA NMIHDLAT v avid, LFCHBHESTWET,
1. FRGEH RADIUS 7u harEyR—FrF5YE—Fb—OTNV—TIZx%T 5 RADIUS 7' 12 /31
B T N—"

2. FRFFEA TACACS+ 7 0 haLEYAR— T30 F— k=D —TZxT D TACACS+ 7' 1
NA B — T —7

3. FRGEH LDAP Za harvEYR— T30 F— k=D TN —T1Z5%9 5 LDAP A X —
T N—"

4, FBFEHRSA 7o harzYR— g5V F— K =D TN —TFZ%T D RSA T2/ A X — 7
=",

5 ®FEEH® SAML 'vu F 2 zH AR — 95 SAML 7B A X — U E— h—r3—,
6. ZWILAH OAuth2 7’2 ha LW FR— 35 OAuth2 a3 A X — J F— hH— 33—

GE)

LDAP., RADIUS. TACACS+ BT 7 /1L rDEF 2T 4 AV vy RELTHEENTEY, ZOXAT 0

7T?Eéht%@?57nﬂ4ﬁ TN—TNa—F a g A ﬁ%f%@wﬁu\%m%iﬁéi
WCHERL STV WER Y | Cisco APIC 3—X—TIE 7 +— Ny 7 o — G VEBAHTIFEITEINEE A,

CiscoAPIC 3 ID 7 0 3 A X —|ZHFET L7200 7 a0 X U —N"—2 B LT 5551F, T b7 axy

T RUVAZHERLET, 7oFUREDOHEMKIL. [ATLA (System) >>[PATLKE (System Setting) ]
>>[7RF R — (ProxyPolicy) @ FiZ &)Uiﬁ“o [FRFx K1) — (ProxyPolicy) 31 > T,
VoB 72 URL % [HTTPURL] £7213 [HTTPSURL] 7 4 —/b RIZAH L £,

ATYT6 FRENTAT T arOiME AT LET, RENDHAT T a VIFENT, BIRLZUVILLICESNT
b\iﬁ‘O
IR U772 LILLDS RADIUS £ 721 LDAP OIE ., IROA T a U BRERENET,

s LIWLYTRATLLT[TIAIE (Default) | 721X [Ta4 (Duo) ] Z=IRL £9,
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B cuzsmLco—nn krqvERRT S

« [BXE (Settings) ]~ > T, [RADIUS(F7=IZ LDAP) FO/34 £ —M3&MN (Add RADIUS (or LDAP)
Provider) |27V v 7 LT u A X —2@RIREIXMERLET (EELDO [T 74 b (Default) ]
AT a v EBRRLESGE) . [Tad (Duo) |47 v a 2R LEEEAIL, [RADIUS (F1=1E
LDAP) 70/34 £ —MiBM (Add RADIUS(or LDAP) Provider) 1% 2 U v 2 LT m/NA & —%i@iR
FTATER L ET

IR L72 LILLDS TACACS+ £721Z RSA DA, IROA T a U RERENET,
« [R5 (Settings) ] 31 > T, [RSA (F71=IL TACACS+) FO/«4 F—miEN (Add RSA (or
TACACS+) Provider) (%27 U 27 LT, a3 X —Z &R ETIIER L E7,

EEIR L72 LILLA SAML 7213 OAuth 2 DA, IROA TV a VIRFRENET,

 [BR7E (Settings) ]34 > T, [SAML (F71zI1& OAuth 2) F7O/31 £ —0&R (Select SAML (or OAuth
2)Provider) 127 U v 27 LT, 7a (X —%ZBIRFIXERLET,

 [SAML (F7zI% OAuth 2) ZREEM:#EIR (SAML (or OAuth 2) Authorization Choice) ](Zi%, CiscoAVPair
F 721 GroupMap OV E IR L £ 7,

* CiscoAVPair % %R L 7= 55 TRRRRE Y — /N — TR E & 4172 CiscoAVpair DA/ SLFFNTFES
THRBENET, 4456 IDP 75*% CiscoAVPair D% 2157 5 &, Z i U T Cisco APIC TiLV
F— b —WITHEREZEID Y CTET,

» GroupMap Z IR L7GE, SMTRERE T — " — TR SN 7 L — 7 EFRICE SV TERINE
4, Cisco APIC T3, N IDP b 2 —H—F— S 522545 & Cisco APIC I[ZHERE X i
fea—YF—I N —TFH WAL, TIUISCTY E— b 2—FHEREHI D L TET,

GroupMap Z i L 727&GRIZIE, IRD 2 DDBII/ST A —Z NLETY,

« [JIL—TREMH (GroupAttribute) 12 A LET, 22 CTANT DI —TEMIL, SMBRREY—
W=D T N—TREMEE =L TV DLIRENRH Y £3, SAMLDOYA, 71— 7 @M%, SAMLIP
PRl Lo TEEEINDICED T N—T T — a VORI E BT HLENDH Y 77,
OAuth2 D5, 7 /v—7@MlE, OAuth2 — =2 L > THEEFE IS5 JWT (JSON Web ~—7
V) DITN—TERE T IHLENRHY FT,

Example: memberOf (used in Active directory), Groups or groups (used in ping ID/Okta)
H72. OAuth2 DHE | IDP 6 7 —T IR ZWYUNIZ AT D12, %5 A = —773 OAuth2
TN F R CRER SN TS Z & 2t L T< 72EWN, {ﬁj . openid profile groups

[A—Y— S NL—F <y T )IL—IL (User GroupMapRule) 1 %, [2—HF— T IL—T v T IL—
JLOEM (Add User GroupMapRule) (227 U w27 LT, BMLET,

[A—H—FIL—TF 7y FIL—ILDOERK (Create User Group Map Rule) ] Hi[ii T, KDOZEMA A
HLET,

1. [4#] (Name) | 7 4 —/V NiZa—F =T V—7 < v T — L DOA4RTZ AT LET,
2. [ERBA (Description) 1 7« —/v R, #iHE A LET,

3. [JIL—T4 (GroupName) |7 4 —/L NiZ, 22—V —NET H2—F—F L —TDLHi% A
HLET,
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raows 23 I}

ZZTAN L= =T N—T0n, Y — =D —F =T N —T L~ L TND &
FHERL TSN, i, AN — =0 5325 LT3R A Mi3E9 5 72912 Cisco
APICIZ Lo TEH I E T, HRIZ, 2—V—DNET52—HP =7 N —F K SOV THRES
nEt,

4. [A—H—HER (User Privilegles) | Za%ET 211X, [2—H—+ERDEM (Add User
Privileges) 17 U v 27 LET,

5 X2 VUT 4 RAALUZBMNTHITE, [EF2)Ta FALDDER (Select Security
Domain) | %27V v 7 LT, FTRENTFIVAIMNOEXR2UT 4 FALUZBIRLET,

6. [A—JLMHEIR (SdectRole) |27 Vv 7 LTr—/LEER L, HRY A7 GimrEbD Fi-1X
BEIAAR) ZREMNT, Ty ~—2% 7 ) v 7 LT, HEREZ v — VICBEMIT T,

IHICr— VBT 52X, [A—LOEM (AddRole) 1 %7 U v 7 L., HERRZ BT
\i—gﬂo

7. [A—YHERDEM (AddUser Privileges) 17 ¢ > KU C, [BM (Add) 1227V v 27 LET,

8 [A—¥—FIL—T 3y T )L—/LDEM (AddUser Group MapRule) 1 7 >~ Rv T, [#HA
(Apply) 1227 U7 LET,

ATy F1 [ATA4 2 KA DR (CreateLogin Domain EHE) |1 T. (&7 (Save) 1227V v 7 LET,

RADIUS 2 :E

Remote Authentication Dial-In User Service (RADIUS) 1%, * v hU—7 H—bE R 28 LIEH
THL—P—TIC, —TALSNZRGE, B, BEOT I 70T 4 v 7 (AAA)EEL - Hft4
LHFy NT—F% 7 Fa hancd,

RADIUS#_/\‘—VC:’-‘—‘H' A E /\dEﬂﬁ—é 1. APICA@% Y cisco-av- palr@;lﬁ%{iﬁﬁ LT
@M (shell:domains) ZRRTETAMLERHV ET, T 74/ bDO2—% o —L i3,
network-operator T,

SNMPV3#FE 7 1 h 2 /WIZIEETCE A4 72 a id, SHA & MD5 CT9, I A4 2 — 71 k
a)VIHEETE A AT >3 i, AES-128 & DES T3, ZIH DA 7T 3 VI cisco-av- pair
B THEESN TWARWESIZ. MDSBLXUDESAT 7 4V FORIET o kL7 £,

722 21X, SNMPv3 Z8iEE 7oA Ny — 7 halBHIFIkO LS ICiEETEET,

snmpv3:auth=SHA priv=AES-128

FERIZ, RAAL DU R MIKRDLEEY TY,

shell:domains="domainA domainB .."
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B rrows 75 22 B0 APIC DRE

RADIUS 7 7 = X A APIC DEXTE

FIE

1R BRI

*ACI 7 7 7'V » 77 735 &L, Application Policy Infrastructure Controller (APIC) 234> 7 A

N7 o TRV, APIC 7 7 AX BRI N TEFIZEELTWVWD Z &,

* RADIUS % —/SDABA A ETILIP 7 RLA R— b, @BRE7' 1 b2, BLOF—%
EHTELZ L,

cAPICEHRT L RIRA v N IN—T %A TE5Z &,

2T w71 APIC T. RADIUS a1 ¥ —%1ERR LE T,

RADIUS 7' /A X —DFREIZHOWTIE, e X —2EfT5 (13—) 2L T ZEN,
APICGUI DA R REFIIT U AT R REHO 7L

FEeF—rvar v RyT, [VATLA (Sysem) 1> [P AT LEE (System Settings) 1> [APIC i E%
% (APIC Connectivity Preferences) | ONEIZERIR L £, 1E¥A~A T, [4 /82 F (inband) ] £721%
[ kA T/N2 K (ooband) | OWTFnEEIRL £9,

ATwv T2 RADIUS AT A 2V KA U &E/ER L £,

FIEIZDOWTIE, GULEZERA L Tr—h/b AL VEERT D (123—) 22RBLTLIEEN,

RDRARY
Z . APIC RADIUS #ZEFNEITE T T, ®KIZ. RADIUS —R&Z&HE L £,

REST APl {8 L T APIC [N RADIUS 2% F 9 %

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaRadiusProvider authPort="1812" authProtocol="pap" descr="myradius"
monitorServer="disabled"
name="server.radius.local" key="mykey"
retries="1" timeout="5"/>

RESTAPI 2/ L CRADIUS D/ A > RAALVEBRETAICIT :

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaUserEp descr="" dn="uni/userext" name="" pwdStrengthCheck="yes" rn=""
status="modified">
<aaaloginDomain descr="" name="RadDom" rn="logindomain-RadDom" status="created">
<aaaDomainAuth name="" providerGroup="RadDom" realm="radius" rn="domainauth"

status="created"/>
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tacacs+ 232 ]

</aaaloginDomain>
<aaaRadiusEp descr="" name="" retries="1" rn="radiusext" status="modified" timeout="5">

<aaaRadiusProviderGroup descr="" name="RadDom" rn="radiusprovidergroup-RadDom"
status="created">
<aaaProviderRef descr="acs" name="radiusl.server.com" order="1"
rn="providerref-radius.server.com" status="created" />
<aaaProviderRef descr="acs" name="radius2.server.com" order="2"
rn="providerref-radius2.server.com" status="created" />
</aaaRadiusProviderGroup>
</aaaRadiusEp>
</aaaUserEp>

TACACS+ 23

Terminal Access Controller Access Control device Plus (TACACS+) X, Y AadDY AT AT
R—=FrERTW5, $9 120U F—hk AAA 712 h 2/ T, TACACS+ (21X, RADIUS 32
REIZIEZR W RDOF R D Y £77,

ST L72 AAA 7 7 “/ V7 ¢ &4Eftd %, 72 & %IX, Cisco Application Policy Infrastructure
Controller (APIC) %, #REZITOTICT 7 ¥ AZFF TE £,

CAAA I TA TV hET—NR—DOT —HEFEIZTCP ZHH L TWVDH2d, a3x7 v ay
B7a b))V CHERICIEESNET,

« A v F L AAA YV ——[T7 e harfa— REEPEE(LENDI =D, BT —
A BN FER SN E T, RADIUS Tl SA U — R LR L SN EH A,

ML EF /375‘ RADIUS k J?%) av- palI‘S 7%1%)% Liﬁ—i)‘ Cisco APIC {¥ shell:domains &
YPR—FLET,

RO XML OFITiE, IP 7 F LA 10.193.208.9 @ TACACS+ 7'/ 3 A X — L HET L L I
Cisco Application Centric Infrastructure (ACI) 77 7' U » 7 Z%E L TWE T,

<aaaTacacsPlusProvider name="10.193.208.9"
key="testl1l23"
authProtocol="pap"/>

)

GE)  ZoOFITIXIPVE 7 FLRAZMA L THWETA, IPv6 7 FLABMATE £,

TACACS+: T2 & X2k, ROFMWFRBLIMEH EOTA R4 R EA S ET,
* TACACS #— B LT TACAC &~ — M, ping TRIFERETHLIMLENRH D 7,
o EAENAGL 23 e B V) TACACS Hr— "= |IZ T T A~V ==L RS ET,
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B racacs: 7o v xmo APic oRE

TACACS+ 7 U 2 A F® APIC D% TE

1R BRI

» Cisco Application Centric Infrastructure (ACI) 7 7 7 VU v 7 3% & & 4. Application Policy
Infrastructure Controller (APIC) 234> 7 A 27> TEY, APIC 7 7 A X BB I LT
EFICEEL TS Z &,

¢ TACACS+H—NDHRA MGEIZIPT VA, A"— b, BLOF—%FHTETAHZ &,
«APICEH T RiRA v b I NV—T%FHTE D L,

FIE

AT w71 APIC T, TACACS+ a4 X —%{E LE T,
TACACS+ 7' XA X =D EIZOWTE, Tu X X —2ElT5 (1) LTI,
APICGUI DA R REFIIT U AT R REHO 7L

FEeF—rvar v RyT, [VATLA (Sysem) 1> [P AT LEE (System Settings) 1> [APIC i E%
% (APIC Connectivity Preferences) | ONEIZERIR L £, 1E¥A~A T, [4 /82 F (inband) ] £721%
[ kA T/N2 K (ooband) | OWTFnEEIRL £9,

AT w T2 TACACS+ ® [Login Domain] % {Ei% L £,
FIEIZOWTIEL, GUIZEH L TCr—Hv RAAL VEERTSD (123—2) 2L TIEE0,

RDBRY

Z T, APIC TACACS+ % EFIE X572 T T3, WIZ, RAIDUS — LT 585611,
RADIUS H® APIC OFHE HITWET, TACACSt »— DA Z T 554815, RO ACS
P—RREICET S by 7 IR E T,

REST APl #{& /A L T APIC 0) TACACS ## k9 5

TACACS 1t 7' A > R A A > D4R & Rl U4 i C aaaTacacsPlusProviderGroup &4 L T\ 5 &
LEMRLET,

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaTacacsPlusProvider name="server.tacacs.local"
authProtocol="pap"
monitorServer="enabled" monitoringUser="userl" monitoringPassword="mypwd"
port="49" retries="1" key="mykey" timeout="15" />

REST API 21 fH L C TACACS ®u 71 > RA A V&K T 41203 .
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APIC ~@ RADIUS & & U TACACS+ 7 % 2 X D Cisco Secure Access Control Server %7€ .

HTTP POST to https://{{apichost}}/api/node/mo/.xml

<aaaUserEp descr="" dn="uni/userext" name="" pwdStrengthCheck="yes" rn=""
status="modified">
<aaaloginDomain descr="" name="Tacacs" nameAlias="" rn="logindomain-Tacacs"
status="created,modified">
<aaaDomainAuth descr="" name="" nameAlias="" providerGroup="Tacacs"

realm="tacacs" rn="domainauth" status="created,modified"/>
</aaaloginDomain>

<aaaTacacsPlusEp descr="" name="" nameAlias="" retries="1" rn="tacacsext"
status="created,modified" timeout="5">
<aaaTacacsPlusProviderGroup descr="" name="Tacacs" nameAlias=""
rn="tacacsplusprovidergroup-Tacacs" status="created,modified">
<aaaProviderRef descr="testing" name="tacacs.server.com" nameAlias="" order="1"

rn="providerref-tacacs.server.com" status="created,modified" />
<aaaProviderRef descr="testing" name="tacacs2.server.com" nameAlias=""
order="2"
rn="providerref-tacacs2.server.com" status="created,modified" />
</aaaTacacsPlusProviderGroup>
</aaaTacacsPlusEp>
</aaaUserEp>

APIC ~@) RADIUS & & U TACACS+ 7 7 z A FH® Cisco Secure Access

=JL ==

Control Server DX E

48 SRS

» Cisco Secure Access Control Server (ACS) /3— 3 55 WA VA =&, T4
(27> TND Z Lk,
A\

GE) Z 2 CHIEHTFIEOFHIAIZ ACSvS.S MERA SN TWVWET, ACS Ofth
DNR—=TarTHIDHAT ZFITTEDHREELENH Y FT 1,
GUI ODFEIZ A=V g ko TERARDZEERH Y £,

« Cisco Application Policy Infrastructure Controller (Cisco APIC) ® RADIUS F— % 72 /3 TACACS+
F—2MHTELZ L (M EZRETLHAEMTDFx—),

s APICHREENA VT A TR ->TEY ., APICY 7 AZ BB EN TIEFIZEEL TW
}:) : ko

* RADIUS F 721X TACACS+ DR — b, BiE7m b, BIOF—zHHTELZ &,

FIE

ATV TN APICR2 7 T4 7 M LTRET DITIE, ACSH—NZr 74 v LET,
a) [Network Resources] > [Network Devices Groups] > [Network Devicesand AAA Clients] (28 L £9,
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. APIC ~® RADIUS & & U TACACS+ 7 - 2 X D Cisco Secure Access Control Server % 7E

by 7747 M, APICA X RIP T RLURA%ZFEE L, TACACS + £721% RADIUS (F 721%iti 5)
DA T a 2 EIR L1,
GE)
RADIUS 721X TACACS+ O A DFRFEN VB RGAIX, MERA TSV a L OHZrEBRINLET,

C) ﬁ*ﬂ{ﬁ (3’\'“—) %’uupﬁj‘7 va il %Lflj{‘— ]\f£&\ uunﬂzmni'ﬂ;ﬂ%* Ebi‘a_o

()
[#£HFEF (Shared Secret) [ 1Z [FTR/NAF (Provider) | & —& —EH T 208 RH Y £,

ATV T2 ID I N—T a2 LET,
a) [Usersand Identity Stores] > [Internal Groups] 47" a ZBEI L £7,
b) MEEIZS U T, [Name] & [Parent Group] Z$8E L £,

ATYT3 a—FE2IDI/N—T vy 7 LET,
a) [Navigation] ~=-f > T, [Usersand Identity Stores] > [Internal Identity Stores] > [Users] 47> 2 % 7
Vw27 LET,
b) HMEIZIL LT, —H%d [Name] & [Identity Group] 5 E L £,
RTv T84 R —EHREERLET,
a) [Policy Elements]| &7 a IZBE L £,
b) RADIUS @34, [Authorization and Permissions] > [Network Access] > [Authorization Profiles Name] % {5
ELET, TACACS+ DG4, HE| U T, [Authorization and Permissions] > [Device Administration] >
[Shell Profile Name] % #57& L £ 7,
c) RADIUS O4E, MEIZM UT, [Attribute] (213 Tcisco-av-pair] . [Type] (21% Tstring] . [Valug]
1Z1% shell:domains = <domain>/<role>/,<domain>// role] tfFE L £9, TACACS+ D
MEZS UC, [Attribute] 1213 Tcisco-av-pair) . [Requirement] (21X Mandatory| . [Valug]
121X Tshell:domains = <domain>/<role>/,<domain>// role| tiHEL F7,

[fE (Value) 1 7 1 —/v FOMELIL, BEZIALMERENHGET N E I DERELET,
J%Hi(@/i“e“ K@*EBE@ jf%j( X shell:domains = <domain>/<role>/ “C‘ﬁao
%JjEJ?‘E‘y V) gj‘ﬁﬁ*ﬁﬁﬁ@%é\\ T%j(@j: shell:domains = <domain>// <role> VC“'?—O

=& %Ji‘\\ cisco—av—pair @1@75‘ shell:domains = solar/admin/,common// read-all "CE%) éiBA solar I'L
TX2UT 4 FAAL L, adninidsolar EWVWI TR 2V T 4 FAAL NIHT HEEZIARMERE Z D2 —
"j‘(:{ﬂ"g‘j—é 2= THY . comon T+ FEBTHY read-a11 137 F v bEDOTXTITHT S
FEHEY HEMR Z = D — WA 5T 5 e —L T,

ATY TS —bRBEFUL— L EER L 7,

a) RADIUS DA, —ER@EPUL— L EER L TID 7 V—7 %R Y o —BERIZE#E T 5121, [Access
Policies] > [Default Device Network Access | dentity] > [Authorization] (ZFE) L. /L —/L® [Name].
[Status], ¥ L O [Conditions] ZHEE L., SEIZG U T lnternal Users:UserIdentityGroup in ALL
Groups:<identity group name> | %:Eﬁﬂbiﬁ“o
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LDAP/Active Directory O s25E .

m'maw&@> =R PFL— L EER L TID v —F v b a7 7 A VIR T BT
E [Acc&sPohm&s]>[DefauItDeV|ceAdm|nIdent|ty]>[Author|zat|0n] BB L E9, /L—/L® [Name]
&mmmmm%%ﬁb\%%KEDTBMM%EQ%%WLE?O

RDBERY

L < AERK L72 RADIUS B8 LU TACACS + =— W& H L CAPICICu 7 A LEd, #EhY
THNZRBAC DB — /L ERERIZHES T, 2—FRELWAPICEX =2V T 4 RAL T 7
TATEDLZ L EMERLET, 2—WiF, BRI SN TWRWEBIZT 7 8ATE TR
ﬁwiﬁhom#@migkg77tz%m ZOA—PIHESINTZHLD LK LTS
VERH Y F77,

LDAP/Active Directory O Z25iF

RADIUS 3 L O TACACS+ L [AlEE, LDAPIZX Y, Fv MU= BRIT2—FZFRIEL., FFE
DT 7 arOFETEHANTHEOIMHEHTED AAA 7 LT oy VERUGTEE4, B
SNTRRGER O EITEHEIZ L > TIITTE, LDAPS (SSL #%H1 D LDAP) OfEfEME% A
=T ML, HRIBFREZLS ZENTEET,

WIZRT XML O TiX, ACLZ 77U v Z251IP 7 R L2 10.30.12.128 @ LDAP 712 /31 X' —
EHEAT DL OCHELTHET,

)

GE) ZOBTIEIPVE 7 RLAZEH L CWETN, IPv6 7 KL A BT £9,

<aaaldapProvider name="10.30.12.128"
rootdn="CN=Manager, DC=ifc, DC=com"
basedn="DC=ifc, DC=com"
SSLValidationLevel="strict"
attribute="CiscoAVPair"
enableSSL="yes"

key="myldappwd"

filter="cn=$userid"
port="636" />

Y

GE)  LDAPRERTEDRALNT T 7T 4 A%, BMXFHE LT CiscoAVPair 15 Z & T,
BENA 727 FID1.3.6.1.4.1.922.1 ZEH L CHENBELZSGA., oot 7o =0
F 1D 1.3.6.1.4.1.9.2742.1-5 73 LDAPY— AN IZ b T £47,

Cisco AVPair Z X ET 518502, APIC TLDAP /' /V—7 = v 7TE2ERT 2472 3 v 5dh
D E7,
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B wrrozs:

LDAP D% 7E

LDAP iR EIZIX 2 DA T a »ndH Y £9, Cisco AVPair Zi%E L7V . APIC N T LDAP
IN—T <=y TERELIZYTEET, Z0O®Z > a1lid, MFORELS TS a o OFEIERN
EENTVET,

Cisco AVPair Z{#FH L 7= APIC 7 U = X FH® Windows Server 2012 LDAP %7€
1a s BRI

o FMNZ LDAP Y — "% Z%E L, I Cisco Application Policy Infrastructure Controller (Cisco

APIC) % LDAP 7 7 & A IR ET %,
» Microsoft Windows Server 2012 231 > A h—/L ZiL, T T A 7> TNWAH I &,

* Microsoft Windows Server 2012 #—/N = 32— % @ ADSI Edit V—/L 23 A V' A h—/L &1

TWAZ L, ADSIEdit A > A b—/)L 9 A|Z1%. Windows Server 2012 — /N w3 —T %
DNV H SN THWDFIBEICHE > TS0,

* Ciscoavpair DJEMEDFEE : Common Name = CiscoAVPair, LDAP Display Name =
CiscoAVPair, Unique X500 Object ID =1.3.6.1.4.1.9.22.1, Description =CiscoAVPair, Syntax
=Case Sensitive String,

N

GE)

LDAP REDRA N T 7T 4 A%, BT E LT
CiscoAVPair #4452 L T4, BENA 7 =27 FID
1.3.6.1.4.1.922.1 ZHEHA L CRENRELIZGE., T4

Tx 7 FID1.3.6.1.4.1.9.2742.1-5 )3 LDAPY—RNICHfEHTx £
7,

« LLFN&4T 9 Z & N T& % Microsoft Windows Server 2012 = —% 7 h 7 "2 CTx 5 2
&o

+ ADSI Edit % 51T L T ciscoaveair &% Active Directory (AD) AF—~<IZiEML F
D

* Ciscoavpair BME/NT A —HIZXfT 5T 7 B AFF A & Fi> X 5 IT Active Directory LDAP
a—Y—ERELET,
o IR— b 636 1%, SSI/TLS & LDAP OHHEEZR EIZMLETT,

FIE

ATYT1 KAA UEHEZ L LT Active Directory (AD) H—Nizu /A4 LET,
ATw T2 AD AF¥—=I|T ciscoAvPair EBrEABEIMLET,
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ATvT3

ATvT4

d)

e)

f)

Cisco AVPair % {8 L = APIC 7 % £ X F® Windows Server 2012 LDAP 0 ]

[Start] > [Run] IZ&#E L., [mmc] & AJjL. Enter ## L £ 9,

Microsoft Management Console (MMC) 723Bf & £9,

[Filg] > [Add/Remove Sanp-in] > [Add] (B8 L £,

[Add Standalonee Snap-in] % 7 & 778 »» 7 A C, [Active Directory Schema] Z3#{R L, [Add] %7 V v 7

LET,

MMC =Y — L 3B & £,

(B 7anFat7 ) vy L, [BEDER] A7 a o 2EIRLET,

[Create New Attribute] 4 7 12 77K > 7 ANAE 97,

[#:&4] IC CiscoAVPair| . [LDAP F&R#]IZ [CiscoAVPair]| . [Unique X500 Object ID] (Z
f[1.3.6.1.4.1.9.22.1] X AJJL, [#X]| T [Case Sensitive String| ##ERL £,

[OK] %7 U v 27 LT, BEELRMFELET,

[User Properties] 7 7 A % [CiscoAVPair] BN S ENDH L O ICHEFH L E T,

a)

b)

¢)
d)

MMC = > Y —/LC, [Classes] 7+ VX &R L. [user] 7 7 A%4E27 Y 27 L. [Properties] ZER L
£

[user Properties] % A 7 12 7R > 7 A& £7,

Bl #7227V vy L, (BN %227V 7 LT[ RF—IDFA TP +EERT B Vs RoE
&£,

[Select a schema object:] Y A T, [CiscoAVPair| #i&INL. [Applyl %7 Vv 7 LET,

MMC = > —/LC, [Active Directory Schema] #4727 U > 7 L. [Reload the Schema] % &R L £7°,

CiscoAVPair BMDOT 7/ ¥ AHZHELET,

LDAP 21X CiscoAVPair BN E N TWA T8, LDAP == —H%—|Z Cisco APIC RBAC 12—/ /L &2 E| ) Y4
THZ LIZEDY Cisco APIC 7 7 B AR T 5T ALENDH Y 77,

a)
b)

¢)

d)

[ADSIEdit] #4712 5R> 27 AT, CiscoAPIC |27 7 v AT HMNENH D 2—F & BT £,
a—W4%EFH 7Y v L, [Properties] Z iR L £ 7,

[<user> Properties] A 7 2 7Ry 7 ANBAE 7,

BT T3] %7 %2727 L, [CiscoAVPair] @M% L, [ff] IZ [ shell:domains =
<domain>/<role>/,<domain>// role] & AJJLF,

=& %_li\ CiscoAVPair @’Tﬁﬁ‘ shell:domains = solar/admin/,common// read-all (16001) < 5%{5\\
solar 1T EF =2 U T 4 RAA V., admin L solar &V =) T4 RAA V@C;(‘T'é‘%)%%ﬁ\%‘%ﬁE%
ZOa—Y—|Zf 5T 5r—/LTHY ., common IX Cisco Application Centric Infrastructure (Cisco ACI) 7
F o hHETH Y read-a11(16001) 1% Cisco ACI 77 > M EED TR TITRT 2 i AR HEREZ Z D
2—H = ETHr—LTT,

[OK] %27 Vv 7 LTEREERIF L, [<user>Properties] ¥4 7RV HRy 7 A&HATET,

LDAP % — [T Cisco APIC 1T 7B AT H LY ICRESNET,

RDHBERY
Cisco APIC % LDAP 7 7 A FIZRE L £7,
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B wrr7oexmoarcoBE

LDAP 7 - = X F® APIC D& TE

4a & SRS

« Cisco Application Centric Infrastructure (ACI) 77 7 U v 70834 A h—/L I TWNT,
Application Policy Infrastructure 2> h B —F NA L T A4 7> TEY, APIC 7 T A XN
RSN TOWTERICEEL TS Z &,

*LDAP — "DHRR M EFLIP 7 KL A A— bk, /31 FDN, *—2Z DN, BLW
NAT—REEHRTELZ L,

s APICEH = R RA > b JN—T%HHTESZ L,
FIE

Z2Tvw 71 APIC T, LDAP Fu A ¥ —%Z/ELET,
LDAP 7' /XA B —DREIZHOWTIE, TS X —5EkT 25 (7X—) 2B L TLIEEN,
APICGUI DA /XN REIZT U AT R REFO R 7L

FTES—=var v RUT, [VPATL (System) 1> [V R TLERE (System Settings) ] > [APIC #&fua%
7E (APIC Connectivity Preferences) ] DIIEICEER L E 3, EHEA T, [4 2/ 2 F (inband) ] 7213
[72 bA TN F (ooband) ] OWTF oz R L E7,

ATy T2 LDAP O O A Y FAAL Y B{ERKLET,
FIEIZHSOWTIE, GUIZEH L Tr—hb AL UE2ERT D (12 3—) 28R LTLEEN,

RDBERY

I T, APICLDAP & EFIEIZFET T3, RIZ, APICLDAPu /A 7 7R %T AMLE
7,

Cisco APIC TOLDAP ' )L—T < v T IL—ILDEKRTE
Cisco APIC TO LDAP /' Vv —7 <= v 7 ORTEIZIL. VERROEAD LDAP JVv—7 < v 7 jL—

ABMETT, ZDE®7 v aTiE, LDAP 7 v—7 <~ v 7 — )V E VBT 5 71OV T
AL £,

IR HEIIC
LDAPYH — BB ESNTWA I N—TD~ v B 72 FETLTHET,
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Cisco APIC T LDAP 5 L—F 7 v F0&E [

FIE

ATy Tl A=a— =T, [BEE (Admin) ]>[AAA] DJEIZEIR L E,
ATwT2 Fvir—rarv s Ry, [FRBEE (Authentication) ] Z IR L £,

AT9 T3 VE¥EA T, [LADP JIL—TF< v 7 (LDAP Group Maps) ]>[LDAP J')L—7F< v F)L—JL (LDAP
Group Map Rules) ] ##ER L £,

ATy T4 [FU 3> (Actions) | RZ > >[LDAP Y IL—T < v 7T IL—ILDERL (CreateLDAP Group Map Rule) ]
7 Vv LET,

ATYTE FRENTWS[LDAP FIIL—TFTw FIL—ILDERE (CreateLDAP Group Map Rule) ] T, %A 7.
TN—T < TN—4, @l (A7 ay) | JAV—7DNERELET,

ATYT6 [E¥=2VUT 1 RAA L (Security Domains) ] X4 T, [EFa YT a4 KA DEM (Add Security
Domain) 17 U v 27 LEd, [EXx=2UTF 4 RAA L (Security Domains) | Ny 77 v 77 4 R T,
WOFEMAE AT LET,

a) [EFaYT 1 FAAL VDRI (SdectSecurityDomain) 1227 U v 27 L, Bx 2V T 1 FAA L &BER
LET,

b) [B—/LDEM (AddRole) 1227 Vw7 LTu—AZBML, Fay X&) 2 ks bHERZ RN
LET, Fovr~—2%27Y v 7 LT, BRLUZHERZ o —/LICEDYTES, ZOFIEEZBYIK
LT, #forn—nNEtxa T4 RALATEMLET,

¢) [EF¥=U7 1 FAA L (Security Domains) ]V 1> RUT[EM (Add) 1227V v 27 LET,

AT 9 T7T [LDAP 7 )V —7~ v 7 )—/LOVER (Create LDAP Group Map Rule) ][ T [{R7F (Save) |27 UV v 27 L
e 8

RDRERY
LDAP /' v—F < 7 J— L& FEE LTI, LDAP Vv —7 < v 75 VER L £ 7,

Cisco APIC TDOLDAP F')L—T <= TDHETE
ZDOE® g T, LDAP Vv —7 ~ v T EAERRT D FIEICOWTERB L £ 97,

15 eH B HIIC
« TR O LDAPY—NT, F—F <= o B L THRESHET,

FIE

AFYT1 A=a— "—T, [BE (Admin) ]>[AAA] OJEICER L ET,
ATFwT2 Feir—rar v U<, R (Authentication) ] ZBER L £,
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B ovocszsEnm:

ATvT3

RTv74
ATvT5

ATvT6

VE3E~1 ¢, [LADP ' )L—F< v 7 (LDAP Group Maps) ]>[LDAP %' )JL—F< v 7 (LDAP Group

Map) ] DIEIZEIR L £7°,

[72 3> (Actions) |>[LDAPZIIL—T< v TDIERK (CreateLDAPGroupMap) ] DJEIZERIR L F 7,

FRENTWS [LDAP Y IL—TF< v TR (CreateLDAP Group Map) ] ¢, [LDAP S IL—TF< v
ZTIL—I)LDEM (Add LDAP GroupMapRule) 1227 VU > 27 LT, [#A47 (Type) ]. [ZNV—T~> T4
(Group Map Name) . [#iH] (47> =3 ) (Description) |, [/ /V—7~ v 7 /L—/L (LDAP Group Map

Rule) ] Z45E L £7,

LDAP /' V—""~ v 7 — A MER CTE WAL, [LDAP JIL—7< v FIL—I)ILDYERL (Create LDAP
GroupMapRule) 127 VU v 7 LEd, LDAP /' V—"7 <~ v 7 JL—AERD 7= Ot 72 FIEIZ ST
X, LDAP 'L —7F = v 7 L— L OREE D FNEEZ SR L T &0,

[PRAF (Save) 1227V v 7 LET,

DUO [ & & ZEREAL

Cisco APIC (X, Duot¥ =2 U7 4 ICL DL EFEREL Y AR—FLTNET, Dubot¥x=2U 7 o
HIKIZ, 22—V —IDDOUKRI MY L LTHEELERA, 713 ziti77ﬁhmwz
DOAAFEDOBEAFORRIAEIZINZ T, 2 FH (2F) #irx et L £ 7, Duo (2 X 5 2 ZHRGRFL
2P —PNHRDO T T A~ VBIEY — A TORGEETZTTHERELET,

T T4~ VRFEY — A THGEAZSE T L=, Duo (I 3 FEHOD 2F AL HIEL R — M LET,
¢« AV — b7 4D Duo ENAANT TN M LICEANA NV TOBRMT v 2,
o BRERGE A OGS F T2 13 RS T DIEES,
s Duo ENNA )L T F U THERINDH/NAT— R,

:L**’H‘ /k@'}j‘““/\%%{%ﬁﬁ Lfntuuﬁé“i—a—

e Duo 7' % 3 RADIUS ¥ —/3—[%, Cisco APIC D% FEFHIF4 i L T, RADIUS PAP
TIA < VESREFEH LTI 7947 2 MYy —_"— VX T7 LEZHIELFT,

e Duo 7' 1 3 2 LDAP ¥ —/ 3—[%, Cisco APIC DL EHFFHIF# i L T, Cisco AVPair £7-
I% Group Maps Bt FiEZEHEH LTV E— F 4 —"—ZFRFEL £ 7,

DUO RADIUS 7' &2 /34 X —% 7213 DUO LDAP 7' a2 A X —DERRIZ DWW TIL, T a i Z—
PERRT D (73—) OFIEEZZRLTIEZEN,

RESTAPI Z{EALTDUO 70X %#RET D

The URL for all XML data :
POST https://{{apichost}}/api/node/mo/.xml

PIFIZ. e RADIUS BL X7 1 %3 LDAP — S—Z{#Hf L7~ Duo O EHFI T,
RADIUS DEEE
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RESTAPI %M LT DU0 7O+ 258575 ||

+« DUO RADIUS /34 ¥ —ZiBIMLFT,

<aaaRadiusProvider authPort="1812" authProtocol="pap" descr="duoradius"
dn="uni/userext/ducext/radiusprovider-duoproxy.host.com"
monitorServer="disabled" monitoringUser=""
name="duoproxy.host.com" key="mypasswd"
retries="1" status="created" timeout="30"/>

DUORADIUS 7u X%y Fu M X —%fiHLTr A RAL U EBMLET,

<aaaUserEp descr="" dn="uni/userext" name="" pwdStrengthCheck="yes" rn=""
status="modified">
<aaaloginDomain descr="" name="DuoRadDom" rn="logindomain-DuoRadDom"
status="created">
<aaaDomainAuth descr="" name="" providerGroup="DuoRadDom" realm="radius"

realmSubType="duo" rn="domainauth" status="created"/>
</aaaLoginDomain>
<aaaDuoEp descr="" name="" retries="1" rn="duoext" status="modified" timeout="40">

<aaaDuoProviderGroup name="DuoRadDom" providerType="radius"

secFacAuthMethods="auto, push"
rn="duoprovidergroup-DuoRadDom" status="created">
<aaaProviderRef descr="duoradproxy" name="duoproxy.host.com" order="1"
rn="providerref-duoproxy.host.com" status="created" />
</aaaDuoProviderGroup>
</aaaDuoEp>

</aaaUserEp>

LDAP &

o JBM: cisco avrair ZFF O DUOLDAP Y u ¥y Y A/ X —%2EBMLET,

<aaaldapProvider name="duoproxy.host.com"
SSLValidationLevel="strict"
attribute="CiscoAvPair"
basedn="CN=Users, DC=host, DC=com"
dn="uni/userext/ducext/ldapprovider-duoproxy.host.com" enableSSL="no"
filter="cn=$userid"
monitorServer="disabled"
port="389" retries="1"
rootdn="CN=admin, CN=Users, DC=host, DC=com"
timeout="60"
key="12345"/>

o JBME memberor O DUO LDAP 71 %> Fu (4 F—ZBMLET,

<aaaldapProvider name="duoproxy.host.com"
SSLValidationLevel="strict"
attribute="memberOf"
basedn="CN=Users, DC=host, DC=com"
dn="uni/userext/ducext/ldapprovider-duoproxy.host.com" enableSSL="no"
filter="cn=$Suserid"
monitorServer="disabled"
port="389" retries="1"
rootdn="CN=admin, CN=Users, DC=host, DC=com"
timeout="60"
key="12345"/>

« LDAP GroupMap /L —/LZ B L 9,

<aaaldapGroupMapRule name="DuoEmpRule"

dn="uni/userext/ducext/ldapgroupmaprule-DuoEmpRule"
groupdn="CN=Employee, CN=Users, DC=host, DC=com" status="created">
<aaaUserDomain name="all" rn="userdomain-all" status="created,modified">
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GUI
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EX

ks
filt

<aaaUserRole name="fabric-admin" privType="writePriv" rn="role-fabric-admin"
status="created, modified" />
</aaaUserDomain>
</aaaldapGroupMapRule>

LDAP GroupMap /b —/L & B L £9°,

<aaaldapGroupMap name="DuoEmpGroupMap"

dn="uni/userext/duocext/ldapgroupmap-DucEmpGroupMap" status="created">
<aaaldapGroupMapRuleRef name="DuoEmpRule" rn="ldapgroupmapruleref-DuoEmpRule"

status="created"/>

</aaalLdapGroupMap>

GroupMap Zf# i L CDUOLDAP 2 71 » RAA U &BMLET,

<polUni>
<aaaUserEp dn="uni/userext" name="" pwdStrengthCheck="yes" rn="" status="modified">

<aaaDuoEp attribute="memberOf" basedn="" filter="sAMAccountName=S$userid"
name="" retries="1" rn="duoext" status="modified" timeout="30">
<aaaDuoProviderGroup name="DuoLdapDom" authChoice="LdapGroupMap"
providerType="1dap"
rn="duoprovidergroup-DuoLdapDom" ldapGroupMapRef="DuoEmpGroupMap"
secFacAuthMethods="auto, push" status="modified">
<aaaProviderRef name="duoproxy.host.com" order="1"
rn="providerref-duoproxy.host.com" status="modified"/>
</aaaDuoProviderGroup>
</aaaDuoEp>
<aaaloginDomain name="DuoLdapDom" rn="logindomain-DuoLdapDom"
status="modified">
<aaaDomainAuth name="" providerGroup="DuoLdapDom" realm="ldap"
realmSubType="duo" rn="domainauth" status="modified"/>
</aaalLoginDomain>
</aaaUserEp>
</polUni>

DATAY RAL VERET S

17 A RAA® GET URL:

GET https://apic.host.com/api/aaalListDomains.json

{

"totalCount": "5",
"imdata": [{
"name": "DuoRadDom",
"type": "DUO",
"secAuths": "auto,push"
boo A
"name": "DuoLdapDom",
"type": "DUO",
"secAuths": "auto,push"
boo A
"name": "RadDom",
"type": "OTHER"
boo A
"name": "LdapDom",
"type": "OTHER"
boo A
"name": "DefaultAuth",
"guiBanner": "",
"type": "OTHER"
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rsA Secure ID 252 ]

RSA Secure ID F2:i

RSAFEGEIX, HHTX AR DETEEF—Z2FHL T, RATV—RFE2ERTHIIEIER
FHETh =7 2 LET, 2L, N—KU=T b= V7 T b—7 DM
iV AR—rLET,

GUI 2= L T. RSA7 7 2 AH® APIC DEXE

1R BHHIIZ

*ACI 7 7 7 U w7 D3 i& S 41, Application Policy Infrastructure Controller (APIC) 734 7
A N2> THY | APIC 7 T AZ BRSSP TIEFICEEL TWD 2 &,

eRSA P — RDOFRARMELIZIP T RL A, R— b, FEF7e ha, BIOF—42H
TZX5Z L,

cAPICEH = RiRA v b JV—T%EHTEDLZ L,

FIE

ATw 71 APIC T. RSA 7u A X E{Ek LE9,
RSA 70 A B —DFERIZHOWTIE, [7a ", F—%EkT 5 (7T3=) | 28R LTLIEEN,

RTw T2 RSAD BT A2 KAAL > (Login Domain) 1 Z{Emk L £,

SR FIEIZOWTIE, TGUI 2L Tr—h/L AL U 21ET 5 (12—2) | 2R LTLTE
él/\o

RDRARY
Z T, APICRSA FHEFIE L T T, &IZ, RSA P —RZHTLET,

SAML 323

SAML % XML ~X— Z D A — 7Vﬂ%®? A2 THY ., WTHDOT I r— 3 Y
A A4 LB, BHEIERSN-—HOY A apaTRL—a 77— g0
V—AVAIZT 7 EATEET, SAML Ci, BEHTELEYRAN— M —[HT, %=
)?4’%@Lt%ﬁ&@%ﬁtbi¢o:ﬂi\#~5zfmﬂ4ﬁ—miofn~ﬁ~®
FEEICHE A S NDFEET e b2/ TY, SAMLIZX Y, ID7 e (X — (IdP) &P —E R
‘j/\/l)& DT, X2V 7 4% r%%&%@?ﬁf%i—é«o
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B ssviozssx

SAMLSSO [ZSAML20 7 v ha Az AL T, YAapafRhl—rar Y Ja—alrD
RAA R ERGMT, Yo A oA 2B L TCWET, SAML 2.0 1%, Cisco 77V
r—1a VEIRTSSO EFEMZL, Cisco7 7V r—var b ldPC7 =T L—raradh
MM LUET, SAML2.0 TiX, mEREX 2T 4 LV EHEFFLN D, YA aDEFHa—
PRERIRT 2T RAL T Z7EBALT, IdP &Y —VE R T M X —OR T —VRGEL
KRBT —F e TEET, ZORENLERAN=ALEZREL VDT, SFIER
TSV —vailblz ), EOBEKIERCEEERAEFEH L ET,

SAML SSO OEHEMEIRIZ, A apa TRl —ary 77XV r— g0 Ta—IVIIHE
éﬂfx_ 2 — )L _X— 77“‘22 = N ]\D‘—/I/ (RBAC) %O%uunl‘ﬁéhiﬁ—

SAMLSSO I, IdP & —E 2 7 a AL A —DRO7rEYa =v 7 Fat A0—e LT,
A BT =5 LA EE LT D 2 L CEEOH (CoT) AMLLET, F—EX TS #—
(1P D2 —FHEREEMLTHY . SESERF—ERRT S U r—2a i T7 7 EATE
HEIITLET,

\}

GE)  H—v X Fa [ F =)D 2 IH Y A, SAML2.0 Tk, —tx Fa
A Z—TiE72p <, IdP IZEREEE B L £,

7?47yﬁmMPmﬂ¢émﬁ%ﬁw dPIX7 A4 T MZT Y —varvadbx$sd, 7
FAT LV MIY—ER o, =27 —a B R LET, CoTRMEL.INTWATZ8,
P—BER TN F—IT = a VEEEL, 294 T NIT 7B ARG 2 ET,

SAML SSO Z AT H L, IRD L D 72N OOF AN ELNET,
e B Ao —W =K L IRR T — ROMAELEEATTEVLENRL B2, NRAT—R
DOHAEDEI L £,

TV — g BRARNLTWNABHEVWOY AT ANLY— RX—F 4t DIV AT AT,
SEF A HRE LET, SAMLSSO #4222 LT, IdP & —E R T (4 X —DWTE
FHOWMEER CTEET, P—ER T/ X —ZIdP L C, =2—VEZEIELE T,

PRREE A RE L, BRIEDET, B bEEIc LY, IdP, —E X T g F—
nf~&®FTfmnr#$%ﬁ? LEd, SAMLSSO TiZ, IdP & —E X (4 ZF—HT
BRIRSNDRIERA v B — Va2 — N R#ET L LB TEET,

« AU ID ICEMIERE TN T DRMINE T D720, AEMEN M ELET,

e NRAT—FRE Uy hTBEHODANNLVT T AT ~OMNEDERESL -0, = A MEIEIZ
DR FT,

SAML DEAKEFR

cIIGAT U (—HFDIITAT N ZhUL, BEFHICT SO A o2 EZ 2 ERTEH
T&ED, 79U R—ADIIFIA TV NERIZIZ FA T b T, VAT LEBEDTF
7P E DT,
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\}

HR—rEnTOS IPs & UsAML 2 vt—x >+ [l

e h—bEARTONRS L — ZE, TTIAT U IR T IR RERLDET SV r—va U E
I —E2Td,

«ID 7 A ZF— (IdP) Y — 3 ZhiE, 2 —VERIEREZFZIEL,. SAML 79— 3 >
ERITT AT 4T 4 TF,

» Lightweight Directory Access Protocol (LDAP) ==— : Zi1 5 D —4 %, Microsoft Active
Directory X> OpenLDAP 72 & D LDAP 7 ¢ L' 7 MU &HiH SV E T, JF LDAP = —H(i%
Unified Communications #—/3 B2 — B /VITFE L £7,

« SAML 7% — 3 > ZiUE, 2—HEIED =02, IdP b —E A T /(X —|lHx
EEINHEXF 2V T A FERTHERSINET, TV —va it 2a—FAHERREDOT T
Yl MIBETAHEHEINIZAT— AV bagTe, XML K% =2 A2 FTF, @H T,
EHEM:Z W T D 72012, SAML 7% — a SIT VX NLVBL SNET,

« SAML Z3kK : Z#i%. Unified Communications 77 U 77— g9 A2 L W AR &N B FRGFE
R T9, LDAP 22—V % 33Fd 57212, Unified Communications 7 7"V 77— 3 L IXEREE
PR % IdP ICZHE L £,

« EHEOHER (CoT) : ZauL, LFTI 2O IdP IZx L THA LFEREEIT) S E St —
ERA T aNg X —THERINLET,

e AXZF—H  ZhUE, IdP EEHRICACIT 7Y r— a ko ThERRENTZ, XML 7 7
ANTT, SAML A X T —HXDAEHIZ LY, IdP &V — B R T a1 F—DNASHEHBER
ST L ET,

« Assertion Consumer Service (ACS) URL : Z® URL X, 7V —> a3 &R A NI 5805
IdP (Z45/R LE9, ACSURL IE, M7 SAML A ZFFED URLIZAKRA hT5Z L%
IdP IZFi R L E T

G¥)

SREEDN MBI T R TOA v Aa—F —E 2T, SSOD A=A E LTSAML2.0 Zffi
L/iﬁ—o

HHR—rEN TS IPs 5LV SAML OV R—HR 2

YR—bEh 5 IdP

ID 7N f Z— (IdP) 1X, =—W, VAT A, V—E 2RO IDEWRE1ERK., #Hikr, BT HE
ﬁ%y;~wff 7. Ry U= NOFDOMOT ) r—3 9 09— X Fr A

e

H—ITk L CRERE BTV E T,

SAML SSO T, IdPs|it—H—Dr—/LE/|d& Ciscoa TR —rar 77V r—v a0
0y Ay AT g N ESNT, BEEA T g AR L ET, dP I, 22— PERIE R AR
B, MEEL, =RV —E R T, X =R Y —RIZT 7 EATE S SAML W& %
AL ET,
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B v&—rshcuairs BEUSAMLD VR—% 2 b

\)

GE) WP ¥ —bERZ+SEML TWOIRLENDY £7, BIEA VA P—LINTWT, BIEFTEET
bHZLaER L TIIZSN,

APIC @ SAML SSO FEREIE, D IdP TT A b STV ET,
* https://technet.microsoft.com/en-us/library/cc772128(WS.10).aspx

« Okta > > 7V A A ¢ https://www.okta.com/products/single-sign-on/

* PingFederate : https://documentation.pingidentity.com/pingfederate/pf90/
index.shtml#gettingStartedGuide/concept/gettingStarted.html

SAML @O Y R—xR > b

SAMLSSO YV U a2 —Y g 1%, BEDTV— a3, Yubar, AT 407, a7y
ANVOMAEDORICESEET, SFIERTH—vaid, 7abhare (T4 0%
FEHL T 7 7Y r—ya VYA METRIB S, 27— a3 ik iAo K
MCTa—YZ2FIFLET, SAML D2 R—FR 2 MIKRDO LB T,

cSAML 7% —3 3> ZHUE, AP B —E R Fr g X —|TlE%E SN A IHFROME L
NEZERLET, EX 2V T4 ERONNTry hTHERSNL, SESERLLOT 7k
A Ay ha—VREIZY—ER Tat XOR@NPH DL L ErmT XENEFENE T,
SAML SSO (FROFEFHDO CE AT L 7,

CHBEEAT —RFALU M ZHNHDAT— R AL MI, P & 7T UV OB CHRE DO
IZAT D FREED TFIEIZOWVWT, —ER Tua Xl F—Z 7 —krLET,

cBHEAT =R AU ZRBDAT— AV ME, 2—WICEEMNT B HED B
(LT EEDORT) IZOoWTTH— R LET, BETY—T 3 idid, =—FI2B+
LB ERA G ENET, —ERTa g XL, BYEEMEHLCTT 7 & A
BOWEEITNET,

*SAML 7’12 b2/l : SAML 7’1 h 2/Lid, SAMLA T H— g & ED X HICERL, B
BTo0EERLET, 207 baE, FFEDSAML LAY NELEFTH—r =
VTR S LTV D, SAML EoR LB T L A 2 MIxHS LET, SAML 2.0 [ZIZRD 7
g harnbdbv E9,

e TY—var rsx) LEROT T haL

FREESR DT 1 kA

«SAML XA VT 4 7 : SAML A 5 ¢ 71X, SOAP &ZHAD L 5 7p, HEYERX v —
VIR ELITEE T e FaLEDSAML T —a v Eidv e har Aytk— (%
TIXEDOWTT) OO~ v ¥ 7 EEELET, ACLIZIRD SAML2.0 /3 T 4 > 7
ZHAR—FLTHET,

« HTTP Redirect (GET) XA T 4 v 7

. RADIUS, TACACS+. LDAP, RSA. SAML. OAuth2, DUO


https://technet.microsoft.com/en-us/library/cc772128(WS.10).aspx
https://www.okta.com/products/single-sign-on/
https://documentation.pingidentity.com/pingfederate/pf90/index.shtml#gettingStartedGuide/concept/gettingStarted.html
https://documentation.pingidentity.com/pingfederate/pf90/index.shtml#gettingStartedGuide/concept/gettingStarted.html

I RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2, DUO

gH—bEshTOB s sEUSAMLa v K—x >+ [

«HTTPPOST XA VT 4

«SAML 7”277 A/ :SAML 82 7 7 A /L Ti%, BICERINEHASEEE R — T

B2, SAMLT — gy, 7a hal, BLIUONSRA VT 0 T OMBEDEIZON
TEEICEBA L TV ET,

NTP D&E

SAML SSO T, Network Time Protocol (NTP) TIL APIC 38 X ONIdP M D 7 v v 7 [FIH53 Al HE
9, SAML (XM 7eH o H 57 m haLvTtho mpiMML7ﬁwya/#ﬁﬂf%é
Z LR AR— A THIKT L £, IdP BELNAPIC 7 1 v 7 BRI EN TV RWES, 79—
va URNENT /2 ) SAML SSO #EREME IE L 97, 1dP 35 X OV APIC O C#F Al S 415 i KiEF
L3I TT,

N\

GX)  SAML SSO ZEHEEH51TIE. NTPREZTFELL A VA =T HHLENRH Y, IdP & APIC
77)#*Va/W@ﬁm%ﬂB@%ﬁKTwﬁw:&%%ﬁ?6%%%%@&?‘MP%i
WAPIC 7 1 v 7 BRI N TWRWES, =2 —W—Z 1dP TIRGEIZKE) L72% T APIC O
nQrAy R=VIZV AL VLT FERET,

DNS D& E

Domain Name System (DNS) (ZX VD, FAA M ERy NU—F P—ERXZ Ry hU—7 (&
A WOIPT RLRAIZw vy BV TEDL LIV ET, *y MU —7 NIZEE S4172 DNS
Y=t XY FT—7 P—EREFRA NIy LT L, RIZKAMEZIP T RLARIZ
VY BV TTET A R—RAEHATVET, ry NU—7 EOT A AL, DNSH— IR
2LTC, XY NV ZHDHMDOT A ADIP T RLAEZIETEET, TOED, Fv b

]7_

7 TN, ABOBENBEZITRY £,

FLHDHE, APICB LV Idp ITAVDTEREM AL 4% 1P T RLUAIZH L THIETE,
IIAT Y MZE>TIESNDMLERH D £77,

Certificate Authority : 251/

AL, ROWTNOOFEEOZREER (CA) LV BLEINAV— NEEHELZHERAT S Z
EEHELEL F9,

cINTY9D CA: =R R=TF g ¥R, V= "—0OpIFREZMER L, BT DM
FEERITLET,

c TSAR—FCA: AHTr—ILD CA Z/ERB I OER L, R T iEAEZRTT
LEJ,

B Fut AIEE T LR Y . RO —T g VEITH R AEAERH Y T, £ —
NROFTRTONR—= 3 AT DM FIEICOWTIL, ZO~=a T I/VOFFHAMI 2D F

B

CAZ &V EA SNREAE L BUGT 2 TIEOFMRFIHICOWTIE, YT 59 —10

VT2 T VESRLTIEIN,
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B sav 7o 2 xm0 aric oE

N7 Y w7 CAIZE D EL SN — NiEHEZEST 2568, X7V vy 7 CAlL, 7747
Yhara—XOEHEANT T, b= MEAEEZHLUDIRLTEB LT LET, 2
DEE, 77947 harBa—FTh— hMEAEEZA VR — T30 EIIHY A, 77
AR—hFCARYE, CAIZEY BASNDFEHENMEEHA M TIZEZHFE LRGSR, v—
FFEA#EZ A R — R LT 72 &V, SAMLSSO TiE, CN £721ZSAN TOIE LW KA A UM
SUHL SN CA BANMEFHEHEN, P BL OV —E X 7o X —ChEZRY 4, IEL
W CAFEAENBIES N2 WS, 77 0V Ry 7 7o 7S EE2H LT,

APIC DfEFEA N TIZ IdP Db— FEHENEG FNLTWARWEEAIE, B LW GERMES 2 1ERk 4
HVENRHY £9, APIC TSAML 7'/ A F AR ET DL, Z OFRGEERE 2% AT S
PR H Y F97,

SAML 7 7 £ A B ® APIC DEZ7E
Y

() SAML _—ZDFEFEIX, Cisco APICGUI HHTH Y, CLIE/ZIZRESTAPIHCIZH Y £
Joo Flo. SAMLIZY —T AL v F L AL 2L v FIZITEAH I FEH A, Cisco APIC CLI
M L C SAML #2325 2 LT TEERA,

1R BRI

» Cisco Application Centric Infrastructure (ACI) 7 7 7 VU v 7 3% & & 4. Application Policy
Infrastructure Controller (APIC) A T A 272> Tk Y Cisco APIC 77 7 A X INJERL &
NTEFICEEL TS Z &,

SAML — RDFRA M EIZIP T RL2 b, [P AZF—Z D URL Z#HHTEX £,

Cisco APIC HFEE-Y RARA v b I N—T %A TELZ L,
ROBEEAITNET,

o REZIFH] & NTP

*DNS 7 a3 A F— LT 572D DNS —E 2 KR 2 —

« Cisco ACIHTTPS 7 7 A D H 2 % LIFBHE

FEMZOWVWTIEL, [CiscoAPICR—Y w7 a7 4 Fal—ar AR #28BLT
<TZEWY,

FIE

AT w1 Cisco APIC GUI T, SAML 7 u A ¥ —Z1EE L £,
TN, T =BT DL, [Ta X, X —%ERT25 (7T3—=2) | 2L TITEEN,
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REST API %%/ L T APIC T SAML 2525 5 [

ATY T2 SAMLOATA Y FAL VEERLET,

R FIEICOW T, TGUI AL Tr—h/b RAL VEERT D (123—) | 2B LTLE
Sy,

REST APl Z{&F L T APIC T SAML &% %9 %

RESTAPI Z{#H L T SAML Z# T 5121, BHNZRDOFEID XK 9 72 SAML 7' v A X — %1k
’52 Liﬁ‘o

<aaaSamlProvider name="auth.pingone.asia"
dn="uni/userext/samlext/samlprovider-auth.pingone.asia"
entityId="https://192.168.32.1/api/aaaloginSSO.json"
spEntityId="https://apic.host.com"
guiBannerMessage="" idP="ping identity"
metadataUrl="https://auth.pingone.com/c5£09515-6ce4-4776-a770-3d2ad98£078e/

saml20/metadata/9a0cd2a5-daf6-40dd-9004-c562221fc6e2"

monitorServer="disabled" retries="1" timeout="5" tp="pingonecert"
wantAssertionsEncrypted="no" wantAssertionsSigned="yes" wantRequestsSigned="yes"
wantResponseSigned="yes" sigAlg="SIG RSA SHA256"

status="created,modified" />

)

GE)  metadataUrlfEIZ1E, FHRT < TDDICSATREENTWET, 720, EBEOMEICITSAT
EEHRNTLIZEN,

WIiT, el A4y RAALEVERR LET, ZREFICIT. CiscoAVPair 72137V —7 <= v 7OV
nnEfEHCTE £,

CiscoAVPair Z i f L 7= 374G -

<aaaUserEp dn="uni/userext" status="created,modified">
<aaaLoginDomain dn="uni/userext/logindomain-TestSAML"
name="TestSAML" status="created,modified">
<aaaDomainAuth dn="uni/userext/logindomain-TestSAML/domainauth"
providerGroup="TestSAML" realm="saml" realmSubType="default"
status="created,modified" />
</aaalLoginDomain>
<aaaSamlEp rn="samlext" status="modified">
<aaaSamlProviderGroup dn="uni/userext/samlext/samlprovidergroup-TestSAML"
name="TestSAML" authChoice="CiscoAVPair" status="created,modified">
<aaaProviderRef dn="uni/userext/samlext/samlprovider-auth.pingone.asia"
name="auth.pingone.asia" order="1" status="created,modified"/>
</aaaSamlProviderGroup>
</aaaSamlEp>
</aaaUserEp>

TN—T7< v 7 aMH L=EGE

<aaaUserEp dn="uni/userext" status="created,modified">
<aaaLoginDomain dn="uni/userext/logindomain-TestSAML" name="TestSAML"
status="created,modified">
<aaaDomainAuth dn="uni/userext/logindomain-TestSAML/domainauth"
providerGroup="TestSAML" realm="saml" realmSubType="default"
status="created, modified" />
</aaaloginDomain>
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it

B oecsamrzrusr—savo

<aaaSamlEp rn="samlext" status="modified">
<aaaSamlProviderGroup dn="uni/userext/samlext/samlprovidergroup-TestSAML"
name="TestSAML" authChoice="LdapGroupMap" groupAttribute="memberOf"
status="created,modified">
<aaaUserGroupMapRule name="AdminRule"
userGroup="CN=Domain Admins,CN=Users,DC=insaaadev,DC=net"
status="created,modified">
<aaaUserDomain name="all" rn="userdomain-all" status="created,modified">

<aaaUserRole name="fabric-admin" privType="writePriv"
rn="role-fabric-admin" status="created,modified"/>
</aaaUserDomain>
<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">

<aaaUserRole name="access-admin" privType="writePriv"
rn="role-access-admin" status="created,modified"/>
<aaaUserRole name="nw-svc-policy" privIype="writePriv"
rn="role-nw-svc-policy" status="created,modified"/>
</aaaUserDomain>
</aaaUserGroupMapRule>
<aaaUserGroupMapRule name="EmpRule"
userGroup="CN=Employee, CN=Users, DC=insaaadev, DC=net"
status="created,modified">

<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">

<aaaUserRole name="ops" privType="writePriv" rn="role-ops"
status="created,modified"/>
</aaaUserDomain>
</aaaUserGroupMapRule>
<aaaProviderRef dn="uni/userext/samlext/samlprovider-auth.pingone.asia"
name="auth.pingone.asia" order="1" status="created,modified"/>
</aaaSamlProviderGroup>
</aaaSamlEp>
</aaaUserEp>

Okta TSAML7 U4 —L 3 > DETE

Okta C SAML # 3% ET H12i%, EHEFELFFO 22—V —L LT Okta fllffkic e 7'/ > L&
T,

)

GE)  Okta ik B H THRWIEE. 220 Okta Z/ERCTE £9°,

https://www.okta.com/start-with-okta/

FIE

ATvT1 Okta T, HOO[EEE)RZ 227 ) v LET,
ATy T2 [FTFVr—2avmEM va— by b2V o7 LET,
AT9T3 DO [FHLWT TV r—2a ER] RAZ %227 Y v 7 L, ROBIEEITWVET,
a) FHLWTFITUr—2a R #4707 Ry 7 AT, [SAML 201 47 v a U EREIRL, fHFEAD
ME]) A¥ 227Uy 7 LET,

. RADIUS, TACACS+. LDAP, RSA. SAML. OAuth2, DUO


https://www.okta.com/start-with-okta/

| RADIUS. TACACS+. LDAP. RSA. SAML. OAuth2. DUO
Okta T SAML7 T 5 —3 3 w0z |

b) [EMRERE] Ry 7 AT, [BISAML 7TV r— a3V %, [FFUS—2a2 8] 7 14—V RICAH
L. FEOD RN RE &7 ) v 7 LET,

c) [SAMLODIERFE]|EZ > a v A[SAMLERE] 7 «—/V R T, [T ILY4 242 URL]. [ZIEHE URL].
[HREBDOFIPR] 7 « —/L FiZ SAML URL %850 117 £,

DT 4=V FEFROERICTHIVLENHY £9°,

* https://<APIC hostname>/api/aaalLoginSSO.json?name=<Login_domain name> </Login_domain_name>
</APIC_hostname>

« TR A[HEZR SSOURL I L CAPIC DV T AX R ELET,

* https://<APIC1_hostname>/api/aaal.oginSSO.json?name=<Login_domain_name></Login domain_name>
</APIC1_hostname>

* https://<APIC2_hostname>/api/aaal.oginSSO.json?name=<Login_domain_name></Login_domain_name>
</APIC2_hostname>

* https://<APIC3_hostname>/api/aaalLoginSSO.json?name=<Login domain name></Login domain name>
</APIC3_hostname>
« 44 H1 ID &3\ : Transient
G BT
c TH—a VEL BL
T VL LS TV EE AL
*SAML >'> 7V 1 77 7 k: Disabled
» authnContextClassRef: PasswordProtectedTransport
» SAML %173 ID: http://www.okta.com/$ {org.externalKey}
d) [AttributeStatements] &7 3 3 > T, [FirstName], [LastName]. [Email]. [CiscoAvpair] 7 4 —/V FiZ
e BMLT, [RNZ227 ) v 7 LET,

GE)
CiscoAvpair LI D A A X N@MHEZ [TAT 74 TT 4 4] T Okta =—HF—ZAEKT 2 LENH
0 E£3, CiscoAvpair DFEHIIL, AMEBFEFET—/3D AV L7 (2 4—) 2B LT &N,

e) [Z4—FNRuY] Ry 7 AT, [RIEREFT7TUTr—2 3 %EBMT S OktaBERTT ]| BLO [l
MAMER LRSS 7 TUr— 30T 2L T, (BT 22V v 7 LET,

ATy T4 HLMERLEZBISAMLTZ TS —2 307 F )V r—a v D[BA v F U RFERENET, 20—
CERAFEL, WOXTETT IOV 4 RUTHEE T, SAMLRERED[ID TANAS F— A2 F—4]
Zab—35ICiF, BTCIOXR—VIZREY 7,

GE)
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Bl 20 s < Relying Party Trust D38

ARF—=EDY s Eat—F 5, [ID TARAE— A8TF—8] Vs %47 Y v LT [AE—]
IR £7,

AD FS T Relying Party Trust D% &

ADFS EHlay Y — LV CIEHEYFEHFMEHEZEML 5,
FI§

ATy GEHERHFEEEZBMLET,

a) ADFSH#— "®O ADFS EElaY vV —/LiZu /A > L, ADFS> Trust Relationships> Relying Party
Trusts DJIEIZBEE L C. [Add Relying Party Trust] 2427 U v 7 LTChb [Start] 227 Y v 7 LET,

b) APICHT, a9 da A RAA FETHHTE % [Download SAML Metadata] 47> 2 v %
FERLCTERSNIZAZT—2 77 A NVEA L AR— T35 LI2X > T, [Enterdataabout the relying
party manually] & 72 1% [Import data about relying party from a file (skip the steps d, e, fand g)] % 3R L &
R

c)  [Display Name] IZfEH Y FETEOIEEOR AL ZATIL, [Next] 227 U v 7 LET,

d) ADFS7m 77 ANVEERL, [Next] 2V v 7 LET,

e) B9 —E[Next] 7V v 7 LET,

f) [Enable support for the SAML 2.0 Web SSO Protocol] # 3R L, {S8LEH SAML20SSO H—EX D
URL & L T https://<APIC_hostname>/api/aaal_oginS30.json?name=<Login_domain_name> & AJj L,
Next] Z#27 U v 27 LET,

g) EEUBHIIBHADEIF L L T https://<APIC_hostname>/api/aaaloginSS0.json A/ L %7,

h) [I do not want to configure multi-factor authentication settings for this relying party trust at this time] % 3R
L, Next] Z#z7 U7 LET,

i) [Permit all users to access this relying party] Z#R L, [Next] #7 U v 7 LE£7,

) [Open the Edit Claim Rules dialog for this relying party trust when the wizard closes] =88R L, [Close] &
Uw 27 LET,

RATFYT2 ROY Lb—L—LEBENLET,
a) LDAP EMtxZ 7 L—2L L L TEHELET,

« [Edit Claim Rules] %7 + > K7, [AddRule] #7 U v 7 L,
* [Claim Rule Template] “C [Send LDAP attributes as Claims] Z 3R L, [Next] %7 UV v 7 LET,
* [Rule Name] % AJj L. [Attribute Store] & L C [Active Directory] % %R L £ 7,

« CiscoAvpair Z AT 2 72O D TRIF A2 —FEMEL BRI L £ (72 & 21X, [LDAP attribute type]
& LT [Department] %8R L, Z41% [Outgoing Claim Manually Type] @ [CiscoAvpair] |2~ » £ >
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oauth2/omc 232 ]

* [LDAP Attribute] T [E-Mail-Addresses] Z %I L, Z#1% [Outgoing Claim Type] ® [E-mail Address]
(I~ v B LT, [Finish) 27V v/ LT,

b) HEEREZEWLET,

* [Edit Claim Rules] 7 - > R 7 CH-# [AddRule] %7 U > 7 L. [Transform an Incoming Claim as Claim
Rule Template] 28R LT, [Next] 27 VU v 27 LET,

* [Incoming claim type] & L C [E-Mail Address] 3R L £ 7,
* [Outgoing claim type] & L T [Name ID] Zi&R L £ 9,

* [Outgoing name 1D format] & L T [Transient Identifier] %2R L £ 9,

ATY T3 APICO Y 7 A X BN+ 5121k, BHEOEBEYEERIERALZ Y T v 74250, £HE1>OEESES
SBA Yty b7 v T LT O EBOEBESEEENF SLXOSAML 7H—>3 > a3y a—<3 TV KRR
A M ZZFNITEMT A ENRTEET,
a) ERECER LR CEEYFEEN 28> 7 7 A X WNIC, oo APIC BN 5,

1. ADFSManagement Console> ADFS> Trust Relationships> Relying Party Trusts & & #h L T,
CiscoAPIC > Properties DJIEIZA 7 V) v 7 LET,

2. [ldentifiers] # 7% 27 Vv 7 L, 77 AZNIZMD APIC ZRO LBV IZEMLET :
https://< APIC2_hostname>/api/aaal.oginSSO.json, https://< APIC3_hostname>/api/aaal. 0ginSSO.json

3. [Endpoints] # 7% 27 U v 7 L, [AddSAML] %27 VU v 73 2% Z L2 X - THiod 2 >0 APIC Z BN
L ¥ ., [Add SAML Post Binding] . [Index] # 1 & LT, I/ T\ % URL (2
https://< APIC2_hostname>/api/aaal oginS30.json?name=<Login_domain_name> ® L 5 IZ AT L E 7,
% LT, [Add SAML Post Binding] {Z
https://< APIC3_hostname>/api/aaal_oginSS0.json?name=<Login_domain_name ® X 5 IZ AT L £ 7,

ATy T8 2Ayv—VLTH— 2 0L, ADFS H— 3NN powershell 7> ADFS TE4 T2 M8 RH D £9°, ADFS
P—=N—=T A=V EBIOT = a v E2EBLATDHITIE
a) Windows Powershell # & (FHF L L CEITTOIMLERNHY £T) | RO~ FEIATLET,
b) Set AdfsRelyingPartyTrust TargetName RelyingpartytrusthnameOfCiscoAPIC - SamlResponseSignature
MessageAndAssertion

OAuth 2/ 0IDC F2FE

Open Authorization (OAuth) 2.0 {%, A — 7" HEHEDOFIEZ 7 b 2/ TF, OAuth2.0 #FEHT 5
ELID RN X —AdP) I L > TREEEIIEKRENZT SV r—rvay (P—ERx7aA
AX—, TRDOHLSP) IIT7 7 EATEET, OAuth2.01%, A@BE F—7 2L T, =
Va—<w—T 7V r— a2 ID EAARGER AR L £,

OAuth 2.0 DFEMIC DWW TIEL, RFC6749 AL TS 72 &y,
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B ciscoaci T oauth 20 252

OAuth2.0 (X, V—E AT uNAS L =T 7V r— a5 RESTAPL 2T 3£ 8%k
VIAT U N EA T2 Y R—= T oL ICHFFENTHWET, ZhITiFE, KN Web ¥—

AT VAT HTIOFRT IV r—rar e BEDENANT NAL ATERITESNDLT S
Vor—varyOmbFnagEnEd, OAuth 7' b a)LTld, §GEN—72 v Z2BET 572008
BOAN=ZALEZERZ L, SEIERAD=ZRLND I TAT v M AA TOHIFIERHRLET,
HAffi72 OAuth OfIliX,  Thttps:/service.example.com] 72 £D Web %14 hMm /A4 L& H &
D, V=V XNAT AT T Ty N7 =0T A ERTE A —NAa A o EFEALT
BB EZHNTHEICROONIGENHY ET, ZNHDID IR AL X =t/ A
LTWAEAEIE, MELr A T 0EEIH FHA, WO T v a 28R T 5L
9 <IZ,  Thttps:/service.example.com| ([ZHR 27 A 452 LA (OAuth 2 L C) FFalSihvE
D

Cisco ACl T 0Auth 2.0 2

Aafﬁméﬂéomm®&47i AKERfH 57 v —T3, ZDHIETIL, Cisco APIC (T W]
\—muniEéﬂf;:L’_‘qj- J: %)g(mu'fj‘g‘%g* L\ APIC j:/k [ mu'fﬂ"‘?‘%'fﬁﬁﬁ L/T ﬁkmu I\ﬁiﬁ
%%o?&txb—ﬂ/%ﬁﬁbiﬁo7D~%&®HK%L&¢O

; Cisco Authorization ‘ Cisco

503805

Resource Owner | apic server/ Idp APIC
(User)
. ! Authorization Code Request to /authorize
E‘ 302 redirect to authentication prompt
: Authentication and consent
E . Authorization Code Hesponse
E i Send authorization code + client secret to /token
: ! Access token (and optionally Refresh Token) :
E i Request with access token -
E . Response
F{esourc'e Owner :
{User) Cisco Authorization Cisco
,-! APIC server/ ldp APIC

OAuth NDEZ*
s VY —RFEE (—%—) — T —HFEHEH
eWeb 7 7Y r—3 3 — APIC (F7-1% Cloud APIC)
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Cisco APIC T 0Auth 25252 ]

« KRY—3— (AS) F/IFID Fu g F— (IdP) V— _— - 2 —HP—Z R L UOVKR
L/\iﬁ—o

o J YV —A H—/"— __ APIC

\)

CE) AR —A"—NID h—2 &7 78X b= v OMLERET5E, ID b—2 %, 21—
W —44 & CiscoAvpair 7 L'—LDT 7 A h—2r X R EhET, ID h—27 T
CiscoAvpair N FIH TE 2056, =—% —4 & CiscoAvpair D[l FOERNT 78 A h—27
OGS ET FIHFRERSE) o APICIE, WD h—2 )b Da—H—4; & CiscoAvpair
JU—LEMELETA, 2FEV, ID h—2 Db Da—HF—H LT I/EA =T inHD
CiscoAvpair [FEE L EFH A, /o, ZOHLEBELEEA, ED =7 1T % CiscoAvpair Z
RKB2WGE, ID h—=2 b Da—F—AREFSh, RESNTWLHEIET 744k
DORRFENFAT SN E T,

Cisco APIC T OAuth #:%E9 %

Cisco Application Policy Infrastructure Controller (APIC) ~C OAuth Z#AK9 521X, RO TFNEIZ
PEWET,

AR EH
Y — STROT 7 v a v 2 FETLET,

* Cisco APIC 1D OAuth 7 7'V r—v g U EERLET, 7747 FIDE—7 Ly b
HEIEOET,

¢ CiscCOAPIC~DT 7 B A Z AT AR o —0NEy b T v 7ENTWAE Z & MR L
i—a—o

« Cisco Application Centric Infrastructure (ACI) MMEHTHEKB - RARA > hE h—27 =
VRRA L NEEEHEOET,

« Cisco APIC # i+ 22 —H—% T F U sr—> g 28 Y TEF,

« CiscoAvpair 73, Cisco ACI TOEGEDT=HIZ, 22— —IZx L TELLBRESN TS Z
LEMERLET,

« h—2 2 URL OFEHETF =— 2 RTFLET,

TATUT 4T 47, F—TOD 0Auth2.0 77V r—=3 3 OO FEMIC W T, B
BT D REa A FESBLTLEEN,

OAuth2 77 £ XM APIC DEETE
COFIEEZFEHAL T, OAuth2 ’a A X —ZA{Ek L., a4 v RAAL U &BEMNTET,
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B =imze6mvas

FIE

ATFw 1 APIC T, OAuth2 7/ Xf Z—Z{ER L E£7,

OAuth2 7’ a XA Z—DOERIZHONWTIL, [T X —%E%T25 (7T3—=) | 2L TEX
W,

ATv 72 OAuth2 ® [AT 4> FAA > (Login Domain) | #/Ek L £7,

FEMZRFNEIZOWTIE, GUIZER L Ta—a RAL E2ERTS (122—) | 2BRLTLT
éb\o

EEREER T %

F—27 Y URL (A SN HREHET = — 2 L GERER 2B T 21213, ZOFIHZ 6
ﬁﬁ L/\i—é—o

FIE

ATV Tl A=a— =T, [BE (Admin) ]>[AAA] DJEIZEIR L £,

ATvT2 Felr—varvs s RuT, [FaY T4 (Security) | 8RR L £,

ATw T3 (E¥EA T, [BELH (Certificate Authorities) | 3R L £,

ATy T4 [TV a2 (Actions) | > [REERDYERL (Create Certificate Authority) 1427 U v 7 L £,

AT w75 [48] (Name) ]. [5%BH (Description) 1. B X O [SEBAEF = — > (CertificateChain) | # AL £,

UTOFIETHEAZF z— 2 BE L T EI0Y,

a) AP — "5 h—27 2 URL 2R L 7,

by 77U 74 RKUT, =22 URLEZANLET,

) A7 Vw7 LT, [EEMEEHR (Morelnformation) ] 23R L £,

d) BRENTERYTT T U4 Funt, [#HTLVLEEEAE (New Certificate) | A% %227 U v 7 LE
R

e) [EEBAZE (Certificate) | HiE 5., [PEM (Fx—Y) JFiEAEEZ X v m—RLET,

0 WY a s I L ERmRLTT7 A NVEREET,

g) FRENFFFHEOF = — DL MLERFFHELER L £,

()

WK 8 DO ZERR TE £,

ATy 76 [R%E (Save) 1 27V v LET,
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omuth zERALa——ns1> [

OAuth AL -2a—Y—0OJ4 >

OAuth TR ENem 7 A4 FAAL VEEH L TAPICIZR A LED &35 8, AT
P—nRN—ua A RXR=VIZVF A L7 bINET (FLEFESNTORNES) |, 22— —
DRFESND & Web 77 U &4 L CRAMY—/3—205 APIC IR A 22— R EfE S E
9, APICIX, APICT 7V r—v a7 7347 MIDEV—2 Ly bEFEHLT, 1dP5
DT VA M= ZOa—RexlLET, 7278A h—2 2i%, CiscoAvpair DL —
P—4 LEAEOFEMAH Y £, FDk, APICICu /A LET, APICTIE, v/ A LT
WAH =P —RNZNIHECTORENET,

REST APl Z{&F L T APIC T OAuth Z5XE9J %

ZDOFIEZEMHH LT, REST API #ffH L APIC T OAuth ##% /& L 7,
Fig

2Tw 71 OAuth a1 ¥ —%Ek LE T,

<aaaOauthProvider name="auth.pingone.asia"
dn="uni/userext/oauthext/ocauthprovider-auth.pingone.asia"
status="created, modified"
timeout="5"
key="vCnIglEGCTPfgMU"
oidcEnabled="no"
verifyEnabled="yes"
baseUrl="https://auth.pingone.asia/oauth2/default"
clientId="00a9g25h1cE7yZZ20t696"
usernameAttribute="EmailId"
scope="openid groups"

tp="pingonecert"/>

ATFv T2 OAuth 2 7' A v RAA U &EVERR L ET, ZRIEICIL. CiscoAVPair £7-1L 70 —7 = v T OWF i
T&F9,

CiscoAVPair i f L 7-73

<aaaUserEp dn="uni/userext" status="created,modified">
<aaaLoginDomain dn="uni/userext/logindomain-TOAUTH" name="TOAUTH"
status="created,modified">
<aaaDomainAuth dn="uni/userext/logindomain-TOAUTH/domainauth"
providerGroup="TOAUTH" realm="oauth" realmSubType="default"
status="created,modified" />
</aaaloginDomain>
<aaaOauthEp rn="oauthext" status="modified">
<aaaOauthProviderGroup dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH"
name="TOAUTH" authChoice="CiscoAVPair" status="created,modified">
<aaaProviderRef
dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH/
providerref-auth.pingone.asia"
name="auth.pingone.asia" order="1" status="created,modified"/>
</aaaOauthProviderGroup>
</aaaOauthEp>
</aaaUserEp>
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B resTar 26/ LT APIC T oAU ERET S

GE)

aaaProviderRef dn fl(21%, AT K TH72DICBITREENTWET, 2L, EEOEICIIKITEE
DHIRNTL T,

TN—T < T afER UT3RGE

<aaaUserEp dn="uni/userext" status="created,modified">
<aaalLoginDomain dn="uni/userext/logindomain-TOAUTH" name="TOAUTH"
status="created,modified">
<aaaDomainAuth dn="uni/userext/logindomain-TOAUTH/domainauth"

providerGroup="TOAUTH" realm="oauth" realmSubType="default"
status="created,modified"/>

</aaaloginDomain>

<aaaOauthEp rn="oauthext" status="modified">

<aaalauthProviderGroup dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH"
name="TOAUTH" authChoice="LdapGroupMap" groupAttribute="memberOf"
status="created,modified">
<aaaUserGroupMapRule name="AdminRule" userGroup="Domain Admins"
status="created,modified">
<aaaUserDomain name="all" rn="userdomain-all" status="created,modified">
<aaaUserRole name="fabric-admin" privIype="writePriv"

rn="role-fabric-admin" status="created,modified"/>
</aaaUserDomain>
<aaaUserDomain name="mgmt" rn="userdomain-mgmt" status="created,modified">
<aaaUserRole name="access-admin" privIype="writePriv"
rn="role-access-admin" status="created,modified"/>
<aaaUserRole name="nw-svc-policy" privType="writePriv"

rn="role-nw-svc-policy" status="created,modified"/>
</aaaUserDomain>

</aaaUserGroupMapRule>
<aaaUserGroupMapRule name="EmpRule" userGroup="Employee"
status="created,modified">
<aaaUserDomain name="mgmt" rn="userdomain-mgmt"
status="created,modified">
<aaaUserRole name="ops" privIype="writePriv" rn="role-ops"
status="created,modified"/>
</aaaUserDomain>
</aaaUserGroupMapRule>
<aaaProviderRef
dn="uni/userext/oauthext/oauthprovidergroup-TOAUTH/
providerref-auth.pingone.asia"
name="auth.pingone.asia" order="1" status="created,modified"/>
</aaaOauthProviderGroup>
</aaaOauthEp>
</aaaUserEp>

G¥)

aaaProviderRef dn fEIZ1E, FiARCT K THEDIIEATREENTWET, Z7E L, EEOMEICIZSITE S
HIRNTLTEEN,
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