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T ERET AR YT MU 2T ICET AMEOBENIELOA vE—T b H D T,

VAT A AvE—Y TXA ML, RNEBATLXFANITT, A vE—Y O ZOHSITIE,
AN MZOWTOFEMRTERPZENTVDIHEERH D £9, GENDHERIT. AR — b
FH. Xy FT—2 7T RLA, FEV AT A AEY DT FLRAZEMNTOMNBIZRIGT S
T RLVATYE, ZOAET =)L FOFERIZIA v b=V T LICRRDZOT, ZZTlEAD v
([]D THAFEBENXTIITRLUET, 72& 201X 10 #EEIE [dec] R ETERLET,
PORT-3-IF_UNSUPPORTED TRANSCEIVER : A > % —7 = A A [chars] D kT > 3 — T
A—FENTHERTA,

FEVAT A A=Y 0O EITE, S EHERLENTER S CWET, 77 arid (72
Ta TN ESH D £ A (Noactionisrequired) | DX 9 RFHARLDOTHLZ L bH Y £,
WOBFID X 51, BIEFECHETIEE0R07 7 = PiR— b ~OEEZHERT 5506 H Y
£7

Error Message PORT-3-IF_ UNSUPPORTED TRANSCEIVER : A ¥ —7 = A A [chars]
DT =N FIYR— SN TWEEA,
Explanation k7 >3 — % (SFP) MNRBENL X —DHDTEH D FH A,

Recommended Action # AJ) L $£9, showinterfacetransceiver fffH X1 CW\5 kT v
= EHPT D CLI 2~ REZIZEEED DCNM 22w > K, BE T v— X
VE—=DY A NIOWNWTIHE, HAZw— PAR— MESFITBHWEDEL I,
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Syslog H—/\DE%E .

Syslog - —/\(MDEL

Syslog 77 > VT 4 #fHLT, A ANDAyE—Y B7Oat—%FKA MIEET D
L. B HIZED ZL OKEEHNA L — VAR TE ET, ZOREIX, BHIMIChzoTr
TEFRRZD THRAL AT 7 BATERWEEAIERTE E9,

RIZ, Solaris 77 > h 7 4 —A5 ETSyslog 7 7 ¥ V7 4 T D LT A RERET D
Bila R LET, T2 TldSolaris A8 A &M LET A, 972TD UNIX 5 L U Linux & A7 A
\Z8B1F 5 Syslog D% EITIEFIC LB THET,

Syslog Tlix, 77 v U T 4 ZHEH LT, SyslogVh— " ETDORA v E—VDMBTEE A vE—
COBEKENRESNET, SyslogVh—/NTlE, 2D A v —VOEKNEZ D HIETR
HTEET, ILexiE, AvE—VEHADOT7 7 A MTEET 5 2 &0, FEDO—FIZET
A—NVTEETDHIEHTEET, syslog = "TOERKELNLVEHET D L. syslog —
NTRETEDLD, ZOL VL EOERE (L VERWEGE) OF~ToRXye—=VIcx L
THRENTOIET,

\}

GE)  syslog P —"\ZHETDIHLENH Y £9°, CiscoNX-0S A v¥—1L, itk Syslog A v —

VEBE LWL DI, EAESyslog T 7 A N EITRID T 7 A WIFRER SN DA MERH D 5, /
file VAT ALATORY T7ANERDITHRNVWTLTIEEWN, B/ Avb—UT/ 7740 VAT A
BNSIENCRLIDIFEE LB EFA, ZOFTIE, ROMWBEEHLET,

* syslog client: switchl

* syslog server: 172.22.36.211

* (Solaris) syslog facility: locall

* syslog severity: notifications (level 5, the default)

* CiscoNX-OS A vy —VZFET 517 7 7 A /b @ /var/adm/nxos_logs

Cisco NX-OS T syslog #REZ X ET D121X. TN HDOFIEIZHENE T,
1. switch# config terminal

2. switch(config)# logging server 192.0.2.1 6 facility locall

show logging server =i~ &ML, <> F&2MH LT, syslog ¥ ELMERLET,

switchl# show logging server

Logging server: enabled
{172.22.36.211}
server severity: notifications
server facility: locall
server VREF: management

Syslog & — % FZET HI21E, RO FINEIZHENE T,

1. locall DA v —T&MET 5 X 912, fete/syslog.conf 2 H L F 9, Solaris DAL,
facility.severity & #ZL{&E (/var/adm/nxos logs) DIZV72< &H 1 DDF THRMETT,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .



i |

B orssrs50va—5400

OJI12&%

locall.notice /var/adm/nxos_logs

2. vl 7 ANEERLET,

touch /var/adm/nxos_logs

3. syslog 7ot A& HEH L £7,

/etc/init.d/syslog stop
/etc/init.d/syslog start

syslog service starting.

4. syslog 7B ARSI N Z L 2R L E T,

ps -ef |grep syslogd

CiscoNX-0S TA X> h&EK LT, Syslogh—%7 A MLET, ZOHA, A—hel2iX
Ty FEUUBXOHEAEMEES ., Syslogh— N ETHRO LI ICFERENET, T/31 A
DIPT R ATy a THEATHETS,

tail -f /var/adm/MDS_logs
Sep 17 11:07:41 [172.22.36.142.2.2] : 2013 Sep 17 11:17:29 pacific:
PORT-5-IF DOWN INITIALIZING: $$VLAN 1%$ Interface e 1/2 is down (Initializing)

Sep 17 11:07:49 [172.22.36.142.2.2] : 2013 Sep 17 11:17:36 pacific: $PORT-5-IF UP: $SVLAN
1%$ Interface e 1/2 is up in mode access

Sep 17 11:07:51 [172.22.36.142.2.2] : 2013 Sep 17 11:17:39 pacific:
$VSHD-5-VSHD SYSLOG CONFIG I: Configuring console from pts/0 (dhcp-171-71-49-125.cisco.com

— N ~ — ~ N
SO a—TFTa Y
CiscoNX-OS Tix, 7 XA AL TCEEIERFATDOVAT A A =T %A LT, Syslog

P—NZEELET, INODORXA vy —VaiEEd 52 &Ik, BUEREL TV D RIEDIR
EROTAIREMED B B A N R TE £,

CiscoNX-OS Du J\Z7 7 A L TR THIZIE, koa<wr REMHALET,

switch# show logging ?

console Show console logging configuration
info Show logging configuration

ip IP configuration

last Show last few lines of logfile

level Show facility logging configuration
logfile Show contents of logfile

loopback Show logging loopback configuration
module Show module logging configuration
monitor Show monitor logging configuration
nvram Show NVRAM log

onboard show logging onboard

server Show server logging configuration
source-interface Show logging source-interface configuration
timestamp Show logging timestamp configuration
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EDA—LD LT TLYa—TFTa2Y .

Wi%. show logging server D1l R L CWET, a~<r RIZH L TERRENET,

switch# show logging server

Logging server: enabled
{172.28.254.254}
server severity: notifications
server facility: local?7
server VRF: management

EDAa—ILDLS TN a—F425

2—WFIIEV 2 —Dar Y —)LR— MIE#EER LT, TV a2— /LOEBRFOMELZ ~ 77
WY a—T 47T B ENTEET, attach consolemodule <> R&EfEHAL, LT, &
Ca—pary—)R— MERELET,

T = 7T v aDAR—ZADMMENEIK T, Cisco Nexus End-of-Rack (EoR) AA v F AL
ECRT 52DV ET, ZOXIRGEIX. 3 Y —/L D bash ¥ = /L b 2E X FHl A
R L, RER T 7 ANEHIRLT, 77— 7T v allHoRzEsT o A7 EkE kR L E
T, THIZEY, EoR ZA v FDAL—RRREDMEFESNET,

NVRAM O 5 D F K

TIAFVT 40, 1, FREF2OVAT LA =X, A== ¥E T 2—/LONVRAM
RSN ET, AL v FOFREI%. show logging nvram %1l LT, NVRAM [ZZh 5D
syslog A v =V AR R TEET, avy NI L TERRINET,

switch# show logging nvram

2013 Sep 10 15:51:58 switch %$ VDC-1 %$ %SYSMGR-2-NON_VOLATILE_DB_FULL: System n
on-volatile storage usage is unexpectedly high at 99%.

2013 Sep 10 15:52:13 switch %$ VDC-1 %$ SPLATFORM-2-PFM SYSTEM RESET: Manual sys
tem restart from Command Line Interface

2013 Sep 10 15:57:49 switch %$ VDC-1 %$ %KERN-2-SYSTEM MSG: Starting kernel... -
kernel

2013 Sep 10 15:58:00 switch $$ VDC-1 %$ S$CARDCLIENT-2-REG: Sent

2013 Sep 10 15:58:01 switch %$ VDC-1 %$ %USER-1-SYSTEM MSG: R2D2: P1 SUP NO GMTL
FOR P1 SUP - r2d2

2013 Sep 10 15:58:01 switch %$ VDC-1 %$ %USER-1-SYSTEM MSG: R2D2: P1 SUP NO GMTL
FOR P1 SUP - r2d2

2013 Sep 10 15:58:05 switch %$ VDC-1 %$ SUSER-1-SYSTEM MSG: R2D2: Pl SUP: Reset

Tx/Rx during QOS INIT - r2d2

2013 Sep 10 15:58:16 switch %$ VDC-1 %$ %USER-2-SYSTEM MSG: can't dlsym ssnmgr i
s_session command: please link this binary with ssnmgr.so! - svi

2013 Sep 10 15:58:16 switch %$ VDC-1 %$ %CARDCLIENT-2-SSE: LC_READY sent

2013 Sep 10 15:58:17 switch %$ VDC-1 %$ snmpd: load mib module :Error, while loa
ding the mib module /isan/lib/libpmsnmp common.so (/isan/lib/libpmsnmp common.so
: undefined symbol: sme mib get if info)

2013 Sep 10 15:58:17 switch %$ VDC-1 %$ $CARDCLIENT-2-SSE: MOD:6 SUP ONLINE
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B r=xs5x—vf—r~omnabe

HRARAI—HR— bFADOBWEDHE

IDOR=aTNADRNT TNy a—T 4 U TEREHER L THLMEEMLTE R2WEGEEIZE. B
AR —H—EAEYF|IEE LT, XEBIUEEMREREZIT T I, HYERTX
HRYFTIERNWT R — b 2725 L 910, BEETDRNCKROFEHRZ AR LTI I,

o ZEE O A

VX —v DV YT NES (=Y OHHEARNVDOLEANCH D T TR STV E
)

VT MU =T OREHE Y U —RE S

o AUT T ABKE F T IR ]

o MRE DL

« MIBEZ Y0 30 LIRS D 7212, T CIZFHAT L T2 FIRO EH

T 7 = BiR— v ~EWE DY BRNCE T 5 FIEOFEMIZOWTIEL, TAC I[ZEET 5 H)
WCFEITTAHFEIE (113 X—=) 2B LT ZEN,
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=9=
=% =R

AR N=)L, TYTTL—F, JT—F
DESITIa—TFa2b

T T L —FKEUT—HKIONT (93—=Y)

T T T —REVT = rDF =7 VAR (9X—=)

VT MU 2T Ty 77 L= ROREER (10 ~—)

c TR EDIRNT v 7 L— ROfER (10 <—)

VT NI =T DT v T T VL= REFT T L—RDO NI TNy a—T 47 (12°3—)
VTN 2T VAT LD T DN T TN a—T 4T (14 =)
cEHENZAT— ROEE (34 X—)

TyvITT9L—FK&EYT—KMZDNT

T T T L—REYT— ML, MR Ry NT—T AT F AT I T 4T 4T, E
BERECINOOBERZEITTHLEXIE, Xy NU—J 2425 U X7 2HK/NRICHIZ .
I BEN T A Ui & &R IE T 5 FiE2 BT 20BN H D 7,

\}

GE) ZO~=a2T7 )Tl CiscoNX-OS DT v F 7L —REE T T L —ROWF2ETT7T v 77
L—REW) HiEEFEHLET,

TovITIL—rEYT—FrDFT VIR

WKDOF v 7 VA NEFERALT, T 77— RERITY 77— FOUEZ LET,

FzyP )R b Done
TS T L= REREFIF T L= RT3V —2ADV J—R J— 2R L TL
72EW,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B oroz77075—rom

FryvHO )X+ Done
FTP £/ X TFTP — "N Y 7 Ny =T A A=V hFX 7 ora— R TE 52 L wiER
LET,

bootflash: F 7= 1% slot0: DA —/R—= XA Y T 2 —VIIH LA A—TH o —LF

7

showingtallallimpact 2~ > REHEHL T, LA A—UNEFTHLZ L, BL
OHrLne— RPEEPEICE L TA— R = TIZEZ 2 B2 R L ET, Atk
ERER L E T,

startup-config 7 7 4 /L& NVRAM DA F v 7 Lay b a7 4Falb— g (la
E—LEd, ZOFIETIE, AF—F Ty T ardsFal—alr 77400
Ny T 7 ab—&ERLET,

Running Configuration % Startup Configuration (Zf&fF L £ 7,

WEOAL—F YT — | TFTP H— 2Ny 7 7w P LET,
Fv NU—7 Ot A TS AT v S — R EAS Y a— L LET,

Fxv I VANERETTEHE, XY NTV—VNOV AT LET v 77 L—RERIZY 7 — 3
7% Yl N EE N E 5,

CE) T o7 TV —=FRRTIT 4T A== A PRRL S A== S PR 5 DITIER
IREHETT

GE)  HEAKPEN Critical LT (L1 0, 1, 2) OFK 100 HOE 7 A vtE— 7% NVRAM (ZIR(F S
nE94, Zor i, showloggingnvram 2~ REANTHILETHHOTHLERRTEET,

YOI zT7 7T L—FOMER

showinstall all status =~ > REHEATIIE =~ REFRALTY 7 v =T Ty 71— K
OEATIRINZ R L= . EiThoingalall 2~ FEZIIREEZICA A b=/ Xz ingall
alz<=> K (Y —/, SSH, £/idTelnett vy arnb) oulrxuxFKRLEZY LE
T, ZOavr R, Y IUERICEHR L TR WEATH, 777 47 A— 3= (¥
F 2=V ERAF N, A== R AP T 2— /)LD SO ingall all H/1%FRL £,

hrZ{FHE N7y T L— FOiER

DR NT v 77 L— R ENS &, CiscoNX-OSIZED 7 v 77 L— FRBhENn5
ZERTRTOY = RIZ@MEN, Ty T 7L —FRE2EDLNEE ) S £,
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i xpbrLTy 75 L— ko

P—EANT v T T L= RaiTTERVEE, Y= X7 vy 77— ekl 7y
7 U— R&#fT C& 2\ WE R 2889 5 showingtall all failurereason =~ > K& AN+ K9
RO HBINET,

Do you want to continue with the installation (y/n)? [n] y

Install is in progress, please wait.

Notifying services about the upgrade.

> # ] 0% -- FAIL. Return code 0x401E0066 (request timed out).

Please issue "show install all failure-reason" to find the cause of the failure.<---prompt
failure-reason

Install has failed. Return code 0x401E0066 (request timed out).
Please identify the cause of the failure, and try 'install all' again.

switch# show install all failure-reason
Service: "xxx" failed to respond within the given time period.

Ty T T L= ROBTLNDOHE (T2 A4 DREORIFORIL, T 2—NDT v 77
L— RORMR E) THERENELESG, BEER— Ny 7 TXRWIZD, T /34 A
o THEBISNET, ZOXLOIREGE. 7Ty 77— RFEIRKLE LK,

T o7 RPNER LT BHEZRET 2D DICKERLERIGEIE, 77 =
A— MEYHFHERE S DRI, show tech-support [issu] 2~ > RO & A > A h—LDa
V=V (ERATRER S E) DO ZINET D2 LR H 0 9,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B oroz7070 75 —kres9 s L—FD RS TRV a—F 108

JIEI9TT7DRT7VvTIL—KRESDUSL—KD RS
IINa—TF429

YOIz T7 7T L—KAIS—THRTIT S

Bl

EFAbNBDREE

Ji)a—v 3>

Ty T T L— iR T — Tk
795

AL INANRFED A — 73—
A Y F 2 —/LD bootflash:
Ty AN VAT LI, FHE
NicA A= % ANDTET O
A= AR,

delete =~ F&MEH L, L
T, RER7 7 A VvZHIBRL
£

ZOHETHA LTV ingall
all 2~ R, AFZ A0k
BED A — /8 XA P B o —
VT AT ST,

o< ik, 77T 4 7iRKE
DA—IN— AP T 2— )L
TOHRANTTLTLTEZN,

T o7 L— ROBITHIZE
Va— R AINT,

AA =Nz HELET,

Ty 77— ROEITRIC Y
AT LOBEIRNGIEr S iz,

AA =2 HBLET,

Boly 7 Ry =T A A=Y
INADRETE SINT,

VEeE—halr—392~0ONR
AR EIEMICIEE L E T,

BOT v 77 L— RRTTIZ
HEATH,

TRTOBEE T AT 204K
eafER L, 10 B%BIcT v
JL—FRzEALET, 108
PINICT v 77 v — K&
TAHE, avy NIESER
T4, Ty 77 L— RRBIE
HITHTHDHZ LRt
T— Ay —UNFRENE
R

T 2= VDT v T T L — R
WZREE L7,

Ty T — R FEET 5
7>, installmodule =~ K%
FEHLT, KR L'V 22—
NET v 7T L—RLET,
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CiscoNX-08 V7 k9707 v T5L—F

CiscoNX-0S VIO bz 7D7vITTL—FK
EOVATATH, CLITHEBN Y 7 v o277 77 7L —REETTEET,

A A=V DT 7 A N4IE Tnxos) (CiscoNX-OS VU U — 2 7.03)I12(1) LK) F7=1% Tn9000) T
WEEY ET (=& 21T, nxos.7.0.3.12.1.bin. 19000-dk9.7.0.3.11.1.bin 72 &) .

1R BHIIZ
TIT 4T A== AP DarV—), Telnet, £7-1LSSHER— FE2 N LTAAL v Flca s
A4 LET,

PVEWZISE LT, BBEOa Ly 7 4 X2l — gy TZ7AMDNRNY 7T v TP E2ERKRLET,

FIRDEE

1. ingtall all [nxos bootflash:filename]
2. show module

F IR D

AR EERRTIVa Y E:)
Z 5w 71 |ingtall al [nxos bootflash:filename] Ty T T —REETLET,

(6=3)) install all =~ > ORI EN T
RTOHA RIA &L TWAERE
X, TR TCHOEY 22— (A—r3—31
PTEBIOAL v F 7)) BT v T T L—
NI ET,

GE) 77 A NZERE LRV T ingall all =
~ Y REANLIESEE, a2~ Rk
D HEMET = v 7 NEITEN, T T T
L— RENAEY 2 — AP BmamEhE
T, BT, A VA NI EEITT A
EDMORERP RO HIVET, FefTEE
KT D L, AL v FTHAEF TSN T
ANXOS V7 b x=2T A A=AV
A R—b &, BEIZS LT, ETHO
A A—CDEIFEXEREY 2—/LDOBIOS
NT w7 —REhET,

R 72 |show module VAT A= )VERKRT L, LW —3 )
o arEWT, Ty 7L —RNEhiZmA—
R RA P T a— L ERRLET,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |

B o7 257000705002 —F 10y

JINDITTP7ORTLDYY T— D STV a—T~«

>

-~

.

BREBAFEIIRAYFD) T— BN TT B

)] EAbNBEEA

Ji)a—v 3>

T aT VA== | T — T T
FCERBEAEZIZAA v | 2R LT
FDY T — WA TTDH|WET,

W L7 — 7T v a0BEE (14 *—
V) BB LTLLIEZN,

BIOS 23R L T
WET,

IDEVa2a—VELZHBELTLIEZEN, BEED
HHEY 2= VERLTHZDIZ, YA
N AL < — PR— FEYFICHERK L TLZE
W,

nx-os A A — M
MEL TV E
R

MBS U TAAS v FOERELFRAL, X
4 »FIZ TLoadingBootLoader| A »t&—I)
FrShieb Crl-C 2 LT, >n—4 7o
YT R TT—hTakREHELET,

T—h RTA—
ZMRIELLSHY
FHEA,

T—= M NRITA=F LR LTEEL, V7 —
FLET,

BELEIT—FI725vadnEE

TRTDOTNA ARENF, WEHT — 7T v 21H0Ed, WETZ 7 AV AT ANRENSD
L. BREBRKDONABENRHD 3, RET 7 A WTTEHICRIEFEL, Ny 277 v 7 LTL
EEW, BHOVAT AT — ME, RONMEFTEITESNET,

1. EAAH A5 (BIOS) r—FZo—RKLET,
2. B—XHiInx-0s f A—YHFZRAMIZu—RL, A A=V %2EEILET,

3. nx-0s 4 A=V, RAF— T v TERET 7 A NVEmARY £9,

VAT ADnx-0s 4 A—URNFEHELTEY, ffTTERY (=T —KEE) HEIE. ROTETHL
B4+ 2ABIOSIREL—T A VT 4B ATILT, VAT AT = =AML, £ A=
FEIHTEET, B LIENET A A7 2 EBIHTOIMLERD DLGEICDHR, ZD2—TF 4V

TAET 7EBALTLIZE N,
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mELET—r75vvanEE [

FE O OZOHETHHATSBIOS OZEFIL, L7 — 79 v 2 2 HIAT A AICOLLER L
DTI,

BIHFNETIX, @HEO—7 AW TH0ERH D £, N —7 AL, VAT LD
BREL LT, VAT AT BT MR EICEREINDGETOI DO =—X (BIOS,
T—bhar—%, BXOnx-os A A=) @i LET, ROKIZ, VAN FHTaEA0F
g2~ L E9,

= 1:) A\ OFER

7x—X [BEOTOVT L |[UANY TAUT~ |5REA
(B7x2—RAD# | (DRTLBRD
THICRRINLE |7z —XITEFLHL
9) BEICRREINE
9)
BIOS loader> 7 — NA[EE7R T 34 | BIOSIE, EIREAREE 27 X b,
ANH Y EFHEA AEY TR, BIOYZEOMD AR
V=T YT VAT AT ) r—9
VEMGLUET, T A NOETHIZ,
Ctrl-C&# L C BIOSFRE=2—7T « U
T 4 ZHE L. netbootA4 7T g o &{H
FALET,
77—k nx-os DA loader> T—htar—XiE, va—RIhizc/ 7k
07— VT EERL, ZOT7 v ANLES
BELTHEALTA AV ET—FL
FI, A A—VNFT— b T T2k
LU THEMMREICZRY 3, A€V T
ARNBETLEDL, Ec&fiLTT—
fo—X7a 7 FERBLET,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |

B -s—riomEsTnosr

Jz—X |@EOTOCT R [UAhNY) TOr T |EREA
(B7x—RAD# | (VRTLHERD
THEICRTEINTE |7z —XIC#EFHW

) BEICRTIEINE
ED
nx-0s 4 | AT LDJEHEM | switch(boot)# T B =R T e — AP T LT
A= %3 Ctrl-] (Cul¥—,457 77 vk F—)

ZH LT, switch (boot) # 7'm
cEAJJLET, Telnet 7 747 b
LT, ZhooxF—n7Tish
TWAHEERHY, F—A e —27 D
Hey BT RMBELRLERHY
F9, Telnet 7 7 A 7 > FOMEHET S
~v=a T VESRLTIIES N, E
WZkoTarvy—nnzorer7
TEIEL7ES5ET, nx-0s 4 A—T % 2
=L TV AT &2V T—FLET,

nx-os 1 A—UE, REIHRAFS 2R
ITRREDHREZ 7 AV Eu—RL, A
AyvFouarsfr7Tar7 MeRLE
7

O—4—mnLbMDRE> A>Tk

FIRDHE

help =~ REMFHL, a2~ FEFEHLT, a—4—>7 a7 o7 ur 7 NCff
FAARERa~ 2 RO U R M &2FRTHD, FDU X MNOKED o~ NICET 2 3G RA
Bfs L £,

1R BRI

ZOFNATIE, initsytem a~ > REEHA LT, A ADT 7 ANV VAT KEf{ T +—~< v
FLET, ZOFEEBBTLEIC, 274 X2l —al TrANDNRy 7T v T EER
LTLEEW,

n—X—>7ar 7 N, @O switch# F£721% switch(boot)y#t 7' 12 > 7"k L X8R D £7,
CLI =~ > FHi5eHEREI loader > 11 7 b TIIRERER T, EE L VT =R 4E+ 50
BRIV ET, avr FERRTDHITIL, a~vr FEEMRIZANTOMERSH Y £7,

H—F—>7' 7 Mpb TFTPRH T — 25813, VE—F = EDA A —=V~D
TN NAGRET DMERH Y £,

1. loader> set ip ip-address
2. loader> set gw gw-address
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3. ©—#— cmdlinerecoverymode=1
4. loader> boot tftp: tftp-path

5. switch(boot)# init system

6. switch(boot)# reload-nxos

FIIE D
ARV RFERIETI Va3 B#Y

R T v 71 |loader> set ip ip-address AT ADE—HLIP T FLABLOY 7 %y b
Bl ~ A0 EIRELET,
loader> set ip 172.21.55.213 255.255.255.224

R Ty 72 |loader> set gw gw-address TIANKN T =R U zADIPT RLAZEELE
1) : 7
loader> set gw 172.21.55.193

AT 73| n—%— cmdline recoverymode=1 switch(boot)# 7' 12> 7 L C, 7 — bk Tk ARMEIL
Bl FBEIICBRELET,
loader> cmdline recoverymode=1

AT 7 4 | loader> boot tftp: tftp-path MBI — 35 nx-08i1f A—3 7 7 A LV AEE L
15“ : iﬁ—o
loader> boot | switch(booty# 7" vt > b, fil FH AT HEZR nx-0s A A —
tftp://172.28.255.18/tftpboot/n9000-dk9.6.1.2.11.1.bin| 777\3)3?) %z L %i_\‘ Li?o

Z 5w 7 5 | switch(boot)# init system nx-os ¥ A7 LEPIR L ET,
i EE Zoavwy Re AT LN, a7 4
switch (boot)# init system Xal—aly 77AVDONN I T v

TIMER SN TND Z & 2R LT
éb\o

R T w 7 6 | switch(boot)# reload-nxos nx-08 f A— 77 ANDT v 7Fa— RKE5%ET LE
i) kK
switch (boot)# reload-nxos

451
VAT ADOE—HNWIPT RLAREY TRy N AT BRETDHHERLET,

loader> set ip 172.21.55.213 255.255.255.224

set ip 172.21.55.213 255.255.255.224

Correct - ip addr is 172.21.55.213, mask is 255.255.255.224
Found Intel 82546GB [2:9.0] at Oxe040, ROM address 0xf980
Probing...[Intel 82546GB]
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Management interface

Link UP in 1000/full mode
Ethernet addr: 00:1B:54:C1:28:60
Address: 172.21.55.213

Netmask: 255.255.255.224

Server: 0.0.0.0

Gateway: 172.21.55.193

WIZ, TTANR =R ADIPT RLAEZHBETAHEZEZRLET,

loader> set gw 172.21.55.193
Correct gateway addr 172.21.55.193
Address: 172.21.55.213

Netmask: 255.255.255.224

Server: 0.0.0.0

Gateway: 172.21.55.193

WIZ, = 3035 nx-0s 4 A — T HZEENT A2 R L F T,

loader> boot tftp://172.28.255.18/tftpboot/n9000-dk9.6.1.2.I1.1.bin

Address: 172.21.55.213

Netmask: 255.255.255.224

Server: 172.28.255.18

Gateway: 172.21.55.193
Filesystem type is tftp, using whole disk

Booting: /tftpboot/n9000-dk9.6.1.2.I1.1.gbin console=ttyS0,9600n8nn quiet loader
ver="3.17.0"....

............................................................................. Im

age verification OK

Starting kernel...

INIT: version 2.85 booting

Checking all filesystems..r.r.r.. done.

Setting kernel variables: sysctlnet.ipv4.ip forward = 0

net.ipvd.ip default ttl = 64

net.ipv4.ip no_pmtu disc = 1

Setting the System Clock using the Hardware Clock as reference...System Clock set. Local

time: Wed Oct 1

11:20:11 PST 2013

WARNING: image sync is going to be disabled after a loader netboot
Loading system software

No system image Unexporting directories for NFS kernel daemon...done.
INIT: Sending processes the KILL signal

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2013, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #
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DATLEREETOERDOBERE

FERREF 7IIEEARARER =T —NRAET DL, VAT AFLIEF VAT A EDOT ok AN
Ty RENA2ZEBHYFET, ROFIZ, BXONDRIKNEMBRERRLRLUET,

227 n5tE7nezoneEn [

Bl

EZALONBEE

Jy)a— 3y

VAT AFETZITTA
Th EDOT ot AN
Uty ki,

VAT AERIIVAT LD T 1
T RATCEIEFRER =T — 23 F8E
LFE L7,

AT MTABRCMESEIE L
F L7z, VAT LAOFEFHOMIE
(19 ~—=2) Z2ZML T EE,

VAT ATEIEAREER T T — N
AL,

VAT LX) S BB EE T
TEHA, BRZRET DI, &
AT AOFEREIOREE (193—)
EHRLTLEEN,

Iyl EY a—VIZEENEAL
TWHZ e afERLET, EENRE
Bl ayl FPa2—)LERD A
T AR L T,

VAT LOBEEBDREE

Tat A EFEET 57N,

syslog A v&—7& CallHome A X PR INET, A

Y IR = RCRBEG ARG ETH, SREETDIETH—EAOPEREET S
BEMEDN D D72, T ITIREBZFFE L TR T 2 LR H Y £77,

\)

GE)  FEEZET Lk, 77 =00 BR— MIYEFITHEE L, a7 ¥ TOMREKET 52 &
T, FEBREBORK & MRREZRE L4,
4a & SRS
RO ER SN ET,

« VAT AI, ATk aT 7y A% TFTP —NICH#Efica ' —LE4, ZOHE

ITRETE T A,

« TFTP Y — "~DEFED 2T 7 7 A )LD a E—|L, copy core://modul e/ pid#

tftp://tftp_ip_address/file name Zffi ] L TFE)T U HTE£7,

NV ET,

o 2R XA T o LG RN LT
272X ul 7Ty allHDAREERSH Y 7,

a~vy REFEHT L0

ay7iFx oA~ a7 27T

« TV REHEBTE A KEEIL. T _XToOFav 2o At (HA) &Y —n—

T,

Lo HvwarT vy A anbEEEINET,

(ZONRTA—ZITHRETEEEA, ) TR ANRKREEZEL THEHT S
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B  x7roBEBODE

ATLBEDO T O A TR TXSa7 77 A NVDEFKIT. (TEO et AOHARY > —0
—HTT, (ZORTFA—ZFHFEETET, JIIRESINET) .

FIEDEE

switch# show log | include error
switch# show processes

switch# show process log

switch# show processlog pid pid
switch# show system uptime
switch# show cores

switch# copy core: core path
switch# show processes log pid pid
switch# system cores tftp: tftp-path

©ENDOGHWN

F IR D

ARV RFERFTIVaY =)

R 7y F 1 |switch show log | includeerror syslog 77 A W FA LT, RBILEToERL
Bl FRE) LB AR TX 5 L9 I LET,

switch# show log logfile | include error

Sep 10 23:31:31 dot-6 %

LOG_SYSMGR-3-SERVICE TERMINATED: Service "sensor"
(PID 704) has finished with error

code SYSMGR EXITCODE SY.

switch# show logging logfile | include fail

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 0.0.0.0, in classd=0 flags=1 fails: Address

already in use

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 127.0.0.1, in classd=0 flags=0 fails: Address
already in use

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 127.1.1.1, in classd=0 flags=1 fails: Address
already in use

Jan 27 04:08:42 88 $LOG_DAEMON-3-SYSTEM MSG:

bind() fd 4, family 2, port 123, ad

dr 172.22.93.88, in_classd=0 flags=1 fails:

Address already in use

Jan 27 23:18:59 88 % LOG_PORT-5-IF DOWN: Interface
fcl/13 is down (Link failure

or not-connected)

Jan 27 23:18:59 88 % LOG_PORT-5-IF DOWN: Interface
fcl/14 is down (Link failure

or not-connected)

Jan 28 00:55:12 88 % LOG_PORT-5-IF DOWN: Interface
fcl/1l is down (Link failure

or not-connected)

Jan 28 00:58:06 88 % LOG_ZONE-2-ZS MERGE FAILED:
Zone merge failure, Isolating

port fcl/1 (VSAN 100)

Jan 28 00:58:44 88 % LOG_ZONE-2-ZS MERGE FAILED:
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FE I TN |

ARV RFERETIVa Yy

B8

Zone merge failure,
port fcl/1 (VSAN 100)
Jan 28 03:26:38 88 %

Zone merge failure,
port fcl/1 (VSAN 100)
Jan 29 19:01:34 88 % LOG _PORT-5-IF DOWN: Interface

fcl/1 is down (Link failure
or not-connected)

Isolating

LOG ZONE-2-ZS MERGE FAILED:
Isolating

switch#
R T w 7 2 | switch# show processes FITTOTaE R LE T O AD AT —F AR FR
fi LET
switch# show processes WD a— R, JREE (FutkRIREE) O AT AH
E’E?__ ?Ea_&f }i(i ______ S_t_a_r_t___c_n_t___ T_T_Y__ Process| j]’(’fj#;ﬂq éﬂijﬂo
————————————— _ i N S AL
1 S 2ab8e33e 1 - init * D= ilfiZe L CIRIE Gl 1/0)
2 S 0 1 - keventd| N T
R =FATAHE (FATF 2— L)
3 S 0 1 -
ksoftirqgd CPUO . SZMQJJ:EF'
4 S 0 1 - kswapd
5 s 0 1 - bdflush  «T= hL—RE7 1L
6 S 0 ! - kupdated .7z —defunct( [V B ) Tk X
71 S 0 1 - e —
kjournald *NR = S‘%{Téﬂflﬂfﬁb‘
136 S 0 1 - e e e
kjournald ¢ ER=FAITINTNBERE 70N, BEEFEITIN
140 S 0 1 - TR
kjournald
431 S 2abe333e 1 - httpd . i _
443 S 2abfd33e 1 - xinetd| CG¥) ER [Ti@E ., (MELFEE S, AT
446 5 2acledde L - sysngr A o TRES RIS LTI Sh
452 S 2abedla2 1 - httpd O K -
453 S 2abedla2 1 - httpd Teaic, Tt A0S DIRRET
456 S 2ac73419 1 SO vsh 7fo
469 S 2abe%la2 1 - httpd
470 S 2abe%la2 1 - httpd
ATy 73 | switch# show process|og BT LT akRrb, A2y 7 FL—AERE
5l - ST HUTBBBNE S hEERLET,
switch# show process log
Process PID Normal-exit Stack-trace Core
Log-create-time
ntp 919 N N N Jan 27
04:08
snsm 972 N Y N Jan 24
20:50
ATy 7 4 | switch# show process|log pid pid B LTV AIEED T ot AOFEMIE#E #R L

1 -

£,
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B  x7roBEBODE

ARV RFERETIVa Yy

B8

switch# show processes log pid 898

Service: idehsd

Description: ide hotswap handler Daemon
Started at Mon Sep 16 14:56:04 2013 (390923 us)
Stopped at Thu Sep 19 14:18:42 2013 (639239 us)

Uptime: 2 days 23 hours 22 minutes 22 seconds

Start type: SRV _OPTION RESTART STATELESS (23)

Death reason: SYSMGR DEATH REASON FAILURE SIGTERM
(3)

Exit code: signal 15

CWD: /var/sysmgr/work

Virtual Memory:

(no core)

CODE 08048000 - 0804D660
DATA 0804E660 - 0804E824
BRK 0804E9A0 - 08050000
STACK TFFFFD10
Register Set:
EBX 00000003 ECX 0804E994 EDX
00000008
ESI 00000005 EDI 7FFFFCOC EBP
TEFFFCAC
EAX 00000008 XDS 0000002B XES
0000002B
EAX 00000003 (orig) EIP 2ABF5EF4 XCS|
00000023
EFL 00000246 ESP 7FFFFC5C XSS
0000002B
Stack: 128 bytes. ESP 7FFFFC5C, TOP 7FFFFD10
0x7FFFFC5C: 0804F990 0804C416 00000003 0804E994
0x7FFFFC6C: 00000008 0804BF95 2AC451EQ0 2AAC24A4
......... Q.*.8.%*
Ox7FFFFC7C: T7FFFFD14 2AC2C581 0804E6BC 7FFFFCAS8
*
0x7FFFFC8C: 7FFFFC94 00000003 00000001 00000003
0x7FFFFC9C: 00000001 00000000 00000068 00000000
........ hoooo...
Ox7FFFFCAC: 7FFFFCE8 2AB4F819 00000001 7FFFFD14
*
0x7FFFFCBC: 7FFFFDIC 0804C470 00000000 7FFFFCES
PR o
Ox7FFFFCCC: 2AB4F7E9 2AACIF00 00000001 08048Aa2C
* *
PID: 898
SAP: O
UUID: 0
switch#

ATy 7 5 | switch# show system uptime HEBINFOIRAE LT ) hEFRLET,
- FHEBI R VIR LIEEET 200, 1 RIZTEET S
switch# show system uptime ONZHIT HI120E, AT A0 E LTy B IEE]
Start Time: Fri Sep 13 12:38:39 2013 . o .
Up Time: 0 days, 1 hours, 16 minutes, 22 ODEé%:%\ﬁE@J@&/]}AX&/7 &tlﬁi}(bi?‘«o
seconds

R v 76 | switch# show cores TITF 4T A== A FNSBIET v 7 a— RiZ

1

EHARERR T X TCoa T rERRLET,
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switch# show cores
Module Instance Process-name PID
Date (Year-Month-Day Time)

28 1 bgp-64551
23:51:26

5179 2013-09-13

AT 77 |switch# copy core: core path FSPF =27 # 7% 1P 7 KL A% ffl L C TFTP ¥—
il - Nzae—LET,
switch# copy core://5/1524 tftp::/1.1.1.1/abcd

R T 7 8 | switch# show processeslog pid pid a7 7 4 L7 hUIZ zone server 10g.889 &\ 9 44 fif

fi

switch# '''show processes log pid 1473''"'
Service: ips

Description: IPS Manager

Started at Tue Jan 8 17:07:42 2013
Stopped at Thu Jan 10 06:16:45 2013

(757583 us)
(83451 us)

Uptime: 1 days 13 hours 9 minutes 9 seconds
Start type: SRV_OPTION RESTART STATELESS (23)
Death reason: SYSMGR DEATH REASON FAILURE SIGNAL
(2)

Exit code: signal 6 (core dumped)

CWD: /var/sysmgr/work

Virtual Memory:

CODE 08048000 - 080FB060
DATA 080FC060 - O80FCBAS
BRK 081795C0 - 081EC000
STACK TFFFFCFO
TOTAL 20952 KB

Register Set:

EBX 000005C1 ECX 00000006
EDX 2AD721E0

ESI 2AD701A8 EDI 08109308
EBP 7FFFF2EC

EAX 00000000 XDS 0000002B
XES 0000002B

EAX 00000025 (orig) EIP 2AC8CC71
XCs 00000023

EFL 00000207 ESP T7FFFF2CO
XSS 0000002B

Cisco Nexus 9000 < ') — X NX-0S
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ARV RFERRTIa Y =)

Stack: 2608 bytes. ESP 7FFFF2C0O, TOP 7FFFFCFO

Ox7FFFF2C0: 2AC8C944 000005C1 00000006 2AC735E2

D..* ... 5.%

Ox7FFFF2D0: 2AC8C92C 2AD721E0 2AAB76F0 00000000

P B A

Ox7FFFF2EO: 7FFFF320 2AC8C920 2AC513F8 7FFFF42C
* *

Ox7FFFF2F0: 2AC8EOBB 00000006 7FFFEF320 00000000

--*----

Ox7FFFF300: 2AC8DFF8 2AD721E0 08109308 2AC65AFC

R U Z.*
Ox7FFFF310: 00000393 2AC6A49C 2AC621CC 2AC513F8

* 1% *

éé%ffffBZO: 00000020 00000000 00000000 00000000
Oé%ffffééé;'ééééOOOO 00000000 00000000 00000000
6é%fffféiéz'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000
6é%ffffé%6;'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000
éé%fffféééz'ééééoooo 00000000 00000000 00000000

Ox7FFFF3A0: 00000002 7FFFF3F4 2AAB752D 2AC5154C

. output abbreviated ...
Stack: 128 bytes. ESP 7FFFF830, TOP 7FFFFCDO

25w 7 9 | switch# system corestftp: tftp-path TFTP #— %Ml LC 27 42 7% TFTP H—3
Bl CRET B LD IBRELET,

switch (config) # system cores tftp://10.1.1.1/cores| Z D a<> KIZLV, A7 AL TFTP h—"~D
A7 Ty ANVOAB I -2 AT LET,

EEFREEG AT LOHIREE
T OBAITIE, BEERIER S AT AFREBINIEAET D REMERH Y £,
CHERT R ANKIL, FEB T2,
« TREANTV AT AFRETHFAI SN TV DS Z B THER L,
TRt RAL, VAT LARETHAINTWVD IV SHBICHES L7,
7mtx)k/k®wai TR EICRESNIZARY —IZ Lo TRED £7, BER

BERUEY M . BREENKDONTZY, T I T 4 TR A== A PREEEFH LY, ZA—
IN—NA 4j:7b§7<4' ‘)7‘%“—/*‘*— L7z, VAT LANFEILZVTDHZENDY 9,
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28 ug Z—ri—nq¥remcxxys [

ZDIETHI LTV % showsystemreset-reason =~ > RIZ L 0, UTFOHRNFRENET,

crEDZT Yy N, BEDEY 22— /L TO, BEDO4ODO) &y NEE, Y 2 — /LOMFE
LAWSEAIZIE, F0oEya2a— 10Uty MR a— NIFERRENET A,

s THIShZE ) = RFBXOTFH LAWY v — FRRAELTLA A I 7 LHEBHOEEKTORE
i,

Uy FERIZT e —RBRAELTZLEEDZ A L AZ T,

cEVa—ADY Yy FEIEZY r— ROMH,

Uy FERIFYr—FRORERE RS —E X (FIEHTE 20107 TIERWY)
Uty FEREFY B — FRRIZETSNTWEY 7 h =T ONR—=Va

switch# show system reset-reason module 27

————— reset reason for Supervisor-module 27 (from Supervisor in slot 27) ---

1) At 281000 usecs after Wed Jun 26 20:16:34 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

2) At 791071 usecs after Wed Jun 26 20:04:50 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

3) At 70980 usecs after Wed Jun 26 19:55:52 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

4) At 891463 usecs after Wed Jun 26 23:44:48 2013
Reason: Reset Requested by CLI command reload
Service:

Version: 6.1(2)I1(1)

A INL ZA—IN—INA HEFZLKT S

AR N A== R, WX, T 77— RRIEBLETA, WOV AT AL AvE—
NERINDZ ERHY FT,

SYSMGR-2-STANDBY BOOT FAILED

ZDAvE—VIE, B—FNBIOSICL > THr— RENTHEI~67TAL LU/ A==
AYPNT = FIEEZTTERY (m—h)Larvry—roual Ay a7 MIBEETER
W) GAICHAENET, ZOAyE—UE, BE, AX N, A== PITHEUNCRE
SINTVWRNT — MEFIZ L > THRAELET, ZOAyE—ViE, n—47rnr7 M Ca—H
DEMMIZ (Bse ¥—Z2#LC) EBFIEZFIE LA RAET L REERH Y 77,

AR R A== RA P Da—R) ar ) —)VWIEGELET, A== PRa—F 7
a7 MIWAEAIE, boot =<2 REMH LT, 7— FFRIEZFITLET, TS D%
AiZ. rdoad 2w RET VT 4T A== N_NAYFDOVSHE Y a Vb AR LN, A—
IR—=RAPFIZK L TCAD LET, ZoBICforcednld 47> a VEFEELET, AX AN
FrTA N oTe b, T NESEEONCERE L CRIBE A iR L £,
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B ==z x0—roEs

N EAbNBEEA Y )ai—ay

AR R A== | TFTP) 67— N ENT=T 7 7 4 7 |bootflash: )67 7T 4 7 A—rs3—
XA PREE) L FH | A— =31 P nx-0s £ A—, NAYZ)a—RKLET,
Ao

EBE/NRT— FDEE
KOVWTNDBDHIET, Xy hU— 7 FREFERAT— REEIE T ET,
« network admin #[R % Ff-DO 2 — ¥4 T CLI B EIET 5
« TNA ADERE AT S
T NA A% Y r— T 5

2y b=V EHEERTOCLUOERICLL2EEE/NNRT— FOMEE

FIEDHE
1. switch# show user-account
2. switch# config terminal
3. switch(config)# username admin password new-password
4. switch(config)# copy running-config startup-config
FIED FHH
ARV RFERIETY Va3 Y B#
AT 71 |switch# show user-account 2 — W4T network admin FEFR 3 & 5 7 E D D& file
15“ : %}r}\ L/ 5]3 ﬁ‘o

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:dbgusr
this user account has no expiry date
roles:network-admin network-operator

R T 7 2 | switch# config terminal Jau—)Lar7 4 Xal—ay T— &G
1 - LET

switch# config terminal
switch (config) #

R F v 7 3 | switch(config)# usernameadmin passwor d new-password | = — 44 |Z network admin HE[E3 6 B84 1%, #HT L
Bl Wy b T EEE S AT — REED S TET,
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EREART— FEEET 50071 2OBEERA ]

ARV RFERFTIVaY =)

switch (config) # username admin password egBdf GE) new—password“ﬂi\ $j{$0i{%ﬁﬁf‘3i

A,

Z T w 7 4 | switch(config)# copy running-config startup-config FTary 74 FXal—rark, AX—KT vz

1

switch (config) # copy running-config startup-config

V74X al—v g lat—LET,

EEENRT—FZEETH-ODT /NS ADERBIEA

network-admin #EfED BHHF A 2 LT v a VAR TEXZ2WESIEL. 523 2O ER%Y
BEALTRY NT—VEHE R — REEETAZ LN TXET,

A

IE

NAT — REIEFIEEZFETTH5E. TAMALEOTRTO NG 7 4 v 7 RFEnET, ¥
A AL DRI TR T2 ~3 Mok EnEd,

B A —T A AL D Telnet F-13EF=27 =/ (SSH) v arhbEEE AR
U— REEETIZLIETEXEHA, B—bl ar Y — AT A 0ERH Y 9,

G¥)

NRAT—=ROEEICL > TEHINDLDIE, v—h 22— F = X—=2ANOH LWVEEE
INAZAT—RDOHLTT, VE—FAAA P — O ZAT— RFEHINEFA, FrLWLIAIZ T —
RiE., B =R NAGRAERA R—T NV DOGEIZORAINRY . U E— FMRIEDGEITHENT/ Y
FH A, NATU—=RKREIETDE, o —nb0n dA A% 5 a—h VRGN A R —
T BHa—FIEa Y= L LWIAT — R TR A U TEXH L9120 F
R

(GE)  copy configuration-file startup-configD EATHRFIZ 2 —HF AR a7 4 Falb—ra 77 A LT
FRE SRS T TeDIZ/RA T — R [EIET 2 MR & 554 fast-reload £ 7213 reload =~
Y REFEITL, AT v 7 12 Twriteerase & EI 7T DXL ENH Y £,
IR BRI

2ODA—NRN=NRA VP T 22— )LEEH L72T A ZAOEET. BEFIEOZBTRICT 77 4
T B a— IR B A== N P 2 — )L TRAT— RAEFIEE FTT HLENH Y
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B ces 20— r2EET 20071 ROBREEA

T4, MGTDOR—IR—= AP 2= VBT 7T 4 TR 520K T BI2E, ROEED
W EFEITLET,

cMHFDA— RN P E 2 — N E Ty —I LBV L ET,

c[AETFIENETTAET, DA —N— YA P Ea—LDar—)L a7 &
WD2H5DOTFTay T FOWTNINIERE LFET,

* loader >

* switch(boot)#

FIE
aAv U REEETI 3 Y B
RTFYTN | TIT 4 THRA—R—NAFETa—Day V—|—
)V IR— N TRt v a VRN L £, GE) US ¥ —~ v FLUSNDF—~ v 7 & {fi

LTWABEAIT, T A 7 V= A
DERD T DIZEEIR X — o —F A
EHLCHLEMELRWAREENH D £
T, ZO%E. THEHOLRE US F—
vy IR ETHI 2R L ET,
F—AR— K~ 7D, Ctrl-C
% Ctrl-] OOV IZATITEET,

ATFv T2 |SSH /23R I 2L —4 &L Cary— |—
NVIR— MZT 7 AT 5581, AT v 7 612

%\\i‘g—c

ATFYvFT3 |Telnet #fEH LTy Y —L R R— M7 78RS |—
D%, Crl] (hf47% > =) ZfRLT, Telnet = | () CiscoNX-08 11 7/ A o 71 v 7 hIRz
AT =T vy ALFE LR LS I LET, DFEFEDIRAET, Telnet 7' 12 7 F A3
i) FRENRWIGEIL, FlH 6 IR E
switch login: Ctrl-] ‘a‘o

ATy T4 |Telnet 71 o7 FBRF RSN AEE1T. Telnet = Z | RIZ. Microsoft Telnet T Ctrl+H\ 2= 27— % —
r—=F =l A% Cl] By a) USNOL | —r v 2 LTRETHH 2R LET,
FL—h U RTERLET,

GE) CiscoNX-OS v /A > a7 Nin%
B - DFEFDIREET, Telnet 7’227 kN
telnet> set escape "\ FREIN72WIGEIT, FIE 6 (CH#EARE
Escape Character is 'CTRL+\' T,

ATwv 75 |Enter % 18l F 72138 EEHF L T CiscoNX-0S = 7' | —
A TarsT MIEDY £,

1 :
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EREART— FEEET 50071 2OBEERA ]

ARV FFEREETIVa Yy

E:)

telnet> <Enter>
switch login:

ATYT6 | THAAAOEREZ —FEY > TOHLHEALET, |—
ATvTT1 |Cl-CZELT, e—F—>Tar7 N7 7% |—
Z2LET,
&1
Ctrl-C
loader>
ATv 78 | v—%— cmdlinerecoverymode=1 YAy B— RO EZET,
&1
loader> cmdline recoverymode=1
ATvT9 7 — # —> boot N9000-dk9.x.x.x.bin 2L v F T —h Fur 7 MIBIET DI, nx-os

51

loader> boot n9000-dk9.x.x.x.bin
Booting iash
Trying diskboot

Filesystem type is ext2fs,
Image valid
MD5Sum mismatch

partition type 0x83

INIT: Loading IGB driver Signature
Envelope. (36) Invalid Tag in Signature Envelope
Installing SSE module done

Creating the sse device node done
Installing CCTRL driver for card type 3

Checking all filesystems.......

Installing SPROM driver

Installing default sprom values
done.Configuring network

Installing psdev

Installing veobc

Installing OBFL driver

Starting portmap daemon...

creating NFS state directory: done

starting 8 nfsd kernel threads: done

starting mountd: done

starting statd: done

Loading system software

No system image is specified

INIT: Sending processes the TERM signal

INIT: Sending processes the KILL signal

Bad terminal type: "linux". Will assume vt100.
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (c) 2002-2013, Cisco Systems,
rights reserved.

Inc. All

The copyrights to certain works contained in this

AA=VIETTTNAA A BEELET,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B ces 20— r2EET 20071 ROBREEA

ARV RFERETI3Y E]:g]
software are owned by other third parties and
used

and distributed under license. Certain components
of this software are licensed under the GNU
General

Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php
and
http://www.opensource.org/licenses/lgpl-2.1.php
switch (boot) #

AT w710 |Enter % 1[0l F 7213 ERHH L C CiscoNX-0S 1 7 | —
A a7 MIREY T,
1 -

telnet> <Enter>
switch login:

AT 711 | switch(boot)# config terminal T—har 74 Xal— g rT— REBBLE
1 ER

switch (boot)# config terminal
Enter configuration commands, one per line. End|
with CNTL/Z.

switch (boot) (config) #

R T w712 |switch(boot)(config)# admin-password new-password | x v ~ U — 7 & HIFE 2T — REAFRETELET,

K GE) copyconfiguration-filestar tup-config ™ 5
switch (boot) (config) # admin-password egBdf Tl — 4oy 7 X2 — g
WARNING! Remote Authentication for login through 7 7/(/1/?*5%%2@7&7530 727291

console has been disabled
INAY — RaBliE$ 2 0ERN D 555
fast-reload F£7-1% reload =2~ > K& 3
ITL. ZOFETAF Y7L, write
erae v Rz AL T, ROFIEIZ
HERET,

gFE A A F T CiscoNX-OS U U —=R
7.003)2Q) BFEITEN TN H AL, A
F v 12— 14 % AX v 7 LT, write
erase ¥ FEITL, TXA A&E Y — KL
F9, NAU— REWEZFITT DRI,
WMENNSN I T v TENTNDEI L%
MR LEd, ZolBERIL, Cisco
NX-08 U U —2A 7.003)I2(2) (2D ZBEf#
LET,
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EREART— FEEET 50071 2OBEERA ]

ARV FFEREETIVa Yy

E:)

AT v 713 | switch(boot)(config)# exit T—har74Xal—varyE—FaKTLE
i 7o
switch (boot) (config)# exit
switch (boot) #

A7 714 |switch(boot)# load-nxos nx-os f A—Y%u— RKLET, load-nxos=~ > K
i - F RENTVD LBV ICANT HLERH Y F
switch (boot)# load-nxos J, ZDaw :/ FTIE. £ A—Y 77 ANV E AN

LN TLZZE VY,

ATY TS | HLWEHE ATV —RE2HEHALTT A Alcn |FErar7 Fal—raickh, ar/—inmn
TA L LUET, OB T A NZx L TR —AVRERERA X — 7 MZ
5l - o TNDZEPRENET, LAY —F%
ten Loains admin SHOBTA L THENCT D10, FfTar 7 4

w1l in: 1 N N

Pasoword: eqpde Xal—va VIEELARNT S0, AAAY—
N ETHREL-EREZE RAT — REFHRE L CilE
L7, UVE— FGEEZ A R— T /MIZTE £,
switch# show running-config aaa
!Command: show running-config aaa
!Time: Fri Jun 7 02:39:23 2013
version 6.1(2)I1(1)
logging level aaa 5
aaa authentication login ascii-authentication

R w716 |switch# configterminal Jua—r~)Lary 7 4 ¥al—gy ET— REElh
15'] . L/jz—g—o
switch# config terminal
switch (config) #

R w 717 |switch(config)# username admin password HLWARRAT—REHEHRTEL T, GHFry NU—7
new-passiord HET 1 b 2L (SNMP) /SAT— K& LT b
B - TX5X5ICLET,
switch (config)# username admin password egBdf

AT v 718 |switch(config)# exit Jua—sL ar 74 X¥al—iar B— REKT
i - LET
switch (config)# exit
switch#

ATv 719 | BEITECT, BNTEY S LIZ A 3 A8 | —

NAY BV a— &y v — VB AT E T,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |

B =z x0—rzEET 20071 20y 0—F

ARV RFERETI Y S

AFv T2 | MEIGEUT, ZAZ A, A== A P 0 — | —

JLTCnx-0s 4 A—HEEILE T,

2T w721 |switch(configy# copy running-config startup-config | 92f7a> 7 4 X2l —a v %, A¥— T v/

1 :

switch (config) # copy running-config
startup-config

a7 4 Fal—Yg Al at’ —LET,

EEENAD—FZEETE-OOTNNAAD')O—F
FNRAZADERZFRAL TRy NV —J EBHERATU—-RRE2HRETEET,

>

b

FE

5

ZOFIEEFEITTDHE, TXAALODTRTONT T4 v I NHPRENET, T8 AL DO#HE
BT _RT 2~ 3 oMk Eah £,

12

(

B A —T 2 AL D Telnet F-13EF=27 =/ (SSH) v arhbEEE AR
U— REEETIZLIETEXERA, B—h ar Y — A AT A X0ERH Y 9,

GE)

FIRDEE

w

NAT—ROEHEIZE > TEHFENDLDIE, v—I 2—% F—2X—ZANOH LVVEEE
NAT—ROHZRTT, UE— meﬁhﬂmﬂxU—PﬁE%éhiﬁh %Lwﬂxv—
RiX, g —BDNRERENA R —T VOGHEIZOHZFEHZ/L D, UV E— MNRREDEAIIHEN /2D
i&AOAXU~F#E@¢é&\://—wﬂ%@u74/ ﬁ#ém—ﬁwmﬁﬂ4z~
TN, B —WIa Y= A b LW A T —RTr /(o TCab ko £
R

TITF 4 TIHRA—I—N_AYF T a—LDar Y —)L F— TRty a VBT L
£7,

switch# reload

7 — 4" —> boot N9000-dk 9.x.x.x.bin

BHENRAT— RERETHZOOT A ZAOEFEFHRAN Q273—=) DAT v 7 6~
205 FEITLTC, Xy NIV EBERRAT—REFRELET,
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| 4R b= 7Y TIL—FK UT—FD IS TNYa—F 10
wmE 27— keEET 3007 2oun—F [

F IR D

ARV RFEEETIVa Y B#

ARTFYTNNT I T4 TRA—IR—RA P E a—LDay ) —|—
JVAR— M CHiRE Yy > a & LET,

R T 7 2 | switch# reload g g A
K R RLET, KOA v E—ORERSNIE,

switch# reload Ctrl-C T XLENRHY £,

This command will reboot the system. (y/n)? [n]|pooting nx-os image:

Y bootflash:/n9000-dk9.x.x.x.bin....
2013 Jun 7 13:09:56 switch %$ VDC-1 %$
$PLATFORM-2-PFM SYSTEM RESET:

Manual system restart from Command Line Interface

writing reset reason 9,

GNU GRUB version 0.97
Autobooting bootflash:/n9000-dk9.x.x.x.bin
bootflash:/n...

Filesystem type is ext2fs, partition type 0x83
Booting nx-os image:
bootflash:/n9000-dk9.x.x.x.bin.... (--=—=>
Press Ctrl + C)

....Aborting Image Boot

GNU GRUB version 0.97
Loader Version 3.22.0

loader>
25w 73| m—%—>boot n9000-dk9.x.x.x.bin AA v F T— b T MIELET HI1E. nx-os
i - A A=VIEFTT NS, AZHEHLET,

loader> boot n9000-dk9.x.x.x.bin
Filesystem type is ext2fs, partition type 0x83
Booting nx-os image: n9000-dk9.6.1.2.I1.1.gbin....

Lesser General Public License (LGPL) Version 2.1.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php
and
http://www.opensource.org/licenses/lgpl-2.1.php
switch (boot) #

ATy TN EPENRAT — RZRETDHZODT A ZADER | —
BEA Q71—) ORATFTv76~20%FEITL
T, Ry NT—UEHERZRT— REBEHRELE
7,
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AVA L=, TYTITL—F UIT—tDrS5TNVa—F17 |
B ==z zx0—roz=

EEENNRAT—KODLHE

Fy N —JEBENRAT — REEFETHICE, admin & LT/ A T HLERHD £,

EEBNRAT—FOEREICEATEHA 54 2 EHIREIR
B SR — FEEET BT, OB L SRERIC G- T< S0,

* CLI=1 v > N no service password-recovery & A %) £ 7213 2121, HHE TH L ME
WY ET,

cEHENAY = FEERETLHITE, BHEL LT A T 0ERHY £7,
cHIEIO 7 — N TEHEN CLI ZEDIC LG E. 77— 77 M bEHE AT —
REBHETLHTLIETEEE A,

)

CE) BHEFELL T /A LTWARAWERITZ, =7 —BF R EhET,

EBEL—FOHDEEEEE/ X T— FOft5

FIEDHE
1. switch# show user-account
2. switch# configureterminal
3. switch(config)# no service password-recovery
Flgn
ATV bFEREETIVa Y BHY
AT 71 |switch# show user-account 2 —H 412 network admin FERR2Y 8 D0 & 9 DA HiE
i - BLET,
switch# show user-account
user:admin
this user account has no expiry date
roles:network-admin
user:dbgusr
this user account has no expiry date
roles:network-admin network-operator
R T w 7 2 | switch# configureterminal Ta—r ) ar7 4 Xal— gy T— NEBh
15“ : L/iﬁ—o
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EEEL—HOANDEEEEE/ART— FDfF5 .

AU RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT3

switch(config)# no service password-recovery

1

switch (config)# no service password-recovery
WARNING: executing this command will disable the
password recovery mechanism. Do not execute this
command without another plan for password
recovery. Are you sure you want to continue? (y/n)
(vl vy

NAY— REEZ BN E TN L ET,

G¥)

RO — P IPNEFRE AT — RELEE T
EHLHTTHITE, Ay NI EHR
FHERAFOERE L L Tr A LT
& x| service passwor d-recovery % FE1T
LET,
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B =51 vos~ozEERE 27— FOHE
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T
o

I%—

-
\' ’
H

|
i
A
\I

A ADMEED b5 T)
5

TAR L ADMED N T TNy a—T 4 BT DEHR (37 =)
FTA B AOEEFEEB IOHKIEHE 37 2—)

e TARVAD KNI TN  a—T 4 TONF =7 VAL (38 —)
cCLIZEA LT A4 B 2AEHROFTR (39 <—)

e TFABLADA LA N—LORE (40 =2—)

SAEOADBED CS TN a—T 4 UFIZET 31E
R

CiscoNX-0S Tl&, —HOMEIZT A B ANNETT, T4 BV A E, VAT LATINHD
MEREE AN LE T, FA B AEBEEZHENIT AV AT AT LIZTA B A EFEAT AN
NhHET,

D= DT ILES

SAEBLRF, FABLV AT ANANBA LA N—NLENBELY— DY TNALEREFHEHLT
ERENET, vy — DV TARBRIHESNTIASA L AZELTIE. Z2OTL LR
EMOVAT ATHEHTHZ LITTEERA,

=T OXRHR

FTAV L AERGLY ¥ — VAR T A IE. TACICHEKE L TH LW I A B A2t 54
ENBHVET, HTNTIA B ATy —2 DY) TIERZIIHESHNTEBY, il y—T
ITEERE L F 8 A

AL ADIEEFTELS I UHNER

CiscoNX-0S DT A o AW HIBPEIL. ROHTA RT A > TLTEE N,
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SAEVAOMBED FS TN a—F1d |
B st x0r590sa—F4v5008F v s URE

« TA B ANBEIEREIZHEASNT, BERTA B AZHBITRELET,
DI ST, FTA BV AZEMEILLET,
o VAT DA B OEAGERNF ISR SN T D -GBIEF—2 A LET,

e TA BV AZELTHEIT, ELW Yy =3 U T AFSEAN LTI ZS N, v
TNEFE, FABAZEA LA N—NLTHU Yy —VERIUTHIMERDY 7,
show licensehogt-id 2~ > R&EFEA L., =2~ FEAHLT, V¥ —2 DL U TALE
FERIARLET,

VU TNERSEEMICAALET, YU TAESZIE. Erofboics 0] %
FHALRNTI SN,

X —UVIIEHBDOITA B AEEL LET,
e TABVA T ANEYE— NOBERGHINNY I T v T LET, T4V A 774

NWaT —=AATTHE, VAT LATEENRELEGAIZT A ABNKDOND Z LWN8
<720 £9,

VAT ADVIYTNEFESEMEH L CTELLZIA B AR LT, £ AT AIZELW
SABVAEALA VAN —ALLET, FTAEBLVRIT, VITAERLTTS Y N T+ —AICH
HTT,

« show licenseusage Z#ffi [l =~ N, A A b=/ OfERICHEH S E T,

e TARVATFANEELTLIZY XL TR WNWTATATHEH LD LanTL 72X
W, Uy — U ERIRHIT DAL, W AF v — PR MEYHICEE LT, LYy —
DT AL ABELLTLIEEN,

SAtEAD ST a—TFTa T DNEF v Y
2k

FTAV L ADOMEEZ T TN a—T 4 T THRIL, ETROZ EEFHERLET,

FvIURE Done
EXLETRTOIA B ADYy— VY T ARG MR LET,

EXLEZTR_RTOITIA|R A ADT Ty N7 —LbFRETETT 2=V XA T %
MR LET,

FTA VL AOFEHER LW ZREEF—2, v —3 DU T AESEEL
HBLIEZOERILY Yy —obDEDTHDHZ L 2fERLET,

BT HHEED T A B RAENELETEHTRTOY AT AL, §TDHT
AV ANL VAP LENTWDZ L EHERLET,
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| St 2OMBEDO RS TN a—F 1Y

cUEEALES oz EgoRE [

CLLZFERALI=74 A BEHRORT

FIEOHE

1. show license [host-id | usage [package]]

F IR D

ARV RFERERTIVa Y

E]:)

R w 71 |show license [host-id | usage [packagel]]
1 -

switch# show license usage
LAN ENTERPRISE_SERVICES_ PKG

TDOVATAIHEESNTND T A B AERE R
RLET, A B ADAA FNIDEF T LI,
host-id ¥ —7V— FZHHL £, T XCTHOTA
AEIERED Y A FE IR E LIy 7 — VD

BERED U A M & FRT 5HI21L, usage ¥ —V— K%
AL ET,

il

WIZ, £ VA= ENTWNWETRTCDTIA L AF—T 7 ALV ENEERTT D
ZRLET,

switch# show license

entp.lic:

SERVER this host ANY

VENDOR cisco

INCREMENT LAN ENTERPRISE SERVICES PKG cisco 1.0 permanent uncounted \
VENDOR_STRING=<LIC_SOURCE>MDS SWIFT</LIC_ SOURCE><SKU>N95-LAN1K9=</SKU> \
HOSTID=VDH=TBC10412106 \ >
NOTICE="<LicFileID>20071025133322456</LicFileID>LicLineID>1/LicLineID>

\

ZOBITIE, BUED T A & ADMALRBLUCE T 2 1FREF R LET,

switch# show license usage
Feature Ins Lic Status Expiry Date Comments Count

WIT, WE LIy r—V ORED Y X b Ford 562 L ET,

switch# show license usage LAN_ENTERPRISE_SERVICES_PKG
Application

bgp

pim

msdp

ospf

ospfv3
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SAEVAOMBED FS TN a—F1d |
B st xoroxr—noms

WIZ, A ZDFRARNID #FrT A50%2 R~ LET,

switch# show license host-id
License hostid: VDH=FO0X0646S017

)

GE) =zZmy () DEORICFHETEINASIDA2EALHEHALET, VAD 1T — KA 1D
<7,

TJALVADA VAR —ILDfERE

~ B

VT ILEBEESDRRE
FTAB L ABFELTHEITZ. ELWY—2 VU TAERSEHEHTALOICL TSI,
show licensehost-id 2~ RZfEHA LT, CLIZHEH L TWA T AT LDy v — v
TNHEFEAFTLET,
WOy —VHADOITA R ABERATDLHE, WOVAT A AvE—UNRNERINDIIEDRHY
F7,

Error Message: LICMGR-3-LOG _LIC INVALID HOSTID: Invalid license hostid VDH=[chars]

for feature [chars].

Explanation: The feature has a license with an invalid license Host ID. This can
happen if a supervisor module with licensed features for one system is installed on

another system.

Recommended Action: Reinstall the correct license for the chassis where the supervisor

module is installed.

\}

GE) IA4 B 2ADFEXTav ATy =YDV Y TIABESEZANT LIRS L. YU T LESICER
DOROVIZLT TO] ZHEHLRNTIE I,

DATLBORMA S v— T5—F-1E54 22 RERE
FTABLRAIRITEINTZV AT A LTEATHY, TOMD U AT ATIHEHTT, 74
B RAE VAT AETRBEIT AT, T =0 BR— FoHEYEFEICBEWEDEL X
AN
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RELTWAEYURFENE=5/4EVR

FTAVUANA VA M=V EN, ERICEELEE, VAT A N—RUT2EHLEZD,
bootflash: DRJEMNHEELT-V T DL, T4 BV ANZNE L TERINDZ EXHD 7,

xELTWBEUR banES12vR |

IR

EZZALNBEE

AL TT I

FA L AVIRE
LCWnWnEU XK
SHTWET,

e A AT /A Sy i S ¢
TBUADAL VA PNV S L
* L7,

%48 L 7= bootflash: 7> H[EIE 51
X, R LT — N7 T v a2 dlE
# (14—) ZZRLTIEE

A —7%—734 H bootflash: 23HE L T
WET,

W, T4V RAEFHA LA M=V
ij‘o
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B czLcvzenzrants1e02

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)



4.
=% =R

R—rDEZ TN 2a—TFTa2)

e AR—K DKNITTNYa—T 4 TIZONT (43 =)

e R— "D RNT TN a—TF T OEEFEEFREE (43 2—)
e R— R D RNT TN 2 —FT 4 TOHMF =7 ) A~ (44 2—2)
o R— MEBRDOETR (44 RX—2)

cCLINLDR— MREHERDO N T TV a—T 47 (45 X—Y)

e R—=F AL HF =T A ZADRED T TN 2—T 4 7 (46 —)

[e] — \ ~ — -~ Ny
h"—FrD LS TILa—T 422D T
TNRAATIODT—H Vo IInBRIOT—2 ) 7 ~D7L—5 0 L—%4TH 2%, 7 b—
ANEZEINDA LV H—T oA ADOFMEZERT HLENH Y £, HEINTWNDLHA
=Tz AL, A=V Fxy b A X —TxAf A, VLANA X —T A A (SVD) . £721%
BHA X —T 2 A (mgmt0) TI,

A H—T 2 A ATE, RO L) IZEHFRE EEER T — X ABREEM T LN THET,

gl
EHBOEIE, BEZMARVIRVER SEY A, JOREICIE, FHE— FTRETE
HEMOBIEN DY £,

CEIERT =X RF, A U H—T oA ARED L) RIEE SN BEOBED AT — 4 2 %
KLET, TORT—FRFIEETET, SiHAMVEHATT, A VX —T A ABF T
LTWD EXiE, —HoMm @EEEREY) NADCARLARVEARH Y £3,

A— k= R, FHIRRE, BRUOEHEREOFEMIZOWTIX,  [Cisco Nexus9000 > J — X
NX-OSA v ¥ —7 = A AFEHNA R 2B LTI 7EI W,

R—bDES TN a—T1 VT DEEFHLEHNEE

NP F =T 2 ZRETDHAE. ROTA FT7 A4 He-> TS,
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B« rorsorva—sivr0umFzvsuzt

¢« TNRA ZADEEZTIRDADENT, V¥ =YDV a— LNRFEBVICHEEL WA Z L%
AL TL7EEW, showmodulez~> FEEHA L, LT, REEHFITTDEIICE Y =2 —
AINEFEIIT VT4 7 ThHdHZ MR LET,

e R — K FTN—TIZEHAR— FNERETHEAIE. KOF— K E— FOEEFRIIES T
<TZEWY,

cHHAE—RTIL, 4 R—F L —TTL 121 DOOR— FNDOLEZHRETEET, o3
OOR— MIMEATES, Vv MY rENEEEIIRDET,

DI DODR— FDNTHNNRA X —TILDEE, Y OR— FEHHAE— RICKRTE
TAHZLITTEERA, TOMDIODR— M, Bl&HHE A Rr—TVIREICARY £
—a—o

¢ Cisco NX-0S DR— FRED T A B AELEITH Y FH A,

R—=brDEZTNoa—TFTaTDNAF VI VXK

NIV a—=T 4 T D LT, ETROZEEMRLET,

FzyvP )R+ Done
WA T 4T 2T v 7 LC, BE LMW 2R LT,

fE A H DSFP (Small Form-Factor Pluggable) 7 /XA A3 A 2T L » THARR Iz
HLOTHY, BELTWARNWZ 2R LET,

R— FRED>TWAZ L%, noshutdown =~ > REFHTALERH Y
*9,

showinterface~> R&EMHHL, LT, £ X —T A ADRELZMHBELET,
R— N REVER 72 & 7 RBEIC 72 A BRHIZ SV, [Cisco Nexus 9000 Series
NX-OS Interfaces Configuration Guide] #Z&M L T 72 &0,

R—=FEHEBLLTRELIZZLE, R—= M L—THNOMD 3 DDOR— NI
LTWRWZ 2R LET,

R— MEHRORTR

show interfacecounters 2~ > REEATIUE R— b IV X 2RKRTH-00a~< Ri@EE
WX, 77T 4T T TNy a—T 4 THICORN T 2R LET, ZOHE, £T5
DB EI VT LTR=ATA VEAERT 20 ERH Y £, REIMICHz-oTTr 77471
2o TR — hDOYE, BT ZITEMN STV LEIXERE R 2202 R H 0 3, &
VA EZVTTHIEICLY, BRERTOEEDY 7 OBifE%E L0 EfICitiE T £,

TRTCOR—= M DT B ERITRE LA I =T 2 A ADH T Z 57 VT T 520, RO
WIFnhoawr REFEHLET,
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CU 5 Ofi— MEEHERD FS TV a—F 120 |

e clear countersinterfaceall

» clear countersinterface range

BT ZEFERA L TZET L — AL L E T L — A BOAEEEFERT ALY o
RE 23 T & £,

W= MIBET D FMER A IET 21213, RO~ FEEHLET,

» show interface status

+ show interface capabilities
« show udld

« show tech-support udld

CLI & 5 DR— MREHEHBD S TV a—TFT 1)

A B =T 2 A ADTERNEREERT HIZ1E, showinterfacea~ 2 FEFEHALEST, D
a2 RNk, A—FOWRBEICINAZ T, ROBEHEERLET,

* Speed

« b7 VLAN DAT—HF X

c EZEENTZT L—LADK

fpEm T — (W, =7 — RERT L —LRE)

switch# show interface ethernet 2/45
Ethernet2/45 is down (Administratively down)
Hardware is 10/100/1000 Ethernet, address is 0019.076c.4dd8 (bia 0019.076c.4dd8)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Last clearing of "show interface" counters never
1 minute input rate 0 bytes/sec, 0 packets/sec
1 minute output rate 0 bytes/sec, 0 packets/sec
L3 Switched:
input: 0 pkts, 0 bytes - output: 0 pkts, 0 bytes
Rx
0 input packets 0 unicast packets 0 multicast packets
broadcast packets 0 jumbo packets 0 storm suppression packets
bytes

o O

output packets 0 multicast packets

broadcast packets 0 jumbo packets

bytes

input error 0 short frame 0 watchdog

no buffer 0 runt 0 CRC 0 ecc

overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble

O O O O o o o
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B o« tr s-—ozqxomED ST Ty

output error 0 collision O deferred
late collision O lost carrier 0 no carrier
babble
0 Rx pause 0 Tx pause 0 reset
Receive data field Size is 2112

o O O

R— A A —T A RADBED STV a—TFTa Y
b
AR —T A RBEEMNHEZELE

A VB =T 2 A ARENHADHERFEAE L T L AREMERDH Y £,

Symptoms EZbNBRE Jyiya—3v

A HE—=T 2 A ARENPHEZ | AV F—T 2 A A F— KB A|[CiscoNX-0OS I, LA F¥2HR—

F L7 A vTFR—=—FE—RZELEZ| b E—FELAPIFR—F
nE L~ ET—REUIDBZD &EEi2A

VA —T oA ARELHIGRL
9, AV H—T oA A%FH
RETHMLERH Y 7,

A3 —T A REBHICTSEL

A B =T 2 A AEAMIT D L S ICRIER AT LA REMSH Y £,
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BERAR—

FD RS TS a—Fa vy

sat—regeczan i

8

EADNBRE

Yy )ya— 3>

AR —T o A%H
Nz T EH A,

AR —T A ZAFEHAR—F
TN—TD—ETT,

1 OOR— FRHEHR—FTH L5
A K=K~ T —THNOMD3>D
A= bhEAMT LI LT TEEY
/s show running-configinterface =
~U REMHEHL, CLla~y FafE
LT, b—hE— FRELHRDL
7,

A F =T =2 AREICY T—
FAR—FEDOEHEMRDH Y £
/\/o

show interface capabilities =~ > R
PEHAL., a~r F&2FEHLT,
W7 DR — M CHRED B 570 E
IMEMEER L ET, LEITISLC TR
EEREE L, R— O AN
L%,

LAV2ER—FIRT 7 ER
VLAN ([ZBH#fHT BT
VN, E721E VLAN 28— B ok
RIZHY £7,

show interface brief =~ > K % i i
L. v R&a#EHL T, VLAN

WTA U H—T 2 ANRESNT
WHMNE D IE~%E 7, showvlan
brief a2~ REFHL, a2~v K
ZEA LT, VLANO AT —H A%
F~_FE9, sateactive =z~ NAafd
AL, =2~ F&VLAN 27 ¢
Xal—varyE®—RFCHALT,

VLAN ORRER T 7 T 4 TITRE L
£7

8572 SFP 3R — MBS
Tl/\i—é—o

show interface brief =~ K % i i
L., a~ U RFEFEHLT, #Eolz
RN —REfHLTHDENES
DEfERLET, AR R— K
3% SFP L R L E£7,

M ZERTE TEALY

R—hzEMELTRELLD &35 L, MBEPEET S AR

e H Y £,
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8

EADNBRE

Ylya—3y

BHHAR— %
TEEA

R—~ T N—THNOMD 3 >D
R—hMIvry v b ERE
REVR

shutdown ==~ > RZHHAL, 2+
VREAVHE =T 2 A O T 4
Xl —varyrEv—RFRCHEHALT,
R— NI IN—THNOMD 3 >DFR—
[N vl = S

R—FE, R—F ZL—7FDk
POR—FTIEH Y FHA,

R— K T —T DRI DR — DI
PEAE— NICRETEET,

R— b VO BEEFLFEGESNATOGLVREBOFFICE STV

K METIRY v 7 AR & 22 R A B TR D £,
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LYYy 75vEvnnET s |

ik EZZb6NB5ER Ylya—3>

AR— 2 link-failure | AR— MNEGR AR TH S, ERAFDOAT 4T DX A TEHERL
REEOFEFIZR-T x4, B, U LE—FR (SM) |
W5, ¥~ rFE—F (MM) 7

shutdown =~ > R&fEA L,
command followed by the no shutdown

gV REMH LT, N— &2 ES)
LToroaMcLET, T TH
B X, RCEY 2—10
BOR— N EIIMDOEY 2 — 1D
R— ML BE L TAET,

Small Form-Factor Pluggable ZOMENEETALE, R— KNI b

(SFP) OHEENFEHNTE |50y h F— 2 F—FOFFIC
RO, SFPICEEEDRSH D | 20 | ERIEFFRENERE A, MAC
AIREMEDN D D £, LUV TR L2V, Z ORI,
A—hEEORTEE-IFAEI R T
T—3 g ZBE LTV D Al REMEAS
bV EF, £ ¥ —7 x4 A|Z SFP
NELLEYfFonTtnsdZ ez
MR LE7T, SFP Y 1T E LT
 ED R U722V AT, SFP %
BT D, AA v FOROHR— K
ERLTIEEN,

U > 7 SR BE T I LT |show logging =2~ > R&EMA L, L
W5, E£720%, V7 MNARA | T, [LinkFailure, Not Connected]
FY—RA 2 MREBIZAR STV [ AT A A= RNHAOENDENE
%o I MEFPFNET,

shutdown =t~ > RZfH L,
command followed by the no shutdown

gV REMHEHA LT, A— L E2HED)
L ToroacLET, T TH
B BEIE, ALEY 2—10
BIOR— M FEIIOEY 2—10
A— M aBE L THET,

FHLGEW) Y 25 9EVITHAERET S

RN—=bFTT7 T v IREETD L, R— MRENROIEFTELL, —&KI D&, RKHDIR
REICR > T DR L £7,

1. Initializing : V > 7 Z#HL L T ET,
2. Offline : N— MFA T T4 IREETT,
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. 7R— k A\ ErrDisable $KEEIZH

K—rDrS TN a—TF125 |

3. Link failure or not connected : MFEE U o 7 WEMWERFE T, T 7 T 4 T 72T A AN H

D EHEA

THIL2W) 7 7T 9T DT TN a—T 4 TR, ROBHREZEREST D LM

BT,

VT 7Ty T ERASE Y
cEBEOY T Ao,

Bl

EABNBDREE

J)a— 3y

FHLWY o T
T IRREAELE
ﬁ—o

By b L— MR LEVEEZBEZ
7272912, A— k2% errDisable
AT — Mo TWET,

shutdown ==~ > R&fEA L.,
command followed by the no shutdown
Iy RTCHR— M3 OREIZR
DET,

AA v FOREIZEZY, =R
FRAATY 7 75y TEME
DAL TWET, REO—
TRD LB Y TT,

o — R = 7 FEEE 71X
B N— Ry =27 =5 —
Wi, AL v FTRT Y
MRFEIEINE LT,

VT RNy T 27—k
TRy MPRBEEINEL
7=,

I T L— ANESTTN
A AR E ST,

MAC RIANZL-»TmrEnsdY
v 7Ty FOREMEEZHRILET,
T RTAALALDT Ny TR %
FHLT, MEDO T Ty a—
T A VT EATOET, ST X
T, =79 —0%ETHE, Vo
OBEVHEDBINEND Z EHRH Y
FI, 20X RGE. VI ER
WIBET % 713734 212k » T
Hien E5,

R— A\ ErrDisable IKEE(Z$H 5

errDisabled IRFE L 1T, A A v FNRAR—vOREEZHBEH LT, TOR— 1 2T =T ML=
ZEERLET, ZOREIZ. A—1FDOT7 TNV AETLTWT, AT 4 7TOREER
LTCWABHAEEMERH Y 77,

il =8

EAbNBEE

J)a—3ay

A— 23 ErrDisable &
Blcdh D

R=tNT7 77 LTNE
ﬁ‘o

SFP, 7—7 )V, B LU & il
T 52X, CLI & L=
ErrDisable JREEDHEFE (51 ~—2)
EHEIRL TN,
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CLI %A L 7= EnDisable iz iz ]

CLI #{# A L - ErrDisable 1K BE D FEER

FIEDHE
1. switch# show interface interface slot/port
2. switch# show logging logfile
FIEDEEH
ARV REEET7IVa Y B
R v 71 | switch# show interface interface slot/port FNRAANMEE B L, R— 2 F 0 EB—7 1z
Bl - Lzl L afERLET,
switch# show interface ethernet 1/14 GE) R— "D TFT 4 —T s TWVWA I &
el/7 is down (errDisabled) %EE@%EI,fiEp\ fthjf/V\ SFP. iSJ:(ﬁ
K77 A NEHRLET,
25w 7 2 | switch# show logging logfile AL v FOUT T A NERFL, K MRIEDZE
- bV A N EHERLET,
switch# show logging logfile

1l

ZOFNX, A v TFoual 7y ANvEFR LT, A— MRIEZDY X NEHRT 5
FEEZRLTOVET, PN FR—hel/7TZR—FFX VL TITEBMLEY ELIZLE
2, T =N EINFE L, ZOR—FFRR—F FrxLT7EEoLKFALLIIC
REENTWR o220, BITHNEBLE L,

switch# show logging logfile

Jan 4 06:54:04 switch %PORT_CHANNEL-5-CREATED: port-channel 7 created

Jan 4 06:54:24 switch %$PORT-5-IF DOWN PORT CHANNEL MEMBERS DOWN: Interface
port-channel 7 is down (No operational members)

Jan 4 06:54:40 switch %$PORT_ CHANNEL-5-PORT ADDED: el/8 added to port-channel 7
Jan 4 06:54:56 switch $PORT-5-IF DOWN ADMIN DOWN: Interface el/7 is down
(Admnistratively down)

Jan 4 06:54:59 switch %PORT_CHANNEL-3-COMPAT CHECK FAILURE:

speed is not compatible

Jan 4 06:55:56 switch%PORT CHANNEL-5-PORT ADDED: el/7 added to port-channel 7
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.5,
WVCHD LS TILoa—TF425

VPC DO N T TNy a—T 4 7T DM (53 2—)

VPCOPM N F TN a—TFT 4 T DF =7 AL (53 =)

« CLI [ L7z vPC DR (54 ~<—)

cZELTFA T I REBEFRDOA—F (56 X—2)

« VPC BEREZ AN TE A2y (56 ~X—2)

« 78y XU IRRED VPC (57 X—)

« PWRIRREIZREAT L= vPC £ VLAN (57 ~X—70)

*HSRP 7 — F 7 = A ZFfORA RN VLAN B2 CT 7B A TE RN (57 =)

WCD RS I a—T4 0TI 555

VPC I, 2 DDRARZ TR ZZHEMICER SN V7 % FOMDT NA AL E—O
AR—hF F¥yprNLELTRZDEIITLET,

WCODMEA RS TN a—F420FDFzvHI YR F

VPC ORJEAZ N T TN a—T 4 7T HBIE, STROZ L 2R LET,

Frxvo )R+ Done

VPCHR—TF T4 TV ZIFBOVREIC vy B 7 ENETH, £ 9 ThRNE
B3, TN NTEVRFICY Y B 7 3NET, Z08S. MAFDVPCE
T TN ADEBR— MIEFEA AL v F PRSI TWET D,

VY X—TT 5T AvE—UIEHINDEEITLIP T RUA LGP 7 R

LAMELLLZFDVPCET =TT 747 U o 7 ZEEST 5TV 5 VRE
MORENERRETHD Z E MR L TLIZE 0,

BT =TT IAT IV INT L TWAZ 2R LET, £ LN
L. VvPCET VU REHLEYT AL
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B cuzemLrwcomR

FxyP1)R bk

Done

vVPC 7 U7 N, vPCVLAN OHZFHFATHLAT2HR—K Fr L vJ
VI LTRHREISNTWAZ 2R LET,

VPCET TNA AMBEE T AN — AT, AT D72 DICAR— b F %
FNTEIY Y TAVPCERIL. WHFDVPCET FALZATRIUTHAILERD

D ET,

VAT MERIEN A FENCRRIET A AIE. WHOVPCET T34 2 ETRU
TPIAFT VT AEEE OB T TCNDZ L EZMERLET,

show vpc consistency-parameters s & 4L Tk Y, 2+ KT HFD vPC ¥
T TNRARZRUEZA TN NRTGA—=ERNDDHZ LR LET,

FIA<IUVPCHRTFTA <Y STPL— R THY., BALZIVPCHREDEZ Y
STP/L— FTHDHZ L EZMRLET,

CLI Z{& A L 7= vPC D2

CLI ZfEH LT vPC ZFERT AHITIX, IROWVTNINDX AT #FITLET,

avwo kR

B8

show running-config vpc

VvPC 7% E DHER

show vpc

VPC DAT —H A &R L E 7,

show vpc peer-keepalive

vPC peer-keepalive U > 7 D AT — & A % KR
L/ i ‘a—o

show vpc consistency-par ameters

VPC ETIZRIL A A TN NRTGA=EBHDH T
MR LET,

show tech-support vpc

VPC OF 7 =J1 ) YR — N OFEMIBE RS FH R
ENnET,

show port-channel summary

A=K F ¥ LD AL R—=RBYPCII~ v B
TENTWHZ L EMHRLET,
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cuzpmLiwe oz [

avy kR

S

show spanning-tree

STP B3 %h72556 . RO STP /3T A — 4 13
—ThdI EaMERLET,

«BPDU 7 4 V&
«BPDU 7 — K

« T Z K

c ULy AAT
cFIALFV T

* VLAN (PVRST+)

WORFNL, showvpe 2~ > FOH 7z Rm L TOET,

TO

Legend:
(*)

vPC domain id
Peer status

vPC keep-alive status
Configuration consistency status
Per-vlan consistency status

Configuration inconsistency reason:
Type-2 inconsistency reason
vPC role

Number of vPCs configured
Peer Gateway

Dual-active excluded VLANs
Graceful Consistency Check
Auto-recovery status

vPC Peer-link status

id Port Status Active vlans

1 Pol0 down -

vPC status

id Port Status Consistency Reason
2 Po20 down failed

50 Po50 down failed

- local vPC is down,

A< RICK L TERFRSNE

forwarding via vPC peer-link

1

peer link is down
Suspended (Destination IP not reachable)
failed

success

Consistency Check Not Performed
Consistency Check Not Performed
none established

2
Enabled
Disabled
Disabled

(due to peer configuration)

Peer-link is down -

Peer-link is down -
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REBERDF—H

L=%4 T1REEZRDT—H

S AT 1 DREHEFZDOR—BNEKTVPC U &7 ZEE TE W &0 S BN EET L2 5HE0
&) V) \ij—()

NN EABNBRE Y )ai—vay

2 AT 1DOBREEZEDOAR |VPCET R— N FE7-1E A > 73— [ show vpc consistency-par ameter s
—BEZELELE,  |v v K- hORENFA—T |interface 2~ FEHEHL, =2+
£ £H A, Y REFEAL T, REDOAR—EDF

LT LG e fE L ET,

WIZ, R—b F¥ 2D VPCEEMENRT A= 2FXRT D0 E2RLET,

switch# show vpc consistency-parameters interface po 10

Legend:
Type 1 : vPC will be suspended in case of mismatch

Name Type Local Value Peer Value
STP Mode 1 Rapid-PVST Rapid-PVST
STP Disabled 1 None None
STP MST Region Name 1 " "
STP MST Region Revision 1 0 0
STP MST Region Instance to 1
VLAN Mapping
STP Loopguard 1 Disabled Disabled
STP Bridge Assurance 1 Enabled Enabled
STP Port Type 1 Normal Normal
STP MST Simulate PVST 1 Enabled Enabled
Allowed VLANs - 1-10,15-20,30,37,99 1-10,15-20,30,37,99

VPC HEEZ BT TE LD

VPCHEREZANCT DL, =T —DRFRINDLIEDBHY £,

fER EZonbREA VDR

VPC BEREZ AN L | ~— R = 73 vPC & AHED [showmodule 2~ > REFEHL, a2~

£ b FEHA, YREMEHLT, HA—xy b E
Va—DN— Ry =T N—=T =
R LET,

WIZ, FEV 2= =Ry =T "=V gV ERRTLHHEZRLET,

switch# show module

Mod Ports Module-Type Model Status
22 0 Fabric Module N9K-C9508-FM ok

24 0 Fabric Module N9K-C9508-FM ok

26 0 Fabric Module N9K-C9508-FM ok

27 0 Supervisor Module N9K-SUP-A active *
29 0 System Controller N9K-SC-A active

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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JovxvonEnwe i

30 0 System Controller N9K-SC-A standby
Mod Sw Hw

22 6.1(2)I1(1) 0.4040

24  6.1(2)I1(1) 0.4040

26 6.1(2)I1(1) 0.4040

27 6.1(2)I1(1) 0.4080

29 6.1(2)I1(1) 0.2170

30 6.1(2)I1(1) 0.2170

JOv X2 JIKEEMD vPC

Bridge Assurance (BA) 2NF[K T, vVPC 7 Ry XU ZIREIZRDZ ENRH Y £,

fEAK EZZoN5ERA Yy ya—3v
VPC 37 w2 70k |BPDU IZ. R— FF % XLOH |[vPC TIEBA Z BN L72WTL 72
1E, — VI TORHREELET, BA| IV,

DOIEFAHBHENS &, vPC 4
KT ey xR F
‘é—o

RWTIKEEIZF8 1T L 7= vPC L O VLAN

VvPC D VLAN 23FRIREEIC 72 B 2 &3 H D £7,

FEIR EAbNBEEA Y )ai—ay

vPC | @ VLAN 237 |vPC TR &N TV D VLAN 28 |VPC THAI SN TWDHT_TD
WRREEIZRAT L7z,  |VPC ET U 27 TSI TV [VLANIEX, vPCET U ¥ 7 THEFA]
AN SNHMLENRHY ET, 72, vPC
v U7 ETiL, vPCVLAN DA
AT AH L AMERLET,

HSRP 7 — b A ZRHEDORA FAVIANZHEATT V
ATERRL

VLAN @D vPC BT 534 2 & ZF® VLAN DR A KO J5 T HSRP WHENZ /2> TWAHHE
B, FNEDOT AL ZTBEH D VLAN ONERIZRBIZE T R WAEEMNH Y £97,
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B ousrer— oz EEORR MAVAN EBATT S £RTERL

WCD ST a—TF1vy |

FEIR

EADNBRE

Y)a—3ay

HSRP /' — h U = A %
FFOR A ME, VLAN
EBAZATT7EAT
TFEHA,

RARN F—bFT7=A4DMACT K
L AMVPC ET T84 ZADWTH
MOYEMACT FL A v E
VT INTWAHEE, vPC DL—
TR A T = R LK T
ARy T7INDHTENRHY F
7

RARNF—FT=ADMACT R
L AZ, WO vPC E T T
A ADOWEMAC 7 KL A Tid/p
<, HSRPMAC 7 FL R |Z= v &
YILET, BT F—RUxA

X, 2OV Y AOEBERIZR D
F9, FEFTDHEIC, BT F— 1
T oA OFHNZONT ALY 7 £ Fa
L—yay A REZRLTLE
S,
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VLAND rS TS a—F4 08

* VXLAN OJEEDO N F TNy a—T 47 (59 _—7)

e Broadcom > = /L T —7 L2 DOWNT (69 ~=—)

« GPORT & R/ SNV DR — bEB~ vy B 7 OHE (73 X—)

T ANBE—=FDEDIZEDA L F—T 2 A A NT T 4 v I DERHENEEFET S (74
~—)

*VLAN ®7 7 v K U RO (74 _X—)

s T RMER—ENT Ty R URARND—EHTHDLNE I DPOHEG] (74 ~—)

VXLAN OFSIRED F S TN a—TFT a5

VXLAN 7 —% /XA, RONRNAREENET,
s WNTF XX AN BTSN A XA T 4T LA 2y NI, Xy b= (LA
Y2/ Bb LAY 3) HA~DT 7 ATVXLAN ICh FEUbEn £,
e VNN TFFx AN BT EILIEER AN XA T 4T LAY 27y MEIXy hT—7 D
VXLAN TH 7R S, (LAY 3InbLAY2~) FEWKTZ7EALET,
X=X X AN DT ENMERR  RAT 4T LAY 2y NI, Xy hT—7 (LAY
2B LAY 3) HEA~DT 7 AT VXLANICH PR bENET,
e =% ¥ AN BT BIMUIEBR SR XA T AT DL A Y2y RI3Ry NT—2 D
VXLAN TH 7w /bfigbR S, (LAY 3nbLA Y2~ FHacr7 782 LET,

INEOF—F RNZAEZBESAHE . VXLANOBBEO NI 70y 2 —F 4 U TSI b £,

A

FE VXLAN OfEAZ N7 7V a—TF 0 73 5121, Broadcom ¥ =/ 2~ R&EITT 540
FENH Y £9, Broadcom /b a2~ Kit, Y AadYR— MEYEFOEFEEE T/ 135
RENFZGAEOREEL THEHALTLIEEIN,

)

(GE)  Cisco Nexus 9300 >V — & A A v F %, VXLAN ZH 7R — bk L CWWET, Cisco Nexus 9500
V=X 2 v FIEVR—F L TWOEHEA,
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B < 75vxrn7enszerny Tant by b

TILFXEVYR M ATEIENNZRTROY TENF=/y b

FIRDOHE

F IR D ¥4

&

ATy T2

ATvT3

Sy NI =27 7B ATHHBNCT A A TARP ERE X~ L F X A~ Xy R R
7y 7 ENTWBAEAE. ROFNEIZIENET,

1. Broadcom > = /VIZT 7 A LE 1,

2. stgshow 22~ RO EFHRT, FFED VLAN O R — k23 STPHEEIRAEIZ 72 > TV D
EOMEafEER LET,

3. N—=FBVLANDO—HTHLNE I DERERLET,

4. mcshow =~ RO ZFHXT, v —H /L VLAN R — k& T EAAbLR— b3 7L
{77y FUAMIEENTWDOINE I DEMHERLET,

5. mcshow 2~ FOHEINIE L L 20 EA1E, Broadcom ¥ =/l E— REZ&T L,
showtech-support pixm, show tech-support pixm-all, show tech-support pixmc-all =< > K
ZIITL, HhEFRRLET,

Broadcom ¥ = /WIZ T 7B A LET,
&1

switch# bcm-shell module 1

Warning: BCM shell access should be used with caution
Entering bcm shell on module 1

Available Unit Numbers: 0

stgshow =~ > RO ZFHXT, FFED VLAN O — R 23 STPHEEIREEIZ /2> TV DM E ) I E R L
ij‘o

51

bcm-shell.0> stg show
STG 6: contains 1 VLAN (3)
Disable: xe56-xe95
Block: xe(O-xe22,xe24-xeb55
Forward: xe23,hg

ZOPITIX, VLAN3 (Zethl24 3HV ., T w7V 7 bR R— 2 eth22 THDH7-H, HI1IT xe23
(124) L hgNFoREINET,

AR— P23 VLAN O—H#Th 558 5 a8 LT,
K

bcm-shell.0> vlan show

vlan 3 ports xe23
(0x0000000000000000000000000000000000000000000000000000000100000000) , untagged
none (0x0000000000000000000000000000000000

000000000000000000000000000000) MCAST FLOOD UNKNOWN
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ATy T4

ATy TH

TAFFYR kD TMER AR TRy Tantry k]

ZOHITIE, xe23 1X VLAN3 O—HTHAHAILERH Y 17,

mcshow 2~ > ROHJ1EFHT, 2—H/VVLANAKR— FE D TR =BT E2T7 T KU A
MIEENTWVAENE I AR LET,

a)

b)

HTeNMMET7 Ty R U R MNEEEGLET,
Bl -

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP 1=0xc01,VP_0=0x1803,UUC_INDEX=0x1803,UMC INDEX=0x1803,RSVD VP 0=1,BC INDEX=0x1803>

ZORITIE, 0x1803 XA 7T EAMLT T v KU A KNTT,

BT NMMET7 T R YA REZmeshow 22> RICAHDLET,
1 -

bcm-shell.0> mc show 0x1803

Group 0xc001803 (VXLAN)
port hg7, encap id 400053
port xe23, encap id 400057

ZOFEITIE, hg7 X7 v 7V T R RV R— R T, xe23 X VLAN O —H )L R— hTT,

ToT VU IRR— F v ZNVDEFE, A=K F ¥ RNLDTRXTDRA L N—=RNHNICEREINTET,
HAOCEHZ P DREENTWEEAE, MnT 537y b L) r—varn’db £9,

mcshow =< > ROHFINIE L L 724 1%. Broadcom 3 = /L &— K& T L. showtech-support pixm,
show tech-support pixm-all, show tech-support pixmc-all =~ > FZEITL, HOEERRLET,

1 -

bcm-shell.0> exit

switch# show tech-support pixm
switch# show tech-support pixm-all
switch# show tech-support pixmc-all

JILFXY A~ DTRIVILEER/ARAT ROy Tant=/\7rv k

FIEDHE

Xy NT—I BT 78 ATAHHFENZT NA ATARP B RE-IZILTFF¥ AN Xy MR
0y 7 ENTWBAEAEIR. WOFEIHKENET,

1. Ty FRA—N= A PFITEESNTZNE I D, BEOY E— F VXLAN h o rL =
RARA > b (VTEP) ORI TONTZNE S &R L ET,
2. N— 7 =72 mpls_entry BDIAET 25513, vian_xlate 7 — 7 VAR L £7,
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F IR D

3. vlan xlate 7—7 /M~ TFF ¥ A S DIPDELWZY MU RHL5E1E, VLAN 77 »
F 4T VARMIELWWA A= (7'M R LB — N R VLAND A 2 3—)
DFERENTWNDENE I D EMHRLET,

AT TN RNy hRARA=IR= A PIZEEINTZNE I, BEXOY £—k VXLAN b /L = KiRA 2 b
(VTEP) O™ TONIZNE I haiER L £1,

a)

b)

VE—hMETRY 7 M7 CEHINENE ) D 2R LET,

i :

switch# show nve peers

Interface Peer-IP VNI Up Time
nvel 100.100.100.5 10000 00:02:23

mpls entry 7—7 NV EHER LT, VE— M ET7NNN— R =T TEHINTENE I DEHERLET,
&1

switch# bcm-shell module 1

bcm-shell.0> d chg mpls _entry | grep SVP

MPLS_ENTRY.ipipeO[12368]:

<VXLAN SIP:SVP=0x1751,VXLAN SIP:SIP=0x66666666,VXLAN SIP:KEY=0x666666668, VXLAN SIP:HASH LSB=0x666
VXLAN_SIP:DATA=O

%1751, VALID=1,KEY TYPE=8,>

mpls_entry 2372 < . BHETHIAER— K (SVP) BRWEAIE, 7y hRA— =S PITEEFEENT
WAHMNE I MEHEZR L., IPFIB =7 —N2WnE ) NEiEER L £,

1 -

bcm-shell.0> show c cpu0

bcm-shell.0> exit

switch# attach module 1

module-14# show system internal ipfib errors

ATw T2 N— Ry =72 mpls_entry BDIFET 2861, vlan_xlate 7— 7 VAR L £7,

1 -

module-1# exit

switch# bcm-shell module 1

bcm-shell.0> d chg vlan_xlate | grep 0xel000003

VLAN XLATE.ipipe0[8464]:
<VXLAN_DIP!KEY:OX7080000192,VXLAN_DIP:IGNORE_UDP_CHECKSUM:l,VXLAN_DIPZHASH_LSB:3,VXLAN_DIP:DIP:OX61000003,
XLAN DIP

:DATA:OX4000OO,VALID:1,KEY_TYPE:OX12,>

vlan_xlate 7—7/VIZIX, Ty O AFFx X MEHEIPT KA (DIP) O kUM 1 DKETT,
ZOFITIE, wATFr ARy R 225003 ICEESINDEEERLTONET,
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ATvT3

AzFp Rk ATRMERRT ROy TahtAry k]

vlan xlate 7— 7 /UZ~< /L F X ¥ A RDIP ODIELWW=> MU RHHEGAEIL, VLAN 77 7 4> 7 U A |
WCIELWA Y N— (7'M E R RV R— R EBRS VLAND A U8 —) NRRIILTNDENE D i fife
ALET,

a) VLAN V77 w7 7 VA NEMERLET,

b)

&1

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP_1=0xc01,VP_0=0x1803,UUC_INDEX=0x1803,UMC INDEX=0x1803,RSVD VP 0=1,BC_ INDEX=0x1803>

0x1803 DA FEIMALT T v B VR FDFE, MIET 50 7 ALEERT 7 » B U Z B 0x1c03 (272
D \i‘é—O

0= R— "B T ENMURERTZ T v R U A MIEENTWENE I DEHERLET,
1 -

bcm-shell.0> mc show
Group 0xc001c03 (VXLAN)
port xe23, encap id 400057

xe23 I TR 7 7 v R UA NO—ETHILENH Y £9,
R—=FIRNTHT—FT 4T AT —FTHY, VLANO—HTHDZ L 2R LET,
Bl -

bcm-shell.0> stg show
bcm-shell.0> vlan show

A=FX v R+ ATEIENNRT ROy TENTF=/8y k

B—ORYA LRy TTVIEP IZEETWWAEAICFOY TJA=ZFv X b\ Ty |k

FIEDHE

TIEAMNSX Y NT—7 FHOTF AL A Ta=Fy A M7y M Ray7En, VIEPR
ECMP RS2 Z A L CRIFEFRETH 5551, ROFIEIZHENE T,

VE—FETRNAN—= Ry =7 CRIHINTNE I DEHRLET,

T ARy T~OREGEISIER— (SVP) O~ v B 7 2R LET,

XTI ARNKRY T AT I ANLR— I NESEIELET,

A= FEENLT v 7 EOYEAR— F~D~ v B 7 2ELET,

HAR—= DO R I ARNRY T AT v I A~NDY v E T ERSGLET,

RN NRTGA—=H%F =y 7 LT, EGRIP > R/ILDSIP 7 4 —/L RIZIELVWW a2 —H /L
VIEPIP 7 RLUARKRRINTWDH Z 2R LET,

ok wN-=
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F IR D

ATYT1 VE—F ETBNA— Ry =7 TRESNENE I DEERLET,

B -

7 R ADIPRTRITLAIENTNWAZ L EZMHRLET,

switch# bcm-shell module 1
bcm-shell.0> d chg mpls_entry | grep SVP
MPLS_ENTRY.ipipe0[12368]:
<VXLAN_ SIP:SVP=0x1751,VXLAN SIP:SIP=0x66666666,VXLAN SIP:KEY=0x666666668,VXLAN SIP:HASH LSB=0x666
VXLAN_SIP:DATA=0
x1751,VALID=1,KEY TYPE=8,>

BN EETIP T KLU A (SIP) WEETDHZ L 2R LET,

ZOFITIE, 102.102.102.102 23 Y E— k VTEPIP 7 KL A T,

ATFYT2 X7 ARy T~OEETIBR—F (SVP) O~y 72BELET,

51

bcm-shell.0> d chg ing _dvp_ table 0x1751
Private image version:
ING DVP_TABLE.ipipe0[5969]:
<VP_TYPE=3,NEXT_ HOP INDEX=0x18,NETWORK PORT=1,ECMP PTR=0x18,DVP GROUP PTR=0x18,>

ZOHTIE, R ARy TA T v 7 AL 0x18 T,

ATYT3 XTANKY T AT v 7 ANLR— &L TG

1

bcm-shell.0> d chg ing_ 13 next hop 0x18
Private image version:
ING L3 NEXT HOP.ipipe0[24]:
<VLAN ID=0xfff, TGID=0x88, PORT NUM=8,MTU SIZE=0x3fff,MODULE ID=1,L3 OIF=0x1fff,ENTRY TYPE=2
ENTRY_ INFO_UPPER=3,DV

P RES INFO=0x7f,>

ZOFITIE, R— FESII8TT,

ATV T4 R—= b EZLLF 7 EOYHA— h~DO~ v B 7 2B LET,

1 -

bcm-shell.0> phy

Phy mapping dump:

port

=

O 00 J o U b W

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)

ido
600d
600d
600d
600d
600d
600d
600d
600d
600d

info

id1
8770
8770
8770
8770
8770
8770
8770
8770
84f9

addr
1bl
81
lad
85
189
ad
185
bl

0

iaddr
1bl
81
lad
85
189
ad
185
bl

89

name
TSC-A2/31/4
TSC-A2/00/4
TSC-A2/30/4
TSC-A2/01/4
TSC-A2/23/4
TSC-A2/08/4
TSC-A2/22/4
TSC-A2/09/4
BCM84848

=

Lij‘o

timeout
250000
250000
250000
250000
250000
250000
250000
250000
250000
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ATy TH

ATvT6

ATy T17

VTEP A ECMP /SR &9 L CEIEFRERBAIC kR v Tans1=xv 2 b ivy b

xel( 10) 600d 84f9 1 8a BCM84848 250000
xe2( 11) 600d 84f9 2 8b BCM84848 250000
xe3( 12) 600d 84f9 3 8c BCM84848 250000

ZOFITIE, A— FEF 81X hg7 T,
HAR=FIDEX T ANR Y T A 0T v 7 AND~ vy B 7 2RELET,
B -

bcm-shell.0> g chg egr_port_to_nhi_mapping
EGR_PORT_TO NHI MAPPING.hg7[2] [0x4001808]=0x18: <NEXT HOP INDEX=0x18>

ZOBITIE, R ARNKY T AT v 7 A0x18 1T hg7 R L TWET,

RNV NTA—=FF x>y 27 LT, EGRIP h > RO SIP 7 —/L RIZIE LW — L VTEPIP 7 K L
APFTRENTND Z L 2MERLET,

51

bcm-shell.0> d chg egr_ip tunnel

Private image version: R

EGR_IP TUNNEL.epipeO[1]:

<TUNNEL TYPE=0xb, TTL=0xff,SIP=0x65656565,1L4 DEST PORT=0x2118,ENTRY TYPE=1,DSCP_SEL=1,>

ZOHITIE, SIP e —2/L VTEPIP 7 K LA (101.101.101.101) C. L4 DEST PORT (% 0x2118 (&— h
8472) T, DSCP_SEL= 11X DSCP /X7 v RN DSCP /37 v MZab—3nbd Z L2 EWRLET,

X NUDIPRT BT T AINTWDZ R LET,
B -

bcm-shell.0> d chg egr_dvp_ attribute 0x1751

Private image version: R

EGR_DVP ATTRIBUTE.epipe0[5969]:

<VXLAN:TUNNEL INDEX=1,VXLAN:DVP IS NETWORK_ PORT=1,VXLAN:DIP=0x66666666,VP TYPE=2,>

VTEP AN ECMP /XX Z A/t L TELERIRELRBAICFOY TENE1=2F v R L /37y b

FIEOHE

Iy NI =T FWIZT VAT EHEFNAL AT2=F ¥ A My "R Re vy 7E&, VIEP R
ECMP /SR & L CEIERRETH D51, ROFINEIZHENE T,

BEDY T— hETHRIAKR—F (VP) ®ECMP %7 A by 7S L ET,
ECMP_PTR % 10 #3522 25#2 L, 200000 ZBA1 L CAR— hE S 2 BE L £,

ECMP %27 A bRy 7 &y DA L H—T =2 ADY A N 2B L ET,

R—h FX FZNLDAUN—FRRLET,

RFEDAR T ARNKY T AT v I AR I A NKRy T A Z—T 2 A AERBELE
o

a ks wDd=
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B viee ASECMP SR BN L TEIETRABAIZ FOY TENBIZF v R b STy b

F IR D

ATy

BEDYE— FETREAR—F (VP) O ECMP X7 A bRy 72 EAEL £,
1 -

bcm-shell.0> d chg ing_dvp_table 0x1751

Private image version: R

ING _DVP_TABLE.ipipe0[5969]:

<VP_ TYPE=3,NEXT HOP INDEX=0x108,NETWORK PORT=1,ECMP PTR=0x108,ECMP=1,DVP GROUP_ PTR=0x108,>

ZOFITIE, 0x1751 1%, dchgmpls_entry &2 EH L TG SN2 E—F ETIP T FLAD VP FH =
T

GH) UE— b VTEP 23 ECMP /S 2 %241 L CEFEARR TH 535G, HIIIZ ECMP=1 B{FE(ET D L EH
HYET,
AT w72 ECMP PTR % 10 #EIZZ# L, 200000 ZiEM L CTHR— hESEZIAE L ET,
11
0x108 (264) + 200000 = 200264
ZOBITIE, A— bFESIE 200264 TI,
ATY T3 ECMP X7 A bk 7 £y NNDA X —T =24 ZAD ) A N BFFLET,
i
bcm-shell.0> d chg 13 multipath show 200264
Multipath Egress Object 200264
Interfaces: 100606 100607 100608
Reference count: 2
bcm-shell.0> 13 egress show | grep 100606
100606 00:22:bd:f5:1a:60 4095 4101 1t 0 -1 no no
bcm-shell.0> 13 egress show | grep 100607
100607 00:22:bd:f5:1a:60 4095 4102 2t 0 -1 no no
bcm-shell.0> 13 egress show | grep 100608
100608 00:22:bd:f5:1a:60 4095 4103 3t 0 -1 no no
ZOBITIE, AT ARy T A E =T 2 RFIR—F F¥ A THD 1t, 2t, BELV3tTT,
ATV T4 A=K FXxRVDAUN—FRBELET,
11
bcm-shell.0> trunk show
Device supports 1072 trunk groups:
1024 front panel trunks (0..1023), 256 ports/trunk
48 fabric trunks (1024..1071), 64 ports/trunk
trunk 0: (front panel, 0 ports)
trunk 1: (front panel, 1 ports)=hg6 dlf=any mc=any ipmc=any psc=portflow (0x9)
trunk 2: (front panel, 1 ports)=hg4 dlf=any mc=any ipmc=any psc=portflow (0x9)
trunk 3: (front panel, 1 ports)=hg7 dlf=any mc=any ipmc=any psc=portflow (0x9)
RTVTS FFEDRI ANK Y T AT v I ADYBR I A NKy T A 0 F =T 2 A ZERRLET,

1 -
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A=FvR kA THEBERART ROy Tahisry ~ ]

bcm-shell.0> g chg egr_port_to_nhi mapping

EGR_PORT TO NHI MAPPING.hg4

1 [0x4001805]=0x5f7: <NEXT HOP_ INDEX=0x5f7>

1217
EGR_PORT TO NHI MAPPING.hg6([2][0x4001807]=0x9b3: <NEXT HOP INDEX=0x9b3>
(211

EGR_PORT TO NHI MAPPING.hg7

1 [0x4001808]=0x5f8: <NEXT HOP_ INDEX=0x5f8>

ZOFITIE, FTARKY T AT v 7 A0x5f7 X hgd Z#H L, 0x9b3 (X hg6 #45 L. O0x5f8 (X hg7 &4 L
£7

A=—Fv R M ATEIVILEBR/AART ROy TER=/\4 vy k

FIRDHE

F IR D %

FENZT 7B RT BT, XY NT—=F DT NNA ATy A MRSy bR Ry 7 X
NDHEGEIEL. ROFINEIZHENET,

1. X7y ERA= =R PFIZEEFEEINTNE I, BEOY £— F VXLAN b Fb T
RARA > b (VTEP) O TONTZNE I D EREGR L E T,

N— R =712 mpls_entry BMFET 25513, vian_xlate 7 — 7 V&R L E T,
2=F % A K DIP =2 b U8 vlan xlate 77— 7 /VIZIFIET D0 E 9 I afER LET,
=% A K DIP =2 kU vlan xlate 7— 7 VIIFET 2008 ) D EER L 7,
569 MAC 7 RLANLAFY2MACT RL A T —7 LICE RSN TNAZ L 2R LE
R

o s wDN

ATV TN Ry FPRA=R= A PFICEEEINEZNE I, BELOY £— bk VXLAN b L = KA > b
(VTEP) OB TONTZNE ) D EMHR L £1,

a)

b)

UE—RMETRYT7 b =T TEHEINENE I D EfR LET,

i -

switch# show nve peers

Interface Peer-IP VNI Up Time
nvel 100.100.100.5 10000 00:06:54

mpls entry 7 —7 NVEMR LT, VE—F ET7BNN— R =27 TEHEINTEZNE I DEMHBRLET,
1 -

switch# bcm-shell module 1

bcm-shell.0> d chg mpls _entry | grep SVP

MPLS ENTRY.ipipe0[12368]:

<VXLAN SIP:SVP=0x1751,VXLAN SIP:SIP=0x66666666,VXLAN SIP:KEY=0x666666668, VXLAN SIP:HASH LSB=0x666
VXLAN SIP:DATA=0

x1751,VALID=1,KEY TYPE=8,>
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c) mpls_entry 2372 <. FETLRAEAR— K (SVP) RRWGEIX, Ty R A= =S PFITHEF SN T
WDHMNE I MEMEER L, IPFIB =7 —N/2WnE ) haiEd L7,

1 -

bcm-shell.0> show c cpu0

bcm-shell.0> exit

switch# attach module 1

module-1# show system internal ipfib errors

RTw T2 N— KU =TIZmpls entry BIFET 28 51X, vian xlate 7 — 7 /L 2R L £ 9,
i -

module-1# exit

switch# bcm-shell module 1

bcm-shell.0> d chg vlan_xlate | grep 0xel000003

VLAN XLATE.ipipeO[8464]:

<VXLAN DIP:KEY=0x7080000192,VXLAN DIP:IGNORE UDP_CHECKSUM=1,VXLAN DIP:HASH LSB=3,VXLAN DIP:DIP=0xel000003,
XLAN_DIP

:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

vlan xlate 7—7 V1%, Ny hOSAF Xy A MEEIPT KLUA (DIP) O b YR 1 OHETT,
ZOBITIE, A TFF¥ ARy RN 225003 ICEEENSBEEERLTOVET,

ATY T3 2=%% A DIP =2 VA vlan xlate 7— T /VIFET DN E I DR LET,
51

bcm-shell.0> d chg vlan_xlate | grep 0x65656565

VLAN XLATE.ipipe0[14152]:

<VXLAN_ DIP:KEY=0x32b2b2b292, VXLAN_ DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x565
VXLAN DIP:DIP=0x65656565,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

T2 NUNFET DA, BT ER RSN E T,
ATy T84 =% 2 L DIP =2 kU vlan xlate 7— T IVIZIFAET D008 ) D EER L7,
51

bcm-shell.0> d chg vlan _xlate | grep 0x65656565

VLAN XLATE.ipipe0[14152]:

<VXLAN DIP:KEY=0x32b2b2b292,VXLAN DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x565
VXLAN DIP:DIP=0x65656565,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

=2 MU BNFEET DA, ek iERR S E T,

ATV TS SEMACT RLANRLAFT2MACT RL A T—T7ILIERENTWS Z L 2R L £,
1 :

bcm-shell.0> 12 show

mac=00:00:bb:01:00:03 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:0a vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:05 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:a2a:01:00:0a vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:07 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:01 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:08 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:2a:01:00:01 vlan=28772 GPORT=0x80003401Unknown GPORT format
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mac=00:00:cc:01:00:07 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:02 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:04 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:04 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:02 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:cc:01:00:09 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:09 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:06 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:06 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:06 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:09 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:bb:01:00:04 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:bb:01:00:02 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:2a:01:00:08 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:07 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:08 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:01 vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:05 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:03 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:bb:01:00:0a vlan=28772 GPORT=0x80000215Unknown GPORT format
mac=00:00:cc:01:00:03 vlan=28772 GPORT=0x80003401Unknown GPORT format
mac=00:00:2a:01:00:05 vlan=28772 GPORT=0x80003401Unknown GPORT format

5695 MAC 7 R L ANTFET D86, LAY 2EENREAELET, TSNS, 7y M3 7L
Wb 7 v T 4 v VA MNBERA LTI I v T 0 v 73 NET,

Broadcom > =)L T—JJLIZDUNT

DY >3 Tlx, VXLAN IZEE9 % Broadcom > = /b T — 7 LI DWW CEBH L $£97,

MPLST> k) T—TJ)L
MPLS =2 kU (mpls_entry) 7 — 7 /LI, IROERNP G ENF T,
« UE—h VTEP (SIP) ®IP 7 KL %
« by 7L AR— K (SVP)
« VLAN & VNID (VFI, VN_ID) MO~y B
SIP== > | U ASmpls_entry 7 —7 /U2 W GG /37 MIVTEP FEE D IZHIZA— /8= 3 A H

WCEEENET, = MIBAN—RT 2T VA =L Z D E, Ty MIA—/R—31
PIZEEINRL D £9,

\)

6= —IBDO/N ML, VT R U TERED VXLAN N7 ML CTEITEN Wiz, 78
T — AP Rey 7E3nEd,
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VIAND k5 TLsa—F42d |
B vacrrizxs—=oy

\)

GE) R—= =R PITEEENDE 7 v M. class-default CPU F = — &2 L £4, HifFE. VXLAN
B D COPP 7 7 A 13HV £H A,

wOFNL, VE— K VIEPIP 7 KL 273 100.100.100.1 T, VLAN 100 7% VNID 10000 |2~ > £°
VI ENDT TN ERLTOET,

bcm-shell.0> d chg mpls_entry

Private image version: R

MPLS_ ENTRY.ipipe0[6816]:

<VXLAN SIP:SVP=8,VXLAN SIP:SIP=0x64646401,VXLAN SIP:KEY=0x646464018

VXLAN SIP:HASH LSB=0x401,VXLAN SIP:DATA=8,VALID=1,KEY TYPE=8,>

MPLS_ ENTRY.ipipe0[8680]:

<VXLAN VN ID:VN ID=0x2710,VXLAN VN ID:VFI=0x64,VXLAN VN ID:KEY=0x27109

VXLAN VN ID:HASH LSB=0x710,VXLAN VN ID:DATA=0x64,VALID=1,KEY TYPE=9,>

Hi/TlE, VLAN-VNID~ v > 7 222150y U AR ENE T, ZofTid, VN ID
=0x2710 % 16 #EFFL D VNID, VFI=0x64 1% 16 #ERFTL D~ v ' 7 VLAN, 0x64 =100 i%
0x2710 VNID 10000 |2~ > B> Z EnE T,

MAC7 KLR S—=4

VXLAN VLAN THE &7 MAC 7 R LA 1E, WEAH#L VLAN TEE EINZH 0 & LTHRR
SNFET (72& xiE. VLAN 100 /X VLAN 28772 & L CERENET)

GPORT X, MACT RL AN FEEINTAR— M ELIIEER—F 2SR LET, 2—U/LMAC
7 RV ADEA, GPORT# L/ Sr/A D port# O~y B 7 R3H0 £94, VE—h
MAC 7 FL AL, b/ R—FZELTWD SVP I L CTHETILERDH Y £9,

ZOT—TNADIAE, VLANODu—h/L R—bFBIXRM RV R—=RMNIRXTry 275
FAUTTHIEEBERLET, 2OT—7 LDt v ME, 7y FEISET D GPORT iz
KT HZELEEHRLET, GPORT 28 kL R— FOEIE. 7347 v % VXLAN I 7 &
IET HMBERSH Y 9, GPORT A —H /L iR— FOE ., B@HEDOLA Y 2%E MAC 7 R
L AHRIENTEAE L E T,

\}

() GPORT & HiH/ANFNAVDR— "NEBORO~ » ¥ 72T 521X, GPORT & i /SR /LD
R— BB~ L Z7OEE (7132—) 7 a2 2BRBLTLIEEN,

AADVPT—T)L

ASIDVP 7—T7ME, R — 2R A NERy AT v I Ay 7 LET, Zh
=% % 2 N 7B RATHA I, HER—MZLoTA T v 7 ANERINE
4, ECMP 341, ECMP=1 7 4 —/L R ME T,

WOHNL, VPOx1751 DA T ARy T AT v 7 AN035THDHI R LTWET,
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| IAND 5Ty a—F 10
ICIRESECIIL PN |

bcm-shell.0> d chg ing_dvp_ table 0x1751

Private image version: R

ING _DVP_TABLE.ipipe0[5969]:

<VP_TYPE=3,NEXT HOP_INDEX=0x35,NETWORK PORT=1,ECMP_PTR=0x35,DVP_GROUP_ PTR=0x35,>

AALAYIRDA MRy T

ANV AFYIRI AN By T1E BEDRIARRY AT ZADOR— " NESERLE
T, 2=F ¥ AN BT BRI ATHEHASNET, phy info ZFEHTNIE, F— FNEE & EE
DETME NNV DR— NEEOMO~ v B 72 BETX T,

bcm-shell.0> d chg ing_13 next hop

ING L3 NEXT HOP.ipipe0[16]:

<VLAN ID=0xfff, TGID=0x9f, PORT NUM=0x1f,MTU SIZE=0x3fff,MODULE ID=1,L3 OIF=0x1fff, ENTRY TYPE=2
ENTRY INFO UPPER=3,DVP_RES INFO=0x7f,>

VLAN 57— )L

VLAN Z#i7 —7 L%, VXLAN /L FF ¥ A & a=Fy X OGO 7 AR S A
THHINET, kKO3ZFEEOT MY BNEERET,

N~ NLF XY AN T N—TTLIZ1 OO ) (A FF ¥ A DIP)
e 2 —H/VVTEP (=% %A KDIP) ® 12D KV

e R— KT LIZVLAN Z &2 1 DD kY

wOFNL, ~VFFY A FDIP= FUERLTWET,

bcm-shell.0> d chg vlan_xlate | grep 0xel000003

VLAN XLATE.ipipe0[8464]:

<VXLAN DIP:KEY=0x7080000192,VXLAN DIP:IGNORE_ UDP_CHECKSUM=1,VXLAN DIP:HASH LSB=3
VXLAN DIP:DIP=0xel000003,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

wOPNL, 2=%% A DIP> FY ZRLTWET,

bcm-shell.0> d chg vlan _xlate | grep 0x65656565

VLAN XLATE.ipipe0[14152]:

<VXLAN DIP:KEY=0x32b2b2b292, VXLAN DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x565
VXLAN DIP:DIP=0x65656565,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

WOBNE, VLAN Z L, R—FrZ &1 o0 MY R LTHVET,

bcm-shell.0> d chg vlan_xlate | grep VLAN ID=3

VLAN XLATE.ipipe0[3216]:

<XLATE:VLAN ID=3,XLATE:TGID=0xa0,XLATE:SVP VALID=1,XLATE:SOURCE VP=0x201,XLATE:SOURCE FIELD=0xa0
XLATE : PORT _NUM=0x20, XLATE:0VID=3, XLATE: OTAG=3, XLATE:OLD VLAN ID=3,XLATE:MPLS ACTION=1
XLATE:MODULE ID=1,XLATE:KEY=0x1805024,XLATE:ITAG=3,XLATE: INCOMING VIDS=3,XLATE:HASH LSB=3
XLATE:GLP=0xa0, XLATE: DISABLE VLAN CHECKS=1, XLATE:DATA=0x100a000000000000000001, VLAN ID=3
VALID=1,TGID=0xa0, SVP_VALID=1, SOURCE VP=0x201,SOURCE_TYPE=1, SOURCE FIELD=0xa0,PORT NUM=0x20,0VID=3
OTAG=3,0LD VLAN ID=3,MPLS ACTION=1,MODULE ID=1,KEY TYPE=4,KEY=0x1805024,ITAG=3, INCOMING VIDS=3
HASH LSB=3,GLP=0xa0,DISABLE VLAN CHECKS=1,DATA=0x100a000000000000000001>

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .



VIAND k5 TLsa—F42d |
B srk— o nH~ADTYELY

EGR R— kM5 NHIADT Vv EVD

EGRR— F B NHI ~D v B 7E, ZTZ ARy AT v 7 A& AR—MNIw v B
VI LET, =% AN DTSRI RTHERA S E T,

bcm-shell.0> g chg egr_port to nhi mapping
EGR_PORT_TO NHI MAPPING.hg7[2] [0x4001808]=0x36: <NEXT_ HOP INDEX=0x36>

VIAN Sy KAV TYvHORT—T)IL

VLAN 7 v KA T v 7 A (VFI) T—7WZiE, $E D VLAN % 7213 VFI ® BC/UUC/UMC
AT I ANERINET, meshowa~> ROHEIITT T vT 4 v T AT v 7 AEHH
LT, b 7Mbb — FEETe VLAN DA U R—E BB TEET,

ROBNL, R— FF T2 BT 502K L TWET,

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP 1=0xc01,VP_0=0x1803,UUC_INDEX=0x1803,UMC INDEX=0x1803,RSVD VP 0=1,BC INDEX=0x1803>

WOFNL, ZOR— FFE =% phy infolc A LT, BIE/ SKNVDOR— N ESEFIGT 5 Hikz
AL TUVWET,

bcm-shell.0> d chg ing_ 13 next hop

ING_L3_NEXT HOP.ipipeO[16]:

<VLAN ID=0xfff, TGID=0x9f, PORT NUM=0x1f,MTU SIZE=0x3fff,MODULE ID=1,L3 OIF=0x1fff, ENTRY TYPE=2
ENTRY INFO_UPPER=3,DVP_RES_INFO=0x7f,

bcm-shell.0> phy info
Phy mapping dump:

port ido idl addr iaddr name timeout
hgO( 1) 600d 8770 1bl 1bl TSC-A0/31/4 250000
hgl( 2) 600d 8770 81 81 TSC-A0/00/4 250000
hg2( 3) 600d 8770 lad lad TSC-A0/30/4 250000
hg3( 4) 600d 8770 85 85 TSC-A0/01/4 250000
hg4( 5) 600d 8770 la9 la9 TSC-A0/29/4 250000
hg5( 6) 600d 8770 89 89 TSC-A0/02/4 250000
hg6( 7) 600d 8770 195 195 TSC-A0/26/4 250000
hg7( 8) 600d 8770 al al TSC-A0/05/4 250000
hg8( 9) 600d 8770 191 191 TSC-A0/25/4 250000

ROBNE, 7w/ ALMERRAL— b 2R L TOET,

bcm-shell.0> d chg vlan_xlate

Private image version: R

VLAN XLATE.ipipeO[768]:

<VXLAN DIP:NETWORK RECEIVERS PRESENT=1,VXLAN DIP:KEY=0x7080000092,VXLAN DIP:IGNORE UDP CHECKSUM=1
VXLAN DIP:HASH LSB=1,VXLAN DIP:DIP=0xel000001,VXLAN DIP:DATA=0x400001,VALID=1,KEY TYPE=0x12,>
VLAN XLATE.ipipe0[1472]:

<VXLAN DIP:KEY=0x3232320112,VXLAN DIP:IGNORE UDP CHECKSUM=1,VXLAN DIP:HASH LSB=0x402
VXLAN DIP:DIP=0x64646402,VXLAN DIP:DATA=0x400000,VALID=1,KEY TYPE=0x12,>

N

((3) NETWORK RECEIVERS PRESENT (X 0 IZRET HLENH VD £,
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| IAND FS TV a—F4

GPORT & FIE/ (R LD K— FEETvELT0mE [

GPORTLHIE/ARIILDKR— FEETYEL T DRF

FIEDHE

F IR D

ATy

ATy T2

ATvT3

ATvT4

W OFENEIZHE > T, GPORT M HETHEINR VDR — hFEF~D~ v 72 BELET,

1. GPORT#Mnbu—h)L ¥—4 vy vy ys (LTL) ZBET5iE, woXE#FHLE
4 : LTL #=0x10000 - 512 + GPORT #

2. X% L35 LTL O ifindex ZH5 L £ 7,
B SV R— @ ifindex TS L £,
4. GPORT G HIE/ SRV R— FEF~D~Y vy BV T HFKRLET,

w

GPORT# b —h X —4y huavy 7 (LTL) ZEET512iE,. woXE2#EH L FE9 : LTL #=0x10000
-512 + GPORT #

GPORT 7% 0x201 @54, LTL IE 0x10000 + 0x201 (513) - 0x200 (512) = 0x10001 T3,

*5: L% LTL @ ifindex ZHfG L7,
Bl :

switch# attach module 1
module-14# show system internal pixmc info sdb 1tl 0x10001

B 7RV AR — b O ifindex Z# S L £ 9,
1 -

module-14# exit
switch# show int snmp-ifindex | grep 0x1a002e00
Ethl/24 436219392 (0x1a002e00)

GPORT 2L HIH /SR R— hEF~D~ vy B T E2FRLET,
B -

switch# bcm-shell module 1

bcm-shell.0> 12 show

mac=00:00:00:00:00:00 vlan=0 GPORT=0xc000000 Trunk=0"M
mac=00:00:bb:01:00:03 vlan=28772 GPORT=0x80001751Unknown GPORT format "M
mac=00:00:cc:01:00:0a vlan=28772 GPORT=0x80000201Unknown GPORT format "M
mac=00:00:bb:01:00:05 vlian=28772 GPORT=0x80001751Unknown GPORT format "M
mac=00:00:aa:01:00:0a vlan=28772 GPORT=0x80000202Unknown GPORT format "M

ZOFITIE, MAC 7 K LA 00:00:bb:01:00:05 1% b >R/ % L CHE S5 DT, GPORT 0x1751 1% kv

FILVSVP TS LET, MAC 7 R L Z 00:00:2a:01:00:0a 1T =2 — B /LIZFE &5 DT, GPORT 0x202 1%
B ZSFV IR — M LET,
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VIAND k5 TLsa—F42d |
B A rt—rordicbns o s—T142 FS T v O RERShENERET S

ANR—=bDEHICEDA 2V Z—T AR T T4 VY
NEARASNEINZTHET S

WIS, FFEDHANR =P T 74 v I PERT DA 0 F =T =2 A A RFT 5612 L E
—§_‘O

switch# show system internal ethpm info interface ethernet 2/3 | grep ns_pid
IF_STATIC_INFO:

port name=Ethernet2/3,if index:0x1a006400,1t1=2543,slot=0,nxos port=50,dmod=1,dpid=9,unit=0

queue=2064,xbar_ unitbmp=0x0

ns pid=8

- dpid=9 is higig8

switch# bcm-shell module 1

bcm-shell.0> g chg egr_port_to_nhi_ mapping

EGR_PORT TO NHI MAPPING.hg7[2] [0x4001808]=0x36: <NEXT HOP INDEX=0x36>

bcm-shell.0> d chg egr_13 next hop 0x36

Private image version: R

EGR_L3 NEXT HOP.epipeO[54]:
<OVID=0x65,MAC_ADDRESS=0x60735cde6edl, L3MC:VNTAG P=1,L3MC:VNTAG FORCE L~1,L3MC:VNTAG DST VIF=0x18
L3MC:RSVD_DVP=1,L3MC:INTF NUM=0x1065,L3MC:FLEX CTR POOL NUMBER=3,L3MC:FLEX CTR OFFSET MODE=3
L3MC:FLEX CTR BASE COUNTER IDX=0xe4l,L3MC:ETAG_PCP_DE_ SOURCE=3,L3MC:ETAG PCP=1

L3MC:ETAG _DOT1P_MAPPING PTR=1,L3MC:DVP=0x2b9%b,L3:0VID=0x65,L3:MAC ADDRESS=0x60735cde6e4dl
L3:IVID=0xc83,L3:INTF _NUM=0x1065, IVID=0xc83, INTF NUM=0x1065, >

VGAND 7Sy K JR FDER

WIZ, BFED VLAN D7 Z v K U A NERBT L5027 LET,

bcm-shell.0> d chg vfi 3

Private image version: R

VFI.ipipeO[3]:

<VP_1=0xc01,VP_ 0=0x1803,UUC_INDEX=0x1803,UMC_INDEX=0x1803,RSVD VP 0=1,BC_ INDEX=0x1803>

HTEIEKR— PRIy YR FO—BTHENE S
MO

WIZ, Xy NT—7 FE~OT 7| AZBNT, A7 BWUER— R T7T7y RY A MO—HT
HHME D DEMERT D E R LET,

bcm-shell.0> mc show 0x1803

Group 0xc001803 (VXLAN)

port hg7, encap id 400053
port xe23, encap id 400057
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Irh-7:|::
5 2

STPDO RS TNa—TFTa429

*STPO T TNV a—T 47 (7153—)

STPOWMI N T TNy a—T 4T DF =y 7 UAK (715—)
STPTF—H N—T D T TN a—T 47 (76 2—)

CBEIR Y N T T T AT DR T TIN Y a—T T (79 =)
e AU NR—=V 2 VABMORMED N T T a—T 4 7 (80 —Y)
T AT =T 4 T N—TIxT DRy NT—7 OfR#E (81 X—)

— N ~ — ~ A
STPO S IV a—FT 425
STP %, LA ¥ 2L LT, =D\ y NU—27ZFBLET, L1V 2LANK— |
EEBINZSTP 7L — 2 ZEZELET, Xy NU—7 TSR E, TNHDT7 L —A%HER
PRHPIZ, TL—2EFHLTA—T 7Y — RSAFBHELET, LA Y 2OEMONTIE,
['Cisco Nexus 9000 Series NX-OS Layer 2 Switching Configuration Guide] ZZ L T 72 &0y,

STPOMB S T a—TFTaI9DFzvI )R b
STPORED KT TNy a—T 4 7T, L2 DOT A ABLOFR Y hU—27 2UKOHRE &
BB T A IEREINET HHLERH Y 5,
STP DREAZ F T TNy a—T 4 7T 580E. EFTROZE2HERLET,

FxyP )Rk Done
FNRAATHREINTWNWEANRN= LT VY —DF A T 2R LET,

TRCOMARRAR— AL v F G, Xy NT—7 bARTUEMHRL
EF. Xy hU—2 EOTRTOTEARBHEL, TREARET B v 7k
BChD o L EHBLET.
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STPO RS I a—T105 |
B srs—sr—Jorsinva—5s04

FryvHO )X+ Done

show spanning-treesummary totals =2~ > K&EHA L, LT, 7277 4 74k
REOFMEA =7 = A ADMED, RRKFEEZ TlE> TS Z & 2 s
LET, ZhdHORFYEOFEMIZ OV TIEL,  [Cisco Nexus 9000 Series NX-OS
Layer 2 Switching Configuration Guide] #ZH L T 72& 0,

TIAVBIOED ZY V=TV v BIEINTUVD Cisco L3
PREEZ RS L 97,

STP &% 7E & WHEDFEM 2 FR" T 2121k, Roa~ FEHEHALET,

+ show running-config spanning-tree

+ show spanning-tree summary

« show spanning-tree detail

» show spanning-tree bridge

« show spanning-tree mst

» show spanning-tree mst configuration

« show spanning-treeinterface interface-type slot/port [detail ]

» show tech-support stp

+ show spanning-treevlan
STPIZL > T7ry 7 STNHR— M &R T HIZIEL, show spanning-tree blockedports =
vy REMHLET,

£ ) — RTCEEEAIZ=— 0 ITRRAETHNE ) A HERT 5121%, showmacaddress-table
dynamicvlan =2~ > K& L E7,

SIPT—2 L—TDrZTVoa—T429
T=HZ N—=T1F, STP %Xy V=7 T AONDHMETY, 7—F A —7DIERO—FIE
RDOEBYTT,
sV R KK 100%
cEWWCPUBLUONY I T L—2 vT 7 ¢ v 7%
« —EDOMACT RLADHFFELETT o7
AU H—T =24 ATO@ERHI) Fa y 7
R2fm BF T VAR AL RO G A v FIIRARMACT RLA 77 v B 7 O34
o ZICEEk L, STP 77— L—T7OREICESLHE T, 1 BUNIZ MAC T R L ZOB#EH

M &, 10EHEGE L CBEITSE, A v FIEIMACT RLARBEIL CTWDHHR—FD 1D
D VLAN THEEH 2N LET, 2L 120 EhCZ2 0, BEMIICHEERAINCRY £,
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| sPORSTL a—Fa2y

FIEOHE

F IR D 8

SPF—4 L—TD+r5Tnva—F125 [}

Syslog X, FENESNE T2 ITANT /e > T DRICAR S L E T, logging level 12fm log-level

a<w U REEHALT, 77 LULERTE

switch(config-if)# shutdown

(ERE)
(EE)

o gk wnN-=

TEET,

switch# show interface interface-type slot/port includerate
switch(config)# inter face interface-type slot/port

switch(config-if)# show spanning-tree vlan vian-id
switch(config-if)# show spanning-tree interface interface-type slot/port detail
switch(config-if)# show interface counterserrors

ARV KRFERERETYVaY

=)

ATy T

switch# show inter face interface-type slot/port include
rate

1 -

switch# show interface ethernet 2/1 include rate
1 minute input rate 19968 bits/sec, 0 packets/sec

1 minute output rate 3952023552 bits/sec,
packets/sec

957312

U ZERRBENA o H =T oA A&
T, V=TGSR —reRELET,

ATy T2

switch(config)# interface interface-type slot/port
fi

switch (config)# interface ethernet 2/1

A B =T 2 A A ZA T ENEBEERELET,

ATvT3

switch(config-if)# shutdown
fl

switch(config-if)# shutdown

WREZTHR— vy y N T UEITUIEL
£7,
WEEZITLHR— MOk Lc%, *y hU—2 |
AaUREEH L TLREASANOTXTOAL v F
ERELET,

ATvT4

switch(config-if)# show spanning-tree vlan vian-id
1 -

switch (config-if)# show spanning-tree vlan 9
VLANO0O0O9
Spanning tree enabled protocol rstp

Root ID Priority 32777
Address 0018.bad7.dbl5""'
Cost 4

AA TN, WEEZ T IRNEOMD AL v F L[H
CSTPA—hF 7V v VAL LR
£,

Cisco Nexus 9000 > ') — X NX-08 k
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STPO RS I a—T105 |

ARV RFERETIVa Yy

B8

ATy TH

(f£&) switch(config-if)# show spanning-tree
inter face interface-type slot/port detail

1

switch (config-if)# show spanning-tree interface
ethernet 3/1 detail
Port 385 (Ethernet3/1)
forwarding

Port path cost 4,
Identifier 128.385

Designated root has priority 32769,
0018.bad7.dbl5

Designated bridge has priority 32769,
0018.bad7.dbl5

Designated port id is 128.385,
cost 0

Timers:

of VLANOOOl is root
Port priority 128, Port
address
address
designated path]
hold

message age 16, forward delay O,

Number of transitions to forwarding state: 1
The port type is network by default

Link type is point-to-point by default
BPDU: sent 1265, received 1269

J— k R— b B L O R — N2 BPDU %2 EHMIC
ZELTWLZ 2R LET,

ATvT6

(TR
errors

1 -

switch (config-if)# show interface counters errors

switch(config-if)# show interface counters

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize
OutDiscards

mgmt0 -- -= -= -= -=

Ethl/1 O 0 0 0 0
0

Ethl/2 0 0 0 0 0
0

Ethl/3 0 0 0 0 0
0

Ethl/4 0 0 0 0 0
0

Ethl/5 0 0 0 0 0
0

Ethl/6 0 0 0 0 0
0

Ethl/7 0 0 0 0 0
0

Ethl/8 0 0 0 0 0
0

A= RY =T Sy MNERHER (27— Fa v )
WL s ET =y LET,

1

wIT, FRER— FOATEHMAC BPDU 235 L TV AHIZ R LET,

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)



| sPORSTL a—Fa2y

O3 ARy
4

FIEDOHE

BRI Y R 759 F 40 IDR5Tva—F407 |

switch# show spanning-tree interface ethernet 3/1 detail

Port 385 (Ethernet3/1) of VLANOOOl is root forwarding
Port path cost 4, Port priority 128, Port Identifier 128.385
Designated root has priority 32769, address 0018.bad7.dbl5
Designated bridge has priority 32769, address 0018.bad7.dbl5
Designated port id is 128.385, designated path cost 0
Timers: message age 16, forward delay 0, hold O
Number of transitions to forwarding state: 1
The port type is network by default
Link type is point-to-point by default
BPDU: sent 1265, received 1269

WIZ, N—=Ro =T Xy MNEFAI DX TCBPDUT T — Ry 7OR[REEE F = v
7356 ERLET,

switch# show interface counters errors

mgmt0 —- -- -- -- -- --
Ethl/1 0 0 0 0 0 0
Ethl/2 0 0 0 0 0 0
Ethl/3 0 0 0 0 0 0
Ethl/4 0 0 0 0 0 0
Ethl/5 0 0 0 0 0 0
Ethl/6 0 0 0 0 0 0
Ethl/7 0 0 0 0 0 0
Ethl/8 0 0 0 0 0 0

WhISYTFAUTDRNS TN Aa—FT a4V

STP hARu UNARLZEIL/D L, STPF Yy NI —7 TBREIR Ny 7T T 4 TN RAET
% A[REMEN S W £97, Rapid STP % 7213 Multiple STP (MST) T, AR— K DIRRENHRE T
TN, B—ARNRENONL— NMNIEREINDE, MR YRERINLSGZ N £7,
Rapid STP (X, LA Y245k T — T NETEHIZT Ty a2 LET, 802.1DIF=—V 7 XA
LAEEHELET, BET—7LVOHET T v 2K, BT L SEICE T S ETA,
TT T 4 T REIMLET,

LELIE MR TR, MY EZZEELTCOBRRRT I 7 4 73R ELERA, V7
77y R IR VOER LG SRS RREND DD, M) 7 7T v A bR e
VOERLT T T 4 TR0 IRT AR DD T, 7T v T4 TIERy P U= X
T =~ AERERTSE, A =T =2AA ATy b Fry 72| SEITEERH Y £
R

1. switch# show spanning-tree vlan vian-id detail
2. switch# show spanning-treevlan vlan-id detail
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STPO RS I a—T105 |

FE D
ARV KRFERRETI a3 Y B#J
ZFw 71 | switch# show spanning-tree vlan vian-id detail W7 hAR e CEEORK AL ET,
i)
switch# show spanning-tree vlan 9 detail
VLANO0OO9 is executing the rstp compatible Spanning
Tree protocol
Bridge Identifier has priority 32768, sysid 9,
address 0018.bad8.27ad
Configured hello time 2, max age 20, forward
delay 15
Current root has priority 32777, address
0018.bad7.dbl5
Root port is 385 (Ethernet3/1), cost of root
path is 4
Topology change flag not set, detected flag
not set
"' Number of topology changes 8 last change
occurred 1:32:11 ago''
''" from Ethernet3/1'"'
Times: hold 1, topology change 35, notification]
2
R T 7 2 | switch# show spanning-tree vlan vian-id detail MR EERRAE LAV —T 2 ABEEL

1

switch# show spanning-tree vlan 9 detail
VLANOOO9 is executing the rstp compatible Spanning
Tree protocol
Bridge Identifier has priority 32768,
address 0018.bad8.27ad

sysid 9,

Configured hello time 2, max age 20, forward
delay 15
Current root has priority 32777, address

0018.bad7.dbl5

Root port is 385
path is 4

Topology change flag not set,
not set

Number of topology changes 8 last change
occurred 1:32:11 ago

''" from Ethernet3/1''
Times: hold 1, topology change 35, notification

(Ethernet3/1), cost of root

detected flag

2

F7,

MR POEFEEFIB LT /N A 55 CE 5 &
INZBRAET, AV EZ—T oA ARSI TS
TNAATZOFIEEZBYIELET,
TDFNRALADA VB —T 2 A AZADY 07 TF T
FHERLET,

AVN—D T RABRIOBED S IV a—T a9

STPO 2 NR—=V 2 A TFRED L EWVERND»D 0, FHLARAWERKN Ry NT—7

MR T URRAET D AREMDRH Y £,

A=V ADOMBEE N T TN 2 —T 4 7T DI, ROMBEEHR L ET,
cXEIhExry U= FARr VKOOI T —,
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cHAT—DFRTEI A, EEE, 7V v URFE, V— M —F, BPDUV— R ED T A afi
IRHERE 7 &

« HELEGRFEAR— b ((R— b VLAN) OflREZB /= "=V = AFD AL vF CPU D
BEN=Viip

o STP TS A Y 7 by = T [EE,

— N O_ =
T4 TD—T 42T =TT BRy bT—U DIREE
STP NEFEDEEIZCIE L ML TERNWZ E XN L7010, YAaTIE, Fy hU—7 %
Rk L — T I DARET DT DLEOFERE & JERMERE A BT L& L7z,

M?@%?fwy;—%4yﬁi BEDBEEDFEKRZY Y DT TR DDITENBET
M. I OYEIERRE WL, Ry MU — 7 BEENAL— T bR H#ET A — D T ETT,

1R BHHIIZ

T RTDAAL vy FHY 7 TURIMEAOHETFE Y > 7 (UDLD) 7w k2L f%)
W LET, FEMIC oW TIX,  [Cisco Nexus 9000 Series NX-OSI nterfaces Configuration Guide!
EZRLTLLEEN,

e T RTDAAL v TFMI v I HAR=Z T V) — Ry NI =T R— M ZA T L LTHREL
T, 7V v URIHESRE R E L E T,

\}

GE) Vo Z7omEITT Y v IRFHEREEZ A R — T VI T HMLENRH D
9, F 9 TRWESIL. Cisco NX-0S 137V v IRIAFO &S
DFEDIZR— T ay 7RI £3,

T RTHOTY RRTF—2 gy B "2 AR PV ) — 2y DR— A4 F L UTHRE
LET,

STPT Yy VR—FE2RELT, XY NT—TDORT p—~ ATEEE 5 2 D[RO H
LR UETBRNMBLOMERO T 7 T 4 v T ORERIBTALERHY T, 2D
<~V RiE, T RAT = a IEHE T AR — R CTORERLET, £9 Liane, B3
M7 b ARe Y V=TI LoTT—F% Xy b V—TNREAEL, TXAALRXY NT—7
DOEMERFWr S5 AlReEDN H D £37,

AR— K F ¥ /LD Link Aggregation Control Protocol (LACP) %A x—7 /ML T, &~—Fk
F v RVOFRE I AOREZ AR L £, FEMICOW TR, [CiscoNexus9000 SeriesNX-0S
Interfaces Configuration Guidel] #Z:f 1L T 7Z2& 0,

AA v FRY 7 CHEIR I == a2 T 4 B—T /I LRNTL &, HEjxr A
Y=gy A= ANE, VE- MEEFRE ETEET, i, Y E— MITRE

EEpT o bERFIETT, UVE— MITREERRE SIS &, Vo2 RERE VUL
EZELTVWAHATYH, a—b W Iz v 7250 SHET,
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B o7 v —Tindsry ro—sogE

A

FE OSTP XA ~—%2EHTIHHEAITEELTLEE, STP XA ~v—
IMREICEFELTRY, BEIRy NV —7 2RI EBEY 52 5

ATREMED D D F 9,

FIEDHE

1.  ({EE) switch(config)# spanning-tree loopguard default

2. switch(config)# spanning-tree bpduguard enable

3. switch(config)# vlan vian-range

4. switch(config)# spanning-treevlan vian-range root primary

5. switch(config)# spanning-tree vlan vian-range root secondary
FIEDFEH

ARV KRFERETI Va3 Y BHY

ATv 1| (J=&) switch(config)# spanning-tree loopguard J— K~ T—=REMHEHL TRy NU—7 STP it %
default R#ELET, /L— b H— K& BPDU I — R&MH
5l - DL, SIS DL STP 2{RETE £,
switch (config)# spanning-tree loopguard default

R T 7 2 | switch(config)# spanning-tree bpduguard enable STP = v ¥7"— K TBPDU /' — R& A X —7 /L L
5l - T, e MRS TV A RERK Y hV—2 F
switch(config) # spanning-tree bpduguard enable /\/r A (5\7" AA ‘)7‘\) TV YT e

L) OB Lz RNE I LET,

Jb— K H— R, STP N ORELZ T K D
\ZL %7, BPDU #— Ri%, BPDU (i BPDU 72
JTRL) EZELTWDAIR— b a2y hF TV
LET,

GE) 2050 STP v ¥ AR— hBNEREE-IX
AT R THERE SN TV D 5E . I
D)—713v—  FT— RE721Z BPDU
H—RiZLoTHiEEhEREA,

Z Fw 7 3 | switch(config)# vlan vian-range @51 VLAN Zi%E L. &8 VLAN TO=2—H% k
i - 7747 ZEL £, FHVLAN X, $ > b
switch(config)# vlan 9 ]7%7/£{Z':T6if£ < EvT A V7 A= 7 L:E ij/b

ij—o

R v 7 4 | switch(config)# spanning-tree vlan vian-range root THIE[REZR STP L— R EHRELET,
primary
i -
switch (config)# spanning-tree vlan 9 root primary]|
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ARV RFEEETIIa Y B8
R v 7 5 | switch(config)# spanning-tree vlan vian-range root THITHE/Z2 /N 27 7 v FSTPL— NEBERELE

secondary +,

fil I NR—T = ANTRATRERR FIETIThiL, 7%

switch (config)# spanning-tree vlan 12 root ThHOIF Y Z]—-@%ﬁfg FR®= ‘.\/75)*%5@%%5 X 5

secondary 12, STP/L— K &8y 27w F STPL— R ZikET
HUHERSHVET, STPTI7A4F VT 42T 74V
MEDOEFIZLRNTLZEW,
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o
W—T 429D TINoa—TFTa28

=T A VT OEED N T TN 2 —TF 4 L TICONT (85 ~4—)
s NTITNY a—T 4 T N—FOPTF = 7 ) A (85 %—Y)
=T AT DRI TN =T 4T (86 —)

ARV NR—RA =T AT DRNT TN a—T 47 (89 X—)

W—T A VTDRBED ST a—TFT 429122V T

LAY 3IN—T 4 7N, il /V—T 4 VT NADRIE L3 ORZHOPTE E D |
2ODEARMEENRNH Y T, V=T 4 TN ZLEHERTEHE, L—F DL ET
DS A () ZBETXET, ZOFHETEL, BRLETAVITY XA L—K A K
Uo7, Z2LTrR=RFANT Uy TRORBENADRR R EOBEFRHIZLIVERY 7,

Cisco NX-0OS 1%, BN —T 4 7B LR (VRF) A v AX A, BIXOEE D)L —
T4 U TERR—ARB)Z Y AR—FLTEY, EEHOT LA RAAL Y R—FLET,
A VRFIZRIBIZEHEAT TRV . 2 OFRPEREFR—A (FIB) IZL o TIREENF
bé-o

N—T 4 T DFHFMZONTIE, LFO RF a2 X F 2L TIZEN,
» [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guidel

» [Cisco Nexus 9000 Series NX-OS Multicast Routing Configuration Guide]

kST a—TF420 IL—FOPEIFI VO YR

RANCROEAZMERTHZ LT N—T AV ITOMEE N T TNy a—T 4 T TEET,

FryvHO )X+ Done

N—TF 47 7a ha)VNHEI o TNWD I LR L E T,
MBIZIN LT, TRLVARA 77 I UMNRREINTNWDZ E2MERLET,
—F 47 Fa ha)UZEE e VREDRRESNTWAH Z L AR LET,
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N—T 4 Y TIEREFRT DL, ROa~vr FeRLET,
e showiparp
« show ip traffic
« show ip static-route
« show ip client
» show ip fib
« show ip process
« show ip route
* show vrf

« show vrf interface

W—T 420D TIVa—T429

FIEDHE
1. switch# show ospf
2. switch# show running-config eigrp all
3. switch# show running-config eigrp
4. switch# show processes memory | includeisis
5. switch# show ip client pim
6. switch# show ip interface loopback-interface
7. switch# show vrf interface loopback -interface
8. switch# show routing unicast clients
9. switch# show forwarding distribution multicast client
F g ¥4
ARV RFERETY Va3 Y BHY
R T 71 | switch# show ospf =T 47T b AVPERPIIRoTND I L&
i - R LET,
switch# show ospf Z OHERENH NI 72 > TORWEAIL, CiscoNX-08

~

WL a~xy RREHTHD EREINET,

o

% invalid command detected at '~' marker.

R 7 2 | switch# show running-config eigrp all TON—F 47 e A NVOREEHRLF T,
1 -
switch# show running-config eigrp all

R T 7 3| switch# show running-config eigrp ZON—F 47 T a hand VRF REA R L
1 - E3
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AU RFERETIVa Y

B8

switch# show running-config eigrp
version 6.1(2)I1(1)
feature eigrp
router eigrp 99
address-family ipv4 unicast
router-id 192.0.2.1
vrf red
stub

ATvT4

switch# show processes memory | includeisis

1

switch# show processes memory | include isis
8913 9293824 Dbffffld0/bffff0d0 isis
32243 8609792 bfffelcO/bfffdfc0 isis

ZON—TFT 47 Ta halore ) FEHERE
Fxv 7 LET,

ATvTh

switch# show ip client pim

1

switch# show ip client pim
Client: pim, uuid: 284, pid: 3839, extended pid:
3839
Protocol:
id: 255
Data MTS-SAP:
Data messages,

103, client-index: 10, routing VRF

1519

send successful: 2135, failed:

0

N—F g7 Fa harBZ by NEZELTNS
e ERMERRLET,

ATvT6

switch# show ip interface loopback-interface

1 -

switch# show ip interface loopbackO
loopback0O, Interface status:
protocol-up/link-up/admin-up,
Context:"default"

IP address: 1.0.0.1,

iod: 36,

IP subnet: 1.0.0.0/24

IP multicast groups locally joined:
224.0.0.2 224.0.0.1 224.0.0.13

A B —T oA ATI—F 4771 FaLRBEL)
2o TWAZ L AR LET,

ATy T17

switch# show vrf interface loopback -interface

1 -

switch# show vrf interface loopback 99
Interface VRF-Name

VRF-ID
loopback99 default

1

A EBE—T A AMELWVRFIZH D Z & iR L
i—g—o

ATvT8

switch# show routing unicast clients

1

switch# show routing unicast clients

N—TF 47T a b aRRIBICEEKISLTND Z
EEMERBLET,

ATvT9

switch# show forwar ding distribution multicast client

1

Cisco Nexus 9000 < ') — X NX-0S

RIB HEE T L — U EEELTCWA T L 2R LE
7,
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ARV RFEREET7TOVa Y BHY
switch# show forwarding distribution multicast
client

Number of Clients Registered: 3

Client-name Client-id Shared Memory Name
igmp 1 N/A

mrib 2 /procket/shm/mrib-mfdm

151
WIZ, EIGRP V—TF 4 > 7 7' ha ViR EEFRT HHE2RLET,

switch# show running-config eigrp all
version 6.1(2)I1(1)
feature eigrp
router eigrp 99
log-neighbor-warnings
log-neighbor-changes
log-adjacency-changes
graceful-restart
nsf
timers nsf signal 20
distance 90 170
metric weights 0 1 0 1 0 O
metric maximum-hops 100
default-metric 100000 100 255 1 1500
maximum-paths 16
address-family ipv4 unicast
log-neighbor-warnings
log-neighbor-changes
log-adjacency-changes
graceful-restart
router-id 192.0.2.1
nsf
timers nsf signal 20
distance 90 170
metric weights 0 1 0 1 0 O
metric maximum-hops 100
default-metric 100000 100 255 1 1500
maximum-paths 16

I, 2=2F ¥ AN V—F 427 7 ha LR RIBICBEINTND Z L2 RRT
B R LET,

switch# show routing unicast clients
CLIENT: am
index mask: 0x00000002
epid: 3908 MTS SAP: 252 MRU cache hits/misses: 2/1
Routing Instances:
VRF: management table: base
Messages received:
Register : 1 Add-route : 2 Delete-route : 1
Messages sent:
Add-route-ack : 2 Delete-route-ack : 1
CLIENT: rpm
index mask: 0x00000004

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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epid: 4132 MTS SAP: 348 MRU cache hits/misses: 0/0
Messages received:
Register : 1

Messages sent:

CLIENT: eigrp-99
index mask: 0x00002000

epid: 3148 MTS SAP: 63775 MRU cache hits/misses: 0/1
Routing Instances:

VRF: default table: base notifiers: self
Messages received:

Register : 1 Delete-all-routes : 1

Messages sent:

R)O—R—=ZNW—TFT 4 TDZTNa—Ta42T
cACLBEGB NI 74 v 7 T D5 2R LET,

L= FMEMAFRETH D Z L 2l L E T

cIP Ry FU—27 — FDEAIL. showiproute i L E£9 2~ R&MH LT,
setip next-hop THRESNZFRZ AN Ry 7 TIP Fv T —7 )b— FBMEHAIHET
bHZEEMRLET a~r FEEMATAISERH D £,

IP R A ML— hOEAIX, showiparp ZEHLET 2~ FEFEH LT, stip
next-hop THEINT-RZ ALKy 7 TIPAA N V— "BMEHARETH D Z & & hE
WLET a~ U 2T 220ER3H Y 7,

IPv6 %~ h 7 —2 JL— h DAL, showipvbroute i L £ a2~ FEMEM L
T, setipv6next-hop TIRESNT=FZ A N Ry 7 TIPv6 v b T —7 JL— kMl
MRETHH Z L 2R LET a~r REHATILERH Y £4,

IPv6 AR A b Jb— h DAL, showipvéneighbor 2l L £4 o~ R&2H L T,
set ipv6 next-hop THEE SN F 7 A b Ry 7 TIPv6 AR A b Jb— R MEHATRETH
HZEEWRLET a~vr REEHTAILERDH Y 9,

cRY =N AT LTT VT 4 Tl oTnDZ L &R LE T (showip policy %1t [
avy R&EELTO) .

e MY OKEHE R Z MR L £7 (show route-map map-name pbr-statistics zffi i =~ >
RZ&#ELT) .,
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=% =R

AEYD ST a—TFa 5

cAFVD N T TINY 2a—T 4 T LGSR (91 X—)

« 7Ty b7 —A AEVHHARO /G LV OFHE (92 <—)
ea—H Fuk A (93 2—)

cHLAIART T R T —LDAFYET=HY T (93 _—)

AEYVD RS TN a—T 4TI HEMER

AT Iv 7 FJU0FLT7EAAEY (DRAM) X, 3 X_XTOF Ty b7+ —LTRLAT
UY—=2ATHY, HHRPNTF =y 7 SNDIITHIEELITE=FTOHLENH Y £,

Cisco NX-OS IZ. D3 ODOFETAEY ZFEHLET,

« Pagecache : 7k#i A b L—" (CompactFlash) W67 7 A WMZT 78 AT DH L, h—F)b
X7 =2 "—UFy v P IHARY T, UL, FRRT 2T R T oL &
2. TAAZ AR —VICHET 28N T 7 B ARMZERTE 5 2 LAWK LET, fit
DT AEANAEY ZREETLHHE. ¥ v ¥a SNE_—VE3 0 —F I Lo TR
SNET, —EDOT 7 A AT A (tmpfs) 1L, MR —T F v v a2 NITHFEL
T (72 & 21X, /dev/sh, /var/sysmgr, /var/tmp) . TV, ZOT —F DK A FL—
Wi, T—ADNHIRESNTLEEZBHRLET, X—VY XrvadnbiIfioTtEEd
Auo tmpfs-cached 7 7 A /W&, HIBRSNIZHBICOHAN—TF v v o SPe_— U & fif
HBLUET,

«Kernd : H—xVZIE, MEOT XA, T—4%, BLOI—3x/a— RA[EE Y 2—/b
(KLM) ZRAGFT 570D AE Y NLETT, KLMiX, {FERO=2—3F a2 Tidk
) A—xniZe—RENba—RKO—#TT, I—xV A VDOFEABIE LT, 12
YRR RIA APy NEZETHOICATY ZE 0 S THEARHY £

* User processesCisco NX-0S : Z D AE V&, I —R/VMITHE STV Linux 7w & X
(THXAM, A v o b—=TRE) ZLoTHEHSNET,

EBWAEYHHAREZ NI TNy a—T 4 07T 5580, STHAROGWYA T (et
A, N=U XYy a, FET—30) BHRITLOMLENSY T, BHEOX A T EFEE
Lo, BIO N TNy a—T 407 a<wy REFEHALT, ZOBEDKRKE 2> TW\b o
VIAR—R N ERETEET,
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AEYORI TN a—TF125 |
. T3 b+ —L AT EREO—R/E LA O

T2y bIr—L AEYFEREO—HE/S L AN)LOE

RD2ODEARK)RCLI A~y REFEA LT, 77 v N7+ — 2D ATV HEHAEOLER L
UL EFHECE F£97, show system resourcests L Y show processes memory.

\)

GE) Zhooa<wry Nh»s, 77y N 74— AOFEHAENEE/TELD LENZ ERHbMND
FITH. EDXATDAEVERRREONITOND XA,

)

() showsystemresources 2~ > RO JIZZ2& A€ U O BREN TV DAL, Linux 71—
NxX ¥y IRERTHLARERH Y £9, VAT LARLVEZDOAE) Z0ELT 5T
T, Linux I —F/MEF v v o SN AT Y 2 LE3, showsysteminternal kernel meminfo
avw s RE, VAT LADOXF Y vy a ATV EFRRLET,

ZOIETHI LTV showsystemresources 2~ > Rk, 77 v b7 4+ —20D A E U #HatHEH

ERRLUET,

switch# show system resources

Load average: 1 minute: 0.70 5 minutes: 0.89 15 minutes: 0.88

Processes : 805 total, 1 running

CPU states : 7.06% user, 5.49% kernel, 87.43% idle
CPUO states : 9.67% user, 6.45% kernel, 83.87% idle
CPUl states : 10.41% user, 7.29% kernel, 82.29% idle
CPU2 states : 5.20% user, 4.16% kernel, 90.62% idle
CPU3 states : 5.15% user, 2.06% kernel, 92.78% idle

Memory usage: 16399900K total, 6557936K used, 9841964K free

Kernel vmalloc: 36168240K total, 18446744039385981489K free SSS>SS>>>>>>

Kernel buffers: 10860132K Used>>>>>>>>>>>55>>555555555555555> S555>>>

Kernel cached : 120072K Used >>>>>>>>>>5>>555555555>5555>>>>>>>>>>>> seeing these extra

logs

Current memory status: OK

Y
GE)  ZoOHAHIE. /proc/meminfo @ Linux A€ U FHaHERN DRSS ET,
stotal : 77 v F 7+ — L LOWH RAM D,
o free: REEM E 71T HTRER A £V D&,
cused : BV S THN OkFif7e) AEU L v viadii (—RR) AE D DR,

XrvialbNyT77id, AAS~—F=2 ) 7R £EA,

ZOERIT. Ty N7 —LOFEHRO AR R R OB ERME L ET, ATV HEHENE
WHEIRZ NI T a—T 0 T AR, KV EL DOFERDBMLETT,

show processesmemory =2~ > R, 7aob® AT LD AEVEY Y TEFRLET,
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switch# show processes memory
Load average: 1 minute: 0.43 5 minutes: 0.30 15 minutes: 0.28

Processes : 884 total, 1 running
CPU states : 2.0% user, 1.5% kernel, 96.5% idle
PID MemAlloc MemLimit MemUsed StackBase/Ptr Process

4662 52756480 562929945 150167552 bfffdf00/bff£d970 netstack

A—H JAat X

R=TF ¥ v 2t hI—FNVOMENEN SN TWAEAEIE, —#oax—F 7T ak AN KED
AV EFEHL WD, FETHO T ok ABNE W=D (ﬁmﬂ%&%%@ﬁﬁ%wkw)\
FERARNRE L 2o TWD EWVWIAREE N H VY 97,

\}

GE)  CiscoNX-OS %, 1 FEtAlro7ut 20 A VHIBEE2EFRZL TWET (dimit) . Z O rlimit &
MxHE, sysmgriCE-oTTF AN Tyial, BEITaT 77 A VPERINET,
timit (ZIEWTF r e 2d, 7T v b7 — AOMARICKRE B e 5 2 WA RN H Y
TR, 7Ty aPBETDHERMBICRDAREERH Y £7,

KEDAEYZFRALTWATOERADEE

wDa< Nk, BEOT o v ARKEDO AT ZFHL TWAENE I AW 25 DICHEL
bBET,

« The show processmemory =~ Rif, 7Bt AT ELDATVED Y TE2RRLET,

switch# show processes memory
PID MemAlloc MemLimit MemUsed StackBase/Ptr Process

4662 52756480 562929945 150167552 bfffdf00/bff£fd970 netstack

)

(GF)  showprocessmemory D) 22~ KO L, BUEOHEHZRD
EARIC B 2R L2 W ATREME A H D £ (BI04 Thh T
WHZEEERLERA) ., Zoa~r Rt 7ok ZAHIRIC
EDNTNDNE D AT 2 DITESLH ET,

A RAHFTSY R ITAF—LDAFYE=ZRYY

CiscoNX-0OSZlZ, AT LDV T, Fuv A0 7Ty o, BIORFOMOEE LW
BEL AT A0, I—FX WL D, AFIUFHEDET=Z Y o VEENEISAEFNTH

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .



B o =vizve

AEYORI TN a—TF125 |

EFT, TV M T A AR —TriE, (EEHINTWDLRAMOREZEAELT5) A€
OEHRZEWINCT =y 7 L, SHEPRFRESNZLEWVEEZEA S L, BEIIZT 7— K
AR PEERLET, 77— M LW IET DL E, D—FNVEREILRST—Y (& 2
I, TV BRSNS ol KT 7 ANDN—T Xy v a) BIRETHIETAEY %R
Lo ELET, F2d, 2V T 4NV L ULZET D L, I—FiE, AT IVHHENREK
HEW T ot A ZBEHEIE T LE 9, CiscoNX-0S DD a2 v iR—x% v MMaiE, R—&— 4~ —Fh
YA Fa bz (BGP) DL —Z2 7 a— AFY N RY TR EDODRAEY T T — ML
HPABASINTEY, 7o EARNZNHBFOMELTE L CAEY OFHEZHETE5 L9
o TWVWET,

AEYLEWME

ZOWENERSN TV DEHE, X—AT7A 2 DOATY TH, RO LEWEPLETT,
« MINOR
* SEVERE
« CRITICAL

77 4V b O L EVWMEIZ DRAM YA RIS U TEBIRHICEHE I D7D, TOEIZT T v b
T —LTHHAEN TS DRAM 1 R K> THEARD 9, LEVVEIL, system
memory-thresholdsminor /X—t% > 77— savere /S —+& 7 — critical /S—% 7 — P & fif ]
LTHETEET, a~v U F2EATLIVNERHY £7,

CiscoNX-0OS U U—Z 102(4M L&, T 74/ FDOVAT A AEY LEVEIZKRO LY T
R

CiscoNX-0S U U—Z 103()F LA, T 74NV DV AT A AEV DO LEVEITKRDO ELBY T
R

c 7 UT 41V 191
« T A : 89
e~ A7) — :88

$49E BGP EVPN VXLAN VNI (HR— F &R TW A HEIRIZ SV Tk, Cisco Nexus9000 3 U — &
NX-OSHRFEH LR T A REBR) Z2E50IRIREAEZFEIT L TCVWD AL v FTiX, 7741
FDOY AT 5 AEY LEWMED CiscoNX-0S U U —RZ1033)F UV U —ATHAR—rInTH
FT, VATEANIZ VT 4N AEY TT7— MG LAEWEIZTHITE, Ty F 7 L—
RIZHIC, VAT A AEVOLEVEEZ LD @SWVEICHERLET, -ExiE, VAT 4 2
FVDOLEWEEZ~A FT—DOLHAIL0, ERZRLEEIT, 7 VT 4 WNVOEEITISITERE L
£,
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Ny b 20—DBRED S TILY a—
Fa4 T
ey hT7u—0RE (95 %—)

O =]
Ny D O—0FERE
Ny MIROBR T Re y 7SN D RN H U 77,
VT RT 2T AL v FONTy ME, 2 br—L L= DRI —FIE (CoPP) 73
JRRTRry 7S5 MR H Y £3,
e N= R =T AL v F Oy NI HEIROFIRICEY, "= R =TIZXoTFry
TEINDLARERH D £T,
Cisco NX-OS U U —& 10.3(1)F LA, LA T CLIAS, Cisco Nexus 9300 35 & T 9500 Cloud Scale
AA v FTHR—FENET,

« show har dwareinternal statisticsmodule-allall : 77 7 4 778 2 — VOt E Tz R L £
TO

« show hardwareinternal statistics module <module-no> all A —/X— 34 FIN G DEFED T 7
T AT BV a— VORFHERER ST LET,

L—FrHIBRICk T ROy Tanf=/"7r vy k
show hardwarerate-limit =~ FZH L, L— FMHIROZZDIZ ATy R ey 7SN T
WAHINE D ERLET,
switch(config)# show hardware rate-limit module 1

Units for Config: packets per second
Allowed, Dropped & Total: aggregated since last clear counters

Rate Limiter Class Parameters

access-list-log Config : 100
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Allowed : 0
Dropped : 0
Total : 0

CoPPOf=HhIZkAy TEnf=/\ v k

show policy-map interface control-plane =2~ > R&ZHH L, a2~ REfHL T, 237 v b3
COPPIZ LT Ry I TNDMNE I it LET,

switch# show policy-map interface control-plane
class-map copp-system-p-class-exception (match-any)
match exception ip option
match exception ip icmp unreachable
match exception ttl-failure
match exception ipvé option
match exception ipvé6 icmp unreachable
match exception mtu-failure
set cos 1
police cir 200 pps , bc 32 packets

module 27
transmitted 0 packets;
dropped 0 packets;

module 28

transmitted O packets;
dropped 0 packets;
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PowerOnBEE)70E 3 =29 D ST
oa—TF49

¢ POAP NE=E T T AT TOFRINIC A A v FEE) L7y (97 =—3)
* POAP W32 (97 ~—)

POAP MW5ET 9 BIXT DEFMMANIZR A vy FHEE) L %Ly

POAP 735¢ T3 2 DICH4r 22 R 3% LT A4 » FEE) L R2WEAIE, v ) T VEIR A
NLUTCAAL v FICEHE L, ROT a7 FOEFHTEIELTLES> T E R L ET,
Waiting for system online status before starting POAP ...

Waiting for system online status before starting POAP ...
Waiting for system online status before starting POAP ...

System is not fully online. Skip POAP? (yes/no) [n]:

a7 Tno EANTHE, POAPESATCEET, TOLXHITLTH 2[EIHDHEITT
POAP N IEHICHE) LR WEE L, HIFHFIC Y n 7 F Cyes EAN LT, EDE Y T v
TEFATLET,

POAP n kB89 %

PowerOn Auto Provisioning (POAP) M 5 72xOBH TR L7ZHE1X. ROT 7 v a w57
L/ i j‘o

HHE DAL v FORBIFIEAZ KT T HI121E. POAP 7k 2 &=k L% 9, POAP 2554
WABIET A ETICES L2 ERH D £TOT, LIELLSBHELLIEEN,

2013 Oct 29 22:24:59 switch $$ VDC-1 %S $POAP-2-POAP INFO: Assigned IP address:
172.23.40.221

2013 Oct 29 22:24:59 switch %5 VDC-1 %$ %POAP-2-POAP_INFO: Netmask: 255.255.255.0
2013 Oct 29 22:24:59 switch %$ VDC-1 %$ $POAP-2-POAP_INFO: DNS Server: 172.21.157.5
2013 Oct 29 22:24:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Default Gateway: 172.23.40.1
2013 Oct 29 22:24:59 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: Script Server: 172.23.40.6
2013 Oct 29 22:24:59 switch %$ VDC-1 $$ $POAP-2-POAP_INFO: Script Name: /pxelinux.0
2013 Oct 29 22:25:09 switch %$ VDC-1 %$ %POAP-2-POAP_INFO: The POAP Script download
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has started
2013 Oct 29 22:25:09 switch %5 VDC-1 %$ $POAP-2-POAP_INFO: The POAP Script is being
downloaded from [copy tftp://172.23.40.6//pxelinux.0 bootflash:scripts/script.sh
vrf management ]
2013 Oct 29 22:25:10 switch %$ VDC-1 %$ $POAP-2-POAP_FAILURE: POAP boot file download
failed.
2013 Oct 29 22:25:10 switch %$ VDC-1 %$ %POAP-2-POAP FAILURE: POAP DHCP discover
phase failed
2013 Oct 29 22:25:12 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Abort Power On Auto
Provisioning and continue with normal setup ?(yes/no) [n]:
2013 Oct 29 22:25:46 switch %$ VDC-1 % %POAP—Z—POAP_DHCP_DISCOVER_START: POAP DHCP
Discover phase started
2013 Oct 29 22:25:46 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Abort Power On Auto
Provisioning and continue with normal setup ?(yes/no) [n]:

Abort Auto Provisioning and continue with normal setup ?(yes/no) [n]: yes

0l 77 AIVTREOEBAZHER LET, 220OPOAPE S 77 A NVNT—h 7T v
RSN E T, POAP 7RO R 71X, RIZART L ST, poap_pid init.log T
57 7 ANVIRGEENET, REROBHIZ, 2077 A VOKREBIZERSNET,

bash-4.2# tail 20131029 222312 poap_5367_init.log -n 3

Tue Oct 29 22:27:41 2013:poap_net rx pkt: Droppping the pakcet due to Ethernet
hdrparsing error on if index - 5000000

Tue Oct 29 22:27:41 2013:DEST IP is not Broadcast

Tue Oct 29 22:27:41 2013:poap_net rx pkt: Droppping the pakcet due to Ethernet
hdrparsing error on if index - 5000000

DHCP F /21X TFTP — b X 7 oo — KX POAP A7 U7 N 77 A )R FIT 7 1
TATRMT 20 E ) 0 EHERALET, BMEOEMEIZS LT, 71 A T@EEDOE » b
T TERITY T — FEHEITTEET,

2013 Oct 29 22:42:34 switch %$ VDC-1 %S %POAP-2-POAP INFO: Assigned IP address:
172.23.40.181

2013 Oct 29 22:42:34 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Netmask: 255.255.255.0
2013 Oct 29 22:42:34 switch $$ VDC-1 $$ $POAP-2-POAP_INFO: DNS Server: 172.21.157.5
2013 Oct 29 22:42:34 switch %$ VDC-1 %$ $POAP-2-POAP INFO: Default Gateway: 172.23.40.1
2013 Oct 29 22:42:34 switch %$$ VDC-1 %5 SPOAP-2-POAP_INFO: Script Server: 172.23.40.6
2013 Oct 29 22:42:34 switch %$ VDC-1 %$ %POAP-2-POAP INFO: Script Name: poap.py
2013 Oct 29 22:42:45 switch %5 VDC-1 $$ $POAP-2-POAP_INFO: The POAP Script download
has started

2013 Oct 29 22:42:45 switch $$ VDC-1 %$ $POAP-2-POAP_INFO: The POAP Script is being
downloaded from [copy tftp://172.23.40.6/poap.py bootflash:scripts/script.sh vrf

management ]

2013 Oct 29 22:42:46 switch %$ VDC-1 %$ %POAP-2-POAP_ SCRIPT DOWNLOADED: Successfully
downloaded POAP script file

2013 Oct 29 22:42:46 switch %5 VDC-1 %$ $POAP-2-POAP_INFO: Script file size 21965,

MD5 checksum 1bd4b86892439c5785a20a3e3ac2b0de

2013 Oct 29 22:42:46 switch %$ VDC-1 %$ %POAP-2-POAP_SCRIPT STARTED MD5 NOT VALIDATED:
POAP script execution started(MD5 not validated)

2013 Oct 29 22:47:57 switch %$ VDC-1 $$ $POAP-2-POAP_FAILURE: POAP script execution
aborted

I3
S

POAPARZ Vv TZr7AnroualiE, 7—bh 70 a i TT7 7 A NCEERAENTE T,
7 7 A VA iE poaplog THED £7, HEODOT7 7 AN v ZRbL5EIX. BHOF A L
AR T fon S PN TT T =N O DHER L £,

bash-4.2# tail poap.log.22 42 46
CLI : show file volatile:poap.cfg.md5.poap md5 | grep -v '“#' | head lines 1 | sed
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INFO: md5Ssum 46684d8f8b7c5ffac3b37ac8560928e5 (.md5 file)
CLI : show file volatile:poap.cfg md5sum

INFO: md5Ssum 46684d8f8b7c5ffac3b37ac8560928e5 (recalculated)

CLI : config terminal ; boot nxos bootflash:poap/system.img
CLI : copy running-config startup-config

CLI : copy volatile:poap.cfg scheduled-config

INFO: Configuration successful
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PythonAPID bS5 L a—TFT 42

» Python API =7 — D35

Python APl T 5 —D =15

(101 ~2—3)

ROWT IO Python API =7 —NFERENTHEIL, ROT 7 a v w#FTLET,

VIR—FRLEFE
j‘o

fER fRRA R !l
Python cli API |% NameError % | 7' 7 —/3)L4, | >>> cli('show clock')
RS, = . Traceback (most recent call last):
qubij—o H”Iﬁzﬁb‘— cli & File "<stdin>", line 1, in <module>
Y a2—)L % A |NameError: name 'cli' is not defined

>>> from cli import *
>>> cli ('show clock')
'20:23:33.967 UTC Fri Nov 01 2013\n"

Python clid API (&,
structured_output not supported error
ZAm—LET,

CLI £7-1%7
U w7 APl %
FRLET,

clid APL i, #%
T —#
F1 %Y R— b
+TAHav R
TOHBEL
3

>>> clid('show clock'")

Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "/isan/python/scripts/cli.py",

45, in clid

raise

structured output not supported error (cmd)

errors.structured output not supported error:
'show clock'

line
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SEAR fRR A& 151
CLI API 8 XX Cisco A7 77 A 1D >>> from cli import *

. L. . _ . 1s |>>> cli('clear counters')
>/I:7 Ffi\ Permission denied @“\ :j<?“/]‘ Traceback (most recent call last):

T —%FAn—LET, FHITY — File "<stdin>", line 1, in <module>
- File "/isan/python/scripts/cli.py", line
AT 7 EA 20, in cli
jA%Sfi&50)4‘ raise cmd_exec error (msg)

é}iﬁ#@ﬁ&ﬁ§gb errors.cmd_exec_error: '$ Permission denied
- for the role\n\nCmd exec error.\n'
%):.&f%fﬁgﬁg >>> from cisco.interface import *
L/EETro WABE | >>> i=Interface ('Ethernet3/2")
~ . Traceback (most recent call last):
@_ESI,’C‘ File "<stdin>", line 1, in <module>
it - "/isan/python/scripts/cisco/interface.py",
%fﬂE%§QL$EKE line 75, in _ new
%fﬁibﬂlzjff) cls. Interfaces[name].config(True)
\ File
SVET "/isan/python/scripts/cisco/interface.py",
line 91, in config
s, o = nxcli('show runn interface %s' %
self.name)
File "/isan/python/scripts/cisco/nxcli.py",
line 46, in nxcli
raise SyntaxError, 'Error status %d\n%s'
% (status, output)
SyntaxError: Error status 30
% Permission denied for the role

Cmd exec error.
>>> import os

>>> os.system('whoami')
test
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Python APl =5 — M 5%

JEIR fRR A& 451
uellib2 F 7203 7 MRS | EL DGR |

. import urlli
MR XN FEH A, V=T 4T |sss °

a7 % A R |u=urllib2 ("http://172.23.40.211:8000/welcome.html")
Traceback (most recent call last):
%Efﬁ;ﬁ Law File "<stdin>", line 1, in <module>
%)Z_&j%fﬁ@%ﬁ TypeError: 'module' object is not callable
> >>>
L/‘§E'§<O €9 w=url 1ib?2. urlopen ("http: //172.23.40.211:8000/welcome. html ')
TFiﬁb\%%é§ Traceback (most recent call last):
{i‘ IEI/U‘%) File "<stdin>", line 1, in <module>
N File "/isan/python/python2.7/urllib2.py",
0)¢Cﬁnk)é§71 line 127, in urlopen
ijfo return opener.open(url, data, timeout)
File "/isan/python/python2.7/urllib2.py",
line 404, in open
response = self. open(req, data)
File "/isan/python/python2.7/urllib2.py",
line 422, in open
' open', req)
File "/isan/python/python2.7/urllib2.py",
line 382, in _call chain
result = func(*args)
File "/isan/python/python2.7/urllib2.py",
line 1214, in http_ open
return
self.do open (httplib.HTTPConnection, req)
File "/isan/python/python2.7/urllib2.py",
line 1184, in do_open
raise URLError (err)
urllib2.URLError: <urlopen error [Errno 113]
No route to host>
>>> from cisco.vrf import *
>>> VRF.get vrf name by id(get global vrf())
'default'
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NX-APID ST a—Fa 08

*NX-API DA RZ A4 (105 <—2)

« NX-API 3 L2V (105 ~<—2)

BENKIBLET (106 ~X—)

« Bash (23T 2RI MESR S5 (106 ~—2)

7T UYP B RRy 7 ANGHNEREGETE 2R (106 ~—)
«CLI a2~ F =7 —REREND (107 <—)

s LT —AvE—UnFRIND (107 X—)

s —RET7 7 ANPEZD (107 ~<—2)

s gy RHAOF v 2 7 BEE S ey (107 =—2)

NX-APIDO A 54>

NX-API |Z, AA v T E® Programmable Authentication Module (PAM) % i L CEBAEAETT\
%9, cookie Z ] L T PAM DORSGERZ IS L, PAM OAMTZHDL LET,

N K ~
NX-API A2 L 7Ly
NX-API BIEE LR WGAIL, ROT 7> a w237 LET,
« show feature | grep nxapi =~ > RZfEH LT, NX-API AT/ >TWDH Z & 2R L

i ﬁ‘o

e shownxapi =~ R&MH LT, HTTP £72IXHTTPs AN/ > TWAH Z L 2R L E
ﬁqo

e show nxapi 2~ > RZFEH LT, NX-APIL A TSNS AR—F T v R LTWNHI L%
B LET,

« RIFFFAT SN TV D o~y REEERLET, BIfE., NX-APLIZHE DU —— 7 a2
TEITEN, YU 7NV ALy RTT, 1o0a~wy ROETICERZR 05 L, oa~
YERT ey ERET, NX-APHIERZF v v o LEd, BEOERNET TS L,
HMOERPIME I NET,
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- Bash #H90c L=, FIEZEMIZ OV TIE,  [CiscoNexus9000 SeriesNX-OSProgrammability
Guide] ZZML T 7Z& W,

« /var/sysmgr_nxapi/logs/errorlog T 7 —NR2 Wil L E T

« NX-API 8 £ 725 L7a WA 1, nofeaturenxapi & A1 L %3 35 X U feature nxapi
NX-API Z HEE) L £, NX-APIIZAT— LA THY, HEELTHLEZETT,

D PR T 4 Fal—varavy REFTTXRVERL, KOT 27 va w27 LE
7+
co— Pz awy REEFTHEOOE LOHERRSH S = & 2R LET,

Bash [CX T SEFRIMNER SN D
2 —H N Bash D [FFA NG ENS (PermissionDenied) | A v E—I%2Z(E LEEAIE. &
DT IavEETLET,
« show feature | grep bash ZffiH L C Bash ZANC /2> TNWDH Z & 2R LET 2~ K
FEITLTLEEN,
cBEDZ—YANR Bash [T 7 B AT HT-DDE LWHERZH > TWAZ L AR LET,

» Bash OFEMIZ DWW TIE,  ['Cisco Nexus 9000 Series NX-OS Programmability Guide] % ZHf L
TLEEN,

T2 H O RiRy AN HAZFRG TS0
TV B KRRy 7 ANGHNERG TERWEAIX, ROT 7 v a v E2FTLET,

s HIBRRKREWGERL < ROFITIZHRIDR 256X, 77 U9 e— KRBT
P XA LT M LR DY £9, Python 7 T A 7 R &EHA L TNX-APLIZT 7
T AL THTL I, FIEFEMIZOWTIE,  [Cisco Nexus 9000 Series NX-OS
Programmability Guide] Z#ZH L T 72 &0,

N

G¥)  HERERIN D77 7YX Mozilla Firefox T9,
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cwavr R s—nxrsns [

~ ~ — N —
CLIaR Y K IS5—MRTFEINDS
A—PREBOa~v L REFEIT LI L XICCLIa~ Y R T —RNERENLIEAIX. ROT 7
alrwFETLET,
DA RN EDL IR BN TV A ZHER L E T, show =~ K& configure
av 2 RF[ARN—R] CREUDMLERH Y £9, Bash a~v > FidkIaar () TXY)
HMLENH Y FT,

IS—Ayt—URKRTEIND
TT— Ayt —VRHNCRRENDGEIE, KOT 7 v a v EFETLET,

e T T — Ay E—VOFAICHES T TZI N,

* Bash =~ > RNFEITEINRWEATE. Bash AN 72> TV DR T B 7212, show
feature|grep bash =~ RZFEIT L T E &V, Bash OFAIZ OV TIL,  [Cisco Nexus
9000 Series NX-OS Programmability Guide] # &R L T 72 &0y,

ca—PICawr REEITTHEODIE LWHERNIS S Z L 2R LET,

e NX-API B4 L7y (105 ~X—) OFERICHE> THERIEL E T,

N L
—BI7AILDEA S
U7z ARNZT I, —WFE7 7 AL fvolatile IZIERC S 4L, 7 T4 7 > MZiRshvbd a~y R
NIMETEENET, BEROF v 7 RTA=ERN00EE, a~vr FEAONZ T4 7 2 Mok
VIRSNADERNZTZ 7 A WIFHIBRSNE T, BROF v 7B 1O%E, Fr 7 2 LT
TIAT LV MTERBTEBLLICT 7 ANMEIREISNET, ZO7 7 A VFEMMIZZ U —
ToTENET, BIE, 207V =0T o310V 72 A D EICETEND L HICRES
NTWET, 77 A%, (BRI 60 FPLINIZT 7 B A SN - -84 £7213 600 FLLN
WCEB IR ol FRFEAT—FAREHINR DTGB V=0T v 7 ENET,

AR FHADOF v U IDEES NG

F X 7 =1 DERTIE, sidF CEICRESNTWDHA, a~vy RHADRLF v 7 M
BfFSNET, ZOWRIX, 77947V EBREDT v 7 2ERL, Xy hUV—7HNDOLEZ
MTRey7ERET ey 7 SN0, 450 —IZZELRWRBUCRHSELET, 77
ATV MIRUF v 7 Z/EERTE, —RE7 7 AR V=0T w7 IHRTORWRD
ELWT—=2%2ZELET (77 A ANBHEZL (107 =) 258) |
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S—N\EBEED STV a—TFTa25

e 7uEADAEVEHID Y TORE (109 ~—)

« 7t Z2D CPUMHEORE (110 X—)

ex= XY TakvAnay 7Ty A4 (111 =)

e VT wa ay Ty A )LD (111 _—)
27O VT (112%—)

e a7 Ty ANOHB A —DA 2 —7 U (112 2—)

TJO€XDAEEY B TOHETE

AEIVHNOE T AOEI Y YT, IR, AEVEODYT, BIOMEMARREZFFETEET,
K13 show processesmemory =~ > 2B O EITE, Z oM, #lzfERICT 57201

B SNTVET,
switch# show processes memory
PID MemAlloc MemLimit MemUsed StackBase/Ptr Process

1 159744 0 2027520 ff808d30/ffffffff init
2 0 0 0 0/0 kthreadd
3 0 0 0 0/0 migration/0
4 0 0 0 0/0 ksoftirgd/0
5 0 0 0 0/0 watchdog/0
6 0 0 0 0/0 migration/1
7 0 0 0 0/0 ksoftirgd/1l
8 0 0 0 0/0 watchdog/1
9 0 0 0 0/0 migration/2
10 0 0 0 0/0 ksoftirqd/2
11 0 0 0 0/0 watchdog/2
12 0 O 0 0/0 migration/3
13 0 0 0 0/0 ksoftirgd/3
14 0 0 0 0/0 watchdog/3
15 0 0 0 0/0 migration/4
16 0 0 0 0/0 ksoftirqd/4
17 0 0 0 0/0 watchdog/4
18 0 O 0 0/0 migration/5
19 0 0 0 0/0 ksoftirqd/s
20 0 0 0 0/0 watchdog/5
21 0 O 0 0/0 migration/6
22 0 0 0 0/0 ksoftirgd/6
23 0 0 0 0/0 watchdog/6
24 0 O 0 0/0 migration/7
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JAatAN

25
26
27
28
29
30
31
32
33
34
35
36
37

O O O OO OO0 OoOo o oo

O O O OO OO0 Oooo oo

O O O OO OO0 Oooo oo

Y—NBED STy a—F127 |

0/0 ksoftirgd/7
0/0 watchdog/7
0/0 events/0
0/0 events/1
0/0 events/2
0/0 events/3
0/0 events/4
0/0 events/5
0/0 events/6
0/0 events/7
0/0 khelper
0/0 netns

0/0 kblockd/0

Z OIETHAA LTV 5 show processesmemory =2~ > RiZik, IROF—TU—RnEENE7,

Bl

HhuE77A MV FAL L7 FLET,

HABBAFED 7 7 A MBS NET,

F——F
>

>>

shared

HEHEAEVFRERTFLET,

CPU E HEDHE

AEYNTEITHO T 1t 20 CPU MR &2 K& T& £7°, ki show processescpu =~ > |
PHOWHABITYT, ZOHINE, FlEERICT27OICEAKINTWET,

switch# show processes cpu

CPU utilization for five seconds:

PID Runtime (
1 28660
2 21
3 468
4 79725
5 0
6 472
7 33967
8 0
9 424
10 58084
11 0
12 381
13 17258
14 0
15 46558
16 1332913
17 0
18 45808
19 981030
20 0
21 48019

ms) Invoked

405831
1185
36439
8804385
4

35942
953376
11
35558
7683251
3

29760
265884
2
1300598
4354439
6
1283581
1973423
16
1334683

uSecs 5Sec

306

35
497

35

02

/0%

O O O O OO OO0 0O0O0O0O0O0oO0o0oooo oo

’

one minute:

five minutes: 2

oe°

1Min 5Min Process
% 0.00 0.00% init
% 0.00 0.00% kthreadd
% 0.00 0.00% migration/0
% 0.00 0.00% ksoftirgd/0
% 0.00 0.00% watchdog/0
% 0.00 0.00% migration/1
% 0.00 0.00% ksoftirgd/1
% 0.00 0.00% watchdog/1
% 0.00 0.00% migration/2
% 0.00 0.00% ksoftirgd/2
% 0.00 0.00% watchdog/2
% 0.00 0.00% migration/3
% 0.00 0.00% ksoftirgd/3
% 0.00 0.00% watchdog/3
% 0.00 0.00% migration/4
% 0.00 0.00% ksoftirgd/4
% 0.00 0.00% watchdog/4
% 0.00 0.00% migration/5
% 0.00 0.00% ksoftirgd/5
% 0.00 0.00% watchdog/5
% 0.00 0.00% migration/6
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22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

1084448
0

46490
1187547
0

21249
8503
11675
9090
74118
76281
129651
8864

0

234

2520990
31
1306203
2867126
16
2024626
1990090
1993684
1973913
2956999
2837641
3874436
2077714
8

34

430 0.00%
3 0.00%
35 0.00%
414 0.00%
3 0.00%
10 0.00%
4 0.00%
5 0.00%
4 0.00%
25 0.00%
26 0.00%
33 0.00%
4 0.00%
23 0.00%
6884 0.00%

£=2yry 70tz0a7 77410 ||

0.00% 0.00% - ksoftirgd/6
0.00% 0.00% - watchdog/6
0.00% 0.00% - migration/7
0.00% 0.00% - ksoftirgd/7
0.00% 0.00% - watchdog/7
0.00% 0.00% - events/0
0.00% 0.00% - events/1
0.00% 0.00% - events/2
0.00% 0.00% - events/3
0.00% 0.00% - events/4
0.00% 0.00% - events/5
0.00% 0.00% - events/6
0.00% 0.00% - events/7
0.00% 0.00% - khelper
0.00% 0.00% - netns

show processescpu =~ > RIZiL, ROF—U— R RREFERLTWVETS,

F—7—FK BILZ

> MhzE7Zr7AMZIEAL VT FLET,

>> HANBEAED 7 7 A MBS IE T,

history CPU ORI T oA R LE T,

sort AEVFHRICESNHN TV A2 Y—FLE
R

E-AYS JAAOAT 774

showcores ZfEfHL C7'mnt R a7 7y A V2= TEEd, a~vr FefHATAHLENRN

&)@\ij—‘O

switch# show cores

Module Instance

Process-name PID

bgp-64551

Date (Year-Month-Day Time)

WAL, BET 7T 4 TR A= R= A PNET v 77— R TELZTRTCOa7inEREN

£

a7 7714 IILONIE

7Ty va ay Ty A NVEAET 5Z1E, show processeslog =~ R L E T,

switch# show process log

Process

PID

Normal-exit Stack-trace Core Log-create-time
N N N Jun 27 04:08
N Y N Jun 24 20:50
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aAF7DO )T

clear cores i L Car7 27 V7 Cc&fd, a~r FEFEHLET,

switch# clear cores

a7 7274IILOEBIE—DA4 =r—TIJL{E

VRATLOAT7EANTEET, av» FE2HEHLT, TFTP%—, 77 v 2 RIA4 7
FFIETrAN~NDAT T ANOHEBIa—2 N LET,

switch (config) # system cores tftp://10.1.1.1/cores
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T ZAhIL HiR— bABULEDHLESHID
#E{H

o TAC |ZHEA&ET D ENCEAITT 2 FIE (113 *—2)
¢ CiscoNX-OS 5/ ~D 7 7 A LD at’— (116 _X—)
e a7 X UTOFEH (117 =—)

TAC [ZEHT DRIICEITT 5 FIR

EIMOXEEZZIT 502, 577 =P R— MEYE F 7213 Cisco TAC ~D W& b2 %
BB ERHY T, ZOHETEH, RBEORIIZH DR 2 EHET 572012, RO L
VDY R — MOBRE T DENCFETT DHLENH D FNEIC OV THEL L £,

T 7 = H VR — FHEYEEF IS Y A RN E R R 21T 0 12k, IROFINEICHENFE T,
1. VAT AEREFREFZEELET, ZOERIL. FEOMROFTEZIZNET LZHER D
DNET, ZOBFREIET DL, KO3 DOFEONT N E T L E7,
e Telnet £F/21XZ X227 =)L (SSH) 7V r—a 2R ELTC, WaHhaT %

AN 77 A MIEEELE T, terminal length0 =~ > R&H L, Zhi b show
tech-support details =~ > K 2 H L £7°,

\}

GE)  FrED showtech =~ RWKREDT =X /L L., £ DT«
A7 e SAETH5EE. EMEATRETE £9, koflz
ZML TS,

bash-4.2# time vsh -c " show tech-support platform-sdk" | gzip
> /bootflash/pltfm-tech.gz
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B wecEwTamcEnTsFIE

\}

GE)  SSHO XA A7 v MEERIX, tac-pac DALV bR 324
ERHYET, £ ThRWE, VSHEZIZ %
VSHD-2—VSHD_SYSLOG_EOL_ERRI S —REEEEND T ERD
0 E9, BEAHMIZIX, tac-pac F721L showtech ZUNEET D HIIZ 0

(ERR) (ZRRE Liﬁ‘

» Cisco NX-OS Release 9.3(1) LAR% CTliX, show tech-support details [space-optimized |
time-optimized] =2~ > REFEHATEET, vV F ALy MY =T, K16 D
Ay RERIFFICFEITL, FIRFICELCE £9°, space-optimized /N7 A — & (%, HHE
THANa~ FEEIBRL, HAOZEM L TAE VAR L REEMLET,

GE) Zoa<r FiX. RAMP 4GB RiliDT A ZATIEHR—F&Eh
FH A,

- tac-pacfilename =~ > R&ffi jj L T, show tech-support details =~ > RO 1% 7 7
ANMZVEA VT R L, TDT 7 A I)V% gzip TEM L £,

switch# tac-pac bootflash://showtech.switchl
s 77 ANKEIRE Lo =84, volatile:show _tech out.gz &9 7 7 A /L3 Cisco

NX-OSIZ X W IERENET, CiscoNX-OSHH/~D T 7 A )LD at’— (1163—)
OFIEEFEHLT, TAAANL T ANV EIE—LET,

2. DCNM T 7 —MREALEGE/RIT, =7 —0DRA 7 J—2 va vy b&2#RY £9, Windows
IS ES 77747&&4/“7%‘5#?77’“??‘5 X Alt+PrintScreen %, 7 A7 kv
BIRE XY 7T I HIZIEPrintSoreen ML ¥ 3, A7 U—1 3 v b & B LV Microsoft
DA b (FRFFEEOTa 7T L) £y a AT T, 77 A NVERIELE
R

38 AvE—VYuJANTHRLLOLEIF LTI — a2 — & DCNM £72(Z CLI b F v~
F¥+HLIICLET,

s FTAER SN A v =D U R M EFRAT DHITIE, DCNM T Event Browser % 5
Li—é‘o

cAvk—vrrnrbrI—%av—LET, ZiuLshow logging logfile & 7213 show
logging last number =~ > RZEHA L, v 7 OKRBEOEITEER L THRTE 7,

4. T =P — MEYEFISGEK T DR, IROERICEIZE LT ZE0,
c FOARAL v FFT-I1IAR— FTRIENDNFEAEL TWVWBE0,

e Xy NT—IHNIZHEDIZEDCiscoNX-0S V7 h 7 =7, RIANRNNR—=Tg 0 F
N —F YT VAT A NR=Tg ARNL—UF R, ADT 7 — A7 =T hH,
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FUZHL P R— FABNEDE BRTOER
TaC T Hanc 27 5 FIE ]

s EDE STy U= FARRYREH I TWS), (DCNM T Topology > Save
layout % J%R)

« ZOA XY N OFERTETFRAERHCREICEE 2N A 720> (VLAN, 7 v 77 L —
K., F213EY2—108M) |

s FERDBREDN SNTM DT A 2T, ZORENRFEAE LT2D

s BIRADIA LTeT A AL E D (EOT A AETFA v F—T 24
ﬁ)) o

Z DRBER BN FEA LT DTN,

o Z OB RBEITIA LT DTN 27,
o ZORBEOFABE L EDRRED,
cfAIEDT A ZATZORIENTEAE L TV,

BB AERICX Yy 7Ty LI IO =R E I T RNy T &2{To0, EDXH 7
NS TNy a—TF 4V TOFIEEZRLT-D ROEDY —LVEER LD (R L
E) o
* Ethanalyzer, ©— /L £721%Y E&— F SPAN
sCLIT Ry Z a<w K

* traceroute, ping

* DCNM » —/)1

5. MENY 7 bv=77 v 77 L—ROMITIZEEL TWH5HEIE, ROBERICEZE LT
7230,
« Cisco NX-OS DIED A= g NI TH > 720,
* Cisco NX-OS DHF LW\ S—0 3 E i),
DA~y ROMNEWNEL, I AY~— PR — FOHYF|TIRE L £,
« show install all status

+ show log nvram

6. CiscoNX-0OS UV U —A103.1(F) LAk, +_TH A1 > b (TOR/EOR) D N— K7 = 7 #iqt
AT 5 7= D L CLISlot X show hardwareinternal statisticsall 258 E NV E L7,

7. LUFiE. show-tech support moduleall =< > R CEBMEINZ CLIDO U A F T,
« A1 v hXX show hardwareinternal buffer info pkt-statsinput instance <ASIC>
« A1 v hXX show hardwareinternal jer-usd statsinterrupt asic <ASIC>

« A1 v XX show hardwareinternal jer-usd statstraffic-rate asic <ASIC>
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B cisconxos a0 r 10—

« 21 v hXX show hardwareinternal jer-usd stats port-queue front-port
<front_port_number>

« A1 v hXX show hardwareinternal buffer info pkt-statsinput instance <ASIC>
« A1 » XX show hardwareinternal jer-usd statsvsq front-port <front_port_number>

« A1 hXX show hardwareinternal jer-usd statsvsq inband asic <ASIC>

LIFiE, Eitoa~wy FTESD ¥ —Y— MBI E®R T,

F—7J—F il

XX TV a—/)VES

ASIC 7Ty 7+ —ALTHAR—FZDASICHE
%‘

<front_port_number> T N7 F—LIENYPR— T HR—E
T DHEH

Cisco NX-0S M5/ AD T 74 )LD E—

FNRAALEDETT 7 ANEBETAIVLENGIEENHV ET, ZDOXI7%7 714110,
0y Ty AN, HETTAN, T7—LUx=T TrANRERHY £,

CiscoNX-0S %, A AL DM av—IZfEHTH e harzidtLEd, T34 A,
W TIAT L MELTEMELEY, 2% Y. FTP, SCP. TFTP & v i 3 X H#IZ CiscoNX-0S
THRAEL, 77 A NIRRT AT v END, BV AT AL TV ENET,

File Server: 172.22.36.10
File to be copied to the switch: /etc/hosts

ZOIETHI L TW5 copy 2~ RiZ, FTP, SCP, SFTP, B X ONTFTPH#zE~ 1 h =L k|
T7ANE AL —FTHODOSIEIE Y — A R— N LET,

switch# copy ?

bootflash: Select source filesystem

core: Select source filesystem

debug: Select source filesystem

ftp: Select source filesystem

http: Select source filesystem

https: Select source filesystem

licenses Backup license files

log: Select source filesystem

logflash: Select source filesystem

nvram: Select source filesystem

running-config Copy running configuration to destination
scp: Select source filesystem

sftp: Select source filesystem

startup-config Copy startup configuration to destination
system: Select source filesystem

tftp: Select source filesystem
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FABWELE HRTDER
a7 sv70ER ||
usbl: Select source filesystem
usb2: Select source filesystem
volatile: Select source filesystem

KDEHIZ, WEEAD=ALE L TEFaT at’— (SCP) ZfEiHTXFE T,

scp: [//[username@] server] [/path]

ZOFITIE, 22— userl @ Jetc/hosts % 172.22.36.10 7> 5 hosts.txt |22 E°— L E 7,

switch# copy scp://userl@172.22.36.10/etc/hosts bootflash:hosts. txt
userl@172.22.36.10's password:
hOStS 100% |*****************************| 2035 OO:OO

WIZ, AL —bFT v TREH SFTP — NNy 7 7 v T 56 %R LET,

switch# copy startup-config sftp://userl@172.22.36.10/test/startup configuration.bakl
Connecting to 172.22.36.10...

Userl@172.22.36.10's password:

switch#

\}

CE) J—RADARF =T v TREODNN I T v 7%, BABIOEFEZ21T 9 BN FEH 2 MLEN

HVET, REDRIFEBLONY 7T v 7 HATHENAZ U7 &Gk LT, CiscoNX-0OS I
THEITTHZEHTEET, A2 U7 NI, copy running-configuration startup-configuration
¥ & ¥ copy startup-configuration tftp://server/name D 2 > o< > REEHHMLERH D £,
A7 VT N EFEITT DL, run-script filename 2~ > REHLES, a~r FEEHALE
R

JE—2aTU FDARE LR—

WDa<y REMAT 5 E, SCPE721XSFTP, X WHTTPS. TFTP, FIP/R X7 1 k
INVDR— FEEFERETEET, Zoa<vr NI, BEOab—7 o ha/Lndh A HF LR—
FCEITEN TS Nexus A v T LDOBTT7 7 AN Ea—F 5O TEET,

switch# copy <scheme>://[username @]hostname/filepath directory port <port-number>

A7 A TNDEHA

a7 BN, VTV aBiDVAT ALY T N =T DAT—F AT HEEMIE RS S
FNTWET, RAZRMBERFET RN TIE, a7 ¥ 72 ERHLET, a7 ¥ 7x
TETP H— "FE- I —H /L S AT LD slotd: D7 T v 2 H— RICEETEET, T7=F
bR — MESE DI RICHES T, a7 X7 H2AERT DL IICV AT AEZRET L HMEN
HOET, a7 XTE, TV =AY RN V=TIl oTTa—-RanEd,

Inonay T ET 7 =hV YR— MIYFICEEE A -V TEETEL LT, =
T HE T EFEL, TETP — NIcBEh L £ 1,
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systemcoresa v R L, a~v REHLT, ROXIICTATACaT 0T ai
ELET,

switch# system cores tftp://10.91.51.200/jsmith_cores
switch# show system cores

Cores are transferred to tftp://10.91.51.200/jsmith cores

\}

GE)

77 ANE (ZOFITiEjsmith_cores) N TFTP YV — DT ¢ L7 F U NICHFEET DHLERH Y
i‘g—o
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ST a—TFT4 200D Y—ILERESR

AV RIA A E =T 2 A AD N T TN a—T 47 a<w K (120 —)
cACLEAMEF = vl (147 =)

T T T 4 TREANT =y 1— (150 —)

e AV HE—T 2 A AEENET = v I— (152 X—)
ITD #EMETF = v I — (152 2—2)

WEZ 7 AN (153 =)

CLI T /Ny 7 (153 X—Y)

Ping, Pong, 35X\ Traceroute (155 ~<—3)
FutABLIOCPUDE=Z Y 7 (157 <—)
FroR—REEaX U Z7OMA (160 =2—)
ZWoEHR (161 ~—)

« flAIA F 4TV S Event Manager D (162 ~—)
s Ethanalyzer D[] (162 ~<—7)

« SNMP 5 L TUXRMON OH R — k(180 ~2—3)

« PCAP SNMP /X—H—Dffi il (181 ~<—°)

* RADIUS Z#F|H (182 X—2)

e syslog DA (183 ~—2)

* SPAN Offiff] (185 ~—27)

« SPAN B A5 MF = » 1 — (185 X—)

* Using sFlow, on page 186

o sFlow BA T = v I — (186 =—)

s TN— B —a RO (187 =—)

e watch 2~ ROMEH (187 ~<—)

s NTTNY a—T 4 T DY =)L FiEmOBNSE (188 X—)
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FSTNYaA—TF AL TDY—ILEFER
B == 51 qv8—oz020r5T001—F 4T a%k

~ N — -~ -~ — = ~ —
A KRS AABA—T A AN TN a2 —T«
“ N ~ >
o) av Uk
avwY RIA A F—TxA4 A (CLD) ZFEMATHE, v—drary—LzHHALT, £
7iXTelnet £7-13EF =273 =/ (SSH) By a2 FHALTYE— FTRERBLIONE=%
TZ %9, CiscoNX-OSCLI IZ}%., CiscolOS Y7 U =TI~y REELH Y | RIK
T 7 show a~< > K, v Fa—F HR—F BLOr—nLX—2D7 7 & AH|#EH
boTWET,
BFEREIIT, EREORTE, AT —H A, RT3 —< AT H1ERERLET 5 show 2~
RBHAESINTHWET, £/, koa~vr REfHTE, SOICHELWEREMET L2 L
NTEXFET,
eshowsystem= 7| =7 — BIUINEZEZL T AT AL~ LDa R R—xr MIET S
fEmz it U E4, showsystemerror-id =2~ > FZH L, a~vr Fckh, =5—a—
ROFMARBTEET,

switch# copy running-config startup-config

[H#HFHHHHFHHAHH AR H S HH S FE A H RS HEE] 100
2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file

/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFzvh—a<T R
CiscoNX-OSiZix, Y7 b =T REL NN— R =T IREZHRFIFT A2EAMTF 2 h—av
FRHEBESINTWET, AT = v 1 — DR RIX, PASSED F£ /21X FAILED & L TRl S
F7,

2019 May 1 16:31:39 switch vshd: CC_LINK STATE:
Consistency Check: PASSED

BT = v W —1%, ROBRER FATT DY —/LTT,
« VAT LOBEELHERRT D
o IRAFR ST & B Sy B0 RAT &2 SRS %
VT NY =T T=TNN—= Ry =T T=TLROBEENET =y 7T D

)

GE) F=F—tyrarBF U REBELEITT —REOLE. BT = v I —I3MGES L EE
hoe
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Cisco NX-OS %, ROEAEMF = v h—% P HR—FLET,

R2:BEMFIvH—aTUFR

avw Uk BL)] HYR—rShBHT5 v b
74+—L4

show consistency-checker copp | CoPP 7' 17 7' 5 3 o 7 Zfifgz L % | Cisco Nexus 34180YC. 9200,
R 9300-EX., ¥ X 1V9300-FX 7
T N T F—b AA v F,
BLO-EX, -FX, -RF 1
71— K %1 2 7= Cisco Nexus
9500 7T v 7 —2I A
A

show consistency-checker dme |DME1{ o % — 7 = 1 A %8 L | Cisco Nexus 34180YC. 9200,
interfaces S 9300-EX. #5 % 1X9300-FX 7
Ty b T d—b AL T
BEUV-EX, FX T4+ 51—
R Zfifi 2 7= Cisco Nexus 9500
TT v N T —b AL vF

show consisten_cy-checker IN=—R 2T DT T A_X— | Cisco Nexus 9200, 9300-EX.
egress-xlate private-vian VLAN egress-xlate Zffge L £ | B LT 9300-FX 77 v |k
4, T —hb A vF, BLY

-EX., -FX., -R7A4 > — K
% 272 Cisco Nexus 9500 7
T T A= AL T

shoyv consaaqcy-checka FEX A % —7 A ADY 7 I |CiscoNexus 9200, 9300-EX,
fex-interfaces {fex fex-id| V=T Eon— Ry 7 OREEE |5 L 019300-FX 77 v b
interface ethernet Hede L E Td—h AL vF. BLO

fex-id/fex-dlot/fex-port} [brief | EX. FX T4 ¥ 51— R4

detail] N .
Z 7z Cisco Nexus 9500 7" 7
FT7 A= AL T
G¥) fex-dlot L2 1
7.
show consistency-checker WP A L/ N— A L H—T = A A |Cisco Nexus 9300-EX,

fex-interfacesfabric <fabric-po> | o pFEx 7> 7 1) » 7 PO A |9300-FX. 9300-FX2 33 L Ot
N—= 7 BLOT777Y v |9300-GX v U —R AA v
7 R— b FX¥ R ALNN—=D | F,

A B —T AL YLD N—
Ro=7 7alo 37 EiER
LET,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker
fex-interfacesfabric <fabric-po>
member ship vlan <vian-id>

FEX A v X#—7 = A A THZ
725 TU % VLAN {22\ T,
FEX 777U w7 PO AL /3—
ZAVLAN 7 7 v KU A hD—
ThHZ eaMRLET,

Cisco Nexus 9300-EX.
9300-FX., 9300-FX2 B3 LY
9300-GX v U —RX A A v
A

show consistency-checker
fex-interfacesfabric <fabric-po>
stp-state vlan <vian-id>

FEX A v % —7 = A ATHIZ
725 TWW5% VLAN @ FEX 7 7
7 w7 PO A L8 — NG/
PIREETH D Z L 2R L E

7T

Cisco Nexus 9300-EX.
9300-FX. 9300-FX2 3 X}
9300-GX ¥ U —R& A A v
%O

show consistency-checker
fex-interfacesfabric <fabric-po>
egress-xlate private-vlan
<vlan-id>

PVLAN %[its FEX A v % —

T xA ABRHDHEEIT, FEX

Ty 7V I POA L HE—T =
A AZXIET D PVLAN /Nv— K
TxT Ta s I TR L
S

Cisco Nexus 9300-EX
9300-FX. 9300-FX2 3 L ¥
9300-GX vV — X A A v
ﬁ:\o

test consistency-checker
forwarding {ipv4 |ipv6} [vrf
vrf-name | all] [module
module-number | all]

LAY 3BEMET = v —% B
BLET,

Cisco Nexus 9000 ' J — & A
A v F

show consistency-checker
forwarding {ipv4 |ipv6} [vrf
vrf-name | all] [module
module-number | all]

LAY3IBEMTF =y h—T X
MERERTLET,

9T D Cisco Nexus 9000
Y= AL vF

show consistency-checker
forwarding single-route {ipv4 |
ipv6} ip-address vrf vrf-name}
[brief | detail]

HEDL— DL A ¥ 3/L—h
DEEEMEF =7 LET,
ECMP 7 )V—7 7 — 7 )L DFL e
DR CH—/L— R R L7z
EEIIEELET,

Cisco Nexus 34180YC, 9200,
9300-EX. 35 L 1N9300-FX 7
Ty b T x—b AL VT,
BLO-EX, -FX, R 1~
71— R %1 2 7= Cisco Nexus
9500 77 > h 7 —L A
A4 vF
GX) Cisco Nexus
34180YC 77 v
7+ —4b R
A v FTIL,
ipvd =2~ KD
FAPAR— L
TWET,

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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T+ —L
show consistency-checker F—F A MACT RL X T D Cisco Nexus 9000
gwmacdb Fe B R ZADN— R =27 L | V=X XA T
V7N 2TO—EBMETF
7 LET,
GE) Zoa<wr R, 4
7 = A HSRP(Zxf L
TS T fER A RN
THHEGERHY F
7

show consistency-checker Kim | 2 — S— X1 # & 5 A % — | Cisco Nexus 34180YC. 9200,
interface ethernet lov/port| | ooy efe 2 e L £ 37, |9300-EX, 45 L U89300-FX 7
port-channel number | vian Sy R T F— AL T,
vian-id} [brief | detail] B L T-EX, -FX. -RTA >
71— R %1 2 7= Cisco Nexus
9500 7T v 74— A
e

show consistency-checker 12 | %23 L 7= MAC 7 R L 273 7 | Cisco Nexus 34180YC. 9200,
module modul e-number Ko7 b R = 7T |9300-EX. 35 £ Tr9300-FX 7
BLTWAZLZHRLET, |Ty N T74—b AL vT,
Flo. N—RU=TICHET D | BXO-EX, -FX, R7 A1~
MY 7 b = TITIITFLE L 72V | 1 — R %4 2 7= Cisco Nexus
B b E, N—=FT7=71(9500 77 v b7 4 —2Lh A
WCHEELRNWZ Y N ERRE | A v T

nE9,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker |12 LA ¥2</LFXxv Ak Z/L—|CiscoNexus 9200, 9300-EX,
multicast group ip-address FLORELSEF v/ LE |9300-FX. 35 L 09300-GX 7
wmﬂp@MmeWmm +. Sy R T F—h A T
[brief | detail] J. O Cisco Nexus 9500 77 v
N7 —2b AL vF-EX B
LW-FXT A II—F

NOK-X9432C-S.
N9K-X9536PQ 7 A o H— K
54 D Cisco Nexus 9500 3
U= AA vF

NIK-X9432C-FM-S.
NIK-C9508-FMX-S.,
NI9K-C9508-FM-S 7 7 7' I
VARSI 2 S - A
Cisco Nexus 9500 > J — X A
v

Cisco Nexus N3K-C3232C,
N3K-C3264Q.
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ.
N3K-C3172TQ,
N3K-C3164Q, B LW
N3K-C3164Q -10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NI9K-C9372PX, LI
NOK-C9372PX-E A A v F,

show consistency-checker 2 AA w»FIR—k A L H—7 x4 | CiscoNexus 9200, 9300-EX,
switchport interface {ethernet | » o Rk 4% F = v 7 LE |35 ET9300-FX 7T v b
slot/port | port-channel number +. T h—h AL v F. BEO
[brief | detail | all] EX. FX T4 B— Rl
Z 7= Cisco Nexus 9500 77
N7 A= AL T

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)



| FSThva—Favi0Y—LETER
ganFronr—avor

T B YR—rEhETS v b
TA—L
show consistency-checker N— R =27 DA H—7=xA |CiscoNexus34180YC., 9200,

I3-interfaceinterfaceethernet | z p 1 ¢ ¢ 3 3 & . ~—F |9300-EX. B X N9300-FX 7
slot/port [brief | detail] ¥ =7 DL3VLAN, CML7 7 | F v 75 —5h AL v F,
7. IPv4A 3 —7 v, VPNID D | B L N-EX, -FX, -R 71
BEEZFBLET, ZDa~v | — N&H 27 Cisco Nexus
RiZ, WA o X —T =24 ZAE|9500 7T v b7 —2Ih A
FOR—FFrxLDO—ETH | A vF
DA UH =T = A AITH LR Cisco Nexus
BRLET. $7 A2 —7 =1 |\oK.9316D-GX.
ARTIFEX A =7 = A A | G9K .C93600CD-GX.
TBGE S LEE Ao NIK-C9364C-GX 7731 %,
Cisco NX-OS U U —A 93(5) EL Cisco NX-0S U U — 2
fe, ZO=w A RIESIB LT 10 50)F pige, 13 Behtk
SYI AP =T = ADLAT F~ = v H1 1% Cisco Nexus 9808
3?&%%9":!:‘)7]&/&‘?—0 “j' 7°§y]\7j-*—AX/])“/7‘
AR — R~ Cisco Nexus 9300-GX THHFE— X TOET,
TTy N T — AL v TITH
PEESNET, CiscoNX-0OS UV J—2Z 104
(1) FLARE, L3 —HEME
F = v #7—I{%. Cisco Nexus
9808 A1 T (Cisco Nexus
X98900CD-A, X9836DM-A
TA v J— N AR —
M ET,

CiscoNX-0OS V UV —210.4
(1) FLAKE, L3 —E1%
7F = v 77 —(Z Cisco Nexus
9804 7T v P T F— L A
A wF . Cisco Nexus
X98900CD-A 5 LY
X9836DM-A 7 A > 31— R T
FAR—FINET,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker
I3-interface module
module-number [brief | detail]

TV 2 —/VNOTRTDA

R—T A AD LAY 3IHRE

L. N— R =7 DL3VLAN,
CML 7 7 7, IPvd A F—T )\,
VPN ID OF%E Z e LE 3,

Zoawr Nk, WA X —
Tz ABLOHR—F F ¥
D—ETHIA L H—T oA A
WL CHBEL 97, 7 A v
H—T oA AIHFES N EH

g

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ L TV9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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show consistency-checker |13 LA ¥ 3~/LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,

multicast group ip-address FLORELSEF v LE |9300-FX. 35 L 09300-GX 7
sou.rceip-a(jdressvrf vrf-name +. Sy R T F—h A T
[brief | detail] J. ¥ Cisco Nexus 9500 77
N7 —2b AL vF-EX B

LN-FXT A II—F

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

show consistency-checker WHE~7 77V w7 78— k@Y > | Cisco Nexus 9200, 9300-EX,
link-state fabric-ieth [module | 7 yrfie 2 5 — 2 2z >\ T, v |38 L T8 9300-FX 7T v b
module-number] [brief | detail] TR 2T e R 2T | 74 —h 24 v F. BEO
Tu s I To—B8E MR |-EX, -FX, RT7 A > H—FK
LET, % i 272 Cisco Nexus 9500 7
Ty b7 x—b AL 0T

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker
link-state inter face ether net
slot/port [brief | detail]

A B—=Tx A ADY T IRKE
AT —H AZONT, VT R
T =Ry TR0 a
TIIVTO—BWEHRLE
T, ZOavr R, wEA(—
PRy P E =T =2 ZAB K
WR— K F ¥ RNVLO—ETHD
WA —Y Ry A H—T =
A AT L THRELE T, BT
A B —T A AFT-ILFEX A
VE—T oA AIEFES N EH
Ao

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
link-state module
module-number [brief | detail]

2 — LHNDOTRTDA
H—T 2 A ADY T R T =T Y
VIREE N =T VT
REELHEALEST, Zoavy
Kid, @A —Y v b A
B—T o f ABLOHE—  F ¥
DT DA —H
Xy b A HE—T A RTKL
THREELES, 7 A ¥ —
Tz A RAETNIFEX A ¥ —
7 A RIMRRES IVER A

Cisco Nexus 34180YC, 9200,
9300-EX., 35 L 1N9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -R7 1~
71— R %1 2 7= Cisco Nexus
9500 7’7 v h 7 A —L A
AT

show consistency-checker
member ship port-channels
[interface port-channel
channel-number] [brief | detail]

TRTOEY 2—/LD/N—F

V=7 DOFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wr R, A—hFF v
TEICEITESNET,

CiscoNexus 34180YC. 9200,
9300-EX. ¥ L 19300-FX 7
Ty T —b AL VT,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R 7 — L A
A

show consistency-checker
member ship port-channels
[brief | detail]

FTRTOEY 2 —/LD/N—F
V=T DFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wy L, VAT LANDOT
RTOR—FF ¥ 25 LT
FITESNET,

CiscoNexus 34180YC. 9200,
9300-EX., ¥ L 19300-FX 7
Ty T —b AL T,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R T7 H—Lh A
A4 v F

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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ﬁmwmmsmwcmwa V7 7 =7 D VLAN A > 73— | Cisco Nexus 9200, 9300-EX,

member ship vian vian-id TN Ry 2T ICT B | BRUN9300-FX 7T v b

e e ooyt | | 7 2SN T BbOLAL T | 74—h 24 ¥ F, BLU
interface {ethernet slot/por N . St h e
port-channel number | 5‘\&‘34:”%”%&?—0 F1o STP B Ff( ._R74) Z A=
native_vlan}} [brlef | detail | BLK«H(FL‘%@/]) VHE—=T ARG %f'fﬁz_f\_ Cisco Nexus 9500 ~7

interface] WAL E9, T RN T d—b A v F

G¥) private-vlan =
~ 2 RTO brief
F 7213 detail A
AV VA s e
R—hENTW
FH A,

G¥) Cisco Nexus
34180YC 77 v
N7 —A R
A > F T,
native-vlan =~
v ROIH%
A—RFLTWE
R

show consistency-checker pacl | n— R =7 & V7 h 7 = 7 i | Cisco Nexus 34180YC. 9200.
{module module-number | O IPv4, IPv6, HETMAC  |9300-EX. 35 X Tr9300-FX 7
port-channels nter face PACL 7075 v/ DREHE | F v h T d—b AL v F,
port-channel channel-nurmber} ZFRAE L, <label, entry-location> | 33 X ON-EX, -FX 7 A > 1 —
RXTFNAN—RT =T YT R R % 1§ % 7= Cisco Nexus 9500
VT ORI T—EBLTWET, |77y M7+ —h AL vF

show consistency-checker pacl | A Jjf o #—7 = 4 A (FEX A |CiscoNexus34180YC. 9200,

extended ingress{ip [ipv6| | o x—— = f 2% &¢e) #5508 9300-EX, 35 K U89300-FX 7
macj interface {ether net H— N FXRADPACLT B | Ty h T —h AL v F,

slot/port | port-channel number}

[brief | detail] FIVTEMERLET, BIO-EX, -FXTA v 1—

K % 1{if 2 7= Cisco Nexus 9500
TTy N T A AL T

show consistency-checker pacl |$55E X #17-F Y = —/L D4 T | Cisco Nexus 34180YC. 9200,
extended ingress {ip | ipv6 | DYWL 2 —T =4 A, H7|9300-EX, 3L U9300-FX 7
mac} modulemodule-number | ¢ o 5 p 2 TL—s T | Ty h Tk AL Y F

[brief | detail] Bk -, BLOFEX A > |BLO-EX. FXTA 2 H—
H—7xA ATPACL 7’1 /' J | K%K % 7= Cisco Nexus 9500
U ERLET, Ty R T = AL T

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker WL~ 7 7' w7 BR— K DAREE | Cisco Nexus 9200, 9300-EX .,

port-statefabric-ieth [module | 2-gezn 1 4, 5 L T8 9300-FX 77 » b
module-number [ieth-port T d— A AL v F. BLEO
ieth-port]] [brief | detail] '

'EX\ 'FX\ 'R 3/])?/717‘_‘1\“
% %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

show consistency-checker BESNTZEY 2—/LOKR— b | CiscoNexus 9200, 9300-EX.
port-state [module DORMEAFEA L E T FLUN9300-FX 75 v b

module-number] [brief | detail] T d— b A vF. BLEO

-EX, -FX, -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~7°
Ty b7 x—b AL 0F

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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show consistency-checker racl | N— K7 =7 & V7 7 = 7 | Cisco Nexus 34180YC. 9200,

{module module-number | ® IPv4 35 L OV IPV6 RACL 71 {9300-EX, 35 £ T89300-FX 7

port-channelsinterface TSIV T O—EMWERIEL, | Ty T4 —h AA v T,

port-channel channel-number |

sui interface vian vian-id) <label, entry-location> X7 {3/ N— | B LT -EX, -FX T A > B —

Fo=7& Y7 by =7 DMT| K& Z7- Cisco Nexus 9500
—HLTWET, TTy b Tk —b AL vF

ZOavy RiE, BV a—
NI ERD &
FOEY 2—)LDOTRTD
WA =T oA AL
YT H =T AD
IPv4 3 L OV IPv6 ACL D%
AR LE T,

FEDR— K F ¥ XL TZ
Da<wy REMRORHT &,
FTRTDA L N—R— [
MEES N ET,

TRTCOR—F F¥FLT
ZDawy REMNOHT
L. o~ RIZACLR
WHINTWDHHR— K F ¥
T L ITHEER L £,

GE) Zoa=wy R,
IPv4 B X TN IPv6
ACL % e,
BT ar
D—EFDH0E 50
EREELEH A,

show consistency-checker racl | A Jjf > % —7 = A4 A %71 | CiscoNexus 34180YC. 9200,
extended ingress {ip | ipv6} VH—=T A A T L—2 7T 7|9300-EX, ¥ L N9300-FX 7
interface {ethernet Slot/ " — 1 | Lo | i F Fr b, £| Ty FTd—h AL VT

</g>| port-channelnumber [vlan | .14 gy1 o RACL 711 75 3 o | B L OVEX. FX T A > H—
lan-id</g> } [brief] detail ] AR K% 2 7= Cisco Nexus 9500
TIy R T A AL v F

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker racl
extended ingress {ip | ipv6}
module module-number [brief |
detail]

BEINEEY 2a—LDOAJIA

FIVITERERLET, ZD=
<V R, FOEY 2—/LOF
RCOYEA L H—T A A,
YTA L E—T A A, BLO
TVU—7 T U RAKR— RN TETE
NnET,

VE—T x4 ADRACL 712/

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
stp-state vlan vian-id [brief |
detail | interface]

VT RNT 2T DANR=T Y
U—DfREER, N— R =TT
Tu g T I ENTIREE LR
CnEIDEERILEST, 2D
a<wy Nix, #8ifER (7 v )
DA v H—T = A A TDOIHELT
SNET,

Cisco Nexus34180YC, 9200,

9300-EX. 3L 1V9300-FX 7
7y b7 —b AL T B
L TV-EX, -FX, BLTRT
A > J1— R&##H L7 Cisco
Nexus 9500 7°7 v K 7 4 — 2L
AA T,

show consistency-checker vacl
extended ingress {ip | ipv6 |
mac} vlan vian-id [brief | detail]

VLAN DT RTDRA L N— A
H—T A ATVACL 70 /3
ST EMRLET,

Cisco Nexus 34180YC. 9200,
9300-EX. I L 1V9300-FX 7
Ty N T —h AL T,
BIO-EX, -FXT7A 21—
K % 2 7= Cisco Nexus 9500
TTy N T A=A VT

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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show consistency-checker vpc | vPC OAHE L% F = v 7 LE | CiscoNexus 9200, 9300-EX,
[sour ce-interface] [brief | detail] | 4-_ B L O9300-FX 75 » k
T —hb AL vF, BIOY
-EX, -FX 7 A ¥ 71— R %1
Z 7~ Cisco Nexus 9500 7° 7
N7+ —h AL vF

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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show consistency-checker vxlan | 2 ¢ VXLAN EVPN #% 7€ | Cisco Nexus 9200, 9300-EX
config-check [verbose-mode] | 2 pezn 1 £, B L U9300-FX 75 » b
T —Ib AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v

7
show consistency-checker vxlan | VXLAN k> %L o 7 F Z |+ | Cisco Nexus 9200, 9300-EX
infra [ver bose-mode] I F v L OREEGEF = v/ | BLV9300-FX 7T v b
LEd, TH—b AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
J3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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gaFronr—avok |

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | VXLAN LA ¥ 2 /L— k & OF& | Cisco Nexus 9200, 9300-EX
12 module module-number BPEZ R L E T ¥ L 09300-FX 77 » k
T —hb AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v

T
show consistency-checker vxlan | VXLAN L ¥ 3 /L— k & D7 | Cisco Nexus 9200, 9300-EX
I3vrf [vri-name | all] [start-scan | —g 25 = » 7 L%, L 0N9300-FX 7T b
| report] T d— A o F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JL3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

show consistency-checker vxlan| v 7 7 = 73 L O~— K | Cisco Nexus 9200, 9300-EX
pv T T ORLBHT—T VT | FBLN9300-FX/FX2 B L
VLAN v v B I NR—BLTF(9500 7T v 74— A
BT LEINTWDENEIDE A vT

R LEST, Zoavr RaeHE
T3 212, 27e<Eb 1 o0
A HF =Tz A ATHR— b
VLAN~ v ¥’ 7 2 Hh+ 5
VENRHY FT,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker vxlan
ging-ginvni

V7 2T BLUON— Tz
T TC—HBLTWLY LT X
VLAN U 2 B X OBET 5~
JVTF X 7 vn-segment & F = v 7
LET,

Cisco Nexus 9300-FX/FX2 7
Ty T F—b AL 0T

show consistency-checker vxlan
selective-ginvni interface
{ethernet dot/port | port-channel
channel-number }

X7y NNOWNER S 7 03MREF S
b LI, A— MEAORR
) Q-in-VNIv v B> 73 Y 7 |k
E S SER OV NVE G
L Tar77Lh3nuTnomne
D MERRREL £,

Cisco Nexus 9300-EX 35 LT
9300-FX/FX2 7T v N7 #—
b AL T

show consistency-checker vxlan
vlan [all | vian-id]
[verbose-mode]

VXLAN VLAN & OR—F %
3:‘3: ‘)7 Lij_o

Cisco Nexus 9300-EX 5 L O}
9300-FX/FX2 7" F v b7 4 —
AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JLO3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

show consistency-checker
tap-aggregation ginqg

AR— b tap-aggregation 35 L N
qing L OREEETF v 7 LE
ﬁqo

Cisco Nexus
NI9K-C9316D-GX,
NI9K-C93600CD-GX .
NIK-C9364C-GX.

NO9K-C9504-FM-G. and
NI9KC9508-

FM-G A1 v FEB LT
N9K-X9716D-GX 7 A > A1 —
K

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | VXLAN Xconnect VLAN & M7~ | Cisco Nexus 9200, 9332C.
xconnect —HEFv s LET, 9364C. 9300-EX. 3L
Xconnect ACL 233 _XCD = |9300-FX/FX2 7'F v k7 +—
FNEATARZA VA R—IVE | L AL T,

L. MAC FEB T
Xconnect VLAN CTHELNIZ 72 - T
WD Z EEREELE T,

mMmmamwmmemmVMANV4%3VV7»»~(mmNmm%m\%mﬁx
I3singleroute[ipv4 [ipv6] [VIT| |\ |57 ¢ v 7 L oREA%E  |HBLT9300-FX 7T v b
] Fzv 7 LET, Tr—hb AL T,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
JNR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX 5 LN
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, X
W9300-FX 7T v b7 4 — A
AA v T,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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B zettrzon—avor

avok HL:l YR—rENhET5v k
T+ —L

show consistency-checker vxlan | VXLAN L o ¥ 2 & DR —#% |Cisco Nexus 9200, 9300-EX

12 [mac-address ] [ mac-address| . », » |_ ¢, 5 L 09300-FX 77 v b

]| module] [ module T A T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX I L °
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, I X
W9300-FX 77 v N7 4 — A
A

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

(C3264Q-S. C3264C-E A A v
T

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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avU kR SRBA HYR—brEhBT5v k
TA—L

show consistency-checker A b= NI OYET = o

stor m-control

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

Cisco Nexus 9200, 9300-EX.
BELW9300-FX 77 v b
Tr—h AL vF, BILY
-EX. -FX. -R7A4 > H— R
% 27z Cisco Nexus 9500 7
Ty N7 —hb XA vF

Cisco NX-OS V U —29.3(5)
LARE T,
N3K-C3016Q-40GE,
N3K-C3048TP-1GE,
N3K-C3064PQ-10GE,
N3K-C3064PQ-10GX,
N3K-C3064T-10GT,
NIK-C9504- FM,
NIK-C9508-FM,
NIK-C9516-FM
NIK-C9508-FM-S,
N3K-C31128PQ,
N3K-C3164Q-40GE,
N3K-C3232C,
N3K-C3132Q-V.

N3K-C31108PC-V,
N3K-C31108P-V

C31108TC-V,
N3K-C3264C-E,
N3K-C3132C-Z,
N9K-C93128TX,
N9K-C9396PX
N9K-C9372PX, B LW
NIK-C9332PQ 7 /34 A TH
AR—hSHTWET,

GE) NDISSU 73 Cisco
NX-0S V U—=A
10 (2 LCIHELT
INET, 4

(x) THY,
N—=FRy=T &
YT RNT=TD
pol_rate £ 7213
pol_burst fE 23—
LR WEE,
A — Il

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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ganFronr—avor

T B YR—rEhETS v b
FEEIN

EMTF = vl —
TR L ET,
Z > [ % R
RN =S
b — I A P
L £,

show consistency-checker ToH—bA &7 AL b— |CiscoNexus 9200, 9300-EX.
segment-routingmplsfip J[ |5 ¢+ 2 (SIS, BGP, OSPF) |#5LU89300-FX 7'F v b
Ip-address] | mask J [ Mask | VT g5 ;314 ¥ 3VENBETLA | 7 — 2 24 v F, BET

1w ¥ 2EVPN A —/3—VL A jb— k |-EX, -FX T A > 1 — F &1
DON— FEEMEF =~ 7 LF | 27 CiscoNexus 9500 77
9, 74— A1 T,
Cisco Nexus
NI9K-C9316D-GX.
N9K-C93600CD-GX.
NO9K-C9364C-GX T /34 A,
show consistency-checker ToHA—1LA BT AL b L— |CiscoNexus 9200, 9300-EX.

segment-routing mpls label 7 ¢ > 7 (ISIS. BGP, OSPF) |3 XUt9300-FX 7*F v
BIXOA—R—L A =D | Tt —h 2 vF, BLO
A% 3VPN, L'A¥2EVPN, [-EX, -FX 7 A > 71— N%{f
B L OVADJ SIDS @ T ~LHEA | Z2 7= Cisco Nexus 9500 7° 7
HEFov 7 LET, FN7 4 —5b AL v F,

Cisco Nexus
NI9K-C9316D-GX,
NI9K-C93600CD-GX,
NIK-C9364C-GX T /3 A A,

show consistency-checker sflow | z —/$— N1 #— & 5 1 o 5 — | Cisco Nexus 9300-FX2.,

[brief | detail] K= K% =7 F—7 071 [9300-FX3. 9300-GX 35 L 08
7T N EBESGVERHRE T = v 7 [9300-GX2 7T v b T 4 — A
LET, AA o F

GE) Cisco NX-OS U
J—2103 (3)
F LIK&, Cisco
Nexus 9808 7
Fv 7 — A
A v FTT

WD a<> KiZISON H xR —FLTHWERA,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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TILFxXr R

« show consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number
| all]

« show consistency-checker pacl {module module-number | port-channelsinterface port-channel
channel-number }

« show consistency-checker racl module module-number

« show consistency-checker racl port-channelsinterface port-channel channel-number}

« show consistency-checker racl svi interface vlan vian-id

« show consistency-checker vxlan

« test consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number |

all]

show consistency-checker vxlan =1~ > RIZET /A LI TV EH A,

FEEEFIvH—

TNTFTFx A NEGHET = o h—IF, SV TFFX A ML— FOREZERTHIZDOD LA T2
BIOLA¥Y3IL—FOH—L—  NEAEUTF =2 H—TF, vILFX¥ A NEEWTF = I—
X, 3 AR—R> FTshow 2~ REFEITL, BEFRZMIT L, QS F#RZtho
AR —F L FEHBLTAEEETF 2y LET, vV TFFX A MNEEMF = h—a~<

X, BEENSRAET D EKT LET, show consistency-checker 12 multicast group 3 L OF show
consistency-checker 13 multicast group =~ > RiZ, HiFE & EEOMOAEZ KR L £4,
Ihbpa<y NiE, ROBHERZYR—KLTHET,

sverbose : R AT ¥ A MEXTERLET,

« detail : #EH % JISON B THERLET,

o brief : #ERZB/DROFEME & BIZISON X TERLET,

CiscoNX-OS U U — A 102(2)F LA, L3 ~/LF F ¥ A MEAMTF = v I — I NAT L% ¥R —
L, TX_XTOTT7 > F 74 —LTHHR— N TWET, UMNAT TR —FInTWEE

(G¥)  MMNAT I Multicast to Multicast NAT %% L. MUNAT (% Multicast to Unicast NAT &% L .

UMNAT % Unicast to Multicast NAT %#3£ L £7, NAT B#L, ¥ 1 7 MMNAT A 15 L OH
1. BEXOMUNAT THHILERNH D £,

Cisco NX-OS VU U — A& 10.2(1)F LAFETiX, Multicast over GRE FEA T = » B —
NIK-C9316D-GX, NIK-C93600CD-GX, NIK-C9364C-GX 7 7 I U AA v FIZEAINTWNE
¥, Multicast over GRE (mGRE) BEAMETF = v WFKkZ VP R—F L TWET,

o« > b— FSmGRE B&E5MHF = o B

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)



STV a—TFaoTDY—ILEFER
TILTFEXRLBEMETF Y H— .

cI3If—H Xy "L E—T 2 A A, L3IR—FF vy, BIOLIYTA v Z—T oA X
E®mGRE F »xv

e NTLURAR— K7 FI)LVRFDS F R A v X —T = A AVRFE Bp 547235 HGRE
ro b, ZiuE. GREVA-IPVA~ /L F X% 2 &I L7-GRE F R/ TOHYR— F Eh
\i‘g_o
Multicast over GRE (mGRE) H#A&MF = v HiZkZ Y R— L TWEHA,
« FEX
« [Pv6% " L7=GRE b > 1 /L

e mGREIZEoOR TII VAR — b &N TWFEH A, EEMEF = v 71T, NIK-C9316D-GX.
NIKC93600CD-GX. NIK-C9364C-GX TOR COHPR— F SN ET,

* mGRE 1% SVI TIXH AR — S T EHA,
mGREFEAMT = v 71X, FEA v F—T7 =4 AU A MIIPGRE b K /bA  H—T = A A
HDYA. FTIFIRPFA VX —7 = A ANIPGRE b v VA v H—T = A A THDHLHAITDH
FATINET,
Cisco NX-0S VU U —210.1(1) AETIX, ROBEWF = v h =B R—F SR TWET,

«IPv6 L2 ~ /L F ¥ ¥ A NEEAMETF = o 1 —

«IPv6 L3 ~/LF ¥ ¥ A NEAMETF = » 1 —

s vV FXx A N NLBEAHET = v —

e NTF XY ANMAC VY 7T v ET— NEGHT = v I —

e w/LFF ¥ APFMNLBL3 =% v A MREESWUT = v 1 —
e w/LF Xy A b GREBEEMTF = v b —

WOBEFD CLI 2= Rid, IPv6L2 v L FF v X "EEMT = v 1 —D IPv6 EE B LU
N—T T FL2A&ZF AN LIRS THET,

show consistency-checker 12 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vrf <vrf-id> [brief|detail]

WIZ, IPVO L2 v VT F ¥ A NEGHT = v I —DH Ol ERLET,

# show consistency-checker 12 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

WOBEFD CLI 2~ RiZ, IPv6L3 v /LT F v X NEESMET = v 1 —D IPv6 EHE LB LT
N—T T RV RAEZIFTAND L HITHEEENTVET,

show consistency-checker I3 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vlan <vlan-id> [brief|detail ]

WIZ, IPv6 L3 /v FF v A MNEAMWTF = v h—DH Bl EZ R L ET,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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# show consistency-checker 13 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

TNT XY ARNMACLV Y 7T v E— ROBENT = v I —% YR — T 5720(2, RO
LWCLI <> R2GBMENE Lz,

show consistency-checker 12 multicast mac <mac> vlan <vlan-id>

WKIZ, ¥ VF XY ANMACIL Y 7T v T— ROBEEF = H—OHIHEZRLET,

# show consistency-checker 12 multicast mac 0100.1234.1234 vlan 10 ?

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

\)

GE) ZOCLIE. MACVvy 7T v 77— FOEEWF = v I EZIENLB © L2 E— FOEEM
FxyH—IEHEINET, AN MACIL, ip-mac F 7213 non-ip-mac DVWF LTI,

~/LFF ¥ A NNLBL3 2=F ¥ A NREEAMET = v W —% VR — M 572012, ROFTL
WCLI 2= RBinEinE L,

show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip> vrf <vrf-id>

wIZ, < F ¥ A MNLBL3 =%y A NREEEMET = v h—OH NI Z R LET,

# show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip>

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

WOBEFD CLI 2= Rk, v FF ¥ X h GREEEWT = v I —IZEHINET,

show consistency-checker I3 multicast group <ipv4 group address> sour ce <ipv4 sour ce address>
vrf <vrf-id> [brief|detail]

)

GE) BHFEOIPULI L F Xy A MEGHTF = o I—CLIZHEA LT, ~VFF+v A GREEH
MF v —%BBLET,

YNAVTFF Y A NBEEUET = v H—F, ROTASA R Y R—hLTOET,

* Cisco Nexus 92304QC, 9272Q. 9236C, 92300YC, 93108TC-EX, 93180LC-EX,
93180YC-EX. and 9300-GX 77 v h 7 4 —2A ZA v F I LT NIK-X9736C-EX,
NIK-X97160YC-EX, NIK-X9732C-EX., # KL TUINIK-X9732C-EXM 71 » I — R T,

« N9K-X96136YC-R, NIK-X9636C-R., I3 L UNIK-X9636Q-R7 A > — R Z 444 L 7=Cisco
Nexus 95002 ) — XA A » F,

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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Cisco NX-OS Release 9.3(5) IETlX, v/ F X ¥ X NEGHET = v I —IZIRDOT A A%
A= LTWET,

» N9K-X9432C-S, N9K-X9536PQ 7 1 » »— K& $5# L 7= CiscoNexus 9500 ' ) — X A A
F. B LUYNIK-X9432C-FM-S, NIK-C9508-FMX-S, 35 L INNIK-C9508-FM-S 7 7 7 U =
7 'Y a—)b,

* Cisco Nexus N3K-C3232C, N3K-C3264Q. N3K-C31108TC-V, N3K-C3132Q-40GX.
N3K-C3132Q-V, N3K-C31108PC-V, N3K-C3172PQ, N3K-C3172TQ. N3K-C3164Q. B L&
N N3K-C31128PQ-10GE A A v F,

* Cisco Nexus N9K-C9372TX, NIK-C9372TX-E, NIK-C93120TX, NIK-X9432C-S,
N9K-C9332PQ., N9K-C9372PX, I L TN NIK-C9372PX-A A » F,

CiscoNX-0OS U U —210.1(1) LA TIX, v FF v 2 NEAWET = v I —I3ROT /A A%
A—RFLTWET,

« Cisco Nexus N9k-C9504 % #4#; L 72 N9K-X97160YC-EX. NO9k-C9504 % #4# L 7=
NOK-X9732C-EX, N9k-C9504 % #4# L 7= NOK-X9732C-FX, NOk-C9504 % & L 7=
NI9K-X9736C-EX, NOk-C9504 % #4# L 7= N9K-X9736C-FX, NOk-C9504 % 4 L 7=
NIK-X9736Q-FX. ¥ J 8 N9k-C9504 % 4k L 72 N9K-X9788TC-FX,

« Cisco Nexus N9k-C9508 % #4#{ L 72 N9K-X97160YC-EX, N9k-C9508 % #4i# L 7=
N9K-X9732C-EX, NOk-C9508 % 4# L 7= N9K-X9732C-FX, NOk-C9508 % #4# L 7=
NI9K-X9736C-EX, N9k-C9508 % #4# L 7= N9K-X9736C-FX, NOk-C9508 % #4# L 7=
NIK-X9736Q-FX. 3 & ¥ Nok-C9508 % #5#; L 7= N9K-X9788TC-FX,

* CiscoNX-0OS U U —2 103 (1) FLURKE, /L F % v X NEEMEF = v I —IF Cisco Nexus
9808 T v h 7 A —I AA v FTHAHR—FINTWVET,

*CiscoNX-OS UV U—2104 (1) FUF, ~LFFv¥ A —BMHF = —i%, Cisco
Nexus 9808 A A ~F (Cisco Nexus X98900CD-A, X9836DM-A 7 A > 1 — R#&kdk) +
RA—hrENET,

CiscoNX-OS U U —2104 (1) FLUIF, L F X+ A b—EMF = v I —I%, CiscoNexus 9804
7Ty h 7+ —2= AA v F (CiscoNexus X98900CD-A, X9836DM-A T 1 » I — R#k#H) T
A—hrENFET,

TN F Xy A NEAMETF = v H—F. KOLAV2aLB—%2 hOT 0T T I 7 OAM
ARREELFET

¢« IGMP A X—t 7
« MEDM
« MFIBPI

* MFIBPD

e N—Ru=7 FT—T )

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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VN F Xy A NEEMEF 2o h—L, ROLAFY3arvR—3 OT 0l T30 70EM
PREELE9
« PIM

« MRIB
«IGMP A X—t 7
« MFDM

« MFIBPI

« MFIBPD

N— R =T T—T

TILFXv A MEEEFzvh O KOE DA

W2, IGMP A X—Y > 7O i Z2 R LE T,

switch# show ip igmp snooping groups 225.12.12.28 225.12.12.28 vlan 222
Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port
Vlan Group Address Ver Type Port list

222 225.12.12.28 v3 D Ethl/2 Ethl/3 Pol2 Pol00 Pol8

RIZ, MFDM Ol %R L ET,

switch# show forwarding distribution 12 multicast vlan 222 group 225.12.12.28 source
225.12.12.28
Vlan: 222, Group: 225.12.12.28, Source: 225.12.12.28
Outgoing Interface List Index: 4
Reference Count: 204
Num L3 usages: 4
Platform Index: 0xa00004
Vpc peer link exclude flag set
Number of Outgoing Interfaces: 5
Ethernetl/2
Ethernetl/3
port-channell?2
port-channell8
port-channell00

KT, IGMP A X —t 7 & MFDM % Hige+ 561 (zh) 2L E9,

R R R R R

Comparing IGMP Snooping with MEDM

KAk khkhhkhkhkhhkhhhkhhkhhhhhkhhhhhhhkhhhhhhhhhkh b hhdhhhkhhkhhh bk hhkhk bk hrhk kb rhkrkhkhkkhx
L2 Eth Receivers

IGMP Snooping: 1/2, 1/3

MFDM: 1/2, 1/3

L2 PC Receivers
IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 18

CC between IGMP Snooping and MEDM PASSED

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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wIZ, IGMP A X —¥ 7' L MFDM % #4541 (L) ZR_RLE9,

R IR Ik kb b b b b b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b ki

Comparing IGMP Snooping with MFDM

R IR Ik Ik b b b b b b b b b b b b b b h b b b b b b b b b b b kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

L2 Eth Receivers:
IGMP Snooping: 1/2, 1/3
MFDM: 1/2, 1/3

| T T I

L2 PC Receivers:

IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 16
Consistency check failed!!!
Missing elements are: 18

Additional elements are: 16
RN NN NN RN NN RN

FRERFE HH £ & UN[El 4
Cisco NX-OS U U —2 9.3(3) LAK&, Cisco Nexus 9000 >V — X A A I L, ®FEOMEE F 7
TNy a—T 4 7T 57D show tech-support dowdrain =~ > &K — ks L TWET,
show tech-support slowdrain =~ > FiZi%, BEERHER, v ¥ BLORrZ X ykw—v
D—H#E . AA T, CiscoNX-0S N—V =z, BIXOMRueU2HEMETELZ0MDa~y
RREERTHET,

HREIX 1 OO v FNORIDAAL v FIRIET D AREER H D720, WED ) I — L nHk
Z L EONZFH T 572Dl X TDAA v FH 5 [FEIRFIZ show tech-support slowdrain =~
Y ROWNENET ZLERHY 7,

ACLESMHEF T v
Cisco NX-OS Release 9.3(3) AR, ACL #AMT = v DITIRDOT NA ZA%E PR — M LET,

NOK-C9372PX, NIK-C9372PX-E., NIK-C9372TX, NIK-C9372TX-E. NI9K-C9332PQ.
NOK-C93128TX, NIK-C9396PX, NIK-C9396TX, NIK-C9508-FM-S. NIK-C9508-FM2,
NI9K-C9504-FM-S, NIK-X9632PC-QSFP100, N9K-X9432C-S

Cisco NX-OS VU U —29.3(5) LAFE, ACL #4&1MEF = v 71X Cisco Nexus N9K-C9316D-GX,

NIK-C93600CD-GX., NIK-C9364C-GX, NIK-C93240YC-FX2, NIOK-C93180YC-EX,

N3K-C3636C-R, N3K-C36180YC-R& . NIK-X9636Q-R, NIK-X9636C-R, NIK-X9636C-RX F5
JOYNIK-X96136YC-R T A > 1 — K& ##§ L 7= Cisco Nexus 9500 ' J — X A A v F THR—
FERTVET,

CiscoNX-08S U U —2103 (1) FULF:., ACLEEMTF = » B3 CiscoNexus 9808 77 v b 7 4 —
A v FTHR—FENTWET,

* CiscoNX-OS U U—2 104 (1) FLIFE, ACL —EMF = v —I%. Cisco Nexus 9808 A
4 v F (Cisco Nexus X98900CD-A. X9836DM-A T A » H— F#&#) ¥ R— ST,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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FSTNDa—T4 0 TDY—ILERER

CiscoNX-OS UV U —2 104 (1) F LR, ACL —EM:F = v —iZ Cisco Nexus 9804 77 ~ k
74— AA v T, Cisco Nexus X98900CD-A 35 L TN X9836DM-A 71 > 1— R THHR—F X

NET,

WDOT T 4T 4%, ACLOEAMF = v 7 0—8E L THRIESNET :

Ty ay, Fua bkhaj, SIP, DIP. EETAR— k., sideR— k. EEITLMAC, 5655 MAC,
Ethertype. COS. DSCP. VLAN ¥ X X UDF T,

Cisco NX-0OS %, #&x® PACL. RACL, BLX U VACLEAEMF = h a~v REPR—KLT

WET,

avoU kR

FiBA

show consistency-checker pacl extended ingress ip
module <module-id> [brief | detail]

HBELEIPEY 2a— VDAL v Z—T = A
ABLOR— FF ¥ RILVOPACLEEMETF =
7 & FE L ET,

show consistency-checker pacl extended ingress
ipv6 module <module-id> [brief | detail]

BELEIPVOEY 2—NLVDASA v 2 —T =
A ABLOFE— b F ¥ x/vD PACL #EAM
Fxv 7 BEHmLET,

show consistency-checker pacl extended ingress
mac module <module-id> [brief | detail]

BEISNTEMACEV 22— VDOANA ¥ —
72 A AB LR — FF ¥ 3x/LD MAC PACL
AT = v 7 B FEh L ET,

show consistency-checker pacl extended ingress ip
interface {<int-id> | <ch-id> [brief | detail]

WBEShE AN A ¥ —7 A4 A0 PACL ¥
EMEF =y 7 E2FEmLET,

show consistency-checker pacl extended ingress
ipv6 interface {<int-id> | <ch-id> [brief | detail]

FEENn=IPve ASiA v 2 —7 = A ADPACL
BAMF = v 7 BFEMLET,

show consistency-checker pacl extended ingress
mac interface {<int-id> | <ch-id> [brief | detail]

BESNTEAIIMACA VEZ—T = A AD
PACL B&MEF = v 7 #FEE L £,

show consistency-checker racl extended ingress ip
module <module-id> [brief | detail]

BELEIPES2a—NLDANAS v X —T = A
ABLPR— FF v RLVDORACLEASMET =
7 EEELET,

show consistency-checker racl extended ingress
ipv6 module <module-id> [brief | detail]

HBEISNTEIPVG T 2—LVDASIA > Z—
7 2 A AB LR — FF ¥ RO RACL B4
MWF v 7 B E L FET,

show consistency-checker racl extended ingress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief |
detail]

FREINEZATA 2 —T7 =4 AD RACL ¥,
EF ey BEHBLET,

show consistency-checker racl extended ingress
ipv6 interface {<int-id> | <ch-id> | <vlan-id>} [brief
| detail]

FELIEASIPYE A % —T =4 AD RACL
BAMF = 7 ZFERLET,

J CiscoNexus9000 ') —X NX-08 k5 T)Lsa—TF4 04 HA K,

1) 1) —2Z 10.4(x)
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aLzstrzyn

avy kR

B

show consistency-checker vacl extended ingress ip
vlan <vlan-id> [brief | detail]

FEE SN IPVLAN @ VACL B AVEF = v 7
% FEhi L £,

show consistency-checker vacl extended ingress
ipv6 vlan <vlan-id> [brief | detail]

FE67E & 177 IPv6 VLAN @ VACL BEAVEF = v
7 EEmELET,

show consistency-checker vacl extended ingress
mac vlan <vlan-id> [brief | detail]

FBE SN 7= A MAC VLAN O VACL 4614
Fxv I EBERLET,

ACLEESMFzvHh avr FOH AH
Y/ o

RACL EAMTF =~ v 7 OFEROH AR LET,

switch# show consistency-checker racl extended ingress ip module 1 Consistency checker

passed for Ethl/3
switch#
switch#

(ingress, ip, ip-list)

switch# show consistency-checker racl extended ingress ip module 1 brief

{
"result": {
"status": "CC_STATUS_OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC_PLTFM NXOS_BCM"
}l
"recoveryActions":
"failedEntities":

}

[1,
[]

}
switch#

switch # show consistency-checker racl extended ingress ip interface ethernet 3/5

Consistency checker passed for Ethernet3/5
switch#

(ingress,

ip, ip-1list)

switch# show consistency-checker racl extended ingress ip interface ethernet 3/5 brief

{
"result": {
"status": "CC_STATUS_OK",
"checkers": [
{
"version":
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC_PLTFM NXOS_BCM"
}l
"recoveryActions":
"failedEntities":

1’

[1,
[]
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B o7o7onmanron—

(o) — “~
~ A —
JO79 T4 HEBEEEF VN
Nexus 77 v h 74 —L DY T "I =T T—TNEN—RU 2T T—T NLEOBEET = v
0L, v— NEGMHT = v I —IZB U TERE O EWRSFHEOBE T, BEfFo/L— MESH
F = o D —II TR A D= R LTI . O~y RRRITEN-L 204 F<r ROEE
PWF =y h—T7,
IaT T 4 TEEETF = T, Ny T T T T RTHEGENZEI TSN DV — M/
AT v H—RNH Y | IPvd 7213 IPv6 L— M L OVARP £ 7213 ND BEE: O AREE A % a1
I TE £,

CiscoNX-0S VU —2x103 (1) FUK, a7 75 4 7HEMEF = v I —IZIRRX T— K& —
512 Cisco Nexus 9504/9508 T 2T ¥y — Y THAR—FINTWNET,

TarT T 4 TEEEF = v —I%, TXTD Cloudscale EOR B XN TOR 77 v b 7 4+ — 24
THR—FENTWET, 2FBFEOEASETF = v 7 HFERH Y £3,

s DI T—ER—XBEMF T vH— 2L, e — b EBEET — 2 _X— 2D EM:
?‘AI “/7 %gﬂé??bi‘ﬂ‘o
HEABEMFIVA—  ZOEASMTF v 7L, —EHMIChI o TEHGE-ITBMESh
7o— hBLIOBBEOESET vy ML TEITENET,

CiscoNX-0S U U—2103 (2) FLIt, a7 77 ¢ TS MF = v B —i%. R/R2Z/RX T A
v — R &8 U7~ CiscoNexus 9504 38 L TR9508 F 0 = SIS ¥ — T, IPv4, IPv6, VPNv4,
VPNv6, ¥ JO"NPE/Deagg FEC % A 7D MPLS b — hEAMTF = v 7 & R— ML ET,

Show I <% > K
TaT T 4 TIREENET =y NI Ko TRES DB SN DTN, RO syslog 3L E
AET,

"%UFDM-3-PROACTIVE_CC_INCONSISTENCY FOUND: v 7 77 47 CC kv a3 TK
JEBRROD F L

TRT T 4 TRBEENT =y JPIIAEEET = v 7T 5ITE, RD2HODavy RafiH

TOHOMERDHY T,
av Uk 5 BA
show forwarding proactive-cc inconsistencies Z Oshow 2~ RN, BRBICEKKLE-KET

Ropole A BEEERRLUET,

show forwarding proactive-cc inconsistencies all | = @ show 2~ Rit. a7 75 ¢ 77284
T = v 7 NERE SN G RO Tz
FTRTOAREGERRLET

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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=P =N EFTED2 oD a~vy FICALNAIREEEZME LIZWEEIT, koo~ r RE#H
T&EY,

"clear forwarding proactive-cc inconsistencies"

aAVvIJ4Fal—aravur
LI, ez Ao/t L, MOoB X OB EnTF =y 70l (F (4 ~—) 2 & "
THavr NTT,
« platform proactive-cc forwarding (77 4 /v k % A ~—THuK)
« no platform proactive-cc forwarding (#5524 %)
« TSy N ITA—LDTAT YT 4 T cclrzk fulldb <timein sec>
» platform proactive-cc forwarding incremental <timein sec>

« platform proactive-cc forwarding incremental <timein sec> fulldb <timein sec>

avw kR B&Y
platform proactive-cc forwarding Zoav RNk, ALy FOTuT T 4
Bl - TRBEEWT = B —DNEIRD ., T 7+
IVEDE A —DEREIIET,
switch (config)# platform proactive-cc )
forwarding FulldB DF 7 4 /L kD & A ~—{EI% 86400 T
j—o
Wy dB T 7 4N N XA~ —fEIZ 10 TT,
no platform proactive-cc forwarding Zoawy RiE, TaT T 7 nEANE
Bl - F oy I—EWNLET,

switch (config)# no platform proactive-cc

forwarding

platform proactive-cc forwarding fulldb <time | = o~ RiZ. a7 75 4 7 8o
In sec> F = v H—0 fulldB ¥ A <—% 600 FIZF%E
{5“ : I/ji—;«o

switch(config)# platform proactive-cc

forwarding

platform proactive-cc forwardingincremental | — o~ N, 27 275 ¢ 7 cc B Z A
<timen sec> ~ 1% 20 BICRE L £

1

switch (config)# platform proactive-cc

forwarding incremental 20

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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av Uk B &Y

platform proactive-cc forwarding incremental | = =< RiZ, #5424 ~—& fulldB ¥ A
<timein sec> fulldb <timein sec> D BB E L E T,

il -

switch (config)# platform proactive-cc

forwarding incremental 20 fulldb 600

~ A oy
AR—T A RAREEEFzvh—
CiscoNX-0S U U —2103 (1) FLUR, A v X —7 = A A—EMF = v I —I% Cisco Nexus 9808
TT7 9 b7 —b ALy FTHR=-FSNTVET,
* CiscoNX-OS UV U—=2104 (1) FLUKE, A > F—T = 2A—BMHF = v I —I, Cisco

Nexus 9808 A1 ~F (Cisco Nexus X98900CD-A., X9836DM-A T A > I — Rik#H) +R—
rEHET,

CiscoNX-0S Y U—2%104 (1) FLRF, Ao X —7 x4 A—EBMF = v I —I%, Cisco Nexus
9804 77 v N7 3 —2 AA F . Cisco Nexus X98900CD-A 13 L X X9836DM-A 7 1 > /17— K
THR—bFSNTVET,

ITD B2EMEF v h—

ITD 1, PREINHIEIELFEBT L7, IKF 2R —R 2 NOREZWNERINZAER L E
T, TNHDayR—R NTTPHLARVWEREZITY &, ITD OFREENEAE L £, CLI %
N LIEITDE A F =y H—i%, ITDE NSO R R—% 2 NOEFEORE L ORI RIES
DERONSTEGAICE R LET,

ITD #45MF = v 7 X stop-on-error T3, DFE D, $—ERADT a7 ¢ F = v 7 PHEERE
o258, ITDIFERY O a T 4 OF 2w VB AXF v L, FOV—EADRKEIKL
\iﬁqo

fiil . show consistency-checker itd all [brief | detail] =2~ R TiE, 1 2O —E 2D 12071z
NRF 4 F =y VPR LUTEEES. ITDIXROY—E2ADF = v 7 1L ET,

CiscoNX-0S UV U —2=210.3 (2) FLUE, kDO ITD BEMTF = v I — 2~ KA Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2 7T v b7 g —b AA v F THR—FINTWVET,

avU R EBA

show consistency-checker itd <service-name> 1 >OHY—EZDOFEASMT = v 7
[brief | detail] <servicename> & #k LT, Y — B RBIELE
LBEWES, Ty 7 3AF v 7INET,

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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avU R ERBA

show consistency-checker itd all [brief | detail] |BEfF D% ITD H— B A DIEEAMF « « 7 % JlE
FIZFERL, B —EROF = v 7 NkhE
TIHEREAR I 72 o T2 B DR R 2 5 00
ERRALET,

show consistency-checker itd ingressinterface< | A Jjf % —7 = 4 A~DEFED 7 o —RITD
intf-name> source <srclP> destination <destiP> | 4 — v 2 1z 1 5 CTAR SN XA L7~ F

[brief | detail] Jo—ITt v b LEAIT, ITD $— b 2K
AT = v =N L= 0 BER 2T 28 -
=hEFRLET, 7a—2NITD TR Eh
7R —iZkt v FLTWARWES, —b
ABEAEET = v 7 IXAKE LTHRbILE T,
HEITT7AI

R 7 7 A /WIZIL, Cisco NX-OS 7 /34 A EOREZHEALT 5 72 DI &4 5 Cisco NX-0S
v RBRFSNET, CiscoNX-OS (Zid, FATHEM E A X — 7 » THERLD 2 T & Y
F9, T AL, BEFFICAZ - T v a7 4 ¥ a2 b—3 g (startup-config) % {#
LT, Y7 hU=THEEEZRELET, FT72 7 ¥ 2L — 3 (running-config) (21,
AP =R T oS ar7 4 Xal—rary 774 MR L UToLBEOERENMrfFSNET,
REEERTHANS, BET 7 ANDN I T v TEERLTLLIESN, 207 4 Fal—
Tary 7y AMIVE—RF = INRNy I T o TEET, 2T 4 Fab—Tar TrA
IVOFEMIZ W TIE,  [Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide] % 2
MLTLESW, o, ET 7 ANDTF = v 7R A  hab —Z2Ed i, BBENPREEL
THAIle— ANy 7T 52 TEET, =y ZHERRIZOWTIE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guide] % & L C< 72 &0,

CiscoNX-OS #fEIE, A¥ — KT v 7 ar 74 Xal—T a7y AVINER v 7 Z{ERT
HZERHYET, FHUT, BEREICKVIER SN r v 7 BHIBRS N TIZE S TWAH Z &R
Y £7, system startup-configunlock =~ > K&fHL, LT, Zhbor vy s ZHIBRL T
72 &0,

CLIl F7/\v 4

CiscoNX-0S I, XY "NU—J%&T 0T 4TI TN a—T 4 7T A0 RT
Ny JHREY v FEYR—FLTWET, CLIZHH LT, H¥EEDT Ny /E— RZ2HRC
L., UTNAEALATHEFGINHIE T haVBOT 77 4 €7 s v 7 2R TEET, &
ny N UIEFALAZ L TREY  FRHIAICY A PSR ET, CLLr—/L A H =X A
EHHLCT Ny JHEE~OT 7B A &HIRL, 0 —/VHA T 7 A% 5ETEET, debug
a<wy RZY TS A MMERERRTHOIIKI L, show 2> RiL, JBEEFEHRE Y T A
LR E —EHRTTHEDITHEHLET,

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .
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FE debug v~ REHHL., TXADE, Y A2aDT 7 =k R— MUY EDR RN H -7
HIRONET, —#Ddebug =2~ NIy NT—27 N7 35—~ A EE 5257
REMENH 57025 TT,

)

GE) TRy Z Ave—ViF, Filka 7 77 A VICRETEET, v 77403 Ty 7H
Hzary —=VKET DR bLET, RENES TT,

AT a rEMEHT L L AEEOKRE THERRIRER A T Y a VARRTEE T, FEEOT Ny
THIMZ T, AMEniza~vr RZlicn s = PUMERESNE T, T3y 7
L. B—A N TN REMOBEET NA AR THELLET VT A ET A DEA LAX L THE
TAT Y NFERSIVET,

TRy THERREFEH LT, A b, NEA =Y, BT 0 bal =T —%BIFC& £
T, 72720, EBERE CT Ny 2—F 4 VT 4 ZEATA25EEITEESLETT, —FO
FFak, arY—NMIKEDAvE—VEHILEY, Xy N =T R T —< AT
BERIREEE G2 D AlREENH D CPU LKA XY FEER L7205 2T, T3 A~0D
T IR AEGT A AREERH Y FT,

N

GE)  debug =~ > REANTHRNC, 2 H D Telnet £721X SSHE v v a v 2B 2 L AR L%
T, TRy T By a VBRBIEO Y 4 RUOIITF LR B AT, 2BEBOEy v a v &
M L Cundebugal ZA1L, Ty AyEe—VOMAEEIELET,

TINYYT T4 )LA

debug-filter ZfEH LT, RERT Ny JHERERINCTEET, a~v o F2EHTLILERN S
D EJ., 2O debugfilter 2~ FEHHT25 L, BEd 2 debug =~ Rz L - TAHER S
LT Ny TIERERIRCTE ET,

KIZ, EIGRP hello N7 v b DT Ny JHE#HAEA —Y Xy b A X —T A A 21IZHIRT D
FlZ R L £,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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Ping. Pong. # & U Traceroute .

Ping. Pong. & & U Traceroute

\)

ping D& A

6=

ping 3 & O traceroute #EREZ 1 H L T, #HtB L O AORPUCEHT HMEEZ T T v 2 —
T4 LET, ZNODOWEEFENLT, Xy NTV—7 T4 —~v U ADORBEZFE E 7213
R LIRNWTLTZE W, 20D A & MEOR Yy MU —27 OEIEAZRIET 511X, pong HRE

AL X,

ZOIETHIA L TV 5 ping B X QN traceroute =~ > i, TCP/IP % v b U —F > 7 ORED
NTZTNY a—T 4TI oL bRIEDY— LD 25T, pingx—7 1 U7 11X, TCP/IP
A E =Ry NI =2 ZRBT25EICKH LT, —#HOTa— ry ba2AERLET, =a—
SNy ME, SEEICERET DL BA—T 4 Y SNTERBIRICEENET,

traceroute L —7 4 U7 4 LREED HIETIVELETN, Sy TS Ky 7 R—ATHILFET
DEFEDNRAEZRETHI EHTEET,

pong = —7 4 U7 4%, 2 2DKRA > MEOR Y N —27 OFILEAPETEE T,

pinga~y REMHL, a~vr REEHTLE, IPVAL—TFT 47 Ry MU — 7RI THRE
DFEFE~ DRI L OB & g8 CE 77,

pinge =~ REZMEM L, a~vr FEHT2&, IPvoV—T 1 7 3y U — 7 &HTH
TE DS ~DHEER L OB IE R TE £,

pingt—7 4 VT 4 ZEATH L. A= ELEFZY TS R IV a— A vE—VE%E
TEET, IPVAEITIPV6 7 RLAZFRET D2 LICE D, 5k —ED T L— LR EET

XFT, INLDOTL—AE, X—F v NTFALRIZBFEL, XA DAX TR HINENT,
FEETIL—T RNy 7 S ET,

)

GE)

Ping =—7 4 U7 4 ZfEMA LT, Nexus AA v FITHEK I NIZIP 7 RLATHRy hU—7 X
T =< AT ANTHZ LRI NE YA, AL T DIPT KL A% THOICMP (Ping)
N7 7 4w 2%, CoPP (v ho— FL—r KU 7)) OBy, FuyrXEnb
AREMENR B D £,

switch# ping 172.28.230.1 vrf management
PING 172.28.230.1 (172.28.230.1): 56 data bytes

64
64
64
64
64

bytes from 172.28.230.
bytes from 172.28.230.
bytes from 172.28.230.
bytes from 172.28.230.
bytes from 172.28.230.

: icmp seg=0 ttl=254 time=1.095 ms
icmp seg=1 ttl=254 time=1.083 ms
icmp seg=2 ttl=254 time=1.101 ms
icmp seg=3 ttl=254 time=1.093 ms
icmp seg=4 ttl=254 time=1.237 ms

e
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--- 172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 1.083/1.121/1.237 ms

kDEA

traceroute |%, ROEAEDT=DIHEH L E T,
e T—H% NI T 4 v T BRRE Lo — M EBHLET,
« A v FM Ky 7THALD) ORBIEEZFELET,
traceroute = —7 o U7 ¢ TlL, Ay 7T LA SN D SAD A S 4L, M THR v 7T

HADNARLTRT HIET, traceroute Z AT 5 &, BETDOT A AL EERITKDLIT
WTF R ZDM DR AN » TR— Mg 2T A F T&E £,

traceroute {dest-ipv4-addr | hostname} [vrf vrf-name] =2~ > RiXIPv4d % v b7 —27 HIZ, tracerouteb
{dest-ipv6-addr | hostname} [vrf vrf-name] =2~ > RIZIPv6 v hU—Z7 R L £, %EL
IZEBZECTERWGEAIE, AR E > TRAREERA » M ETERRSNET,

switch# traceroute 172.28.254.254 vrf management

traceroute to 172.28.254.254 (172.28.254.254), 30 hops max, 40 byte packets
1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms

2 172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms

3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms

4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FEATH D traceroute Z#& 79 HIZiE, Ctrl-C 2L £9,
WD~ REMEHL T, traceroute DIE[E LA v X —T7 = AERETEET,

avw vk E):g]

traceroute {dest-ipv4-addr | hostname} [source
{dest-ipv4-addr | hostname | interface} ] [vrf
vrf-name]

1 -

switch# traceroute 112.112.112.1 source vlan
10

FBELFZIPT RLA, RA RN, F7-13A1 0
H—T 2 A AG D, traceroute /X7 hDE
BILIPvA 7 RLAZRELET,

traceroute6 {dest-ipv6-addr | hostname} [source
{dest-ipv6-addr | hostname | interface} ] [vrf
vrf-name]

1

switch# traceroute6 2010:11:22:0:1000::1

source ethernet 2/2

FBELEIPT RLA, RA M4, E0id4 v
H—"T A ANED., traceroute6 /X7 > kD%
EILIPV6 7 L A ZFEE L E T,

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)
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avw vk =E):g]

[no] ip traceroute source-interfaceinterface [vrf | 3 Sz A v & —7 = A ADBEETIP T
vrf-name KL R % KfD traceroute F 7213 traceroute6 /¥
i - 7y NEERLET,

switch (config)# ip traceroute

source-interface loopback 1

show ip traceroute sour ce-inter face [vrf vrf-name] | traceroute M7= DIZRE SN BEETLA v ¥ —
fi T oA AR RLUET,

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

ip icmp-errors sour ce-inter face interface S XN VBT A AL IE P4

fil 1 : F2IXIPV6 7 R L AZFKiD ICMP =5 — 3
Ty NEARLET,

switch(config)# ip icmp-errors

source-interface loopback 1 F 72, Virtual Routing and Forwarding (VRF)
512 - A AB L ANDALT 4 7 Jb—FTD

' BFD ##%ETHZ L b TEET,
switch(config)# vrf context vrf-blue

switch(config-vrf)# ip icmp-errors

source-interface loopback 2

TAERXBLUCPUDE=Z Y Y
showprocesses =~ > FZEH L., T4, FTHO7m e ABI0ETmEADRAT—F R
AHEGRCEET, a~vr FIEOCERBE ENET,
+PID=7"u1t¥ A 1D
* State = 7' 12 & A DIRfE
cPC=HEOT 7T L hv s (16 #FEX)
e Start cnt= 7" BB AN ZIVE TICBAE (F7IEFEE) ShzBlEk

cTTY = 7 RAZHI#H L T\ DimAKEE., (-] (A 72) X FFED TTY ETHETE
nNTnWaWnWrF—e 2R LET,

* Process = 7 12 & A DL Hi

Tt AOREITKRO LB T,
« D =Hllr7e LTIk (GEH 1/O)
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. show processes cpu < > FOEMRA

«R=E17TAE (7% =2—1)

e S={kIErH

«T=hL—RAFEITEIL
Z=HEREL TWWARW( Y rE] )y FrtR

*NR=FEfT&Sh T

FSTNDa—T4 0 TDY—ILERER

cER=FEITENTNARIER, BEITEITIRL TN

\}

G¥) —f%ic. ERREEIE., et 2O FHEBEENR ST 57012,
VAT ANEERALHMLTCEOTOAEAET 4 E—T T L

T2 LaRLTWVET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes
PID State PC Start cnt TTY Type

b7f9e468

O ~J oy U b w N

N =
NS I I

103
104
117
184
185
187
188
189

el eoNeoNeoNoNeoNeoNeoNeoNeoNeoNoNolNoNoNoNeoNeoNe
PR PR R RRRRRRRRRRRRRRR
O OO O0OO0OO0OO0OO0OO0OOOLOLOLOLOOOOLOOOLOLOOO

show processes cpu 37 > FD{FEFH

show processescpu 2~ > REMH L, v &M LT, CPURIHEREERLET,

¥ FHEAZER P ZENET,

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd
pdflush
pdflush
aio/0

aio/1l
SerrLogKthread

* Runtime(ms) = 7" 7 & Z3ME M L7z CPU KffHl (X U B HAL)

e Invoked = 7’1 AN Z N FE TR S =K

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)



| FSThva—Favi0Y—LETER
show system resources 17 > FD{EFH .

euSecs = 7B ADOENH L Z & O CPU KR (3 VU B EAL)
e 1Sec =T D 1 BRENZEIT D CPU HHE (X—& 2 MET)

switch# show processes cpu

PID Runtime (ms) Invoked uSecs 1Sec Process

1 2264 108252 20 0 init
2 950 211341 4 0 migration/0
3 1154 32833341 0 0 ksoftirgd/0
4 609 419568 1 0 desched/0
5 758 214253 3 0 migration/1
6 2462 155309355 0 0 ksoftirgd/1l
7 2496 392083 6 0 desched/1
8 443 282990 1 0 events/0
9 578 260184 2 0 events/1

10 56 2681 21 0 khelper

15 0 30 25 0 kthread

24 0 2 5 0 kacpid

103 81 89 914 0 kblockd/O0

104 56 265 213 0 kblockd/1

117 0 5 17 0 khubd

184 0 3 3 0 pdflush

185 1796 104798 17 0 pdflush

187 0 2 3 0 aio/0

188 0 2 3 0 aio/l

189 0 1 3 0 SerrLogKthread

show system resources < > K D{EF

show systemresources =~ > RAEMH L, J4UE, A7 ABE O CPU B8 LU A E Y OfdEt
HRAERRCTEET, ZOavy ROHNITIE, ROERPERINET,

s FATH T AL L TERINT- AT, Loadaverage (21, #E 14/, S0/,
BLOIS MO AT DAMPRRINET,

e Processes IZ1%., VAT ANO T a2, BLOa~yr REITHEICERICETI LTV
TuvAEREREINET,

« CPU states (Z1%, EAiD 1 BEIZEITFT S CPUD2—H £— N & h—F/L £— R TOFEH
REBIOT A RN R— o R TERINET,

e Memoryusage (21X, AEIAEY ., EHFAEY | EEAEY Ny T77IfEHIATNSD
AEY, BLOF vy v V2 lTHEHEINTWAHAEY RFa A NETERENET, £
72, buffers 35 Z U cache DEIZIX, AT AEY OFEHERL B ENET,

switch# show system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05

Processes : 355 total, 1 running

CPU states : 0.0% user, 0.2% kernel, 99.8% idle
CPUO states : 0.0% user, 1.0% kernel, 99.0% idle
CPUl states 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states : 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states : 0.0% user, 0.0% kernel, 100.0% idle

Memory usage: 16402560K total, 2664308K used, 13738252K free
Current memory status: OK

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .




FSTNLa—TF 4 ST OY— L EFER
B s rEEoxsomm

FoR—FEEOXTDER

Cisco NX-0S Tl EETF —& Z kA L — Ik DHREN RIS E S, Z 0itsk
L. FTHICEEG L7720, - L2 T2 E9, ZOOBFLIEREIX. FEER L UBREEE#RE €
Va— )VOREREAEVICRELET, ZOBERIT, BEETY 2 —LOSHICELL ET,

OBFL HREIC K > TIRFSN DT — X1, RO LB TT,
o MIHE IR A DRFH]
cEVa— DYy — Ay NS
« BV o —/LOYIMIRE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
TV a— DV TNNEE
e VTV aDAK T FL—R
« CPU hog 1% ##

« AEY U—7 1

VT N 2T =T — Ayk—V
cN— Ry =T B e s

o BRI IE

* OBFL [&H 4 O @1

« ASIC IV iAZr 35 LT 7 — it O JE I
«ASIC LY RHZ BT

OBFL O EDFEMIZ OV TIL, [Cisco Nexus9000 SeriesNX-0OS s 2 5 L& B E] 2B L
TLTIEEWY,

OBFLTS— XT—42X aT > FDEHA

Cisco NX-OS U U —Z 9.3(3) LAF%, Cisco Nexus 9000 > U —RX AA v F XTI FXER AT ¥
ZYR—FL, Z7ANRNTF Y RN A B —T 2 A ABF=FZ L LET, IV 2T,
FCMAC L~ )V CORBEDREE N T TN a—T 4V TITESL B ET,

show logging onboard error-stats ==~ Rl L, =~ NIAUR—F =7 —HEHER
ERALET, MAOKIE, ROA T EREENET,

« FCP_CNTR_MAC_RX_BAD WORDS_FROM_DECODER
« FCP_CNTR_MAC_RX_EOFA
« FCP_CNTR_MAC_RX CRC
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srosR [
* FCP_CNTR_MAC RX MAX FRAME TRUNCATE
« FCP_CNTR_MAC _RX MIN FRAME_PAD
« FCP_CNTR_CREDIT LOSS
« FCP_CNTR_TX WT AVG B2B ZERO
&Iz, Z @ show logging onboard error-stats =2~ > ROH NI Z R LET,
switch# show logging onboard error-stats
Module: 1
ERROR STATISTICS INFORMATION FOR DEVICE: FCMAC
Interface Range | | |Time Stamp
| Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS
I I I
fcl/9 |FCP_CNTR_MAC_RX_ BAD WORDS_FROM DECODER |4 [11/15/19 09:54:40
fcl/33 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:37:53
fcl/36 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:05:13
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:42:56
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:21:19
fcl/28 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:20:59
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5996 [11/14/19 10:25:45
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5992 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [22112 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21876 [11/14/19 06:18:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21368 [11/14/19 06:18:24
fcl/36 |FCP_CNTR _MAC RX BAD WORDS FROM DECODER [20872 [11/14/19 06:18:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20292 [11/14/19 06:17:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19720 [11/14/19 06:17:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19284 [11/14/19 06:17:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [18788 [11/14/19 06:16:44

ZETDER

Cisco Generic Online Diagnostics (GOLD) TiX, DT 2 a 7T v 7+ —AZETN D2
Wi EO @7 L — LU — 7 ZEHR L TWET, GOLDDFELEIZLY | N— 7 =7 aK—
F v hOREEEEHER L, VAT LA T—FBLOar ha— T L—rOEOmEUINEE KR
FECEE T, TA MUIT AT LOEBRFICANI LD DL, VAT LOFETHITHEMTR
HHL00HVET, T—FEVa—UE, AT VIR DENCHEOF = v 7 ZFETLT,
VAT DO N— R 27 2V R—F% hOEEEZRE L, EEOHDEY 2 — 2K
BHroxry NT—=7IZE8ASNBRNL I LET,

VAT AOBWERFE L IXFEITRRC O ARSI SN E T, —#HOBK T = v 7 EZHEL T,
FrTA VAT LAOREEZHEBCEET, FWEEO BT X N &R A bR V2T X
FEXBITHHENRHY £9, FWORWT A NMINY I 7T 00 RTEITSN, VAT A
F—AFEFar b= T — IR BELEEAN, FOH LT A NMITA T Ny
7w LET, FRA T T AR A NEA T Y a— T HNERD
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. ##3A Fh TLV2 Event Manager O {3 F

0 EF, ZOHETHEHL TS showdiagnosticcontent module =~ > R I, W& £E5
TARNRHEEZ DR NT A N2 EOT A NEMERFREINET,

T UHA LBIT =y 71E, FREDOKINIFATT 20, Ny 7 7770 RTHEIICETT S
FOITRRETEET,

VA T=Z Y BT A NI AR DT, VAT LAOBETICI Ny 7 7T T RTEAT
ENET, AT A VBN AR BT U TORENL, TAT Xy U=V BRETA—F
V= 7 EEZ PRI L, EEZEMT 52 LT,

GOLD (X, F_XTOT R s OBWikE R L FFM AR MHERAIE L ET, ZHUTiE, mhDET
Rifl, el & B DT A MR, &) & RBEOT A MR, GFFFEITEE. Gk
B, ERREE, BRI —a— FRREGENET, ThbDT7 A MERIE, BEEN T
AT LOWRREE IR L, AT AREEOJRK % BiE3 2 D12 H £9, showdiagnosticresult
avy REFEHL, a~vr REERHL T, ZFRERRSLET,

GOLD DO E DFEAIZ DUV TIE,  ['Cisco Nexus 9000 Series NX-OSSystem Management Configuration
Guide] ZZML T 7230,

#HAHAF N TLVS Event Manager O {5 A

Embedded Event Manager (EEM) %, EERIAT LA AR hEE=H L, REINTZARY

V—E N LTENLDA R FEUBTELRY V—_R—=ZAD T L —LT—7TF, K —
I, RESNTA XY FOREICESONCTT AN, ARNFOHTT 7 v a VEERTDH, 2—F
WREREFRNC T R ST LSNTcA 7 U R TY, ZORZ YT ML, I AZ A syslog £721%

SNMP k7 v 7 D4Rk, CLI 2~ RO L, 7 =— /A —_—0Oififl/e E &2 EieT 7

varvEARTEET,

EEM DR EDFEMIZ OV T,  [CiscoNexus9000 3V — & NX-OS A5 LEHHREN A N
EHRLTLEEN,

Ethanalyzer 0){ FB

Ethanalyzer X, Wireshark (IHFF Ethereal) D% —IF L "=V g v ThoHrF—T7 v V—R YV
7 b7 =7 TShark ® Cisco NX-OS 7’12 h 2)b 7 F 7 A > —/ )L F4E G4, Ethanalyzer % fii
LT, T XTCONexus 77 v N7+ —LDA N RELOEHRAS V4 —T A A LD b
B—NLT = NI T4 v EX Yy ST BN TAZ2E T Ay U= D RT TV
Va—T AT EITH) ZENTEET,

CiscoNX-OS U U — A 10.3(1)F LA, CiscoNexus9800 7°F v k7 4 — 2 A A v F C Ethanalyzer
DY R— bR E T,

Ethanalyzer 3 E 7 2121%, kDa~ >y REHLET,
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Ethanalyzer O {3 F .

avU R L

ethanalyzer local interface inband AN R B—T oA AT L TA—I—
NAPIZ Lo TEZFEENT Ty FeXy
TFx L, FrTF v SNy OB
7o hantERERRLET,

ethanalyzer local interface inband-in AN A EBE—T oA AFN L TA—I—
NAYRZE LTy heXry 7T v L,
XY I TFrY SNy FOBELT e fan
HWeERrLET,

ethanalyzer local interface inband-out AN XA PN A N AV Z—T =
AAEN L THEFINIAAT Y hadx 7Ty
L. ¥x¥7Fy e ry hor e han
HwmoOYy~) —2RRLET,

ethanalyzer local interface mgmt BEHlf LR —T oA AN L CEZESNTE
Nry hEXyTFr L, FXYTTFrIni
Ny b7 b A AEROY < U — 3 EoR
SNET,

ethanalyzer local interface front-panel LA4¥3 Ob—F v R) Bi@ Sxrds— k&0
L CA=R=NA P2 Lo TEZRE I NN
Ty RRXXYTF YIS, FrTFrInic
Ny hoTa kA EROY < U —FR
FRSNET,

GE) ZoavrRiE LAY 2 (R
A v FR— 1) Bl SRV R— b
I LT A== FREZA(F
ERCYAVAE AN E O & as
A—hrLEHA,

ethanalyzer local interface port-channel A= S PN LA T3 L—F v R) FK—
FNFy RN B —T 2 2% LTEZE
LTy baXdx7Fry L, v 7FrL
ey ho7a hanEsot~ ) —%2%K
A~LET,

GE) Zoawy Rk, RA—s3— R
NLAY¥2 (AAf v FR—F)
A= F¥RNA L HE—T xR
N LCEZET L7y b
XY 7 FyEPR—-FLTVERE
Ao
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FSILLaA—TAVTDY—ILEFER

avy kR

S

ethanalyzer local interface vlan

A=/ S PR A T 3 AL F{RAEA v
HZ—T7 x4 A (SVD) &I L TEZ[E LN
FybhadFy7Fr L, u baEROY
~V—%RRLET,

ethanalyzer local interface netstack

Netstack ¥ 7 b =7 a2 R—3> b&J LT
A== NA P L - TEZE SN
FeXy7Frx L, 7 baffiRov<U—
EERRALET,

{l | [1] | } ethanalyzer local

Ethanalyzer ¥ v a VN X ¥ 7+ 957

S L — 2B EHIR L £9, 7 L—A%IiZiE, 0—

500,000 DEHKfEZFEETEET, 0 ZfET
% & Ethanalyzer & v I 2 > HEIRYIZ4E 1k
T AHHEMNTHAK 500,000 7 L — LR F ¥ FF ¢ &
nET,

{I | | | [} ethanalyzer IocaJ

€ 7L —LADE &

Xy T FxTAHT7L—LOESEFHBELET,
1%, 192—65,536 DEEHEIZ T
HIENTEET,

{1111} ethanalyzer local
refsrotpmdradradimeadaimgripotd eraaneLreie

Berkeley Packet Filter (BPF) ##§3C& i L T
X T T T NIy DI T T A NH
Vo7 LET,

{| [ | [} ethana]yzer Iocal

Wireshark F 7213 TSharkZFr 7 4 V2 Z{HH L

BT BRTDRNY T Ty SNy FDXH

AT T4 NHF T LET,

{11111} ethanalyzer local
interfecrantpendinbendinbendtinnbend atmgmipotdrermavanwiite

XY T TFY LT — 257 7 A MR LE
To ARNRA R L—FF v a 0003, A
FOT— KN TS5y a, ul 759 a,
USB A F L— T34 A F 3R b
L= £,

ethanalyzer local read

XY T TFxYEINTT—H 77 ANVERWTS
W77 ANE, AHBRANL—Y AT v g
Wik, AAA v FDOT—rT7TFvva, s 7
Fwia, USBA ML —UF RS, 2 F120%
HREA P L—URH0 £9,
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Ethanalyzer O {# .

avy kR

S

{1111} ethanalyzer local
nafasrapendnoadrbardinnberdatmgripotdamdianaicip

Ethanalyzer & > ¥ 2 > % HEIWICIE LT D5
FEfREE LET, v a Otk
() | write¥—7U—KZEHL X7
Fx 7y N7 7 A MIEXIAD L X ITH Y
TFxT 577 AN BEXOwrite¥x—7U —
REfEHL XYy 7Ty Ty heT77 AV
WCEZXIADE XL T 7 ANV A RERETE
£,

{I [1]]] } ethanalyzer local

> g UV ARTELET, 2047 > g 0, write

Ethanalyzer Dx ¥ 7F ¥ U 7 RNy 7 7 7

X —U— RNLHAEDETHATLE, Vv
ﬁﬂ/77m@10uiw774w:ﬂﬁm
EXAENET, HILLT 7 A LZEZIA
@ﬁu (Z Ethanalyzer 23389~ D IfE] (RDHELNL) |
Vo7 Ny T77O—#E LTRFFT D7 7 A
OB, BIOV T Ry 77 NOEADT 7

ANDT 7 A NP A REfgETEET,

{11111} ethanalyzer local
inafasgraypendinbencincendininbendiaumgmipartdenmeMancitl

¥¥TF ¥ LIy bOFEMART 7 b3y
WHaFr LET,

{1111} ethanalyzer local
inerfeceratpendinbendnbendinnend aimgipatdamadaray

Xy ST v SNy M 16ERIER TE
RLET,

{II11]} ethanalyzer local
interfecsrantpendinbendnbendininbend aumgmipartdrenneManu

LAY3IA L HE—T A ANT 7 4V LS
DVRFIZHDGEIL, VI ¥3A4 0 F—T =
A ARRA L NR—TH5D VREF e ELET,

HARS4 2 ERIFIEIR

L AYIALUH =T oA ANT 7 4V FLISD VRE DA L X—ThH Y |
(7= & 21Z. ethanalyzer local interfacefront-pane ethernet1/1

varTHRESNTWDGS

F 7213 ethanalyzer local interface port-channell =~ > K% fif )

Ethanalyzer & »»

Lvrf F—U— R&{#HH

LT, V1 ¥3A2H—7=xAAN Ethanalyzer & v+ 2 VND A L "—TH 5 VRF %5
ETAMENHY £, -8 21F. A= S— XA PN VRF lred] O LAY 3 BifE SR
AN— b Ethernetl/1 41 L CRAG £ 72ITRE LIz v hE X ¥ 7 F v 35214, ethanalyzer
local interface front-panel ethernetl/1 vrfred =~ > K& H L 97,

o 77 AN~OEZIAREIC, Ethanalyzer & > 2 2 73 500,000 /37 > b & X v 7 F ¥ Lo

. F2E7 7 A OYA X3 11 MB (2
EE

# L7234 . Ethanalyzer (3 HEITE 1L L &
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FSTNDa—T4 0 TDY—ILERER

1

switch (config)# ethanalyzer local interface inband

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

autostop Capture autostop condition

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol
information

display-filter Display filter on frames captured

limit-captured-frames Maximum number of frames to be captured (default is 10)
limit-frame-size Capture only a subset of a frame

mirror Filter mirrored packets

raw Hex/Ascii dump the packet with possibly one line summary

write Filename to save capture to

| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: O ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 806 PRI:
DEI: O ID: 4033

1

7

2

7

4

7

4 2021-07-26 09:36:36.395984384 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 1307 PRI:
7 DEI: O ID: 4033

5 2021-07-26 09:37:36.406020552 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

6 2021-07-26 09:37:36.406155603 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
7 DEI: 0 ID: 4033

7
7
8

2021-07-26 09:37:36.406220547 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: 0 ID: 4033

8 2021-07-26 09:37:36.406297734 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307
PRI: 7 DEI: O ID: 4033

9 2021-07-26 09:38:36.408983263 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 205
PRI: 7 DEI: O ID: 4033

FEMZR T e Fa R AERT AT, (detail A Y a VABH LETSLEIOSET, v
TFXYDOBRFPTCul+CEHFEHLTHIEL, Ay TFTa T haRETIENTEET,

switch (config)# ethanalyzer local interface inband detail

Capturing on 'ps-inb'

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0

Interface id: 0 (ps-inb) Interface name: ps-inb

Encapsulation type: Ethernet (1)

Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 64 bytes (512 bits)

Capture Length: 64 bytes (512 bits) [Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:vlan:ethertype:data] Ethernet II, Src:
00:22:bd:cf:b9:01, Dst: 00:22:bd:cf:b9:00
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Ethanalyzer O {3 F .

Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00
.00 oo oo oo.. ... = LG bit: Globally unique address (factory default)
e .0 Lo ... ... .... = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01
Address: 00:22:bd:cf:b9:01
.00 oo oo oo.. ... = LG bit: Globally unique address (factory default)
ceee oo 0 Lo ooes oo oo = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)
802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033
1 = Priority: Network Control (7) 4 ...0 .... .... .... =DEI: Ineligible
. 1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob Ob Ob Ob Ob Ob 0Ob 0b 0b 0b 0b 0b 0b 0b Ob Ob ................

0020 Ob 0b Ob 0b Ob 0Ob 0Ob Ob 0b Ob 0b Ob 0b Ob ..............
Data: a90400007da2fe60474£f4c44000b0b0b0b0b0b0b0b0b0b0b... [Length: 46]

XX T T HICERT DD, HDEVIET 4 AZIURTET D3 v R ERIRT 5121%
lcapture-filterd 7'V a VEMHALET, T 7T ¥ 7 4V FiE, 74 VFAEPIIEERD
XY T T EMRELET, Ty FOTERERSIIIITONLTWRNWD T, Z4VE 74—/ R
EHLPUHRDLENTEY, RBESINTHET,

XY IF¥y 77ANVDOE 2—%EHETHITIL. mWhyﬁRﬂﬁ7V5/%ﬁ%Li¢ 74
AT A T4 NETIE, BRIHEI SNy NefERT 570, xy hU—2 FL—X

T 7 A NEITT DERCIEFEIEME N ORER T 4 V2 ) 7 & FATTE £ 9, Ethanalyzer
. FXTTF X LT — 22O 7 7 A MCEERD I ITHERELTHWRWGES, v 7
Fyx LT —X &7 7 A CEXIALET, ZO—KT7 7 AT, capture-filter A
ALl ET AT RTONRT y MR 7 7 A VZEZIAENE TN, display-filter A
T a vl BTy NOBBRERENDT-D, 22— OB RWEICERT 4 VX DME
AEns L <licnoiEnician £,

Z O T, limit-captured-frames 7% 5 [ZFXE S TUWVE T, capture-filter 47 L 3 U %
9% &, Ethanalyzer TlZ. 7 4 /L4 host 10.10.10.2 (2 —E 95 5 5D /7 v hEFERL
i‘ﬁ |—c1:|.splay—f:|.lterﬂ‘7 varEFEHTL L. Ethanalyzer'C X, 95200y haeky
7F ¥ L., 7 4/% lip.addr==10.10.10.2] ([ —&FT 5 v rOLEFERLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
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limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2 packets captured

write 7 a VEMEHA LT, B THOHT 572 DIT Cisco Nexus 9000 U — X XA v F LD A
ML — T34 ZAD 1> (boothflash, logflash72 &) IZHDH 7 7 A NIZK ¥ TTF v T — X & E
ZIALZ ENTEET, ¥¥ 7 TF v 77 A 0DHA XX, 1I0MBIZHIRS N ET,

lwrite| A 73 =3 v %f#iH L7z Ethanalyzer ® =~ > Kfill%, ethanalyzer local interfaceinband
writebootflash:capture file name CT9°, K| capture-filter i L7z write 77T a » Of] &
first-capture DI 7 7 A NZEZRLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?

bootflash: Filename logflash: Filename slotO: Filename

usbl: Filename

usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T T T IR T A NMURTFEESNDEE, T 74NV ETIE, F¥ T F v SNz 37 v b
XX =70 v RUICFERENFEY A, (display 47 v 3 V&9 5 &, CiscoNX-0S
T, ¥ 7T ¥ T 277 A NMBRTFELRRL, "y haRRLET,

capture-ring-buffer 4 /' a VEMHTH L FHE LT, FBELE 7 v AV F700X
HELIEZ 7 ANDIA ZDBITEED 7 7 A VIPMERR SN ETRIZ, ZnHDAT a0
Bz~ LET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read A7V a VEMBMHT DL TS AARICRIFESNT T 7 A NV EGRID Z ENTE X
h@‘o

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -=> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:
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3200

switch (config)# ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 ... oo vv.. ... = 1IG bit: Individual address (unicast)
ceee .00 Lo oo Lo L., = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:cd4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)
0 ... oo vi.. .... = 1IG bit: Individual address (unicast)
ceee .00 Lo ools oo. o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSC) 0x30: Class Selector 6; ECN: 0x00)

P NFELFXPCIZT 7 ANERREL, 77 AV, cap 7 7 A NVETZIX, peap 7 7 A V%5
5 Z &N TE S Wireshark oD 7 7V r—2 3 o TEDOT7 7 A NERETARD Z &6 T
=FET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

Connection to Server Established. TFTP put operation was successful

Copy complete.

decode-internal 4 73 3 X, Nexus 9000 D34 v MREHFIEICET2WNEBIEREZ WS L E
T, ZOEHRIT. CPUZBIRT 237y ho7o—%8ffL, NT TNV a—T 4 TF 50
RSB £,

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: False]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0£:43 (00:26:51:ce:0£f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

L0 o oo ... ... = 1IG bit: Individual address (unicast)
ceee .00 Lo Lo soo. o... = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0f:43 (00:26:51:ce:0£f:43)
——————————————————————————————— SN T P m — o o oo
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NX-OS A > 7 v 7 A% 16 #EEIZEHL L TH 5, Local Target Logic (LTL) A > 7 v 7 A%
HETNIGREA X — T = A AT~ > 7T 5 729DIT show system internal pixm info Itl {index}
avr FefHLET,

1DDIPHRRAMEDETRYRY SNBSS T4 v IDFYTF¥

host 1.1.1.1

IP7 RLADEHEDBTPYRY SND ST 9voDF v TFv
net 172.16.7.0/24

net 172.16.7.0 mask 255.255.255.0

IP7 RLADEEAMNSD FS 749 I DX v TFv

src net 172.16.7.0/24

srcnet 172.16.7.0 mask 255.255.255.0

IP7 RLADEEAND S T4 9 IDXFvTFv

dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 374w DX v TF ¥

UDLD /X B 510V > 7 Kitl. VTP {Z VLAN Trunking Protocol, CDP % Cisco Discovery Protocol
T,

ether host 01 10010cecllccllce

MAC7 FLREDEITHOYRY END S T4 v IDF¥TF ¥

ether host 000101 102J03 04105

)

GE) and = &&

or=||
Not=!

MAC address format : XX:XX:XX:XX:XX:XX

—fEar rO—)L JL—> JAa ka3l

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol
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* STP: DMAC =01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

* CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

«UDP & TCP OR— hEFD Y A |

Ethanalyzer (X, CiscoNX-OS 73/N— R =7 Tk $ 57 —% N7 7 4 v 71 3F v 7 F ¥ L E

A,

Ethanalyzer (%, tcpdump & [RICF ¥ 7 F v 7 4 V2 ELEZEH L ET, B KO Wireshark# 7~
TANIHEL R L ET,

WOBITIE, FX¥ T Ty INicT—% @7y MIRESNT) ZEHA 2 —T A4 A |
ICFERLET,

switch (config) # ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0
Ack=0 Win=64475 Len=0

2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data ..
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

WOFITIE, 1 DD HSRP X7 v MIOWTH ¥ I F v LT —HDiFFMEFR R LET,

switch (config) # ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)

1 oo ... .... .... = IG bit: Group address (multicast/broadcast)
ceee .00 ooos Lo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
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Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

.0 L. oo ... ... = IG bit: Individual address (unicast)
0. oo oo.. ... ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4

Header length: 20 bytes

Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)
.0. = ECN-Capable Transport (ECT): O
.0 = ECN-CE: O

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0x46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28

Checksum: 0x8ab9 [correct]

[Good Checksum: True]

[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: O

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

OB TIE, BRTANZEERA LT, 7277 4 772 HSRPIREED HSRP /X7 v b DB % FKoR
L/\i‘é—(]

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured
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Ethanalyzer /\v 9 S5OV K v TF v TOERABLUA N\ Ry FOBEIRE

Ethanalyzer |Z, A >N R AXTry MaX vy T F X TL5 w07 770 R EZRA7 L LTIATT
XFET, ARy N FT—HILPCAP 7 7 A /LD RAM A EVIZHEEFESNET, HE
FREZRHIR SN BEDPCAP T — % (REFRER T 7 A NV A XA CTHREABEREZD T 74 V)
ZOWOTHHHTEET, FlfRICET S L, b iW7 7 A VR EMICEHED X v 7 F ¥ T
EEEXEINET,

Ethanalyzer D/Nw 7 7T 0 REATICL > THR ¥ 7 F v ST —ZILRAMNIZH D |
T— 7Ty v @il e BT TICEAMNIC EEXESNE T, 2R T X EMRTED L
INZTDHITE, ATy T vay NERURT20ERH Y £, RAM D RROTZH O RHHE5S
A NL—=Y (T—=hrT7Tva) ~OPCAPERD NNy 7 7T R ek A2k RS
NNy hEY 7 FxiEREa—LFET, AT v T ay NRERT D51, AR
RT— 87Ty aBllEBETOMNENRDY £7,

AF T ay ME, CLIZ A LTCa2—FRFE TR H—T&EF, EEMAY >—F, FE
DARY NCRA Ty T vay b NI T—F5DICbEATEEST, NI T—DFERARE L
T, AN R U= IR ERINTZLEWVEZB X255, CoPP R v 7N L EVWMEAE X
TR ENHYEST, ATy T Tay MI, ARV MNOBERRETIZED N v "4 v
N RiZey bLTWeErERrLET,

L— heE=4325506, 2a—R@EEPETHIL— M ELITFTFAL— M 2B 5 LEWEL
RETHLENHY £, ZHud, MEBELSOT T — F OB AT 572 DICRET H B
DdHDET, LLTOBHBNEEEMA Y > —TiK b U T —Z2 0T 5L, EREPLETT,
INODT T 7T 4 A EDRWE | ERIRZR PCAP T — 2 PN KEICAT v Fva vy MEE
N, 7= b 7T v aBW0ol W R REEENRH Y 77,

Ethanalyzer |Z. Ny 27 7707 Kty a  OFMLERE. v a ORMEEEIL,
Ethanalyzer [EDOAF v 7 v a v b, BLONv I FI 0 Rty vay AT —H AR
T 572D show 2~ REBEMT 57200 CLI ZEBMLE Lz, +3TO CLLUTHEMI D3
fTLET,
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FSITNYa—Fa2TDY—ILEFEKR

CLI

Bl

ethanalyzer background-session config
<filenamelfilesize|numfiles|session>

RN 77 DX XY T Fx X7y hD
Ethanalyzer /N> 7 7 Z 7 R 7 rt A/t v
TarONRTA—ZEFRELET,

* Filename: Ethanalyzer /N> 7 75 7 R
F¥ 7 F ¥ TaRL o TRIFESNE
Ny T390 RRry b Fxy 7 Fy
77 ANV,

« Filesize: —H/ N 7 7 Nl 2 D ¢ 7
F¥ 77 ANDOY A X, HOFHHIL 1—
65536 KB T,

» Numfiles: —Hf/ /N> 7 7 IZIRTE SN D K
pcap 7 7 A VD, EOHFAIX 2—16 T
j‘o

« Session: Ethanalyzer /N> 7 77 7 K % ¥
TFx by va v ERNEIITENIL
£

ethanalyzer background-session restart

Ethanalyzer N> 7 77 7 R¥x ¥ 7 Fx kv
va U ERBM/AER L ET,

ethanalyzer background-session stop

Ethanalyzer N\v 7 75 U K¥ ¥ 7FF ¥ &y
VarEEELET,

show ethanalyzer background-session processes

Ethanalyzer N> 7 77 7V KX x 7FFx & v
Ta v OFMELRRLET,

show ethanalyzer background-session config

Ethanalyzer N\ 7 75 U R¥ ¥ 7 F ¥ &y
YarREIrANEHILET,

ethanalyzer copy-background-snapshot

—FER Y T I x Yy T TF SN T AV
T—=r 7T yvallat—LEd, 7ML
1% peap XTI,
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CLI B

ethanalyzer copy-compressed-background-snapshot | —fg/ N 7 7 2% ¥ FF ¥ SN 77 A )V %
tar L, tar 77 AN ET— 7T w2l
E—LET,

GE) ZOCLI ZEEREIFITT DL,
VWtar 7 7 A VDBHIBRENE T,
ﬁb‘tar Tr7ANNT— 7T

WCHET25A1, 28—
ZD\_E%?@J@L&?O

Cisco NX-OS YV U — % 10.1(2) Ethanalyzer Autocollection CLI |X, JXT® Cisco Nexus 9000 >
V=TT N7 —LTHR—-FINET,

=®

Ethanalyzer Autocollection CLI Z45
Y L5

Ethnalyzer Autocollection CLI ™ RO LB TT,

NI 7T R FaAEENRIMZOND TN, EBthanalyzer N> 27 75 0 R
0 AZFEB/BET OMNERH Y T, REVELEIND L, ROEEA vy E—UN
2 —PICRREINET,

(R EDEF & AT Zi&. Ethanalyzer/Nw 27 77 7 R 7 ut A& H{iE#E L T2
VY,  (Please restart the Ethanalyzer background process for any config change to take effect.) |

e A== NAFDOIEMENRYR—FESNTWETS Ty N7+ —ATIX, 77T 4 TR A—
IN—=NA P DAL v F A —/N—|Z K-> T, Ethanalyzer /N> 7 7F 7 F‘ﬂF’\?j’?’”’vj’D
TANEHBINIRBINRN EXH Y £, = —FX, Ethanalyzer/Xv 7 7707 K7
0 A% TEICHEETA2LERHY 9, AA v F A —/3—%|Z Bthanalyzer /N v 7 75
U R TR R e BBNICGET 2581, 72747 A== AFTkyrar A
=T NEREL, AAyTFH2In—RFLTAMNITLOIMERHY £, ZDH%, A v
FA=N=PRELTHETH, HIL T 77 1 7127257 A—s3—/3A % T Ethanalyzer
N7 7T 70 R Fry7Fy 7TabARNABNICHBESNET,

CLI 15
CLIIHNDfF] : X Tha~y FiEA X—7 0 E— FRbFEITINET,
ATy TRy 7 0 RCFEITII TS Ethanalyzer & v > a VEHMCLE T,
switch# ethanalyzer background-session config session enable
switch# dir bootflash: | include dump
1087 Jan 29 13:55:46 2021 dumpcap bg session configuration.xml

switch# show ethanalyzer background-session config
<?xml version="1.0"?>

<!-- This document contains configuration settings for background packet -->
<!-- capture session to execute in ring buffer mode. Please modify the settings
based on system resources -->

<!-- path: background packet capture directory where ring buffer files w

ill be saved -->
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<!-- filename: background packet capture file name saved by dumpcap. Files w
ill be generated as filename number date format -->

<!-- filesize: Size of individual ring buffer file in kB. Note that the file
size is limited to a maximum value of 65536 kB-->

<!-- num of files: value begin again with the first file after value number of f
iles were written (form a ring buffer). The maximum value should be equal to 16
-——>

<!-- session: Enable/disable background packet capture session process. App

licable for both boot-up as well as session restart -->
<ethanalyzer config>
<filepath>/tmp/dumpcap bg session files/</filepath>
<filename>capture</filename>
<filesize>2048</filesize>
<numfiles>2</numfiles>
<session>enable</session>
</ethanalyzer config>

wIZ, CLIOH D Z R LET,

switch# ethanalyzer background-session restart
root 30038 1 0 13:58 ttyso0 00:00:00 /usr/bin/dumpcap -n -b filesize:
2048 -b files:2 -i ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

AT T2 Ny T Ry a URENT A= ORER

switch# show ethanalyzer background-session process

AT w73 Ny 757 K Ethanalyzer 7' & & 2 OBl

switch# ethanalyzer background-session restart

AT w7 4 Ethanalyzer /N> 7 77 0 R ¥y 7T v By arOFETOMR

switch# ethanalyzer background-session processes

Background session of packet analyzer:

root 17216 1 4 12:43 ttyS0 00:00:00 /usr/bin/dumpcap -n -b filesize:2048 -b files:2 -i
ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

switch#

A CLIZFETLTAF Yy Fay Naxy P Fy LTHERRTH

switch# ethanalyzer copy-background-snapshot
Copy packet analyzer captured frames to bootflash...
Copied snapshot files

72 -rw-rw-rw- 1 root root 65844 Jan 21 00:21
CAPTURE 00001 20210121001903.pcap

switch# ethanalyzer copy-compressed-background-snapshot
Copy packet analyzer captured compressed frames to bootflash...

Copied snapshot files
28 -rw-r--r-- 1 root root 27181 Jan 21 00:22 CAPTURE.tar.gz

5 - Ethanalyzer 2> 7 a2y hOHBIED MY H—L LTA R N b— K E=X
Vo7 a2EHT 5,

. Cisco Nexus 9000 ') — X NX-08S kS T a—F 425 HA K. J1)—Z104(x)



| FSThva—Favi0Y—LETER

Ethanalyzer O {# .

R4 ANV L—FEZRYSTCUF T3

CLI BLL]

system inband cpu-mac log threshold rx rx_pps tx

tx_pps throttle secondsrx_pps, tx_pps: 0-1500000
Inband rx/tx pps rate that needs to be logged when
exceededseconds: log throttle interval (maximum 1
exceed log per defined interval)

H%hET— K (Enable Mode)

show system inband cpu-mac log threshold" to
display settings

T 7%V b

off (PPSHE 0) . A wm v hLFHKE 120 &b,

AiO® 7 va Tt L7z & 912, Bthanalyzer N 7 75 w2 K 7' a2 ABEEN R E S 4L,

= =

RAT

STV ZENHMHRE RV £, ZOBMAPNIZTEE T 7 VEBOY T

L= hR3H Y ETH, 2—FInF o 7IET L EEAONLBFEZNR L — b el o058

s

DEJ, 2=V OREMZBZ D LI VEIZ, HERBEOT 7 — b Oz [l % 7201258

T DMERDHY £,

\}

GE)

PIFOBHENEEEM AR Y o —TlK b A—%2ECTSAITEENLETT, Zh bk
ICHEbnWeE . KEDOPCAPT —# N ATy 7 ay MbEh, 7— 7T v aBnoiXn
272 B ATREMEDN B W F 4,

max-triggers /X7 A —H (X, T I T 4 TIRA—IN—=NAYFDT— 7T v a
(bootflash:eem_snapshots) @ eem_snapshots 7 « L' 7 k U IZKFANRF SN TND AT v
Yay b TFANVDORITH L TTF =y 7 SNES, A==, P2 v F A ——DGEH,
BT 7T 4 T2 o Te A—R—= A FOWELIT, LANNZT 77 4 TTEolc A==
PONER L TRR D581 HY . TOREK, BENERFHINLINE I BIRED 7,
HEWMUEOHBILX, FTL T 277 4 Tl A== NRA DT — T T v 2 |THFET D
AFyFvay h ANV RMCE o TRRY £,

BEINTT 4 V27 FUNDT 7 A VO max-triggers & —E9 25 &, BENNEIEL L F
T BHERGTLICE, 2R T4 L7 NIRRTy T vay T A VEHIBRL T,

7 7 A V% max-triggers LV b 700y [ME] 1L, BlO&E (max-triggers 75 [value] #5[\»
7eH) OHBIEZTFAIT20ENH Y 3, MO ONTIE, TR T—X=2DA X |
o7 OANE] DIE%Z [Embedded Event Manager DX E| DFETHHL T X,

271 ANV R L—h =X Y T 2HMBTH

switch (config) # system inband cpu-mac log threshold rx 400 tx 4000 throttle 60
switch# show system inband cpu-mac log threshold

Thresholds Rx:
Log throttle interval:

400 PPS, Tx; 4000 PPS
60 seconds

[RYH—_R—=ADA X b rrOBEENUE] OE% [Embedded Event Manager D% & ] D
TmHERTWAEoIE, NI A—_"—20u 7 77 A LVOHBNEZFIHALT, T4L 7 b
VEERLEST ROFITIE, T4 L7 MY OATTE Tauto _collect] TF) ., EEMAY v—
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. Ethanalyzer O

FSTNSa—TFaviov—LEeRER |

EEREIIENCT D E,. A Xk 1l L ethanalyzer pcap DFLAIAIL AT~ 7 3 v MY
ENREN e £,

AF 2 F 4 L7 N EERT S

create auto_collect directory
switch# pwd

bootflash:

switch# cd scripts

switch# mkdir auto collect

ATy T3 AN RF =Ty B =2 AT D
switch (config)# event manager applet syslog trigger override __ syslog trigger default

switch (config-applet)# action 1.0 collect auto_collect rate-limit 60 max-triggers 3
$_syslog _msg

THUCED . 60 BT K Ix D HEMENAMICZRY WU KU T =% L THE TR
3[al, [[A U syslog b U A —IZ%t L TR max-triggers x num_files pcap 7 7 A V& {RfF L £
Bl :3x2=677141) ,

EREof AR 0 KED ICMP ZER A BT 5 74 A b 20.1.1.100 DFEEMEEZEFE L £7,

switch#

2021 Jan 29 15:15:27 switch %KERN-1-SYSTEM MSG: [17181.984601] Inband Rx threshold 400
PPS reached. - kernel

2021 Jan 29 15:15:28 switch %KERN-1-SYSTEM MSG: [17182.997911] Inband Rx threshold 400
PPS reached. - kernel

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:15:30 620969861 KERN-1-SYSTEM MSG
PROCESSED:1:7118865
2021-Jan-29 15:15:30 201962781 KERN-1-SYSTEM MSG
DROPPED-LASTACTIONINPROG
2021-Jan-29 15:15:29 620969861 KERN-1-SYSTEM MSG PROCESSING
switch# dir bootflash: | include capture

2048040 Jan 29 15:15:29 2021 capture 00004 20210129150732.pcap

169288 Jan 29 15:15:29 2021 capture 00005 20210129151528.pcap

Ry 7T RFa A TxFYy P FvENEZT7 7 AV ET a— R 5T1L, A3 TACTF—
HZRBEWAEDOELTEE N,

ERE] . A E N GERARAHZOBEEIZL 7 2 9> YAML) b U T —0OfEH (CoPP Fua v
L & VWM )

BIESMITR D LB Y TT,
LLAGR D X 512, Ethanalyzer /N 7 75 7 R 7t ARRENERE S, FEITSNTWVET,
2HIOBERABIORT v 72 EAT T INET LTNET,

oy 54T AHEA2FETH27 5 ZAD CoPP LEWVER X 7240 LET, FHIC
SDOWTCIE, CoPPRESNA F (M) 2L T30,

Z OFITIE, ARP 2 &Tr7 7 A copp-class-normal DA, L X VMEIX 1000000 [ZFRE S, =
Fo 7 Lol (autocollect IZHKISTE D +072mS) ITRESINET,

]
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class copp-class-normal
logging drop threshold 1000000 level 1

AIOEHABICHERA LIS DERUTUT 4 L2 MU (bootflash:scripts/auto_collect) T, 7 7 A /v
copp.yaml ZRKD L HIZIBMLET (copp= 2> HR—F> M) ,

#*********************************************************************

#

# File: comp specific yaml

# Author:

#

# Description: Module Makefile
#

#

# Copyright (c) 2019 by cisco Systems, Inc.
# All rights reserved.

#

#

# $Id: comp specific yaml $

# S$Source: $

# SAuthor: $

#

#*********************************************************************

version: 1

components:
copp:
default:
copp_dropsl:
serviceCOPP:

match: CoPP drops exceed threshold
commands: ethanalyzer copy-background-snapshot

LREOFERR : 7T ATCoPP Ry 75| X ITKED ARP EXRZFEE L F T,

switch#

2021 Jan 29 15:49:47 switch %COPP-1-COPP_DROPS1: CoPP drops exceed threshold in class:
copp-class-normal-log,

check show policy-map interface control-plane for more info.

switch# show policy-map interface control-plane class copp-class-normal-log

Control Plane

Service-policy input: copp-policy-strict-log

class-map copp-class-normal-log (match-any)
match access-group name copp-acl-mac-dotlx-log
match protocol arp
set cos 1
threshold: 1000000, level: 1
police cir 1400 kbps , bc 32000 bytes
module 1
transmitted 25690204 bytes;
5-minute offered rate 168761 bytes/sec
conformed 194394 peak-rate bytes/sec
at Fri Jan 29 15:49:56 2021

dropped 92058020 bytes;
5-min violate rate 615169 byte/sec

violated 698977 peak-rate byte/sec at Fri Jan 29 15:49:56 2021
switch#
switch# show system internal event-logs auto-collect history
DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:49:57 1232244872 COPP-1-COPP_DROPS1 RATELIMITED
2021-Jan-29 15:49:50 522271686 COPP-1-COPP_DROPS1
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PROCESSED:1:11182862
2021-Jan-29 15:49:48 522271686 COPP-1-COPP_DROPS1 PROCESSING

switch# dir bootflash: | include capture

2048192 Jan 29 15:49:49 2021 capture 00038 20210129154942.pcap
1788016 Jan 29 15:49:49 2021 capture 00039 20210129154946.pcap

SS0 D ENE
RAE I A== XA P NN 7 TS5 Rt A E session = disable THIE) L 7~ 13
B =TI D A== A Y N7 7T 4 T olc b 2T vt A2 HEEIT 2 BB
HYET,
SEEH

» Wireshark : CaptureFilters

» Wireshark : DisplayFilters

+ [Cisco Nexus 9000 >V — &X' NX-OS Layer2 A1 v F > TREHTA K

« [Cisco Nexus 9000 > V) — & NX-OS VXLAN i&/E# A1 K]

« [Cisco Nexus 9000 NX-OS A % —7 = A AGREHTA Kl

+ [Cisco Nexus 9000 >V —ANX-0S L =F ¥ A h L—F 4 L THEHTA F]

SNMP & & U RMON 4 7/K— k

Cisco NX-OS 1%, FHEWN—A (MIB) &#@H (b7 v 7 LIHH) %2 E T /A#7 SNMPvI,
V2. BEXOVI OV R— 2Rt L E4,

SNMP HEH#ETIE, CiscoNX-0S ZEHH LE=X U 7454 MIB &V KR— 45— F/R—
FABlT Y A — g R EATEET,

SNMPV3 (3 & HIZJRFi7e X2 U T BB A 2t L £ 3, &7 /31 A TSNMP H—E X & H%)
FITENCT DL OICEIRTEET, £72. &7 /31 AT SNMP vl 35 LU v2 ZEROWLE S5
EERETEET,

CiscoNX-0S 1, VE—h EF=H#VY 2 (RMON) 77 —LBIOA XV b P HR—FLF
4. RMON7 T —LAL & A Xy ME, Xy FT—ZEIEOZALICHEASNT, LEVWEOREE
HDREEDA T =R LRt LT,

[7T7—24 Z—7 (AlarmGroup) | TiE, 77— LE2HRETETET, 77 —4F, T34 &
WD 1 DEIIEEONRT A—FICHETEET, L& X, 7351 A0 CPU EHFEOFRE
DLULZxf L CRMON 7 7 — A% ETE 7, BEventGroup ZfEH T2 &, 77— 4544
WCHANWTEITTHT 73 arThihARV FMERETEET, Y R—hSNDA X bDH
AFE, aX¥ > r SNMP b7 v BRI T U RNy IR EENET,

SNMP 3 L T'RMON DR EDFEMIC O\ T, [Cisco Nexus 9000 & J — & NX-OS 3 2T A
BHEENA R 22 L T 7EE0,
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pcap smp <—4—n R [

PCAP SNMP /\—H— D {EF

PCAP SNMP /X—H—{X, .pcap B TH v 7' F v &7z SNMP X7 > R &9 %Y — /LT
T, AA v F ETEMEL, AL v FIZHEESINDHTTD SNMP get, getnext, getbulk, set,
trap, 33 K O response ZROFEFHEHR LA — M EEK L E T,

PCAP SNMP N—H—2z T 5I121%, ROWIT N rOa~vry RefFHLET,

« debug packet-analysissnmp [mgmt0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
EHALTHEEOREMO N7y hexx 7T v L, —W peap 7 7 A WIRIELE T,
WIZ, D peap 7 7 A MZHEDNT ATy REpr LET,

FERITH A 7 7 A VRSN E T, HA7 7 A ABREIN TORNWEGAX, 2 Y —

TN I SVET, keep-pcap 47> a VAT A5G ERE ., —Kf.pcap 7 7 A MIET

74N FTHIBRENET, Ny M XX T T RIL, TIANVIOEEA L H—T 2 A R
(mgmt0) . E/ZIFHENA 4 —T =2 ATHFEITTEET,

i -

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log keep-pcap
switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log
keep-pcap

debug packet-analysis snmp input-pcap-file [output-file] : BETF D pcap 7 7 A VT H D F ¥ 7
F¥ Liery haegtr LET,
£ -

switch# debug packet-analysis snmp bootflash:snmp.pcap

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

IZ, debug packet-analysis snmp [mgmtO | inband] duration =~ > KOFEFHEHR L AR — k D
ZRLET, :

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!
Statistics Report

SNMP Packet Capture Duration: 0 seconds
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Total Hosts: 1

Total Requests: 18
Total Responses: 18
Total GET: 0

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: 0

Total BULKWALK: 0 (BULK: 0)
Total SET: O

Total TRAP: 0

Total INFORM: O

Hosts GET GETNEXT WALK (NEXT) GETBULK BULKWALK (BULK) SET TRAP INFORM RESPONSE
10.22.27.244 0 0 1(18) 0 0(0) 0 0 0 18
Sessions

MIB Objects GET GETNEXT WALK (NEXT) GETBULK(Non_rep/Max_rep) BULKWALK (BULK,
Non_ rep/Max_rep)

ifName 0 0 1(18) 0 0
SET Hosts
0 10.22.27.244

RADIUS % %I F

RADIUS a2 ha/LiX, ~v R RO RADIUS — L 7 T4 7 T4 AW, Bk
FER I VLT UV VERBRTATOIMERH IS e LT, ZboDEM X, kD3
DODYP—E R 7T A (CoS) IZEE# L TWET,

- R
 FFE
CTHYT AT

FRREIE, BEEDT NA AT 78 AT 52—V ORGEEZER L TWE 9, RADIUS 4 L
T, CiscoNX-OST A AT VB AT HZ—WF T H 7 hEFHTEET, 734 2A~Dn
TA v ERAD EL CiscoNX-0S 12 L > T, H1HD RADIUS % — "DIFHRIZEE SN T — Vi
RERN TN ET,

FANE, WEESh e —F o7 7 e AFAHEAER L THET, 2—FIcH Y Tlor—1
X, 2—WZT 7B REZFATEHEF AL ZADY 2 FE L BT, RADIUSH— N ETXx %
T, —FPRFEIESND &, T8 ALRADIUS — &2 L C, =2—H D7 7t A#H%
RELET,

THOT 4T, TARAADOEH Yy a v T IEE SN JEREEKRL TV E
T, ZOHREMFHLTC, FIT TNy a—T 4 P BEO2—F T T 2T 4 D LR—
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syslog O F .

FEAERTEES, 7THUT 0070, v—hEid) £— FTEIETEET (RADIUS
AL

WRIiZ, ThorTavr a2y M) 2RRT 502 LET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public

Sun May 12 05:02:08 2007:update:snmp 1039928528 172.22.95.167:public:Switchname

\)

GE) 7THhvrTrarrualid, Keyvvaropfllntt GRBEKRT) 2R RLET,

syslog D& A

a4y LAJL

VAT A A= uX Y7 T EERALTC, Avk—UhRu S T A NVIRIET
B, FIFMOT NS AZERE L ET, TOEREETIE, ROZENTEET,

cE=H YT BIORN T TN a—T 4 DD u JIEROTE
XY T TF X T TIERDZ A T DR
« X ¥ TTF ¥ T D u TIEROLEIE DR
syslog ZfE [l L T AT & A v — V&R MIAIC 2 — B /VITRAFELTZ D . R0 syslog Hr—3

WCZDEREFE LY TEET, syslog A vt—T%hary Yy —MIEELTTSITERTS
ZEHLTEET, TNHDOA v E—VOFMIE, BIRLAEREICL > TRZR2Y £,

syslog A v &—U1%, ERKEIZSG LT, debug 2> 5 critical £ THO 7 2O h 7 IV IZHHINE
T, TAL ANORFED —ERZONT, LR— SR ERELZFIRTEET, &2
(X, OSPFH—ERADT Ny 7 A X2 b OAEHRE L, BGPH—EADT X TOEKE L~
DAXRY Mol d D5 ENTEET,

0y Ay—U, VAT AHEESZIITEEINRTWEYT, 7272 L, EKRED Critical AT
(Lv0, 1, 2) OIRKI100fEDOT 7 A »B2— I INVRAM IZIRESNE T, Zoa 7T,
show logging nvram CTWOTHRRTEET, a~vr NEFEHLET,

Cisco NX-OS CTlE, RO X7 L-YULRYR— S TnEd,
* 0-emergency (FE2)
o l-alert (Z3)

* 2-critical (FEEK)
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* 3-error (-7 —)

* 4-warning (¥#45)

» S-notification (&%)

* 6-informational (1% )

* 7-debugging (7 /3> 7))

T 7 AN KT, A AZED EEEREERVAT A AvE—URas 774 VICHE
RS, ENDOLDA v E—UNV AT LAY —VIEFEINET, =X, 77T o
A TBILVPEREICESNT, RETIHIVATAAYE—VEBETEET, VT AXA A
DTNy TR LOVEHEZR(LT 272012, AvB—IZEH A b5 A TRMEnET,

Telnet £/=1X SSHADOX T DA +—TILL

VAT A OX T Avbe—UlE, TN NERRREFLOOX T Ty T o BIW
BREOHIZESNTa Ly Y —/WIEEINET,

eV —=NOuX T hkT 4 B—T7MIT 5HIZIE, nologgingconsole = v K& =27 ¢
Fal—varyE—RFCHEHLET,

e Telnet £721X SSH O u ¥ 72 HNTT HIZi%. termina monitor =~ > RZ2FETL=E
7,

eV — )ty iar~OuX ol BT 4 —TNERIEIA F—TNICTHE, FOIREE
I, TRUHOTRCoaryy— Lty va @A ISNET, 22—ty a a2
TLTHHOE Yy v a cHRr 7 A > LEEGA, IREBITHR S TWEd, 72720,
Telnett v > a v FRIESSHE Y a v ~DuaXr 7oA F—TNVEFIZT 4 B—7 T
THE, ZOREFZFOEy Va rIEFICEHESNET, =2—F Ry a a2k TLE
bLix, TOREITHERINETA,

ZOIETHI LTS nologgingconsole 2~ > Kk, v/ — X7 &7 4 —7 /L
L. 774N FTAR—T IR TVET,

switch (config)# no logging console

ZOWETHA L TWA terminal monitor =~ > RiZ. Telnet £7-1% SSH O u X 72 /T
L. 774/ FTIET 48— MR >TWET,

switch# terminal monitor

syslog DFXEDFERIZ OV TIE,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] Z#ZM L T 7E S0,
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sean oid I}

SPAN O {5 FH

AL v F RBE—=FTFF7A4% (SPAN) =2—T 4 U T 4 &fioT, MR N T TNV a—T 4
VI DFEITFELIFEEDOT SV A= a R ANNL NG T 4w I DYV EREL, e
TIT 4 TR R TG EIT) ZENTEET,

TNA ARELEE L THRRAETERWER Ry N —2IZH 2551, #@F., Y han
LAV B MENRH Y £7, deébug 2~ REFEHTIUX, = K /—REF /31 AR/
DOHH ST 7 4 v 7 EBRRDLZENTEET, L, FFEOT=Y K /) — RERETE 2135
T BT XTORNTI 7 4 v 7 ICERELYTHMERSHILEAIL. e bav T T4 &k
HALTFe hay hb—2&2F ¥ P F ¥ LET,

Ta hav T F AV EHFAT DI, DRG0 T NS, ASDTA NT F T4 FEHAT
HUNENRNHDET, ZDEE, THRAAREDOALES T/0) 1ThErEnE T,

A—Hh Xy b Xy U= TliX, SPANZ—7 4 VT 4 ZFEH L CZOMEE R TEET,
SPAN #1425 L, ¥ RXTONTF 74 v 7 Dat—%RG LT, T3 ANDOHIOAR— MZ
HLECEET, 207t RIEOHERT A A HEET, N— R = 7N TERINLDD
TAREE CPUAMEZE £T,

SPAN Zffifi3 5 &, /A AN TMSL L7 SPAN By v a U RERENET, 74 VX &5
ALTC, ZELEN I 74 v 7 FERITEE LN T T4 v I DBEXR Y T F vy TEXET,

SPAN =—7 ¢ U 7 ¢ ZBH469 5 |Z1%, span session span-num =~ > R&EfH L Ed, 22T
span-nUMIIAFFEDSPANE v a V&R LET, ZDavry REANTLHE, T A=a—N0
FoREN, s A v H—T = A AL EETE VLAN ZRETE £,

switch2# config terminal

switch2 (config)# span session 1 <<=== Create a span session

switch2 (config-span) # source interface el/8 <<=== Specify the port to be spanned
switch2 (config-span) # destination interface el/3 <<==== Specify the span destination
port

switch2 (config-span) # end

switch2# show span session 1

Session 1 (active)

Destination is el/3

No session filters configured

Ingress (rx) sources are

el/s8,

Egress (tx) sources are

fel/8,

SPAN D% E DFEMIZ DUV TIX,  [Cisco Nexus 9000 SeriesNX-OS System Management Configuration
Guide] &ML T 7230,

SPAN E&F v h—
SPANMEAHET = v 2, A= A, G4 H— K, BEOA— K27 F—T L0

T s T hEBAEMHREDF 2y IV EEITLET, AL v F TCSPANZZET D L. TOIREE
M7 T, ARb— A4 =K, BLEON—KRo=T7 7= 70 7 I L
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NFET, ZHNEORENEVICHEB L TWWReWEES, SPAN By g 3k LE 3, SPAN
BT = v B —T, HIEIZETETEX S SPAN By L a VOREEZ#HIT 50125 b F
j—o

cc_monitor_session.py |, SPAN &5 = v B —@ Python A7 U 7 ~ T3, I @ Python A
JUT NI A== Y T I— R BEON—=FY =7 7T =7 L ORELTF L,
TARTORENEWVCERPIL TWDNE I 0 a il LET,

Wiz, SPAN &M F = v 1 —D CLI Z/Rr LE T,

show consistency-checker monitor session {<session-id> | all}

ZOCLIX, Ny 7 =2 RTPython A7 U7 %34T L, SPANELGHET = v h—DHh %%«
RLET, HAOFKDOEEBY TT,

switch# show consistency-checker monitor session 1
Monitor Consistency Check : PASSED

Using sFlow

Sampled flow (sFlow) allows you to monitor real-time traffic in data networks that contain switches and
routers. It uses the sampling mechanism in the sFlow agent software on switches and routers to monitor
traffic and to forward the sample data to the central data collector. For more information about sFlow, see
RFC 3176.

The sFlow agent, which is embedded in the Cisco NX-OS software, periodically samples or polls the
interface counters that are associated with a data source of the sampled packets.

For more information about configuring sFlow, see Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide.

sFlow &8 F v h—

sFlow &M TF = v 1 —F, A== NAHP =L T4 I— RN "—KU=T T—TVDO7nm
TThEEEMHERDT = v 7 B#FITLET, AA v TF TsFlow 2T D &, FOIREEN VY
TR xT, ARL—=Y FA =R, BIXON—RU =T 7700 T T AINE
9, LML, CiscoNexus 9808 Ao v FTiL, BHMUT = v I —IL, A—R—NAHF =L T4
V=R =Ko T WL A Y —DT 0T LAEBEBEMEROT = v 7 2FITLET,
ZA v F BT sFlow ZHERH . IREDSEWICFEH L T 2206, SPAN &> &g 3R L
£9, sFlow AT = v b —iF, AEICEIETE 5 sFlow & v ¥ a Y ORBEAEZ#HHNT 50
RSB ET,

sFlow &M F = » H—%Fifl LT, sFlow A —/3—34 ¥ 7 1t 2O OIS ERIET
xFE7,

\)

GE)  sFlow BAMF = v 1 —1F. sFlow 0B XDF — X EETTICEET % sFlow #ESH RO L%
WEEL £,
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https://datatracker.ietf.org/doc/html/rfc3176
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/system-management/cisco-nexus-9000-series-nx-os-system-management-configuration-guide-103x/m-configuring-sflow-10x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/system-management/cisco-nexus-9000-series-nx-os-system-management-configuration-guide-103x/m-configuring-sflow-10x.html

| FSThva—Favi0Y—LETER
In—e—aviginen [

Wiz, sFlow AW F = v h—Da~vr RERLET,

switch (config)# show consistency-checker sflow

W, WOl ZR L ES,

switch (config)# show consistency-checker sflow
SFLOW CC validation start:

passed for interface ethernet 1/15

Consistency checker passed for SFLOW

JIL— E—a UHEEDFER

—¥DT Ty F T F—L T, 7TV P73 —2DLED # B SE D2 ENTEET, 20
HHEIX, m— B NVEREN N T TN a—T 4 VRO T D2 — R U = 7 &2l 275
TEHEHC, "= U =T E2~v—7FT DO FETT,

N—KRU =7 =T 47 4D LED Z AIEIEHI2iE, ROa~r RefEHLET,

av vk S]]

blink chassis ¥ —VLEDE ARSI HE T,

blink fan number 77 LED ® 1 2% Hik S £9,

blink module slot BINLIZEY 2—/LOLED & Mk SE £,
blink power supply number BIRLED O 1 D% MR ESE 9,

watch <> FOFEHA

watch =~ > RZH9 5 &, CiscoNX-OSCLI =2~ FHHAFEAIZTUNIX =2~ R 2 &
L. BHTAZLEHTLET (runbash =~ > R avwr RE@ELT) .

Woa< ReERLET,

watch [differences] [interval seconds] commandwatch
- differences : =~ > N OENZRFIE T L E T,

sinterval seconds : =~ N ZFHT HHE A EE L E3, #IHIX0~2147483647 F0 T
7,

scommand : BRI Ha~vr RERELET,

I, watch =< > RZ{# M L T show interface ethl/15 counters =~ > KO H /1% ERPFEHr
L. MERZEAERT D02~ LET,

switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015
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B 525 rov—rershoenss

Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
Port OutOctets OutUcastPkts
Ethl/15 5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

SIS a—T4200DY—ILEAERDEMSHE

BEEIEE T=aTFILERAL ML

VAT NEELY —/1 | [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]

MIB [ Cisco Nexus 7000 Series and 9000 Series NX-OSMIB Quick Referencell
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% 5l

A

admin-password 30
attach console module 7

blink chassis 187
blink fan 187

blink module 187
blink powersupply 187
boot tftp: 17

c

clear cores 112

clear counters interface all 45
clear counters interface 45
cmdline recoverymode = 1
copy 27,30,116

copy core 19

copy core: 20,23

copy startup-configuration tftp: 117

17,29

D

debug 154,185
debug packet-analysis snmp 181

E

enable changing the admin password 34-35

ethanalyzer local interface {inband | mgmt} autostop 165
ethanalyzer local interface {inband | mgmt} capture-filter 164
ethanalyzer local interface {inband | mgmt} capture-ring-buffer 165
ethanalyzer local interface {inband | mgmt} detail 165

ethanalyzer local interface {inband | mgmt} display-filter 164
ethanalyzer local interface {inband | mgmt} limit-captured-frames 164
ethanalyzer local interface {inband | mgmt} limit-frame-size 164
ethanalyzer local interface {inband | mgmt} raw 165

ethanalyzer local interface {inband | mgmt} vrf 165

ethanalyzer local interface {inband | mgmt} write 164

ethanalyzer local interface front-panel 163

ethanalyzer local interface inband 163

Cisco Nexus 9000 ') —X NX-08S kS T a—TF 425 4 K, 1) 1J—X104(x) .

ethanalyzer local interface inband-in 163
ethanalyzer local interface inband-out 163
ethanalyzer local interface mgmt 163
ethanalyzer local interface port-channel 163
ethanalyzer local interface vlan 164
ethanalyzer local read 164

F

feature nxapi 106

init system 1617

install module 12

install all 10, 12-13

ip icmp-errors source-interface 157
ip traceroute source-interface 157

L

load-nxos 17, 31
logging level 12fm 77
logging server 5

no feature nxapi 106
no logging console 184
no shutdown 44, 49-50

P

ping 155

ping6 155

R

reload 25, 32-33
run bash 187

run-script 117
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S

set gw 16-17

setip 16-17

set ip next-hop 89

set ipv6 next-hop 89

show 120, 153

show {ip | ipv6} 2

show consistency-checker copp 121

show consistency-checker dme interfaces 121

show consistency-checker egress-xlate private-vlan 121
show consistency-checker fex-interfaces 121

show consistency-checker forwarding single-route 122
show consistency-checker forwarding 122

show consistency-checker gwmacdb 123

show consistency-checker kim 123

show consistency-checker 12 module 123

show consistency-checker 12 multicast group 124

show consistency-checker 12 switchport interface 124
show consistency-checker 13 multicast group 127

show consistency-checker 13-interface interface 125
show consistency-checker 13-interface module 126
show consistency-checker link-state fabric-ieth module 127
show consistency-checker link-state interface 128
show consistency-checker link-state module 128

show consistency-checker membership port-channels 128
show consistency-checker membership vlan 129

show consistency-checker pacl extended ingress 129
show consistency-checker pacl 129

show consistency-checker port-state fabric-ieth module 130
show consistency-checker port-state module 130

show consistency-checker racl extended ingress 131-132
show consistency-checker racl 131

show consistency-checker segment-routing mpls label 141
show consistency-checker segment-routing mpls 141
show consistency-checker sflow 141

show consistency-checker storm-contro 139

show consistency-checker stp-state vilan 132

show consistency-checker vacl 132

show consistency-checker vpc 133

show consistency-checker vxlan config-check 134
show consistency-checker vxlan infra 134

show consistency-checker vxlan 12 module 135

show consistency-checker vxlan 12 138

show consistency-checker vxlan 13 single-route 137
show consistency-checker vxlan 13 vrf 135

show consistency-checker vxlan pv 135

show consistency-checker vxlan qing-qinvni 136

show consistency-checker vxlan selective-qinvni 136
show consistency-checker vxlan vlan 136

show consistency-checker vxlan xconnect 137

show diagnostic content module 162

show diagnostic result 162

show feature | grep bash  106-107

show forwarding distribution multicast client 8687
show hardware rate-limit 95

show install all status 10, 115

show interface 44-45,51, 77

show interface brief 47

show interface capabilities 45, 47
show interface counters 44

show interface counters errors 77-78
show interface status 45

show interface transceiver 4

show interfaces brief 2

show ip arp 3, 86, 89

show ip client pim  86-87

show ip client 86

show ip fib 86

show ip interface 8687

show ip policy 89

show ip process 86

show ip route 86, 89

show ip routing 3

show ip traceroute source-interface 157
show ip traffic 86

show ipv6 neighbor 3, 89

show ipv6 route 89

show license 39

show license host-id 38-39

show license usage 38-39

show log | include error 20

show log nvram 115

show logging nvram 7, 183

show logging logfile 51,114

show logging log 2

show logging onboard error stats 160
show mac address-table dynamic vlan 3
show ospf 86

show policy-map interface control-plane 96
show port-channel compatibility-parameters
show port-channel summary 54

show process log pid  20-21

show process log  20-21

show processes memory 8687, 92, 109-110
show processes cpu 110, 158

show processes log pid 20, 23

show process memory 93

show processes  2-3,20-21, 92, 157
show route-map 89

show running-config 2

show running-config eigrp all 86
show running-config interface 47
show running-config spanning-tree 3
show running-config vpc 54

show running-config eigrp 86

show spanning-tree interface 77-78
show spanning-tree summary totals 76
show spanning-tree vlan 77, 79-80
show spanning-tree 2, 55

show system 120

show system error-id 120
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show system reset-reason 25

show system resources 92, 159
show system uptime 20, 22

show tech-support details 113-114
show tech-support udld 45

show tech-support vpc 54

show udld 45

show user-account 26, 34

show version 2

show vlan all-ports 3

show vlan brief 47

show vlan 2

show vpc consistency-parameters interface 56
show vpc consistency-parameters 54
show vpc peer-keepalive 54

show vpc  54-55

show vrfinterface 8687

show vrf 86

show cores 20,22, 111

show ip static-route 86

show logging 49

show logging last 114

show logging server 5,7

show module 2, 13, 44, 56

show processes log 111

shutdown 48-50, 77

spanning-tree bpduguard enable 82
spanning-tree loopguard default 82
spanning-tree vlan 82

state active 47

system cores tftp: 20, 24

system cores 112,118

system memory-thresholds minor 94
system startup-config unlock 153

I

tac-pac 114

tcpdump 171

terminal length 0 113

terminal monitor 184

test consistency-checker forwarding 122
traceroute  155-156

traceroute6 156

U

undebug all 154
username admin password 26, 31

vV

vlan 82

VXLAN 59-61, 63, 65, 67
NTGTNYa—T 47 59

#z3 I}

< IVF Xy XN AT VMUERASAT Re v a8

7w b 61

“NFXY AN BT BRI AT Ry SNy k

60

AT X AN AT RVACHERANSAT Re v 7 ST ARP

2k 61

2 ITF X ¥ A NI P ENMMEERESAT RE v 7P E17- ARP

ZERk 60

A=F ¥ A b AT RUEERASAT R ey STy

L 67

=X A NI T BRI AT R y TSIy R

63, 65

&

TAULT AT n 7 DFRR 2

&

delete 12

e

debug-filter 154

&

Ny 7Sz 3r v &~ 60-61, 63, 65, 67

IS\

77—k 2529
~

~N7 16
ES

< ILF X A N T EAARER XA 61
“NFXx AN B SEAEIZ 60

wp

=%y X b A TR XX 67
2=%¥ A BTN Z 63,65
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