ST a—TFT4 200D Y—ILERESR

e AV RIA LA E—T 2 A ADKNT TN a—T 47 a<w K 23=)
e ACLEEMEF = v (29 2—2)

TaT VT 4 TRELSETFT =y h— (32—Y)
A E—T A ABEEET = 1— (34 X—7)
ITD #EMET = v h— (34 X—)

CRET AN (353—)

«CLIT /Ry (35—Y)

s Ping, Pong, I35 OF Traceroute (37 ~3—7)

« TuEABLOCPUDE=FY 7 (39 2—2)

e FUAR—REERX L FOMH (42 2—)

« WO (43 ~X—)

« flAIA F TV D Event Manager D (44 =X—720)
* Ethanalyzer Offff] (44 ~—7)

« SNMP B L TUXRMON OHHR— k(62 <—)

« PCAP SNMP /X—H—Dfli ] (63 ~X—)

« RADIUS ZFI|H (64 ~—2)

e syslog O (65 ~—2)

« SPAN O] (67 ~—3)

¢ SPAN # A5 MT = v 1 — (67 X—)

» Using sFlow, on page 68

o sFlow AT = v 1 — (68 X—)

s TN— B —a UREOMHER (69 ~X—)

s watch =~ > ROMEM (69 _—)

c RTINS =T 4 T DY =)L FIEROBINBR (70 X—)

FSTNoa—TFTa0FDY—ILEBERR .



FSTNYaA—TF AL TDY—ILEFER
B == 51 qv8—oz020r5T001—F 4T a%k

~ N — -~ -~ — = ~ —
A KRS AABA—T A AN TN a2 —T«
“ N ~ >
o) av Uk
avwY RIA A F—TxA4 A (CLD) ZFEMATHE, v—drary—LzHHALT, £
7iXTelnet £7-13EF =273 =/ (SSH) By a2 FHALTYE— FTRERBLIONE=%
TZ %9, CiscoNX-OSCLI IZ}%., CiscolOS Y7 U =TI~y REELH Y | RIK
T 7 show a~< > K, v Fa—F HR—F BLOr—nLX—2D7 7 & AH|#EH
boTWET,
BFEREIIT, EREORTE, AT —H A, RT3 —< AT H1ERERLET 5 show 2~
RBHAESINTHWET, £/, koa~vr REfHTE, SOICHELWEREMET L2 L
NTEXFET,
eshowsystem= 7| =7 — BIUINEZEZL T AT AL~ LDa R R—xr MIET S
fEmz it U E4, showsystemerror-id =2~ > FZH L, a~vr Fckh, =5—a—
ROFMARBTEET,

switch# copy running-config startup-config

[H#HFHHHHFHHAHH AR H S HH S FE A H RS HEE] 100
2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file

/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFyvh—aTUFR

CiscoNX-OSiZix, Y7 b =T REL NN— R =T IREZHRFIFT A2EAMTF 2 h—av
FRHEBESINTWET, AT = v 1 — DR RIX, PASSED F£ /21X FAILED & L TRl S

i?ﬁo

2019 May 1 16:31:39 switch vshd: CC_LINK STATE:
Consistency Check: PASSED

BT = v W —1%, ROBRER FATT DY —/LTT,
« VAT LOBEELHERRT D
o IRAFR ST & B Sy B0 RAT &2 SRS %
VT NY =T T=TNN—= Ry =T T=TLROBEENET =y 7T D

)

GE) F=F—tyrarBF U REBELEITT —REOLE. BT = v I —I3MGES L EE
hoe

B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
ganFronr—avor

Cisco NX-OS %, ROEAEMF = v h—% P HR—FLET,

R1:BEM¥Fzvh—aTUFR

avw Uk BL)] HYR—rShBHT5 v b
74+—L4

show consistency-checker copp | CoPP 7' 17 7' 5 3 o 7 Zfifgz L % | Cisco Nexus 34180YC. 9200,
R 9300-EX., ¥ X 1V9300-FX 7
T N T F—b AA v F,
BLO-EX, -FX, -RF 1
71— K %1 2 7= Cisco Nexus
9500 7T v 7 —2I A
A

show consistency-checker dme |DME1{ o % — 7 = 1 A %8 L | Cisco Nexus 34180YC. 9200,
interfaces S 9300-EX. #5 % 1X9300-FX 7
Ty b T d—b AL T
BEUV-EX, FX T4+ 51—
R Zfifi 2 7= Cisco Nexus 9500
TT v N T —b AL vF

show consisten_cy-checker IN=—R 2T DT T A_X— | Cisco Nexus 9200, 9300-EX.
egress-xlate private-vian VLAN egress-xlate Zffge L £ | B LT 9300-FX 77 v |k
4, T —hb A vF, BLY

-EX., -FX., -R7A4 > — K
% 272 Cisco Nexus 9500 7
T T A= AL T

shoyv consaaqcy-checka FEX A % —7 A ADY 7 I |CiscoNexus 9200, 9300-EX,
fex-interfaces {fex fex-id| V=T Eon— Ry 7 OREEE |5 L 019300-FX 77 v b
interface ethernet Hede L E Td—h AL vF. BLO

fex-id/fex-dlot/fex-port} [brief | EX. FX T4 ¥ 51— R4

detail] N .
Z 7z Cisco Nexus 9500 7" 7
FT7 A= AL T
G¥) fex-dlot L2 1
7.
show consistency-checker WP A L/ N— A L H—T = A A |Cisco Nexus 9300-EX,

fex-interfacesfabric <fabric-po> | o pFEx 7> 7 1) » 7 PO A |9300-FX. 9300-FX2 33 L Ot
N—= 7 BLOT777Y v |9300-GX v U —R AA v
7 R— b FX¥ R ALNN—=D | F,

A B —T AL YLD N—
Ro=7 7alo 37 EiER
LET,

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
fex-interfacesfabric <fabric-po>
member ship vlan <vian-id>

FEX A v X#—7 = A A THZ
725 TU % VLAN {22\ T,
FEX 777U w7 PO AL /3—
ZAVLAN 7 7 v KU A hD—
ThHZ eaMRLET,

Cisco Nexus 9300-EX.
9300-FX., 9300-FX2 B3 LY
9300-GX v U —RX A A v
A

show consistency-checker
fex-interfacesfabric <fabric-po>
stp-state vlan <vian-id>

FEX A v % —7 = A ATHIZ
725 TWW5% VLAN @ FEX 7 7
7 w7 PO A L8 — NG/
PIREETH D Z L 2R L E

7T

Cisco Nexus 9300-EX.
9300-FX. 9300-FX2 3 X}
9300-GX ¥ U —R& A A v
%O

show consistency-checker
fex-interfacesfabric <fabric-po>
egress-xlate private-vlan
<vlan-id>

PVLAN %[its FEX A v % —

T xA ABRHDHEEIT, FEX

Ty 7V I POA L HE—T =
A AZXIET D PVLAN /Nv— K
TxT Ta s I TR L
S

Cisco Nexus 9300-EX
9300-FX. 9300-FX2 3 L ¥
9300-GX vV — X A A v
ﬁ:\o

test consistency-checker
forwarding {ipv4 |ipv6} [vrf
vrf-name | all] [module
module-number | all]

LAY 3BEMET = v —% B
BLET,

Cisco Nexus 9000 ' J — & A
A v F

show consistency-checker
forwarding {ipv4 |ipv6} [vrf
vrf-name | all] [module
module-number | all]

LAY3IBEMTF =y h—T X
MERERTLET,

9T D Cisco Nexus 9000
Y= AL vF

show consistency-checker
forwarding single-route {ipv4 |
ipv6} ip-address vrf vrf-name}
[brief | detail]

HEDL— DL A ¥ 3/L—h
DEEEMEF =7 LET,
ECMP 7 )V—7 7 — 7 )L DFL e
DR CH—/L— R R L7z
EEIIEELET,

Cisco Nexus 34180YC, 9200,

9300-EX. 35 L 1N9300-FX 7

Ty b T x—b AL VT,

BLO-EX, -FX, R 1~

71— R %1 2 7= Cisco Nexus

9500 77 > h 7 —L A

A4 vF

GX) Cisco Nexus

34180YC 77 v
7+ —4b R
A v FTIL,
ipvd =2~ KD
FAPAR— L
TWET,

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
T+ —L
show consistency-checker F—F A MACT RL X T D Cisco Nexus 9000
gwmacdb Fe B R ZADN— R =27 L | V=X XA T
V7N 2TO—EBMETF
7 LET,
GE) Zoa<wr R, 4
7 = A HSRP(Zxf L
TS T fER A RN
THHEGERHY F
7

§|10W consistency-checker kim | 2 —/— X 4L F 1 > J— K | Cisco Nexus 34180YC, 9200,
inter fice {e;hef ”eg S'TUIF’O” | Mo AR LET,  |9300-EX, 35 L 0V19300-FX 7
port-channel number | vian Sy NTg—h AL T,
vian-idy [brief | detail] R PX R
71— R %A 2. 7= Cisco Nexus
9500 77 v 74— A

A vF

show consistency-checker 12 | %23 L 7= MAC 7 R L 273 7 | Cisco Nexus 34180YC. 9200,
module modul e-number Ko7 b R = 7T |9300-EX. 35 £ Tr9300-FX 7
BLTWAZLZHRLET, |Ty N T74—b AL vT,
Flo. N—RU=TICHET D | BXO-EX, -FX, R7 A1~
MY 7 b = TITIITFLE L 72V | 1 — R %4 2 7= Cisco Nexus
B b E, N—=FT7=71(9500 77 v b7 4 —2Lh A
WCHEELRNWZ Y N ERRE | A v T

nE9,

FSTNoa—TFTa0FDY—ILEBERR .



FSTNLa—TF 4 ST OY— L EFER
B zettrzon—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker |12 LA ¥2</LFXxv Ak Z/L—|CiscoNexus 9200, 9300-EX,
multicast group ip-address FLORELSEF v/ LE |9300-FX. 35 L 09300-GX 7
sou.rceip—ad.dreasvlan vian-id +. Sy R T F—h A T
[brief | detail] J. O Cisco Nexus 9500 77 v
N7 —2b AL vF-EX B
LW-FXT A II—F

NOK-X9432C-S.
N9K-X9536PQ 7 A o H— K
54 D Cisco Nexus 9500 3
U= AA vF

NIK-X9432C-FM-S.
NIK-C9508-FMX-S.,
NI9K-C9508-FM-S 7 7 7' I
VARSI 2 S - A
Cisco Nexus 9500 > J — X A
v

Cisco Nexus N3K-C3232C,
N3K-C3264Q.
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ.
N3K-C3172TQ,
N3K-C3164Q, B LW
N3K-C3164Q -10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NI9K-C9372PX, LI
NOK-C9372PX-E A A v F,

show consistency-checker 2 AA w»FIR—k A L H—7 x4 | CiscoNexus 9200, 9300-EX,
switchport interface {ethernet | » o Rk 4% F = v 7 LE |35 ET9300-FX 7T v b
slot/port | port-channel number +. T h—h AL v F. BEO
[brief | detail | all] EX. FX T4 B— Rl
Z 7= Cisco Nexus 9500 77
N7 A= AL T

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
TA—L
show consistency-checker N— R =27 DA H—7=xA |CiscoNexus34180YC., 9200,

I3-interfaceinterfaceethernet | z p 1 ¢ ¢ 3 3 & . ~—F |9300-EX. B X N9300-FX 7
slot/port [brief | detail] ¥ =7 DL3VLAN, CML7 7 | F v 75 —5h AL v F,
7. IPv4A 3 —7 v, VPNID D | B L N-EX, -FX, -R 71
BEEZFBLET, ZDa~v | — N&H 27 Cisco Nexus
RiZ, WA o X —T =24 ZAE|9500 7T v b7 —2Ih A
FOR—FFrxLDO—ETH | A vF
DA UH =T = A AITH LR Cisco Nexus
BRLET. $7 A2 —7 =1 |\oK.9316D-GX.
ARTIFEX A =7 = A A | G9K .C93600CD-GX.
TBGE S LEE Ao NIK-C9364C-GX 7731 %,
Cisco NX-OS U U —A 93(5) EL Cisco NX-0S U U — 2
fe, ZO=w A RIESIB LT 10 50)F pige, 13 Behtk
SYI AP =T = ADLAT F~ = v H1 1% Cisco Nexus 9808
3?&%%9":!:‘)7]&/&‘?—0 “j' 7°§y]\7j-*—AX/])“/7‘
AR — R~ Cisco Nexus 9300-GX THHFE— X TOET,
TTy N T — AL v TITH
PEESNET, CiscoNX-0OS UV J—2Z 104
(1) FLARE, L3 —HEME
F = v #7—I{%. Cisco Nexus
9808 A1 T (Cisco Nexus
X98900CD-A, X9836DM-A
TA v J— N AR —
M ET,

CiscoNX-0OS V UV —210.4
(1) FLAKE, L3 —E1%
7F = v 77 —(Z Cisco Nexus
9804 7T v P T F— L A
A wF . Cisco Nexus
X98900CD-A 5 LY
X9836DM-A 7 A > 31— R T
FAR—FINET,

FSTNoa—TFTa0FDY—ILEBERR .
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SIS a—TF a0 TDY—ILEFER

avy kR

B

$R—rENB TS b
Tt—L

show consistency-checker
I3-interface module
module-number [brief | detail]

TV 2 —/VNOTRTDA

R—T A AD LAY 3IHRE

L. N— R =7 DL3VLAN,
CML 7 7 7, IPvd A F—T )\,
VPN ID OF%E Z e LE 3,

Zoawr Nk, WA X —
Tz ABLOHR—F F ¥
D—ETHIA L H—T oA A
WL CHBEL 97, 7 A v
H—T oA AIHFES N EH

g

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ L TV9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker |13 LA ¥ 3~/LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,

multicast group ip-address FLORELSEF v LE |9300-FX. 35 L 09300-GX 7
sou.rceip-a(jdressvrf vrf-name +. Sy R T F—h A T
[brief | detail] J. ¥ Cisco Nexus 9500 77
N7 —2b AL vF-EX B

LN-FXT A II—F

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

show consistency-checker WHE~7 77V w7 78— k@Y > | Cisco Nexus 9200, 9300-EX,
link-state fabric-ieth [module | 7 yrfie 2 5 — 2 2z >\ T, v |38 L T8 9300-FX 7T v b
module-number] [brief | detail] TR 2T e R 2T | 74 —h 24 v F. BEO
Tu s I To—B8E MR |-EX, -FX, RT7 A > H—FK
LET, % i 272 Cisco Nexus 9500 7
Ty b7 x—b AL 0T

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
link-state inter face ether net
slot/port [brief | detail]

A B—=Tx A ADY T IRKE
AT —H AZONT, VT R
T =Ry TR0 a
TIIVTO—BWEHRLE
T, ZOavr R, wEA(—
PRy P E =T =2 ZAB K
WR— K F ¥ RNVLO—ETHD
WA —Y Ry A H—T =
A AT L THRELE T, BT
A B —T A AFT-ILFEX A
VE—T oA AIEFES N EH
Ao

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
link-state module
module-number [brief | detail]

2 — LHNDOTRTDA
H—T 2 A ADY T R T =T Y
VIREE N =T VT
REELHEALEST, Zoavy
Kid, @A —Y v b A
B—T o f ABLOHE—  F ¥
DT DA —H
Xy b A HE—T A RTKL
THREELES, 7 A ¥ —
Tz A RAETNIFEX A ¥ —
7 A RIMRRES IVER A

Cisco Nexus 34180YC, 9200,
9300-EX., 35 L 1N9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -R7 1~
71— R %1 2 7= Cisco Nexus
9500 7’7 v h 7 A —L A
AT

show consistency-checker
member ship port-channels
[interface port-channel
channel-number] [brief | detail]

TRTOEY 2—/LD/N—F

V=7 DOFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wr R, A—hFF v
TEICEITESNET,

CiscoNexus 34180YC. 9200,
9300-EX. ¥ L 19300-FX 7
Ty T —b AL VT,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R 7 — L A
A

show consistency-checker
member ship port-channels
[brief | detail]

FTRTOEY 2 —/LD/N—F
V=T DFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wy L, VAT LANDOT
RTOR—FF ¥ 25 LT
FITESNET,

CiscoNexus 34180YC. 9200,
9300-EX., ¥ L 19300-FX 7
Ty T —b AL T,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R T7 H—Lh A
A4 v F

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
T4+—L

ﬁmwmmsmwcmwa V7 7 =7 D VLAN A > 73— | Cisco Nexus 9200, 9300-EX,

member ship vian vian-id TN Ry 2T ICT B | BRUN9300-FX 7T v b

e e ooyt | | 7 2SN T BbOLAL T | 74—h 24 ¥ F, BLU
interface {ethernet slot/por N . St h e
port-channel number | 5‘\&‘34:”%”%&?—0 F1o STP B Ff( ._R74) Z A=
native_vlan}} [brlef | detail | BLK«H(FL‘%@/]) VHE—=T ARG %f'fﬁz_f\_ Cisco Nexus 9500 ~7

interface] WAL E9, T RN T d—b A v F

G¥) private-vlan =
~ 2 RTO brief
F 7213 detail A
AV VA s e
R—hENTW
FH A,

G¥) Cisco Nexus
34180YC 77 v
N7 —A R
A > F T,
native-vlan =~
v ROIH%
A—RFLTWE
R

show consistency-checker pacl | n— R =7 & V7 h 7 = 7 i | Cisco Nexus 34180YC. 9200.
{module module-number | O IPv4, IPv6, HETMAC  |9300-EX. 35 X Tr9300-FX 7
port-channels nter face PACL 7075 v/ DREHE | F v h T d—b AL v F,
port-channel channel-nurmber} ZFRAE L, <label, entry-location> | 33 X ON-EX, -FX 7 A > 1 —
RXTFNAN—RT =T YT R R % 1§ % 7= Cisco Nexus 9500
VT ORI T—EBLTWET, |77y M7+ —h AL vF

show consistency-checker pacl | A Jjf o #—7 = 4 A (FEX A |CiscoNexus34180YC. 9200,

extended ingress{ip [ipv6| | o x—— = f 2% &¢e) #5508 9300-EX, 35 K U89300-FX 7
macj interface {ether net H— N FXRADPACLT B | Ty h T —h AL v F,

slot/port | port-channel number}

[brief | detail] FIVTEMERLET, BIO-EX, -FXTA v 1—

K % 1{if 2 7= Cisco Nexus 9500
TTy N T A AL T

show consistency-checker pacl |$55E X #17-F Y = —/L D4 T | Cisco Nexus 34180YC. 9200,
extended ingress {ip | ipv6 | DYWL 2 —T =4 A, H7|9300-EX, 3L U9300-FX 7
mac} modulemodule-number | ¢ o 5 p 2 TL—s T | Ty h Tk AL Y F

[brief | detail] Bk -, BLOFEX A > |BLO-EX. FXTA 2 H—
H—7xA ATPACL 7’1 /' J | K%K % 7= Cisco Nexus 9500
U ERLET, Ty R T = AL T

FSTNoa—TFTa0FDY—ILEBERR .
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avyU kR B HYR—rEhB3TS5Y F
T4+—L
show consistency-checker WNER~7 7 7' 1) w7 38— bk DR HE | Cisco Nexus 9200, 9300-EX.

port-statefabric-ieth [module | 2-gezn 1 4, 5 L T8 9300-FX 77 » b
module-number [ieth-port T A T BLEO
ieth-port]] [brief | detail] * 77

'EX\ 'FX\ 'R 3/])?/717‘_‘1\“
% %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

show consistency-checker BESNTZEY 2—/LOKR— b | CiscoNexus 9200, 9300-EX.
port-state [module DORMEAFEA L E T FLUN9300-FX 75 v b

module-number] [brief | detail] T d— b A vF. BLEO

-EX, -FX, -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~7°
Ty b7 x—b AL 0F

N B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
T4+—L

show consistency-checker racl | N— K7 =7 & V7 7 = 7 | Cisco Nexus 34180YC. 9200,

{module module-number | ® IPv4 35 L OV IPV6 RACL 71 {9300-EX, 35 £ T89300-FX 7

port-channelsinterface TSIV T O—EMWERIEL, | Ty T4 —h AA v T,

port-channel channel-number |

sui interface vian vian-id) <label, entry-location> X7 {3/ N— | B LT -EX, -FX T A > B —

Fo=7& Y7 by =7 DMT| K& Z7- Cisco Nexus 9500
—HLTWET, TTy b Tk —b AL vF

ZOavy RiE, BV a—
NI ERD &
FOEY 2—)LDOTRTD
WA =T oA AL
YT H =T AD
IPv4 3 L OV IPv6 ACL D%
AR LE T,

FEDR— K F ¥ XL TZ
Da<wy REMRORHT &,
FTRTDA L N—R— [
MEES N ET,

TRTCOR—F F¥FLT
ZDawy REMNOHT
L. o~ RIZACLR
WHINTWDHHR— K F ¥
T L ITHEER L £,

GE) Zoa=wy R,
IPv4 B X TN IPv6
ACL % e,
BT ar
D—EFDH0E 50
EREELEH A,

show consistency-checker racl | A Jjf > % —7 = A4 A %71 | CiscoNexus 34180YC. 9200,
extended ingress {ip | ipv6} VH—=T A A T L—2 7T 7|9300-EX, ¥ L N9300-FX 7
interface {ethernet Slot/ " — 1 | Lo | i F Fr b, £| Ty FTd—h AL VT

</g>| port-channelnumber [vlan | .14 gy1 o RACL 711 75 3 o | B L OVEX. FX T A > H—
lan-id</g> } [brief] detail ] AR K% 2 7= Cisco Nexus 9500
TIy R T A AL v F

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker racl
extended ingress {ip | ipv6}
module module-number [brief |
detail]

BEINEEY 2a—LDOAJIA

FIVITERERLET, ZD=
<V R, FOEY 2—/LOF
RCOYEA L H—T A A,
YTA L E—T A A, BLO
TVU—7 T U RAKR— RN TETE
NnET,

VE—T x4 ADRACL 712/

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
stp-state vlan vian-id [brief |
detail | interface]

VT RNT 2T DANR=T Y
U—DIRREN, N— R =TT
Tu g T I ENTIREE LR
CnEIDEERILEST, 2D
a<wy Nix, #8ifER (7 v )
DA v H—T = A A TDOIHELT
SNET,

Cisco Nexus34180YC. 9200,

9300-EX., ¥ L TV9300-FX 7
Ty b7 x—b AL vFB
LU-EX, -FX, BXUR 7
A FB— R&#4 L 7= Cisco
Nexus 9500 7°5 v b 7 4 — A
AA T,

show consistency-checker vacl
extended ingress {ip | ipv6 |
mac} vlan vian-id [brief | detail]

VLAN DT RTDRA L N— A
H—T A ATVACL 70 /3
ST EMRLET,

Cisco Nexus 34180YC. 9200,
9300-EX. I L 1V9300-FX 7
Ty N T —h AL T,
BIO-EX, -FXT7A 21—
K % 2 7= Cisco Nexus 9500
TTy N T A=A VT

N B rSoLva—FavInoY—LETER
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gaFronr—avok |

T B YR—rEhETS v b
FEEIN

show consistency-checker vpc | vPC OAHE L% F = v 7 LE | CiscoNexus 9200, 9300-EX,
[sour ce-interface] [brief | detail] | 4-_ B L O9300-FX 75 » k
T —hb AL vF, BIOY
-EX, -FX 7 A ¥ 71— R %1
Z 7~ Cisco Nexus 9500 7° 7
N7+ —h AL vF

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

FSTNoa—TFTa0FDY—ILEBERR .
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show consistency-checker vxlan | 2 ¢ VXLAN EVPN #% 7€ | Cisco Nexus 9200, 9300-EX
config-check [verbose-mode] | 2 pezn 1 £, B L U9300-FX 75 » b
T —Ib AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v

7
show consistency-checker vxlan | VXLAN k> %L o 7 F Z |+ | Cisco Nexus 9200, 9300-EX
infra [ver bose-mode] I F v L OREEGEF = v/ | BLV9300-FX 7T v b
LEd, TH—b AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
J3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

T B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | VXLAN LA ¥ 2 /L— k & OF& | Cisco Nexus 9200, 9300-EX
12 module module-number BPEZ R L E T ¥ L 09300-FX 77 » k
T —hb AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v

T
show consistency-checker vxlan | VXLAN L ¥ 3 /L— k & D7 | Cisco Nexus 9200, 9300-EX
I3vrf [vri-name | all] [start-scan | —g 25 = » 7 L%, L 0N9300-FX 7T b
| report] T d— A o F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JL3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

show consistency-checker vxlan| v 7 7 = 73 L O~— K | Cisco Nexus 9200, 9300-EX
pv T T ORLBHT—T VT | FBLN9300-FX/FX2 B L
VLAN v v B I NR—BLTF(9500 7T v 74— A
BT LEINTWDENEIDE A vT

R LEST, Zoavr RaeHE
T3 212, 27e<Eb 1 o0
A HF =Tz A ATHR— b
VLAN~ v ¥’ 7 2 Hh+ 5
VENRHY FT,

FSTNoa—TFTa0FDY—ILEBERR .
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show consistency-checker vxlan
ging-ginvni

V7 2T BLUON— Tz
T TC—HBLTWLY LT X
VLAN U 2 B X OBET 5~
JVTF X 7 vn-segment & F = v 7
LET,

Cisco Nexus 9300-FX/FX2 7
Ty T F—b AL 0T

show consistency-checker vxlan
selective-ginvni interface
{ethernet dot/port | port-channel
channel-number }

X7y NNOWNER S 7 03MREF S
b LI, A— MEAORR
) Q-in-VNIv v B> 73 Y 7 |k
E S SER OV NVE G
L Tar77Lh3nuTnomne
D MERRREL £,

Cisco Nexus 9300-EX 35 LT
9300-FX/FX2 7T v N7 #—
b AL T

show consistency-checker vxlan
vlan [all | vian-id]
[verbose-mode]

VXLAN VLAN & OR—F %
3:‘3: ‘)7 Lij_o

Cisco Nexus 9300-EX 5 L O}
9300-FX/FX2 7" F v b7 4 —
AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JLO3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

show consistency-checker
tap-aggregation ginqg

AR— b tap-aggregation 35 L N
qing L OREEETF v 7 LE
ﬁqo

Cisco Nexus
NI9K-C9316D-GX,
NI9K-C93600CD-GX .
NIK-C9364C-GX.

NO9K-C9504-FM-G. and
NI9KC9508-

FM-G A1 v FEB LT
N9K-X9716D-GX 7 A > A1 —
K

N B rSoLva—FavInoY—LETER
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show consistency-checker vxlan | VXLAN Xconnect VLAN & M7~ | Cisco Nexus 9200, 9332C.
xconnect —HEF vy LET, 9364C. 9300-EX, BL T
Xconnect ACL 233 _XCD = |9300-FX/FX2 7'F v k7 +—
NEARATARIZA VA R—IVE | L AL v T,

L. MAC FENPT~TO
Xconnect VLAN CTHELNIZ 72 - T
WD Z EERFEL ET,

mMmmamwmmemmVMANV4%3VV7»»~(mmNmm%m\%mﬁx
I3singleroute[ipv4 [ipv6] [VIT| |\ |57 ¢ v 7 L oREA%E  |HBLT9300-FX 7T v b
] Fzv 7 LET, Tr—hb AL T,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
JNR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX 5 LN
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, ¥ X
W9300-FX 7T v b7 4 — A
AA T,

FSTNoa—TFTa0FDY—ILEBERR .
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avok HL:l YR—rENhET5v k
T+ —L

show consistency-checker vxlan | VXLAN L o ¥ 2 & DR —#% |Cisco Nexus 9200, 9300-EX

12 [mac-address ] [ mac-address| . », » |_ ¢, 5 L 09300-FX 77 v b

]| module] [ module T A T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX I L °
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, I X
W9300-FX 77 v N7 4 — A
A

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

(C3264Q-S. C3264C-E A A v
T

N B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
ganFronr—avor

avU kR SRBA HYR—brEhBT5v k
TA—L

show consistency-checker A b= NI OYET = o

stor m-control

FSTNoa—TFTa0FDY—ILEBERR .
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B
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Cisco Nexus 9200, 9300-EX.
BELW9300-FX 77 v b
Tr—h AL vF, BILY
-EX. -FX. -R7A4 > H— R
% 27z Cisco Nexus 9500 7
Ty N7 —hb XA vF

Cisco NX-OS V U —29.3(5)
LARE T,
N3K-C3016Q-40GE,
N3K-C3048TP-1GE,
N3K-C3064PQ-10GE,
N3K-C3064PQ-10GX,
N3K-C3064T-10GT,
NIK-C9504- FM,
NIK-C9508-FM,
NIK-C9516-FM
NIK-C9508-FM-S,
N3K-C31128PQ,
N3K-C3164Q-40GE,
N3K-C3232C,
N3K-C3132Q-V.

N3K-C31108PC-V,
N3K-C31108P-V

C31108TC-V,
N3K-C3264C-E.
N3K-C3132C-Z,
NOK-C93128TX.
N9K-C9396PX .
N9K-C9372PX, B L
NOK-C9332PQ 7 /NA A TCH
AR—hFINTWHET,

GE) NDISSU 73 Cisco
NX-0S V U—=A
10 (2 LCIHELT
INET, 4

(x) THY,
N—=FRy=T &
YT RNT=TD
pol_rate £ 7213
pol_burst fE 23—
LR WEE,
A — Il

N B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
ganFronr—avor

T B YR—rEhETS v b
FEEIN

EMTF = vl —
TR L ET,
Z > [ % R
RN =S
b — I A P
L £,

show consistency-checker ToH—bA &7 AL b— |CiscoNexus 9200, 9300-EX.
segment-routingmplsfip J[ |5 ¢+ 2 (SIS, BGP, OSPF) |#5LU89300-FX 7'F v b
Ip-address] | mask J [ Mask | VT g5 ;314 ¥ 3VENBETLA | 7 — 2 24 v F, BET

1w ¥ 2EVPN A —/3—VL A jb— k |-EX, -FX T A > 1 — F &1
DON— FEEMEF =~ 7 LF | 27 CiscoNexus 9500 77
9, 74— A1 T,
Cisco Nexus
NI9K-C9316D-GX.
N9K-C93600CD-GX.
NO9K-C9364C-GX T /34 A,
show consistency-checker ToHA—1LA BT AL b L— |CiscoNexus 9200, 9300-EX.

segment-routing mpls label 7 ¢ > 7 (ISIS. BGP, OSPF) |3 XUt9300-FX 7*F v
BIXOA—R—L A =D | Tt —h 2 vF, BLO
A% 3VPN, L'A¥2EVPN, [-EX, -FX 7 A > 71— N%{f
B L OVADJ SIDS @ T ~LHEA | Z2 7= Cisco Nexus 9500 7° 7
HEFov 7 LET, FN7 4 —5b AL v F,

Cisco Nexus
NI9K-C9316D-GX,
NI9K-C93600CD-GX,
NIK-C9364C-GX T /3 A A,

show consistency-checker sflow | z —/$— N1 #— & 5 1 o 5 — | Cisco Nexus 9300-FX2.,

[brief | detail] K= K% =7 F—7 071 [9300-FX3. 9300-GX 35 L 08
7T N EBESGVERHRE T = v 7 [9300-GX2 7T v b T 4 — A
LET, AA o F

GE) Cisco NX-OS U
J—2103 (3)
F LIK&, Cisco
Nexus 9808 7
Fv 7 — A
A v FTT

WD a<> KiZISON H xR —FLTHWERA,

FSTNoa—TFTa0FDY—ILEBERR .
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« show consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number
| all]

« show consistency-checker pacl {module module-number | port-channelsinterface port-channel
channel-number }

« show consistency-checker racl module module-number

« show consistency-checker racl port-channelsinterface port-channel channel-number}

« show consistency-checker racl svi interface vlan vian-id

« show consistency-checker vxlan

« test consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number |

all]

show consistency-checker vxlan =1~ > RIZET /A LI TV EH A,

FEEEFIvH—

TNTFTFx A NEGHET = o h—IF, SV TFFX A ML— FOREZERTHIZDOD LA T2
BIOLA¥Y3IL—FOH—L—  NEAEUTF =2 H—TF, vILFX¥ A NEEWTF = I—
X, 3 AR—R> FTshow 2~ REFEITL, BEFRZMIT L, QS F#RZtho
AR —F L FEHBLTAEEETF 2y LET, vV TFFX A MNEEMF = h—a~<

X, BEENSRAET D EKT LET, show consistency-checker 12 multicast group 3 L OF show
consistency-checker 13 multicast group =~ > RiZ, HiFE & EEOMOAEZ KR L £4,
Ihbpa<y NiE, ROBHERZYR—KLTHET,

sverbose : R AT ¥ A MEXTERLET,

« detail : #EH % JISON B THERLET,

o brief : #ERZB/DROFEME & BIZISON X TERLET,

CiscoNX-OS U U — A 102(2)F LA, L3 ~/LF F ¥ A MEAMTF = v I — I NAT L% ¥R —
L, TX_XTOTT7 > F 74 —LTHHR— N TWET, UMNAT TR —FInTWEE

(G¥)  MMNAT I Multicast to Multicast NAT %% L. MUNAT (% Multicast to Unicast NAT &% L .

UMNAT % Unicast to Multicast NAT %#3£ L £7, NAT B#L, ¥ 1 7 MMNAT A 15 L OH
1. BEXOMUNAT THHILERNH D £,

Cisco NX-OS VU U — A& 10.2(1)F LAFETiX, Multicast over GRE FEA T = » B —
NIK-C9316D-GX, NIK-C93600CD-GX, NIK-C9364C-GX 7 7 I U AA v FIZEAINTWNE
¥, Multicast over GRE (mGRE) BEAMETF = v WFKkZ VP R—F L TWET,

o« > b— FSmGRE B&E5MHF = o B

B B rSoLva—FavInoY—LETER




STV a—TFaoTDY—ILEFER
TILTFEXRLBEMETF Y H— .

cI3If—H Xy "L E—T 2 A A, L3IR—FF vy, BIOLIYTA v Z—T oA X
E®mGRE F »xv

e NTLURAR— K7 FI)LVRFDS F R A v X —T = A AVRFE Bp 547235 HGRE
ro b, ZiuE. GREVA-IPVA~ /L F X% 2 &I L7-GRE F R/ TOHYR— F Eh
\i‘g_o
Multicast over GRE (mGRE) H#A&MF = v HiZkZ Y R— L TWEHA,
« FEX
« [Pv6% " L7=GRE b > 1 /L

e mGREIZEoOR TII VAR — b &N TWFEH A, EEMEF = v 71T, NIK-C9316D-GX.
NIKC93600CD-GX. NIK-C9364C-GX TOR COHPR— F SN ET,

* mGRE 1% SVI TIXH AR — S T EHA,
mGREFEAMT = v 71X, FEA v F—T7 =4 AU A MIIPGRE b K /bA  H—T = A A
HDYA. FTIFIRPFA VX —7 = A ANIPGRE b v VA v H—T = A A THDHLHAITDH
FATINET,
Cisco NX-0S VU U —210.1(1) AETIX, ROBEWF = v h =B R—F SR TWET,

«IPv6 L2 ~ /L F ¥ ¥ A NEEAMETF = o 1 —

«IPv6 L3 ~/LF ¥ ¥ A NEAMETF = » 1 —

s vV FXx A N NLBEAHET = v —

e NTF XY ANMAC VY 7T v ET— NEGHT = v I —

e w/LFF ¥ APFMNLBL3 =% v A MREESWUT = v 1 —
e w/LF Xy A b GREBEEMTF = v b —

WOBEFD CLI 2= Rid, IPv6L2 v L FF v X "EEMT = v 1 —D IPv6 EE B LU
N—T T FL2A&ZF AN LIRS THET,

show consistency-checker 12 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vrf <vrf-id> [brief|detail]

WIZ, IPVO L2 v VT F ¥ A NEGHT = v I —DH Ol ERLET,

# show consistency-checker 12 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

WOBEFD CLI 2~ RiZ, IPv6L3 v /LT F v X NEESMET = v 1 —D IPv6 EHE LB LT
N—T T RV RAEZIFTAND L HITHEEENTVET,

show consistency-checker I3 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vlan <vlan-id> [brief|detail ]

WIZ, IPv6 L3 /v FF v A MNEAMWTF = v h—DH Bl EZ R L ET,

FSTNoa—TFTa0FDY—ILEBERR .
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# show consistency-checker 13 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

TNT XY ARNMACLV Y 7T v E— ROBENT = v I —% YR — T 5720(2, RO
LWCLI <> R2GBMENE Lz,

show consistency-checker 12 multicast mac <mac> vlan <vlan-id>

WKIZ, ¥ VF XY ANMACIL Y 7T v T— ROBEEF = H—OHIHEZRLET,

# show consistency-checker 12 multicast mac 0100.1234.1234 vlan 10 ?

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

\)

GE) ZOCLIE. MACVvy 7T v 77— FOEEWF = v I EZIENLB © L2 E— FOEEM
FxyH—IEHEINET, AN MACIL, ip-mac F 7213 non-ip-mac DVWF LTI,

~/LFF ¥ A NNLBL3 2=F ¥ A NREEAMET = v W —% VR — M 572012, ROFTL
WCLI 2= RBinEinE L,

show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip> vrf <vrf-id>

wIZ, < F ¥ A MNLBL3 =%y A NREEEMET = v h—OH NI Z R LET,

# show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip>

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

WOBEFD CLI 2= Rk, v FF ¥ X h GREEEWT = v I —IZEHINET,

show consistency-checker I3 multicast group <ipv4 group address> sour ce <ipv4 sour ce address>
vrf <vrf-id> [brief|detail]

)

GE) BHFEOIPULI L F Xy A MEGHTF = o I—CLIZHEA LT, ~VFF+v A GREEH
MF v —%BBLET,

YNAVTFF Y A NBEEUET = v H—F, ROTASA R Y R—hLTOET,

* Cisco Nexus 92304QC, 9272Q. 9236C, 92300YC, 93108TC-EX, 93180LC-EX,
93180YC-EX. and 9300-GX 77 v h 7 4 —2A ZA v F I LT NIK-X9736C-EX,
NIK-X97160YC-EX, NIK-X9732C-EX., # KL TUINIK-X9732C-EXM 71 » I — R T,

« N9K-X96136YC-R, NIK-X9636C-R., I3 L UNIK-X9636Q-R7 A > — R Z 444 L 7=Cisco
Nexus 95002 ) — XA A » F,

B rSoLva—FavInoY—LETER
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Cisco NX-OS Release 9.3(5) IETlX, v/ F X ¥ X NEGHET = v I —IZIRDOT A A%
A= LTWET,

» N9K-X9432C-S, N9K-X9536PQ 7 1 » »— K& $5# L 7= CiscoNexus 9500 ' ) — X A A
F. B LUYNIK-X9432C-FM-S, NIK-C9508-FMX-S, 35 L INNIK-C9508-FM-S 7 7 7 U =
7 'Y a—)b,

* Cisco Nexus N3K-C3232C, N3K-C3264Q. N3K-C31108TC-V, N3K-C3132Q-40GX.
N3K-C3132Q-V, N3K-C31108PC-V, N3K-C3172PQ, N3K-C3172TQ. N3K-C3164Q. B L&
N N3K-C31128PQ-10GE A A v F,

* Cisco Nexus N9K-C9372TX, NIK-C9372TX-E, NIK-C93120TX, NIK-X9432C-S,
N9K-C9332PQ., N9K-C9372PX, I L TN NIK-C9372PX-A A » F,

CiscoNX-0OS U U —210.1(1) LA TIX, v FF v 2 NEAWET = v I —I3ROT /A A%
A—RFLTWET,

« Cisco Nexus N9k-C9504 % #4#; L 72 N9K-X97160YC-EX. NO9k-C9504 % #4# L 7=
NOK-X9732C-EX, N9k-C9504 % #4# L 7= NOK-X9732C-FX, NOk-C9504 % & L 7=
NI9K-X9736C-EX, NOk-C9504 % #4# L 7= N9K-X9736C-FX, NOk-C9504 % 4 L 7=
NIK-X9736Q-FX. ¥ J 8 N9k-C9504 % 4k L 72 N9K-X9788TC-FX,

« Cisco Nexus N9k-C9508 % #4#{ L 72 N9K-X97160YC-EX, N9k-C9508 % #4i# L 7=
N9K-X9732C-EX, NOk-C9508 % 4# L 7= N9K-X9732C-FX, NOk-C9508 % #4# L 7=
NI9K-X9736C-EX, N9k-C9508 % #4# L 7= N9K-X9736C-FX, NOk-C9508 % #4# L 7=
NIK-X9736Q-FX. 3 & ¥ Nok-C9508 % #5#; L 7= N9K-X9788TC-FX,

* CiscoNX-0OS U U —2 103 (1) FLURKE, /L F % v X NEEMEF = v I —IF Cisco Nexus
9808 T v h 7 A —I AA v FTHAHR—FINTWVET,

*CiscoNX-OS UV U—2104 (1) FUF, ~LFFv¥ A —BMHF = —i%, Cisco
Nexus 9808 A A ~F (Cisco Nexus X98900CD-A, X9836DM-A 7 A > 1 — R#&kdk) +
RA—hrENET,

CiscoNX-OS U U —2104 (1) FLUIF, L F X+ A b—EMF = v I —I%, CiscoNexus 9804
7Ty h 7+ —2= AA v F (CiscoNexus X98900CD-A, X9836DM-A T 1 » I — R#k#H) T
A—hrENFET,

TN F Xy A NEAMETF = v H—F. KOLAV2aLB—%2 hOT 0T T I 7 OAM
ARREELFET

¢« IGMP A X—t 7
« MEDM
« MFIBPI

* MFIBPD

e N—Ru=7 FT—T )

FSTNoa—TFTa0FDY—ILEBERR .
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VN F Xy A NEEMEF 2o h—L, ROLAFY3arvR—3 OT 0l T30 70EM
PREELE9
« PIM

« MRIB
«IGMP A X—t 7
« MFDM

« MFIBPI

« MFIBPD

N— R =T T—T

TILFXv A MEEEFzvh O KOE DA

W2, IGMP A X—Y > 7O i Z2 R LE T,

switch# show ip igmp snooping groups 225.12.12.28 225.12.12.28 vlan 222
Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port
Vlan Group Address Ver Type Port list

222 225.12.12.28 v3 D Ethl/2 Ethl/3 Pol2 Pol00 Pol8

RIZ, MFDM Ol %R L ET,

switch# show forwarding distribution 12 multicast vlan 222 group 225.12.12.28 source
225.12.12.28
Vlan: 222, Group: 225.12.12.28, Source: 225.12.12.28
Outgoing Interface List Index: 4
Reference Count: 204
Num L3 usages: 4
Platform Index: 0xa00004
Vpc peer link exclude flag set
Number of Outgoing Interfaces: 5
Ethernetl/2
Ethernetl/3
port-channell?2
port-channell8
port-channell00

KT, IGMP A X —t 7 & MFDM % Hige+ 561 (zh) 2L E9,

R R R R R

Comparing IGMP Snooping with MEDM

KAk khkhhkhkhkhhkhhhkhhkhhhhhkhhhhhhhkhhhhhhhhhkh b hhdhhhkhhkhhh bk hhkhk bk hrhk kb rhkrkhkhkkhx
L2 Eth Receivers

IGMP Snooping: 1/2, 1/3

MFDM: 1/2, 1/3

L2 PC Receivers
IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 18

CC between IGMP Snooping and MEDM PASSED

N B rSoLva—FavInoY—LETER
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wIZ, IGMP A X —¥ 7' L MFDM % #4541 (L) ZR_RLE9,

R IR Ik kb b b b b b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b ki

Comparing IGMP Snooping with MFDM

R IR Ik Ik b b b b b b b b b b b b b b h b b b b b b b b b b b kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

L2 Eth Receivers:
IGMP Snooping: 1/2, 1/3
MFDM: 1/2, 1/3

| T T I

L2 PC Receivers:

IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 16
Consistency check failed!!!
Missing elements are: 18

Additional elements are: 16
RN NN NN RN NN RN

FRERFE HH £ & UN[El 4
Cisco NX-OS U U —2 9.3(3) LAK&, Cisco Nexus 9000 >V — X A A I L, ®FEOMEE F 7
TNy a—T 4 7T 57D show tech-support dowdrain =~ > &K — ks L TWET,
show tech-support slowdrain =~ > FiZi%, BEERHER, v ¥ BLORrZ X ykw—v
D—H#E . AA T, CiscoNX-0S N—V =z, BIXOMRueU2HEMETELZ0MDa~y
RREERTHET,

HREIX 1 OO v FNORIDAAL v FIRIET D AREER H D720, WED ) I — L nHk
Z L EONZFH T 572Dl X TDAA v FH 5 [FEIRFIZ show tech-support slowdrain =~
Y ROWNENET ZLERHY 7,

ACLESMHEF T v
Cisco NX-OS Release 9.3(3) AR, ACL #AMT = v DITIRDOT NA ZA%E PR — M LET,

NOK-C9372PX, NIK-C9372PX-E., NIK-C9372TX, NIK-C9372TX-E. NI9K-C9332PQ.
NOK-C93128TX, NIK-C9396PX, NIK-C9396TX, NIK-C9508-FM-S. NIK-C9508-FM2,
NI9K-C9504-FM-S, NIK-X9632PC-QSFP100, N9K-X9432C-S

Cisco NX-OS VU U —29.3(5) LAFE, ACL #4&1MEF = v 71X Cisco Nexus N9K-C9316D-GX,

NIK-C93600CD-GX., NIK-C9364C-GX, NIK-C93240YC-FX2, NIOK-C93180YC-EX,

N3K-C3636C-R, N3K-C36180YC-R& . NIK-X9636Q-R, NIK-X9636C-R, NIK-X9636C-RX F5
JOYNIK-X96136YC-R T A > 1 — K& ##§ L 7= Cisco Nexus 9500 ' J — X A A v F THR—
FERTVET,

CiscoNX-08S U U —2103 (1) FULF:., ACLEEMTF = » B3 CiscoNexus 9808 77 v b 7 4 —
A v FTHR—FENTWET,

* CiscoNX-OS U U—2 104 (1) FLIFE, ACL —EMF = v —I%. Cisco Nexus 9808 A
4 v F (Cisco Nexus X98900CD-A. X9836DM-A T A » H— F#&#) ¥ R— ST,

FSILva—TFaviov—LEAER [}
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FSITNYa—Fa2TDY—ILEFEKR

CiscoNX-OS UV U —2 104 (1) F LR, ACL —EM:F = v —iZ Cisco Nexus 9804 77 ~ k
74— AA v T, Cisco Nexus X98900CD-A 35 L TN X9836DM-A 71 > 1— R THHR—F X

NET,

WDOT T 4T 4%, ACLOEAMF = v 7 0—8E L THRIESNET :

Ty ay, Fua bkhaj, SIP, DIP. EETAR— k., sideR— k. EEITLMAC, 5655 MAC,
Ethertype. COS. DSCP. VLAN ¥ X X UDF T,

Cisco NX-0OS %, #&x® PACL. RACL, BLX U VACLEAEMF = h a~v REPR—KLT

WET,

avoU kR

FiBA

show consistency-checker pacl extended ingress ip
module <module-id> [brief | detail]

HBELEIPEY 2a— VDAL v Z—T = A
ABLOR— FF ¥ RILVOPACLEEMETF =
7 & FE L ET,

show consistency-checker pacl extended ingress
ipv6 module <module-id> [brief | detail]

BELEIPVOEY 2—NLVDASA v 2 —T =
A ABLOFE— b F ¥ x/vD PACL #EAM
Fxv 7 BEHmLET,

show consistency-checker pacl extended ingress
mac module <module-id> [brief | detail]

BEISNTEMACEV 22— VDOANA ¥ —
72 A AB LR — FF ¥ 3x/LD MAC PACL
AT = v 7 B FEh L ET,

show consistency-checker pacl extended ingress ip
interface {<int-id> | <ch-id> [brief | detail]

WBEShE AN A ¥ —7 A4 A0 PACL ¥
EMEF =y 7 E2FEmLET,

show consistency-checker pacl extended ingress
ipv6 interface {<int-id> | <ch-id> [brief | detail]

FEENn=IPve ASiA v 2 —7 = A ADPACL
BAMF = v 7 BFEMLET,

show consistency-checker pacl extended ingress
mac interface {<int-id> | <ch-id> [brief | detail]

BESNTEAIIMACA VEZ—T = A AD
PACL B&MEF = v 7 #FEE L £,

show consistency-checker racl extended ingress ip
module <module-id> [brief | detail]

BELEIPES2a—NLDANAS v X —T = A
ABLPR— FF v RLVDORACLEASMET =
7 EEELET,

show consistency-checker racl extended ingress
ipv6 module <module-id> [brief | detail]

HBEISNTEIPVG T 2—LVDASIA > Z—
7 2 A AB LR — FF ¥ RO RACL B4
MWF v 7 B E L FET,

show consistency-checker racl extended ingress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief |
detail]

FREINEZATA 2 —T7 =4 AD RACL ¥,
EF ey BEHBLET,

show consistency-checker racl extended ingress
ipv6 interface {<int-id> | <ch-id> | <vlan-id>} [brief
| detail]

FELIEASIPYE A % —T =4 AD RACL
BAMF = 7 ZFERLET,

B B rSoLva—FavInoY—LETER
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aLzstrzyn

avy kR

B

show consistency-checker vacl extended ingress ip
vlan <vlan-id> [brief | detail]

FEE SN IPVLAN @ VACL B AVEF = v 7
% FEhi L £,

show consistency-checker vacl extended ingress
ipv6 vlan <vlan-id> [brief | detail]

FE67E & 177 IPv6 VLAN @ VACL BEAVEF = v
7 EEmELET,

show consistency-checker vacl extended ingress
mac vlan <vlan-id> [brief | detail]

FBE SN 7= A MAC VLAN O VACL 4614
Fxv I EBERLET,

ACLEESMFzvHh avr FOH AH
Y/ o

RACL EAMTF =~ v 7 OFEROH AR LET,

switch# show consistency-checker racl extended ingress ip module 1 Consistency checker

passed for Ethl/3
switch#
switch#

(ingress, ip, ip-list)

switch# show consistency-checker racl extended ingress ip module 1 brief

{
"result": {
"status": "CC_STATUS_OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC_PLTFM NXOS_BCM"
}l
"recoveryActions":
"failedEntities":

}

[1,
[]

}
switch#

switch # show consistency-checker racl extended ingress ip interface ethernet 3/5

Consistency checker passed for Ethernet3/5
switch#

(ingress,

ip, ip-1list)

switch# show consistency-checker racl extended ingress ip interface ethernet 3/5 brief

{
"result": {
"status": "CC_STATUS_OK",
"checkers": [
{
"version":
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC_PLTFM NXOS_BCM"
}l
"recoveryActions":
"failedEntities":

1’

[1,
[]

FSTNoa—TFTa0FDY—ILEBERR .
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B o7o7onmanron—

(o) — “~
~ A'\ —_—
JO79 T4 HEBEEEF VN

Nexus 77 v h 74 —L DY T "I =T T—TNEN—RU 2T T—T NLEOBEET = v
0L, v— NEGMHT = v I —IZB U TERE O EWRSFHEOBE T, BEfFo/L— MESH
F = o D —II TR A D= R LTI . O~y RRRITEN-L 204 F<r ROEE
PWF =y h—T7,

IaT T 4 TEEETF = T, Ny T T T T RTHEGENZEI TSN DV — M/
AT v H—RNH Y | IPvd 7213 IPv6 L— M L OVARP £ 7213 ND BEE: O AREE A % a1
I TE £,

CiscoNX-0S U U—=2103 (1) FLK(, a7 r5 4 78&EMF v H—IZRRX I — K& —
512 Cisco Nexus 9504/9508 T 2T ¥y — Y THAR—FINTWNET,

TarT T 4 TEEEF = v —I%, TXTD Cloudscale EOR B XN TOR 77 v b 7 4+ — 24
THR—FENTWET, 2FBFEOEASETF = v 7 HFERH Y £3,

s DI T—ER—XBEMF T vH— 2L, e — b EBEET — 2 _X— 2D EM:
?‘AI “/7 %gﬂé??bi‘ﬂ‘o
HEABEMFIVA—  ZOEASMTF v 7L, —EHMIChI o TEHGE-ITBMESh
7o— hBLIOBBEOESET vy ML TEITENET,

CiscoNX-0S U U—2103 (2) FLIt, a7 77 ¢ TS MF = v B —i%. R/R2Z/RX T A
v — R &8 U7~ CiscoNexus 9504 38 L TR9508 F 0 = SIS ¥ — T, IPv4, IPv6, VPNv4,
VPNv6, ¥ JO"NPE/Deagg FEC % A 7D MPLS b — hEAMTF = v 7 & R— ML ET,

Show I <% > K
TaT T 4 TIREENET =y NI Ko TRES DB SN DTN, RO syslog 3L E
AET,

"%UFDM-3-PROACTIVE_CC_INCONSISTENCY FOUND: v 7 77 47 CC kv a3 TK
JEBRROD F L

TRT T 4 TRBEENT =y JPIIAEEET = v 7T 5ITE, RD2HODavy RafiH

TOHOMERDHY T,
av Uk 5 BA
show forwarding proactive-cc inconsistencies Z Oshow 2~ RN, BRBICEKKLE-KET

Ropole A BEEERRLUET,

show forwarding proactive-cc inconsistencies all | = @ show 2~ Rit. a7 75 ¢ 77284
T = v 7 NERE SN G RO Tz
FTRTOAREGERRLET

B B rSoLva—FavInoY—LETER
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avTs¥aL—varvavork |

=P =N EFTED2 oD a~vy FICALNAIREEEZME LIZWEEIT, koo~ r RE#H

TEET,

"clear forwarding proactive-cc inconsistencies"

aAYvIJ4Fal—3ravwy R
LTI, B2 A b/ aEs b L, Moo

Toavr RTY,

BRBEEMNTF = v 7 DA (XA ~—) BEE

« platform proactive-cc forwarding (77 4 /v k % A ~—THuK)

« no platform proactive-cc forwarding (#5524 %)

TSy b ITA—LDTOTY T« T ccEri fulldb <timein sec>

» platform proactive-cc forwarding incremental <timein sec>

« platform proactive-cc forwarding incremental <timein sec> fulldb <timein sec>

avU kR

B8

platform proactive-cc forwar ding
i

switch (config)# platform proactive-cc

forwarding

ZOavrRNIEY, ALy TFOTaTIT 4
TIRBEAEETF = v W —DPENRY, T 7%
IVEDE A —DEREIIET,

FulldB O7 7 4 /v s D% A ~—fii% 86400 T
j—o

WA dB T 7 Ay b A ~—fEIX 10 BT,

no platform proactive-cc forwarding
fi

switch (config)# no platform proactive-cc

forwarding

Zhawr RiE, TuT s T 4 TREEM
Fo o I—" W LET,

platform proactive-cc forwar ding fulldb <time
in sec>
1 -

switch(config)# platform proactive-cc

forwarding

Zoawry RiE, TuT s 4 TREEM
Fx v 1—® fulldB ¥ A ~—% 600 IR E
l/\ji—;_ﬂo

platform proactive-cc forwar ding incremental
<timein sec>

1

switch (config)# platform proactive-cc

forwarding incremental 20

ZoawrRiE, SaTr T 4T el FA
~—fH%Z 20 IR ELET,

FSTNoa—TFTa0FDY—ILEBERR .
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av Uk B &Y

platform proactive-cc forwarding incremental | = =< RiZ, #5424 ~—& fulldB ¥ A
<timein sec> fulldb <timein sec> D BB E L E T,

il -

switch (config)# platform proactive-cc

forwarding incremental 20 fulldb 600

~ —_— A'\ —_—
AR —T A RAREEEFVAH
CiscoNX-0S U U —2103 (1) FLUR, A v X —7 = A A—EMF = v I —I% Cisco Nexus 9808
TT N T F = AL v TFTHR—-FINTWHET,
* CiscoNX-OS UV U—=2104 (1) FLUKE, A > F—T = 2A—BMHF = v I —I, Cisco
Nexus 9808 A A ~F (Cisco Nexus X98900CD-A. X9836DM-A 7 A » 71— R#&#) ¥R —
rEnET,

CiscoNX-0S Y U—2%104 (1) FLRF, Ao X —7 x4 A—EBMF = v I —I%, Cisco Nexus
9804 77 v N7 3 —2 AA F . Cisco Nexus X98900CD-A 13 L X X9836DM-A 7 1 > /17— K
THR—bFSNTVET,

ITD B2EMEF v h—

ITD 1, PREINHIEIELFEBT L7, IKF 2R —R 2 NOREZWNERINZAER L E
T, TNHDayR—R NTTPHLARVWEREZITY &, ITD OFREENEAE L £, CLI %
N LIEITDE A F =y H—i%, ITDE NSO R R—% 2 NOEFEORE L ORI RIES
DERONSTEGAICE R LET,

ITD #45MF = v 7 X stop-on-error T3, DFE D, $—ERADT a7 ¢ F = v 7 PHEERE
o258, ITDIFERY O a T 4 OF 2w VB AXF v L, FOV—EADRKEIKL
\iﬁqo

fiil . show consistency-checker itd all [brief | detail] =2~ R TiE, 1 2O —E 2D 12071z
NRF 4 F =y VPR LUTEEES. ITDIXROY—E2ADF = v 7 1L ET,

CiscoNX-0S UV U —2=210.3 (2) FLUE, kDO ITD BEMTF = v I — 2~ KA Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2 7T v b7 g —b AA v F THR—FINTWVET,

avU R EBA

show consistency-checker itd <service-name> 1 >OHY—EZDOFEASMT = v 7
[brief | detail] <servicename> & #k LT, Y — B RBIELE
LBEWES, Ty 7 3AF v 7INET,

B B rSoLva—FavInoY—LETER
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avUR SiBR

show consistency-checker itd all [brief | detail] |BEfF D% ITD H— B A DIEEAMF « « 7 % JlE
FIZFERL, B —EROF = v 7 NkhE
TIHEREAR I 72 o T2 B DR R 2 5 00
ERRALET,

show consistency-checker itd ingressinterface< | A Jjf % —7 = 4 A~DEFED 7 o —RITD
intf-name> source <srclP> destination <destiP> | 4 — v 2 1z 1 5 CTAR SN XA L7~ F

[brief | detail] Jo—ITt v b LEAIT, ITD $— b 2K
AT = v =N L= 0 BER 2T 28 -
=hEFRLET, 7a—2NITD TR Eh
7R —iZkt v FLTWARWES, —b
ABEAEET = v 7 IXAKE LTHRbILE T,
HEITT7AI

R 7 7 A /WIZIL, Cisco NX-OS 7 /34 A EOREZHEALT 5 72 DI &4 5 Cisco NX-0S
v RBRFSNET, CiscoNX-OS (Zid, FATHEM E A X — 7 » THERLD 2 T & Y
F9, T AL, BEFFICAZ - T v a7 4 ¥ a2 b—3 g (startup-config) % {#
LT, Y7 hU=THEEEZRELET, FT72 7 ¥ 2L — 3 (running-config) (21,
AP =R T oS ar7 4 Xal—rary 774 MR L UToLBEOERENMrfFSNET,
REEERTHANS, BET 7 ANDN I T v TEERLTLLIESN, 207 4 Fal—
Tary 7y AMIVE—RF = INRNy I T o TEET, 2T 4 Fab—Tar TrA
IVOFEMIZ W TIE,  [Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide] % 2
MLTLESW, o, ET 7 ANDTF = v 7R A  hab —Z2Ed i, BBENPREEL
THAIle— ANy 7T 52 TEET, =y ZHERRIZOWTIE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guide] % & L C< 72 &0,

CiscoNX-OS #fEIE, A¥ — KT v 7 ar 74 Xal—T a7y AVINER v 7 Z{ERT
HZERHYET, FHUT, BEREICKVIER SN r v 7 BHIBRS N TIZE S TWAH Z &R
Y £7, system startup-configunlock =~ > K&fHL, LT, Zhbor vy s ZHIBRL T
72 &0,

CLIl F7/\v 4

CiscoNX-0S I, XY "NU—J%&T 0T 4TI TN a—T 4 7T A0 RT
Ny JHREY v FEYR—FLTWET, CLIZHH LT, H¥EEDT Ny /E— RZ2HRC
L., UTNAEALATHEFGINHIE T haVBOT 77 4 €7 s v 7 2R TEET, &
ny N UIEFALAZ L TREY  FRHIAICY A PSR ET, CLLr—/L A H =X A
EHHLCT Ny JHEE~OT 7B A &HIRL, 0 —/VHA T 7 A% 5ETEET, debug
a<wy RZY TS A MMERERRTHOIIKI L, show 2> RiL, JBEEFEHRE Y T A
LR E —EHRTTHEDITHEHLET,

FSTNoa—TFTa0FDY—ILEBERR .
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FE debug v~ REHHL., TXADE, Y A2aDT 7 =k R— MUY EDR RN H -7
HIRONET, —#Ddebug =2~ NIy NT—27 N7 35—~ A EE 5257
REMENH 57025 TT,

)

GE) TRy Z Ave—ViF, Filka 7 77 A VICRETEET, v 77403 Ty 7H
Hzary —=VKET DR bLET, RENES TT,

AT a rEENT DL RO THEM R A T Y a L ERRTEET, EEOT Ny
JHNTMZA T, Ashvlcavr FZeicn s = MUBERESNE T, 73y ZHAIC
X, B =TS, A EMDORHET ANA A TRAELLET 7T A ET A DIA DAL T &
TAT Y FRFEERSNET,

Ty TR EHHL T, A XU h, WAy E—Y, BLOY e halr=T —%BICx
T, 72720, EBERE CT Ny 2—F 4 VT 4 ZEATA25EEITEESLETT, —FO
FFak, arY—NMIKEDAvE—VEHILEY, Xy N =T R T —< AT
BERIREEE G2 D AlREENH D CPU LKA XY FEER L7205 2T, T3 A~0D
T IR AEGT A AREERH Y FT,

N

GE)  debug =~ > REANTHRNC, 2 H D Telnet £721X SSHE v v a v 2B 2 L AR L%
T, TRy T By a VBRBIEO Y 4 RUOIITF LR B AT, 2BEBOEy v a v &
M L Cundebugal ZA1L, Ty AyEe—VOMAEEIELET,

TINYYT T4 )LA

debug-filter ZfEH LT, RERT Ny JHERERINCTEET, a~v o F2EHTLILERN S
D EJ., 2O debugfilter 2~ FEHHT25 L, BEd 2 debug =~ Rz L - TAHER S
LT Ny TIERERIRCTE ET,

KIZ, EIGRP hello N7 v b DT Ny JHE#HAEA —Y Xy b A X —T A A 21IZHIRT D
FlZ R L £,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

B rSoLva—FavInoY—LETER
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Ping. Pong. # & U Traceroute .

Ping. Pong. & & U Traceroute

\)

ping D& A

6=

ping 3 & O traceroute #EREZ 1 H L T, #HtB L O AORPUCEHT HMEEZ T T v 2 —
T4 LET, TNOOMEEEAFEHL T, Xy NI =7 RT3 —<  ZAOMBEEFE E 213
fRR L7 TLTEE W, 200K A » MEOR y U —7 OBIEEIET 5I121E, pong HfE

AL X,

ZOIETHIA L TV 5 ping B X QN traceroute =~ > i, TCP/IP % v b U —F > 7 ORED
N TNy a—=T 4TI o b EKNDY— LD 2OTT, pingt—7 4 U7 41, TCP/IP
A E =Ry NI =2 ZRBT25EICKH LT, —#HOTa— ry ba2AERLET, =a—
SNy ME, SEEICERET DL BA—T 4 Y SNTERBIRICEENET,

traceroute L —7 4 U7 4 LREED HIETIVELETN, Sy TS Ky 7 R—ATHILFET
DEFEDNRAEZRETHI EHTEET,

pong = —7 4 U7 4%, 2 2DKRA > MEOR Y N —27 OFILEAPETEE T,

pinga~y REMHL, a~vr REEHTLE, IPVAL—TFT 47 Ry MU — 7RI THRE
DFEFE~ DRI L OB & g8 CE 77,

pinge =~ REZMEM L, a~vr FEHT2&, IPvoV—T 1 7 3y U — 7 &HTH
TE DS ~DHEER L OB IE R TE £,

pingt—7 4 VT 4 ZEATH L. A= ELEFZY TS R IV a— A vE—VE%E
TEET, IPVAEITIPV6 7 RLAZFRET D2 LICE D, 5k —ED T L— LR EET

XFT, INLDOTL—AE, X—F v NTFALRIZBFEL, XA DAX TR HINENT,
FEETIL—T RNy 7 S ET,

)

GE)

Ping =—7 4 U7 4 ZfEMA LT, Nexus AA v FITHEK I NIZIP 7 RLATHRy hU—7 X
T A= AT ARNTHZ LIRS ET A, AL v T DIPT RLUAZETOICMP (Ping)
N7 7 4w 2%, CoPP (v ho— FL—r KU 7)) OBy, FuyrXEnb
AREMERH Y £,

switch# ping 172.28.230.1 vrf management
PING 172.28.230.1 (172.28.230.1): 56 data bytes

64
64
64
64
64

bytes from 172.28.230.
bytes from 172.28.230.
bytes from 172.28.230.
bytes from 172.28.230.
bytes from 172.28.230.

: icmp seg=0 ttl=254 time=1.095 ms
icmp seg=1 ttl=254 time=1.083 ms
icmp seg=2 ttl=254 time=1.101 ms
icmp seg=3 ttl=254 time=1.093 ms
icmp seg=4 ttl=254 time=1.237 ms

e
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--- 172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 1.083/1.121/1.237 ms

kDEA

traceroute |%, ROEAEDT=DIHEH L E T,
e T—H% NI T 4 v T BRRE Lo — M EBHLET,
« A v FM Ky 7THALD) ORBIEEZFELET,
traceroute = —7 o U7 ¢ TlL, Ay 7T LA SN D SAD A S 4L, M THR v 7T

HADNARLTRT HIET, traceroute Z AT 5 &, BETDOT A AL EERITKDLIT
WTF R ZDM DR AN » TR— Mg 2T A F T&E £,

traceroute {dest-ipv4-addr | hostname} [vrf vrf-name] =2~ > RiXIPv4d % v b7 —27 HIZ, tracerouteb
{dest-ipv6-addr | hostname} [vrf vrf-name] =2~ > RIZIPv6 v hU—Z7 R L £, %EL
IZEBZECTERWGEAIE, AR E > TRAREERA » M ETERRSNET,

switch# traceroute 172.28.254.254 vrf management

traceroute to 172.28.254.254 (172.28.254.254), 30 hops max, 40 byte packets
1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms

2 172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms

3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms

4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FEATH D traceroute Z#& 79 HIZiE, Ctrl-C 2L £9,
WD~ REMEHL T, traceroute DIE[E LA v X —T7 = AERETEET,

avw vk E):g]

traceroute {dest-ipv4-addr | hostname} [source
{dest-ipv4-addr | hostname | interface} ] [vrf
vrf-name]

1 -

switch# traceroute 112.112.112.1 source vlan
10

FBELFZIPT RLA, RA RN, F7-13A1 0
H—T 2 A AG D, traceroute /X7 hDE
BILIPvA 7 RLAZRELET,

traceroute6 {dest-ipv6-addr | hostname} [source
{dest-ipv6-addr | hostname | interface} ] [vrf
vrf-name]

1

switch# traceroute6 2010:11:22:0:1000::1

source ethernet 2/2

FBELEIPT RLA, RA M4, E0id4 v
H—"T A ANED., traceroute6 /X7 > kD%
EILIPV6 7 L A ZFEE L E T,

B B rSoLva—FavInoY—LETER
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Jotwzssvecrune=4y>5 [

avw vk =E):g]

[no] ip traceroute source-interfaceinterface [vrf | 3 Sz A v & —7 = A ADBEETIP T
vrf-name KL R % KfD traceroute F 7213 traceroute6 /¥
i - 7y NEERLET,

switch (config)# ip traceroute

source-interface loopback 1

show ip traceroute sour ce-inter face [vrf vrf-name] | traceroute M7= DIZRE SN BEETLA v ¥ —
fi T oA AR RLUET,

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

ip icmp-errors sour ce-inter face interface S XN VBT A AL IE P4

fil 1 : F2IXIPV6 7 R L AZFKiD ICMP =5 — 3
Ty NEARLET,

switch(config)# ip icmp-errors

source-interface loopback 1 F 72, Virtual Routing and Forwarding (VRF)
512 - A AB L ANDALT 4 7 Jb—FTD

' BFD ##%ETHZ L b TEET,
switch(config)# vrf context vrf-blue

switch(config-vrf)# ip icmp-errors

source-interface loopback 2

TAERXBLUCPUDE=Z Y Y
showprocesses =~ > FZEH L., T4, FTHO7m e ABI0ETmEADRAT—F R
AHEGRCEET, a~vr FIEOCERBE ENET,
+PID=7"u1t¥ A 1D
* State = 7' 12 & A DIRfE
cPC=HEOT 7T L hv s (16 #FEX)
e Start cnt= 7" BB AN ZIVE TICBAE (F7IEFEE) ShzBlEk

cTTY = 7 RAZHI#H L T\ DimAKEE., (-] (A 72) X FFED TTY ETHETE
nNTnWaWnWrF—e 2R LET,

* Process = 7 12 & A DL Hi

Tt AOREITKRO LB T,
« D =Hllr7e LTIk (GEH 1/O)

FSTNoa—TFTa0FDY—ILEBERR .



. show processes cpu < > FOEMRA

«R=E17TAE (7% =2—1)

e S={kIErH

«T=hL—RAFEITEIL
Z=HEREL TWWARW( Y rE] )y FrtR

*NR=FEfT&Sh T

FSTNDa—T4 0 TDY—ILERER

cER=FEITENTNARIER, BEITEITIRL TN

\}

G¥) —f%ic. ERREEIE., et 2O FHEBEENR ST 57012,
VAT ANEERALHMLTCEOTOAEAET 4 E—T T L

T2 LaRLTWVET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes
PID State PC Start cnt TTY Type

b7f9e468

O ~J oy U b w N

N =
NS I I

103
104
117
184
185
187
188
189

el eoNeoNeoNoNeoNeoNeoNeoNeoNeoNoNolNoNoNoNeoNeoNe
PR PR R RRRRRRRRRRRRRRR
O OO O0OO0OO0OO0OO0OO0OOOLOLOLOLOOOOLOOOLOLOOO

show processes cpu 37 > FD{FEFH

show processescpu 2~ > REMH L, v &M LT, CPURIHEREERLET,

¥ FHEAZER P ZENET,

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd
pdflush
pdflush
aio/0

aio/1l
SerrLogKthread

* Runtime(ms) = 7" 7 & Z3ME M L7z CPU KffHl (X U B HAL)

e Invoked = 7’1 AN Z N FE TR S =K
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show system resources 17 > FD{EFH .

euSecs = 7B ADOENH L Z & O CPU KR (3 VU B EAL)
e 1Sec =T D 1 BRENZEIT D CPU HHE (X—& 2 MET)

switch# show processes cpu

PID Runtime (ms) Invoked uSecs 1Sec Process

1 2264 108252 20 0 init
2 950 211341 4 0 migration/0
3 1154 32833341 0 0 ksoftirgd/0
4 609 419568 1 0 desched/0
5 758 214253 3 0 migration/1
6 2462 155309355 0 0 ksoftirgd/1l
7 2496 392083 6 0 desched/1
8 443 282990 1 0 events/0
9 578 260184 2 0 events/1

10 56 2681 21 0 khelper

15 0 30 25 0 kthread

24 0 2 5 0 kacpid

103 81 89 914 0 kblockd/O0

104 56 265 213 0 kblockd/1

117 0 5 17 0 khubd

184 0 3 3 0 pdflush

185 1796 104798 17 0 pdflush

187 0 2 3 0 aio/0

188 0 2 3 0 aio/l

189 0 1 3 0 SerrLogKthread

show system resources < > K D{EF

show systemresources =~ > RAEMH L, J4UE, A7 ABE O CPU B8 LU A E Y OfdEt
HRAERRCTEET, ZOavy ROHNITIE, ROERPERINET,

s FATH T AL L TERINT- AT, Loadaverage (21, #E 14/, S0/,
BLOIS MO AT DAMPRRINET,

e Processes IZ1%., VAT ANO T a2, BLOa~yr REITHEICERICETI LTV
TuvAEREREINET,

« CPU states (Z1%, EAiD 1 BEIZEITFT S CPUD2—H £— N & h—F/L £— R TOFEH
REBIOT A RN R— o R TERINET,

e Memoryusage (21X, AEIAEY ., EHFAEY | EEAEY Ny T77IfEHIATNSD
AEY, BLOF vy v V2 lTHEHEINTWAHAEY RFa A NETERENET, £
72, buffers 35 Z U cache DEIZIX, AT AEY OFEHERL B ENET,

switch# show system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05

Processes : 355 total, 1 running

CPU states : 0.0% user, 0.2% kernel, 99.8% idle
CPUO states : 0.0% user, 1.0% kernel, 99.0% idle
CPUl states 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states : 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states : 0.0% user, 0.0% kernel, 100.0% idle

Memory usage: 16402560K total, 2664308K used, 13738252K free
Current memory status: OK
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FSTNLa—TF 4 ST OY— L EFER
B s rEEoxsomm

FoR—FEEOXTDER

Cisco NX-0S Tl EETF —& Z kA L — Ik DHREN RIS E S, Z 0itsk
L. FTHICEEG L7720, - L2 T2 E9, ZOOBFLIEREIX. FEER L UBREEE#RE €
Va— )VOREREAEVICRELET, ZOBERIT, BEETY 2 —LOSHICELL ET,

OBFL HREIC K > TIRFSN DT — X1, RO LB TT,
o MIHE IR A DRFH]
cEVa— DYy — Ay NS
« BV o —/LOYIMIRE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
TV a— DV TNNEE
e VTV aDAK T FL—R
« CPU hog 1% ##

« AEY U—7 1

VT N 2T =T — Ayk—V
cN— Ry =T B e s

o BRI IE

* OBFL [&H 4 O @1

« ASIC IV iAZr 35 LT 7 — it O JE I
«ASIC LY RHZ BT

OBFL O EDFEMIZ OV TIL, [Cisco Nexus9000 SeriesNX-0OS s 2 5 L& B E] 2B L
TLTIEEWY,

OBFLTS— XT—42X aT > FDEHA

Cisco NX-OS U U —Z 9.3(3) LAF%, Cisco Nexus 9000 > U —RX AA v F XTI FXER AT ¥
ZYR—FL, Z7ANRNTF Y RN A B —T 2 A ABF=FZ L LET, IV 2T,
FCMAC L~ )V CORBEDREE N T TN a—T 4V TITESL B ET,

show logging onboard error-stats ==~ Rl L, =~ NIAUR—F =7 —HEHER
ERALET, MAOKIE, ROA T EREENET,

« FCP_CNTR_MAC_RX_BAD WORDS_FROM_DECODER
« FCP_CNTR_MAC_RX_EOFA
« FCP_CNTR_MAC_RX CRC
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srosR [
* FCP_CNTR_MAC RX MAX FRAME TRUNCATE
« FCP_CNTR_MAC _RX MIN FRAME_PAD
« FCP_CNTR_CREDIT LOSS
« FCP_CNTR_TX WT AVG B2B ZERO
&Iz, Z @ show logging onboard error-stats =2~ > ROH NI Z R LET,
switch# show logging onboard error-stats
Module: 1
ERROR STATISTICS INFORMATION FOR DEVICE: FCMAC
Interface Range | | |Time Stamp
| Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS
I I I
fcl/9 |FCP_CNTR_MAC_RX_ BAD WORDS_FROM DECODER |4 [11/15/19 09:54:40
fcl/33 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:37:53
fcl/36 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:05:13
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:42:56
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:21:19
fcl/28 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:20:59
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5996 [11/14/19 10:25:45
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5992 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [22112 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21876 [11/14/19 06:18:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21368 [11/14/19 06:18:24
fcl/36 |FCP_CNTR _MAC RX BAD WORDS FROM DECODER [20872 [11/14/19 06:18:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20292 [11/14/19 06:17:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19720 [11/14/19 06:17:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19284 [11/14/19 06:17:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [18788 [11/14/19 06:16:44

ZETDER

Cisco Generic Online Diagnostics (GOLD) TiX, DT 2 a 7T v 7+ —AZETN D2
Wi EO @7 L — LU — 7 ZEHR L TWET, GOLDDFELEIZLY | N— 7 =7 aK—
F v hOREEEEHER L, VAT LA T—FBLOar ha— T L—rOEOmEUINEE KR
FECEE T, TA MUIT AT LOEBRFICANI LD DL, VAT LOFETHITHEMTR
HHL00HVET, T—FEVa—UE, AT VIR DENCHEOF = v 7 ZFETLT,
VAT DO N— R 27 2V R—F% hOEEEZRE L, EEOHDEY 2 — 2K
BHroxry NT—=7IZE8ASNBRNL I LET,

VAT AOBWERFE L IXFEITRRC O ARSI SN E T, —#HOBK T = v 7 EZHEL T,
FrTA VAT LAOREEZHEBCEET, FWEEO BT X N &R A bR V2T X
FEXBITHHENRHY £9, FWORWT A NMINY I 7T 00 RTEITSN, VAT A
F—AFEFar b= T — IR BELEEAN, FOH LT A NMITA T Ny
7w LET, FRA T T AR A NEA T Y a— T HNERD
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b TN a—T 12T DY—ILEFER
. ##3A Fh TLV2 Event Manager O {3 F

0 EF, ZOHETHEHL TS showdiagnosticcontent module =~ > R I, W& £E5
TARNRHEEZ DR NT A N2 EOT A NEMERFREINET,

T UHA LBIT =y 71E, FREDOKINIFATT 20, Ny 7 7770 RTHEIICETT S
FOITRRETEET,

VA T=Z Y BT A NI AR DT, VAT LAOBETICI Ny 7 7T T RTEAT
ENET, AT A VBN AR BT U TORENL, TAT Xy U=V BRETA—F
V= 7 EEZ PRI L, EEZEMT 52 LT,

GOLD (X, F_XTOT R s OBWikE R L FFM AR MHERAIE L ET, ZHUTiE, mhDET
Rifl, el & B DT A MR, &) & RBEOT A MR, GFFFEITEE. Gk
B, ERREE, BRI —a— FRREGENET, ThbDT7 A MERIE, BEEN T
AT LOWRREE IR L, AT AREEOJRK % BiE3 2 D12 H £9, showdiagnosticresult
avy REFEHL, a~vr REERHL T, ZFRERRSLET,

GOLD DO E DFEAIZ DUV TIE,  ['Cisco Nexus 9000 Series NX-OSSystem Management Configuration
Guide] ZZML T 7230,

#HAHAF N TLVS Event Manager O {5 A

Embedded Event Manager (EEM) %, EERIAT LA AR hEE=H L, REINTZARY

V—E N LTENLDA R FEUBTELRY V—_R—=ZAD T L —LT—7TF, K —
I, RESNTA XY FOREICESONCTT AN, ARNFOHTT 7 v a VEERTDH, 2—F
WREREFRNC T R ST LSNTcA 7 U R TY, ZORZ YT ML, I AZ A syslog £721%

SNMP k7 v 7 D4Rk, CLI 2~ RO L, 7 =— /A —_—0Oififl/e E &2 EieT 7

varvEARTEET,

EEM DR EDFEMIZ OV T,  [CiscoNexus9000 3V — & NX-OS A5 LEHHREN A N
EHRLTLEEN,

Ethanalyzer 0){ FB

Ethanalyzer X, Wireshark (IHFF Ethereal) D% —IF L "=V g v ThoHrF—T7 v V—R YV
7 b7 =7 TShark ® Cisco NX-OS 7’12 h 2)b 7 F 7 A > —/ )L F4E G4, Ethanalyzer % fii
LT, T XTCONexus 77 v N7+ —LDA N RELOEHRAS V4 —T A A LD b
B—NLT = NI T4 v EX Yy ST BN TAZ2E T Ay U= D RT TV
Va—T AT EITH) ZENTEET,

CiscoNX-OS U U — A 10.3(1)F LA, CiscoNexus9800 7°F v k7 4 — 2 A A v F C Ethanalyzer
DY R— bR E T,

Ethanalyzer 3 E 7 2121%, kDa~ >y REHLET,

B B rSoLva—FavInoY—LETER
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Ethanalyzer O {# .

avy kR

S

ethanalyzer local interface inband

AR R B —T 2 A% L TA—3—
NAVFICE o TEZFEENTAAT Y FExy
TFx L, FYTF¥EN Ty FOER
7u hantfRERRLET,

ethanalyzer local interface inband-in

AR RA B —T oA 2 LT A—3—
NAFRZEFELIEAAT Y N 7 Fxv L,
Xy I T INAATy hOBEHT e han
HHazRrLET,

ethanalyzer local interface inband-out

A== XA PN N AV H—T =
AREN L TCEEEINT Ty h Xy 7T ¥
L. ¥x7Fy¥ iy ho7ue han
HHROY~) —2FRKRLET,

ethanalyzer local interface mgmt

TS, A —T 2 AN L CEZE SN
Nry NeXx7Fr L, ¥ TTFrIne
Ny b7 a b aVEFROY v U — 03 RKR
SnET,

ethanalyzer local interface front-panel

LA¥3 Ob—7 v F) B SRR — &g
LTCA—R= RSP L > TEZEEINTN
Ty MRFEY T T Sh, ¥ 7Ty Sz
Ry bOFa Rk 2UERO Y ) —IEFRA
FRSNET,

GE) Zoawr R E LAF2 (R
Ay FAR— 1) R R R— b
A LT A— S S PR EZE
Ty NOFXF Yy T F vt
R—hrLEHEA,

ethanalyzer local interface port-channel

A—=R=NA PR AF¥3 b—T v F) K—
FNF¥ RNA B —T = A ZHN L TEZE
Lienry baexy7Fry L, ¥ 7F v L
7oy ho7a ha VRO~ —E2%k
RLET,

GF) Zoawy Rif, A== W
NLAY¥2 (AAf v FR—F)
R=FTF ¥RV —T xR
N LCEZET L7y b
Fr I TFxrEYR—FLTHERE
oo
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FSILLaA—TAVTDY—ILEFER

avy kR

S

ethanalyzer local interface vlan

A== NA PRV A ¥ 3 AL v FRAEA
H—T7 A A (SVD) %I L CTEEZAF L7z
FybhadFy7Fr L, u baEROY
~V—ERRLET,

ethanalyzer local interface netstack

Netstack ¥ 7 b =7 a2 R—3> b&J LT
A== NA P L - TEZE SN
FeXy7Frx L, 7 baffiRov<U—
EERRALET,

{l | [1] | } ethanalyzer local

Ethanalyzer ¥ v a VN X ¥ 7+ 957

S L — 2B EHIR L £9, 7 L—A%IiZiE, 0—

500,000 DEHKfEZFEETEET, 0 ZfET
% & Ethanalyzer & v I 2 > HEIRYIZ4E 1k
T AHHEMNTHAK 500,000 7 L — LR F ¥ FF ¢ &
nET,

{I | | | [} ethanalyzer IocaJ

€ 7L —LADE &

Xy T FxTAHT7L—LOESEFHBELET,
1%, 192—65,536 DEEHEIZ T
HIENTEET,

{1111} ethanalyzer local
refsrotpmdradradimeadaimgripotd eraaneLreie

Berkeley Packet Filter (BPF) ##§3C& i L T
X T T T NIy DI T T A NH
Vo7 LET,

{| [ | [} ethana]yzer Iocal

Wireshark F 7213 TSharkZFr 7 4 V2 Z{HH L

BT BRTDRNY T Ty SNy FDXH

AT T4 NHF T LET,

{11111} ethanalyzer local
interfecrantpendinbendinbendtinnbend atmgmipotdrermavanwiite

XY T TFY LT — 257 7 A MR LE
To ARNRA R L—FF v a 0003, A
FOT— KN TS5y a, ul 759 a,
USB A F L— T34 A F 3R b
L= £,

ethanalyzer local read

XY T TFxYEINTT—H 77 ANVERWTS
W77 ANE, AHBRANL—Y AT v g
Wik, AAA v FDOT—rT7TFvva, s 7
Fwia, USBA ML —UF RS, 2 F120%
HREA P L—URH0 £9,
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Ethanalyzer O {# .

avy kR

S

{1111} ethanalyzer local
nafasrapendnoadrbardinnberdatmgripotdamdianaicip

Ethanalyzer & > ¥ 2 > % HEIWICIE LT D5
FEfREE LET, v a Otk
() | write¥—7U—KZEHL X7
Fx 7y N7 7 A MIEXIAD L X ITH Y
TFxT 577 AN BEXOwrite¥x—7U —
REfEHL XYy 7Ty Ty heT77 AV
WCEZXIADE XL T 7 ANV A RERETE
£,

{I [1]]] } ethanalyzer local

> g UV ARTELET, 2047 > g 0, write

Ethanalyzer Dx ¥ 7F ¥ U 7 RNy 7 7 7

X —U— RNLHAEDETHATLE, Vv
ﬁﬂ/77m@10uiw774w:ﬂﬁm
EXAENET, HILLT 7 A LZEZIA
@ﬁu (Z Ethanalyzer 23389~ D IfE] (RDHELNL) |
Vo7 Ny T77O—#E LTRFFT D7 7 A
OB, BIOV T Ry 77 NOEADT 7

ANDT 7 A NP A REfgETEET,

{11111} ethanalyzer local
inafasgraypendinbencincendininbendiaumgmipartdenmeMancitl

¥¥TF ¥ LIy bOFEMART 7 b3y
WHaFr LET,

{1111} ethanalyzer local
inerfeceratpendinbendnbendinnend aimgipatdamadaray

Xy ST v SNy M 16ERIER TE
RLET,

{II11]} ethanalyzer local
interfecsrantpendinbendnbendininbend aumgmipartdrenneManu

LAY3IA L HE—T A ANT 7 4V LS
DVRFIZHDGEIL, VI ¥3A4 0 F—T =
A ARRA L NR—TH5D VREF e ELET,

HARS4 2 ERIFIEIR

L AYIALUH =T oA ANT 7 4V FLISD VRE DA L X—ThH Y |
(7= & 21Z. ethanalyzer local interfacefront-pane ethernet1/1

varTHRESNTWDGS

F 7213 ethanalyzer local interface port-channell =~ > K% fif )

Ethanalyzer & »»

Lvrf F—U— R&{#HH

LT, V1 ¥3A2H—7=xAAN Ethanalyzer & v+ 2 VND A L "—TH 5 VRF %5
ETAMENHY £, -8 21F. A= S— XA PN VRF lred] O LAY 3 BifE SR
AN— b Ethernetl/1 41 L CRAG £ 72ITRE LIz v hE X ¥ 7 F v 35214, ethanalyzer
local interface front-panel ethernetl/1 vrfred =~ > K& H L 97,

o 77 AN~OEZIAREIC, Ethanalyzer & > 2 2 73 500,000 /37 > b & X v 7 F ¥ Lo

. F2E7 7 A OYA X3 11 MB (2
EE

# L7234 . Ethanalyzer (3 HEITE 1L L &

FSTNoa—TFTa0FDY—ILEBERR .



. Ethanalyzer O

FSTNDa—T4 0 TDY—ILERER

1

switch (config)# ethanalyzer local interface inband

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

autostop Capture autostop condition

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol
information

display-filter Display filter on frames captured

limit-captured-frames Maximum number of frames to be captured (default is 10)
limit-frame-size Capture only a subset of a frame

mirror Filter mirrored packets

raw Hex/Ascii dump the packet with possibly one line summary

write Filename to save capture to

| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: O ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 806 PRI:
DEI: O ID: 4033

1

7

2

7

4

7

4 2021-07-26 09:36:36.395984384 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 1307 PRI:
7 DEI: O ID: 4033

5 2021-07-26 09:37:36.406020552 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

6 2021-07-26 09:37:36.406155603 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
7 DEI: 0 ID: 4033

7
7
8

2021-07-26 09:37:36.406220547 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: 0 ID: 4033

8 2021-07-26 09:37:36.406297734 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307
PRI: 7 DEI: O ID: 4033

9 2021-07-26 09:38:36.408983263 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 205
PRI: 7 DEI: O ID: 4033

FEMZR T e Fa R AERT AT, (detail A Y a VABH LETSLEIOSET, v
TFXYDOBRFPTCul+CEHFEHLTHIEL, Ay TFTa T haRETIENTEET,

switch (config)# ethanalyzer local interface inband detail

Capturing on 'ps-inb'

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0

Interface id: 0 (ps-inb) Interface name: ps-inb

Encapsulation type: Ethernet (1)

Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 64 bytes (512 bits)

Capture Length: 64 bytes (512 bits) [Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:vlan:ethertype:data] Ethernet II, Src:
00:22:bd:cf:b9:01, Dst: 00:22:bd:cf:b9:00
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Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00
.00 oo oo oo.. ... = LG bit: Globally unique address (factory default)
e .0 Lo ... ... .... = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01
Address: 00:22:bd:cf:b9:01
.00 oo oo oo.. ... = LG bit: Globally unique address (factory default)
ceee oo 0 Lo ooes oo oo = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)
802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033
1 = Priority: Network Control (7) 4 ...0 .... .... .... =DEI: Ineligible
. 1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob Ob Ob Ob Ob Ob 0Ob 0b 0b 0b 0b 0b 0b 0b Ob Ob ................

0020 Ob 0b Ob 0b Ob 0Ob 0Ob Ob 0b Ob 0b Ob 0b Ob ..............
Data: a90400007da2fe60474£f4c44000b0b0b0b0b0b0b0b0b0b0b... [Length: 46]

XX T T HICERT DD, HDEVIET 4 AZIURTET D3 v R ERIRT 5121%
lcapture-filterd 7'V a VEMHALET, T 7T ¥ 7 4V FiE, 74 VFAEPIIEERD
XY T T EMRELET, Ty FOTERERSIIIITONLTWRNWD T, Z4VE 74—/ R
EHLPUHRDLENTEY, RBESINTHET,

XY IF¥y 77ANVDOE 2—%EHETHITIL. mWhyﬁRﬂﬁ7V5/%ﬁ%Li¢ 74
AT A T4 NETIE, BRIHEI SNy NefERT 570, xy hU—2 FL—X

T 7 A NEITT DERCIEFEIEME N ORER T 4 V2 ) 7 & FATTE £ 9, Ethanalyzer
. FXTTF X LT — 22O 7 7 A MCEERD I ITHERELTHWRWGES, v 7
Fyx LT —X &7 7 A CEXIALET, ZO—KT7 7 AT, capture-filter A
ALl ET AT RTONRT y MR 7 7 A VZEZIAENE TN, display-filter A
T a vl BTy NOBBRERENDT-D, 22— OB RWEICERT 4 VX DME
AEns L <licnoiEnician £,

Z O T, limit-captured-frames 7% 5 [ZFXE S TUWVE T, capture-filter 47 L 3 U %
9% &, Ethanalyzer TlZ. 7 4 /L4 host 10.10.10.2 (2 —E 95 5 5D /7 v hEFERL
i‘ﬁ |—c1:|.splay—f:|.lterﬂ‘7 varEFEHTL L. Ethanalyzer'C X, 95200y haeky
7F ¥ L., 7 4/% lip.addr==10.10.10.2] ([ —&FT 5 v rOLEFERLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
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limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2 packets captured

write 7 a VEMEHA LT, B THOHT 572 DIT Cisco Nexus 9000 U — X XA v F LD A
ML — T34 ZAD 1> (boothflash, logflash72 &) IZHDH 7 7 A NIZK ¥ TTF v T — X & E
ZIALZ ENTEET, ¥¥ 7 TF v 77 A 0DHA XX, 1I0MBIZHIRS N ET,

lwrite| A 73 =3 v %f#iH L7z Ethanalyzer ® =~ > Kfill%, ethanalyzer local interfaceinband
writebootflash:capture file name CT9°, K| capture-filter i L7z write 77T a » Of] &
first-capture DI 7 7 A NZEZRLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?

bootflash: Filename logflash: Filename slotO: Filename

usbl: Filename

usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T T T IR T A NMURTFEESNDEE, T 74NV ETIE, F¥ T F v SNz 37 v b
XX =70 v RUICFERENFEY A, (display 47 v 3 V&9 5 &, CiscoNX-0S
T, ¥ 7T ¥ T 277 A NMBRTFELRRL, "y haRRLET,

capture-ring-buffer 4 /' a VEMHTH L FHE LT, FBELE 7 v AV F700X
HELIEZ 7 ANDIA ZDBITEED 7 7 A VIPMERR SN ETRIZ, ZnHDAT a0
Bz~ LET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read A7V a VEMBMHT DL TS AARICRIFESNT T 7 A NV EGRID Z ENTE X
h@‘o

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -=> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:
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3200

switch (config)# ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 ... oo vv.. ... = 1IG bit: Individual address (unicast)
ceee .00 Lo oo Lo L., = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:cd4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)
0 ... oo vi.. .... = 1IG bit: Individual address (unicast)
ceee .00 Lo ools oo. o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSC) 0x30: Class Selector 6; ECN: 0x00)

P NFELFXPCIZT 7 ANERREL, 77 AV, cap 7 7 A NVETZIX, peap 7 7 A V%5
5 Z &N TE S Wireshark oD 7 7V r—2 3 o TEDOT7 7 A NERETARD Z &6 T
=FET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

Connection to Server Established. TFTP put operation was successful

Copy complete.

decode-internal 4 73 3 X, Nexus 9000 D34 v MREHFIEICET2WNEBIEREZ WS L E
T, ZOEHRIT. CPUZBIRT 237y ho7o—%8ffL, NT TNV a—T 4 TF 50
RSB £,

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: False]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0£:43 (00:26:51:ce:0£f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

L0 o oo ... ... = 1IG bit: Individual address (unicast)
ceee .00 Lo Lo soo. o... = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0f:43 (00:26:51:ce:0£f:43)
——————————————————————————————— SN T P m — o o oo

FSTNoa—TFTa0FDY—ILEBERR .



. Ethanalyzer O

FSTNDa—T4 0 TDY—ILERER

NX-OS A > 7 v 7 A% 16 #EEIZEHL L TH 5, Local Target Logic (LTL) A > 7 v 7 A%
HETNIGREA X — T = A AT~ > 7T 5 729DIT show system internal pixm info Itl {index}
avr FefHLET,

1DDIPHRRAMEDETRYRY SNBSS T4 v IDFYTF¥

host 1.1.1.1

IP7 RLADEHEDBTPYRY SND ST 9voDF v TFv
net 172.16.7.0/24

net 172.16.7.0 mask 255.255.255.0

IP7 RLADEEAMNSD FS 749 I DX v TFv

src net 172.16.7.0/24

srcnet 172.16.7.0 mask 255.255.255.0

IP7 RLADEEAND S T4 9 IDXFvTFv

dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 374w DX v TF ¥

UDLD /X B 510V > 7 Kitl. VTP {Z VLAN Trunking Protocol, CDP % Cisco Discovery Protocol
T,

ether host 01 10010cecllccllce

MAC7 FLREDEITHOYRY END S T4 v IDF¥TF ¥

ether host 000101 102J03 04105

)

GE) and = &&

or=||
Not=!

MAC address format : XX:XX:XX:XX:XX:XX

—fEar rO—)L JL—> JAa ka3l

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol
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* STP: DMAC =01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

* CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

«UDP & TCP OR— hEFD Y A |

Ethanalyzer (X, CiscoNX-OS 73/N— R =7 Tk $ 57 —% N7 7 4 v 71 3F v 7 F ¥ L E

A,

Ethanalyzer (%, tcpdump & [RICF ¥ 7 F v 7 4 V2 ELEZEH L ET, B KO Wireshark# 7~
TANIHEL R L ET,

WOBITIE, FX¥ T Ty INicT—% @7y MIRESNT) ZEHA 2 —T A4 A |
ICFERLET,

switch (config) # ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0
Ack=0 Win=64475 Len=0

2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data ..
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

WOFITIE, 1 DD HSRP X7 v MIOWTH Y 7 F ¥ LT —HDOiFMe R LET,

switch (config) # ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)

1 oo ... .... .... = IG bit: Group address (multicast/broadcast)
ceee .00 ooos Lo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
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Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

.0 L. oo ... ... = IG bit: Individual address (unicast)
0. oo oo.. ... ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4

Header length: 20 bytes

Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)
.0. = ECN-Capable Transport (ECT): O
.0 = ECN-CE: O

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0x46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28

Checksum: 0x8ab9 [correct]

[Good Checksum: True]

[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: O

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

OB TIE, BRTANZEERA LT, 7277 4 772 HSRPIREED HSRP /X7 v b DB % FKoR
L/\i‘é—(]

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured
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Ethanalyzer /\v 9 S5OV K v TF v TOERABLUA N\ Ry FOBEIRE

Ethanalyzer |Z, A >N R AXTry MaX vy T F X TL5 w07 770 R EZRA7 L LTIATT
XFET, ARy N FT—HILPCAP 7 7 A /LD RAM A EVIZHEEFESNET, HE
FREZRHIR SN BEDPCAP T — % (REFRER T 7 A NV A XA CTHREABEREZD T 74 V)
ZOWOTHHHTEET, FlfRICET S L, b iW7 7 A VR EMICEHED X v 7 F ¥ T
EEEXEINET,

Ethanalyzer D/Nw 7 7T 0 REATICL > THR ¥ 7 F v ST —ZILRAMNIZH D |
T— 7Ty v @il e BT TICEAMNIC EEXESNE T, 2R T X EMRTED L
INZTDHITE, ATy T vay NERURT20ERH Y £, RAM D RROTZH O RHHE5S
A NL—=Y (T—=hrT7Tva) ~OPCAPERD NNy 7 7T R ek A2k RS
NNy hEY 7 FxiEREa—LFET, AT v T ay NRERT D51, AR
RT— 87Ty aBllEBETOMNENRDY £7,

AF T ay ME, CLIZ A LTCa2—FRFE TR H—T&EF, EEMAY >—F, FE
DARY NCRA Ty T vay b NI T—F5DICbEATEEST, NI T—DFERARE L
T, AN R U= IR ERINTZLEWVEZB X255, CoPP R v 7N L EVWMEAE X
TR ENHYEST, ATy T Tay MI, ARV MNOBERRETIZED N v "4 v
N RiZey bLTWeErERrLET,

L— heE=4325506, 2a—R@EEPETHIL— M ELITFTFAL— M 2B 5 LEWEL
RETHLENHY £, ZHud, MEBELSOT T — F OB AT 572 DICRET H B
DdHDET, LLTOBHBNEEEMA Y > —TiK b U T —Z2 0T 5L, EREPLETT,
INODT T 7T 4 A EDRWE | ERIRZR PCAP T — 2 PN KEICAT v Fva vy MEE
N, 7= b 7T v aBW0ol W R REEENRH Y 77,

Ethanalyzer |Z. Ny 27 7707 Kty a  OFMLERE. v a ORMEEEIL,
Ethanalyzer [EDOAF v 7 v a v b, BLONv I FI 0 Rty vay AT —H AR
T 572D show 2~ REBEMT 57200 CLI ZEBMLE Lz, +3TO CLLUTHEMI D3
fTLET,
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CLI

Bl

ethanalyzer background-session config
<filenamelfilesize|numfiles|session>

RN 77 DX XY T Fx X7y hD
Ethanalyzer Nv 7 77 7 K Fag X/t
TarONRTA—ZEFRELET,

* Filename: Ethanalyzer /N> 7 75 7 R
F¥ 7 F ¥ TaRL o TRIFESNE
Ny T390 RRry b Fxy 7 Fy
77 ANV,

« Filesize: —H/ N 7 7 Nl 2 D ¢ 7
F¥ 77 ANDOY A X, HOFHHIL 1—
65536 KB T,

» Numfiles: —Hf/ /N> 7 7 IZIRTE SN D K
pcap 7 7 A VD, EOHFAIX 2—16 T
j‘o

« Session: Ethanalyzer /N> 7 77 7 K % ¥
TFx by va v ERNEIITENIL
£

ethanalyzer background-session restart

Ethanalyzer N> 7 77 7 R¥x ¥ 7 Fx kv
va U ERBM/AER L ET,

ethanalyzer background-session stop

Ethanalyzer N\v 7 75 U K¥ ¥ 7FF ¥ &y
VarEEELET,

show ethanalyzer background-session processes

Ethanalyzer N> 7 77 7V KX x 7FFx & v
Ta v OFMELRRLET,

show ethanalyzer background-session config

Ethanalyzer N\ 7 75 U R¥ ¥ 7 F ¥ &y
YarREIrANEHILET,

ethanalyzer copy-background-snapshot

—FER Y T I x Yy T TF SN T AV
T—=r 7T yvallat—LEd, 7ML
1% peap XTI,
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CLI B

ethanalyzer copy-compressed-background-snapshot | —fg/ N 7 7 2% ¥ FF ¥ SN 77 A )V %
tar L, tar 77 AN ET— 7T w2l
E—LET,

GE) ZOCLI ZEEREIFITT DL,
VWtar 7 7 A VDBHIBRENE T,
ﬁb‘tar Tr7ANNT— 7T

WCHET25A1, 28—
ZD\_E%?@J@L&?O

Cisco NX-OS YV U — % 10.1(2) Ethanalyzer Autocollection CLI |X, JXT® Cisco Nexus 9000 >
V=TT N7 —LTHR—-FINET,

=®

Ethanalyzer Autocollection CLI Z45
Y L5

Ethnalyzer Autocollection CLI ™ RO LB TT,

NI 7T R FaAEENRIMZOND TN, EBthanalyzer N> 27 75 0 R
0 AZFEB/BET OMNERH Y T, REVELEIND L, ROEEA vy E—UN
2 —PICRREINET,

(R EDEF & AT Zi&. Ethanalyzer/Nw 27 77 7 R 7 ut A& H{iE#E L T2
VY,  (Please restart the Ethanalyzer background process for any config change to take effect.) |

e A== NAFDOIEMENRYR—FESNTWETS Ty N7+ —ATIX, 77T 4 TR A—
IN—=NA P DAL v F A —/N—|Z K-> T, Ethanalyzer /N> 7 7F 7 F‘ﬂF’\?j’?’”’vj’D
TANEHBINIRBINRN EXH Y £, = —FX, Ethanalyzer/Xv 7 7707 K7
0 A% TEICHEETA2LERHY 9, AA v F A —/3—%|Z Bthanalyzer /N v 7 75
U R TR R e BBNICGET 2581, 72747 A== AFTkyrar A
=T NEREL, AAyTFH2In—RFLTAMNITLOIMERHY £, ZDH%, A v
FA=N=PRELTHETH, HIL T 77 1 7127257 A—s3—/3A % T Ethanalyzer
N7 7T 70 R Fry7Fy 7TabARNABNICHBESNET,

CLI 15
CLIIHNDfF] : X Tha~y FiEA X—7 0 E— FRbFEITINET,
ATy TRy 7 0 RCFEITII TS Ethanalyzer & v > a VEHMCLE T,
switch# ethanalyzer background-session config session enable
switch# dir bootflash: | include dump
1087 Jan 29 13:55:46 2021 dumpcap bg session configuration.xml

switch# show ethanalyzer background-session config
<?xml version="1.0"?>

<!-- This document contains configuration settings for background packet -->
<!-- capture session to execute in ring buffer mode. Please modify the settings
based on system resources -->

<!-- path: background packet capture directory where ring buffer files w

ill be saved -->

FSILva—TFaviov—LEAER [}
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<!-- filename: background packet capture file name saved by dumpcap. Files w
ill be generated as filename number date format -->

<!-- filesize: Size of individual ring buffer file in kB. Note that the file
size is limited to a maximum value of 65536 kB-->

<!-- num of files: value begin again with the first file after value number of f
iles were written (form a ring buffer). The maximum value should be equal to 16
-——>

<!-- session: Enable/disable background packet capture session process. App

licable for both boot-up as well as session restart -->
<ethanalyzer config>
<filepath>/tmp/dumpcap bg session files/</filepath>
<filename>capture</filename>
<filesize>2048</filesize>
<numfiles>2</numfiles>
<session>enable</session>
</ethanalyzer config>

wIZ, CLIOH D Z R LET,

switch# ethanalyzer background-session restart
root 30038 1 0 13:58 ttyso0 00:00:00 /usr/bin/dumpcap -n -b filesize:
2048 -b files:2 -i ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

AT T2 Ny T Ry a URENT A= ORER

switch# show ethanalyzer background-session process

AT w73 Ny 757 K Ethanalyzer 7' & & 2 OBl

switch# ethanalyzer background-session restart

AT w7 4 Ethanalyzer /N> 7 77 0 R ¥y 7T v By arOFETOMR

switch# ethanalyzer background-session processes

Background session of packet analyzer:

root 17216 1 4 12:43 ttyS0 00:00:00 /usr/bin/dumpcap -n -b filesize:2048 -b files:2 -i
ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

switch#

A CLIZFETLTAF Yy Fay Naxy P Fy LTHERRTH

switch# ethanalyzer copy-background-snapshot
Copy packet analyzer captured frames to bootflash...
Copied snapshot files

72 -rw-rw-rw- 1 root root 65844 Jan 21 00:21
CAPTURE 00001 20210121001903.pcap

switch# ethanalyzer copy-compressed-background-snapshot
Copy packet analyzer captured compressed frames to bootflash...

Copied snapshot files
28 -rw-r--r-- 1 root root 27181 Jan 21 00:22 CAPTURE.tar.gz

5 - Ethanalyzer 2> 7 a2y hOHBIED MY H—L LTA R N b— K E=X
Vo7 a2EHT 5,

o B rSoLva—FavInoY—LETER
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Ethanalyzer O {# .

RIAVNVFL—FEZRYLTCULTaY

CLI BLL]

system inband cpu-mac log threshold rx rx_pps tx

tx_pps throttle secondsrx_pps, tx_pps: 0-1500000
Inband rx/tx pps rate that needs to be logged when
exceededseconds: log throttle interval (maximum 1
exceed log per defined interval)

H%hET— K (Enable Mode)

show system inband cpu-mac log threshold" to
display settings

F7 %k

off (PPSHE 0) . A wm v hLFHKE 120 &b,

AiO® 7 va Tt L7z & 912, Bthanalyzer N 7 75 w2 K 7' a2 ABEEN R E S 4L,

= =

RAT

STV ZENHMHRE RV £, ZOBMAPNIZTEE T 7 VEBOY T

L= hR3H Y ETH, 2—FInF o 7IET L EEAONLBFEZNR L — b el o058

s

DEJ, 2=V OREMZBZ D LI VEIZ, HERBEOT 7 — b Oz [l % 7201258

T DMERDHY £,

\}

GE)

PIFOBHENEEEM AR Y o —TlK b A—%2ECTSAITEENLETT, Zh bk
ICHEbnWeE . KEDOPCAPT —# N ATy 7 ay MbEh, 7— 7T v aBnoiXn
272 B ATREMEDN B W F 4,

max-triggers /X7 A —H (X, T I T 4 TIRA—IN—=NAYFDT— 7T v a
(bootflash:eem_snapshots) @ eem_snapshots 7 « L' 7 k U IZKFANRF SN TND AT v
Yay b TFANVDORITH L TTF =y 7 SNES, A==, P2 v F A ——DGEH,
BT 7T 4 T2 o Te A—R—= A FOWELIT, LANNZT 77 4 TTEolc A==
PONER L TRR D581 HY . TOREK, BENERFHINLINE I BIRED 7,
HEWMUEOHBILX, FTL T 277 4 Tl A== NRA DT — T T v 2 |THFET D
AFyFvay h ANV RMCE o TRRY £,

BEINTT 4 V27 FUNDT 7 A VO max-triggers & —E9 25 &, BENNEIEL L F
T BHERGTLICE, 2R T4 L7 NIRRTy T vay T A VEHIBRL T,

7 7 A V% max-triggers KV H0 720y ] 2L, BlO&E (max-triggers 2>5 [value] %5\
7eH) OHBIEZTFAIT20ENH Y 3, MO ONTIE, TR T—X=2DA X |
a7 OHENE] OIE%Z [Embedded Event Manager DF%E] DE TR L T ZE W,

271 ANV R L—h =X Y T 2HMBTH

switch (config) # system inband cpu-mac log threshold rx 400 tx 4000 throttle 60
switch# show system inband cpu-mac log threshold

Thresholds Rx:
Log throttle interval:

400 PPS, Tx; 4000 PPS
60 seconds

[RYH—_R—=ADA X b rrOBEENUE] OE% [Embedded Event Manager D% & ] D
TmHERTWAEoIE, NI A—_"—20u 7 77 A LVOHBNEZFIHALT, T4L 7 b
VEERLEST ROFITIE, T4 L7 MY OATTE Tauto _collect] TF) ., EEMAY v—
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FSTNSa—TFaviov—LEeRER |

EEREIIENCT D E,. A Xk 1l L ethanalyzer pcap DFLAIAIL AT~ 7 3 v MY
ENREN e £,

AF 2 F 4 L7 N EERT S

create auto_collect directory
switch# pwd

bootflash:

switch# cd scripts

switch# mkdir auto collect

ATy T3 AN RF =Ty B =2 AT D
switch (config)# event manager applet syslog trigger override __ syslog trigger default

switch (config-applet)# action 1.0 collect auto_collect rate-limit 60 max-triggers 3
$_syslog _msg

THUCED . 60 BT K Ix D HEMENAMICZRY WU KU T =% L THE TR
3[al, [[A U syslog b U A —IZ%t L TR max-triggers x num_files pcap 7 7 A V& {RfF L £
Bl :3x2=677141) ,

EREof AR 0 KED ICMP ZER A BT 5 74 A b 20.1.1.100 DFEEMEEZEFE L £7,

switch#

2021 Jan 29 15:15:27 switch %KERN-1-SYSTEM MSG: [17181.984601] Inband Rx threshold 400
PPS reached. - kernel

2021 Jan 29 15:15:28 switch %KERN-1-SYSTEM MSG: [17182.997911] Inband Rx threshold 400
PPS reached. - kernel

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:15:30 620969861 KERN-1-SYSTEM MSG
PROCESSED:1:7118865
2021-Jan-29 15:15:30 201962781 KERN-1-SYSTEM MSG
DROPPED-LASTACTIONINPROG
2021-Jan-29 15:15:29 620969861 KERN-1-SYSTEM MSG PROCESSING
switch# dir bootflash: | include capture

2048040 Jan 29 15:15:29 2021 capture 00004 20210129150732.pcap

169288 Jan 29 15:15:29 2021 capture 00005 20210129151528.pcap

Ry 7T RFa A TxFYy P FvENEZT7 7 AV ET a— R 5T1L, A3 TACTF—
HZRBEWAEDOELTEE N,

ERE] . A E N GERARAHZOBEEIZL 7 2 9> YAML) b U T —0OfEH (CoPP Fua v
L & VWM )

BIESMITR D LB Y TT,
LLAGR D X 512, Ethanalyzer /N 7 75 7 R 7t ARRENERE S, FEITSNTWVET,
2HIOBERABIORT v 72 EAT T INET LTNET,

oy 54T AHEA2FETH27 5 ZAD CoPP LEWVER X 7240 LET, FHIC
SDOWTCIE, CoPPRESNA F (M) 2L T30,

Z OFITIE, ARP 2 &Tr7 7 A copp-class-normal DA, L X VMEIX 1000000 [ZFRE S, =
Fo 7 Lol (autocollect IZHKISTE D +072mS) ITRESINET,

]
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class copp-class-normal
logging drop threshold 1000000 level 1

AIOEHABICHERA LIS DERUTUT 4 L2 MU (bootflash:scripts/auto_collect) T, 7 7 A /v
copp.yaml ZRKD L HIZIBMLET (copp= 2> HR—F> M) ,

#*********************************************************************

#

# File: comp specific yaml

# Author:

#

# Description: Module Makefile
#

#

# Copyright (c) 2019 by cisco Systems, Inc.
# All rights reserved.

#

#

# $Id: comp specific yaml $

# S$Source: $

# SAuthor: $

#

#*********************************************************************

version: 1

components:
copp:
default:
copp_dropsl:
serviceCOPP:

match: CoPP drops exceed threshold
commands: ethanalyzer copy-background-snapshot

LREOFERR : 7T ATCoPP Ry 75| X ITKED ARP EXRZFEE L F T,

switch#

2021 Jan 29 15:49:47 switch %COPP-1-COPP_DROPS1: CoPP drops exceed threshold in class:
copp-class-normal-log,

check show policy-map interface control-plane for more info.

switch# show policy-map interface control-plane class copp-class-normal-log

Control Plane

Service-policy input: copp-policy-strict-log

class-map copp-class-normal-log (match-any)
match access-group name copp-acl-mac-dotlx-log
match protocol arp
set cos 1
threshold: 1000000, level: 1
police cir 1400 kbps , bc 32000 bytes
module 1
transmitted 25690204 bytes;
5-minute offered rate 168761 bytes/sec
conformed 194394 peak-rate bytes/sec
at Fri Jan 29 15:49:56 2021

dropped 92058020 bytes;
5-min violate rate 615169 byte/sec

violated 698977 peak-rate byte/sec at Fri Jan 29 15:49:56 2021
switch#
switch# show system internal event-logs auto-collect history
DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:49:57 1232244872 COPP-1-COPP_DROPS1 RATELIMITED
2021-Jan-29 15:49:50 522271686 COPP-1-COPP_DROPS1

FSTNoa—TFTa0FDY—ILEBERR .
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B svwve s s vRMON o R— -

PROCESSED:1:11182862
2021-Jan-29 15:49:48 522271686 COPP-1-COPP_DROPS1 PROCESSING

switch# dir bootflash: | include capture

2048192 Jan 29 15:49:49 2021 capture 00038 20210129154942.pcap
1788016 Jan 29 15:49:49 2021 capture 00039 20210129154946.pcap

SS0 D ENE
RAE I A== XA P NN 7 TS5 Rt A E session = disable THIE) L 7~ 13
B =TI D A== A Y N7 7T 4 T olc b 2T vt A2 HEEIT 2 BB
HYET,
SEEH

» Wireshark : CaptureFilters

» Wireshark : DisplayFilters

+ [Cisco Nexus 9000 >V — &X' NX-OS Layer2 A1 v F > TREHTA K

« [Cisco Nexus 9000 + U — X NX-OS VXLAN g% & 7 A K]

« [Cisco Nexus 9000 NX-OS A % —7 = A AGREHTA Kl

+ [Cisco Nexus 9000 >V —ANX-0S L =F ¥ A h L—F 4 L THEHTA F]

SNMP & & U RMON 4 7/K— k

Cisco NX-OS 1%, FHEWN—A (MIB) &#@H (b7 v 7 LIHH) %2 E T /A#7 SNMPvI,
V2. BEXOVI OV R— 2Rt L E4,

SNMP HEH#ETIE, CiscoNX-0S ZEHH LE=X U 7454 MIB &V KR— 45— F/R—
FABlT Y A — g R EATEET,

SNMPV3 (3 & HIZJRFi7e X2 U T BB A 2t L £ 3, &7 /31 A TSNMP H—E X & H%)
FITENCT DL OICEIRTEET, £72. &7 /31 AT SNMP vl 35 LU v2 ZEROWLE S5
EERETEET,

CiscoNX-0S 1, VE—h EF=H#VY 2 (RMON) 77 —LBIOA XV b P HR—FLF
4. RMON7 T —LAL & A Xy ME, Xy FT—ZEIEOZALICHEASNT, LEVWEOREE
HDREEDA T =R LRt LT,

[7T7—24 Z—7 (AlarmGroup) | TiE, 77— LE2HRETETET, 77 —4F, T34 &
WD 1 DEIIEEONRT A—FICHETEET, L& X, 7351 A0 CPU EHFEOFRE
DLUZXF L TRMON 7 7 — A% ETE £, BEventGroup T2 &, 77— L5404
WCHASWCTEITTET7 73 a L THhDHARV MERETEET, PR—FENDAR bDH
A7IE, vX 7 SNMP b7 v BXOe T Ry IREENET,

SNMP 3 L T'RMON DR EDFEMIC O\ T, [Cisco Nexus 9000 & J — & NX-OS 3 2T A
BHEENA R 22 L T 7EE0,

o B rSoLva—FavInoY—LETER
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pcap smp <—4—n R [

PCAP SNMP /\—H— D {EF

PCAP SNMP /X—H—{X, .pcap B TH v 7' F v &7z SNMP X7 > R &9 %Y — /LT
T, AA v F ETEMEL, AL v FIZHEESINDHTTD SNMP get, getnext, getbulk, set,
trap, 33 K O response ZROFEFHEHR LA — M EEK L E T,

PCAP SNMP N—H—2z T 5I121%, ROWIT N rOa~vry RefFHLET,

« debug packet-analysissnmp [mgmt0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
EHALTHEEOREMO N7y hexx 7T v L, —W peap 7 7 A WIRIELE T,
WIZ, D peap 7 7 A MZHEDNT ATy REpr LET,

FERITH A 7 7 A VRSN E T, HA7 7 A ABREIN TORNWEGAX, 2 Y —

TN I SVET, keep-pcap 47> a VAT A5G ERE ., —Kf.pcap 7 7 A MIET

74N FTHIBRENET, Ny M XX T T RIL, TIANVIOEEA L H—T 2 A R
(mgmt0) . E/ZIFHENA 4 —T =2 ATHFEITTEET,

i -

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log keep-pcap
switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log
keep-pcap

debug packet-analysis snmp input-pcap-file [output-file] : BETF D pcap 7 7 A VT H D F ¥ 7
F¥ Liery haegtr LET,
£ -

switch# debug packet-analysis snmp bootflash:snmp.pcap

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

IZ, debug packet-analysis snmp [mgmtO | inband] duration =~ > KOFEFHEHR L AR — k D
ZRLET, :

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!
Statistics Report

SNMP Packet Capture Duration: 0 seconds

FSTNoa—TFTa0FDY—ILEBERR .
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Total Hosts: 1

Total Requests: 18
Total Responses: 18
Total GET: 0

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: 0

Total BULKWALK: 0 (BULK: 0)
Total SET: O

Total TRAP: 0

Total INFORM: O

Hosts GET GETNEXT WALK (NEXT) GETBULK BULKWALK (BULK) SET TRAP INFORM RESPONSE
10.22.27.244 0 0 1(18) 0 0(0) 0 0 0 18
Sessions

MIB Objects GET GETNEXT WALK (NEXT) GETBULK(Non_rep/Max_rep) BULKWALK (BULK,
Non_ rep/Max_rep)

ifName 0 0 1(18) 0 0
SET Hosts
0 10.22.27.244

RADIUS % %I F

RADIUS a2 ha/LiX, ~v R RO RADIUS — L 7 T4 7 T4 AW, Bk
FER I VLT UV VERBRTATOIMERH IS e LT, ZboDEM X, kD3
DODYP—E R 7T A (CoS) IZEE# L TWET,

- R
 FFE
CTHYT AT

FRREIE, BEEDT NA AT 78 AT 52—V ORGEEZER L TWE 9, RADIUS 4 L
T, CiscoNX-OST /A AT VAT H2—HF T hU L hEEHRTEET, 734 A~0Dn
TA v ERAD EL CiscoNX-0S 12 L > T, H1HD RADIUS % — "DIFHRIZEE SN T — Vi
RERN TN ET,

FANE, WEESh e —F o7 7 e AFAHEAER L THET, 2—FIcH Y Tlor—1
X, 2—WZT 7B REZFATEHEF AL ZADY 2 FE L BT, RADIUSH— N ETXx %
T, —FPRFEIESND &, T8 ALRADIUS — &2 L C, =2—H D7 7t A#H%
RELET,

THT T 4 TE, TARAAOEHE v a y TEIRE SRS 0 ZERZERL TV E
T, ZOEREFEHALC, "INy a—TFT 4 v P BLOa— T AT Z YT 4 DL R—
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| FSThva—Favi0Y—LETER

syslog O F .

FEAERTEES, 7THUT 0070, v—hEid) £— FTEIETEET (RADIUS
AL

WRIiZ, ThorTavr a2y M) 2RRT 502 LET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public

Sun May 12 05:02:08 2007:update:snmp 1039928528 172.22.95.167:public:Switchname

\)

GE) 7THhvrTrarrualid, Keyvvaropfllntt GRBEKRT) 2R RLET,

syslog D& A

a4y LAJL

VAT A A= uX Y7 T EERALTC, Avk—UhRu S T A NVIRIET
B, FIFMOT NS AZERE L ET, TOEREETIE, ROZENTEET,

cE=H YT BIORN T TN a—T 4 DD u JIEROTE
XY T TF X T TIERDZ A T DR
« X ¥ TTF ¥ T D u TIEROLEIE DR
syslog ZfE [l L T AT & A v — V&R MIAIC 2 — B /VITRAFELTZ D . R0 syslog Hr—3

WCZDEREFE LY TEET, syslog A vt—T%hary Yy —MIEELTTSITERTS
ZEHLTEET, TNHDOA v E—VOFMIE, BIRLAEREICL > TRZR2Y £,

syslog A v &—U1%, ERKEIZSG LT, debug 2> 5 critical £ THO 7 2O h 7 IV IZHHINE
T, TAL ANORFED —ERZONT, LR— SR ERELZFIRTEET, &2
(X, OSPFH—ERADT Ny 7 A X2 b OAEHRE L, BGPH—EADT X TOEKE L~
DAXRY Mol d D5 ENTEET,

0y Ay—U, VAT AHEESZIITEEINRTWEYT, 7272 L, EKRED Critical AT
(Lv0, 1, 2) OIRKI100fEDOT 7 A »B2— I INVRAM IZIRESNE T, Zoa 7T,
show logging nvram CTWOTHRRTEET, a~vr NEFEHLET,

Cisco NX-OS CTlE, RO X7 L-YULRYR— S TnEd,
* 0-emergency (FE2)
o l-alert (Z3)

* 2-critical (FEEK)

FSTNoa—TFTa0FDY—ILEBERR .
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* 3-error (-7 —)

* 4-warning (¥#45)

» S-notification (&%)

* 6-informational (1% )

* 7-debugging (7 /3> 7))

T 7 AN KT, A AZED EEEREERVAT A AvE—URas 774 VICHE
RS, ENDOLDA v E—UNV AT LAY —VIEFEINET, =X, 77T o
A TBILVPEREICESNT, RETIHIVATAAYE—VEBETEET, VT AXA A
DTNy TR LOVEHEZR(LT 272012, AvB—IZEH A b5 A TRMEnET,

Telnet £/=1X SSHADOX T DA +—TILL

VAT A OX T Avbe—UlE, TN NERRREFLOOX T Ty T o BIW
BREOHIZESNTa Ly Y —/WIEEINET,

eV —=NOuX T hkT 4 B—T7MIT 5HIZIE, nologgingconsole = v K& =27 ¢
Fal—varyE—RFCHEHLET,

e Telnet £721X SSH O u ¥ 72 HNTT HIZi%. termina monitor =~ > RZ2FETL=E
7,

eV — )ty iar~OuX ol BT 4 —TNERIEIA F—TNICTHE, FOIREE
I, TRUHOTRCoaryy— Lty va @A ISNET, 22—ty a a2
TLTHHOE Yy v a cHRr 7 A > LEEGA, IREBITHR S TWEd, 72720,
Telnett v > a v FRIESSHE Y a v ~DuaXr 7oA F—TNVEFIZT 4 B—7 T
THE, ZOREFZFOEy Va rIEFICEHESNET, =2—F Ry a a2k TLE
bLix, TOREITHERINETA,

ZOIETHI LTS nologgingconsole 2~ > Kk, v/ — X7 &7 4 —7 /L
L. 774N FTAR—T IR TVET,

switch (config)# no logging console

ZOWETHA L TWA terminal monitor =~ > RiZ. Telnet £7-1% SSH O u X 72 /T
L. 774/ FTIET 48— MR >TWET,

switch# terminal monitor

syslog DFXEDFERIZ OV TIE,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] Z#ZM L T 7E S0,
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sean oid I}

SPAN O {5 FH

AL v F RBE—=FTFF7A4% (SPAN) =2—T 4 U T 4 &fioT, MR N T TNV a—T 4
VI DFEITFELIFEEDOT SV A= a R ANNL NG T 4w I DYV EREL, e
TIT 4 TR R TG EIT) ZENTEET,

TNA ARELEE L THRRAETERWER Ry N —2IZH 2551, #@F., Y han
LAV B MENRH Y £7, deébug 2~ REFEHTIUX, = K /—REF /31 AR/
DOHH ST 7 4 v 7 EBRRDLZENTEET, L, FFEOT=Y K /) — RERETE 2135
T BT XTORNTI 7 4 v 7 ICERELYTHMERSHILEAIL. e bav T T4 &k
HALTFe hay hb—2&2F ¥ P F ¥ LET,

Ta hav T F AV EHFAT DI, DRG0 T NS, ASDTA NT F T4 FEHAT
HUNENRNHDET, ZDEE, THRAAREDOALES T/0) 1ThErEnE T,

A—Hh Xy b Xy U= TliX, SPANZ—7 4 VT 4 ZFEH L CZOMEE R TEET,
SPAN #1425 L, ¥ RXTONTF 74 v 7 Dat—%RG LT, T3 ANDOHIOAR— MZ
HLECEET, 207t RIEOHERT A A HEET, N— R = 7N TERINLDD
TAREE CPUAMEZE £T,

SPAN Zffifi3 5 &, /A AN TMSL L7 SPAN By v a U RERENET, 74 VX &5
ALTC, ZELEN I 74 v 7 FERITEE LN T T4 v I DBEXR Y T F vy TEXET,

SPAN =—7 ¢ U 7 ¢ ZBH469 5 |Z1%, span session span-num =~ > R&EfH L Ed, 22T
span-nUMIIAFFEDSPANE v a V&R LET, ZDavry REANTLHE, T A=a—N0
FoREN, s A v H—T = A AL EETE VLAN ZRETE £,

switch2# config terminal

switch2 (config)# span session 1 <<=== Create a span session

switch2 (config-span) # source interface el/8 <<=== Specify the port to be spanned
switch2 (config-span) # destination interface el/3 <<==== Specify the span destination
port

switch2 (config-span) # end

switch2# show span session 1

Session 1 (active)

Destination is el/3

No session filters configured

Ingress (rx) sources are

el/s8,

Egress (tx) sources are

fel/8,

SPAN D% E DFEMIZ DUV TIX,  [Cisco Nexus 9000 SeriesNX-OS System Management Configuration
Guide] &ML T 7230,

SPAN E&F v h—
SPANMEAHET = v 2, A= A, G4 H— K, BEOA— K27 F—T L0

T s T hEBAEMHREDF 2y IV EEITLET, AL v F TCSPANZZET D L. TOIREE
M7 T, ARb— A4 =K, BLEON—KRo=T7 7= 70 7 I L
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. Using sFlow

NFET, ZHNEORENEVICHEB L TWWReWEES, SPAN By g 3k LE 3, SPAN
BT = v B —T, HIEIZETETEX S SPAN By L a VOREEZ#HIT 50125 b F
j—o

cc_monitor_session.py |, SPAN &5 = v B —@ Python A7 U 7 ~ T3, I @ Python A
JUT NI A== Y T I— R BEON—=FY =7 7T =7 L ORELTF L,
TARTORENEWVCERPIL TWDNE I 0 a il LET,

Wiz, SPAN &M F = v 1 —D CLI Z/Rr LE T,

show consistency-checker monitor session {<session-id> | all}

ZOCLIX, Ny 7 =2 RTPython A7 U7 %34T L, SPANELGHET = v h—DHh %%«
RLET, HAOFKDOEEBY TT,

switch# show consistency-checker monitor session 1
Monitor Consistency Check : PASSED

Using sFlow

Sampled flow (sFlow) allows you to monitor real-time traffic in data networks that contain switches and
routers. It uses the sampling mechanism in the sFlow agent software on switches and routers to monitor
traffic and to forward the sample data to the central data collector. For more information about sFlow, see
RFC 3176.

The sFlow agent, which is embedded in the Cisco NX-OS software, periodically samples or polls the
interface counters that are associated with a data source of the sampled packets.

For more information about configuring sFlow, see Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide.

sFlow &8 F v h—

sFlow &M TF = v 1 —F, A== NAHP =L T4 I— RN "—KU=T T—TVDO7nm
TThEEEMHERDT = v 7 B#FITLET, AA v TF TsFlow 2T D &, FOIREEN VY
TR xT, ARL—=Y FA =R, BIXON—RU =T 7700 T T AINE
9, LML, CiscoNexus 9808 Ao v FTiL, BHMUT = v I —IL, A—R—NAHF =L T4
V=R =Ko T WL A Y —DT 0T LAEBEBEMEROT = v 7 2FITLET,
ZA v F BT sFlow ZHERH . IREDSEWICFEH L T 2206, SPAN &> &g 3R L
£9, sFlow AT = v b —iF, AEICEIETE 5 sFlow & v ¥ a Y ORBEAEZ#HHNT 50
RSB ET,

sFlow &M F = » H—%Fifl LT, sFlow A —/3—34 ¥ 7 1t 2O OIS ERIET
xFE7,

\)

GE)  sFlow BAMF = v 1 —1F. sFlow 0B XDF — X EETTICEET % sFlow #ESH RO L%
WEEL £,

B rSoLva—FavInoY—LETER
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Wiz, sFlow AW F = v h—Da~vr RERLET,

switch (config)# show consistency-checker sflow

W, WOl ZR L ES,

switch (config)# show consistency-checker sflow
SFLOW CC validation start:

passed for interface ethernet 1/15

Consistency checker passed for SFLOW

JIL— E—a UHEEDFER

—¥DT Ty F T F—L T, 7TV P73 —2DLED # B SE D2 ENTEET, 20
HHEIX, m— B NVEREN N T TN a—T 4 VRO T D2 — R U = 7 &2l 275
TEHEHC, "= U =T E2~v—7FT DO FETT,

N—KRU =7 =T 47 4D LED Z AIEIEHI2iE, ROa~r RefEHLET,

av vk S]]

blink chassis ¥ —VLEDE ARSI HE T,

blink fan number 77 LED ® 1 2% Hik S £9,

blink module slot BINLIZEY 2—/LOLED & Mk SE £,
blink power supply number BIRLED O 1 D% MR ESE 9,

watch <> FOFEHA

watch =~ > RZH9 5 &, CiscoNX-OSCLI =2~ FHHAFEAIZTUNIX =2~ R 2 &
L. BHTAZLEHTLET (runbash =~ > R avwr RE@ELT) .

Woa< ReERLET,

watch [differences] [interval seconds] commandwatch
- differences : =~ > N OENZRFIE T L E T,

sinterval seconds : =~ N ZFHT HHE A EE L E3, #IHIX0~2147483647 F0 T
7,

scommand : BRI Ha~vr RERELET,

I, watch =< > RZ{# M L T show interface ethl/15 counters =~ > KO H /1% ERPFEHr
L. MERZEAERT D02~ LET,

switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015

FSTNoa—TFTa0FDY—ILEBERR .



FS TN a—TF 4o TDY—ILEFER
B 525 rov—rershoenss

Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
Port OutOctets OutUcastPkts
Ethl/15 5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

SIS a—T4200DY—ILEAERDEMSHE

BEEIEE T=aTFILERAL ML

VAT NEELY —/1 | [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]

MIB [ Cisco Nexus 7000 Series and 9000 Series NX-OSMIB Quick Referencell
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



