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This chapter contains the following sections:

* Access, Authentication, and Accounting, on page 1
* TACACS+, RADIUS, LDAP, 35X TN SAML 77 & ADHRL (2 X—2)
« HTTPS Access Dk (11 ~<2—2)

Access, Authentication, and Accounting

Cisco Cloud Application Policy Infrastructure Controller (Cloud APIC) policies manage the authentication,
authorization, and accounting (AAA) functions. The combination of user privileges, roles, and domains

with access rights inheritance enables administrators to configure AAA functions at the managed object

level in a granular fashion. These configurations can be implemented using the REST API or the GUI.

\}

Note There is a known limitation where you cannot have more than 32 characters for the login domain name.
In addition, the combined number of characters for the login domain name and the user name cannot
exceed 64 characters.

For more access, authentication, and accounting configuration information, see Cisco APIC Security
Configuration Guide, Release 4.0(1) at https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/
apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html.
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Overview

This topic provides step-by-step instructions on how to enable access to the Cisco Cloud APIC for RADIUS,
TACACS+, LDAP, and SAML users, including ADFS, Okta, and PingID.

For additional TACACS+, RADIUS, LDAP, and SAML information, see Cisco APIC Security
Configuration Guide, Release 4.0(1) at https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/
apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html.

Cloud APIC for TACACS+ Access DK

48 HHEIIZ
» Cloud Application Policy Infrastructure Controller (Cloud APIC) (X4 > 7 A /27> TWE T,
* TACACS+H— DR A M ETZIZIPT RL A, R—h, BLOF—2iHTESZ L,
* Cloud APIC HHET LV RARA v h ZA—TRMEATE £,

ATFwF1 777 RAPICT, TACACS+TO/NA H—%{ERK L £,
a) ' B—/\JLYERL (Global Create) 7 A 2% 7YV v/ LET,

[ B—/\JL¥ER (Global Create) | A == —3 &K RENFET,

b) [BE|HEENARRENLETTICAZn— L, [BE|EHROTICHL [TANST—DER] 27V v
7 LET,

[FENA A —DERK (CreateProvider) | ¥4 70 7Ry 7 ARFRINET,

c) [RRFA/NP7 FLRAR (Host Name/IPAddress) | 7 + —/L R T, B A X —DKARNL/NPT KL A
EANTTLET,

d) [E%BA (Description) | 7 4 —/V KiZ, 'u A X —O#HE AT LET,

e) [#4 7 (Type) | kKuy 77X vy VA&7 U w7 L, [TACACSH #i&EIRL 7,

f) [FXE (Settings) |'EZ7 3> T, [¥— (Key) ]. [[R—k (Port) 1. [FREE 7B k3L (Authentication
Protocol) ]. [#4 L7 b (Timeout) 1. [Bi{T (Retries) 1. [E¥ EPG (Management EPG) ] %
FBELET, A%hik (Enabled) F7-1% &%k (Disabled) DOWF iz [H—/N\—Et] (Server
Monitoring) ] (Zxf L CEIR L E7,

AT v T2 TACACS+ ® [Login Domain] Z{Ek L £,
a) Y A—/\LYER (Global Create) 74 2> %27 U v 7 LET,
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[¥'B—/NLERK (Global Create) | A == —3FRINET,

b) [/ B—/NLIERL (Global Create) | SR v 7 ADTFIZH D kay XXy REZ 7V v 7 L, [BE
(Administrative) ] 23R L £,

[ B—/\JL{ERL (Global Create) | A == —|ZBEBA TV a DU A MBREREINET,

¢) ['B—/VL{ERL (Global Create) | A == —D[EHE] #RINL, (AT RAALDIERK (Create
Login Domain) | #2 V v 7 L£7,

(BS54 KAAL VDR (CreateLogin Domains) | A 70 7Ry 7 ANFRENET,

d) ko[ul Ay RAL L EATa Ry 7 ZAD7 4 —/LF (Login Domains Dialog Box Fields) | ®»7 —
TINZY A S ENTAT 4 —/V B REZ AT L, fifTLET,

[ZB/37 1 (Properties) ] £BA

=3

Z20) Ay RAAL U O4RTE AJLET

it asAy RALOFMAEANLET,

Settings

Realm Ky X0 A=a—»b TACACSH Z %R L
£,

7'm /3 A & (Providers) TS B —F IR 5120

1. [FBNAZ—n:EM (AddProviders) ] %7
Uy LEd, [FANS Z—DFEIR (Select
Providers) | ¥4 7 a VRERRINET,

2. 7V v 7 LT, EROHOT a/ A F—4i%k
RLET,

3. [#ER (Sdet) 1227 Vv LET, [RTLY
RAL VDR XA T 7Ry 7 AR £
R

e) [PR1F (Save) 1227 Vv 7 LT, HEERGFLET,

RDBRY

Z T, APIC TACACS+ #pkFIAIXSE T T3, WKIZ, RADIUS h— —H AT 5551,
RADIUS ® APIC 3% E L £,
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Cloud APIC for RADIUS Access O #& Rk

1RO SRS
» Cloud Application Policy Infrastructure Controller (Cloud APIC) (X4 > 7 A /272 > TWE T,
« RADIUS —/S—DR A M ETZIXIPT KL A, A— b, BIOF—%HTExDZ L,
* Cloud APIC HHx > RARA v h FA—TRMERATE £,

X2T w71 Cloud APIC T, RADIUS Z7A/NA Z—%Ek LET,

ATvT2

a)

b)

' 8—/\)LYERL (Global Create) 7 A =2 %7 Vw7 LET,
[ B—/\)L{ERK (Global Create) | A =2 —RNERSNET,

[BEE]HEENARRINDETTICAZr—L L, [BE|HEEO FICHD [TANSFT—DER] %227V v
7 LET,

[FB/31 F—0DERL (CreateProvider) | ¥4 7 R 7Ry 7 ARFRINET,

[(RR F&/NP 7 FL R (Host name/lP Address) | 7+ —/L RiZ, 7 a XA X —DHKRA N4/IP T KL A
EANTTLET,

[ERBA (Description) 1 7 4 —/V RiZ, 7Yu A X —O#HHEZ AT LET,

[247F (Type) | ey 77X YA L&227Y v L, [RADIUS] 2R L £,

[E%%E (Settings) ['EZ7 2> T, [¥— (Key) ]. [(R—k (Port) 1. [EREE 7B k3L (Authentication
Protocol) ]. [#4 L7 bk (Timeout) 1. [B&{T (Retries) 1. [E¥ EPG (Management EPG) ] %
fRELET, B (Enabled) F7-1% #E#hL (Disabled) DOWT 4Lk [H—/A—ER (Server
Monitoring) ] (Zx L CE#IR L E9,

RADIUS® [T A4 > RAA U E/ERR L £,

a)

b)

d)

JBa—/\LYERK (Global Create) 714 2> %227V v 7 LET,
[ O—/\L{ERL (Global Create) | A =2 —NFRENET,

[V B—/3LER (Global Create) | ANy 7 AD FIZdHD Fry T Xy RIM%E 7Y v o L, [BE
(Administrative) ] Z#IN L F 7,

[ B—/\L{ERL (Global Create) | A == —|ZBEBA TV a DU A MBRFEREINET,

[ 00—/ LHERL (Global Create) | A == —D[EE] Z& IR L., (AT A FAAL VDR (Create
Login Domain) | #7 U v 7 L£7,

(B4 FALDER (CreateLogin Domains) | 44 7 a7 Ry 7 ARFIRENET,

RO Ty RAL L EATa TRy 7 AD7 +—/L K (Login Domains Dialog Box Fields) | 7 —
T AN ENTET 4 —/b RICHETREZ AL, FATLET,

[ZB/37 1 (Properties) ] EiEA

£l
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[Fa/857 « (Properties) ] EHEA

Z2n) Ay RAL L O4RTE A LET

34 n7A Ly FAALOFAZ AN LET,

Settings

Realm Ky 77Xy A=a2—)5 RADIUS Zi#R L
7,

Z'r A & (Providers) TS F—FBEIRT DI

1. [FANAZ—0EM (Add Providers) | % 7
Vw7 LET, [FTANSZT—0EIR (Sedect
Providers) | ¥ A4 7V RERSNET,

2. 7V w7 LT, EROIIOT ag X —%E
WLET,

3. &R (Sdect) 127V vr LET, [RTALY
RAALAVDIER| XA TR 7Ry 7 AR £
ﬁ‘o

e) [fR1F (Save) 127 Vv 7 LT, REERFELET,

RDHERY
ZA T, Cloud APIC RADIUS K FNAIFSE T T3, KIZ, RADIUS ¥ — & @E L £7,

Configuring a Cisco Secure Access Control Server for RADIUS and TACACS+
Access to the Cloud APIC

Refer to the section Configuring a Cisco Secure Access Control Server for RADIUSand TACACS+ Accessto the APICin
the Cisco APIC Security Configuration Guide, Release 4.0(1) at
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 .html.

LDAP Access D1E X

LDAP B EICIEZ 2 >OF T a v b F£9,
« Cisco AVPair DR E

« 757 K APIC TDO LDAP )V —7 ~ v 7OEE
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WD 7 v a At WGTOERA 7> a VOFIENEG FILTWET,

Configuring Windows Server 2008 LDAP for APIC Access with Cisco AVPair

Refer to the section Configuring Windows Server 2008 LDAP for APIC Access with Cisco AVPair in the Cisco APIC
Security Configuration Guide, Release 4.0(1) at
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 .html.

Cloud APIC for LDAP Access D&,

15 eH B IS
» Cloud Application Policy Infrastructure Controller (Cloud APIC) (X4 > 7 A 272> TWET,

* LDAP h—"DHRA M FEILIP 7 KL A, A—F, /S1  FDN, X—2 DN, BLN
NAT—REHTELZ L,

e Cloud APIC EFR= Y RRA v s T NA—FMEHTE £,

AT w71 Cloud APIC T, LDAP FA/NA #—%{Ek L £,

a) A=a2— /=T, [E¥E (Administrative) ]>[F8EE (Authentication) ] ZER L £,

b) E¥(XA T, [FANAF— (Providers) | #7 %27V v 27 LT, [FTUL 3> (Actions) | Ka v
ok Uy LT, [FANA F—0DERK (CreateProvider) ] Z3IRL £9°,

c) [(RRFLNPT7 FKLRX (Host name/IP Address) | 7 4 —/v RiZ, 70 Xf X —DHKRA N/IP T KL A
EANNLET,

d) [E%BA (Description) | 7 4 —/V N2, A X —DfHE AT LET,

e) [247 (Type) | kmy 7 ¥ YR NE7 Y 27 L, [LDAP] Z#IRL 7,

f) /N2 FDN, A—XDN, /SRT—F, /R—kr, B, 71413 247, BLOEEEPG #E L
£,

G¥) « /XA > R DN L, Cloud APIC 7% LDAP ¥— _—Zua 7 A »F 5= OIZHEHT 530550 T
7, CloudAPICIX, v/ A LELDETDHYE—F 22— —DORFECZDOT IV b
ELEd, X—ADNIL, CloudAPICA ) E— F 2—H— T 7 hZHET 5 LDAP
PRI LT FLLLENRATT, ZIUIAT — RRRAES DB Y, 7 4L H
ZfEH LT, Cloud APIC % cisco-av-pair IZfEHT 57 DICER L TV D@L RO %
T, ZAUZIE, Cloud APIC T3 2 =2 —HF —FBFEL HIV X TEA RBAC 2 — L& F
AVET, Cloud APIC X, ZDJ@EME%A LDAP H— "\ b ER L £,

(B 74— R kO BT EALET,
o LDAPH— DK E TlL. Cisco AVPair. A/ CiscoAVPair .

« LDAP 7'V —7 <= v 7 LDAPY— &K E. AJ) memberOf .
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ATY T2 LDAP O O A4 Y FAAL Y Z{ERRKLET,

Cloud APIC for LDAP Access D& .

Q) A=a— —T, [BEHE (Administrative) ]>[E25E (Authentication) ] 3R L £,
[Work]~<~4 > C, [Login Domains]% 7% 2 U » 7 L. [Actions] K& > 7 X 7 %27V v 7 L T[Create

b)

c)

Login Domain] % &R L £ 7,

WDO[aT Ay RALEATa TRy 7 AD7 +—/L K (Login Domains Dialog Box Fields) | @7 —
TINZY A S ENTAT 4 —/v NIl EE A L, ffTLET,

[FO/37 4 (Properties) ]

A

£l

&HI ar/ Ay FAALDLEITE AT LET

BiCs] nr7A4y RAALOEBAZEALET,
Settings

Realm Fa w72 A=a—)5 [LDAP] @R L %

D

a3 A 4 (Providers)

TaNA B —E BN A

1. [FBNA Z—0i:EM (AddProviders) | %7
Uy LET, [FTANS ZT—0FEIR (Seect
Providers) | ¥4 7 u 7 BREREINET,

2. 7V vy 7 LT, EMOINOT a A F—%iE
RLET,

3. &R (Sdect) 127V v 7 LEd, [BFA Y
RAASDDIER]) XA TRy 7 AR &
7
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[ZB/37 1 (Properties) ] EREA

FRES A T 1. 7angZ—n2EHL LT CiscoAVPair % fif
AL THESNTWDEAIL, [CiscoAV R7
(Cisco AV Pairs) | #i@IN L £,

2. A HX—nNEMEL LT memberOf TRE
SN TWBHEA1EL, [LDAP Group Map Rules]
BN L ET,

1. [LDAPYIL—T < v 7 JL—ILDEIN
(AddLDAPGroupMapRule) %7 U v
JLET, ¥AT IRy I ANRERS
AIET,

2. vy 7 ORRMEGHRE (FFvar) BL
RTIL—T DN ZIEELET,

3. [EF¥2UTqa FASDEM (Add
Security Domain) | DREICH 5 [+] &7
Vo7 LET, ¥A4T7 TRy 7 ANREK
AEINET,

4., [H1%27 Vv 27 LT, [B—JL (Role) 1™
AATB L0 —vo [#BR (Privilege) |4
A7 (Read E£7-1% Write) 7 1 —/L FiZ
TIORALEY, FovI~—T %7y
7 LET,

5 Xbliia—EBNT 521, FlE4 %
o LET, WiZ, DEM (Add) (%7
Uy LET,

6. FE3IZMEVIRL T, EbictHF2V T4
RA A &BMLET, wIT, B
(Add) 1227V vZr7 LET,

d) 271> KAA L DOVERK (Create Login Domain) | ¥ A4 727Ky 7 ATHRHE (Save) 127 VU v 7
LET,

Cloud APIC for SAML Access D&k

WwDE 7 g Tk, SAML Access 1® Cloud APIC DR EICOWTEELLS AL £,
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About SAML
Refer to the section About SAML in the Cisco APIC Security Configuration Guide, Release 4.0(1) at
https:/Awwwicisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide401 html.
Basic Elements of SAML

Refer to the section Basic Elements of SAML in the Cisco APIC Security Configuration Guide, Release
4.0(1) at
https:/Awww.cisco.comvc/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide401 html.

Supported IdPs and SAML Components

Refer to the section Supported IdPs and SAML Components in the Cisco APIC Security Configuration
Guide, Release 4.0(1) at
httpsz/www.cisco.com/c/en/ustd/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 html

Cloud APIC for SAML Access D& X
A\

(GE)  SAML X—ZDOFFEIL Rest IZkFF 5 & D TlE72 <, Cloud APIC GUI DA IZxtT 5 H DT,

3R BRI
e SAML H—/"— R A M E7IZIP 7 FL A&, IdP A X F—X D URL 2 TE %7,
* Cloud APIC FEE= > RARA > b Z—T MR TEET,
c ROBEZITVET,
« REZIFHT & NTP
« GUI il L 7= DNS 7 1 /34 &' — DK
* GUI #ffffl L7z Cisco ACITHTTPS 7 7 B A/ A & LGEHED

R
it

AT w71 Cloud APIC T, SAML FA/NA F—ZERR L £7,

a) A==a— —7T, [E¥E (Adminigtrative) ]> >[FBEE (Authentication) ]Z 3R L £7,

b) [E%£ (Work) 1731 > T, [FA/A F— (Providers) 1 # 7 %27 Vv 27 L., [72 >3~ (Actions) ]
Ry 7@y 7 LT [FTRINAZ—01R (CreateProvider) | #8 R L £7,

c) [RAKLNP7 KLZR (Host name/IPAddress) | 7 1 —/V RiZ, 7B/ A X —DHKRARN/IPT RLA
EANLET,

d) [E%BA (Description) 1 7 4 —/V RiZ, e f X —D#FBHE AN LET,

e) [#47 (Type) | FuyF&Z o YA 227 ) v L, [SAML] 2R L £7,

f) [E&E (Settings) 1 A T, WOTFIEEZETLET,

«IdP A Z5—% URL 45 E L £,
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+ ADFS O34A . 1dP A %5 — 4 URL |Z https://<FQDN
of ADFS> /FederationMetadata/2007-06/FederationMetadata.xml & ™ 9 JEZUT /2 D F 97,

+ Okta DA, 1dP A %7 —4% O URL ZHf5 7 5121%, Okta V— 302 55%4 SAML 7 7Y /77—
var®[SignOn] kv a i, PATUTAT4 TFANAE—A3T—R2DY 7 %2
l:o”—l_/iﬁo

¢ SAML X"—ZDH—EAZADI VT4 T4 IDZEELET,

cIdP A X T —H D URLIZT 7 B AT HMLENDHHLGEIE, A2 T—42 URL D HTTPS 7O+
(HTTPSProxy for Metadata URL) Z##R% L £37,

cIdP X7 7 A X— |k CAIC L o TEA INTHEIX, [BEER (Certificate Authority) | Z R L
j—O

s kv FHT UR NG, [BETILTY ALBIELI—F—FER (Signature Algorithm
Authentication User Requests) 1IN LET,

« SAML FEEIERDEL. SAMLIGEAYvE—CNDEL, SAML IGEDERZT7Y—2 3>, SAML
TH—2a OEEBILZ AT AL, Fov IRy 7 AR F I LET,

g) [fRfF (Save) 1227V v 27 LT, REZHRFLET,

ATYT2 SAMLDOB 7 A v RAL UEAFRRLET,
a) A=a— —7T, [EE (Adminigtrative) ] > [EREE (Authentication) ]Z %R L £,
b) HEESAUT, [ATA42 FAAL Y (LoginDomains) | %7 %27 U > 7 LT, [F2 3> (Actions) ]
Key7Zorw70y7 LT, [ATA4Y RALDOER (CreateLoginDomains) | Zi&R L £ 7,
) WD[uTAY RAL X AT TRy 7 AD7 4—/L K (Login Domains Dialog Box Fields) ] D7 —
TINZY A RSN T 4 —/v NIl EaE A L, ffTLET,

[FB/87 « (Properties) ] EEA

=30

ARl nJA Yy RAL L O4RTE A LET

34 n7A Ly RAALOHHAZ AN LET,

Settings

Realm Fry 72y A=a—hb SAML Z3R L &
K
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[ZB/37 1 (Properties) ] EHEA

a4 % (Providers) TN, =R T AT

1. [FR/NAF—0:EM (Add Providers) |1 &7
Uo7 LET, [FONLZ—0ER (Select
Providers) | # A4 7 u 7 RnErENET,

2. 7V v 7 LT, EMOHOT a/ A F—4i5k
RLUET,

3. [#ER (Sdet) 1227 Vw7 LET, [RTALY
AL DR 7 A 7 a 7Ry 7 AZRY %
j—o

d) [RE (Save) |27V v/ LT, REEZRGFELET,

Setting Up a SAML Application in Okta

Refer to the section Setting Up a SAML Application in Okta of Cisco APIC Security Configuration Guide, Release
4.0(1) at
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 .html.

Setting Up a Relying Party Trustin AD FS

Refer to the section Setting Up a Relying Party Trust in AD FSin the Cisco APIC Security Configuration Guide,
Release 4.0(1) at
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html.

HTTPS Access D& X

Z ZTiE. HTTPS Access Z %9 2 FHEICOWTHA L £,

About HTTPS Access

This article provides an example of how to configure a custom certificate for HTTPS access when using
Cisco ACL

For more information, see the section HTTPS Accessin the Cisco APIC Security Configuration Guide,
Release 4.0(1) at https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/
Cisco-APIC-Security-Configuration-Guide-401.html.
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B rxsiamzonmosqrsqy

WA LEEBAZEDERD A K54 >

s UAL RA— RREHE (*.cisco.com 72 &, DT A AMTHEA) X OZEIIZBEET
HADLGAT CAERK SN D R ¥ —IX, CiscoCloud APIC TIIH AR — h I EFHA, Ihix
CiscoCloud APIC |IZ W F —F 7213 A T — RE AT HZDDHR— FRR2 N7 TT,
F TAN Rh— RIEHER E OV AR LIEHEOME X — T 7 ZAR— F T8
Ao

« AEEEA R (CSR) ZAERKT HRNC, ABHPMGEHE L V— kN CAREREZ X T v
m—kbf%xzb—wﬁéz%#&wiﬁ Jb— bk CA GEZE I EINAIICIX CSR 24
KT AHTEDICHETIIH Y FEAD, A3 TIL, BT 5H CAHEE CSR ~DE4
WA SN D E DO OAR—EEE<T-DI, CSR Z £/ DRIV — b CAFERHEN X
FC¥, Cisco Cloud APIC [E, 48 SAVZFEHENHRE INTZ CAIC K> TEL STV
HT EEMERLET,

s BH SRR EOAERICFE UARX— L B — &2 AT 5I121%. ROHA KT9A4 0%
W72 T HLERH Y F£9,
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