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e) [REXRY  T7—2 #— oA DERL (Create virtual network gateway) ]-~<— T, IRD 7 4 —)L
NIZEE 22 A AT L ET,

cH IR ) Tay @R T A7) T a URBIRSN TS Z 2R LET,

cY=RIN—=T iRy PV =2 ZBRT L VY =R TA—T PR ABICERS UE
‘g—o

< BHE: AR Y FU—2 F— b U = A DAH,

)=y ARy U= REESN TCWAEFTEET L2 [U—2 3> (Region) ]
T4V REEFELET, BIIRMEERY N2 DHD ) —Va v EELTORWEA, K
By N =27 X [RERy FT7— DFER (Chooseavirtualnetwork) ] K v 74 7 ANTEKR
SNFEHFA,

e HF—brDxA B4 T [VPN] IR L 7,

+ VPN % 4 7 : [Route-based] %R L £,

* SKU : [VpnGwl] Z 4R L £ 7,

« 4% : [Generation1] Z3&N L 9,

ARFEARy FT—% : [overlay-1] ZEIR L £,

«NTUY D IPT7 LR [HRER (Create new) ] Z3EIRL 7,

cNTYYIIPTRLRE : TV w7 IPT FLADAHTZRELET,

- active-active E— FZFRIZT 5 : [#EZX) (Disabled) 1IZ&EL £,

+BGP MR : [A%) (Enabled) JIZREL £7,

cBEVATLES (ASN) : VPNS'— hU = A DT BGPASNMEAZ AT LET, 774/ b
TIE, Azure 1% 65515 O ASN fEZMEH L £,

f) [#ER+1ERL (Review+Create) ] Zi&R L, [¥ERX (Create) ] T/ — b7 = A OER ARG L E,
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REPHERIIL, V= My oARNEBELETS, IRy NU—2 F— U oA OIERIX, ETT5
FCICHEAS DD ERHY £,

Ry NU—7 F— N oA DIEFIZEA SN Z L 2MERET 5120, BExy hU—27 F— |
7 = A (virtual network gateway) |- X—IZBEIL T, /ERL7ZIEDY ORABER Y FT—7 F— |
U A &R L, [ERTE : #R (Settings: Configuration) ] %27V v 7 LT, (K%Y hU—2 7—
T A OREEREZ R LR L E7,

ATYT6 v—hNFy b U= F—b oA EERLET,

CORTIE, n— AN Xy MU= F—=1rUxA1F AT VLI ADPsec TN AERT ATV
J RTY, =) Fy 8T —7 F— T oA ZERT DR, IRO/NNT A —F Z Ui LE T,

«BGP Hftv 27 1% 5 (ASN)
e X7 Y w7 IP 7 KL A (Public IP address)

AR Y N =7 F— R T2 AIZT P A RXTERLERH DS T VIAYT Ry NO#EYRT
FL A Z~_—2

a) Azureportal T, B—A/N Ry NU—2 F— U = A Z{FT % Resource Manager = — 7 /L % |
T—7ZB#HHL T, a—V Ry NU—7 F— R U =A Z/ERLET,

by ZMIT[UYV—RDMERK (Createaresource) |1 Z34R L, BRI lLocal Network Gateway] & A7)
LET,

) MBEMET[(R—IN XYy NI—2 F— Uz Z/OTT, = N E7 Vw7 LET,

d) [B—HIL Yy bT—Y 5F— kA (Local network gateway) ] ~—3 T, [#ERX (Create) ] %
RLUET,

e) [B—ANLFRY FT—U F—Fro A DYEFK (Createlocal network gateway) 1<— T, IRD 7 1 —
NV RIS ERE AT LET,

s BRI B—H) Ry MU= F— U= A DLHI,
cIVRKRAU bk [IP7ELR (IPaddress) | Z&R L ET,
*IP7RLR:a—HV 3%y NT—27 F— b U= A OEYRIP T RLAZASLET,

e 7 FLARZEM: 7 RLUAZERICHYIMEEZ AN LET, 72 201E, VPNF— b= A (AR >
NT—2 F—broxA) ZEHLIEROMEK 8 —) OHEFIZHEHALT, 207 14—
JL RIZ 192.168.0.0/16 BN L E 9,

*BGPEREDHER : ZORELXZAMITHICIE., Fev /AR 7 2% 7Y w7 LET,

cBEVATLEES (ASN) : o—h/L Xy NU—7 F— U= A OiEtl7s BGP ASN % A7)
LET, 2L, VE—RK TS ZADASNIETT, 72& 21X, VPN —h o= oA (xR
NTO—2 = U xA) M LIZEROME 8 —) O FIZERALT, 2074 —
JV RIZ 65150 B L E 9,

eBGPEFZIPZRKLR : ZDO7 4 —/LRIZIEZ, AL IRATFTAAL RMEHTHBGPET IPT
FL 22 AN LET (Azure Bl FR Y N —27 F— b oA TEH Y FHA) . 72& 21X VPN
F—btxA (RERY bT—2 F—bUxA) ZEHLI-EROMNK (8 ~—) Ok
Bl LT, 207 —/L KiZ 196.254.0.8 ZIBIMLFET,
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ATy T1

ATvT8

Py LR Y v |

HIRHY)Toay A7 v75 (113—=Y) OFEBFRry NU—27 F— b IEHALED
DEREICYT AT Y g o EBIRLFET,

c)Y—XGNN—T 25775 11X—=) OFERY "NU—7 F— T = AIER LD
LRI Y—R TN —THER L FET,

IBFR AT v 5 (113—2) ORMEXy hTI—7 F— b oA IEH L0 LR UHEAT (U —
vayr) EERLET,

[#EE2 + /ERX (Review +Create) 1% 38R L, [{ERL (Create) | T/ — b = A OIERLZBLE L £7°,

BENHERR SN, F— b =A DR L £,

0=y NT—7 F— N oA BIEFIZER SN2 & 2R THIE, [m—I Ry hU—
7 7 —R~U A (localnetwork gateway) | ~—ICBEIL T, fERL7ZIENY O —T L Ry T —
7 = A @R L, [RE : A (Settings: Configuration) ]2V v 27 LT, a—h/1L % v
NO—2 = U = A OWEEREZRB LR L ET,

Azure i8R Y NU—7 F— b U =Anbr—)N Xy FU—7 F—=1 U= (A7 LI AD IPsec
TIIA A) ~D VPN #fe 2Bk L £,

a)

b)

¢)

d)

e)

Azure R—H )T, IRy NU—7 F— R U= OX—VIIBEIL, A7 v 75 (11 —Y) T
1ER% L7z Azure IRAB AR v U —20 F— R U= A ZROFTET,

TERC LT8Ry N T —2 ' — b = A ZiRIR L, [BRE : $¥E#E (Settings: Connections) 1% 27 VU v
7 LET,

GEM (Add) 1Z27 Vv 27 LET,

[#EHDEM (Add connection) 17 1> RUMRBHE £,

ZDOVPN#fix Azure (KB AX Yy NV —27 F— U= nbua—ANFy NI—0 F— U =A (F
YT VI AD IPsec TN A) ATIEMNT D 7o OICHERERE AT LET,

s [#E# 2 14 7 (Connectiontype) 1 7 4 —/LV KT, (%A F# (IPsec) (Site-to-site (IPsec)) ] &
B®IRL 7,

c[MRExRY FT—H HF— ko4 (Virtual network gateway) 1 7 4 —/V KT, 27 v 75 (11
~N—) TYERR LTz Azure (RAER > bV —2 = U= A 28R L E T,

c[A—AN Ry FT—9 HS— kx4 (Localnetworkgateway) |7 4 —/V KT, A7 > 76 (12
NR—=) TERLTzm—A Xy NI —7 F— N oA Z@RLET,

«[BGP ZH%1IC9 % (EnableBGP) 1 7 4 —/V RCF v IRy 7 R% 27 Y v 7 LT, ZOHH
® BGP A LET,

«[IKE 7B k3L (IKEProtocol) ] 7 4 —/V KT, [1kev2] ZER L E T,

Z D VPN Bt O ITEROA N NRE T Lz, [OK1 227V v 7 LET,

Azure 7°5H VPN KT v 7L — 2 F 7 oan— RLET,

a) Azure R—H )T, MRy U —7 F—F D=2 OXR=VIIBEL, AT v 75 (11 <X—=Y) T

TER L72 Azure (fAB R v b U —2 F— U = A ZAOTET,
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b) ERL7RERy NU—2 F— U= A Z3IRL, [BRTE : #&#; (Settings: Connections) 1 %7 U >
& ]\/ij—o
c) MRk L7 VPN Bt D4R 23N L £,

VPN i OB BN — U NFR SN ET,
d) [#o>B0—F#mB (Download configuration) ] %27 VY v 7 L%,
[#r2>O0— F#/E (Download configuration) ] X—Y0NFRENET,
e) [#>0O— K#RL (Download configuration) ] ~4— 2 TR DEIRAZITVET,
o [T/INA R R F— (Devicevendor) | 7 ¢ —/L KT, [cisco] IR L ET,
«[T/AA4 R 77 31 (Devicefamily) ] 7 4+ —/L KT, (10s (1SR, asr) ] Z3&IR L £7°,

[Z7—LoxT7 /N—2 3> (Firmware version) 1 7 ¢ —/L R T, [15.x (TkEv2)] Z R L F
‘g—O

f) [#2>Ba—F#Bk (Download configuration) 1 %727 VU v 27 L%,

ATwT9 Furu—RLEHERT Yy L—F 77 A0V ETX A =57 40 ZTHE, BT 7 L— FOFERIC
P> CHEIRREZITVET,

BE., BT 7L — N CRERET L, BGP R DOK DT 4 — RO TY,

* LOCAL_ROUTE : Azure |27 RAZ A X T HMERH LRy NI —7 THLIMLERHY £3, T2l
ZE. VPN — oo (81 y NT—2 F—bUxA) ZH LB OMK (8 X—)
ORERSBIZEHT 2L, 207 4 —/L RiZ 192.168.0.0 E AT LET,

+« LOCAL_MASK : 255.255.255.0 CRIFIIER D EHA

ATYTI0 WELFAERT S L— 2 RELTHUET,
ATFYTIN RELIHERT L — 247 LI 2D IPsec 7 /35 AZEHA L ET,

VPN 77— U xA (Kl hU—27 =0 =A) ZMH L8O (8 X—) OB
EOWTHRE SN T 7 L— FOBIZRITRLET,

access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.0.0 0.0.0.127
access-1list 101 permit ip 192.168.0.0 0.0.255.255 10.80.0.128 0.0.0.127
access-list 101 permit ip 192.168.0.0 0.0.255.255 10.80.1.0 0.0.0.127
access-list 101 permit esp host 52.152.235.192 host 173.39.125.130
access-1list 101 permit udp host 52.152.235.192 eq isakmp host 173.39.125.130
access-1list 101 permit udp host 52.152.235.192 eq non500-isakmp host 173.39.125.130
!
crypto ikev2 proposal Azure-Ikev2-Proposal

encryption aes-cbc-256

integrity shal

group 2

exit
!
crypto ikev2 policy Azure-Ikev2-Policy

proposal Azure-Ikev2-Proposal

match address local 173.39.125.130

exit
!
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crypto ikev2 keyring singaporeisr-keyring
peer 52.152.235.192
address 52.152.235.192
pre-shared-key 0123456789cisco
exit
exit

crypto ikev2 profile Azure-Ikev2-Profile
match address local 173.39.125.130
match identity remote address 52.152.235.192 255.255.255.255
authentication remote pre-share
authentication local pre-share
lifetime 28800
dpd 10 5 on-demand
keyring local singaporeisr-keyring
exit
!
crypto ipsec transform-set Azure-TransformSet esp-aes 256 esp-sha256-hmac
mode tunnel
exit
!
crypto ipsec profile Azure-IPsecProfile
set transform-set Azure-TransformSet
set ikev2-profile Azure-Ikev2-Profile
set security-association lifetime seconds 3600
! Note: PFS (perfect-forward-secrecy) is an optional feature (commented out)
!'set pfs None
exit
!
int tunnel 11
ip address 169.254.0.1 255.255.255.255
tunnel mode ipsec ipvié
ip tcp adjust-mss 1350
tunnel source 173.39.125.130
tunnel destination 52.152.235.192
tunnel protection ipsec profile Azure-IPsecProfile
exit

interface Loopback 11
ip address 196.254.0.8 255.255.255.255
exit
!
router bgp 65150
bgp log-neighbor-changes
neighbor 10.80.1.30 remote-as 65515
neighbor 10.80.1.30 ebgp-multihop 255
neighbor 10.80.1.30 update-source loopback 11

address-family ipv4
network 192.168.0.0 mask 255.255.0.0
neighbor 10.80.1.30 activate
exit
exit
!
.0 255.255.255.128 Tunnel 11
.128 255.255.255.128 Tunnel 11
.0 255.255.255.128 Tunnel 11
.30 255.255.255.255 Tunnel 11

ip route 10.80.
ip route 10.80.
ip route 10.80.
ip route 10.80.

= = O O

ATwvT12 VPN #EERLET,
a) Azure R—Z LT, iRy NV —2 = h U2 A DRX=VIBEHL, A7 v 75 (11~—) T
ER L7z Azure (KRR Y FU—2 F— b= ZROIFET,
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b) ERL7RERy NU—2 F— U= A Z3IRL, [BRTE : #&#; (Settings: Connections) 1 %7 U >

& L\ij—o
c) TERC L7z VPN 508 (27 —# 2 (status) 1 FIC [#EfRFH (Connected) ] L RRINTWNWDHI &%
B LE7,

ATYT13 UVEAA VL7 FEEAL TR Y FU—7 F— U =2 ZREHTAINE I DERELET,
e UXA VT MR LTRERY NI —2 F— b U= ZRBEATIHEEIE. A7 v 714 (16 X—)
R FE T,

cUHA LY FEFEHLTUEERY NT—7 F— b oA ZREATDIHEE. VAL L7 NI —
R FNL ZEHERLET,

GUI £721Z RESTAPI AL TU XA Lo FHIZY—E R FAAAL ZZHERT DI, LA T 40
5L AV TV —ERDENZZB LTI EE N,

ATYT14 JTUREPG L, ARy hU—2 F— T oA IZX > TER SN EPG E DRl T 7 b
FRERE L E T,
cGUI LT F7 7 F&ERT D121, Cisco Cloud APICGUI ZfifH L7==2 b T 7 bDfE
B ABBL T EEN,

*RESTAPI ZfEH LT hT 7 FaRid5121Z. RESTAPIZfEM L7-a T 7 NOERL 2%
HBLTLLEEN,
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