Cisco Cloud APIC %) 7 «

ZOFEF, WONKFTHERINTWET,
T I RBA, BB LOT AT 4T (1 =)

+« TACACS+. RADIUS, LDAP, BXO'SAML 77 & ADHERL (2 2—)
« HTTPS Access DK (11 ~=—3)

775712;(s tm»ﬂfjbthJCT’jJﬂ7—/fr‘f <7

Cisco Cloud Application Policy Infrastructure Controller (Cloud APIC) 7RV v —{X, #iE, #&#
TATT 4T (AAA) HEEE B L ET, =—PHER, m—, BLORNAA /kT?‘IZ
ik

X%BEMU%ME%M\W@%) XLy, HHEHEITMME SN FETERNSR AT 27 b
L~ULT AAA HERE

HETHZENTEET, ZHDHOHEIL. REST API £7-13% GUI % 1{#
HALTHEITTEET,

)

GE)

QA RAL IR IFEBZDLZEITTERNVEWIEEMORIBENHY £, F
7. Bl Ay RAS A Ea—FELEEDOET-UFERITA LFEB2HZ LT TEFEY
Ao

T RARREE. BEOT AU MERAGROFEMIZ OV T, https://www.cisco.com/c/en/us/
td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-40 1 .html
@ Cisco APIC Security Configuration Guide, Release 4.0(1) % d5aiA < 72\

TR

IR A 7 U 7 ¢, FEET AU MRS, BEE XV AT AEEREOME— D2 —
P—b7e 0 ET,

Cisco Cloud APIC &) 7 « .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

Cisco Cloud APIC £¥ 2 71 |

B 1acacs:. RADIUS. LDAP. & & TFSAML 74 + 2 O

A—A) A —HFDHFE

Cisco Cloud APICGUI Z i L7z —Hh )L 2—HF —DEpk 2L T, v —h)L 2 —¥F—%
R L. Cisco Cloud APIC GUI Zffif§ L T OTP. SSH AB¥F—. B L X.509 = —H —ZFHHE
W BEE AT E 9,

TACACS+. RADIUS. LDAP. 8 KU SAML7 Y X DR

M=

WD k¥ 71X, Cisco Cloud APIC @ TACACS+, RADIUS, LDAP #XU'SAML 77 & 2%
RS 2 ka2 B L £,

Z® hE > 7 Tk, RADIUS, TACACS +, LDAP, ¥ X U'SAML =—# — (ADFS, Okta,
PingID 72 &) @ Cisco Cloud APIC ~D 7 7 & 2 AN T % FHEICHOWT, HZE-> THE L
£7.

TACACS +. RADIUS, LDAP., £ X O SAML OFEMIZ OV TIL, https://www.cisco.com/c/en/us/
td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-40 1 .html

®D [CiscoAPICEFX )T ABREHA . UJ—R 40D J 2L TLTEE,

Cloud APIC for TACACS+ Access D& Ak

1R BRI
« Cloud Application Policy Infrastructure Controller (Cloud APIC) IL4 > 7 A 272 > TWET,
* TACACS+H#— DR A M ELIFIPT FLA, F— b, BEOF—%fATE5 2L,
* Cloud APIC HFH T RARA v F =T PMETE E7,

ATw 1 757 FAPICT, TACACS+7O/NA ¥ —%{ERL L £,

a)
b)

A=a— =T, [BE¥E (Administrative) ] >[325F (Authentication) ] Z &R L £ 7,

E¥EA 2T, [FARNASF— (Providers) | #7 %27 Vv 27 LT, [72¥3a> (Actions) | kev
s )y 7 LT, [FTRNA Z—DER (CreateProvider) | Z3R L £,

[TA/NA Z—0DERK (CreateProvider) | ¥4 707Ky 7 ARFRINET,

[(RR FRNP 7 FLR (Host name/lPAddress) | 7« —/L RiZ, 7B NA X —DHRA N/IP T KA
EANTLET,

[82B8 (Description) ] 7 4 —/L RiZ, Fuf X—0@HiHE AN LET,

(247 (Type) | ey 7 Xy YA &2 Y v/ L, [TACACSH Z#IRL £,

[R5 (Settings) | &7 > 2T, [F— (Key) ]. [[R— bt (Port) ]. [EBEEF B kaJL (Authentication
Protocol) 1. [# 4 L7k (Timeout) ]. [Bi1T (Retries) 1. [E¥ EPG (Management EPG) ] %

. Cisco Cloud APIC %2 1) T«


cisco-cloud-apic-for-azure-user-guide-250x_chapter4.pdf#nameddest=unique_84
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

| Cisco Cloud APIC £ 1) 7
Cloud APIC for TACACS+ Access DR ]

ELET, WML (Enabled) F721L &ML (Disabled) DWW % [H—/N\—8HR (Server
Monitoring) ] (Zxf L CEIRL £,

AT v T2 TACACS+ ® [Login Domain] Z{E L £7°,
a) AT T2 E 7Yy LET,
[Tk (ntent) | A==2—DERRINET,
b) [Intent]ff3&A > 7 ZADFIZHDH Fay 72y o RKH%Z 27 Y v 7 L, [Administrative] 28R L £,
[Intent] A = = —|ZEFHA T a DU A RERENET,

) [Tk (ntent) | A==—0 [BEE (Adminigtrative) | U A KT, [AT A2 RAASL VDIERK
(CreateLogin Domain) 1 %7 U > 7 L&,

(AT 4> FAAL VDR (CreateLogin Domains) | A 7 a 7R v 7 ARFRENET,

d) kol Ay RAL XA Ta TRy 7 AD7 4—/L K (Login Domains Dialog Box Fields) ] ®7 —
T A b ENTH T 4 —/V RICHE 2 EE AT L, fidT LETS

[Fa/87 « (Properties) ] £ EA

=30

Al RJAy RAAL L DAFTE ANJLET

i arA Ly RALOHHAEANLET,

Settings

Realm Roy 7520 A=a—7b TACACSH &R L
£75

7w s34 & (Providers) T NA B —F BT DI

1. [FAR/NAF—0EM (AddProviders) 1 %7
Uy LET, [FANS E—DFIR (Select
Providers) | ¥4 7 u 7 BREREINET,

2. 7V vy 7 LT, EMOINOT A F—%iE
WLE,

3. [BR (Sdect) 127V >y 27 LET, [RTAY
FAADDER]) XA T 0 7Ry 7 ZZRD £
B

e) [f&fF (Save) 127 U 7 LT, REZRIMELET,

Cisco Cloud APIC &) 7 « .



Cisco Cloud APIC £¥ 2 71 |

B cloud APIC for RADIUS Access Dt

RDBERY

2T, APIC TACACSH+ i FIILSE 1T TF, RIZ, RADIUS H— S — b AT 25613,
RADIUS @ APIC ZiE L £7,

Cloud APIC for RADIUS Access D& K

1R8O BRI
« Cloud Application Policy Infrastructure Controller (Cloud APIC) (4> 7 A 172 > TWE T,
* RADIUS —/3—=DRA M EIXIPT RV A, A= b, BIUOF -zt L,
* Cloud APIC HFHx Y RARA v F ZA—TPMEHTE ET,

AT w71 Cloud APIC T, RADIUS Z7A/NA X —%{ERk L E 7,

ATy T2

a)
b)

A=z2— =T, [EE (Adminigtrative) ]>[F2EE (Authentication) ] ZiER L £ 7,
{E2E~A T, [FaNAF— (Providers) | #7 %27V v 27 LT, [72¥3> (Actions) | kv~
ok )y LT, [FANAS F—0ERK (CreateProvider) ] Z3IRL £9°,

[TO/A F—D1ERL (CreateProvider) | ¥ A4 707Ky 7 ANFERINET,

[(RR FR/NP7 KLR (Host name/lPAddress) | 7 —/L RiZ, 7B A X —DHRA R/IP T KL A
EANTLET,

[3#89 (Description) ] 7 4 —/L RiZ. 7054 Z—0#iA% AJ LET,

(447 (Type) | kuy7rHor UA 227 ) v 27 L, [RADIUS Zi#IR L £,

[BXE (Settings) 17 > a T, [¥— (Key) ]. [R—F (Port) ], [RFEEZA k3JL (Authentication
Protocol) 1. [# 4 L7 & (Timeout) ]. [Bi1T (Retries) 1. [E¥ EPG (Management EPG) ] %
fBELET, AL (Enabled) F7213 #EXME (Disabled) OWT 0% [H—/N—EHR (Server
Monitoring) ] iZxt L CGEIRL £97,

RADIUS® [R5 A4 > RAL U EERLET,

a)

b)

d)

AVFo R TAarvEs Y v LET,
[412F2k (ntent) | A==—D&RSNET,

[>Tk (ntent) |RBEAR Y 7 ADTIZHDL Ry XU RHEZ7 V7 L, [BE
(Administrative) ] ZER L £,

[Intent] A = = —|ZEFFA T a DU X MREFRINET,

[1F2 b (ntent) | A==—0 [EE (Administrative) ]V A b T, [T MY KAL VDER
(CreateLogin Domain) | Z#27 VU v 7 LE7,

[OF 4> KAAL VDR (CreateLogin Domains) | A 70 7R v 7 ANFRENET,

RO [Ty RAL U EATa KRy 7 AD7 4 —/L K (Login Domains Dialog Box Fields) | 7 —
T A NENTZET 4 —/V RIC#EY R EE AL, BITLET,

. Cisco Cloud APIC %2 1) T«



| Cisco Cloud APIC £ 1) 7
Cloud APIC ~@ RADIUS & & U TACACS+ 7 & -z X F D Cisco Secure Access Control Server 0 %€ .

[Fa/857 « (Properties) ] EHEA

3

Bl nr7 Ay RAAL U OA4FTE ATLET

=5 ] nJyAy RALOFHHEANLET,

Settings

Realm Kawy7H 0 A=a—) 6 RADIUS Z &R L
£75

734 & (Providers) TS F— BRI

1. [FBNA Z—ni:EM (AddProviders) ] %7
Uy 2z LEd, [FANS Z—0FEIR (Select
Providers) | ¥4 7 u 7 BREREINET,

2. 7V w7 LT, ERMOINOT mNA X —4ik
RLUET,

3. [N (Sdect) 1227V w7 LET, (ALY
KA DDER] Z A T7a Ry 7 AR %
R

e) [RfF (Save) 1227 U v 27 LT, REZHRFLET,

RDERY
Z X T, Cloud APIC RADIUS # & FIRIZ5E T T9, WKIZ, RADIUS H— N\%ZEHE L F7,

Cloud APIC ~@) RADIUS & & U TACACS+ 7~ = X FH® Cisco Secure
Access Control Server D% 7E

[ Cisco API C Security Configuration Guide, Release4.0 (1) J @ T[Configuring a Cisco Secure Access Control
Server for RADIUS and TACACS+ Accessto the APIC] DIH %
/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html TZH L T
STEEW,

LDAP Access D& X

LDAP B EBICIZ 2 >OF I a v b F£9,

Cisco Cloud APIC &) 7 « .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

Cisco Cloud APIC £¥ 2 71 |
B cisco AvPair %R L 72 APIC 7 & £ 2 i) Windows Server 2008 LDAP (3% 5

* Cisco AVPair DR E

*CiscoCloud 2> hU—2 a2 ha—F CLDAP /V—7 ~ v 7 %K+ 5
WDX 7 valid, WO A T a v OFIENREENTWET,

Cisco AVPair /£ F3 L 1= APIC 7 7 = X FH® Windows Server 2008 LDAP D% %€

https://’www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-security/Cisco-APIC-Security-Configuration-Guide-401.html
\Z& % [ Cisco APIC Security Configuration Guide, Release4.0(1) J @ [Configuring Windows Server 2008
LDAP for APIC Accesswith Cisco AVPair | # &L T 72 &0y,

LDAP 7 7 2 X D18 ® Cisco Cloud Network Controller D1 ik

188 BRI
* Cisco Cloud Network Controller 14> 7 A > Td,

e LDAP H— DR A N ELIZIPT RL A, A"— k., XA > FDN, _—Z DN, BLW
INAT— REMHATEDZ &,

* Cisco Cloud Network Controller EFl > KA > b ZL—7FHNHH & £,

AT v 71 Cisco Cloud Network Controller T, [LDAP ZFO/\A 4 (LDAP Provider) ] Z1Ef% L £7,
a) A=za— —7T, [E¥ (Adminigtrative) ]>[F2&E (Authentication) ] Zi®&RL £,
b) fE¥~A T, [FRNAE— (Providers) | #7227 U 27 LT, [FYar (Acdions) | ka v
Ao s )y 7 LT, [FRNAZ—D¥ER (CreateProvider) | Z3#R L £,
[FB/1 F—0DERL (CreateProvider) | ¥4 7 B 7Ry 7 ARKRINET,

¢) [RRAFLNP7 KFLR (Host name/IPAddress) | 7 1 —/V N2, 7B/ A X —DRARN/IPT RLA
EATILET,

d) [E%BA (Description) | 7 4 —/V RiZ, 'u A X —O#HE AT LET,

e) [#47 (Type) | kv F¥ o VA %227 Y v L, [LDAP] 2R L £,

f) /N> KDN, A—XDN, /SRT—F, R—F, B, Z4I32 34T, BLXOEEEPG #fE L
£7

. Cisco Cloud APIC %2 1) T«


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

| Cisco Cloud APIC £ 1) 7

ATY T2 LDAP O O A4 Y RAL Y BERLET,

a)
b)

¢)

LDAP 7 & + 2 (1= 8 ) Cisco Cloud Network Controller O [

GE) + 231 > K DN (. Cisco Cloud Network Controller 73 LDAP ¥r—/ 321 7' A 3B 72D IfE
9% XF%T9, Cisco Cloud Network Controller i%, 77 A4 L Lo E4+5UE— 1
22— —DRFEZZDOT U FEMFEHLET, ~~—A DN X, Cisco Cloud Network
Controller 23U &— h =% — T UV b MK T 5 LDAP h— "D a7 F4 L/NA
TT, ZAUINAT— RPRGES NS5 TT, 7 4V F ZfiH LT, CiscoCloud Network
Controller 7% cisco-av-pair IZfEH 3 272 OICER L TW A EEE o £4, 2,
Cisco Cloud Network Controller Cfii 19~ % = —4 —F8FE & | 0 24 TH A RBAC 2 — /L3 E
FHF T, Cisco Cloud Network Controller i, Z D JEM% LDAP r— "\ 5FR L F9,

[BE] 74— R RO BT EALET,
* LDAPY— DX E TlX. Cisco AVPair. A/ CiscoAVPair .

«LDAP 7' /L —7 = v 7 LDAPY — & E. A1 memberOf .

A= a2— =T, [EE (Administrative) 1> [FREE (Authentication) ] ZiER L £7,
[Work]~¥A > T, [Login Domains]¥ 7% 7 U v 7 L. [Actions] K& v 7 X %7 V2 LT[Create

Login Domain] % &R L & 7,

RO [Ty RAL U EATa KRy 7 AD7 4 —/L K (Login Domains Dialog Box Fields) | 7 —
T AR ENTAT 4 —/V RICHEYREE AL, FATLET,

[FOs/3F « (Properties) ] 5 EA

=01

22 04y RAALOLRTE AJTLET

2 Ay RAAL L OBBAEATLET,
Settings

Realm Kaw7H 0 A=a—5 [LDAP] @R L %

—a_‘O

a4 & (Providers)

TaNA X —EERT DT

1. [FBnNA Z—n:EM (AddProviders) | %7
Uo7 LET, [FONAZ—0ER (Select
Providers) | ¥ A4 7V RERSNET,

2. 7V 7 LT, EMOINOT mNA X —4ik
RLUET,

3. &R (Sdect) 1227V v s LEd, [BFA4 Y
RALVDER] FA TRy 7 AR £
‘g‘o

Cisco Cloud APIC &) 7 « .



Cisco Cloud APIC £¥ 2 71 |
B cloud APIC for SAML Access D85

[ZB/37 1 (Properties) ] EREA

FRES A T 1. 7angZ—n2EHL LT CiscoAVPair % fif
AL THESNTWDEAIL, [CiscoAV R7
(Cisco AV Pairs) | #i@IN L £,

2. A HX—nNEMEL LT memberOf TRE
SN TWBHEA1EL, [LDAP Group Map Rules]
BN L ET,

1. [LDAPYIL—T < v 7 JL—ILDEIN
(AddLDAPGroupMapRule) %7 U v
JLET, ¥AT IRy I ANRERS
AIET,

2. vy 7 ORRMEGHRE (FFvar) BL
RTIL—T DN ZIEELET,

3. [EF¥2UTqa FASDEM (Add
Security Domain) | DREICH 5 [+] &7
Vo7 LET, ¥A4T7 TRy 7 ANREK
AEINET,

4., [H1%27 Vv 27 LT, [B—JL (Role) 1™
AATB L0 —vo [#BR (Privilege) |4
A7 (Read E£7-1% Write) 7 1 —/L FiZ
TIORALEY, FovI~—T %7y
7 LET,

5 Xbliia—EBNT 521, FlE4 %
o LET, WiZ, DEM (Add) (%7
Uy LET,

6. FE3IZMEVIRL T, EbictHF2V T4
RA A &BMLET, wIT, B
(Add) 1227V vZr7 LET,

d) 271> KAA L DOVERK (Create Login Domain) | ¥ A4 727Ky 7 ATHRHE (Save) 127 VU v 7
LET,

Cloud APIC for SAML Access D&k

WwDE 7 g Tk, SAML Access 1® Cloud APIC DR EICOWTEELLS AL £,

. Cisco Cloud APIC %2 1) T«



| Cisco Cloud APIC £ 1) 7
samLizoT

SAML [TDL\T

https:/Avww.cisco.com/clen/usiididocs/switches/datacenter/aci/apic/swid-x/security/Cisco-APIC-Security-Configuration-Guide-401 html
© [Cisco APIC Security Configuration Guide, Release4.0(1) J @ TAbout SAML| &7 v a v %
ZWLTL7EE,

SAML D EAXER

hitps://wwwicisco.com/c/en/usitd/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide401 html
C [Cisco APIC Security Configuration Guide, Release4.0(1) J @ [Basic Elementsof SAML] &
7 arEZRLUTIEIN,

YR—FEINTLSIdPs KLUV SAML 3 VU R—R > b

https/Avwwicisco.com/clen/us/td/docs/switches/datacenter/aci/apic/swi/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 html
C [Cisco APIC Security Configuration Guide, Release4.0(1) J @ [Supported IdPs and SAML
Components] 7 2 a v AL T E &V,

Cloud APIC for SAML Access D& Rk
A\

GE)  SAML _X— 2 OFIEFIT Rest 12555 b D TiL72 < . Cloud APIC GUI Oz 5 H DT
j—o

bR D BRI
e SAML H—/"— R A M FEIZIP 7 RL A&, IdP A X F—F D URL 2 TE £,
* Cloud APIC FEE= > RARA > b Z—TBMERTE ET,
c ROBEZAITVET,
« P4 [ & NTP
« GUI i/l L 7= DNS 7 1 /3o &' — DK

e GUI Z{#i /] L7~ Cisco ACLHTTPS 7 7 & 2 2 % LEFFHEDHE

AT w71 Cloud APIC T, SAML FA/NA F—ZERR L £7,

a) A=za— —7T, [E¥E (Adminigtrative) ]> >[FB&E (Authentication) [Z 3R L £,

b) [E%E (Work) 731 > T, [FO/NA F— (Providers) 1 # 7 %27 Vv 27 L., [72 3> (Actions) ]
RKay 7@y 7 LT [FTRINA ZT—01ER (CreateProvider) | Z#8 R L £ 7,

c) [RRF&NPT7 FLR (Host name/lP Address) | 7 4 —/V RiZ, 7a M X —DOKRA NG/IP T LA
EANILET,

d) [ERBEA (Description) 1 7 4 —/V RiZ, 7u A X —0#HE AN LET,

e) [#4 7 (Type) | FKuy7Z v VA L2270 v L, [SAML] Z@&R L £,

Cisco Cloud APIC &) 7 « .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

Cisco Cloud APIC £¥ 2 71 |
B cloud APIC for SAML Access D85

f) [EFE (Settings) |4 > T, KOTFIEZFITLET,
«IdP A ZF—% URL #$5E L E£7,

« ADFS O34, 1dP A %5 — % URL I3 https:.//<FQDN
of ADFS> /FederationMetadata/2007-06/FederationMetadata.xml & ™ 9 JERUT /2 0 F 9,

s Okta DA, 1dP A %47 —4% ® URL #Hf5 7 5121E, Okta V— 300 55%4 SAML 77V /77—
vard[SignOn] /v ail, PATUTAT4 TANA T —AZT—RD) 7 %
EG‘_‘L/jEﬁ—o

e SAML XR— 2DV —EZADI VT4 T4 IDEEELET,

cIdP A X T —HDURLIZT 7 B AT HLENHHLEEIF. *E2T—2 URL D HTTPS 7Oox
(HTTPSProxy for Metadata URL) Z#R% L £37,

cIdP X7 T A N— | CAIZ L > TEL SN HGIX, [BEE/ (Certificate Authority) ] Z3&R L %
j‘o

s kv XXy UR NS, [BRETILTY) ALBIELI—F—FER (Signature Algorithm
Authentication User Requests) IR ES,

* SAML FEEERDERA. SAMLIGBEA v E—DDES, SAML REDELT7Y— 3>, SAML
FH—a OBREIEEZENCTIICE, Fov /Ry 7 R E2F T LET,

g) [fRfF (Save) 127V v 27 LT, REZHRFLET,

ATV T2 SAMLOR T A v RAAL UEERLET,
a) A=a— —7T, [EE (Adminigtrative) ] > [EREE (Authentication) ]Z %R L £7,
b) EESA VT, [BFAY KAAL Y (LoginDomains) | #7427V w27 LT, [72 3> (Actions) ]
kay7Hxorar7) vy LT, [ATA4Y BAAL VDR (CreateLoginDomains) ] 2@ R L £,
c) MDO[mITAYy RAL AT TRy 7 ADT 4—/L K (Login Domains Dialog Box Fields) ] ®7 —
TINZY A R ENTAT 4 —/v NIl EaE AL, ffTLET,

[Fa/857 « (Properties) ] & EA

i

B RJAYy RAAL L DAFTE AJLET

B nrA Ly RALOHAEANLET,

Settings

Realm Koy 7H8 Ty A=a—nbH SAML 28R L%
B

. Cisco Cloud APIC %2 1) T«




| Cisco Cloud APIC £ 1) 7
Okta ©SAML7 75— 3> %z ]

[ZB/37 1 (Properties) ] EHEA

a4 % (Providers) TN, =R T AT

1. [FR/NAF—0:EM (Add Providers) |1 &7
Uo7 LET, [FONLZ—0ER (Select
Providers) | # A4 7 u 7 RnErENET,

2. 7V v 7 LT, EMOHOT a/ A F—4i5k
RLUET,

3. [#ER (Sdet) 1227 Vw7 LET, [RTALY
AL DR 7 A 7 a 7Ry 7 AZRY %
j—o

d) [RE (Save) |27V v/ LT, REEZRGFELET,

Okta CTSAML7 )5 —S 3 >V DRTE

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401 .html
C [ CiscoAPIC Security Configuration Guide, Release4.0(1) ] ®& 7 v = > [SettingUp a SAML Application)
ZZRLTIZEN,

AD FS T Relying Party Trust D% E

https:./Amwwici sco.comfc/en/usitd/docs/anitches/'datacenter/aci/api c/ani4-x/security/Cisco-API C-Securrity-Configuration-Guide-401.htmml
T [Cisco APIC Security Configuration Guide, Release4.0 (1) J @ [Setting Up a Relying Party Trust in AD
FS| 7y a2 LTIEIN,

HTTPS Access D&KL

T ZCIX, HTTPS Access ZHip%T 5 HIEIZOW T L E T,

HTTPS 7 UV £ X[ZDULVT
Z DFEIL. Cisco ACI 2T ABSO HTTPS 7 7 B AD I AKX LFHEBHE AR TET 5 FiEDOH)
wRLET,

Cisco Cloud APIC &) 7 « .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

Cisco Cloud APIC £¥ 2 71 |
B rxsiamzonmosqrsqy

FEAMIZ OUWNTTIE,  https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/
Cisco-APIC-Security-Configuration-Guide-401.html @ [Cisco APIC Security Configuration Guide,
Release 4.0(1)] @ THTTPSAccess] DIEZZML T 7Z X0,

NAZLFIAEDIBRDAA K54 2

s UA)L RA— RFEHE (*.cisco.com 7 &, DT A AMTHEA) X OZEIIZBEET
LD CARR SN DR ¥ —1%, CiscoCloud APIC TiE¥A—FShEHA, Zhix
CiscoCloud APIC |IZ B F —F 7213 A T — RE AT HZD DY R — R NW7=H T,
F-. UANRh— FERHER EOWNRLIAEOMEF— T 7 AFR— FTX 4
Ao

c AEIEEA TR (CSR) AT ARNC, ABPMGEE L LV— N CARENEEZ X D v
B—RKLTA VAR AT E0ERHY T, — F CAGEAEIZHANAIICIZ CSR 24
KT DI DICBETIEH D FHAN, A TIE, B LT5 CAEE CSR ~DE4,
WAEH S D E ORI OAR—E %P <722, CSR ZART DRI/ — F CAGEED
2G4, Cisco Cloud APIC X, EHE SN ENREINZCAICL > TEL IR TW
HZ L EMERLET,

o FHT SN RERAEOARICE UAB S — LB — 2T 21203, ROTA FIA4 0%
=T LEND D £,
¢« LD CSRIZIZHX— UV FTHNORMEF — . XTIZRHABRF—NEENTWE 2D,
JELD CSR ZHERFT AL ERH D £77,

* Cisco Cloud APIC CARF— L ME X —2BHEMT 25613, STOEABICEA SN
726D E[E T CSR Z HH SNIZAFHEICHEETHILERDH D 97,

o BHT SHZREMFEICRE AR F — & X — 2T 256813, tox—Y 7 zH|
PRLZAANWTLSES Y, = V7 2HIERY 5 & CSRTHM ST % B R % —
NHBIHJICHIFR S E T,

ARy RH720 1 DOHHER—ZAD)N— NDOHBRET VT 4 TN TDHZENTEET,
ZDOVY—RATIE, 77472 FEHERGETI YR — ST EEA,

GUI {3 L 7= Cisco ACI HTTPS 7’7 T RAAARE LEIBAZEDETE

HORTRERZERTE L L OIC, BHETE 2EHELIG T oBBEZREL 7,

1R BHEIIZ

B E A DDRREMEND DT, AT AR OR DX AT HFEITLTL
témo_@@¢¢ Cloud APIC D¢ ~_TD Web — _NOEEEIN T S T,

ATy Tl A=z2— =T, [BE (Administrative) |>tF 2T« (Security) ] 23K L F9,

. Cisco Cloud APIC &2 ') 7«


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/security/Cisco-APIC-Security-Configuration-Guide-401.html

| Cisco Cloud APIC £ 1) 7

ATy T2

ATvT3

ATvT4
ATwv TS5

ATvT6
ATy 71
ATvT8

ATvT9

ATv710
ATvIN

ATV 712

ATv713
ATv 714
ATFv 715

ATv 716

ATy T
ATy 718
RATv 719
ATvT20

GUI %5/ L 7= Cisco ACIHTTPS 7 & £ A h 2 4 LitE0RE [

[TE¥ (Work) ]34 > C, [EEBAEERELS (Certificate Authorities) | # 7% 27 Vw27 L, [7O 3>
(Actions) | ey FX %7 Y v LT [iEBAERARDER (CreateCertificateAuthorities) ] % i3
RLET,

[FEBAERIIRDIERL (CreateCertificateAuthority) 1 %A 7 a2/ R v 7 2D [4HR] (Name) | 7 4 —/L R
2, REROARTIZ AT LET,

[A#& (Usedfor) | 7 41—V RT[YRTL (System) | Z#ER L E7,

[FEBAZF = —> (CertificateChain) | 74—V RIZ, 79U R TV r—varRmlr—A 7T R
N7 Fx arbue—7— (APIC) DFEHEZEAZER (CSR) (ICBA T LGEROPHGEHE & L— b
AERAEZ a2 — L E9, FEAEX, Base64 =2 21— K X.509 (CER) FEXTHLMLENH Y 9, FiH
AEREIZV— b CAGEHEORNZERE SN E T, ROFIO L D272 £7,

(R%E (Save) 127V v 7 LET,

A=a— =T, [EE (Adminigtrative) ]>t¥a ") T« (Security) ] & RL £,

[E¥ (Work) 1934 T, [F— U2 (KeyRings) | #7 %27 Vw7 L, [TZ73 3> (Actions) | K
By FETLEI Yy LT [F— 1) VT DR (CreateKey Ring) ] #384R L £,

[F— U 2T DR (CreateKeyRing) | ¥ A 7u /Ry 7 AT, [4F1 (Name) | 7 4 —/L RiZx— U
DT Z AT L, [EBR (Description) | 7 4 —/L RIC#HMHE A LET,

[A#& (Usedfor) | 7 4 —/V R CT[LRTL (System) | 23BN L £,

[EEBAEERELE (CertificateAuthority) 1 7 +—/L KT, [REBAZFREIFD:ER (Sdect CertificateAuthority) ]
%7 ) /7 L\ JJ\HU ﬁzﬁk Lf_uunﬁ)?l%lgj:ﬂ Li‘g‘

[(BF+— (PrivateKey) | 7 1 —/L N T, [#RF—DEM (GenerateNewKey) | 7213 [BAFDF—D
4 wiR— b (Import ExistingKey) ] Z#IR L £7, [BEFEDOF—D4 >R— bk (Import Existing Key) ]
BB UIZGAIE, [BEBEX— (PrivateKey) | 7% A N Ry 7 ATWEXF—2 AT LET,
[E¥Pa215RX (Modulus) | Fay XA nbEV 2T AZRNLET, A=a—

[Certificate] 7 4 —/V NIZIZ, 2T Y EZEBMLARNTL Z &0,

R%E (Save) 127V v 7 LET,

[Work] ~XA > ® [Key Rings] fEIk TiX, 1B L7=F%— U > Z1Z%9 % [Admin State] |Z [Started] & FrR &
nEJ,

ERLTcx— Vo 77N ) v 7 LT, [#E (Work) ] ~A 225 [F— U 7] [key_ring_name]
AT T Ry 7 A& ET,

[#E% (Work) 131 > T, [ZEBAZERDER (CreateCertificateRequest) 1 #7 U v 7 L7,
[fE$RADT 3T (Subject) ] 71—/ FIZ. Cloud APIC D5E4(ER KA A >4 (FQDN) #ASLE7,
VEZET T, BT 4 — 1V RIZAHLET,

(R7E (Save) 127V v 7 LET,

[Key Ring] [key_ring_name] % 4 7 0 7R v 7 ARFRINET,

Cisco Cloud APIC &) 7 « .



Cisco Cloud APIC £¥ 2 71 |

B cui %6 L Cisco ACIHTTPS 74 £ RAH R 4 LEBREDRE

ATv7T2n
ATy T2

ATvT23
ATvT24

ATv T2

AT v T 26

ATwvT21
ATvT28

74—V R [ER (Request) | 2H 2T Y 2 BAT LT OICRIAERER =2 —LE T,

[F— 1YY (KeyRing) ][key ring name] %A 7 7Ry 7 AT, [fmE (Bdit) | 7Aar&27 U 7
LT[¥— 1YY (KeyRing) ][key ring name] # A4 70 7Ry 7 2&FRrLET,

[EEBAZ (Certificate) | 7 4 —/V RIZ, LR B%Z[E LT B4 EGEHELZLL Y £ 9,

R (Save) | #27 U 27 LT, [¥— 1Y% (KeyRings) |1E¥£TV 4 RUICRY £9,

X ST [EE (Work) ] ~~A T [EEIRE (Admin State) ] 2% [5E T iFH (Completed) | (2
oY, HITP R Y v —Z2 A TE 5 X512 £7,

[41>Y75R RS9 F¥ (nfragtructure) 1>[2 R T LR (System Configuration) | ICEI L, [BEE7T
2+t X (Management Access) | ¥ 7 %7 Vv LET,

[HTTPS| %Y ¢ > RUDIRET A 2% 27 U v 2 LT, [HTTPSERE (HTTPSSettings) |44 717
RNy 7 A Rm LET,

[BEX— 1Y (AdminKeyRing) 1 %27 U v 27 L, URNZIER LIZ%— U v 7 Z BT £4,
(R (Save) 1227V v/ LET,

FTR_RTDO Web V—"DRHEZINET, EAENRNT 7T 0 7230, T 74V NS OF— U 70
HTTPS 7 7 & R BT 5 TWET,

RDZRY

FEAEORZ IR LT E, HIRUNICRDANCHIST A2 RERH Y £9, THIhk
FEPAEICK L TR L — X7 M9 2121, CSRZ2HMERF T 2 030N H Y £9, Zhid. CSR
WX — U U THORMEX— L XTI 58T —NEENTNDH72DTT, I ENHIRY)
MUZ72 DR, [FIUCSREZFHEETHILERHY £, F— V7 %2HIRd+ 25 &, Cloud APIC
WAL %fénfméﬂa% LHIRESN D7D, HLWE— U o 7 OB £ -3 ERIE
TN TL &N,

. Cisco Cloud APIC %2 1) T«



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



