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CiscoMDS 9000 7 7 S U DAA wFE7213T 4 L 7 #IZ IPv4-ACL £ 7213 IPv6-ACL %% E 7
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DET, BEROTVANKRI—REy NELIRETHHE. 208y MBRXEET
TAN R —RFHNTEBE L TWAMLETIHY FHA, L X #ETTVANVRT—
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A= MEBRIZA TV a T, HEEILAR— M EsdkeAR— MR RET 572012, eq (%5) 4
Trarv, gt (KVKREW) F7var It (Kv/hasw) 7y ay, Eizidrange (R— kK
i) A7 a rEBEHLET, A— MERIZKOWTNIO FIETHRETE £,
e R— "NEFZIEELET, A— FNESOHPHIL0~65535T7, IROFKIZ, BE TCP A —
F B L OVUDP R— MZ2OWTC, CiscoNX-0S V7 h 7 = 7 03Bk 5 R — hEZERL
7,
« TCP £ 721X UDP A — b DARTZ KD L O ITHEE L E7,

e TCP R— h441Z. TCP 27 4 NZ ) U T AT E>THEATE £,
cUDPR— F4lZ. UDP 2 7 4 W E U v 7T ABEEIINE > THEHATEXET,

Table 1: TCP 5 & U UDP D R— &S

Jokan R—b BS

UDP dns 53
dhcps 67
tftp 69
rpcbind 111
ntp 123

radius 7V T 4 T

1646 £ 7213 1813

radius FRalE

1645 £7-1% 1812

snmp 161
snmp-trap 162
syslog 514
nfs 2049
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ax ;&

B cveis

Jokral R— b &5

TCP! ftp 20
ftp-data 21
ssh 22
Telnet 23
smtp 25
tasacs-ds 65
WWW 80
sftp 115
http 143
% 27 TIL720 LDAP 389
https 443
% =7 LDAP 636
wbem-http 5988
wbem-https 5989

Dok va VST B OSA L, established 47 3 VA L CEAT D bOATEL
TL7ESW, TCP 7 —# 77 53 ACK, FIN, PSH, RST £72(XURG D=1 hr—/b
By bty FEEOBAIE BELARILET,
ICMP &R

FTarE LTIP 2Ny MIRO ICMP 2 S W TR T F97,

e icmp-type : ICMP A v tE— XA 7130006 255 DFEZNH 1 DIBUVET,
e icmp-code : ICMP A v &— 22— R 0025 255 DFEFNH 1 DBVET,

WDFENZE ICMP ¥ A 7 OfEZE 7 LET,

Table 2: ICMP 2 1 7 D&

ICMP % 1 2 a—
R
echo 8
echo-reply 0
destination unreachable | 3
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ToS 53R .

ICMP % 1 72 a—
R

traceroute 30

time exceeded 11

PICMP U Z A L2 b Ay AT SET

ToS &k

F7arE LTIP 2Ny MIKRD ToS SefEIc DWW CERI T £97,

eToS L~UL : LoULF 06 15 DFETHEELET,

* ToS 4 : max-reliability, max-throughput, min-delay., min-monetary-cost, ¥ & U¥normal 7>
EIRTE £,

IPv4-ACL Z 7= (& IPv6-ACL D {E Rk

AL Y FICASTE N T T 4 w71, AA v TFNTT 4 VHFBBINDNEFIZHE - T IPv4-ACL F
721X IPV6-ACL D7 4 L& LI SivE T, H LW 7 4 L Z L IPv4-ACL F 721X IPv6-ACL DK
RIZBMSET, 14/%1Aﬁ¢éif%A%ﬁfiT 74»&@W%C$LTAﬁ¢
LYol E, FORNT 7 4 v ZIFERINET, 207D, 74 VZ D BRI
=% FTéEﬁﬁ®mb\7wv§?%%<ng>z@@iﬁ“o TN T 7 4 w7 iﬂ,f\
implieddeny 3 HE SN TWET, 12DEHZT S M LRy 7z MU OIPv4-ACL
FIXIPV6-ACL IZIE, TRXCDO T 7 4 v 7 HHEETHHERH Y 3,

IPv4-ACL F 721X IPv6-ACL # 3% ET 5 FIRIZKR D LB Y TT,

Procedure

2T 97T 1 IPv4-ACL £ 7213 IPv6-ACL DVERSIZIZ. 74NV EZL4 E 1 DU LOT 7 v A& EELE T,
T ANZITIE, A ETARIETESEDT FUANRKE T, WUk ELZHRET ST~
DIz, T ardX—U— R REFEHATEET,

Note T4 NEOxTy N IFEFICETEINET, = bV, U A MORZKIZETIBNT
TFET, ELWEETZ P EZBINTAE2CEELTIES N,

ATFYT2 IBELFEA VA —T oA RZT VR 740252 EALET,

IPv4-ACL D 1ERX

IPv4-ACL Z{ERT B 12i%. ROFIEZ FEITL £,
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Procedure

AT 71 switch# configure terminal
a7 4 X al—vary E—RICADET,
AT 72 switch(config)# ip access-list List1 permit ip any any

List] & FEEIL 2 IPv4-ACL R TE L. EEDOREITLT FLANBEEDSIHLET R L A~D IP
NT7 T 4w BFALET,

AT w73 switch(config)# no ip access-list List1 permit ip any any
(A7 a ) Listl &MEEALD IPv4-ACL ZHIBR L £,

AT v 74 switch(config)# ip access-list List1 deny tcp any any

BEILT RLAMDBIET RLANDTCP b7 7 4 v 7 AT H L 5T Listl #FEH L E
7,

IPv6-ACL O {E K

IPv6-ACL ZAERT B I2id, ROPNEZEFITLET,

FIE

AT 71 switch# configure terminal

switch(config)#
a7 4F¥a2lb—varE—KRICAD ET,
AT 72 switch(config)# ipv6 access-list List1
switch(config-ipv6-acl)#
Listl £V 9 IPV6-ACLZFXE L, IPV6-ACL2 > 7 4 ¥ a b —v a7 E— FEttLET,
AT 73 switch(config)# no ipv6 access-list List1
(A 7>z ) Listl EMHENRD IPV6-ACL &2 D= R U 2T X CTHIBRL £,
AT 74 switch(config-ipv6-acl)# per mit ipv6 any any
HMEILT RV RINBIET FVASNDIPVG N7 7 4 v 7 ZfFa 4 5= MU 2Bl ET,
AT 75 switch(config-ipv6-acl)# no permit ipv6 any any
(A 7+ a ) IPv6-ACL b= F U ZHIBR L £7,
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ATvT6

ATy

ATy T2

ATvT3

RTv74

ATy T

ATy T2

IPv4-ACL D FE &

switch(config-ipv6-acl)# deny tcp any any
BEILT RV RANBELET FRVLASDTCP 77 4 v 7 245672 b 2BML £,

S
T

IPvd-ACL D 7E

BT 7' 2 EHEIT 5 IPvA-ACL 2 E#T A FIEIZRD L0 T,

FIE

switch# configure terminal
a7 4 Fal—rarE—RIADET,
switch(config)# ip access-list restrict_mgmt permit ip 10.67.16.0 0.0.0.255 any

10.67.16.0/24 7 % v DT XTOT FLUAZFFA[T 5, restrict mgmt & \V) ZFTOT kY
% IPv4-ACL IZEHE L £,

switch(config)# ip access-list restrict_mgmt permit icmp any any eg 8

T3 AH MDS (icmp type 8) |Z ping #EITTEH L HICT D, restrict_mgmt &5 £ HTD
T h VU % IPv4-ACL IZIBIM L 7,

switch(config)# ip access-list restrict_mgmt deny ip any any

BHZRAIT restrict mgmt & WD ARTOT 7 A YA MA~OMOTXTOT 78 RA%2T 0y L
i‘ﬂ—o

oo 2
T

IPv6-ACL D F

EELT 7 A& T 5 IPV6-ACL 2 E#T 5 FIEITK DO LBV TT,
FIE
switch# configure terminal

a7 4F¥al—yarET—RICAD ET,

switch(config)# ip access-list RestrictM gmt
switch(config-ipv6-acl)#
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RestrictMgmt & U 9 IPv6-ACL #5%E L, IPv6-ACL 27 4 X o L—v 3 > 7 & — F& ik
L\i‘a_o

AT 73 switch(config)# permit ipv6 2001: 0DB8:800:200C::/64 any

2001:0DB8:800:200C::/64 7' L7 4 7 ADFTXTHT KL AZFHA[THE MY ZEFRLET,
AT w74 switch(config)# permit icmp any any eq 8

T34 A3 MDS (ICMP type 8) |2 ping % FATTCEH L HICTH= MY ZBBMLET,
AT w75 switch(config)# deny ipv6 any any

RN DT X TOIPV6 77 ¥ A% T v 7 LET,

— RN [} o]
IPVA-ACL DA RS FER—FDA T3 Y
IPVv4-ACLHIDOARZ v RER— N AT a v E2FEHT I, ROFIEEZFATLTIIEE N,
FIig
AT w71 switch# configure terminal
ary 74 Fal—varE—RKIAYET,

AT w72 switch(config)# ip access-list List2 deny tcp 1.2.3.0 0.0.0.255 eq port 5 any
123.0 MBIRETAR— b 5 2B 550 5E~D TCP M7 7 4 v 7 i LET,

— NS o] O
IPV6-ACL DA RS FER—FDA T3
IPV6-ACLHIDOART v RER— AT v a v aHEHT510E, ROFIAEZFETLTLZE N,
FIig
AT 71 switch# configure terminal

a7 44X a2l — gy EB—RICAD £,

AT 72 switch(config)# ip access-list List2 deny tcp 2001:0DB8:800:200C::/64 eq port 5 any
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BED IPu-ACL~D 1P 7« La0em |

2001:0DB8:800:200C::/64 /25 Y — A AR— F 5 kM L, fEEDFIHLETDTCP T 7 4 v
PHEGLET,

BX7F D IPvA-ACL ~D IP 7 « JLZ D3EM

IPv4-ACL F 713 IPv6-ACL DYERRZIZ, §5< P 7 L& % IPv4-ACL F 7213 IPv6-ACL D514
\ZIBIITE £9, IPv4-ACL F721ZIPV6-ACL O FICIZ 7 4 V2 BFRATE FH A, RESN
7% Uik, HEAIC IPv4-ACL F 721 IPv6-ACL OFZIZBEMEN £,

BETFE D IPv4-ACL IZ=> h U ZBINT 5I12i1F, ROFNEEFEITLET,

Procedure

AT w71 switch# configure terminal
AT 4 Falb—TaryE—RIADET,

AT 72 switch(config)# ip access-list List1 permit tcp 10.1.1.2 0.0.0.0 172.16.1.1 0.0.0.0 eq port telnet
Telnet N7 7 ¢ v 27 F10 TCP ZFF7] L £7,

AT 73 switch(config)# ip access-list List1 permit tcp 10.1.1.2 0.0.0.0 172.16.1.1 0.0.0.0 eq port http
HTTP F7 7 v 7 D TCP Z#Fr] L £,

AT v 74 switch(config)# ip access-list List1 permit udp 10.1.1.2 0.0.0.0 172.16.1.1 0.0.0.0
T_RTCHOMT 7 4 v 7 HOUDP A LE,

BATFD IPv6-ACL ~D IP 7 1 )L R D1ENN

BEFD IPv6-ACL IZ=> b U Z1BINd 2121%, ROFEEZFEITLET,

Procedure

AT w71 switch# configureterminal
switch(config)#
a7 4Fal—TaryET—FRIZADET,

AT w72 switch(config)# ipv6 access-list List2
switch(config-ipv6-acl)#
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IPv6-ACL ZHE L. IPv6-ACL 2> 7 4 Fal—ar 75— REBBLET,
AT v 73 switch(config-ipv6-acl)# permit ip 2001:0DB8:800: 200C::/64 2001:0DB8:800: 2010::/64 eq 23
Telnet N7 7 4 v 7 FH® TCP #FFn[ L £ 9,

AT 74 switch(config-ipv6-acl)# per mit tcp 2001:0DB8:800: 200C::/64 2001:0DB8:800:2010::/64 eq 143
HTTP 77 4 w27 H® TCP Z#Frl L £,

AT 75 switch(config-ipv6-acl)# per mit udp 2001:0DB8:800:200C::/64 2001: 0DB8: 800: 2010: :/64
FTXTOIT 74 Z7HDUDP A LET,

BEFD IPVA-ACL N5 D IP 7 1 L2 DEIFR
BE ST b U % IPv4-ACL 2B HIBRT H121%, IROFIAEZEITLET,

Procedure

AT 71 switch# configure terminal
a7 4 Fal—arET—RIAYFET,

AT w72 switch(config)# no ip access-list List2 deny tcp 1.2.3.0 0.0.0.255 eq port 5 any
IPv4-ACL (List2) 72620 U ZHIBRL £,

AT 73 switch(config)# noip access-list x3 deny ip any any
IPv4-ACL (x3) HZ D=2 b ZHIBRL £,

AT v 74 switch(config)# noip access-list x3 permit ip any any
IPv4-ACL (x3) HZ D=2 b ZHIBRL £,

BEED IPv6-ACL )5 D IP 7 1 L2 DHEIFR
E LTz MU % IPv6-ACL 2> LHIFRT 2121, RO FNEEZFATLET,

Procedure

AT 71 switch# configure terminal

switch(config)#
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IPva-ACL % 7= (% IPve-AcL Dz R [

a7 4 Fal—yg L ET—RICAD ET,

AT 72 switch(config)# ipv6 access-list List3

switch(config-ipv6-acl)#

IPv6-ACL %R E

L., IPV6-ACL 27 4 Fab—vay B 7E— RERIBLET,

AT w73 switch(config-ipv6-acl)# no deny tcp 2001:0DB8:800:2010::/64 eq port 5 any
IPv6-ACL 725 TCP = b U 3 IR S 4L E T,

AT 74 switch(config-ipv6-acl)# no deny ip any any
IPv6-ACL 705 IP =2 b U ZSHIBR S U E T,

IPv4-ACL % - 1% IPv6-ACL D&

E1n==

AxX A

% TE DHEED

EN 7z IPv4A-ACL ODNE % F~9 5H121%, showip accesslist =~ > R&2MH L %7,

IPv4-ACLIZ 1 DU DT 4 VB ZHRETEET, (ROFIZSBMLTLIEE N, )

IPv4 ACL A1

ip
ip
ip
ip
ip

£%5%E L 1= IPv6-ACL DX~
RESNTET 78R 74 VX ONFERRT HITIE, showipvb accesslist =2~ K%

—=nes

-ax &

access-list abc
access-list abc
access-list abc
access-list abc
access-list abc

permit
permit
permit
permit
permit

N7 IILEDRTE

switch# show ip access-list abc

tcp any any (0 matches)
udp any any (0 matches)

icmp

any any (0 matches)

ip 10.1.1.0 0.0.0.255 (2 matches)
ip 10.3.70.0 0.0.0.255 (7 matches)

@%Li? KT 7 BA T 4 NVHIZE, BEOFMEFRETEET, ROBIZRR
LTLEEEY, )

switch# show ipvé access-list

switch# show ipv6 access-list
IPv6 access list copp-system-acl-bgp6

10 permit tcp any gt 1024 any eq bgp
20 permit tcp any eq bgp any gt 1024
IPv6 access list copp-system-acl-icmp6

10 permit icmp any any echo-request
20 permit icmp any any echo-reply
IPv6 access list copp-system-acl-icmp6-msgs

10
20
30
40
50
60
70

permit
permit
permit
permit
permit
permit
permit

icmp
icmp
icmp
icmp
icmp
icmp
icmp

any
any
any
any
any
any
any

any
any
any
any
any
any
any

router-advertisement
router-solicitation
nd-na

nd-ns

mld-query
mld-report
mld-reduction
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IPv6 access list copp-system-acl-ntp6
10 permit udp any any eqg ntp
20 permit udp any eq ntp any
IPv6 access list copp-system-acl-ospf6
10 permit 89 any any
IPv6 access list copp-system-acl-pimé6
10 permit 103 any £f£f02::d4/128
20 permit udp any any eq pim-auto-rp
IPv6 access list copp-system-acl-radius6

{55 L 1= IPv6-ACL DED R

switch# show ipv6é access-list abc

IP-ACLO Y 7> TJNDixAHATY

ZOT A NZICEBT D8y MCET A RE 1 ZICREkT 512X, 1P 7 4 VX AERROERIC
LogEnabled &= v 7 Ry 7 A%&MHLET, 77 HNICIE ACL OF 5, FFalE72I3ER D A
T—H A BLOKR— MERBEREINET,

RSNz FVICEET 537 v MCET 2 HRE v Z7IZ5EET 5121k, 74 v Z &0
%I log-deny 47> a v ERMALET, v/ HINTTACLOFE S, FAlEITESED AT —
A BROR— MERARRINET,

N

Note ﬂﬂF/75‘E'C NHDA Y=V 7 Fr 3 2I20L, I—RVEBLDipacl 77 2V
WHERKETEZREL, nX o 7konr 7740, F=F—IZHKETZRETD
%Eiﬂ%@i*ﬂ
switch# configure terminal
switch (config)# logging level kernel 7

switch (config)# logging level ipacl 7
switch (config)# logging logfile message 7

AJTACLIZKLCIE, v 73\ T.o MAC f§#az Rz~ LET, ¥—TU— K IMAC=] I,
MAC 7 R L ZEMRZFFHOA —H % O MAC 7 L — 2 DEREZERLEHA, B 7IH
TENDHLATY2DMAC LA PiERZEWRLET, HIJACLIZRLTIX, B Tor A
2 EHIT e ZICREsk S N E R A,

AJJACL v/ B FORZ2 RIS LET,

Jul 17 20:38:44 excal-2

%KERN—7—SYSTEM7MSG:

$IPACL-7-DENY:IN=vsanl OUT=
MAC=10:00:00:05:30:00:47:df:10:00:00:05:30:00:8a:1f:aa:aa:03:00:00:00:08:00
:45:00:00:54:00:00:40:00:40:01:0e:86:0b:0b:0b:0c:0b:0b:0b:02:08:00:££:9c:01:15:05:00:6£:09:17:3£:80:02
:01:00:08:09:0a:0b:0c:0d:0e:0£:10:11:12:13:14:15:16:17:18:19:1a:1b
:1c:1d:1e:1£:20:21:22:23:24:25:26:27:28:29:2a:2b SRC=11.11.11.12 DST=11.11.11.2 LEN=84
TOS=0x00

PREC=0x00 TTL=64 ID=0 DF PROTO=ICMP TYPE=8 CODE=0 ID=277 SEQ=1280

HOACL v 7 o7 oRERIORLET,
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Jul 17 20:38:44 excal-2

%KERN—7—SYSTEM_MSG:

$IPACL-7-DENY:IN= OUT=vsanl SRC=11.11.11.2 DST=11.11.11.12 LEN=84 TOS=0x00 PREC=0x00
TTL=255 ID=38095 PROTO=ICMP TYPE=0 CODE=0 ID=277 SEQ=1280

R —2 x4 A~D IP-ACL DE A

IP-ACLIZIEAH L7 THEFRTEET, LML, IP-ACLIZAAS v TF DA X —T = A AT
HAENDETHERITIHET A, IP-ACLIZ. VSANA VX —T A A, BEHA L X —T oA A,
IPSEY 2—LBLRMPS-142 EL 2— /L EOXHE Y b A —H Xy b, BIOA —Hxv
FAR—=FFrxNV A Z—T oA AZHEHATEET,

Je

Tip 57497 DOFETIT—FILNA L F—T7 A ATIP-ACL ##H LT 72 &0,

EEITLL DI~ D T 7 4 v 7 BRI L LD ET2581F. A4 v TF3DOMILIZHT D
T RNRUR T4 EDORDVIZ, AL vF 1 DMOIA 37 RIPv4-ACL Zii i C& %
9 (Figure 1: A NV R AU E—T =2 A A LD ST 7 4 v 7 DA, onpage 15 #5 )

Figure 1: { INO U R A VB —DT A RED LS T4 v I DIEE

T

traffic Mg- = =/ [\ilg vaffic -
source .l Eg Eg . destination
i = -a - o

Switch 1 Switch 2 Switch 3

120711

access-group A7 a NI KVA U E =T 2 A ANDT 7B ALZHHITEES, KA ‘/5’*-
T A A, 1 ODOFEIZOE 1 OO IP-ACL (2 LBE#fF T T& £/ A, ANFEIIE, H
D151 E X2 D IP-ACL 2 F7-8 5 Z LN T&E £9, IP-ACLIZA v H—T7 = A A|T %mém
e EWLT T4 7R ET,

Je

Tip  [P-ACLOFOEMIT, A v F—T oA AHEHT ARNCT X TER L THEBWTL 2 &0,

A

Caution [P ACL Z1ERKATICA > & —7 = A AT H &, IP-ACLNZEATH LI, ZDA
BT 2 ADTXTCONRT v bR ERESNE T,

AL v FIZBWTCIE, HiEE LTDOA >, 77 b, HEIETT, 568ITKROERIZRY £97,

A A VE =T 2 A RAZEELTCAS vyTHNEEBTD N T T 4 v 7, EETIIED B
T 4w I MBEINTZHIIT, AR EEIND L OL—XDOEIT) Z2EWLE
T
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2

2

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8

Tip ANWETZ 749 HAE—T7 =2 RZHEAESNTZIP-ACLIZE— A AB LY £— hili
FDONTT7 4w ZITHERHLET,

T TN ALy TFHIBBMFEA T, A F—T A ZANGENIZ T 7 0 v/, FETITZ
NPEESNEHTTHY | skiFkEFeeBE%RLET,

Tp HAHNT 74w A H—T = A ACHWHASNTIP-ACLIZR — IV N T 7 4 v 7127
TER L ET,

A B —T x4 AT IPVA-ACL A9 2 FIEHIL, kDO LEBY T,

Procedure

switch# configure terminal

a7 4 F¥al—arE—RIIADET,
switch(config)# interface mgmtO
switch(config-if)#

BEHA LA —T 2 A AEHELET (mgmt0) ,
switch(config-if)# ip access-group restrict_mgmt

ANBIXOHNOEEDO NZ 7 427 (F7 4/ F) O restrict. mgmt & FE(EiL 5 IPv4-ACL %

switch(config-if)# no ip access-group NotRequired

NotRequired & FEIEAL 5 IPv4-ACL ZHIBR L £9°,

switch(config-if)# ip access-group restrict_mgmt in

AN RT 7 47 D restrict mgmt &5 IPv4-ACL 2 LET (FLEGFELRWVWES) |
switch(config-if)# no ip access-group restrict_mgmt in

AT NT 7 4 7 @ restrict. mgmt & FEFILS [Pv4-ACL ZHIBR L £7,

switch(config-if)# ip access-group SampleName2 out

a—A VI 8T 7 4 w7 O SampleName2 &9 IPv4-ACL i@ L 3 (72 E LRV

/E[\) o

switch(config-if)# no ip access-group SampleName2 out
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1 827 4 > 27 ® SampleName2 & FEE41 % IPv4-ACL ZHIBR L £7,

A 23— x4 XD IPv6-ACL 0)i#E A
A B —T A AT IPv6-ACL ZiE 3 5 FlEIL, kO LY TT,

Procedure

AT 71 switch# configure terminal
a7 4F¥a2lb—varyE—KRICIADET,
AT 72 switch(config)# interface mgmt0
switch(config-if)#
ALY =T oA 2%FELET (mgmt0) .
AT 73 switch(config-if)# ipv6 traffic-filter RestrictMgmt in
AFT N T 7 4 71T RestrictMgmt &9 IPv6-ACL 2 L £ 9 (E72FE LARWVWER) &

AT 74 switch(config-if)# no ipv6 traffic-filter RestrictMgmt in

AJTNT 7 4 v 7 @ RestrictMgmt & FEIIL 5 IPv6-ACL ZHIBR L £ 97,
AT 75 switch(config-if)# ipv6 traffic-filter SampleName2 out

HA hZ 7 4 v 7 @ SampleName2 &\ 5 IPv6-ACL i L3 (EEFELRVEA) o
AT 76 switch(config-if)# no ipv6 traffic-filter SampleName2 out

1 877 4> 27 @ SampleName2 &’ X415 IPv6-ACL ZHIFR L £ 7,

mgmt0 ~ @ IP-ACL D& FB

mgmt0 & MEEND AT ADOT 7 40 b ACL 1L, mgmt0 A > ¥ —7 =4 A FIZIFELET,
Z O ACL [T —H—ZFR I N2 72D, mgmt0 1T, 2—V =R FH T vz
ACLA T, mgmtO ACL (XIZEAEDR— 27 vy 7 L, FAShiztXx=2U7 ¢ KRV
—ICHERL L T LMD R — DT 7w AT B RREIC LE T,
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\)

Note mgmt0 1 > % —7 A AZACL Z#EHAT 5L, mgmt0 f v X —T 2 A ADV AT AT
74/ N ACL HEIMICE M DN ET, mgmt0 f > ¥ —7 = A Ta2—H—iEH
ACL ZHIFd 5 &, mgmt0 8 AT A F 7 4/ b ACLICHBICHBET S ET, &%
ERRN— OB EHE, AERR— I EHERTDLELIICACLERET DI &2 BEID L
358

423 —T x4 XD IP-ACL % E DR

showinterface =~ > RZFEHA LT, A1 Z—7 A AD IPv4-ACL REXFE R LE
—é‘o

switch# show interface mgmt 0
mgmt0 is up
Internet address(es):
10.126.95.180/24
2001:420:54ff:a4::222:5d4d/119
fe80::eaed: f3ff:fee5:d28f/64
Hardware is GigabitEthernet
Address is e8ed.f3e5.d28f
MTU 1500 bytes, BW 1000 Mbps full Duplex
5144246 packets input, 1008534481 bytes
2471254 multicast frames, 0 compressed
0 input errors, 0 frame
0 overrun, 0 fifo
1765722 packets output, 1571361034 bytes
0 underruns, 0 output errors
0 collisions, 0 fifo
0 carrier errors

showinterface 2~ > R&EHEH LT, A v ¥ —7 A AD IPv6-ACL R EFXF <L FE
KR

switch# show interface gigabitethernet 2/1

GigabitEthernet2/1 is up

Hardware is GigabitEthernet, address is 000e.38c6.28b0
Internet address is 10.1.1.10/24

MTU 1500 bytes

Port mode is IPS

Speed is 1 Gbps

Beacon is turned off

Auto-Negotiation is turned on

ip access-group RestrictMgmt

5 minutes input rate 1208 bits/sec, 151 bytes/sec, 2 frames/sec
5 minutes output rate 80 bits/sec, 10 bytes/sec, 0 frames/sec
6232 packets input, 400990 bytes

0 multicast frames, 0 compressed

0 input errors, 0 frame, 0 overrun 0 fifo

503 packets output, 27054 bytes, 0 underruns

0 output errors, 0 collisions, 0 fifo

0 carrier errors
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Open IP Ports on Cisco MDS 9000 Series Platforms

Cisco MDS 9000 Series platforms with default configurations have IP ports that are open on the external
management interface. The table below lists the open ports and their corresponding services:

Table 3: Open IP Ports on Cisco MDS 9000 Series Platforms

Port number |IP Protocol | Platform Feature/Service Name | Random Port?
(UDP/TCP)

None UDP All — —

600 - 1024 TCP All NFS Yes

2002 TCP All Remote Packet Capture | No

7546 TCP All CFS over IPv4 No

9333 TCP All Cluster No

32768 -32769 | TCP Cisco MDS 8-Gb Fabric Switch for | License Manager Yes

HP c-Class Blade System
Cisco MDS 9148

Cisco MDS 9222i

Cisco MDS 9506

Cisco MDS 9509

Cisco MDS 9513

44583 -59121 | TCP Cisco MDS 9148S License Manager Yes
Cisco MDS 92501
Cisco MDS 9706
Cisco MDS 9710

NFS—A port in this range is used by the NFS service on the switch. This is only for intraswitch use. It is
not essential to provide external access to or from these ports. This feature cannot be disabled. To block

access to this service, configure an IP access list to deny access to the range of ports. Refer to the IPv4 35
KXOIPv6 7 78 A 2 hru—v U A OHEE section for more details.

Remote Packet Capture—This port is used by the Fibre Channel Analyzer service on the switch for
communicating with an Ethereal protocol analyzer client on a host using the Remote Capture Protocol
(RPCAP). This service is used for troubleshooting and is optional for normal switch operation. This feature
cannot be disabled. To block access to this service, configure an IP access list to deny access to the range
of ports. Refer to the IPv4 33 X OV IPv6 D7 7 A a2 hur—/L U A N OFEE section for more
details.

CFSover |Pv4—This port is used by the CFS over IPv4 service to distribute switch configuration
information to peer switches in the fabric. CFS is an important service for a switch to communicate with
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peers, but several transport options are possible. The correct transport depends on the fabric implementation.
This port may be closed by disabling the CFS over IPv4 service. Refer to the Enabling CFS Over IP section
of the Cisco MDS 9000 Family CLI Configuration Guide for details.

Cluster—This port is used by the cluster service to communicate with peer switches in a cluster. Features
such as IOA and SME rely on this service. If such features are not in use, the cluster service is not essential
to a switch operation. This port can be closed by disabling the cluster service. Refer to the Enabling and
Disabling Clustering section of the Cisco MDS 9000 Family Storage Media Encryption Configuration
Guide for details.

License Manager—These ports are used by the License Manager service. This only for intraswitch use.
It is not essential to provide external access to or from these ports. This feature cannot be disabled. To
block access to this service, configure an IP access list to deny access to the range of ports. Refer to the

IPv4 BELONIPV6 DT 78 A 2 hr—/L U A h OBEZE section for more details.

IP-ACL A BDY)—2TFy T

FBELEIPVAACL 7 ANV E = NV DI T2 &7 VT T 5121E, cear a~> REfifLE
KR

\}

Note =-po<w FEFEHLTEMOTZANEZDOAIT L EZ 27 ) TTAZEITTEERA,

switch# show ip access-list abc

ip access-list abc permit tcp any any (0 matches)
ip access-list abc permit udp any any (0 matches)
ip access-list abc permit icmp any any (0 matches)
ip access-list abc permit ip 10.1.1.0 0.0.0.255 (2 matches)
ip access-list abc permit ip 10.3.70.0 0.0.0.255 (7 matches)

switch# clear ip access-list counters abc
switch# show ip access-list abc

ip access-list abc permit tcp any any (0 matches)
ip access-list abc permit udp any any (0 matches)
ip access-1list abc permit icmp any any (0 matches)

ip access-list abc permit ip 10.1.1.0 0.0.0.255 (0 matches)
ip access-list abc permit ip 10.3.70.0 0.0.0.255 (0 matches)

clear ipv6 accesslist =2~ REFEH L CTTXTOIPV6-ACL DA 7 2% 7 VT LET,

switch# clear ipvé access-list

FBELIZIPVOACL D 7 2% 7 ) 74 5IT1%, clear ipvbaccesslistsname 2~ > RZfEH L
ij‘o

switch# clear ipvé access-list Listl

)

Note -—ppa<wl FEZHEHLTEMODTZANEZDOI I a7 VTTHZLIXITEER A,

. PUBELVIP6DTI X a2 bA—JL YR FDFRE


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/4_1/configuration/guides/cli_4_1/clibook/cfs.html#wp1349280
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/configuration/guides/sme/smebook/clstmgnt.html#wp1143774
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/6_2/configuration/guides/sme/smebook/clstmgnt.html#wp1143774
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