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Windows T@ DCNM 11.5 (4) SAN O B SAN 2> ha—%

Ty FTL— FEDOBEEDO R
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Ty arybiu—7 UlD[RE (Setings) > [
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DCNM 115 (4) DHEREE Ty FTL—FOYR—F
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FERNZ DWW TIL, Cisco Nexus Dashboard
== HA REZRLTIEIN,
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https://software.cisco.com/download/home/281722751/type/282088134/

EED NDFC ~DF%1T

2ok va TR, BEHFED DCNM 11.5(4) REZ /Ny 7 7 v 7 L, # L Nexus Dashboard
77 AL RAL, REELEILL TBITZR T T2 HECOWTHHLET,

b) [RFDY'—R (LatestReleases) | UA T, #—F > heTBY IV —REERLET,
¢) BEAAAIHELET v TS L — R Y —LE2FZ Yy ru—RKLET,
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ISO/OVA

DCNM To NDFC 12 2 1 Upgrade Tool OVA ISO.zip
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B ==0o0ewm

d)

DCNM 7% 5> NDFC ~D#1T |

FXED NDFC ~ DT
DCNM 11.5(4) BEA % 1 7 TFTL—FY—LDIT7AILE
Linux ¥ 72 1% Windows DCNM To NDFC 12 2 1 Upgrade Tool LIN WIN.zip

sysadmin 7 v b EFEHALC, Ty 77 L— K YV—)L A A=V %BEAFD DCNM 11.5(4) H— 3—(C
av—L%x97,

ATFvy T2 T—hA7ZFH L. Linux/Windows R DEL 2 /dE L E 3,

G¥) ISO/OVA 7—H A 7 &= MH L TV DEEF, ROFIE~AF v 7 LET,
a) Python3 31 VA F—/LEINTWVWDHZ EZMERLET,

b)

d)

$ python3 --version
Python 3.9.6

Hyrua—RNULIeT—hA 7ML ET,

# unzip DCNM To NDFC 12 2 1 Upgrade Tool LIN WIN.zip
Archive: DCNM To NDFC 12 2 1 Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip
extracting: DCNM To NDFC Upgrade Tool LIN WIN.zip.signature
inflating: ACI 4070389ff0d61fc7fbb8cdfdec0£38£30482c22e.PEM
inflating: cisco x509 verify release.py3

B EBEEL £

ZIP 7 — DA TRIIET v T T V=R Y=V e BRI 7 ANNBHVET, Ty 7 7L — R Y —L %K
SET AT, kD a~<wy REFERLET,

# 1s -1

total 4624

-rw-rw-r-- 1 root root 1422 Aug 11 2023 ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM
-rwxr-xr-x 1 root root 16788 Feb 26 15:57 cisco x509 verify release.py3

-rw-r--r-- 1 root root 2344694 Feb 27 07:51 DCNM To NDFC 12 2 1 Upgrade Tool OVA ISO.zip
-rwxr-xr-x 1 root root 2359065 Feb 2 09:19 DCNM To NDFC Upgrade Tool OVA ISO

-rw-rw-r-- 1 root root 256 Feb 26 16:54 DCNM To NDFC Upgrade Tool OVA ISO.signature

# ./cisco_x509 verify release.py3 -e ACI_4070389f£0d6lfc7fbb8cdfdec0£38£30482c22e.PEM -i
DCNM To_ NDFC_Upgrade_Tool LIN WIN.zip -s DCNM To NDFC Upgrade_ Tool_ LIN WIN.zip.signature -v dgst
-sha512

Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam2.cer
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI 4070389ff0d6lfc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM To NDFC Upgrade Tool LIN WIN.zip using

ACI 4070389ff0d6l1fc7fbb8cdfdec0f38£30482c22e.PEM

BGREA 7 V7 NEA MR LI, A7 V7 FEKZRE LT,

# unzip DCNM To_ NDFC_Upgrade_ Tool LIN WIN.zip
Archive: DCNM To NDFC Upgrade Tool LIN WIN.zip
creating: DCNM To NDFC Upgrade Tool LIN WIN/
inflating: DCNM To NDFC Upgrade Tool LIN WIN/log4j2.properties
inflating: DCNM To NDFC Upgrade Tool LIN WIN/DCNMBackup.sh
inflating: DCNM To NDFC Upgrade Tool LIN WIN/DCNMBackup.bat
creating: DCNM To NDFC Upgrade Tool LIN WIN/jar/
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/jarchivelib-0.7.l1-jar-with-dependencies.jar
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inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/bcprov-jdkl5on-1.68.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/not-going-to-be-commons-ssl-0.3.20.jar
inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/jnm.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/slf4j-simple-1.7.21.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/log4j.properties

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/dcnmbackup.jar

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.oracle

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.postgres

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/sequences.info.postgres

inflating: DCNM To NDFC Upgrade Tool LIN WIN/jar/tables.info.oracle

ATy T3 7T—hA T EHHE L., ISO/OVA BB DEL Z/HEE L £9,
G¥) Linux/Windows 77— A 7 &2 L CWAEAIL. IROFIEIZAX v 7P LET,

Q) XUrm—NLIT—hA 7 E Rl LET,
# unzip DCNM To NDFC_12 2 1 Upgrade_ Tool OVA ISO.zip
Archive: DCNM To NDFC 12 2 1 Upgrade Tool OVA ISO.zip

inflating: DCNM To NDFC Upgrade Tool OVA ISO

extracting: DCNM To NDFC Upgrade Tool OVA ISO.signature
inflating: ACI_4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM
inflating: cisco x509 verify release.py3

b) BLEMRGELET,
ZIP 7 — DA TRNIIET v T T V=R Y=V e BAR T 7 ANNBVET, Ty 7 7L —FK Y —L%K
AET A, koa~wr REERLET,

$ ./cisco_x509 verify release.py3 -e ACI_4070389£f££0d61lfc7fbb8cdfdec0£38£30482c22e.PEM -i
DCNM_To_ NDFC_Upgrade_Tool OVA ISO -s DCNM To NDFC_Upgrade Tool OVA_ISO.signature -v dgst -sha512

Retrieving CA certificate from https://www.cisco.com/security/pki/certs/crcam?2.cer
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from https://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from ACI 4070389ff0d6lfc7fbb8cdfdec0f38£30482c22e.PEM.
Successfully verified the signature of DCNM_To NDFC Upgrade Tool OVA ISO using

ACI 4070389ff0d61fc7fbb8cdfdec0f38£30482c22e.PEM

ATy T4 BFEOREENY 7T v T LET,
Ny 7Ty — U, 82 90 H O Performance Management 7 — & Z UV L £,
a) DCNM UV —R115@) T 7 I7AT A aryy—riars7A4 LET,
b) A7 U—rtyiarEERLET,
KO NiE, BMOa~<y REFTT57d0t vy va U EERLET,

dcnm# screen
Zoavry NE, Ua Yy RURRRENTORWEGSE, UM SNZGE8 THIITE2mIT o2 &
WCHEBE LT EEN,

c) A—/3— 2 —H— (root) 77 BAMEEZRIG L E7,

denm# su
Enter password: <root-password>
[root@dcnm] #
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d) OVABLVISO DEAIE. Ty 77— R Y — L OFITHERE N LET,
[root@dcnm] # chmod +x ./DCNM_To NDFC_Upgrade Tool OVA_ ISO
e) HIOFIETH Y v —RLET v 7L — R Y—LEFEITLET,
» Windows D54 :

G:\DCNM_To NDFC Upgrade Tool LIN WIN>DCNMBackup.bat
DCNMBackup.bat
Enter DCNM root directory [C:\Program Files\Cisco Systems\dcm]:

Initializing, please wait...

hhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk

Welcome to DCNM-to-NDFC Upgrade Tool for Linux/Windows.
This tool will analyze this system and determine whether you can move to NDFC 12.2.1 or not.

If upgrade to NDFC 12.2.1 is possible, this tool will create files to be used for performing
the upgrade.

Thank you!

hhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkxk

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y
R R R R R R R R R I I I i S S S S S S S S S S S S S S

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

2024-02-26 17:57:32,247 [main] INFO DCNMBackup - Creating final tar.gz file....
2024-02-26 17:57:32,649 [main] INFO DCNMBackup - Final tar.gz elapsed time: 402 in ms
2024-02-26 17:57:32,650 [main] INFO DCNMBackup - Backup done.

2024-02-26 17:57:32,657 [main] INFO DCNMBackup - Log file: backup.log

2024-02-26 17:57:32,658 [main] INFO DCNMBackup - Backup file:

backupll win57 20240226-172247.tar.gz

Linux D4

# ./DCNMBackup.sh
Enter DCNM root directory [/usr/local/cisco/dcm]:

Initializing, please wait...

B R R R I I I S S S S S S S S S S S S S S

Welcome to DCNM-to-NDFC Upgrade Tool for Linux/Windows.

This tool will analyze this system and determine whether you can move to NDFC 12.2.1 or not.

If upgrade to NDFC 12.2.1 is possible, this tool will create files to be used for performing
the upgrade.
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Thank you!

B R R R R R R R R R R I I I S I S I S S S 3

This tool will backup config data. Exporting Operational data like Performance (PM) might
take some time.

Do you want to export operational data also? [y/N]: y
Ak hkhkhkhkhkhhkhkhkhk bk hkhkhkhhkhk bk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkhkkhkhhkhkxkhkxk*x

Sensitive information will be encrypted using an encryption key.
This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key:

Enter it again for verification:

2024-02-27 07:53:46,562 [main] INFO DCNMBackup - Inside init () method
2024-02-27 07:53:46,564 [main] INFO DCNMBackup - Loading properties....
2024-02-27 07:53:46,649 [main] INFO DCNMBackup - Inside checkLANSwitches...
2024-02-27 07:53:46,732 [main] INFO fms.db - set database url
as:jdbc:postgresgl://localhost:5432/dcmdb

2024-02-27 07:53:46,887 [main] INFO DCNMBackup - LAN Switch count: 0

2024-02-27 07:53:46,889 [main] INFO DCNMBackup - Inside exportDBTables...

2024-02-27 07:53:46,892 [main] INFO DCNMBackup - Exporting --------- > statistics
2024-02-27 07:53:46,903 [main] INFO DCNMBackup - Exporting --------- > sequence
2024-02-27 07:53:46,964 [main] INFO DCNMBackup - Exporting --------- > clustersequence
2024-02-27 07:53:46,965 [main] INFO DCNMBackup - Exporting --------- > logicsvr_ fabric
2024-02-27 07:53:49,147 [main] INFO DCNMBackup - Creating final tar.gz file....
2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Final tar.gz elapsed time: 35 in ms
2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Backup done.

2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Log file: backup.log

2024-02-27 07:53:49,183 [main] INFO DCNMBackup - Backup file:
backupll onefiveseven.cisco.com 20240227-72149.tar.gz

OVA O&E

# ./DCNM To_NDFC_Upgrade_Tool_OVA_ISO

B R R R R I I I S I I I I S S S S S S S S S S S S S S S

Welcome to DCNM-to-NDFC Upgrade Tool for OVA/ISO.

This tool will analyze this system and determine whether you can move to
NDFC 12.2.1 or not.

If upgrade to NDFC 12.2.1 is possible, this tool will create files
to be used for performing the upgrade.

NOTE:

Only backup files created by this tool can be used for upgrading,

older backup files created with 'appmgr backup' CAN NOT be used

for upgrading to NDFC 12.2.1

Thank you!

B R R R R I I I I S S S S S S S S S S S S S S

Continue? [y/nl]: y

Collect operational data (e.g. PM, EPL)? [y/n]: y
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ATy Th

IO RX2 AL NOFIOZEDNT D

FZED NDFC ~DHAT

DCNM 7% 5> NDFC ~D#1T |

Does this DCNM 11.5(4) have DCNM Tracker feature enabled on any switch on any fabric? [y/n]:

n

Sensitive information will be encrypted using an encryption key.

This encryption key will have to be provided when restoring
the backup file generated by this tool.

Please enter the encryption key:
Enter it again for verification:

Adding backup header

Collecting DB table data

Collecting DB sequence data

Collecting stored credentials

Collecting Custom Templates

Collecting CC files

Collecting L4-7-service data

Collecting CVisualizer data

Collecting EPL data

Collecting PM data - WARNING: this will take a while!

Collecting AFW app info

Decrypting stored credentials

Adjusting DB tables

Creating backup file

Done.

Backup file: backupll hostl108 20240227-153940.tar.gz
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#E77 0 DCNM 20> NDFC ~0517 ]

GE) « DCNM R 7E DM TIc T eRTIC, Nexus Dashboard 7 7 7'V w7 @ v —F UL C., MEREO

KEEIP 7 RV AZBETHDLERHY £,

« BEAF D% 7E T Cisco Smart Software Management (CSSM) |[ZHEBHHGET HA~—F T4 L 2%
i LTV D8A0%, #1 LV> Nexus Dashboard |2 CSSM Web 1 M BT 5 7 I B 2L —
FR®HDHZ EEMERTOIVLERDHY £7,

https://smartreceiver.cisco.com D IP 7 RLADY 7 R k23, Nexus Dashboard HH % v
7 — 27 FIZ. Nexus Dashboard D[EH¥E (Admin) |> [ AT LEKE (System Settings) ] >[IL—
; (Routes) | =Y D/L—F T—T7ILZIBIIENTWD Z & 2R L £,

https://smartreceiver.cisco.com (T ping ZXET D &, BHOF 7T Xy FaROTLHZ LN TEE
T RITHIZ R L £,

$ ping smartreceiver.cisco.com

PING smartreceiver.cisco.com (146.112.59.81): 56 data bytes
64 bytes from 146.112.59.81: icmp seq=0 ttl=52 time=48.661 ms
64 bytes from 146.112.59.81: icmp seqg=1 ttl=52 time=44.730 ms
64 bytes from 146.112.59.81: icmp seqg=2 ttl=52 time=48.188 ms

E DT, NDFC (38 LWL A v A Z AL RSt o), Bz LT 08N H Y
4, BRI OEE F—2 VAR LT Ay 2 7 v ZERER LEBRAIE. 7y 77 L— REIC
AY—b TABUARET A Y= REeFEITEITL, AR N—2 2 ANT20ENDHY E
B

ATYT6 HLWI TAZTREDNNy I T v 7 EE T LET,

a)
b)

¢)

d)

admin 7 7 7 > b T Nexus Dashboard (Z 12 7' > L £,

EHoO Ry T7E A= a—nb [Z7TYvY a2 kO—5 (FabricController) ] Z8R L &
D

EOFer—vary A=ma—n5[E8 (Admin) 1>\ v 97y TEIUET (Backups& Restore) |
PERLET,

AL AT, B (Restore) |27 Vw7 LET,

[49 <t (RestoreNow) | 7 1> R TiEMAE A LET,

s HIDFMETIER LTy 77 v FIZESNWT, [BREDH (ConfigOnly) 1 721X [ZJL (Full) ]
IR L ET,

NI T T T ANIMMEEN TS [V—R (Source) | #RIRL, 77 A V%ET v 7 u—FK
T, UE— R P—_"—DYr & " AL ELET,

BRIED /Ny 77 TRHCHRE LTz [lESF— (EncryptionKey) 1 A LET,

c[SMEBH—E R IPSRE X E (Ignore External Service |P Configuration) ] &7 a v id 4 71
o TND I L EMRLET,

[R~ (Next) |22V v LTHEHREZMGE L., [T (Restore) | TRREZE L L X7,

BrROETH, Ullde v 7 SET, BRIl EBRERNL. N 7T v 7 774 M0DT—XI1ZX-»T
B0 £,
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BEANEFIZETLEL, [R=2D ) A—F (Reoadthepage) |27 U v 7450, 7779 2—
CHEEH L THEIILESE T L, Nexus Dashboard 7 7 7'V w7 o hu—J R Z G L £,
ART9T1 ToT T VL—REOX AT &8 T LET,
a) SAN=2 b —F ~LYFZEHALTHEEA -

Ry I T o TNLT—FEH LT H e, TXTD server-smart 7 A & > A OutofCompliance (272 ¥ £
R

Ul D[#4E (Operations) >[5 4 2 X E®E (LicenseManagement) 1 >[A~¥— bk (Smart) | <X—¥
moH, R —%FERLIEA~— R~ T4 ZI2BITL, SLP 2 M L T CCSM & OIE#HE A fe
TXET,

by 777Uyl arie—7 VLY FEFEHL WIS

DCNM 11.5(4) 1nB7 v 77 L— R 5856, IROEREICOW TG DI RNT2D, HRENDLE
T,

sV RRA L b A EBRETLMLENHY T

« IPAM A 2 BRET HDLERH Y £

T IR = BRETLLENRDH D T

e AL L MRV EFER L TIRET DLERH Y £7
« 777Uy CPMINEZHEANTDLENDY £7
ALY TFAR=TET v — NTLHUNERHY FT

Jy—ZX1154) D [115(4) Tk, F5v 7 |[LANTNARE |7y ITFL—FKig |#ER
EBR44 7 IP7 FLRIZLUTMS |BEOESME DrSyTIPTE
INEENFET : L&
LAN 777U > 7 |etn1 (£721ZHA A |EH fEPY—~ % |z | Honored
2F 7 Ay |7 ROBE ey BT o BROBNE, b
o— DFEHA, RILA
T,
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IP7 FLRIZLUTAS
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Ho it
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DrSYTIPT R
LR

R

LAN 777U w7

AF 4T ar b
H—3

etho (F7/ZIXHA v A
7 ADGE vipo)

B

YT Ry M
J& L TV

mHsnET, B
F7— )L DRID P
NREZy7IPEL
THEHINET,

TR DEEDIERL
SNET, WebUI
()]
[LANHFebricg{Fabricq
¢, [Fabric]z % 7
N7 w7 LT
[Fabric Overview]
R RLET,
(Z7Uvo 7Y
<3 > (Fabrics
Actions) | K= v~
2 YA R
b, [REOHIHE
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