AN Lo

Z 2T, IROWNFITHOWTEBA L E1,

T T —Ah (1—)
o A2k (11 =)
T AT T 4T (16 X—)
s UE—hTT2E (16 %—)

DX TIZE, SESERADTIAVICH L TEREINTZT 7—LRRRINET, ZOXTI
E.ID (A7 vay) | BERE, BEY—X, 4EL A7 3V HERISE. ERRZ, foféE
FH (A7vay) KIv— Avbe—VRhEODHERPERINET, ZOX 7T [HEHH
b (Refresh Interval) | ZfRETEET, 1 DU EDOT 7 —ALZRIRL, [AT—F ADEH

(Change Status) | Fry 77X 7 VR MR LT, 77 —LDAT —F A Zfifgidh £ 7o 130
PREBRCE ET, Fo. 1O EDOT T — A&, [HIBR (Delete) |AR¥ %27 U v L

TT7 7 —LZHIBRTE £,

EITSNE=T75—L4

Ul /X : [#4E (Operations) | >[4 X2 b2 #7 (Event Analytics) | >[7 5 —4 (Alarms) ]

DN IR U E T,

1L HLWT I—L KU o—ZER LI, [BELET75—L4A (AlarmsRaised) | # 71k
L, [BH (Refresh) | 7 A a7 )y 7 LT, fERLEET 77— &R R LET,
UL ERENTT 7 —2BnErRENET,

2. [77—24 (Alarms) | 7—7 VD [EXRE (Severity) | %27V v 27324 &, [AUITLITN
7ua—TCRLRY V=L TRELLET 7 —LDEREPRFRINET,

3. [RY— (Policy) 1510 [EV v —4 (Policyname) 1% 7V v 7 LT, Fv— h&xFExr
LET,
ATA KA NA UNFRIIL, WEIZZ 7 7 RERRSINET,

VA |



1Ry o |
B sesnr75—4

4. I T7HFRTDHIE, Py T HZT URSNLUERA M) v I 2R IR LT,

\}

GE)  ZhbdA MY v ZiE, SAN Insights Anomaly Policy TOAF/RTE 7,

| RPN il



| x5
syrent7s5—4 |}

WDFETIL, {21 (Operations) >[4 N> b #T (Event Analytics) 1>[7 5 —4 (Alarms) ]
>[EELE7Z—L4 (AlarmsRaised) [ ICERRSIND T 4 —/L RIZOWTHB L ET,

J4—ILF iER

HRE T LDEREZRELET

®EIT EETXOARTEREELE T,

Ea:] T I —LDLHIERRELET,

V)| TI—LDhT Y BEELET,
TR T T — ADMER SN REZI 2 RE L £ T,
RY v— TI—LDRY —EfRELET,
Message Ayb—VEFRILET,

Ack User 77— L EMR LI —F D2 —P 4,

WDFETIE., [BITEN=TS5—L (AlarmsRaised) | ¥ 7IZFEREND (723> (Adions) ]
Ama—Rey 7 HZ I VA NDT 7 v a Y HBIZOWTHBALET,

7493 IEE EnBA

ERRILE 8 1 1 DFEIFEEDOT 7 — LN L, BREERLET, 77—
LuET vy r~<—r L, [HEREFH (Acknowledged) ] DFIINZ Ack
User 4 %BINTEET,

FR 1 DEZITEDOT 7 — L %R L, RERLRINLT, 7y

=0 ENTeT T —LEHIBRLET,
GE)  WERBHERT 7 —LDOHhZ RGBT HIENTEE

‘é—O
707 T 7 —L&BRL, HEAZRRL T, 77 —2R Y —&FH)
THELET,

HEEINT 7—20F, [HESNz75—L (AlarmCleared) |
ZTIRBELET,

77— ADHIBR T —LaR L, BIBREEIRLTT 7 —AZHIBR L £,

D)TEIN=75—L
Ul RA RIE>ARV MR >TS—L>0)T7ENETI5—L4

[7 V7 &l=7 7 —2 (AlarmsCleared) | 71213, [EITSN=75—L (AlarmsRaised) |
ZTTIIVTINET T—LDIARRHY ET, ZOXT7ITE, ID (AFvar) | HK
B BEEY —Z 4. BT Y| MERINE. ERREZ, 2V TR (AT vay) L 207

A Ry 5
I



B2 il |

B 751 #vs—ommsenm

75—L K

Jo. RV = Ayt =V EDHFRBFRINET, KK AR, 7V T ST 7—4
DMz TR TEET,

1O EDT 7 —1%FR L, [ 3> (Actions) ]>[HIB& (Deete) 1227V v 7 LTxE
NHEHIBRCE £,

WOETIE, [BITSNE=T75—L (AlarmsRaised) | Z 7IZFEREND 7 4 —V RIZOWTHRL
BHLEJ,

TJa4—ILK BrLEL]

HKE TI—hDOEREXEELET

BIE T BELT I—LIP T FLAZIRELET,
Bl T T —LDAREERE LET,

HT Y TI7—LDAT Y ZRHELET,

TER R T T — ADMER S TG A HRE L E T,

7 )T iz T TN VT SR ERE L E T,
7 V7 Liza—H% TI—LEI VT Llra—VERELET,
RY v— T T —ADRY —EEELET,

Message 7 Z—A0 CPUMHREB L OZOMOFEMAERRE LT,
Ack User RIS E SN2 —F n— AL 2B E L ET,

WDORTIL, [BITSNF=T7S5—L (AlarmsRaised) | # 7IZFREND[FTH 3> (Actions) |
Ama—RayFEZ VA NDT 7 v a VEHAIZOWTHALET,

7Y aVIiER e
77— L OHIER 77 —Lzi@R L, [AIBR (Delete) |28 RL T, 7 U7

SNTeT T—LEHIBRLET,

—MNER LB

SAN=V hr—TFTT7 7—L% G L., [#B{E (Operations) >[4 N2 b5 47 (Analytics) >
[75—4L (Alarms) lIZBE L, TEX 7O [7Z7—L4L K1) — (Alarm Policies) | %2V v
7 LET, PMET 7—20FME] T =7 Ry 7 ARFTRESNTWDLZ EEMERLET, =
NEFHZTT HI21E. SAN Controller Server % FHEEN T2 LN H VY 97,

SAN =1 b B — T OFEFEHSNMP Y A F—(ZT 7 — L&A TE £, CiscoSAN =Y Fz—
7 Web UL~ b, [ERFE (Settings) | >[H—/\E&XTE (Server Settings) ]1>[7 5 —4L4 (Alarms) ]
EER L, [T 5 —LDEXE (Enableexternal alarms) | F = v 7 R v 7 ARA 27325
TWHZ AR LET, ZNEZEZNIT SHITIL. SAN Controller Server & L@ 4 2 MLBEHN
b FET,

| RPN il



| x5

75—skys—ogneen |

SAN =1 h B — T OFEREFHSNMP Y A F—I27 7 — L&A TE ET, CiscoSAN T i —
7 Web UL, [RRFE (Settings) | >[H—/\ERTE (Server Settings) ]1>[7 5 —4 (Alarms) ]
Z#I L, alarm.trap.listener.address 7 4 —/L RIZAMTAR— K~ 7 RL2AZ AL, [EEDOERA
(Apply Changes) | #7 U > 27 LT, SAN 2 ha—J 2 FEHE) L £7,

\}

GE)  [7T5—LKRYS—DER (Alarm Policy creation) | #4712 7 42 KT [ER%
(Forwarding) | F = v 7Ry 7 A%A 2 LT, HMBSNMP U A —~DT T — LD
EEENLET,

WDFETIL, {21 (Operations) >[4 N> b #T (Event Analytics) 1>[7 5 —4 (Alarms) ]
>[75—L KR — (AlarmsPolicies) [ IZEREND T 4 —/L FIZOWTHH L ET,

J4—ILF BT

Ea:) T I—L R —DL4RTERELET

B TT7—h R —DLARIERELET

AT —H A TI—AR)—DAT—ZAEEELET,
T IT 4T
T IT 4T

RV —4A4T RV —DFATERBELET,

¢ TRL ADANNVARY -
A HE =Tz A AD~NLVARY —
ssyslog 77— AR Y Tr—

* SAN Insights DI HF R Y 2 —

Devices TI—A R —ZEATAHT A, AT LET,
A BE—T A A B =T A ABEELET,
S R —OFEMEREELET,

ROETIE, [#FE (Actions) | A=a— ReyFX 0 VA RNOT 7 v a VHBIZOWTH
HLEd, Z0HEAIL, [ (Operations) | >[4 N> 5 (Event Analytics) 1> [7 55—
L (Alarms) 1>[7 5—4 R — (AlarmsPolicies) | IZFE RSN E T,

7Y aviEH SRER

HLWT T—L R =D | HLWT T—L R —Z2EfT 52 2@IRLET, THL

YERL WT T =L R —DERR] ODIEESBL TS EI,

e TI—h R = ERET DI, R —E2RR L, [fRE
(Edit) 1Z8RL E 7,

1~ [l



B sovrs5—swyo—onm

B2 il |

73 VIEE

Bl

GUIES

7T =R =T HIBRT DX, AU —a3R L, [HIFR
(Delete) | ZIRL £7,

777 4 74t (Activate)

TI—L RV =TT 7L L TCHEAT DT, AU —
IR L, [79 T4 71t (Activate) |2 3R L £,

W7 T4 T TI— b K RN LCHT 7T 4 TN DI, K Y
U—%IEIRL, [TV T« T4t (Deactivate) | ZiBIR L 7,

A4 VR —h eSSV 7 T ANNET T—L R o—%—FETA ViR — T 58
BTN ET,

T AR— P TIT—LRY—% csv 77 ANNL—ETZ I AR— 1T 5

BAIBRIR L £,

WDOT T —5h R —%BINTEET,
e TNARAANIARY O — : FRAZAAJVARY S —ZfHHTHE,. . T35 A SNMP 2|

EARRE, EITT N A
DRV =T D &
£

SSH BIEARBEDHA/IZT 7 — 5B CE £, £, I b
VU —YOIRE, CPU, BEIUAEY OfFRRNAET=HF Tx

cAVA—TIARAANLARY = A B =T = ANVARY =% EHTHE, A

VE=T A ADT T
TET, T7HNETIE
l/\ihg‘o

if:&i&“?y\ /Qb‘\y ]\B’%%\ Ii_\ %ﬁj@%@%f—%ﬂﬂ%%:&@
CFTRTOA B —T 2 A ANE=Z Y T DFDISEIR SN T

«Syslog 7 5—L R — : Syslog 77— 2L R U —{%, Syslog * vt —I DT %

ERLET, 1277

* San Insights Anomaly Pol
LT, 777Uy 7HD
R

LW S—LERY—DER
WDT T —nb R —4ABN

—LAERFEESE, LI 1 DET T2 BT LET,

icy : San Insights Anomaly Policy "CiX, SAN Insight 7 — % % ff i
MEEFFETHIODN AL A RENTT 7 — L EERTE E

ncE£9,

o TNRA ADANVA R v—

e AR —T A AD~N)LARY —

esyslog 77— LR Y >—

* SAN Insights D FL5 7R U

| IRV

:‘/»_



| x5

HLu7s—Lwyo—ot |

TINAZADANLR R o—

FRA ANV ARY =25 L T8 ZAICMP BERRE, T /34 A SNMP R EAHE,
F720ET 31 A SSH ZIERREDHZ AT 7— L BERTEEd, £/, ZNHDORY v —%
T HE, v —YDIRE, CPU., BLIOAEY OEARNAEZE=F T ET,

RV =% ET 27 A AZBIRLET, AU —4 @il CPUREHERANT A= XF
VRN A =5 BEIRE AT A—=5 T4 20 M) 22 L TIES0,

AVB—TTARADANILA KR o—

ABE—=T 2 A ANVARY)V—%FHTIHE, A X =T ADT v T EEFF T,
Ny NEE, =T —, FREOHMAET =X TEFET, T 74NV FTHEH, TXTHOA v Z—
T2 A ANE=HF Y T OEDITBIRENTWET,

RY —ZAFRT 27 A AR, IRONRTA=ZEHRELET,
cARY =4 ZORY V—DAREEELE T, —EOLHEIEET 2LERDH D £,
Wi ZORY - OB RBHEZIEE LET,

« #53% : CiscoNexus Dashboard 7 7 7' U w7 = h @ —FSAN= k1 — 5 DBELRK HSNMP
UAF—IZT T —LEEmETEET, WebUI D, [BRE (Settings) | > [H—/\%E
(Server Settings) | >[4 X2 b+ (Events) | Z3®R L F9,

\)

GE)  [77—2a KU —DOERR (Alarm Policy creation) ] 4 1 7 1
7 4 R TERE (Forwarding) | F =y 7Ry 7 A%
F AT LT, SMEESNMP U A F—~DT T — LDk AE A
ML ET,

cEBIFA—N T IT—ADMERK, 7V T, FRIFERENEEINLZEXC, TI—AA4X
VOB TA—NEZEHRICEETEET, SANaY hr—7 Web UL 225, [ERFE
(Settings) 1> [H—/\E&E (Server Settings) | >[4 N> b (Events) | #i&R L 7,
SMTP/ N T A —4%REL, [RTF (Save) |#27 Vv 7 LT, SANaV fr—7 H—E 2R
ZEE L ET,

I ATF— VI ATF— AT g BENLT, AV EZ—T A AV T DT v
FEIIF T UEERLET, VoI BT DOWE. T —LERESTLLNTE,
Vo7 I TToI—2%7 )7 TEET,

 HHE (£ /T T k)
AN FET—
*TU MY RET—
« AN NREEE

« 70 hoNT 2 R

1~v ot Il



B2 il |
B sovrs5—swyo—onm

Syslog 7 5 — L

Syslog 7 7 — A AR Y 2 —(&, Syslog A vE—VEROXT ZERLET, 12087 7 —L%%
AXE, b 1T TIT—2E7 VT LET,

RY =T 27 A AR, IRONRTA—=ZEHRELET,

s TFAL A ZORY U—OfEHEEHRLET, ZORY @AY LA DT 2 E
FET R TOF AL RE IR ET,

R —K  ZORY —DLAHIERIEELET, —BOLATAIEETALERH Y F7,
P ZoRY) —DfFEpHEEAREELE T,

o fi524 : CiscoNexusDashboard 7 7 7V w7 22> h @ —FSAN=Z > ks 12— 5 D E4EL7H Z~SNMP
JUAF—IZT 7 —LEEEETEET, WebUIb, [BRE (Settings) | >[H—/\KE
(Server Settings) | >[4 X2 b (Events) | Z®&IN L £ 7,

N

GE)  [77—2 KRV —DfERL (Alarm Policy creation) |4 4 7 1
774 Ry T EEE (Forwarding) | F =y 7Ry 7 A%
F AT LT, SMBSNMP U A F—~DT T — L DEEEE A
e LE9,

B A= TIT—L0N™MERK, 7 V7, FREERERERINZEEIL, TI—b A
VOB ANEZEEICEETEET, SANaY hr—7 Web UL 256, [BRE
(Settings) 1> [H—/\E&E (Server Settings) 1 >[4 N> b (Events) | Zi&IR L 7,
SMTPRT A —2 %5 E L, [fRTF (Save) |27V v 27 LT, SAN2 hr—F #h—ER
ZRRE L FE T,

HRE : ZDsyslog7 7— LR V—DEKELANNVEEFRLET, BIRUKIL, Critical,
Major, Minor, 35 XU Warning T,

AT BAEBIOT VT XAy =V OB A fRE L ET,

* Raise Regex : syslog ¥4 A v =V OB ZER L 7, UKD LBV TT,
Facility-Severity-Type : A v&—

* Clear Regex : syslog 7 U7 A vt —VORALERLET, MUIKRDO LB T,
Facility-Severity-Type : X vt —

EREHOFERIIHMARX TN, BRREHRAERITEIH Y F¥ A, 7F 2 FOREHEKIT,

S(LABEL) # L= L TRSNE T, K57V, | DL EOSTFITHHE T 2 EHREBL X v

TFx IN—TF (+) BELET, 200X o=V %EEIT 572012, raise A vE—V L
clear 2 v =Y OWMFIZHDHAIET XA MPMERHSNET, @A FIZ, MHFDOA vy EB—IITF
REND 1D EDTNNVD I —o o 2T, @AlF13, ckearsyslog A v & —V %7 7 — L%
FESH o syslog A v E—V EHAETHDIEHINET, 7TFAMRAvE—VD1 D72
FIZRRENDGEEIL. TV THEB TR TE £,

5l : &) 25 NID1-ID2) ORY > —

| RPN X



| x5

San Insights Anomaly 7K') > — .

"syslogRaise": "SVC-5-DOWN: $(ID1) module $(ID2) is down $ (REASON)"

"syslogClear": "SVC-5-UP: $(ID1l) module $(ID2) is up."

ZOFITIE, IDIBEIWID2 7~V E2T 7 =L LTRIET 272000+ L L Tv—2 T
T4, ZOMBFIE. ST S syslog A v E—Y TRO2Y £9, F-UL [REASON] (354
TIN, ZUT Ave—2IZEHVEFA, ZOT-VUE, TT7—2%7 T 5syslog A v
VIR LW, @Rl LRATE RS,

=1:401

A ID1-1D2

ERRBZ BT 5 ETHPORT-5-IF_ADMIN UP : A > ¥ —7 = A A Ethernetl5/1 C
admin S EE) S U TWET,

EHEBOZ VT ETHPORT-5-IF DOWN NONE : A > % — 7 = A A Ethernet15/1
MAT L LTWET (M7 =K E%)

EREOHITIE, EMEIITIARE =X IZER SN D syslog A v E—TD—ETT,

+=2:4 2

Identifier 1D1-1D2

EHERBE BT D ETH PORT CHANNEL-5-PORT DOWN : $ (ID1) :$ (ID2) 73
L TWET

Clear Regex ETH _PORT CHANNEL-5-PORT UP :$ (ID1) :$ (ID2) 73
LT ET

x3:43:

Identifier ID1-1D2

IEHEB A BT 5 ETHPORT-5-IF_SFP_ WARNING : Interface $ (ID1) . High Rx
Power Warning

Clear Regex ETHPORT-5-IF_SFP_ WARNING : Interface $ (ID1) . High Rx
Power Warning clear

San Insights Anomaly 7R ') & —

Cisco Nexus Dashboard SAN =2 > b —F U U —212.0(1) 76, #H LAY 2— & A 7 saninsights
DIEMSNE LI, ZOHLWARY — 2 A 7%, FEEZREET 27O AZ~A A TEE
T DI OLDICHET =5 ZLIThRFFT2/ED 7 r—IZESNT, 77 =L R —%A{E
RCEET, BRLIET70—RT7 77— K —L—HT2581F. R —CERININ
TA=ZIHASNT T r—2HER LET,

1~v ot Il



1Ry o |

. San Insights Anomaly 7K ') > —

ATy

ATy T2
ATvT3

ATy T4
ATy TH

FIE

[#2/E (Operations) ]>[4 N> ra#1 (Event Analytics) 1>[7 5—4 (Alarms) |DJIEIZEIR
L%,

[7Z—4L (Alarms) | # 7 C[7I—L R —] Z&IRL £,

[72 a2 (Actions) | > [FiRT7 5 —L R —D1ERK (Createnew alarm policy) (DJEIZ
WL ET,

[SanInsights MEFE R &— (SanlnsightsAnomaly Policy) |47 a v R& AL £9,
WDINT A—ZDFHMERE L ET,

«[RY)—2 (PolicyName) |1: ORI —DOAHTZIHELET, —BEOARIZIHRET S
WERH Y £,

« [E%B8 (Description) ] : AR U > —DfiHL 25,
« [853% (Forwarding) ] : M4 SNMP U 2 F—~DHE%ET 7 — LA HN LET,

[BFA—I (Email) 1: ZOKRY —DRA—)VEH % A —/)L IDIZEFET DT, Ty
IRy 7 AR ET,

ATYT6 Fry7 Xy VA ML ZRRL T, v TF vl RERBLERLET,

o [F¥ TF B/ (CaptureTime) | : FFEDRY) —Z—&KT 5570 —DRRI L DT —
ZaXxx TF v T HRHOESERELET,

- [R¥EFFfE (Retention Time) 1 : (HIBR T 2ANZ) £DO7 —# 2T DM OR S 28
ﬁiﬂb\ijﬂo

ATy Tl Fay 72T UA PO EZIIMEZZR L COMLARILEEEL, Ruy 2y

VDA RNDPLERELNEZBIRLTCIORY D —DENELTEHRELFT,

s [AHTLANIL (AnalysisLeve) | : FFEDRY o —TCTF = v 7 THMERH L7 a—T —H
DEMZEELET, FILARY P —KKWARY o= EO—HORY > — & A 7%, AlE
WZHETLHHAICRET oYy 7T (FRL-VY) . —ORY — 247 1F, LE
VEZBZ THER SN D ERERY >—E LTERENET, 7oL 2IE, LoUL OB
7RECT £/ DAL DAL 71X T 7 — A TIEH D EFRAD, RILANRAL T LV R—E
Wi (5 2y E72i3 1 ) Fe< Haid, AT O2HERDH Y £,

[EXRE (Severity) | : ZORY —NFERTRAET D7 7 —LCBEAT S0 EREZ

fRELET,

RATYT8 HLWAL—LEZERL, [FRIL—ILOEM (Addnewrule) 1 %227 U v 7 LTUHET 4 —/V R

ZHEL., [FRARY O—DM%ERL (Createnewpolicy) 127V v 27 LE1,

| RPN X



| x5

1~v+ B

G¥) 1O EDH LWI— L E —HEHEERFER LT, 7u—%#BlL. HLWLRY —
PERCTE £,

e T RTORY —lE, AA v TFNHLI—RICA M) —3I 7 EN 54 ITLITN
Zo— La— REHAEINET,

B SNT=T 7 —20%, [75—4 (Alarms) | # 7 TR TE £17,

DT, AL v FITH L TERSNIZA XN PRFRINET, ZOX TITIE, Ack,
fEBE ra—F, TN—T A vF, BRE, 77U T, AT, B b, Rk
P AR EOEENERENET, 1O EDOA R RERIRL, [AT—X ADEF (Change
Status) | KRy 77X VA NEFEH LT, TORAT —X AR E T I3MERMRTE 7,
T, 1OUEOT T —AEEIRL, [HIFR (Delete) | RZ %227V v 7 LTT 7 —L&HIER
TEET, TRRTOARY FEHIBRT 2581, [TX3TE2HIER (DeleteAll) |RZ %27V v
7 LET,

WOFERT, [#B¥E (Operations) 1>[4 X b4 (Event Analytics) | >[4 N> k (Events) ]
ICFRREND T 4=V RIZOWTHH L £,

TJ4—ILF At BA

TN—7 777V EREELET,

2A v F AA v FDRANEEELET,

HRHEE AN NOEREZFELET,

fiti AR NEAERT D27 022 EELET,

AR 77 UT 4121, NDFC & syslog 7 7 &
V740D 2o0Hh7FVRHY 7, Nexus¥ v
Val—RKT77T7 Vv arta—7 77T ¢
3. Nexus# v v aRh—RK 777 Vv 7 avbr—
T NP —ERICL o TERINTEA RN M E, R
AV TFICL > THEMSNTZSNMP N7 v 7 H2RLE
7, syslog 7 7 > U T 1 1%, syslog A v&—T & VERK
L~y a2 d2FLET,

LA AL v FIT7 7TV v OFERFEEZRELET,
# ARy R IRAE LB AR L E T,
VERRIRFZ] A Ry R DBMER ST REZ 2R E LT,
ARl DA HY A Ry RIS EAT SN AR E L E T

1~ [l



ARy |
B ~rowvrzyr

J4—I)LFK EBA
7 ARy MRS HAEREE LT,
Ack ARy NEHERTAHINE IR IRELET,

WOFRTIL, [ (Actions) | A==a— Fry 77X URXKMT, {84 (Operations) ] >
[4 N> 5347 (Event Analytics) 1 >[4 R b (Events) | ICERINDHT 7 v a Y HEIICD

WTRB L £

749 3VIAR £ EA

ERILNE 1 TN 1O EOA R FEBIR L, [HESE
(Acknowledge) |7 A 2> ZHIRL T, 777U w7
DA Xy MEBREZHRLET,
T 7V I DARY NEERT D E, HRT A 2
D [Z—"" (Group) ] DEED [Ack] FNZHRK RIS E
ﬁ‘o

AR TN 1 OLLEOA R BRI L, [HESRAE
B (Unacknowledge) | 714 2> Z&RL T, 777
Vo7 DA Xy MERERDLET,

HiBR Ay hEEIR L, [HIBR (Delete) 15227V v 7 LE
R

A XY VT v TIEH LAY P ERETEET, FEMICONT
. ARy Ty (12°%—=) 2L
TLE&E,

ARNIEDEY FT YD
CiscoNexus¥ v alR—R 777Uy 7 arta—F Web UL ZFHAL TA Xy FE2RET
HI2iE. WOFNEEEITLET,

FIE

AT 91 [$84E (Operations) | >[4 N> b2# (Event Analytics) [ >[4 XY bDtEy 7 v T (Event
Setup) ] DIEIZER L ET, [FP23> (Actions) | Fry XU Ama—nn, [ARY
Dty 7w 7 (Event Setup) | &N L £,
ATFw T2 [L¥—sN (Receiver) | ¥ 7 C, ROFIEEFATLET,
a) ZOMREEABNCT HITIE. NIV REZUEHERLET,
b) [Sydog * vt — % DB IZaE— (Copy SysogMessagesto DB) [&#&R L. [
(Apply) 1227 U7 LTsyslog A vtE—V%T —H_X—R|Zat—LEd, 2047
TaraEBERLARWEGS, A XV MEIWeb 7 7472 bDOAXRY N R=VICRRINE
Hhe 2B8BOT —TNOFNIIE, ROTERNFRINET,

| RPN il



| x5

ATvT3

1xvrotyr7y7 |

s NIV TERET DAL vTF
*syslog Z X5 T DAL v F

esyslog 7O T 4 VT HREET DAL v F
CBIEL T v T ERET DAL VT

¢) [FEJt (Sources) 1# 7 DT —7NICiE, BEMTHENTWET7 77U v 7 &AL v TN
FTREINET, T2, b T o7 L syslog ICBAT AIEROFRINET,

CiscoNexusZ v alR— R 777Uy 7 arha—F WebUI DOV AT AA vy E—UD0E
FiAk A2 BN L OHIBRT 2121, RO FIEEFATLET,

CiscoNexus¥ v v ah— K 777U v 7 2 ha—7 WebUIliX, &1 A —/LF 71T SNMPv

N7 THZNLTT77 7Yy AX MERELE T, —#D SMTP —/3Tlid, Nexus¥ v
VaR—R 777 Vv arbia—7 nb SMTP H—NICREINDLE L A — /VIRGE YT
A =R BMTDLENHY T, Nexus¥Z v ah—R 777 Vv 7 arite—7 2k

AL LB LT DLE D SMTP — NICEE SO EF A — /VICRFENNT A —F ZBIITE £

T, ZOMEEIL, [BRTE (Settings) 1> [H—/\E&E (Server Settings) ] >[4 N> b (Events) ]

2T THMILET,

a) [ERTE (Settings) ]1>[H—/\ERTE (Server Settings) | >[4 X2 b (Events) | Zi&#IR L %
T AR MEEEFINCT DL, [ANY FREFEEMIZT S (Enable Event
forwarding) 1| F = v 7Ry 7 A% 4 AT LET, A X2 FOEREHPH, L — 0
A—=IVT RUVA ARV FOBEKE, BIOAXR MOXA TRERINET, MBHAD[E
HFZBL (Regex) |7 4 —/V Rk, EEEEILNA XU b 74+ T — X OIBIIRFIZERE LA
Syslog & L TEHR SN TWAEAICOABEH I ET,

b) SMTPH—NOFFMERETETA—NLT FLAZEELET, AXR—ZABLVARY b
AoV b 74N EEFHELET,

c) [Save (R¥F) 1%27 Vv 7 LET,

d) [{&% (Operations) ]>[4 N> F&o#F (Event Analytics) ] DIFIZERIN L 5, [#fE
(Actions) ] Fr v ZZ 2 J AR5 [JL—IL@DIEM (Add Tags) | ZE#R L E T,

e) [#zikAY v K (Forwarding Method) ] T, [BFA—IL] X [T v T (Trap) | MR
LET,

(S v T (Trap) | ZIBIRLIZGAIT, X470l Ry 7 2 [7 LR (Address) &
[R—k (Port) 1 7 ¢ —/v FANBMSHET,

f) BFA—IEREAY v REERTLHG51E, [EFA—/7 R A (Email Address) |7 1 —
NRIZIPT RVAZANLET, bSvTA Yy RERIRTDHEAIE, [T R A
(Address) | 74—V RIZh T w7 Ly —"OIPT RLAZANL, R— b ESEEE
L/i‘j‘o

[7 KL 2 (Address) ] 7 4 —/v RIZ IPv4 £721Z IPv6 7 KL A £ 7213 DNS #— 34 % A
HT&EFES,

g) [Z77Yv% (Fabric) | 7 4 —/V RT, BT 5T _XCOIN—TEIXEDT 77
Vw7 @R LET, SAN A VA h—TFO4A1E, [VSAN B (VSAN Scope) | # &R

1~v 51 I



B ~rowvrzyr

L/i—a—o

1Ry o |

[TART (AN 172X [VAR R (List) | A7 vara@RcxEd, VA NEE

WAL, @AHO VSAN DU 2 M &2fEELE 1,
h)y [¥E7E] 74— /L RT, Nexus¥ v ah—R 777V v avha—7 7213 [Sydog]
FERLET,

Nexus#Z v alh— R 777 Vw7 avio—7 Z8RTEHE, ROLIITHRD F

EE
1.

2.

[24 7 (Type) | Kry T XUy YR RNG, A X N ZATEHEIRLET,

[R bL—T R— FDH (StoragePortsOnly) | F=v 7Ry 7 Z&A4 12 LT,
ARNL—V R— FDOHEFERLET,

[RIEEKXE (Minimum Severity) | ke vy 7% 7 UARNT, ZIETDHAvE—
VOEKEZEIRLET,

[EM (Add) |22V > 7 LT, W@azBimLEd,

* [Syslog] Z®IR L7354 -

1
2.
3.

G¥)

[Z72)T 4« (Fadlity) | URA RS, syslog D7 7 VT 4 #RINLET,
syslog # 4 T&aIEELET,

[RBADIEFRKRIR (Description Regex) | 7 4 —/L KT, A X hO#id & —£7
LA E LET,

[RIEEKXE (Minimum Severity) | ke vy 7% 7 UARNT, ZIETDHA vE—
VOBEKEZEIRLET,

B (Add) 1227V > 7 LT, @EzEMLET,

[AKEKRE (Minimum Severity) 147> a &, [ X ks ¥4 7 (EventType) ]
D[TART (AID 1 ITHRESNTWDLIGEDOAMEHTE £,

CiscoNexus# v ¥ 2R — R 777V w7 arba—I08&ETDH T v 7,
BREXA TIZHIELTOWET, BEREXAS 7L LEHIZTH A MILLHALEE
franEd,

trap type(s) = 40990 (emergency)
40991 (alert)

40992 (critical)
40993 (error)
40994 (warning)
40995 (notice)
40996 (info)
40997 (debug)

textDescriptionOid =1, 3, 6, 1, 4, 1, 9, 9, 40999, 1, 1, 3, O

i) [L—rDiE (AddRule) 1227V v 27 LET,

ATw T4 CiscoNexus¥ v ahR—RK 777U v 7 3 ba—F Web UL b A X Ml L—L %
BT 5i12iE, ROFNEEFITLET,

| RPN X



| 1_>roHR

1xvroty 77 ||

CiscoNexus# v v arh— R 777V v 7 arvbo—7 TlX, a—VEEOT T L v L—)L
WZHESNWT, BESNTAXY MEIHITAZENTEET, 2O XD 7212 M, Cisco
Nexus# v afh— K 777 Vv 7 arbha—7 WebULBIOSAN 7 54 7 > MIFRRE
NFEHAL, ANV MINexus¥ valh—R 777V v aryba—7 5F—XX— X {REF
AT, EFA—NELILISNMP b7 v 7N LTIk SnEEA,

T=TNnbH T Ly — L E2RR, GBI, AE, BIXOHIERTEET, BEfFOA X b
T=TNANoH T Ly V=V EERTEET, T L— & LTREDA R &R
L. = FATar7 s RUEBNROHLET, 4 X2 hOFEMIE, 41X b 7—7 1T
BIRLTA R I, =B A A T s o0 RUDOAT T 4 —)v RIZHBIZBHE X
nET,

(GE)  CiscoNexus# v ¥ 2R —RK 777U v 7 a2 ha— Web Ul 725 EMC Call Home
AR REMHIT 52 8T TEERA,
a) L LORHETZHEL £,
b) ANy FEETICHE S L — VI EE: [#E (Scope) | BN L £,

[8F (Scope) | Kue v 7 & U R MIE, LANZ V—7 LR — bk 70— BMERNCFE
IRENET, [SAN/LAN], [R— b FIL—7T (PortGroups) |. £72IE[{EE (Any) | &%
RTEET, SANBEIOLAN DGR, 777V v 7 ERE I NV—TF3ALL v TF
YL TA R FOFPFHERINLET, R—h I —T Aa—T DI NV—T DHh%EIRIRT
XFEJ, @WAE LTHEE (Any) | Z&RTDHE, V7 Lo L—nunr o — Ui
SNET,

) Z7INTA4HEATTDD, SANLAN AL v F AR b 772 U7 4 A RDGIER
L/i‘é—o

T VT HEBELRWEGAIL, VANV R — FRREHSNET,
d Fey7Hor UAINL[ARY 24T (Event Type) | #3INL 9,
AR N AATEEELRWEAIZ, VALV RI— RB3EASET,

e) [FRBAMERSE (DescriptionMatching) | 7« —/V RC, —$ 5 XFHNE - IXEHRBE A1
fEﬂ]\/i—é‘o

—IVBETZ P, JavasZ— 2 7 5 ATHR— FENTWAHIEHESZHH LT,
ARX NOFBHATHFA M EDO—FEBBLET,

) [7Y T« JTEHE (ActiveBetween) | R v 7 A& A4 2L T, A X2 MRl S D EL)
7R R A I L E T,

F 7 x4 T, BRSHIZAEDIC S TWERA, DFY . L—VIERICT 75 47T
ﬂ—o

AR O .



B2 il |
By

G RIS TATT AT AN PEMH LTS TEE, TATYT 4T
A R RO —I L, TAT T 47 AR R NexusH » ¥ 2 h— R
Ty 7 Vv 2y ariue—7 IV T NI 2T DAL v FOT 7 a s lllo
TERSNDFHEDENRIRULTOHRERTE EF, 72L& ZIE, Nexus¥ v =
R—F7 77V ys arvba—7 LERRMRAL v FHOSRAT — FEHHI,
2% D [sync-snmp-password| AAA syslog 1 x> h 23 HEIEICARR SLET, 7
AT 4T AR NeElT 512, [ v v (Suppressor) | 7 —7 b
BB L, [1 X h 7Ly L— @B (Add Event Suppressor Rule) ] %
AT7Tur U4 RUzERHLET,

g) [Vv—/LDEM (AddRule) 1227 VU v LET,

.~ , - N »
ThooT429
CiscoNexusZ v alRR— R 777Uy 7 ara—F WebUl TT AT T 4 v TIEREFR
IRTEET,

WDOFETIX, [ (Operations) | >[4 RN k547 (Event Analytics) | >[7ho v T4 2T
(Accounting) 1> IZFREND T 4 —/L RIZOWTHBHLET,

TJa4—IL K BLL

Y — A (Source) FEIC SGT #HE L £,

User Name A=Y EEELET,

My ] ARy MDMERR S IR AR E L E T
B! AR TR LET,

T N—7 TN—T DRI EEE LET,

ROETIE, [#B1E (Actions) |Fey 77Xy VR NOT 7> a VHBIZOWTHALET,
INoOEEBIX, [#BE (Operations) 1>[4 N> b2 #T (Event Analytics) |>[7hO T4
>4 (Accounting) 1 IZFE RSN ET,

7Y aVIiER Bl
HIIER YA RNET AT T 4 TIEREHIRT 21213, 17%

IR C[HIBR (Delete) | @R L £,

JE—FI SRR

ZOETINE, By NT T ORI FAZND I FAL LT 77 w7 ORERERINET,

| IRV




| 1~> b
yE—ts5245 |}

25284 %2 )y UTHEERAFRRLET, 87202270y LT, ZI7RAZD
PR 2 R TE T,

A Ry 5
I



B v=—+ts5=z% e

| RPN il



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



