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* halt
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* san-admin
* shutdown
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* Sys

* uucp

* xfs
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SUMMARY STEPS

switch# configure terminal

(Optional) switch(config)# show role

switch(config) # username user-id [ passwor d password] [ expire date] [ role role-name]
switch(config) # exit

(Optional) switch# show user-account

(Optional) switch# copy running-config startup-config

oo kN2
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DETAILED STEPS

A—Y F7HI 2 & LU RBAC DERE

Command or Action

Purpose

ATy T

switch# configure terminal

Ta—N)L ary 74X al—ay T— NG
L/iﬁ‘o

ATy T2

(Optional) switch(config)# show role

AR —F m— L2 FR LEY, BBEIIET
T, o2 —H m— L E2FETEET,

ATvT3

switch(config) # username user-id [ passwor d password]
[ expire date] [ role role-name]

2—P—=THT L FERELET,

user-id 13, &K 28 SLFDOHEMTFDOLFINT, KL
FLNLFERKBENET,

77 4 )V k@ password [T EFR SN TV EH A,

Note IRATU— REFRE L2256, 22—
P—lI AL v FIZu T A L TERVES

NdY E£T,

expiredate =7 a VDT F—< v MIE
YYYY-MM-DD C9, 7 4/V hTit, £%hAI1xH
D EH A,

ATvT4

switch(config) # exit

rJa—N)L a7 4 Fal— gy B— REKRT
L\i‘g_c

ATy TH

(Optional) switch# show user-account

a— /LR EEF T LET,

ATvT6

(Optional) switch# copy running-config startup-config

ErarraXal—vark A4—kTv7a
Y74 F¥al—varilar—LET,

Example

RIZ, 2= TV M aRETDHHERLET,

switch# configure terminal

switch (config)# username NewUser password 4Tyl8Rnt

switch (config)# exit
switch# show user-account
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A—5 O—I)ILEXTIL—ILDER

FEE LIV — N EFIE, V= VBB SHDIEFRZRE L ET, P—/VSRIETET Sh *

T, e ziT. 1 o0a— N3 OO — L EESTNEEA.

reac oz [

JL—L 3 B L—L 2 L0 bR

WA S, = 23— 1 X0 bEfoEHA SN E T,

SUMMARY STEPS
1. switch# configure terminal
2. switch(config) # role name role-name
3. switch(config-role) # rule number {deny | permit} command command-string
4. switch(config-role)# rule number {deny | permit} {read | read-write}
5. switch(config-role)# rule number {deny | permit} {read | read-write} feature feature-name
6. switch(config-role)# rule number {deny | permit} {read |read-write} feature-group group-name
7 (Optional) switch(config-role)# description text
8. switch(config-role)# end
9. (Optional) switch# show role
10. (Optional) switch# copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
XF w1 |switch# configureterminal Ja—N)y a7 4Xalb—vay E— Raefllh
L&
R T w72 |switch(config) # role namerole-name a—HW—m— L EIFEL, e—L a7 fFXal—
varE—REBLET,
role-name 514513, K 16 SCF ORI F O LFH]
T, RLF-LENLFH B S E T,
R w73 |switch(config-role) # rule number {deny | permit} a<vy R A—LEHELET,
command command-string .
command-string (2 1%, A~ — 23 L OEHEBZ 5
HHTENTEET, & xiL,  [interface ethernet
AR, TARTOAS—F Ry b A U F—T = A AN
BENET,
VERBRORKIG 2D~y Fa0 g LET,
XTF w74 |switch(config-role)# rulenumber {deny |permit} {read | 3~ =-CTDENIEDFEAILY B /L — L F 713 FE4 0L

| read-write}

D /EEX AL —ILERTELET,
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Command or Action

Purpose

AT F5 |switch(config-role)# rulenumber {deny|permit} {read | gz LC, FiAH 0 FEAMRIGEARY &EX
| read-write} feature feature-name AL OHAIERE LT,
FERE Y A b & FRT 5121, showrolefeature =~
Y REMHLET,
B OEIE T Zoa~<y REEVIELET,
RFw 76 |switch(config-role)# rulenumber {deny | permit} {read | ¥§ge 7' /L — F1Z%F LT, FE4E Y B A A3 HL
| read-write} feature-group group-name D L EXALOHAINEZRELET,
BRE /7 NV —7 DU X M &R T 51213, showrole
feature-group =~ > RZMHA L £,
VERBBIOEIE T Zoa~<y FeoiRLET,
RXFw 77 |(Optional) switch(config-role)# description text o—VOMAEZERELET, MBAIIIARR—2bE
OHZENTEET,
R w78 |switch(config-role)# end u—/)L a7 4 Xal—aryEF—REKTLE
R
XFw 79 |(Optional) switch# show role a—HPF o — ) LORELTFRRLET,
T 710 |(Optional) switch# copy running-config startup-config| J 7 — h B8 L NY A ¥ — RNEFIZFE T2 7 4 X

L—ya B ARAX— K NT T ary7 X2l —3
NZaBE— LT, BHEEMRGERICRITL T,

T AE

Example

Iz, 22— a— LB ER L TL— L EBET A0 E R LET,

switch# configure terminal
switch(config)# role name UserA
switch (config-role) #
switch (config-role) #
switch (config-role) #
( end
( role

switch (config-role) #
switch (config) # show

FIL—TDERK

SUMMARY STEPS

switch# configure terminal

switch(config) # exit

Ll

. A—H¥ TFThI Y FE LU RBAC DERE

rule deny command clear users
rule deny read-write
description This role does not allow users to use clear commands

switch(config) # role feature-group group-name

(Optional) switch# show role feature-group
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5. (Optional) switch# copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

ATy T

switch# configure terminal

Ja—n) ar7 4 X¥al—ar T— &G
ng‘j—o

ATvT2

switch(config) # role feature-group group-name

a—F— g — URE S L — T R FEE LT, T — L%
B/N—TF a7 4 X2l — gy T— NaBh
LET,

group-name 1%, #ix K 32 SUFDOHET D LFHI T,
RICTFE/NLFDNRBEET,

ATvT3

switch(config) # exit

Ja—N\) ary 74 Xal—gy F— REKT
L/\ij_‘o

ATv74

(Optional) switch# show role feature-group

0 — ) VHERE S N — T REEF R LET,

ATy Th

(Optional) switch# copy running-config startup-config

V77— BEQNY AX— MNFIZEfTa 7 4 X =
L—varvaBAF—R Ty ary74FX¥alb—g
NZar— LT, BEEMEICHETFELET,

Example

WIZ, BEREZ NV —T BB DBl 2R LT,

switch# configure terminal
switch (config)
switch(config) # exit

switch# show role feature-group

# role feature-group groupl

switch# copy running-config startup-config

switch#

A—HA—JILA A —T A ARAR)O—DERE

=== A HE =T 2 AR —2EHTTEHRILT, 22— =BT I BRATEEA
VE—T A RAEHIPTEET, A NT IV ERATEEASN L E—T =2 AZADY X EHEL
¥4, ThEMERA VI —T oA ZADEETHEETE T,

SUMMARY STEPS

switch# configure terminal

apwbd-=

switch(config-role-interface) # exit

switch(config) # role name role-name
switch(config-role) # interface policy deny
switch(config-role-interface) # permit inter face interface-list
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6.
7

DETAILED STEPS

A—Y F7HI 2 & LU RBAC DERE

(Optional) switch(config-role) # show role
(Optional) switch(config-role) # copy running-config star tup-config

Command or Action

Purpose

&M

switch# configure terminal

Ja—r L ar7 4 Xalb—ay B— REBts
L/ji‘g_o

ATy T2

switch(config) # role name role-name

a—P—m— L EZEEL, B— AT 4 Fal—
vary ®—REBMBLET,

ATvT3

switch(config-role) # interface policy deny

=AU F =Tz A AR —ars T 4 Fal—
vary E—RFERMBLET,

ATvT4

switch(config-role-interface) # permit interface
interface-list

B—VINT JEATEDLA L HF—T A ADY X K
ZRELET,

VB A B —T 24 AT Da~y Raik
DIRLFET,

ZDawy RTIE, A=Y Ry "X —T A A
FHEECEFET,

ATy TH

switch(config-role-interface) # exit

a—NL AL HE =Tz AR —aL T 4 Fal—
varE®—REKTLET,

ATvT6

(Optional) switch(config-role) # show role

I REE TR LET,

ATy T17

(Optional) switch(config-role) # copy running-config
startup-config

RiTar 74 F¥alb—vark, AF— T v7a
V74X al—valat—LET,

Example

Wiz, 2= —=NT I ATEES L Z—T A AZHIRT DHIZDIT,

a—H—n—

WA —=Tx2A AR =2 BRSHH R LET,

switch# configure terminal
switch(config)# role name UserB
switch (config-role)# interface policy
switch(config-role-interface)# permit
switch (config-role-interface)# permit
switch (config-role-interface)# permit

A—H4 A—J)LVLANRY S—DLER

a2—YP— 11— )L VLAN R v —%2EFTHZ LT, 22— =017 7 ATE5 VLAN Z{fl[R

TEET,
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deny

interface ethernet 2/1
interface fc 3/1
interface vfc 30/1
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SUMMARY STEPS

switch# configure terminal
switch(config) # role name role-name
switch(config-role )# vlan policy deny

switch(config-role-vlan) # exit
(Optional) switch# show role

NO oA ®WN A

DETAILED STEPS

a——7h9o k& reac ooz

switch(config-role-vlan # permit vlian vian-list

(Optional) switch# copy running-config startup-config

Command or Action

Purpose

ATy T

switch# configure terminal

Ta—N)L ar 74X al—ay B— NeBG
L/iﬁ‘o

ATy T2

switch(config) # role name role-name

2—P—m— A EZEEL, =LA T 4 Fal—
varE®E—REMBLET,

ATvT3

switch(config-role )# vlan policy deny

2—/LVLANRY o—ar 7 4 Fal— g F—
RZEBAtR L £7,

ATvT4

switch(config-role-vlan # permit vlian vian-list

o0—/LNT 7B ATES VLAN OfFifHEZEE L £
ﬁ—o
WB 72 VLAN O T oo a~y REBEVIRLF
-g‘o

ATy TH

switch(config-role-vlan) # exit

o—/LVLANARY o—ary 7 4 FXalb—T g E—
REHTLET,

ATvT6

(Optional) switch# show role

0— /LR EEFT LET,

ATy T17

(Optional) switch# copy running-config startup-config

e

V77— BEQNY AX— MNFIZEfTa 7 4 ¥ =
L—a B AL — R Ny a7 Fal—3
NZar— LT, BREEMEICETFELET,

A—H—TF7Ho2 k& RBAC DEXFEDHERE

EKOWTRLO <y REFERLT,

RIEEMER L ET

avU kR B

show role [role-name]

Z—P— o —LOFREEFRLET,

show rolefeature

REY A 2 FRRLET,

show role feature-group

eI N—F D/ TEEFT LET,

1a—47h9> rsLURBACDEE [}



A4 TF7hYY rBELURBACDEE |

B 2 7979  rBEURBACOLI—F—THY F T4 RRE

avy kR

B

show startup-config security

AR —K T T a7 Xal—rvaroa—F7Thyr
FREEFRLET,

show running-config security [all]

EfFar 74 F¥al—Yaroa—HFThors NEERE
RLET, Al F—TU—FE2EETIE, 2—HFTho k
DF 7 )V MERFTRINET,

show user-account

A= TAT s MEREFRLET,

A—Y—TFHOUFELUPRBACHI—H—FThHo Uk

—

5

24 IV bk

=JL ==

X AE

WDOFRIZ, 2—F— T I FBLIORBAC AT A—FDF 74+ )V " REEZRLET,

Table 1: T2 AL bDA—H— 7 AV FEIUWRBAC/NT A —4

PR

ING A—4 FI+I bk
=P FHTL R RRAT— R | REE,
a—F—TH FOFYE |7 L,

A HF =T ARY —

FTRTCDOA VH—T = A AT 7 Aa[HE,

VLAN R Y 32— 4 _TO VLAN IZT 7 & AT HE,
VFC RU v— $T_T O VFC |27 7 & A ARE,
VETH R VU >— 4T VETH (2T 7 & A HE,
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