Q-in-QVLAN k> RILDERTE

* Q-in-Q h > FILZHONT (1 =)

cQinQ Fo RV IBIURLAY2Fa ha) b o ZOEEFHEEFHFEE (7
R—=2)

« 7 0 N4 X — VLAN Z i L7281 AY Q-in-Q O E FIH L Hilf9FHIH (9 ~—)
*Q-in-Q h>FNBIRLAF¥2 7 hard hrx ) 7ORE (10 X—)

AT VA R— MEEEE v bORE (20 —)

«Q-in-Q XTI X T DFFE (22 4—)

¢ Q-in-Q X E DS (24 ~—2)
cQin-QBILOLA Y2 T hand hrx ) TOREF (24 2—)

Q-in-Q F 2 RILIZDUNT

Z DOFTIE, Cisco NX-0OS 7 /34 A _ETIEEE 802.1Q-in-Q VLAN b X VEBI LA ¥ 2 71
FaLd bR T HERIET DHECOWTHHALET,

Q-in-Q VLAN h > RV ZHEHTHZ LT, =R Ta (¥ —FH 2D 802.1Q ¥ /%4 T
WX TR ST 7 L= NTBIIL T, AT < —ZNEMEH O VLAN 23~ TR L7208
5. AT TANT I FYyNTRRDINAS~—DRNT T 4 v 7 ERBETHZENTEET,

Q-in-Q kY4

P—E R R F—DETRA B AZv—TlE, %L DS, BR— 35 VLANID 8 &
'VLAN OFICEBOEMERH Y £3, F—P—EATa M X 2y NT—7OIFIER
NAZ—NEELT 5 VLANRFIZEEL, AV 7 7A NIV F X @ADL I AX~—D |k
T4 ZIFEALTLEIZERHVET, WAF~v—TLIZ—ED VLAN ID #iH 2 HV
WMCTHE, DAF—OFENHIR S, 802.1Q fHEED VLAN (B3 2% LR (4096 ff) %%
S TLENET,

Q-in-QVLAN o L0iEE I}



Q-in-QVLAN ko LOEE |
B cinaroxyy

\)

GE)  Q-in-QiX, F— K Fx XL THHR—FINTNET, FEFHY 27 ELTHR— KN Fr iz
BET AT, B—FF ¥ RZAANOTRTOR— IRFEL RV o ZRETRITNITRY F
A,

P—ER TS LT, 802.1Q bRV VU UHEREAEATH L. H—D VLAN 2 H L T,
BED VLAN 2 Ge h A X ~v—% VP KR—FTExET, =27 M X —DA 7T A
77 Fx ETChHAZ~—VLANID MEFES AL, [ U VLAN EICFET S LI AT, &
RBHNAZS—=INHD ST 7 4y 7 N5 BESVET, IEEER02.1Q iV » 7id
VLAN-in-VLAN Mfgfiigis L OVF 7 & X7y ha~D XX 712> T, VLAN A_X—R%
AR LET, 802.1Q ho RV v 7 EYAR— DXL IITRESNTZAR— ML, Frxi R—
FeWwWnET, bRV T ERETHHEEG. b O EHD VLANIZ by R— b
ZEIDYBCTES, HAX—T LIZEBD VLAN 2XLE T2, O VLAN [T A X <—D
VLAN 29 _XTCHR— M LET,

WYl VLANID Tl EBVICH I SN AZ~—D NT T 4 v T1F, WAEZ~—T
NAAD8021Q b TV R— b —E A Fu "M L —{llDx Y AL vF Ok FiL
—NMIREINET, DAF—T NS RV AL v FOMOY v 71%, —FO%mn
802.1Q 7 v 7 AR—1b, BN FF HR—FELTRESINTNDEDT, FEXNRY 7
TT, TNENDOH AL ~—|ZEADT 7 AVLANIDIZIE, R RALKR—F A X —T =
AAZEIDLCTES, LTFTOREZRRL T EEW,

1:802.10-in-Q + > )L R—

Customer A

VLANS 1 1o 100
T e
Cuslomer A
L L.I\N 1 lJ a0
I'\j ' 8%32.10trunk port \
~—— : s provider
e a
802.1Q trunk port ——”'/ et  Tunnel port \ BO2.10 trunk port
|" V'-AN 30 Tunnel port
i JE
Tunnel |:I-El|‘l d VLAN 30 \\\I
VLAN 30 Trunk Trunk
| - Dorls pnrts(_,-‘ /J
,""TUI'II"IE‘ port Tunnel Flﬂrt I'—l
VLAN 40 VLAMN 40
802 10 trunk port — \ -, 80210 trunk pcrt
U Iy
[L|lJr||E = Cus LJllrEE
WLANs 1 to 200 Tk VLANS 1 1o 200

Agymmetric link

P—EAT N, =Ty P AL v F D bRV R— MIEET L7 v b (#8722 VLAN
ID THTIZ802.1Q Z /fHIF STV D) 1F, WAF~—IZ—ETdH%HVLANID 2519 802.1Q
ZTDORPDVLA Y THTRIUELENET, XD AZ~<—D 802.1Q ¥ 7%, 17L&
Nz Xy hoRICHiRSNE T, LER-T, h—EATa "M X~ TTFTANT I Fx
WERT Ay NEZHIZY /TS ET,

[l 0in-QVIAN FURILOETE



| Q-in-QVIAN kR LDEE

#1747vuaNoyzs [

S iR, WAE~—D (—ER Tuf A= lkoTEV Y THNE) T7EA
VLANID A& ENET, (IRZ-—ICL-oTEV Y THNT) W4 2O VLANID 1%, %
EF774v27DVLAN T, ZO_EEZXU 7L, UTFTOKIIRTEOIWCEZ T 2% v 7k
% Double-Q F 7213 Q-in-Q & MEHENF I,

B2:8257%L, 802108 J1FE, BLUVZELITHE—HRy b TL—LA

Source
address
Destination Length Frame Check
address EtherType Sequence

DA | SA Len/Elype [ Data l FCS  [Original Ethernet frame

= Fio e b S o 80210 frame from

DA | SA Etype l Tag [ Len'Elype [ Data I FCS Pl e

DA | SA Etype Tag Elype Tag Len/Etype Data FCS
Double-tagged

frame on trunk
"

retwork devices 2

ZDOHFET, S S 7D VLANID A~S— A INE X 7D VLANID A~— R IRIFE L £ 8 A,
H—O/ VLANID (%, filx DO AZ~—DAfKD VLANID AR—RA &2 RT LN TEE
To ZOHEIZLY, WAZ—DLAY2RXy NT—2 2P —ERA TR X =Ry NTU—
7 BRITIER LT, BEDOY A MBI LAN A > 7T A T 7 F ¥ 2Bk T 25 2 & b alfEl
e ET,

\)

G

T4V

) MEERA X FThbbe T LD dotlg ¥ X2V Q-in-QIE VAR — FENTWHER A,

AND 'R

Ty AL vFTR2IQ o RV U T HFETDHHEIX, —EARA T A X —Fy hU—
TNy NEEETHIEDIT, 802.1Q N T v 7 R— NEHHTAMERHY 7, 72720,
P—ERTONRA X — Ry NT—7 OaT EZ@EimT 53y ME, 802.1Q 7> 7 ISL b7
YU FREFERNTOX LT VU TEEINDLEERHY £, 8021Q hT L EIND
DaT AL v FTHERATLHAICIE, 802.1Q N7 7 DXAT 47 VLAN %, [MILAA vF
EdDdotlg bRV R—RDEDRAT 47 VLANIZH —ESHRNWTLZEWN, R4 T+
ZVLAN LD T 7 4w 78 8021QEE N T v 7 R— b TH I anel 25720 TT,
TOD VLAN40 L, V—ER Fa ", F— Ry NT—=T DAY AL vF (AA v
FB) IZBWT, WAX—XNHD802.1Q hT7 > 7 R— b DFA T 7 VLAN & L TRE
SNTWET, DAFZ~Y—XDAAL vTF AL, VLANIO DX L& 7y h&, TI7&A

VLAN4O IZJBT 5, P—ERTBAAS X Ry NT—=T DAL v F BDAS) R0 AR—KC

Q-in-QVLAN o L0iEE I}



Q-in-QVLAN k> LDEE |

B o v270ranonrvryvyizonT

EELET, PV R—=bDT7 27 EAVLAN (VLAN40) I, Ty AL v FD LT 7
R—FDFAT 47 VLAN (VLAN40) LRIUZRDT, by R—b0bZE LY 7
7y MIZ802.1Q Z ZITBIENEH Ay 237w MTIE VLAN30 Z Z 721 3T %~
EATONRN,A B — Xy hT—I THIZ v AL v F (AL vFC) DT R— Ik

FE, HOAL v F PRI E o THAX =Y IZMEZ TERFESINET,

H3:rMT14TVIAND'RY

Tag not added
for VLAN 40 remaved

— Jalive VLAN 40
B - R T T q
/ provider \\ L
f Tunnel port J,"i/’
Switch B VLANS 5-50 Switch Ck;EAN 40

F' k.,l lagged q e
Q Iv! Q
i - VLAN 40

) ) " Tunnel port Tunnel part
Swilch A Access VLAN 40 Access VLAN 30
Customer X -~
502,10 / q
trunk pmrl — [
LANs 30-40 * e Swilch E

jlive WLAN 40

Q= 8021Q trur KDJl_ 2

FA T 47 VLAN OREZE R T D H5EIZ2 2H VY £7,

«802.1Q N7 I MBHDLTXTONT v b ("1 T 47 VLAN 25 Te) 73, vlandotlqtag
native 2~ FEfH LT/ fHifand ko, =y P A v FERELET, T
D 802.1Q N7 7 THAT 47 VLAN Xy MIZ T HAHT DL IICAAL v FEFREL
TeHa. AA v FIF TR ATy NEZELETR, ¥ I7HETry MNETEEELE
¥

\}

(G¥)  vlandotlgtagnative =z~ RiX, ¥_XTDO MF 7 R— K EDOX
x o JEMEL _?}if‘%:ffzé7 D%/\/Iz o< RTY,

TV AL FDNT LT R—bDXAT 47 VLANID 28, B A X ~— VLAN %Iz
BEWEIICLET, HEXFXINT T R— bﬂWAmm«QM®%?74y7%@
SR, ZO#FHUNOFFTE IR AT 47 VLAN ([ZEID ¥ TET,

L4278 ra)llD 2R TIZDNT

Y—bER TR =Ry N R THER INDIEEHOYA "I AX~—F, SFEIF
7‘;1/41727"1& havzEZiT LT, 9 XCOIUVE—F A bBLPe—b L ¥4 el &
AR PERIERTAILERH Y £4, 2= 7Y Y —Fa haj (STP) 2SI R#E

[l 0in-QVIAN FURILOETE



| Q-in-QVIAN kR LDEE
Levezatano kyryvyizont i

LTWAHERHY, ¥ XTHOVLAN T, B—h /P A FBILOY—ERTa ) Z— A
TIANT I FYRAOTRTOY E— M VA Magte, @R ANR= TV ) —5 8T 5
MENRH Y F9, Cisco Discovery Protocol (CDP) 1%, m—HAEBILORY E— K 41 b5k
BT HARAAT AL RAEZRMTHZENTELLENRHY, VLAN hF7F 7 Fa hajn
(VIP) X, WAZ~—F v hT—7DOFTXTOY A h&il L T—H L7 VLAN % E % f2fit
TOMERDHY 7,

F RNV AR— FTTF Z 7fFEBPDU ZFFA[ T 5 LD ICAA v F 2R ETE £7, 12protocol
tunnel allow-doubletag =~ > K& A X—T7WZT D &, BEOX TRfFHT iz AR ~—
BPDUMN R RNV R—RNIADE, WAZ~Y— T 7 47O IED 802.1Q ¥ 7 NMAFF &
. B VLAN # 7 (B—E R T a X X =l Lo TEVECONEIAE~Y—T 78X

VLANID) 2GBMMEnE 4, #7efbaniry MeEEnTtnEd, Lan-T, ¥—
R TaNRAE— AT TRANT I FYICERTH Ay NIEROZ 7R ohET,

BPDU 3 H—E R Funf ¥ — 3y NU—7 &b &, SMRY 7 HRHIBRS L, STOBEHD
2T PHT BT BPDU B A X ~— 3y NT—ZIZHEEENET,

Ja han hoRY UTPA R—=T NI DL R T aNM = A T TANT I F
DOZEMHI T AL TN, LA¥27 10 baLEaRHOMACT KLUATH 74k
L, V=R 7o M =3y NT—TDOWMETERFELET, Xy hT—T0DaT XA vF
T, 2Oy RS TIS@FE O/ v & LTz &EF, CDP, STP, 721X
VIPOZ7 Y vy Fabars—4% 2=y (BPDU) X, Vr—ERTa X, F— A TT A
N7 FxmmBmL, =R E— Ry NT—T OREMCH LIRS~ — AL
FETEEINET, F— 7y MIE L VLAN DT _RTOHAZ~<w— KR— FTZEINFE
7

802.1Q h> R U 7 AHR—FhTTur ha)dD bRV T A F—TMMILTWRWEA, —
ERAT NS — Ry T —7 OZE[O Y ET— F AA v F T/ BPDU Z3%(5H 7, HP
CDP, 802.1X, BLOVTP #MUNIEITTCEEHA, 70 had xR A F—
w?%é%é\%ﬂ%mmﬁz&v—*ykv—7®v4y2fm%nwm\%—fomﬂ
AH— %y b= HNTEEL TS LMK SET, 802.1Q h U /T
P—ERATONRS F =Ry NT—J BB LTI T T4 v I BEETD, SEIFERY A bOD
AR — AA v FTlI, HAZ~— VLAN D228k S £ 7,

\)

G 1vAa4v27uotrarobrx o7, Y727 TBPDUZ Fop U 7452 & CEfE
LET, A= =S FRZETHLEDBPDUIC LY CPUDARMARKEL 2D £4, A—
sR— 34 ¥ CPU DA EZET 5712, Software L' — ~ U 2 v X 2T 50N H 5
ANHVET, LA Y27 b b R—FDOLEWVEORE (194—) 5B L
TLEEW,

ez, UTOKT, hAZ~w—XIZIX, F—ER 7°D/*‘4’ H— Ry NT—T & LTHE
BESIZR L VLANIZA BDOAAL v FRbV ET, Fv NU—ZRBPDU%Z hox U 7L
RWNE L Ry FU— 7 DD A A » F 1% STP, CDP, 802.1X. BLUVIP v h 2L A& E
LLFETTEERA,

Q-in-QVLAN o L0iEE I}



Q-in-QVLAN k> LDEE |
B =570/ 5— VAN 28 L2 iR 0in-0

H4:Lq4v270ka) ko) vy

Cugomer X Ste 1
YLANS 1d 100
e . =
// Cudomer X Sle 2
V0LANE 1d 100
/—J
|
\ S— =
- Fgy I
Service ]
) provider \\‘
w4 VLAN 30
VLAN 3D. ', .
= I~ Funk Trunk ™2 \
/7 s pors .
|' Switch A Switch C )
0
'|

\ Switch B Switch D
| "{ Trunk Trunk 3

\\ ~_parts ports__ J

g " )

> VLAN40 vmmox‘//

“ -,

— A

Trurik =
Asymmetric link Customer Y Site 2
VLANs 14 200

Cuslomer Y Sted
WV0LANS 1d 200
RIOBITIZ, IAF~—X, A4 N1 DAA »F LD VLAN TEWET 5 STP 1%, W AHX~v—
X, VA F2DAA v FIZHESLL a v "=V 2 VARG A—H BEZEJETTIT, ZO% A bDA
A FDAN= T ) — 2R L ET,
PITFORKIE, BPDU bR U INA F—T N TWRNEED, HAX<—DF v k
J— 7 COER IR CERLET,
5:BPDU o) U #FERALGEMEERY hT7—5 rRAD

- s .

/ Customer A |

|. ﬁ virtual network —ﬁv ]
\ V0LANs 1ta 100 /

BT O/N1 F— VLAN Z{FFH L 1= 2R84 0-in-0Q

BT XA ' — VLAN &4 22NA Q-in-Q (X, HA— b D= —W[EAOEPHD I A X
~— VLAN % | DO ED 7 /834 X — VLAN [ZBEfFT 5 2 &N TED b U v ZHERE
THY, F— M ETEEDOIAX~<—VLAN 70/ N4 X —VLAN |Z= vy B 7T ET,
A= MIRE SN A HZ~—VLAN DWTNNIZ—ET D VLAN ¥ 7 DBfFn7z 3 > R,

[l 0in-QVIAN FURILOETE



| Q-in-QVIAN kR LDEE
QinQ FURYLTBEGLAY2Ta RN ForyvrozEEELsinEE ]

Y—ER FuNfF—=VLAN DT T 2L TVLAN 7 7 7 ) v 7 &K T horx ) v~
TENET, WTRMEAT Y NI WEAT Yy bOLA T 2~y F =D L LTAHRK
~— VLAN % 7 #{ris L £,

Q-in-Q FoRYUITEBELULAV2Ta ROl FURY)
VOMDEEFIEEHNEE

Q-in-Q ho RV U IZBIPLA Y2 bR 7120, IROREIZEHTLHA T A > LHilK
HENDHY £,

cQ-in-Q L, VY—ER Fa M =Dy T NA ADHAS~v— A 2 —T A AT
RETHDMLERHY £, A —P Ry b7 L — A7 Cisco Nexus 9000 >V — X XA » FIZ
AHEND E, AL v FIF 1 DOEERENT2 DD 802.1Q ~v X —%2 o7 L— L%k
BT METEEE A, RIS, Q-in-Q I P/ bA —P %> b 7 L —LA7802.1Q ~
H—D 720N CiscoNexus 9000 'V — R A A v F 2 HNTHUENS HGE. AA v FITH
—DHRERTENTA —F Ry b T L—A05 2050 802.1Q ~v ¥ —% 1 7 WALRER T
FEHEA,

BED VLAN O~ v BV IR R—FENTWHET,

< )VF % 7'} % BPDU IZ. Cisco Nexus 93108TC-EX 33 L TN93180YC-EX A A v F TH AR —
FEHTWET, K3 ODX T EFR—FLTWET,

~ VT X JAFE O BPDU TR Q-in-Q ho R U U7XV R—FEShEHhi,

~)VF K 7fFE& CDP 8 XN STP BPDU OAN YR — kI E4,

RBHWHIOZ 713517 0x8100 THAHMLENRH Y £,

BELDIRIRW Q-in-Q # Z1I AR —h SN TWEHA, 2FV, Q-in-QIEH DA ¥ —
72 ATHEED SP ¥ VT R— K LEHA,

e —ERTUNA X — Ky NT—T DAL v F X, Q-in-QXFL7IZXDBMTUY A X
OHIMKHET D X I ICHET H2HENRH Y £,

«Q-in-Q ¥ /&SRy FOMAC T LA T—=270%, 4 VLAN (—E 2 7
A A —VLAN) Z Z\ZHASNTWET, B—DOMACT RLUADREEONES (hAX~—)
VLAN T SN ABLEICBW TR, N7y NGEEORENRRETI2HE013H0 £,

e LAYILULDONRTA—2L, PRIV T T 4y TIEF#BTEETA (LAY 35650
REETT RV RRE) o bW NI T 4w 73NV —T 4 7 TEEEA,

» £ 721% system dot1g-tunnel transit & 7213 system dot1g-tunnel transit vlan provider_wvian list
Ay FiZiE, ROHIRZH Y £,

*« MPLS., GRE. B XU IP-in-IP #fEI1L. hbDa~r FRAL v F THEEENRL T
BA. Q-in-Q Fr RV v THERE L HAB OB T RAICHEEREE L £ A,

Q-in-QVLAN o L0iEE I}



Q-in-QVLAN k> LDEE |
B cinoroxyssssviLsvaroran roRYLIOEESELHNEE

s VPC AA v F T Q-in-Q h> RV U THEDE NI/ > TWBEHEIZ, Zhbna<
VREEBRTAILERHY FT,

s INBbOa=y KX, 735 AN Q-in-Q. HTRW Q-in-Q. BL UKD T m/ A &
VLAN H¥HE 2 i 2 7284 A Q-in-Q THERL SN D H5A . Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2 A A v F I L W9700-EX/FX/GX 74 > I— K& AT
9500 THAR— F I FET,

s INBHDATY RBHREINTWAEAE, R—FDFXA T 4 7VLANTH-TH, b
TG R—FEHBLATY2 7L —MERIZEZ T ENET,
* Cisco Nexus 9000 >V —ZADFT /XA AL, b b 8T 7 4 v 7IZ%kd 25 MAC LA ¥
ACL/QoS (VLANID L UNEFIE/4E%E MAC 7 R L R) ORERIETE £7,
cMAC T RLARIZHEASS 7L —ARAEEATALERLY £,

« FERIRY 7 TIE 1 DOR—FET A N T v F 735728, Dynamic Trunking Protocol
(DTP) ZYA—FLEHA, BRAETEI 21225 X 01C, AR > 7 @ 802.1Q
NI R NERETLHMNENDH Y £7,

« 77 A4 _X— ]k VLAN ZHHR— b2 L9 ITRE IR — M 802.1Q hrxr U » 7ikiE
ERETHIEEFTEERA, 774 — K VLAN L, ZHHOFEANZIILETIEH Y
FHA,

« hFJLVLAN D IGMP A X —VE U 7% T 4 v —T /T H0ENH Y £,

* XA T 47 VLAN COXX U T aMRFL, ¥ 772 L N7 7 4 v 7 #FEET HI2IE, vlan
dotlQ tag native 2~ > & ANT2MENHY £F, Z0a~vr Rk, x47 47
VLAN D% E I A& Ik T&E £,

*802.1Q A v H =T A A% Ty Y R—=NMITHIIICFHTRET HDLERDHY £,
¢« IGMP A X — > 71X W VLAN Tl AR— F SN EH A,

* Q-in-Q /%, Cisco Nexus 9332PQ. 9372PX. 9372TX. B LW 93120TX AA v F DT v 7
7 R— k& NIK-M6PQ % 721% NOK-M12PQ DILFAHEEE Y = —/v (GEM) ###i L
7= Cisco Nexus 9396PX. 9396TX. L TN93128TX A A v F TV R—hENTWEHA,

+ Q-in-Q k> F/LiL, Cisco Nexus 9300 F53LTN9500 2V —X FNRAZADT TV r—3 v
V—7 x>V (ALE) 7 v 7V 7 Rm— MIETAHEEORELZ T 5 AR
HBOVET (TALET v 7'V > 7 K— METHH0FE] )

*Q-in-Q b VU7X, IR®D Application Spine Engine 2 (ASE2) 35 X U Application Spine
Engine 3 (ASE3) ~X—Z® Cisco Nexus A > F TiIH A — F I THWEHRHA,

« ASE2 - N9236C, N9272Q. N92304QC. I LT N92300Y
* ASE3 - N92160YC-X

 Quin-Q ¥ XL/ IFHH— F SR TVEE AL

[l 0in-QVIAN FURILOETE


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/ale_ports/b_Limitations_for_ALE_Uplink_Ports_on_Cisco_Nexus_9000_Series_Switches.html

| Q-in-QVIAN kR LDEE
EHT O/ £ — VIAN %A L-2iRm eina oz gsmesinsE

* Layer 2 7a ko brx ) 7L, N9K-X9636C-R, NIK-X9636Q-R, NIK-X9636C-RX
FA v H— R&E##E L7 Cisco Nexus 9500 > ) — X AA v FTIEIR—FENEH A,

« N9K-X9636C-R, NIK-X9636Q-R. NIK-X9636C-RX T A  #1— R & 44 L 7= Cisco Nexus
9500 > U — R AA v F TlX, Q-in-QIIAR— FELFAR—FF¥XLDOLA¥2T 7R
VLAN = v OF A A TOLYHR—FENET,

* FEX X &1 Q-in-Q A — F TII¥ AR — hshFEHA,

« 2= RlI2potocol tunnel stp 73 b F/b A v 2 —T =2 ATRESN TV LA, b—b
A T BNA L —THRET D VLAN [T AZ~—F > NV —2 D VLAN & (3572 5 03278
HYET,

BT O/ N1 F—VLAN Z{EA L -:#Z R 0-in-Q DFE
EIE L FINEIE

« BHD T 1A F— VLAN %9 2 38IRA) Q-in-Q 1Z1F., BINAY Q-in-Q (ZPH T B BEFED
HIRFEE A RIA NI _RTHEHAINET,

« Cisco NX-0OS U U — % 9.3(5) AR, #5711 % — VLAN Z i ] L 72 538=4R A Q-in-Q
BElX. CiscoNexus N9K-C9316D-GX. NIK-C93600CD-GX. NIK-C9364C-GX A A »» FTH
— hENFET,

« BT 1A X — VLAN & H L7238 RA) Q-in-Q #EAEIX. Nexus 9300-EX. 9300-FX. ¥
LTRN9300-FX2 T v b 74— L THR—FENET,

¢« VPCR— k F ¥ X)L TEED T 1 /31 F— VLAN A 32— 7 /LT 5841, vPC BT
BICTHREN—BELTWAKLERHY £,

*VPC & v N7 v 7 THEHED T 134 X — VLAN #REZ {5 L TEHRM Q-in-Q 2 FAITT 5
BA1x,  Tsystem dotlq tunnel tunnel] A ZhZ9 5 Z & 2 HEEL £,

WHEDORNT 7 TIET /", X — VLAN ZH A LW Z & Z2HER L E7,

DTN, T —VLANA VZ—T 2 ADVLAN U 2 F&ZZFR[LTWDE R T A
VH—=T 2 A AT, FAT 47 VLANB L O T 134 Z—VLAN OB %] LET,

o I"— F 5 VLAN ~D~ v ¥ 7 (ff : switchport vlan mapping 10 20) (%, B0 7 o
A 4% — VLAN T&IRH Q-in-Q HICFHKE SN/ A— R Tl A— FShvEH A,

« 774 ~_— K VLAN X, D7 v /31 ¥ — VLAN TiERH) Q-in-Q FIZEE S N/-HR—
FTCIEHAR—FINEEA,

L AY2AA F U T OBRDBYR—FENET,
e 7 /NAf X —VLAN TO/L—T 4 TR — SR TWhEHA,
« FEX (%, %07 v /31 ¥ — VLAN Z {3 28RM Q-in-Q TIEVHFR—FINnEHA,

Q-in-QVLAN o L0iEE I}



Q-in-QVLAN k> L0EE |
B oo russULv2Ta IO bRy LT ORE

« I T 1A Z— VLAN Zff ] L7238 Q-in-Q

« VLAN1 NEEBO T a3 A X — ¥ F il L CGRR Q-in-VNI 2 L TRA T 4 7
VLAN & L THESNTWDEA, *47 47 VLAN EO T 7 v 7 Rkuy 7 En
F9, A— PR Q-in-Q THRESNTWAHHAIL., VLANL Z %A T 1 7 VLAN & L
TERELRWTLEEY, VLANIS A A ¥~ —VLAN & L CRESNTWAEE. VLANL
DT 7497 Fay7FENET,

B7 VA R— bRty MBI HIEFEEHIREIER

¢ CiscoNX-OS U U —293 (3) LIfETIL, IPv4 7 X — L A %Z4&# L 7= Cisco Nexus
C9348GC-FXPAA v F THEHAET 7/ A R— M v FBRTR—FENTWET,

cHET VA R— MEREE v NI, IROEEE TR SN ET,
« 77 A ~_X— kK VLAN (th % VUEEEDH D)
« B Q-in-Q
e AR—hFEFXF2UT 4
« PVLAN 5 L ONEIRM Q-in-QIZRHT 2T _XTOHA KT A > EHIRIL, AT 7t A KR—
Mgt Y MobEHA S ET,

« "— b &— N ® private-vlantrunk secondary (%, #5772 2 A— Mgt v FTHAR—
FEhET,

«VPCR— N F¥ RNVTHEHET 72 KR— MEfEL v bE2ETTHHEIT. REN vPC
7 2R T—ELTWA I AR TANERHD £9,

HET VT EAR— MEREE v A FEITT H5EIE. systemdotlg-tunnel transit & AT 5
TEEHERELET,

« I"— Kk VLAN = v ' 7" (f3i] : switchport vlan mapping1020) (¥ 74HR— k& TV EHE
Aoe

< JEIRAY Q-in-Q TV A V2 AA v TF U T DHNYR—FINET,

AT VA R— MERED R AT 4 7 VLAN TlX, V—T 4 T OB R—FENE
j‘o

Q-in-Q FoRILBLULAVY27AIILD R Y
7 DEETE

80210 k>R JL R— FDERL

dotlqg h > RNV — R ZAERLT B I121E, =~> RZMMH L E3, switchport mode

[l 0in-QVIAN FURILOETE
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s0210 ko x K— rotes [

\)

GE) a<URFZ2EMALT, 802.1Q h v R AR—hE2x vy PR— MIRETIHILEND Y 3,
spanning-tree port typeedge /" — ~ ® VLAN 2 23— 7% switchport accessvlan vian-id
AL TERELET,

dotlg-tunnel R — MIFEIV B THN=T 7 A VLAN O IGMP A X —Y 7% T 4 &—7)LIT
LT, ¥AFFYr AL X7y bR Q-in-Q o RNV EBBTELLIICTIHILENDY £9°,

Q-in-Q W MU ETIT A PR NACIRR O BN & R 7272 SP 7 T U RNORMIFEZR kR » -
Z BT, T_XTD VLAN & 7 D — b L ARy MERERGFEEITOICE, Ry T —7
2KCLI =~ > K system dot1g-tunnel transit Zi% & L £9°, CLI ZHIBRT DIZiZkD a2~ K
% E L E T, nosystem dotlg-tunnel transit

system dotlg-tunne transit 2~ > R THHR—FENDHT T v B 74— A EHIBRFEEIZOWT
IE. TQuinQ Py RV L IBERLA Y270 hal kR v 7 OEESIEA & K
(T_=Y) | BZ7 v arvEBBLTIEEND,

186D HHIIZ
FZLOIZ, AA Yy TF R—he LTA I =T oA ZAERETDHLERDHY £7,

FIEDHE
switch# configureterminal
switch(config)# interface ethernet slot/port
switch(config-if)# switchport
switch(config-if)# switchport mode dot1g-tunnel
(f£7) switch(config-if)# no switchport mode dot1qg-tunnel
switch(config-if)# exit
({E&) switch(config)# show dotlg-tunnel [interfaceif-range]
(f£&) switch(config)# no shutdown
(f£&) switch(config)# copy running-config startup-config

© O NSO HLN

F IR D 8

AU RFERET7TIV3 Y B
R w71 |switch# configureterminal Ja—r ) ar7 4 ¥al— gy T— iRt
LET,

ZFw 72 | switch(config)# interface ethernet slot/port RETDA LV H—T = ABHEL, /1 F—T =
A AT 4 FXal—raryE— Rt LET,

R T 7 3 | switch(config-if)# switchport A VH =T 2 A A LAV2AL v F T R—hE&
LCHRELET,

Q-in-QVLAN o L0iEE I}
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Q-in-QVLAN k> L0EE |

ARV KRFERIETI Va3 B#
R v 7 4 | switch(config-if)# switchport mode dot1g-tunnel R— M2 802.1Q o RN EERLET, A& —
TxARE—RNEERETLHE, R—MIF¥TL,
Bl GR—h 77 v7) anEd, hrxn
A B =T 2 A ATILBPDU 7 4 )V Z U THA
F—T WA . CDPRT 4 B—T W70 £,
ATw 75| (f£&) switch(config-ify# no switchport mode R— FT802.1Q h RN ETF 4 E—T M LET,
dotlg-tunnel
Z v 7 6 | switch(config-if# exit ayv 74— gy E— FERTLET,
ATwF1| ({EE) switch(configy# show dotlg-tunne [interface|dotlg-tunnel € — RiZdH BT X THOR— F 2R R L E
if-range] T, BEIELT, RRTDHA ¥ —T = AFET]
3A =T oA ADOFMERETE LT,
AT 78| (f£E) switch(configl# no shutdown RV —BNN—Ry=7 R —¢&—T5H1
=T 2 A ABILNPVLAN DT —% 27 U T LE
T, ZOaTRNZEY, R =T urII07
DFATTE, R— IR T7 v/ T&EET, AU T—NRN
KIS LTV W4T, =7 —|3 error-disabled 78 U
IRREIZ R £
AT 79| (f£E) switch(config)# copy running-config FEifrary74Xal—vark, AX—r T vT
startup-config Y74 Fal—varilar—LET,

151
Y/ o

switch# configure terminal

switch (config) # interface ethernet 7/1

switch (config-if)# switchport

802.1Q kb ARN— b &AM T D6 2R L £,

switch (config-if)# switchport mode dotlqg-tunnel

switch (config-if)# exit
switch (config)# exit
switch# show dotlg-tunnel

80210~ > RJL AR— FTOE RN Q-in-QDVLAN T v EV T DERTE

802.1Q kv /L AR— bk TEIRAY Q-in-Q O VLAN ¥ v B> V' 2R ET 5121, RO FIER FEAT

L/\i‘a_O

\}

GE)

FUCA v Z—T 2 AT, 151D~y 7 L®IRE Q-in-Q ZRETE XA,

[l 0in-QVIAN FURILOETE
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80210 k2L K— R TOERM G0 DO VIAN T v EL 5 0EE

FIEDHE
1. switch# configureterminal
2. switch(config)# interface interface-id
3. switch(config-if)# switchport mode dot1g-tunnel
4. switch(config-if)# switchport vlan mapping vian-id-range dotlg-tunnel outer vian-id
5. switch(config-if)# exit
6. switch# show interfaces interface-id vlan mapping
7. switch# copy running-config startup-config
FIED %
ARV KRFERETI a3 Y B#Y
R T 71 |switch# configureterminal Ja—)LarZ 4 FXalb—ary E— NG

Liﬁ—o

ATy T2

switch(config)# interface interface-id

=R Tanf Ry U= 7T SNDA
VE—T 2 A ADAVE—T 2 A A AT 4Fa
L—yarE— Rt LET, WBif 4 —7 =
A A % 7214 EtherChannel " — b T R /L% A ) CT&
7,

ATvT3

switch(config-if)# switchport mode dot1g-tunnel

RNV R—=FELTA LV E—T oA AZHRELE
7,

ATvT4

switch(config-if)# switchport vian mapping
vlan-id-range dotlg-tunnel outer vian-id

~ v B 795 VLANID # AT LE4,

e vlan-id-rangel : WAZ~—F v FU—T hH A
A v FIZANDH A% ~—VLANID (C-VLAN)
DOHIPH, FEETE HHEPHIZ 1 ~ 4094 T,
VLAN-ID DA U 7% A TEFET,

eoutervlan-id : Y — v X Fu X, X — Ry T —
7 DAER VLANID (S-VLAN) # AH L £,
FRECTE2%MIT 1 ~ 4094 TJ,

ATy Th

switch(config-if)# exit

a7 4 FXalb—varyE—REKRTLET,

ATvT6

switch# show interfaces interface-id vlan mapping

BE 2 MR L E T,

ATy T17

switch# copy running-config startup-config

RIFELET

VLAN <= v ¥ JEREZHIFRT 5 121%,
outer vian-id =~ > RZ&ZfEH L £7,

no switchport vian mapping vian-id-range dot1qg-tunnel
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B =700 85— van oERM 0in-0 £8ET B

WOFHITIE, A= FMIERL7ZQNQ~ vy B 7 EREL T, C-VLANIDRA I ~50 77 4 v
773, S-VLANID 28 100 THDHAA v FICAD L HICT D HiEEZRLET, £DMD VLAN
DO 7427 ZReyFERET,

1

switch (config) # interface gigabitethernet0/1
switch (config-if)# switchport vlan mapping 1-5 dotlg-tunnel 100

Switch (config-if)# exit

BT O0/4 £ —VLAN T:ERK 0-in-Q ZETET 5

FIRDOHE

FIRD

1R BHIIZ
7aNA X —VLAN R ETHLERDH Y 7,

switch# configureterminal

switch(config)# interface interface-id

switch(config if)# switchport

switch(config-if)# switchport mode trunk

switch(config-if)# switchport trunk nativevlan wvian-id

switch(config-if)# switchport vlan mapping wWan-id-range dotlg-tunnel outer vian-id
switch(config-if)# switchport trunk allowed vian vian list

switch(config-if)# exit

switch(config-if)# show interfaces interface-id vlan mapping

©ENSDGOHRWN A

AR NFERERTIVa Y

=)

ATy T

switch# configureterminal

Juau—n)L a7 4 Xal—gy T— NELG
]\/i‘j‘o

ATy T2

switch(config)# interface interface-id

P—ER TS F Ry T =TT S LD A
VE—T 2 A ADA LV E—T 2 A AT 4Fa
L—ya ' —RaflaLEd, WA 24 —T =
A A F 7213 EtherChannel IR — b T R /L% AJ)CT&
7

ATvT3

switch(config if)# switchport

A B —T oA AR VLATXY2AAL vF L T HR—FL
LTRELET,

ATv74

switch(config-if)# switchport mode trunk

AV F—T 2 AEVAT2IET 7 Hm b E LT
RELET.

[l 0in-QVIAN FURILOETE
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FURILDERE

BT 0/ X— VAN TERM 00 22555 [

AU RFERETIVa Y

B8

AT 75 | switch(config-if)# switchport trunk nativevlan vlan-id|802.1Q k5 > 7 ® %A 7 4 7 VLAN # % E L £,
BB 1 ~ 4094 TH, 7 7 4L MEIX VLAN
1 T7,
RF 7 6 | switch(config-if)# switchport vian mapping ~ v B /4% VLANID # A LET,
vlan-id-range dotlg-tunnel outer vian-id .
e vlan-id-rangel : W AZ~— Ry NU—7nbH A
A v FIZAND T AH~—VLANID (C-VLAN)
DEIPH, FEETE DHMHIL 1 ~ 4094 TT,
VLAN-ID DA N Y > 7% AJJTEET,
e outervlan-id : —E R YA X — Ry fhT—
7 DI VLANID (S-VLAN) # AJjLET,
fRETX HHEPHIL 1 ~ 4094 TT,
2 5w 77 | switch(config-if)# switchport trunk allowed vian Nov o A F—T A ZADFFA] VLAN 2R E L
vian list i
R T 7 8 | switch(config-if)# exit Oy 7 4 F¥al—vary E—REKTLET,
R Fw 79 |switch(config-if)# show interfaces interface-id vlan |< v v'o 7O E DO

mapping

WOBITIE, 8D 7T 1,34 Z— VLAN TEIRP Q-in-Q % &9 5 HikERLET,

1

switch# sh run int el/1

interface Ethernetl/1
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

mode trunk

trunk native
vlan mapping
vlan mapping
vlan mapping
vlan mapping
vlan mapping
vlan mapping
vlan mapping
vlan mapping
vlan mapping
vlan mapping

vlan 2

1201-1600
1601-2000
2001-2400
2401-2800
2801-3200
3201-3600
3601-4000

switch# show
Interface Ethl/1:
Original VLAN

3-400 dotlg-tunnel 400

401-800 dotlg-tunnel 401
801-1200 dotlg-tunnel 10
dotlg-tunnel
dotlg-tunnel 9
dotlg-tunnel
dotlg-tunnel
dotlg-tunnel
dotlg-tunnel
dotlg-tunnel
trunk allowed vlan 2,9-10,400-401,600,1400,2099,2800,3000,3967

1400

3000
2099
2800
3967
600

interface el/1 vlan mapping

Translated VLAN

Q-in-QVLAN o L0iEE I}
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B cinomoEtherype 0z E

7 400
8 400
9 400
10 400
11 400
12 400
13 400
14 400
15 400
16 400
17 400
18 400
19 400
20 400

switch# show consistency-checker selective-ging interface el/1
Fetching ingressVlanXlate entries from slice:0 HW

Fetching ingressVlanXlate entries from slice:1 HW

Performing port specific checks for intf Ethl/1

Port specific selective QinQ checks for interface Ethl/1 : PASS

Switch#

Q-in-Q A ® EtherType DZEE

AA v T, 802.1Q B LN Q-in-Q 1 7 /AKIZ 0x8100 DT 7 /v k@ EtherType & fli F L &
7 EtherType I, AA v FAHR—F A F—7 A AT 0x9100, 0x9200, I & 0x88a8 (Zi%
ETEEHA,

L4277 ra)l boRILDA 2—TILE

802.1Q h > /L R—hrTFu had bRV 7oA F—T I TEET,

FIEDHE
1. switch# configureterminal
2. switch(config)# interface ethernet slot/port
3. switch(config-if)# switchport
4. switch(config-if)# switchport mode dot1g-tunnel
5. switch(config-if)# 12protocol tunnel [cdp | stp | lacp | lldp |[vtp]
6. ({£E) switch(config-if)# no I2protocol tunnel [cdp | stp | lacp | lldp [vtp]
7. switch(config-if)# exit
8. (f£&) switch(configy# no shutdown
9. (f£&) switch(config)# copy running-config startup-config

FIED ¥

ARV KRFERRETY a3 Y B#J
R T w 71 | switch# configure terminal Ja—)ary7 4 Fal—arE— Reflk
L/ \i‘g_(]

[l 0in-QVIAN FURILOETE
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Levz7aran brrrosx—Iut ]

ARV RFERETI Va3 B#Y
2 5 7 2 | switch(config)# inter face ethernet slot/port BETHA LA —T e A ABEEL, A X —T =
A Aary74Xal—arT—RefBLET,
25 7 3 | switch(config-if)# switchport Ao BT oA A LAY 2AL v F L7 o R &
LTRELET,
R T 7 4 | switch(config-if)# switchport mode dot1g-tunnel A— M 802.1Q N RAFIERLET, £ v ¥ —

To2A AE—REELETDHE, A—MIF¥ T L,
B (F—h 7797 ShvEkd, brx
A B =T 2 A ATIEBPDU 7 4 VX U T HA
X =TT . CDPIAT 4 B—T M2/ £,

AT 7 5 | switch(config-if)# |2protocol tunnel [edp |stp [lacp| |L A2 Fa haid b x ) o T i A X—T NI
[ldp |vtp] L9, SETEC T, CDP, STP. LACP. LLDP
F7/IXVIP bV v 72 AhcTEET,

ATw 76| ({£E) switch(config-ifj# nol2protocol tunnel [cdp || 7’2 hadD h o) o 7% T 4 —7 ML

stp | lacp | lldp |vtp] R
Z v 7 7 | switch(config-if)# exit aL I 40—y B— REKRTLET,
AT 78| ({£E) switch(config)# no shutdown RU—DBN—FRozT7 R v—¢&—%HT51

H—=T 2 A ABIXARIVLANOZ T —%2 27 U T LF
T, ZOATU NI, RV =T s3I0y
PATCTE, R— "R T7 v 7 T&xET, AU —N
SIS LTV WiA1E, =7 —I|3 error-disabled 7R U
—IRBBIZ 72D £,

ATw 79| ({£E) switch(config)# copy running-config EfTar74F¥al—varvk, AF—LT v 7o
startup-config Y74 F¥al—varilar—LET,
51
WIZ, 802.1Q o RNVA— R TT R hald h 3V v 7 E A RX—TNWT D% R
LET,

switch# configure terminal

switch (config) # interface ethernet 7/1

switch (config-if)# switchport
switch(config-if)# switchport mode dotlq-tunnel
switch (config-if)# 1l2protocol tunnel stp
switch (config-if)# exit
switch(config)# exit

Q-in-QVLAN o L0iEE I}
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B cooran bosn k= Mz 25 0—/ 00 Cos DB E

L27JOkra)L FoRILR—FIZTRT S5 B—/\)L CoS DERTE

Fo b R— DA BPDU BIEEINTZV TATh T MbENnNs Lo, y—ER 75
2 (CoS) DfEi%E 7o — S )LZHEETE £T,

FIEDHE
1. switch# configureterminal
2. switch(config)# |2protocol tunnel cos value
3. (f£E) switch(config)# nol2protocol tunnel cos
4. switch(config)# exit
5. ({LE) switch# noshutdown
6. ({£&) switch# copy running-config startup-config
FIED ¥
ARV RFERRETI Y B
R T w 71 | switch# configureterminal Ja—s)L a7 4 Falb—g )y E— KEHB
L/ \i‘g_o
R v 7 2 | switch(config)# [2protocol tunnel cos value FTRTCOLAF27 2 Fatd bR 7 R—k
T/ u— L CoSEZIEELET, 774/ |k CoS
1% 5 T9,

ATv7F3| ({£E) switch(configy# nol2protocol tunnel cos 7 a—sL CoSE%ET 7 4 /v MEIZERE L E T,

R T v 7 4 | switch(config)# exit a7 4 b—v gy T— REKTLET,

ATv 75| ({LE) switch# noshutdown R) =M= FRo 27 R —L—FT5H1
H—=T 2 A ABIOPVLAN DT —% 27 )7 L%
T, ZOav s RZEy, R)—Tur7I07
DFATCTE, A— MR T7 v T&EET, AU T—NM
RS L TR WAL, =7 —(X error-disabled 73 Y
—IRRBIZ 2 D £,

RATv 76| ({EE) switch# copy running-config startup-config | E{72> 7 4 Xal—vara, AX— K7 v 7 =
v 4Fal—Yaiiar'—LET,

151
W2, vAFv27a bhald horx ) o 70007 a—_)L CoSHETaET 55 %
i—\‘ L/i bé‘o

switch# configure terminal
switch (config)# l1l2protocol tunnel cos 6
switch (config) # exit

[l 0in-QVIAN FURILOETE
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Lev27oran korn f—roLznEnzz [

L4278 ra)l bOoRILR—FDLELMEDSETE

LA ¥27a bhardbrrx ) 7 R—MIHTHER—F FryZBLRYyy MU UE

HHEECEET,
FIEDHE
1. switch# configure terminal
2. switch(config)# interface ethernet slot/port
3. switch(config-if)# switchport
4. switch(config-if)# switchport mode dot1g-tunnel
5. switch(config-if)# 12protocol tunnel drop-threshold [cdp | stp | vtp] packets-per-sec
6. (f£&) switch(config-if)# no I2protocol tunnel drop-threshold [cdp | stp | vtp]
7 switch(config-if)# 12protocol tunnel shutdown-threshold [cdp | stp | vip] packets-per-sec
8. (f£&) switch(config-if)# no I2protocol tunnel shutdown-threshold [cdp | stp | vtp]
9. switch(config-if)# exit
10. (&) switch(config)# no shutdown
1. () switch(config)# copy running-config startup-config
Flgn
ARV EFEREEFT7OV3 Y B#Y
25w 1 |switch# configureterminal Ja—n) a7 4 Xalb—g )y E— RERRE
LET,
R w72 |switch(config)# interface ethernet slot/port BWETAA LI —T =2 AEEEL, f X —T =
A AaryT7 4 Xal—raret—RefBLET,
AT w73 |switch(config-if)# switchport AE—=T 2 A RAE VLAY 2AAL T 7 FA—F
ELTRELET,
RTFw 74 |switch(config-if)# switchport mode dot1g-tunnel AR— FIZ 802.1Q bRV EMERK L £,
XTF w75 |switch(config-if)# 12protocol tunnel drop-threshold | FEZEX N ARNCA ¥ — 7 = A AT TX 3K
[cdp | stp | vtp] packets-per-sec Ny MEEEELET, HEILST T, CDP,
STP, 7T VIP ZfRETEE¥, "7y hOAT
Bh7sfEIX 1~ 4096 T9,
ATvT6 (&) switch(config-if)# no I12protocol tunnel LEVWMEZO0ICYVEY ML, FRY T LEVWEE
drop-threshold [cdp | stp | vtp] F =7 LET,
R wF7 |switch(config-if)# |2protocol tunnel A B —T 2 AT TX ARy Vxk s

shutdown-threshold [cdp | stp | vip] packets-per-sec

ELET, X7y MISEIRT S &, R— NI
error-disabled A7 — NIV F£9°, LIS U T,
CDP, STP, F7/IXVIP #fiEC&E %9, ~rv
N DA 7EIL 1 ~ 4096 T,

Q-in-QVLAN o L0iEE I}
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Q-in-QVLAN k> L0EE |

AR RFEREFT7TIVa Y

S

ATvT8 ({L&) switch(config-if)# no [2protocol tunnel LEWEZOIZUEY ML, Y v hE T LEW
shutdown-threshold [cdp | stp | vtp] fiZT 4 ®—7 NI LET,

AT w79 |switch(config-if)# exit ayv 74—y ary T— REETLET,

ATv 710 | (f£&E) switch(config)# no shutdown R =M= FRT =27 R o—e—F+T5(
H =T 2 A ABIRVLANDOZZ—% 7 U7 L%
T, ZOavr Nk, R)v—7nr7Iv
THRFATTE, R— MR T v Tc&ET, KU —
DRI L TWRWEETE, =7 —(3 error-disabled
WY —IRREIC2 D £7,

ATy 71N | (f£&) switch(config)# copy running-config FiTar 74 Xal—vark, A= T oS

startup-config

a7 4 FXFalb—gicar’—1LET,

BEET VA R— Mgty FOERE

RET 7B A RN—FERETDHITIE, ROFIEZFTLET,

FIEDHE

1. interface interface [port | port-channel | vPC]

2. switchport mode private-vlan trunk secondary

3. switchport private-vlan trunk native vlan vlian_id

4. switchport private-vlan trunk allowed vlan vian list

5. switchport private-vlan association trunk primary vian ID secondary vian_ID

6. switchport vlan mapping [vian-id-range | all] dot1lg-tunnel outer vian-id

7 storm-control broadcast level [high level] [ lower level ]

8. storm-control multicast level [high level] [ lower level ]

9. storm-control action [shutdown | trap ]

10. load-interval counter {1 |2 |3 }

11.  switchport port-security maximum [max-addr ]

12. switchport port-security action[restrict | shutdown | protect]

13. switchport port-security

14. service-policy {input | type {gosinput | queuing {input | output}}} policy-map-name
F gD FEH

ARV KRFERETIVaY B#)

RFw 71 |interface interface[port | port-channel | vPC] BEInZA—hF FyxLE Ao X —T (A 2

51

switch# interface port-channel 202

V74 X2l —Yary EB—RLET, #@ifHIT1
~ 4096 T,

[l 0in-QVIAN FURILOETE



| Q-in-QVIAN kR LDEE

a7y 2 K- gty rogE ]

ARV FFEREETIVa Yy

E:)

RFw 72 |switchport modeprivate-vlan trunk secondary FFGAR—~KVLANDOE L ZY 57 R—Fk
i - L LR hERELET
switch (config) # switchport mode private-vlan
trunk secondary

RFw 73 |switchport private-vlan trunk nativevlian vian_id PVLAN 27 R—MIZEV Y THAIRALT 4T
B - VLAN Z37E L £,
switch (config)# switchport private-vlan trunk
native vlan 4002

RFw 74 |switchport private-vlan trunk allowed vian vianlist |PVLAN 5 > 7 R— F THEFR I N 5T D VLAN
15 - DY AFEFEELET,
switch (config)# switchport private-vlan trunk
allowed vlan 1002,4002

RFw 75 |switchport private-vlan association trunk PVLAN > 7 R—hT7FF 4~ VLAN B &
primary_vian_ID secondary_vian_ID Wl & U VKAN B OBE#EM T Z258%E L 7,
1 -
switch (config)# switchport private-vlan
association trunk 4050 4049

AT w76 |switchport vlan mapping [Vian-id-range | all] F_XT D 4K VLAN % & el A &~ —#ilH VLAN
dotlq-tunnel outer viar-id FEF—T—Rall Z A LET,
&1
switch (config-if)# switchport vlan mapping all
dotlg-tunnel 1002

X w77 |storm-control broadcast level [highlevel] [ lower level | 7o — K% v 2 v X h—AGlHIZHRELET, 7
] B—R¥y AL FT7 4 w70 ERLEVELA
i - NEFRELET,
switch (config-if) # storm-control broadcast level
1.00

X w78 |storm-control multicast level [highlevel] [ lower level | f > % —T 24 X FDOwALFFXF AN T 7 4 v
] 7 A h—LflillE A F—T ML, FTF T4 v
£l AR —ALHILSVEREL, EDONT T4
switch(config-if) # storm-control multicast level A }\_Aﬂrﬁ”ﬁﬂ [//\\\/I/%—}‘ A HF—=TxAALETA
1.00 F—TMMIENTNDETRTDRNTFT T 4 v A h—

LHIEHE— I LET,
AT w79 |storm-control action [shutdown |trap ] 77497 ARN—LDFERT ST v T EAERK

1 :

switch(config-if) # storm-control action shutdown

Toh R—b2x 7 =BT HLOICHT
74 w7 Ab—LHlEERELET,
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AT w710 |load-interval counter {1 |2 |3 } A VB =T A ATHGHERZ Y 7)) 7T B
Bl WaiEE LET,
switch(config-if)# load-interval counter 1 5

AT w711 |switchport port-security maximum [max-addr ] =P TEXF2TMACT RLRADOREREEZET L
15'] : ij_o
switch (config-if)# switchport port-security
maximum 3

Z 5w 712 |switchport port-security action [restrict | shutdown || > % —7 = f 2Dt X = U T 438K E— R & H|[R
i
switch (config-if)# switchport port-security
violation restrict

AT 713 |switchport port-security R—hEFalTo0ar7 4 Fal— gl
Bl W RRLET.
switch (config-if)# switchport port-security

RT v F14 |service-policy {input|type {qosinput|queuing {input | KV > —~ v 7% A L H—7 = A ZMIMLET,

| output}}} policy-map-name
{1

switch (config-if) # service-policy type gos input]
ovh_qgos

Q-in-Q FJIL AXTDEKRTE

STP BLXWXCDPBPDU O~ LF XX T A 2 —T LI LET,

FIEDEE

configureterminal

inter face interface

switchport

switchport mode dot1g-tunnel

[2protocol tunnel [cdp | stp]
(&)

[2protocol tunnel allow-double-tag

©E NSO HWN

exit

[l 0in-QVIAN FURILOETE

no [2protocol tunnel [cdp | stp]

({E&) nol2protocol tunnel allow-double-tag
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FURILDERE

einas I axvrnEE ]

F gD FEH
ARV KRFERRETI a3 Y B#J

R 7w 71| configure terminal Jua—s\ar7 4 Xal—vay E— KEHh
fi LET
switch# configure terminal

R T 72 |interfaceinterface RET DAL E—T A ALRELET,
{5l
switch(config)# interface ethernet 7/1

AT 7 3| switchport A E =Tz A AR VAV2AL v F T R—1&
15“ : LT%&E szwg«o
switch (config-if) # switchport

25w 7 4 | switchport mode dot1g-tunne A— M2 802.1Q P RNV EERLET, £ X —
i - Tx A AT—RERETDHE, R—MIFv L,
switch (config-if)# switchport mode dotlqg-tunnel E@%Uﬁﬁ{h (ﬂxb— F j7j7th7) E§%LEE7?O ]\)f;ﬁ/b

A HZ =T 2 A ZATILBPDU 7 4 V2 U L THiA
F—=T AR | CDPT 4 B—T /W20 £,

AT 75 |[2protocol tunnel [cdp | stp] LAf¥27a halobhrrx) T EAF—T T
B - LET, BEITELT, CDPE/IELSTP horxl &
switch(config-if)# l2protocol tunnel cdp TEAX—TIMITEET,

ATv 76| ({£E) nol2protocol tunnel [cdp | stp] Taharvo hrRrx T ET 4 8—T7 M LE
i) EE
switch(config-if)# no l2protocol tunnel stp

R 7w 71 |12protocol tunnel allow-double-tag A v H—7 =4 AT STP I L1 CDP BPDU O~ /b
Bl FHRL A F—T M LET,
switch(config-if) # l2protocol tunnel
allow-double-tag

AT 78| ({£&E) nol2protocol tunnel allow-double-tag A5 —7 A AT STP XU CDP BPDU O~ /v
5 - FEAX T T 4 8—T M LET,
switch (config-if)# no l2protocol tunnel
allow-double-tag

AT 79| exit ary 74 —vary = RERKRTLET,
i) :

switch (config-if) # exit
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wIZ, STP BELXWNCDPBPDU D~ IVTF XX T oA 2 —T W T B 2R LET,

switch# configure terminal
switch (config)# interface ethernet 7/1
switch (config-if)# switchport

switch (config-if)# switchport mode dotlg-tunnel

switch(config-if

(

(

( 12protocol tunnel cdp
switch(config-if

(

(

(

)
) #

)# 1l2protocol tunnel stp
switch (config-if)#

switch (config-if)# exit

switch(config)# exit

switch#

0-in-Q R TEDHEE

12protocol tunnel allow-double-tag

avy kR

B

clear [2protocol tunnel counters[interface
if-range]

TRCOMFERI T 2 E2 7 VT LET,
AVE =T 2 A APEE SN T RWIGE,
TRCDOA L H—T 2 ADLA ¥ 271 b
b M FOUREHERDB 7 VT SNET,

show dot1g-tunnel [interfaceif-range]

dotlg h > RNV E—RDA L Z—7 = A AHiH
FFTRTOAL L H—T = ABREREIN
EJr RN

show I2protocol tunnel [interfaceif-range| vian
vlan-id]

—EREDOA v H—T = A A ($FED VLAN
D—HEH T 5T TP dotlg-tunnel 1 > & —
T2 A AERITTRTOA U H—T = A A)
DLA¥27a bhar hrrEREFRRL
EJpN

show [2protocol tunnel summary

LAY 27 ha) hUORABRRESNLTD
AT RXRTCOR— IOV <) —%FFRLET,

show running-config 12pt

BUEOLA Y27 ba)l b oETa
V74X alb—varERRLET,

Qin-QBLULAV2T0FIILD R VTDERTE

1

WIZ, A=Yy FTNICERTD T 74 v 7K LQ-in-QEMETHLIREIINLTVD

=R TaNA L —=DAA v F R LET,

[l 0in-QVIAN FURILOETE

LAY 27nm bz kR STP BPDU (2
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FHLTAR—TNCENFET, ZOHAZ~<—[LVLAN 10 (S VLAN # 7)) (IZE 0 YT H
nEJ,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# wvlan 10

switch(config-vlan)# no shutdown

switch (config-vlan) # no ip igmp snooping

switch (config-vlan)# exit

switch (config) # interface ethernet 7/1

switch (config-if)# switchport

switch (config-if)# switchport mode dotlq-tunnel
switch (config-if)# switchport access vlan 10
switch(config-if)# spanning-tree port type edge
switch(config-if)# l2protocol tunnel stp
switch(config-if)# no shutdown

switch (config-if)# exit

switch (config)# exit

switch#

#
#
#
#
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