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A H—T 2 A AD) 7 a—) T RLAZEFRTDH L, Netstack [TV —FVDFRy b T
NRARZI64d T VT 4T A% A A M—ILLET,
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B sesh~o7sex

V7 Ry T ADA L H—T A A2, WU/MAYV TRy MIETDI 7 u—h/L 7T KL XA
DR E STV, bash 7' 7 K6 O ping 13 L £+ A, Cisco NX-OS Dping
FIEHEICEIEL £,

/isan 7 ANVEHNONRALF VL, runbash =<2 RCADL Y =z /VOBEE LIRS L H1C
Ty N T ENTERETCEITTA200LDOTY, Bash /LB 2T DN, F Y ZAfii
HLaWZ E2BEH LET, ZORENTOIEITITHEI T 20WN6TT,

Cisco Python & ¥ =2 — /L% A »A"— M4 58513, Bash & = /L7 5 Python Zffi A L 72 T<
723, PV IZNX-0S VSH BT, XY #H L\ Python ZH L 7,

—HoTrE AL I Wshow =+ > R TIE, KEOH AR ET L RERHY £, A2
T REFITLTNT, EITRHMORWHEDEZ& T T2 0ENH 555X, Cul+C (Cul+Z T
F72<) 2L Ca~r FEDE& T LET, CultZz 2325 &., Z0oF— a<x 2 NI
L o TSIGCONT (f554k&e) A vE—UNEREI, A2 V7 " 3MEIET 2 REMENR H D F
4, SIGCONT A vt —IIZ ko TEIEENTZ A2 U 7 ME, 82 HHT 2 -0Ic2—H%—
DN T,

showtechsupport =~ > RR3EATH TH Y | @flZ T 9 5 LEN & 5554618, clear tech-support
lock 2~ REMHLARVWTZS W, Cul+C 2 H LE7,

clear tech-support lock £, 7 27 = /%R — MEROEBEOWERMTOND Ny 7 7T 0
RVSH¥ v ¥ 3 &3R4 T L2y T4, cleartech-supportlock =~ > K%, showtech
support CLI SO SNz 7 7 757 FVSHY v a v DR EREHE T LET,

show tech-support & v > 2 & IE L < 3E#lA T4 2121%, Cul+C 2 H L £ 7,

x> C clear tech-support lock Z i L 7235513, IROFNEEAEIT LTy 7 7 F 7 RVSH
Tut Az @il T LTI,

1. Bash = /LICAY £,

2. show tech support =~> KD VSH ¥ v+ 2 > (ps-l|more) % {279,

3. show tech support &+ = > @ VSHIZBEA] 1T 54T % PID (kill-9PID 72 &) %5l
BTLET,

Bash ~D7 U X

Cisco NX-OS Ti%, Cisco NX-OS dev-ops © —/L & 72 /% Cisco NX-OS network-admin = — /L Z A}
onfca—F 7HUr b Bash 27 7 BATEET,

OB, dev-ops B —/ L & network-admin 2 —/VOMER Z /R L CWET,
switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
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Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin

Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

feature bash-shell =~ > RZEIT$ 5 &, Bash DEINR D £,
Z ®runbash =~ KX Bash #&iriAF, 2—H—DFE—L T 4 L7 FUNLHIBLET,
WOEIL, Bash ¥ = /VIEREZH T D07k L, Bash 24745 EE R L TVET,

switch# configure terminal
switch (config)# feature bash-shell

switch# run?

run Execute/run program
run-script Run shell scripts

switch# run bash?

bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.25 pwd
/bootflash/home/admin
bash-4.2$

\}

Bash ~07 2tz [

GE)

runbash =< FTBash =~ F&HEITTEHZ L TEET,

7=& z1E. runbash =2~ K 24Ff L C whoami 2347452 ¢ b T £,

run bash whoami

zL—3'— shelltype ZH1 L T Bash #9474 5 2 L b T& £,

username foo shelltype bash

Zavwry NZkY, al A UKz Bash = VA EBEEITTEXA LRV ET, 2054,

feature bash-shell ZHMZT 2 DEITH D A,

bash .
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. HREL—FIIXRAL—23vF B

MERZIL—FMZIIZIRAL—320F 5

IR o — DL, L— N T ERAOEEE AL — g o TEXET,
DR, MERZZ AL — 30572000, RIA4 2 TF:

o EHIHMER = — Y — (network-admin/vdc-admin) %, NX-OS 23} 5. Linux ® root /R = —
P—IZHY L ET,

o BEE ST SIS o — W — O BDEIR % root IC A T X 9, BEEF ST G M IR — Y —
[CNRAT— R EHY A, *
cHMERAETZ AN L— 9 T DHIIC, Bash ZHNTTHDLERH Y 7,

cHAFEHIA v H—T =2 A AN LTE root 2—HF—LZ 2 L= AA v F~D SSH Tl. root
Z—H—@ Linux Bash ¥ =)V ZA X TV BARF 74V MI72 0 F4, NX-0S =)L 77
T RIZRBT-DIZvsh ZANTTLET,

*CiscoNX-0S U U —2923) LI TlE, HHE (ry NU—JEHEn— L EffOo2—%—) O
it — Y —ThHh-TH, —HOMHBI TR T — K7 a7 MBRBERYA1X, systemsecurity
hardening sudo prompt-password =2~ > K& A L £,

NX-0S * v hU— 7 FHHF2—F—I, IROLGEIZ oot IZZ AT L— 3 LT, Hlia~r R
Z NX-OS VSH ([ZJET 2R H D £,

¢ NX-0OS 2 —H—(Fv = V¥ A 7D Bash i L, >=/L¥%A 7D Bash Zfli{f] L TAA v F

e A4 LET,
«Bash TAA v FIZa /A LIz NX-OS =2 —% —{%, 5| &%i& A1 v F TBash ZfiH L%
7,

sudo su 'vsh -¢ "'<configuration commands>"" ¥ 7= 13 sudo bash -¢ 'vsh -¢ ""<configuration commands>""*
BFEITLET,

WROPNX, T 74V ROV =)L ¥ A 73 Bash ThHH R > T — 27 FH#H 2 —% — MyUser 73,
sudo ZffH L Tl a2~ > R%& NX-OS (2T Hika /m L T\ Ed,

ssh -1 MyUser 1.2.3.4
-bash-4.2$ sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 - eth routed down Administratively down auto (D) --

WO, 74/ hDY =)V Z A T8 Bash Th D F v b U — 27 & #¥H 12— — MyUser 73,
NX-0S (ZA Y, NX-OS T Bash 2547945 HikzRm L TWET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$ vsh -h
Cisco NX-0S Software
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Bash <> KDl .

Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.

Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco

Systems, Inc. ("Cisco") and are protected, without limitation,

pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

R R R IR I I I I b I E I b b h h h b dh dE b b dh b dh b b b b b b b b dh b b b b E h b b b b b b b b b b b b b E b b b b b b b b b b b b b i

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0OS education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
* purposes 1is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
R R R IR I b b E I b b b E h b h dE b b dh h b b b b b b b b b b b b b b b b b b b b b b b h b b b b h b b b b b b b b b b bk b i

switch# run bash
bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show interface
ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

\)

GE) sudosu-IEfHH LZanTL7Z&Wn, ffiHTAE, VAT ANV T LET,

ROFNE, FFHEZ root (CT A L—a 7 505ikE m AN V—a U ERRT S5k EROR
LTWET,

switch# run bash

bash-4.2$ sudo su root

bash-4.2# whoami

root

bash-4.2# exit
exit

Bash <> KDl

ZDv g illE, Bash a~wr REMBOBIREENLTWET,
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B x5 imtERoRT

AT L#gEHERORT

CLI » 5 @ Bash DX 1T

8 RPM

RPM 1 > X

FIRDOHEE

ROPNE, VAT LREHER O LR iEE 7R L TOET:

switch# run bash

bash-4.2$ cat /proc/meminfo

<snip>
MemTotal:
MemFree:
Buffers:
Cached:
SwapCached:
Active:
Inactive:
Active (anon) :

Inactive (anon) :

Active (file) :

Inactive (file) :

Unevictable:
Mlocked:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
<\snip>

16402560
14098136
11492
1287880
0
1109448
717036
817856
702880
291592
14156

0

0

0

0

32

0

527088
97832

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

WIZ, runbash=~ > RZAfH LT Bash 205 ps 2 EAT7 T 50 %2~ LET,

switch# run bash ps -el

DEHE

1

F S UID PID
4 S 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0

O W oo Joy W

PPID
0

NN DNDDNDDNDO
loNeoNeoNoNolNolNolNolNO]

PRI

|
0 00 > > > 00 0 @
O O O O O o o o

F—ILDEIR M

RPM % A > A h—/LE 13BN AR,

O O O H

ADDR SZ
- 528
- 0

I
O O O O o o

WCHAN
poll s
kthrea
run_ ks
cpu_ st
watchd
cpu_ st
worker
run_ ks

1. switch# show logging logfile | grep -i 'System ready"'
2. switch# run bash sudo su

. bash

00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
:56
00:
00:
00:
00:
00:

00

03
00

00
00
00
00
00

CMD

init
kthreadd
ksoftirgd/0
migration/0
watchdog/0
migration/1
kworker/1:0
ksoftirgd/1

bash |
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FIRD 4

Bash 7 > ez RPM 01 ~ X k—L [}

ARV RFEEETIVa Y

HA

Step 1

switch# show logging logfile | grep -i "'System ready"*

Bash # K179 572, ZOFNEIZEL > T, RPM %A
VA M= IVEITBINT 2RO Y AT AOUERERT

ETCWDLZLEMERLET,

N LS et hndopm s, sdrLET,

2018 Mar 27 17:24:22 switch

%ASCII-CFG-2-CONF_CONTROL: System ready

Step 2

switch# run bash sudo su Bash #a— R L £,

151
switch# run bash sudo su

bash-4.2#

Bash S DHEFERPM DA VX —JL

Flig
ARV EFERET7TIVa Y E):p)
Step 1 sudo dnf installed | grep platform AL FITA A F—/L ST D NX-0S #ERE RPM
DYARERRLET,
Step 2 dnf list available I TTHE7Z2R RPM DY A &R RLET,
Step 3 sudo dnf -y install rpm fFHTRE’2 RPM & A ' A b—/L L £7,

4l

WIZ, bfdRPM & A > A b= 502/ L ET,

bash-4.2$ dnf list installed | grep n9000

base-files.n9000 3.0.14-r74.2
bfd.1ib32 n9000 1.0.0-x0
core.1lib32 n9000 1.0.0-r0
eigrp.1ib32 n9000 1.0.0-x0
eth.1ib32 n9%000 1.0.0-x0
isis.1ib32 n9000 1.0.0-x0
lacp.1lib32 n9000 1.0.0-x0
linecard.1ib32 n9000 1.0.0-r0
11dp.1ib32 n9000 1.0.0-x0
ntp.1ib32 n9%000 1.0.0-x0
nxos-ssh.1ib32 n9000 1.0.0-r0
ospf.1ib32 n9%000 1.0.0-x0
perf-cisco.n9000 gdb 3.12-r0
platform.1ib32 n9000 1.0.0-r0
shadow-securetty.n9000 gdb 4.1.4.3-rl
snmp.1ib32 n9000 1.0.0-r0

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

bash .
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svi.1lib32 n9000 1.0.0-r0 installed
sysvinit-inittab.n9000_ gdb 2.88dsf-rl4 installed
tacacs.1ib32 n9000 1.0.0-r0 installed
task-nxos-base.n9000_gdb 1.0-r0 installed
tor.1ib32 n9000 1.0.0-r0 installed
vtp.1ib32 n9000 1.0.0-r0 installed

bash-4.2$ dnf list available
bgp.1ib32 n9%000 1.0.0-r0
bash-4.2$ sudo dnf -y install bfd

\}

GE)  EBHEHKFOAAL v FO VU v— REHZ, K&K 72 RPM O7=H, dnf O8O0 (2 rpm 2~ K
FHHALET, =5 Lanros8E. BYIZ dnfbash 7z iX install cli 24 L CA > &
F—LENTZRPMIE, A2 b—niam & LTTIERLS, VRV NI AETIL7 7 A4 TR
SNFET,

HEERPM D7 v T I L—F

BB
dnf URY FUIZRPM D P NR—T 3 U FETALERH Y 1,

FIEDHEE
1. sudo dnf -y upgraderpm
FIEDFF4A
ARV RFERIETYaY E):p)
Step 1 sudo dnf -y upgraderpm A LVAPR—=NLENTWARPMET v 77 L —RKLE

—§_‘O

£l
WIZ, bfdRPM T v F 7 L— Rl m L £,

bash-4.2$ sudo dnf -y upgrade bfd

WEERPM DAV L—F

FIEDH#EE

1. sudo dnf -y downgraderpm
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merem oz [

FIRD 4
= I N3 il S = Hay
Step 1 sudo dnf -y downgraderpm WD dof U RY VIR 3—3 3 > @D RPM
WHDGEI, RRMEX T 7 L—RLET,
i
Wiz, bfdRPM 2 X 7> 7 L— R4 504l LET,
bash-4.2$ sudo dnf -y downgrade bfd
44 &6 SHY
H#EE RPM D3l &
“
(G£)  SNMPRPM B L U'NTPRPM 1Zf## SN TH Y, HETEEHA,
INHLDORPME T v 7T L — RERIFIFA DT L —RTHZEEFTEEST, Ty 77— RE
FF T T L= REGIICT HITE, VAT LD v— RRLETT,
RA#EINTZRPM O U A MIDOWTIE, /etc/dnf/protected.d/protected pkgs.conf &
ZH LTI,
FIEDHE
1. sudo dnf -y eraserpm
FIED 4
AU RFEREFET7TIV3 Y Hay
Step 1 sudo dnf -y eraserpm RPM %3W2: LT,

151
OEL, bfd RPM 28592 HikEZ /R L TWET,

bash-4.2$ sudo dnf -y erase bfd

DMEDE L 1 —I)LEDYHR— k
NX-0S U U —% 93(1) LI, Cisco NX-OS A #— X DME OF Y =2 — k%R —FLET,

it AA v FORPM~F—T ¥ EOMEEHICL Y, DMERPM OARAIT v 77 L— K
FlFF T = REARICLET, ERANOT v 77— RERBF T T L—RIZLD,

bash
I |9 |



bash |
B overemo oz -1

VAT LADOHEBEZFITETICRPM ZA A =L T&E7, £7-. DME 7 — & ~X— X |THERK
MEENTOWBMDT TV r—va URPHEINDOEP ST ENTEET, DMEDEY 2 —/L
WEMHT DL, ISSURYV AT LADY a— RETbTI, ETVOEEEZ AL v FIZHHTEE
j—O

\}

(GE£) DMERPMZu—RL72, VSHEZHESH L THLVMODZ =) ZHENITHLENH Y £4,

DMERPM D1 X +k—JL

T 74NV BF T, NX-0S UV —R93()IZT v 77 L—Rt5HL, WHDOT v 77 1L — KalfE
RPM X 7 — T AH_R—ZADMERPMMNA v A h—L &I, 775 4712720 £3, DMERPM
Z. RRM 7 7 ANVDT 7 FH VR A VAT L7’ (Jrpms) 1A VA b= ENFET,

a— REFIFETAEEET 554513, DMERPM 2 A VA h—AT30ERHN FT, A A

F =3 5121, install 2~ > RZH T 5 NX-OSRPM ¥ % — ¥ . 721 dnf7e & OfEUE RPM
Va2 LET, dnf 2T 2551, A4 v F DO Bash = /VIZT 7B AT LH0NERDH D
F9,

Step 1 copy path-to-dme-rpm bootflash: [//sup-#][ /path]

1

switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://
switch-1#

SCP Zfi{H{ LCDMERPM # 7 — s 7 T v v =2llab—LFET,
Step 2 DMERPM %A > A b=V E 72137 v 77 L— RT 5121, IROWTNNOEEZBRIRL E,
NX-0S @ install 2~ > R 2I121E, ROa~vr REFITLET,
« install add path-to-dme-rpm activate

1

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HH#ddHF 4 HHH##4] 100%

Install operation 90 completed successfully at Fri Jun 7 07:51:58 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HEHHHHHHHHHHHHHHHHHH] 1003

Install operation 91 completed successfully at Fri Jun 7 07:52:35 2019
switch-1#

« install add path-to-dme-rpm activate upgrade

1
switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate upgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[HHEHFHHHHHHHHHHHHHHHH] 1003
Install operation 87 completed successfully at Fri Jun 7 07:18:55 2019

bash
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Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H##HH4A4444 44 4E#HE] 1005

Install operation 88 completed successfully at Fri Jun

switch-1#

« install add path-to-dme-rpm #1725 install activate path-to-dme-rpm

1

switch-1l#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
[HEHHHHHHHHHHHHHHHHHE] 1003

Install operation 92 completed successfully at Fri Jun

switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
[H#H#HFHHHFFFH S HHH] 1005

Install operation 93 completed successfully at Fri Jun

switch-1#

dnfinstall Z A9 2121d, kD=a~» FEFITLET,
« dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000.rpm

7 07:19:35 2019

7 09:31:04 2019

7 09:31:55 2019

omereM 01 > % k—1L |}

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages
[#4#4#HH#44####444# ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[H#HEFAHREHEFAARERESS] 1005

switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm

ZOX T a i, WA TE DI = — DA NN T,

1

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
localdb/primary | 6.2 kB 00:00 ...
localdb 2/2
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00
Setting up Install Process
Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated

---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:

dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

bash .
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Upgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32 n%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
1n: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32 n9000 2/2

Updated:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Complete!
switch-1#

AR F=ILENTL S RPM DR

NX-0S show install =~ > K& 7213 dnflist Z i L T, DME RPM 23 A > A h—/L EF TV 50
EoMEMRTEET,

TEEEIR L E T,
* NX-OS D5
show install active

i
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n—anuksryoremaoszy [

switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot image.bin>

Active Packages:

dme-2.0.1.0-9.3.1.1ib32 n9000
switch-1#

e dnflist CiZ, dnfa~ > REZFRITTDHEICAA v F D Bash =/ (runbash) a7 A T 50ERH

DET,

dnf list --patch-only installed | grep dme

11K

switch-1# dnf list --patch-only installed | grep dme

dme.1ib32 n9000 2.0.1.0-9.3.1 @localdb

A—AIILJROK)DRPM DY T )

Step 1

Step 2

AL v F ED (m—=Hn) VRY FUZHES LT, RPM AT 20 E I ERTE£7,

run bash

ILE

switch-1# run bash
bash-4.3$

AA v F D Bash =W 74 LET,
Is /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
E

bash-4.35 ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
inactive feature rpms.inf
repodata

bash-4.3$

~N—ZDMERPM N A VA M=V ENTWBIEEIE, /rons ITH Y £,

DMERPM D/X\—> 3 VARV L— K

NX-0S =< Finstall £7-i% dnf 2/ L T, DMERPM @ LA S—2 5 b FhiAA—2 g
WAL —RT&EET, FULITL—RTEH2LT, DMEOEY 27 VT 4 Bien s n
ji—g—o

DME RPM |3ff-# S 71TV A 728, install deactivate & install remove (354 — s S TWEH A,

bash .



bash |
B overemo - amry LT L—k

o7 L— Rk EERLET,
NX-0S D54

« install add path-to-dme-rpm activate downgrade

1

switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[HEdHHHHEH S HFHHS##H] 1003

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HEdHHHHEH R FEHS##H] 1003

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

« show install active | include dme
1K
switch-1# show install active | include dme

dme-2.0.1.0-9.3.1.1ib32 n9%000
switch-1#

ZOFHITIL, DMERPM 33— 3 0 2.0.1.093.1 ¥ U7 L—RE&nhE L,
dnf ®¥;4 . root =—H#— (runbashsudosu) & LT Bash =/ Ca~vwy REETTILERHY £,
« Bash C. dnf downgrade dme dme-rpm %z 947 L £,
ZOXTvarvEMHTLE, VRV NI HNO RMiN—2a ODMERPMICHEZEX Vo 7 L— R T&
7,
WDa<y FHHTHFARREINTWD LI, 20Ty a w28 TT5HI0%, 2—F—DNH AN
BT,
11

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

. bash
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DMERPM 0>/ 5— 3 VI v L—E

Transaction Summary

Downgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%000 2/2

Removed:
dme.1lib32 n9000 0:2.0.10.0-9.3.1

Installed:
dme.lib32 n9000 0:2.0.1.0-9.3.1

Complete!

DMERPM D H 3= g U nd FiDONR—T g N Hx 7 7L —RLULET, 2o, X— 3
2.0.10.0-9.3.1 B N—T 5 220.1.09311CF 7 L —RERET,

dnf list --patch-only installed | grep dme
i

bash-4.3# dnf list --patch-only installed | grep dme
dme.lib32 n9000 2.0.1.0-9.3.1 @groups-repo
bash-4.3#

bash
I 15|



bash |
B x—=xrm~nsyosL—¢

A LA =L ENTWVWS DMERPM ODN—V g v E2RRLET,

R—XRPM DA Y5 L—F

NX-0S ®install =~ > KZ&Afif] L T~X—ZXADMERPM % A > A h—/L 9 5%, F7=iZdnfdowngrade
A LT, Ffi/X—2 2 O DMERPM 225 _X—ADMERPM IZX TV 7 L — R T&EE£9,

Z0 T L— RINEZERL £,
NX-08 OF;f5:

« install activate dme-rpm

1

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm
[HEdHH#HEHEH#HEHEH##H] 1003

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#

« show install active | dme
B
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.1ib32 n9%000
switch-1#

dnf @4, root = —H— (runbashsudosu) & L TCBash =/ Ca~y RE&FEITTHVLENH Y 9,
« Bash T, dnf downgrade dme dme-rpm %z 947 L £,
ZOX T aicky, R=ZXDMERPM I[CHE A T 7/ L—RT&a £,

WOa<wy RE G THARREINTWALIIC, 2OF T a v E2RTT5IT1E, =2—F—DHABY
BTT,

1

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

. bash
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r—z M ~nsyTL—k |

Package Arch Version

Repository

Size

Downgrading:
dme 1ib32 n9%000 2.0.0.0-9.3.1

Transaction Summary

groups-repo

44 M

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : dme-2.0.0.0-9.3.1.1ib32 n9%000
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%9000

Removed:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n9%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#

~N—ZDMERPM Z A A h—/L LET,
dnf list --patch-only installed | grep dme
i:

bash-4.3# dnf list --patch-only installed | grep dme
dme.1ib32 n9%000 2.0.0.0-9.3.1
bash-4.34#

AL A R—LENTWVWSHX—ZDMERPM 2FRxLET,

1/2

2/2

@groups-repo

bash .



bash |

B orrmogs

/Ny F RPM ) &1H

RPM 4 X F—LDENEEH

RPM % A A F— L EZITBINT 20, IROFIZL Y AT LAOEFH N TECND I L 2l

FIEDHE
1. switch# show logging logfile | grep -i "'System ready"
2. switch# run bash sudo su
FIRDF4B
ARV FFEEET7TIVa Y HAY

Step 1 switch# show logging logfile | grep -i "'System ready” |Bash #3479 % {2, ZOFNEIZL > T, RPM % A1
VAN VETITEMT DDV AT LDOERHT
ETCVBZEEMERLET,

LRD &9 iR s iviuid, sefr LET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

Step 2 switch# run bash sudo su Bash # 2 — RN L9,
1

switch# run bash sudo su

bash-4.2#

Bash /™ 5 /\ v F RPM DB

Flig
avY RERETIaY BHY
Step 1 dnf list --patch-only AA S FNHAET B8 FRPMD Y A M a R R LE
R
Step 2 sudo dnf install --add URL_of patch VR RISy FEEMLEY, 22T

URL_of_patch i%, #Z#f)72 Linux XD
/bootflash/patch 72 & Tt/ <,
bootflash:/patch 7% & DI & F I 7o B
<9,

. bash
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Bash 7 50/5v 7 ReM i ]

ARV RFERFTIVaY L)

Step 3

dnf list --patch-only available VR MVIZBMENTWDELODIET 75 1 7R
ROy FDOY A NERRLET,

i

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 RPM % A > A k— L4 5 i
ZaRLET,
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
bash-4.2#

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00001-n9 ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00

localdb | 951 B 00:00

patching | 951 B 00:00

thirdparty | 951 B 00:00 ...
[#HHFHEHHHHHHHH ] 70%Install operation 135 completed successfully at Tue Mar 27 17:45:34
2018.

[###F#H4H44H44HF4H444] 1009
bash-4.24#

NRyFRPMBA VA =N ENZn, ELKA VA= LEINEZ LR LET, K
Da<y RNE, VARV RVEnESn, 777 4 ZIRED Ry FO U A M ELRLE
7,

bash-4.2# dnf list --patch-only available
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

bash-4.24#

RPM 33 RS Tnb tar 7 7 A VA LT, tar 7 7 A B U R R YTy
FEBENTL2Z2EHTEET, KIT,
nxos.CSCab00002 CSCab00003-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000tar 7 7 A /VIZFEND
22D RPM /3y F VARY M VIZIBINT 28 %R LET,

bash-4.2# sudo dnf install --add
bootflash:/nxos.CSCabOOOOZ_CSCabOOOO3—n9k_ALL—1.0.0—7.0.3.I7.3.lib32_p9000.tar
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo | 1.1 kB 00:00

bash .



bash |

B corrmorssoou

/Ny F RPM

localdb | 951 B 00:00 ...

patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[#HHHHEH S HHHH ] 70%Install operation 146 completed successfully at Tue Mar 27 21:17:39
2018.

[#e####44HHH#FHFEHHFHE] 1003

bash-4.2#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00 ...
nxos.CSCab00003-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

nxos.CSCab00002-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

bash-4.24#

DTV T4

YR BRI

Bash 725 D% F RPM Ol (18 X—) DOFNEICHE - T, DELR Xy FRPM B URT LY
WCBIERTWAS Z L 2R L £,

Flig
ARV REEEFET7IVa Y S
Step 1 sudo dnf install patch RPM --nocommit NRyFRPMET VT 4 712 LET, 22T,
patch RPM [ZV RY MV IZH LNy FTF, ZOF
JETIL, Ry FOGFEiRE LR TN,
GP --nocommit 7 7 7V & a~ > RIZIBINT 5
L. NYyTFRPM N ZOFETT 7T 4
TRV ETH, 2y PEhEEA,
Ny FRPM &7 77 4 7 LTZEIZ =
2 v MTAFRIEIZOWTIE, Yy FRPM
DaIvh (22—=) =SB TL
7230,
15

XIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X >y FRPM % 7 7 7 1 7' IZ
T oW AR LES,

. bash
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KyFrReM 0757+ % [

bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxos.CSCab00001-n%9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nxos.CSCab00001-n9k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary

Install 1 Package

Total download size: 28 k
Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 1/1
(#4444 #####4 ] 90%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n%k ALL/isan/bin/sysinfo manifest, non-printable characters
found

Installed:
nxos.CsCab00001-n9%k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

[###44444 444444 444444]) 100
bash-4.2#

RDOa~ FEANNLT, Ny FRPMBIEFIZT 77 4 7SN 2 L 2R LET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

nxos.CSCab00001-n9%k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.24#

bash .
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NYFRPM D=y bk

FIg

bash |

ARV RFERETIVa Y

HA

Step 1 sudo dnf install patch_RPM --commit

NyFRPMZE#a2I vy FLET, Xy F RPM L, U

= NELT 7T 4 TIRREE MR D720z y
FNTHREPDHY ET,

51

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_Nn9000 /X v FRPM % 2 X v 3%
Bl zm L ET,
bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[#E#H#AHFR A FFFEFFHHFH] 1002
bash-4.24#

WDa<wy FEATLT, NyFRPMAEFICTI Yy hENTEZ EE2HERLET,

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...

nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.24#

INYFRPMDIET VT4 T

Flig
aAX U RFERET7TIV3 Y BHaY
Step 1 sudo dnf erase patch_RPM --nocommit NRyFRPM EET 77 4 T4 LET,
GE) < RIZ --nocommit 7 7 7 Z 1B 045
&L RNy FRPMIZZOFNETORAET
7T 4 THENET,

. bash
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KyFrem o774 71 [

ARV RFERETIVa Yy L)

Step 2

sudo dnf install patch RPM --commit NyFRPMZ2Iy FLET, SyFRPMEZ=2I v

FLARWEFHIRLEY > ETDE, 2T —RAvb—
URRRINET,

51

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X v F RPM &2 £ 7 7 7 1 7
W3 oH 2R LET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxos.CSCab00001-nS9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CsCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[H#H##44# ] 30%error: reading

/var/sysmgr/tmp/patches/CSCab00001-n%k ALL/isan/bin/sysinfo manifest, non-printable characters
found

Erasing : nxo0s.CSCab00001-n% ALL-1.0.0-7.0.3.17.3.1ib32 n9000 1/1
[HEhtdAEHR 444444 ] 90%
Removed:

nxos.CsCab00001-n9%k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[#E#H#AHFR A AFFEFFFHFH] 1002
bash-4.24#

Ny FRPMIE, EE7 774 7 LRIy NTABERLY T, Vv T RPM %
ET7 7T 4 THLIBIZaI Y R LR TGEIT, 23y F RPM OHIE (24 ~2—3)

OFFEEMFHL TNy FRPMEZHIRLES ET25E, 29— Ave—URERINE

7,

bash .
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bash |

bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo
localdb
patching
thirdparty

| 1.1 kB 00:00
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4HH4H44H44H444444] 100
bash-4.24#

WKDa<y REANLT, Xy F RPM B EHICaI y a2 2R L £T,

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo
localdb
patching
thirdparty
nxos.CSCab00001-n9% ALL.1ib32 n9000
bash-4.2#

/XNy F RPM D Hl|fx

FIE

| 1.1 kB 00:00
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00
1.0.0-7.0.3.17.3 patching

AT RFERIEFT7ZII Y

HA

Step 1 sudo dnf install --remove patch_ RPM

T 77 4773y F RPM HHIB L ET,

1

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X » F RPM % | 59~ 2 5] %

RLET,

bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

protect-packages

groups-repo | 1.1 kB 00:00

localdb | 951 B 00:00

patching | 951 B 00:00 ...

thirdparty | 951 B 00:00 ...
[###HH#HES ] 50%Install operation 145 completed successfully at Tue Mar 27 21:11:05
2018.

[###4#H4H44HFHHH#4#4H4E] 100
bash-4.24#

. bash
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SDK % 7-13 1S0 THES L= — K i—7 4 ToeznkaEns7—toit [

GE) NyFRPMZHIRRL LD & LIEBIC, ROTT—A vt —UNRERRShicL LET,
Install operation 11 "*failed because patch was not committed". at Wed Mar 28 22:14:05 2018
ZHUE, HIBRERADENCNYy FRPM Z 2y L TWRho/ Z 2R L TV E

T, /Sy FRPM ZHIET 212 2 v M T D TFIEIZOWTIE, Xy FRPMOIET 7 7 4
T (22 %—=) EZRLTLIIEEN,

KDALY FENJLT, 67277 4 7723y F RPM BIEFICHIBR SN2 Z & 2R L
£7,
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
patching/primary | 197 B 00:00
thirdparty | 951 B 00:00
bash-4.24#

SDK E£7=IXISO CTHEIN=Y—FK/\—FT 4 JAELRAD
KB ET—E K

TV r— g i, /etc/init.d/application name \ZA ¥ A h—/L Z 5 EE) Bash 2 7 Y
7R PRETY, ZolEEBash A7 U7 ME, RO RNRERICTTLBERH Y £F (ZDJE
N OFEANZ DUV TIX, http://linux.die.net/man/8/chkconfigz Z M L T 72 &0

#!/bin/bash

#

# <application name> Short description of your application
#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: $Slocal fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs S$remote fs $Snetwork

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure
status)

# Put your status commands here

bash
I I
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# Set RETVAL to 0 for success, non-0 for failure

restart|force-reload|reload)
# Put your restart commands here
# Set RETVAL to 0 for success, non-0 for failure

*)
echo $"Usage: Sprog {start|stopl|status|restart|force-reload}"

RETVAL=2
esac

exit SRETVAL

F2AT4TBash> T ILDNSDT TY 45— 3 0D KkER
LT EN

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

e L2777 or—3 3 Vi@l Bash A7 U 7 R % /etc/init.d/application_namelZ A > A h—/L L £,
/etc/init.d/application namestart T7 7 U 7 — 3 U EBIIA L £

chkconfig --add application_name = X\ Jj L &9

chkconfig --level 3 application_name on&z A Jj L £

FAT L3 E, BHEOS NV TF2—F—=FIT LV THY | A v FREHIITIND LUV TT,
chkconfig --list application name %47 LC, 77U 7 —2a VR L3 TERITESND L HICA TV a—b
SNTWNDLZEEMHRL, L3N on IZHESNTNWDSZ AR LET,

TV r—ayd Jete/re3. . d IR SN TWNWDHZ EZMHRLET, KDL D REBIRIZRDHITT TT,
S| ODRIZETENGE, 77V —Tar (ZOFTIE tcollector) DX F
9, ../init.d/application_name (Z/% Bash fiifh A 7 UV 7 h~D Y 7 BRERENET,

bash-4.2# Is -1 /etc/rc3.d/tcollector
Irwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector -> ../init.d/tcollector
bash-4.2#

TIOT4T IT—rIS9amBbREANA, T—Kr7D
Ty a~DI7AILDEEA

CiscoNexus 9500 7'J v b 7 4 —2Lb AA v, WHE., SHEEZRET 7201222502 —3—
NAYF T 2= (1 DODT VT 4T A—N=NAPF BTV a—)LE 1 DDARAK L INA A—/3—
NAPFEY 2—1) THHINLTWET, %X—N~N4$%?;—NV@ T ANVAKNL—
CHOMHD T — 7T w2 T AN VAT LEARDY, WY, TIT 47 T— 7Ty
T7AN VAT HERZ N, T—= R T T vva Ty A VAT MIHVITHAL L TWET,
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FOF4TT— kIS anbRE NS T—+I59v1~077 1 L0RNE [

TIT AT T =TT allEDaryT oI NBERGES . BRAAL v F A — =54k L
FEBICHZ T, ALavT Uy YNALZ A, T—= 7Ty ZHMETLE I,

Cisco NX-0S92(2) U U —R LD HIE, TZF 47 A—rSm SAHF E D a— /L b AH LA A
R NP EVa— A TZOE I arT oY 2 FH CEHTHBERH Y £ L7z, Cisco
NX-0S 9.2(2) LABFETlE, AZ 3 Z—== A Y T 2 — LS up IREE T RER D, 77
TAT A==, Y EV2—NVFEFT /T 47 77— 77 v a2 (/bootflash) LDkF
EDTFANET 4V N %, AZ UL Z—=NR= NP ETa— VETAZ N, T—
N7 v 2 (/bootflash sup-remote) IZHENIZFHIICEET, FHTL 77 AL ET 4
L7 NUEEIRT DX, A v FICBashza—RL, 77747 7—h7 T v v ainbA
VN T = 7Ty all/iTAT7 s ANET ALY N B SEEVRET 7 A L
/bootflash/bootflash sync list (ZIBMML ET,

HRITHI 2R L ETS

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash_sync_list
bash-4.2# echo "/bootflash/nxos.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash sync_list

bash-4.2# cat /bootflash/bootflash_sync_list

/bootflash/home/admin

/bootflash/nxos.7.0.3.17.3.5.bin

TIT 4T T—b 7T aDT77ANERIETT V7 SVIZEERMZONTZIGE, AX N
A T—br 7Ty vaPup RETHHTRER DL, TRODEFIIAZ N, T— 7T v =l
HEIRICHIH SN E T, AF NS T— "7 T v aPlEDOT— N, AL v T4 —n_— &z
WEFEAZ A YV a— ROWTHNTY 77— FENTIGE, AX 3, A== P A
FGAVNIIRDE, TIT AT T =779 a~DBEOT Y v FT7 v RN AL X, T —
FN7TwvalllyyaSNET,

WIZ, #mBENTREZR /bootflash/bootflash sync list 7 7 A /LVOFEME & HIRFIHZ R L %
j—o

* /bootflash/bootflash sync list 7 7 A /ML, EHIOFETRICHEIPNAERL S IVET
. B OMEBARTE TIEE T,

s /bootflash/bootflash sync list 7 7 A /AOxT b U E, ROFEZFIAICHENE T,
clfFiIC1 = kY
e hU I Linux XA L LTHRELET (B]: /bootflash/img.bin)
e M UL /bootflash 77 ANV AT LNIZH L VENH Y £7
* /bootflash/bootflash sync_list 77 A/VAKIE, ABKICAZ A T—bT Ty
Yol s E T, copyvirtualshell (VSH) a2~ REMH LT, A— 8= RAHF £V 2—

L& DT /bootflash/bootflash sync list 77 A /N EZFHTabt—F5Z LT
i‘é—c

RO REMH LT, A== AP 2 — L CHE
/bootflash/bootflash sync list 77 A VEHETEET,

bash .
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run bash vi /bootflash/bootflash _sync_list

[FHA X I EDOTXTOHNIL, =277 7 AV /var/tmp/bootflash sync.logllV ¥
AV FEINET, ROWTrDavy REFHLT, 2ou 7y A LV ERREITIBE T
%\i‘j‘o

run bash less /var/tmp/bootflash_sync.log

run bash tail -f /var/tmp/bootflash sync.log

FIMIA 7 VT NI, 72747 7—r7T793a2aT 47 ) EOXMIET DT 7 A VDOHIRA X
VR EPIRINCZE LRWRY . AR, T = 7Ty aT 4 L7 NS T 7 A V&R
LEHA, GEILEL-oTL, A AL T =TT 2P DAR—ANT 7T 4T 7 —
c7F o2k b 2LV, 70747 77— 7T vabtF/APILTND EXIZAX A
T = 7TV aDAR—ANRETHZENHVET, AX NS, T T T akT
TAT T = 7T vaDFMRIT—ICTD (RXNAT—= 7T vva bORRRT 7 A
NVEHIRT ) I, koa<vr REALET,

run bash sudo rsync -a --delete /bootflash/ /bootflash_sup-remote/

A2V ME, 7Ty 3afi3& T35, Ny 2770y RTHRITSNGIT L db
Wb £, L, MErOMBTERITMEFILELEGEIE, koa~wy Fe ] L TFET
EETEET,

run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

Kstack %' L CTaE—

CiscoNX-0S U U —293(1) LA TIX, 7 7 A /b = E'—#AFI2I%, use-kstack 473 = > Zffi[]
LTHlORy NT—7 AZ 7N LTHRITTHA T arndb £3, usekstackZil U T7 7
ANEar—F5L, KNG INET, ZOF7Tva i, AL v TFRLEHEOR Y
FIHDBVE—F F—R=—mE T 7 A NV Eat —F 5551 T b £ 4, use-kstack 7> 3
%, scpRosftp. R EDFERET 7 A )L a B —fE A L CTAA v FIZ, ERITIAA v TFNLT7 74
NEae—H L ET,

)

GE)  AA v FNFIPS T— FHEREZ AT L TWAE . use-kstack A7 a v IMbfe LE¥ A, A A v
FCFIPSE— FRE N> TWAEES ., a b —EIIE| 25X I LETHN, 74+ Do
E—IrEn R S E T,

use-kstack /L T2 B —3 3 (2%, NX-0Scopy I~ ROBEBICHIHAEBMLET, 7-& 2
I$:

switch-1# copy scp://test@10.1.1.1/image.bin . vrf management use-kstack
switch-1#
switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf management

bash
N I
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#4574 7Bash oz 07T r—2auhl

use-kstack

switch-1#

switch-14# copy scp://test@10.1.1.1/image.bin . use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf default
use-kstack

switch-1#

use-kstack A7 a E, TXTO NX-0OScopy 2~ RET7 7 A/ VAT ATHAR—FENT
WET, A7 a3 OpenSSL (EF =27 2 —) REFRATT,

214 T4 BashozILDT7T)5r— 324

WOHNE., %A T 47 Bash = VDOT7T F Y r— a3 R LTWET,

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f $SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $SOUTPUTFILE
sleep 10

done

bash-4.2#

bash-4.2#

bash-4.2# cat /etc/init.d/hello

#!/bin/bash

#

# hello Trivial "hello world" example Third Party App
#

# chkconfig: 2345 15 85

# description: Trivial example Third Party App

#

### BEGIN INIT INFO

# Provides: hello

# Required-Start: $Slocal fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs $network

# Description: Trivial example Third Party App

### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.

case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=$?

stop)
kill -9 “cat $PIDFILE"
RETVAL=$?

status)
ps -p ‘cat SPIDFILE"

bash .
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RETVAL=$?
restart|force-reload|reload)
kill -9 ‘cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=$?
*)
echo $"Usage: $prog {start|stop|status|restart|force-reload}"
RETVAL=2
esac

exit SRETVAL

bash-4.2#

bash-4.2# chkconfig --add hello

bash-4.2# chkconfig --level 3 hello on

bash-4.2# chkconfig --1list hello

hello 0:0ff l:0ff 2:on 3:on 4:on 5:on 6:0ff
bash-4.2# 1s -al /etc/rc3.d/*hello*

lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/Sl5hello -> ../init.d/hello
bash-4.2#

bash-4.2# reboot

U m— 1%

bash-4.2# ps -ef | grep hello

root 8790 1 0 18:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh
root 8973 8775 0 18:04 ttySoO 00:00:00 grep hello
bash-4.2#

bash-4.2# 1ls -al /tmp/hello*

-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw— 1 root root 5 Sep 27 18:03 /tmp/hello.pid
bash-4.2# cat /tmp/hello.pid

8790

bash-4.2# cat /tmp/hello

Sun Sep 27 18:03:49 UTC 2015

Hello World

Sun Sep 27 18:03:59 UTC 2015

Hello World

Sun Sep 27 18:04:09 UTC 2015

Hello World

Sun Sep 27 18:04:19 UTC 2015

Hello World

Sun Sep 27 18:04:29 UTC 2015

Hello World

Sun Sep 27 18:04:39 UTC 2015

Hello World

bash-4.2#

. bash
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