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* CiscoNX-0S U U —2Z 92(1) LA T, 802.1X AR— F T AT RIET— RBRART2 D £
T VLAN OF| D ¥ CTliL, BAIOBIEF AR A Moxt UiThhEd, =2—¥F 717y
UIZEESWTCZORICHFR SN T —F RA MI, ELLKEIEESNZE RARSNET, &=

802.1X D% E
|



B coxoxssmEssnssE

821X oEEE |

720, £ VLAN BE D Y THIATWARND, B — N THRAINZIE L FEIESNTZE A b
E—HTHVLANEID TR SN TWnAHZ 25 LET, ZHUCEY, A= T
EFICRRES NI T RTORA ML, #EFIZFE T VLAN 2 N2 0 £9, VLAN#HD
WCOEBMENT, RONCRIES AR M2 TETET,

* CiscoNX-0OS U U — 2 9.2(3) AR, 802.1X N— F_R—ZFEEL FEX-STB L OER A b A
H—T7xA A (HIF) &A— FTHHR—bFENFET, IEEES02.1X K — hX—ZAZBFED YR —
MEI. AL —FBLORF 27 AR —ALFEX OFFIZEHEINET,

s Cisco Nexus 9000 ' U — X A A v F|E, LLFDHDIZOWTIE, 802.1X Z ¥R — kLT
¥ A,

N Ao Ui

s vPC AR — |

* PVLAN " — h

L3 )b—7 v F) A—F

e NS S

* CTS B LTV MACsec AT > TWDHAR— |,
* LACP R— FF ¥ /L& L 72 Dotlx,

\}

B Dotlx X, A¥T 4 v 7 R— b+ F ¥ RN EPKR—
FLET,

A\

B vVPCAR—FBIOYHR—FENTWRNTRTOMERE
TIE, 802X X ELhz /2 £,

* CiscoNX-08 V7 F U7 =7 78 802 1X @ik & AR — 5Dk, WELAR— L7200 T,

*CiscoNX-OS V7 h 7= 71X, A—F Fr xNVELITVT A ¥ —T =1 ATIiE 802.1X
nqu%—fﬁ-T‘_‘]\Li’@__h

CiscoNX-OS V7 h 7 = 71d, Am"—F F¥ xVD A LN R— FTIE 802.1X LA R —
FLETH, A—hF Fr/VEETIIIR—FLEEA,

AL N=R802.1X HIZREINTWAHEA, CiscoNX-0S V7 b =T iE, A—hF F¥
HIWVAUN=TDY TNV HRA N ET— NOREEZYFR—FLEFA, AN —FTIE
<)V F KA N B RETFHRR—FINET,

RO IXBEARETA LA T — N aERNALAF— NEIFE— b Fy XL THETEE
T, 2L, FrxY ‘/7‘& 802.1X 23HifE L CEMET 72121, X THORA LR F—
FTR02AX REZ[F—IZTHHERH Y £7°,
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| si2z1xo

s

ax ;&

szix pxssEesnsE |

B AX FFEE AN LIZBE. TV by PRFEGEEN TS, A1 —Y Ry b A F—
ToAALEDOLAY2ET iv4ﬂ73 DT X TOEENA 2 97,

¢ 802.1X KA — b TlE, FEREMARE) L7212 D& STP BPDU 23§Fr] X1 E 3, STP O
EHERET AT, STP =y PiR— N TOL 802 IX HERER A R —T W T B Z L 5 HE

¢ CiscoNX-0OS V7 b7 =7 R 80RIX HiLZ AR — b 2D1%, R—k Fyr, FT
T, FRETIIRBAR=FNDOA =P Xy b A X —T A A LZIFTT,

*« CiscoNX-0S Y 7 b7 =7 (%, CTS £721% MACsec HEREIC DWW TITEMEL £H A, 11—
73V 72 Tmac-learn disable] & dotlx #EREIFFH AICHHLEI CTH Y | RIFFIZERETHZ &1L T
=FEHE A,

* Dotlx (L IPY — A %/ — F3 L UV uRPF B§RE & ITMHAICHHIA TH D | FRFICREST D 2 &
1L TEEH A, CiscoNexus ¥V —R ZA v F % CiscoNX-0O8S U U —29203)iZ7 v/
L— RT 55613, ZNODERBOWTINE BN T 20BN H Y £7,

+CiscoNX-OS V7 b7 =7 i%, "—hF FxRZVHND KT T f 2 H—T = A ZAFET2ITA
VNA U E—T A A LTIV A FRA N B— FEYR—FLERA,

¢ CiscoNX-OS V7 b =7 1%, BR"— b F¥ X/ ETIEIMAC 7 R L AFHIENA R A RE %
PR—bFLETA, R—FF ¥ XNV THR—FINEE— RiE, vILFKRRAE— T
<9,

* Cisco NX-0OS U U —29.2(1) Tl&, MAC it/ A1 7S AL N3K-C3164Q-40GE A A~ F TlX
PR—bFSHLTVERA,

* CiscoNX-0OS Y7 h 7 =7 1%, vPC R— FTD DotlX BLOMCT =¥ H— F LEHA,
« A4 v F DY v— K, Dotlx [XRADIUS 7 H 7 T 4 > 7 OEIEEAR L EHA,
« CiscoNX-08 V7 h 7 = 7%, kD 802.1X 7' 1 | 2 /LIisEMEREZ R — h L8 A,
«FREEVLAN 4705 ID ~D 1 { %D~ v e s
« Web #F ]
AT I T ALY TV v VEY BT
IPT LT F=—
« 7 A2 h VLAN
T I T 4TIy a OFFFEEBL <IZIX, authentication timer inactivity =¥ > K%

R LT, 37275 4 7 %A ~—7% . authentication timer reauthenticate = < > K TR E S 41
T-HEPGERIR L 0 b EOVREIRICRE LT,

*N9K-M12PQ 7 v 7'V v/ &V a—)L AR— h TD dotlx DIFIRA 2 H ML F 721X b
IZ, CiscoNexus 9300 77 > N 74— AL v FTIEHAR— PSR TWHERA,

s A X —Tx A ATdotlx AN >TWBHERD VLAN T, [H L MAC 358 &b
&L EF U T AEDREELET,

802.1X MEXE .



821X OFE |
B coixmo g — 0ACL Y K— O EEEL HINFE

* DME %fiit~ 77 v b 7 4 — AT dotlx Z BN LT2IREE T MAC O 8 % 2R E L T
Hh, T — A vb—VFERINETA,

« Cisco Nexus U U —29.2(1) TliX, VLAN A LV H —T 2 A ATRESINTWARLTH, #
JfF& EAPOL 7 L — AMTIWBLEN., 7 F9A T bDOA VH—T = A A TERIFIIRE L E
@—O

VIR — FTHEBINT-EF 27 MACIZ, vPCET THRHIBIENEH A,

802.1X[R] [THR A —Y DACLY 7R— FD;FEEIE L HINE
18

cRDAAL v F TT v M7+ —AlF, ZOWREELTHR—FLTHET,

e Cisco Nexus 9300-EX 77 v b 74— AA v

e Cisco Nexus 9300-FX 77 v R 7 4 —2Lb AA v F

e Cisco Nexus 9300-FX2 77 v R 7+ —2Lb AA v F
« 2—HH{ZD DACL %, IPv4TCP, UDP, F LT ICMPACL/L—/b & ¥ AR —F LET D,
IPv6 ACL /L—/UiEHR— K LEHA,

« P HALD DACL 1L, 4KbAIH O Hi—D RADIUS IEICHIR S, YR— b &5 ACE
DI KREIT 32 TT,

o ZOWREIZ, AA v T HR— FNOEHEACL 28R — ML TWERA,

« K= P ZTLIZ 1 DO DACL DH BV HR— bENET, A v FRETHR—-bShD
DACL Dl REE, € DAA v FOR— MR TY,

*DACL &£ %A ) v 7 VLAN iF, R UFR— hTREFIZHFR—FEINEFA,

< ISEMBHDDACL 2227 Y OB AT TR — S ThEHA, ZHEEHRTHIC
X, clear dotlx interface =~ > N&fEHA L CLULRNCEA L7 DACL 2K — 22627 U7
L. ISENBDOHLWDACLZ#HALET, ik, ZoFR—FEOTRTOI T4
Ty NT—RR T T 0y 7 ORI AE L ET,

« AAFEX E— R ® Cisco Nexus 9000 & U — & A A » F %, =—HFHM D DACL % ¥ HK— k
LTWEH A,

o —WHIATD DACL I3, MAB B LRV ILVFEHIRA N B— FOZEYR—FLET,

* > F~T D Nexus 9000 802.1x FERE & [FFRIZ, ——H T & @ DACL (ZWEER— b, ©F
VBEFHEDL2T 7 EAR=FTORYR—bSh, FT7 7, vPC, A= Fy¥ ez
DAL= BROYV T A o F—=T oA AT R— SN EHA,

« A wFITTHH SN AMOFT T O Nexus 9000 ACL & [FEIZ, =—HF T & ® DACL Dix
FHIBRIE 4000 ASCIL X T,

. 802.1X MELE



| s21x oz
macsec p:xEFEEHKEE ]

e 21— L D DACL HHED MAC BBV 711 7 7 A VTP R— FENTWEH A,

MACSec DT EEIE L FlIFEIE

’@(0)14’ /?‘—77/]\7j‘ A&i y)T/fjbﬂ/uunEF& %ﬁﬂfﬁl\b“ﬁ/‘iﬂ‘o
* Cisco Nexus 9300-EX 7T v h 7 4 —h AA v F
* Cisco Nexus 9300-FX 77 v b7 4 —L AA v F

* Cisco Nexus 9300-FX2 7J v F 7 —2 AA v F

e 7 UT ¢ HIVEFFIXI MAB O&A %R — Kk LET,

« 7 U7 4 WVIRREIEL. EAP, FEX-AA, DVLAN, ¥ XUV VXLAN &% AR —F LTV EHE
Mo

e RIERVZ TAT v b T 74 v 713 T_RCEHFIEN 579, authentication event server
deadactionauthorize =~ > RZFIZENCT DL, EX2 VT 4 LOV R BRELET,

8021IX DT 7 AL FERTE

WDFEIZ, 802AX /NT A=K DT 7 )V " iR TEERLET,

Table 1: 8021IX DT 7+ )L b IS A —4

NS A—4H FI4I bk
802.1X HHE F a4k —Tn
AAA 802.1X #HFE T BIERL

[ B—T A ZAHEND802.1x 7 | T 4 &—T /L (force-authorized)

HRIAAFZTHATEE INete e BT Y b0 802.1X N— AR

TOFIC, BEDO N T 74 v 7 2EZELET,

lﬂiﬂ;ﬁaﬁf:ﬁﬁmun '7:/( 'E‘_“j‘/l/

HEGEOMME () 3600

T2 A L7 v SRR 60%) (CiscoNX-OS T /%A ARG T VY B b & OFEIEEH
DU IR U714, R E 26T 2 %0

BEEZ A L7 U MR 30 (CiscoNX-OS 7 731 A 53 EAP-Request/Identity 7 L —
MIHT ALY By b OISE L, BEREBEIEE
T 5 £ TOHE)

802.1X MEXE .
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802.1X D&%

INS A=A TI74ILE

I KRR 2 A (Cisco NX-OS T /31 ANFRFET 0 A& HET 5 F
TlIZ, EAP-Request/Identity 7 L — A % 24{5 1 5 [014%)

ARA KN E—FR IV IR A R

YTV H s A LT T SRR

30 GRREY— "I DEREY U B MU Lb—7F
% & &, CiscoNX-OS T3 ANY 7Y B v MIEREZH
BETDHETIT, TV D b OIE EREORER)

FRREY— N XA AT T NRER

30 (7 U By D DREEERHIEF— Y L—F
% L X Cisco NX-OS F /A Z R — S |Z s % Bk E

DETIT, =300 DOJNE Z R ORFH)

muxw%i

TlX, 802.1X B&rE

821X DERE 7 AE R

REFIFEZ DWW T L ET,

TR, SRIAX EHRETH T AIZHOWTHALFET,

Procedure

ATYT1 802.1X HEREAE A 1 —

802.1X #éEED 1 1~ — T JL1E

WAVADN IV T/\/rx%nunﬂ:‘@—%)ﬁlj

T DRERHY £,

Procedure

TN LET,
AFv T2 UE— | RADIUS $r— "~ A%
ATFYT3 A—HV vy M A F—T A AT 8021X HfeH 1 % —

ﬁbiﬁ—o
TN LET,

IZ. Cisco NX-OS T34 2 |- 802.1X #fex M % — 7L

Command or Action

Purpose

AT w 71 | configureterminal

Example:

switch (config) #

switch# configure terminal

Ja—_ ) a7 4 Xal—T g
E— &G LES

. 802.1X MELE
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soz1x o AMA EiEr R e I

Command or Action

Purpose

ATvT2

feature dot1x

Example:

switch (config)# feature dotlx

802.1X #éREZ A X —T Mz LET, T
T IV N TIIT 4 B—T M5 TV E
T,

ATvT3

exit
Example:

switch (config)# exit
switch#

WEE— FEKTLET,

RATvT4

(Optional) show dot1x

Example:

switch# show dotlx

802 IXMBED AT — X A HFRLET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FTRER . AY— T v TR S
B — Ljﬁ‘;‘o

802.1X M AAA FEEE AKX DERTE

802.1X F&FEIZ U £ — b RADIUS — % T £9, RADIUS ¥— 35 L O RADIUS #—

NI N—T%

802.1X FRFEAZ FIT L £ 7,

Before you begin

JE— K RADIUS #— X Z)L—7OL4TE7-137 FLRAZEE L £,

Procedure

HEL, T 7405 AAARGFEF R EFEE L72H L 1Z, Cisco NX-0S 7 /314 A%

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
T— F&EREBELET

ATvT2

aaa authentication dot1x default group

group-list

Example:

switch (config)# aaa authentication

dotlx default group rad2

802.1X FRFEIZf#E 35 RADIUS H—/°
ITN—THBELET,

Group-list 51¥i%. A —ZA TR SN
=T N—TEDY A NCHER S ET,
TN—T720F, WOLIITHEELET,

802.1X MEXE .
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802.1X D&%

Command or Action Purpose
¢ radiusRADIUS $— 3D 7 1 — 3L
T =N L GRREEZTTWE TS,
« named-group : iE(Z RADIUS #—

NOra— ) F— L EERALE
‘a‘o

ATy 73| exit REE— FERTLET,
Example:
switch (config)# exit
switch#
R 7 4 | (Optional) show radius-server RADIUS +— OB EEF R LFET,
Example:
switch# show radius-server
R T 75| (Optional) show radius-server group RADIUS #—/% 7 )L — T Ok E & For
[group-name] LES,
Example:
switch# show radius-server group rad2
R T 7 6 | (Optional) copy running-config FATRER, AF— T v TRIEIC=

startup-config

Example:

switch# copy running-config
startup-config

vE—LEd,

’f :/9 —Jx ’f Z_GO) 8021X n:L.\nIEo)ﬂ'-T“ﬁl]

A B =T 2 A A LETETEND 802.1X
GEAT— MI, RO EEBY T,

BHEj (Auto)

EFARIHCEE T, A F—T A AD 802.1X Z

4:/&“‘7:1:/(XJ:¢C\ 802.1X muuﬁ%ﬁ)‘j‘] Li‘é—o

gﬁ %I] [ty I:I
A B =T A A O 021X FAFZ MR L.,

AT®%774/7%ﬁTLi¢o_®ZT~%
Force-unauthorized

FEEITHOTICA v Z—T = A A LT
WT 7 40 N TY,

A B—T 2 A A DT RTORNT T 4 v 7B LET,

Before you begin

Cisco NX-0S /34 2T 802 1X ¥EZ AN LE T,

. 802.1X MELE
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48— 14 RTOA—t T 1 r—45 PAE DR EEHIE |

Procedure
Command or Action Purpose

R w 71 | configureterminal rsa—r )L a7 4 ¥z lb—3a
Example: F—FEBBLET
switch# configure terminal
switch (config) #

X 72 |interface ethernet dot / port MET AL L H—T oA AT L. A
Example: VHE—T 2 Af A AT 4 Fal—3
switch(config) # interface ethernet 2/1 v ' ]\%Eﬂﬁébiﬁ—o
switch (config-if) #

X 3 |dotlx port-control {auto|force-authorized | ¢ » % — 7 = 4 2™ 802.1X I AT —
| forced-unauthorized} NEEELET, T4 FOREIT
Example: force-authorized T9,
switch(config-if)# dotlx port-control

auto

AT 74| exit a7 4 Fal—iay E— REKT
Example: LET,
switch (config)# exit
switch#

R T 75 | (Optional) show dot1x all 802 IX FERED T R THO AT —F ZAB &
Example: ORERFRE LR LET,
switch# show dotlx all

Z 5w 7 6 | (Optional) show dot1x interfaceethernet | ¢ > % — 7 = 1 2 802.1X KéEED =
slot / port F— A ABLORERRE TR LET,
Example:
switch# show dotlx interface ethernet

2/1
R T 71| (Optional) copy running-config FITREL, A¥— R NT v IREIZ=

startup-config

Example:

switch# copy running-config
startup-config

I:ob* Li—g—o

A3 —D A RATDA—t 2T 144 —% PAE DIERL FE =1 HIBR

AU B —T 2 A ATR021X A —1k 7 1 /r—% Port Access Entity (PAE) A > A% > A& ERK
FEITHIBRTE £,

802.1X MEXE .
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\}

821X OFE |

G¥)

FIANEITIE, A F—T 2 A ZAT8NIX A X —T NI LT-E XIT,

Cisco NX-OS V7

=TIk TA v Z—T A ATE—F LT 4 57— FPAEA VA XV ABMERRENE T,

1R BHEIIZ

802.1X HkER A F—T MIZ L E T,

FIE

ARV RFERERTI VA Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—_ ) a7 4 Xal—T g
E— NEBABLES,

ATy T2

(f:&) show dotlx interface ethernet
slot/port
1 -

switch# show dolx interface ethernet
2/1

A B =T A A LD 802.1X DETE%
FRLET,

ATvT3

interface ethernet slot/port
fi

switch (config)# interface ethernet 2/1
switch (config-if) #

RETDA L H—T oA AZENL, A
VHA—T 2 Af A AT 4 Fal—3
= F‘%F’lﬂﬁébij—o

ATv74

[no] dot1x pae authenticator

1

switch (config-if)# dotlx pae
authenticator

AP —=T A ATH =T 47 —4
PAE A v AX V AEERLET, 1V
B —T 2 A AMNLPAE AV AZ A%
HIBR9 5121, no B AMH L £9,
GE)  A—krTF 1 —% PAEMA
VHE—T = A AT CITAELE
L TW5 a1, dotlx pae
authentication =~ > K% 31T
LCHA v F—T A A LD
RETEEINREEA,

ATy TH

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FATRIEE. 25— b7 v TR
I:O*_‘ Lji—gﬂo

. 802.1X MELE
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D) T4 ANEREANZT S

1R BRI

«RADIUS DE=X 1 U T HHMILET,
o« I NL—THNDOFTXTDOY— 373 RADIUS 4 — " ThHZ L 2R LET,

FIE

suFehnmiEzan=ss [

ARV RFEEETI 3y

S

ATy T

configure terminal

1 :

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATv T2

radius-server test idle-time minutes

51

switch (config) # radius-server test
idle-time 1

Ja— ==& ) D
NIA—BERELET, T 7411
D2—HL4 T test, T 7 A/ EDIIA
7— RiXtest T3, 7A KV ZA~<—
DT 7 4 MEIZ 05 TY, ARRE
PHIZ 0 ~ 1440 /3 CT9,

(G¥)  RADIUS % — O EHHI 2T
=H VT ERTOTR, TA
R ZA<—I20k 0 RK&EXR
BEHRETHLERDHY F
Ty TNAN—TITHEOY—
N HGEX, F—D7T
A RV EZAw—%1THEL
*7,

ATvT3

radius-server deadtime 43

1 :

switch (config) # radius-server deadtime|
1

LARNZ RN D D> - 72 RADIUS H— 3

% Cisco NX-OS T3, ANF = v 7 %

WML ETONEERELET, T

7 4V MEIX 053 TT, ARh7REibH I

0 ~ 1440 43y T,

(GE) T REA LE20LD KEW
BEIZRELT, £E=XV 7
EAEMMLET,

ATvT4

radius-server host ipv4-address key[O |6
|7] key-value

1

9T RADIUS #—/3H D RADIUS
F—ZiEELE T, key-value 237 V7T
TXA N (0) oD, A T6HEE
& (& B, A4 7 THE (7)

802.1X MEXE .
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821X OFE |

ARV FFEREETIVa Yy

S

switch (config) # radius-server host
10.105.222.183 key 7 "fewhg"
authentication accounting

XN ERE CTE 9, Cisco NX-0S
V7 R =T T, Efrar7 4 ¥=
L—a VIRET DR VT T %
AROFxF—%M oAb LET, T 74
FOERIZZ VT TF AT, &K
T63 LFTT, 7 74/ hTi,

RADIUS F—{IFZTEINFEHA,

(G¥)  generate
type7_encrypted_secret =~
VREMHLCHEMELYT
TIZRELTWDAEA, 2
HoOFIO X 5128 HFFCHA
TASLTLEE, FEIC
DWW TiE, RADIUS F£721%
TACACS+ O A FhEE DR E
EHRBLTIEIN,

ATvT5

radius-server host ipv4-addresstest
idle-time minutes

151

switch(config)# radius-server host
10.105.222.183 test idle-time 1

P—RE=H VO THONRT A =2 %
RN ELET, T 74/ hDz—
P4 T test, T 74N FDO/SRAT— R
Itest T, 7A KV XA ~—DF
74V MEIZ 05T, ARNe#ipH I
0 ~ 1440 43 T,

(G¥)  RADIUS — "D EHR 72
=Z VT ERTOTIE, TA
K2 A<—IZ0kDK&A
EERETHLENRH D F
R

ATvT6

aaa group server radius group-name

1 -

switch (config) # aaa group server
radius ISE 2.4
switch (config-radius) #

RADIUS $—/ )L —T7 2B L, &
D7 N—7 O RADIUS H—/3 J j—F
a7 4 FX a2l —ag Y TE—RNE
BAAAE L £9, group-name 514E. K
127 LFORIDOFERFOAN) 7
T, RN CFPEIEET,

RADIUS #— 7 )L —FZHI&T 51
. 2oy FonER a2 AL E
7,

GE) FTIHNIIDOVRAT LERT
TxI bk T—F
(RADIUS) [3HIBE T £%
/\-/O

. 802.1X MELE
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)9_7 I’fZO)iE Hﬁnlb\nIE@’r *_

AV H—T =2 A AD 802.1X EMIHIRIEAEZ A % —
T, Wi ZHE LW CHERIEE A R —

\}

15— z4 20eRERE0A *—T 1t |

ARV FFEREETIVa Yy

E:)

RFw 77 |server {ipvd-address| ipv6-address | RADIUS #—/3%_ RADIUS #—/ 7
hostname} N—T DA N—L LTHRELET,
1 - FEIE L 72 RADIUS H— "3 RO 6 72
switch(config-radius) # server 75307":4,}57(5\61\ radius-server host =~
10.105.222.183 VREFEHAL T —NEZEEL, 2D

av U RuEH 9 —EIETLET,

AT w78 |usevrfvrf-name P =R TN =T NDH—3 & DR
1 - {19 % VRF 24H85E LET,
switch (config-radius) # use-vrf
management

R w79 |sourceinterfaceinterface TDOFNRA ATHREINLTWVWATRT
Bl - D RADIUS Hr— R 7 N—THD 7 1 —

. o PNIFIETEA VB —T = A A% E L

switch (config-radius) #
source-interface mgmt 0 gﬁTro

ATv 10 |exit RADIUSH— R L—F a7 ¢ Xa
i - L—varH$7E—Ra&kTLET,
switch (config-radius)# exit
switch (config) #

X w711 |authentication event server dead action | RADIUS H— SZE|ETX 204

authorize

51

switch(config)# authentication event
server dead action authorize

2. TRXRTD7 TA4T > b Zida] Li
j‘o

TN

T 74N MRESNET,

T

L. HRREEFATT DMELREL £

T LTESA. k&2 T 2 MRIL 7 v — Uil

Note

ﬁmuuﬂz7 D’[ZXEP j—VC Lu‘b\uﬁéﬂfb\}:)ﬂ_7 Uy NOAT—H R i%ﬁ%%%

TEEA

Before you begin

Cisco NX-0OS /34 AT 802.1X #¥hE % 1 —

Tz LET,

802.1X MEXE .



B =ss397u0 rom2

802.1X DR E

Procedure
Command or Action Purpose

A w 71 | configureterminal rsa—r )L a7 4 FX¥al—3a
Example: E—RNEBBLET,
switch# configure terminal
switch (config) #

R 72 |interface ethernet slot/port BET DA VA —T oA AEBRL, A
Example: VHE—T 2 Af A AT 4 ¥l — 3
switch(config) # interface ethernet 2/1 7/43“‘}:%Eﬁﬁﬁél/jiﬁfo
switch (config-if) #

R 7 3 | dotlx re-authentication A VB —T o ARSI TWAYTS
Examp'e: ) jj Ve ]*@/Eﬂ\;qﬁmunﬁ%/rz 7“11/5’ L
switch (config-if)# dotlx 9. T 7 AN b T, EW AR
re-authentication T4 —T T,

25y 7 4 | (Optional) dot1x timeout re-authperiod | HGEDOMIG (B) 2 E LT, &
seconds 7 4L b 3600 BT, EOFMIL 1
Example: ~ 65535 T,
switch (config-if)# dotlx timeout Not N . =
re-authperiod 3300 ote _/]):/§ ?:J:/])XJ:@/E%@E‘-

PREEE A R —T NI T DS
721, Zoa< 2 K Cisco
NX-08 7 /34 2 DEMEIZ 58
LEd,

ATy 75 |exit Ay 7 4 X2l —ar EB— REKT
Example: LET
switch (config-if)# exit
switch (config) #

R T 7 6 | (Optional) show dot1x all 802 IX HEBED T R THOAT—H AP K
Example: OREFREF R LET,
switch (config)# show dotlx all

R 7w 77 |(Optional) copy running-config FTHREER, AX— R NT v IRHEICT

startup-config

Example:

switch (config) # copy running-config
startup-config

vE—LEd,

FEKBHT)HhY

MO

CiscoNX-0S T3 AREDY TV h v " ERIFA v X —T =24 AV ) h v N 2FHTH
AFCTE 1,

. 802.1X MELE
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A3 —T 24 ADIXBFEZ A I —DEE .

\}

Note TN 7‘:"{22':'3 —f})—T ZHSRE ESILTWABY T D FDARAT—HF R Ej%‘%x T EE A,

Before you begin

Cisco NX-0OS T34 2T 802.1X ¥E A AN L ¥,

Procedure

Command or Action Purpose

AT w 71 | dotlx re-authenticate [interface slot/port] | Cisco NX-OS /354 A E 7713 A v X —

Example: TxAALDOYTY T N HEREL F
switch# dotlx re-authenticate interface -é‘o
2/1

AB—TTARAD2IXBEAAT—DLEE

CiscoNX-OS /XA ZADA L H—T 2 A A LTERTE5 80RIXFBIEX A ~—I1. kD LB
HTT,

A A4 < —
Qmwm057h4x##7)ﬁ/k%mﬁfﬁﬁw%é\14/%i%m®ﬁﬁ74%
JVIRREIZZ2 D . ZO%REFAITLE T, R X A ~—DETT A A ORRNRE Y F
Ty RAENKIT DRENCIE, U v PN AR T — RERL LG ER"H D £
To T7ANMEY B/NEWVEEZ AN TS Z EIZE 5T, 22—~ IRE R 2 404 T &
ET, T AN ML e — USRI 2 A~ —DfET Y, #PHIE 1 ~ 65535 T,

L— IR 14 <7 —

U— MHIBRREREIFR, 77U 7 b BRI 3E(E S 40TV D EAPOL-Start 237 > b Z Hiil
LET, A—tr 74 r—2Fb— MlBRKEREF, AR LI Y I Mirb D
EAPOL-Start /X7 > M &M L ET, T 74/ MEIZOR T, A—8 T 4 r—Z LT
CT? EAPOL-Start /37 v N ZALEE L £ 9, #iPHIX 1 ~ 65535 B¢,
b4¥4ﬂ7vFEWTéZ4v?&wJﬂ—Aﬁ®ﬁ%h947—

RRE— X, LA VAT NEZETHERCAAL vy FICEMLET, AA v F 9N
7y FIRMEBICEMEZIE TE WA, Cisco NX-0S 7 /34 A [XFFE DRG] 721 7% L
7mth. Ny bEFERELET, T 740 MI 30 TY, &PHIX 1 ~ 65535 T,

EAPIGE I L—LIZRTBRA vy FEHTUHY FEDBEEEX A< —

BV J1 > ML, Cisco NX-OS 7 /34 A EAP-Request/Identity 7 L — AZ%f L
EAP-Response/Identity 7 L — A T LE 7, Cisco NX-OS 7/3A AN Z DISEHZ[FT
Xlepo e, FEORE (FEERHE) FUME L%, 7L —2Z2mEELET,
T 74V NI 30T, I 1~ 65535 T,

EAPERIL—ALICHTERAvFES T A FEIOBEEZ AT —

BV B ME, EAP ER T L— A %55 L7 Z & % Cisco NX-OS 7 /31 ATl L &
T, A= T 4 =N OEMEZE TERDSTGE, A—t T 4 —FIIE

802.1X MEXE .
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B sz xomnxmiErrv—ozE

)

DORFMTE TS L 7%, 7L —2Z2H/EELET, 7740 M, 7 v — L EE(E R
S A~ =D T, H#PAIE 1 ~ 65535 T,

I nactive period timeout
CiscoNX-08 7 /3 A ANGEE SN > CET 77 4 7O FEETHHHA, timeout
inactivity-period fE1Z. FE7 7 7 ¢ 7 WM 2 E LE T, H/MELEEIL 1800 #CT9, fEN
FRGERF O L 0 /S W Z & MR T D MENH Y £77,

Note

ZOF TN MER, U7 DEEENME T LA, BEOY Y h s b L ORI —
NOBIEICRIERS S DB AR E, RERRIUCKT 2 AT O HOIC I EE LTS
AN

Before you begin

Cisco NX-0S T34 2 T 802.1X ¥EZ AN LE T,

Procedure
Command or Action Purpose
ATFvI1 configureterminal Jua—N) a7 Xalb— g
Example: FT— FEIBLET,
switch# configure terminal
switch (config) #
AT w72 |interfaceethernet sot/port RETDHA X —T oA AZTIRL,

Example: AV EBE—T 2 A AT L X2l —
> Y — ~ L‘

switch (config)# interface ethernet varE ]‘%ﬁﬁﬁﬁleEE7fo

2/1

switch (config-if)

R w73 |(Optional) dot1lx timeout quiet-period F—Y T 4 —E N

seconds EAP-Request/Identity 7 L — A% %
Example: TV B "L DOIREERFL, BER
switch(config-if)# dotlx timeout ZHEET D E TCORMEZE TRE
quiec-period 25 LET. 7740 MEFRTOA

S—T o RTRESND T m—rL
B¥ccd, #@iiE 1 ~ 65535 BT,

XFw 74 |(Optional) dotdx timeout ratelimit-period | ZRZEIC K L= 7 U By RO

seconds EAPOL-Start /3%~ b % 59 2 FEfH
Example: EMECTRELET, 77 4/V MAEIZ

switch (config-if)# dotlx timeout 0BT, FPHIZ 1 ~ 65535 0T,

ratelimit-period 10

X Fw 75 |(Optional) dotlx timeout server-timeout |Cisco NX-OS T /34 A NZIEY— |2
seconds Py b R RET B RN AT 2 R
Example:

. 802.1X MELE
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mac 58/ {21 72— it [

Command or Action

Purpose

switch(config-if)# dotlx timeout
server-timeout 60

ERECHRELET, 7 740 ME30
W4, &I 1~ 65535 BT,

ATvT6 (Optional) dot1x timeout supp-timeout | Cisco NX-OS /34 A7 EAP Bk 7
seconds L—AEBERET SN, Y TU b
Example: NREAPE R 7 L — A RE L TL %
switch (config-if)# dotlx timeout D %?2‘_‘2%%“9]— 6 H%EFEﬁ %-‘,%9\%((%&7]? L i
supp-timeout 20 T, T 74 ME 30T, #PHIx 1
~ 65535 T,
AT w771 |(Optional) dotlx timeout tx-period Y7V FINSEAPER T L— A%
seconds ZAE LT BARIE S nAIc,
Example: EAP 2R 7 L— A& ik E T D HIfR %
switch(config-if)# dotlx timeout ECHRELET, T 740 METR
tx-period 40 TOA LV E—T A AIREIND Y
2 —SVRECCd, #PHIE 1~ 65535
wTd,
X w78 |(Optional) dotlx timeout inactivity-period | 2 1 « F23IET 7 F 1 TUIRBE A HEHE T
seconds X LW AERE LET, B MR
Example: 1800 BT,
switch (config-if)# dotlx timeout
inactivity-period 1800
ATy FSe |exit a7 4 Xal—T g ET— REKT
Example: LET.
switch(config)# exit
switch#
AT 710 |(Optional) show dot1x all 802.1X D EEFRLET,
Example:
switch# show dotlx all
AT w711 |(Optional) copy running-config FATREE, AX— N NT v TREIC2

startup-config

Example:

switch# copy running-config
startup-config

to‘_‘ L/jzjﬁo

MAC FEEE/ N1 /SR D A +2—T L1k

HFU D NOEREINTWRWAS v F—T x4 A LT, MAC 3BEENA N A% A F2—T T
THZLENTEET,

802.1X MEXE .



802.1X D&%

. 7_77}'}1/  dot1.x EREEER n].—tﬁ_ta)nxi MAB

1R BRI

Cisco NX-OS 7 /34 A T 802.1X H¥REA A R —T /MZ LET,

FIE
ARV KRFERETY a3 Y BHY

R w 71 |configureterminal Ja—)ary 7 4 ¥al— gy
1l - E— NEZBABLET,
switch# configure terminal
switch (config) #

R T w 72 |interface ethernet slot/port RETHA L H—T oA ABRL, A
- VE—T xR AT 4 Fal—Tg
switch(config) # interface ethernet 2/1 e }\%Eﬁﬁébijﬂo
switch (config-if)

AT 7 3| dotlx mac-auth-bypass [eap] MAC #BFE A RA A F—T W L E
Bl - To TIHN NI NRADT 48 —T
switch(config-if)# dotlx }1/,6‘3‘0 eapﬂ’\»»—lj— ]\’%ffﬂﬂ L Eq:
mac-auth-bypass A2 BAP {95 X 9 12 CiscoNX-0S

TNAAEHRELET,

ATy 74| exit REE— RERKT LET,
i) :
switch (config-if)# exit
switch (config) #

ATy 75| ({LE) show dotlxall 802 IX HERED T RTDOAT —HX A K
- OREFRERRLET,
switch# show dotlx all

AT 76| ({£&) copy running-config FITREE, AY— T v TREICa

startup-config

1

switch (config)# copy running-config
startup-config

[:O— L/iﬂ_o

—

T A JL b dotl.x

SRy

ER -IEFHL\HIE:JEi-t:CZD

%E - MAB

Cisco NX-OS U U —2% 9.3(5) LABETIE, dotlx XHEAR— R TCZEENDHITXTDORNT T 4 v 7

%, MACRGE A /X2 (MAB) |

WX > TOHRFETE £7, CiscoNX-0S U U — 7<93(5)JZ

D HAITY I, IT_XTDRT T4 w7 iﬂﬁ%ﬂ Z EAPOL |2 & » CEREEE 41, MAB (T &L 5 #GiE

EAPOL#HiFE v a vV BNEZA LT U kLTI

. 802.1X MELE

WZDRTONE LT,
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1R BHHIIZ

F 74+ donx BaERi AR oRE -MAe [l

Cisco NX-OS /314 A TMAB ¥REZ A X —T7 VI LE T,

FIE

ARV RFERETIVa Y

=)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
£ F%Fﬂlﬂﬁébij«o

ATvT2

interface ethernet slot/port
1 -

switch (config)# interface ethernet 2/1
switch (config-if)

AP =T A AR, A —
TrxA A A7 4 F¥al—vay E—
Rzt L £,

ATvT3

dot1x mac-auth-bypass
{5

switch (config-if)# dotlx
mac-auth-bypass

MAC FEENA N2 %A X—T M L E
To FTAN NI SNADT 4T
T,

ATv74

[no] dot1x authentication order mab

1 -

switch (config-if)# dotlx authentication
order mab

RADIUS #—TF—% 77 4 v 7
DFRFEIZHR L TMAB%Z A X —7 I L
9, Z0a<wr KD no BREHEHT
L& T 74V FOFRBFEST % EAPOL
ICERELET,

ATy Th

exit
1 -

switch (config-if)# exit
switch (config) #

a4 S b— gy F— REKRTL
ij‘o

ATvT6

(fF&) show dotlx all
I

switch# show dotlx all

RO IX HEEDT RTDHAT —H AB L
Nar 7 4 ¥al— g EREFRTRL
F7,

ATy T

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FATRE R, AY— b T » TR =
B — Lij—o

802.1X MEXE .
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BALFIvD 70X VR DERK

1R BRI

WOWREEZ MR L TL 2 &0,
cdotIXMABZ ATV "OEEED T 7 4 v 7 VT AZFAEIT Ty 7358912,

9_TD ACE TACL 4 (acl-name) ZHailcr7 v I A LET, T35 RTEE

802.1X DR E

ST

W25 ACL 4 (acl-name) (%, ISE H— 5557 % acl-name & —EHTHHLERH D F

B

FIE

ARV RFEEETIa Y

=)

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—N)L a7 4 FXalb— g
T— F&ERHEBELET

ATv T2

har dwar e access-list tcam region ing-dacl
tcamsize

1

switch (config)# hardware access-list
tcam region ing-dacl 256
switch (config) #

TCAM 4 XZHEELET, FEETE
HEAPHIL 0 ~ 2147483647 T,

ATvT3

ip access-list blacklist

1

switch (config)# ip access-list
creative blacklist

EREHRDT Ty 7 ) A NEHREL, &
E X7z TCAM Yo R FEESWCiE i
L/iﬁ‘o

ATvT4

(f£&) show ip access-ist

1 -

switch (config)# ip access-1list
creative blacklistl

BEBRLDIPT 7 EA VR NEERL
ij—()

ATy Th

. 802.1X MELE

(f£:) show ip access-list dynamic

1 -

switch (config)# ip access-1list

creative blacklistl new Ethernetl/1

statistics per-entry

10 permit udp 0000.1b40.£f£f13

0000.0000.0000 any range bootps bootpc
vlan 100 [match=123]

20 permit udp 0000.1b40.£ff13

0000.0000.0000 any eq domain vlan 100
[match=456]

REBEHLDIPT 7 EA VA NEERL
£
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a—vamooac iz i

AU RFERETOVa Y

B8

30 deny 0000.1b40.££13 0000.0000.0000
any [match=789]

ATvT6

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

KGRIEL, A 1T v TR
B — Liﬁ—o

21— B4 DACL

=L =

axX A&

CiscoISE—N"Ta—HF T LDODACLEZHETEET, 0%, IFFha—FEBILP=2—
P IN—T By NT =TT 78 RATHHEEZRETH7-2012, ZNEFAIRY —I2 5258

TEET,

FIE
ARV RFEREET7TIVa Y BHY

R w 71 |configureterminal Jua—N\)ary7 4 Xal— g
1 - E— FERBLET
switch# configure terminal
switch (config) #

R 72 | hardwareaccess-list tcam region ing-dacl | #; > DACL-TCAMVY —< 3 » % {ERk
Bl - THEIIZAA »F TTCAM ZRIE L
switch (config)# hardware access-list ji?ro
tcam region ing-dacl

25w 73| exit a7 4 Fal—varyE—FREKT
15“ : L/ij‘o
switch (config)# exit
switch#

X v 74 |reload CiscoNX-OS 7 /34 A% Ju— R L%
i 7o
switch# reload

RDBERY

ISEO7 vy 7 JUANENTZZ 747 O DACL R ELET,

802.1X MEXE .



821X oEEE |

B oozt 2—RrERETLF AR F = FOAF—T i

U

\}

GE)

ISE ® ACE IZ1%., T _XTD DACL 7 T4 7 > MIxt U THEERAY 22 HEE DNE R BINE NS
72, IP DHEEL—LVEZFRE LN TLIZEN,

Ty YUANTTAT 2 ME802.1X A — MIHEHE L. radiusaccess-accept A v E— T D—f
& LTACLAV-Pair 270> m—RNLET, ZELILACLIE, FEDZ T4 7 FOR— b
WEH ENET,

DACL OFEFEDFEMZHOWTIL, [CiscolDV—bE 2 = DU EHENA R, VU —2R
30) » 7 A ) OFECHD [Foo— Ra[Re’r ACL OMERARET 5] DHAZBM]R
LTL7EEW,

RAFE—FFLEIETILFHRR M E—FDA 32— )Lt

A B =T 2 A A LTV TNVHEARNE—=REREFYALF KA =R, X—TWITD
N TEET,

Before you begin

Cisco NX-0OS T /34 AT 802.1X #éfEA A 2 — 7 /W L ¥,

Procedure
Command or Action Purpose
R T 71| configureterminal Jua—s ) ar7 4 Xal—a v
Example: F— FEBLET,
switch# configure terminal
switch (config) #
R v 7 2 |interface ethernet slot/port RETHA L H—T oA ABRL, A

Example: VHE—T 2 A A AT 4 FXal— g
v E—FZRMLET,

switch (config)# interface ethernet 2/1
switch (config-if)

Z 5w 7 3 |dotlx host-mode {multi-host | Single-host} | 7 % | £ — RZBELET, T 741

Example: X, single-host T,
switch (config-if)# dotlx host-mode Note BELIEA Vv H—T A AT
multi-host

dot1x port-control - > & —
T A AFE -~ K auto
ICRRESNTWD Z & R

LTSV,
R T 7 4 | dotlx host-mode multi-auth ERERIE— FERELET, K—F
Example: 1T, EAP £72IZMABDOWT oy, F£72

X ORLAG DO IER ICFRRES 1172

. 802.1X MELE
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Command or Action Purpose

swit?h(config—if)# dotlx host-mode AT ORI SN FET, PREEICRd
multi-auth HE Ry hT—2 T RANFHIBES
ET,

EAP £ 7213 MAB O##7

2Ty 75| exit Ay 74 Fal—vary E—RekT
Example: L&

switch(config-if)# exit
switch (config) #

A7 7 6 | (Optional) show dot1x all B02.IX HHED T R TCDOAT —H AR K
Example: UREFRERTLET,
switch# show dotlx all

A7 771 |(Optional) copy running-config FITRELR, AF— T v TRIEILA
startup-config L ET,
Example:

switch(config)# copy running-config
startup-config

CiSCO NX'OS 7__\\/ {/r X—Go) 802-1X IL;\HIEOD 7 X )J1t

Cisco NX-0S 7 /34 Z LD 802X Bk & M TE £7, 7 74 /L F T, 802X HfeAf
T B L CiscoNX-0S V7 b7 =778 802IX ik AN L4, 727201, 802.1X HERE
BN LT2E . BREIL CiscoNX-08 T /354 A BLHIBRENE T, CiscoNX-0S V7 hU =
7 T, 802.1X DR EZ KO 802.1X FlAE & fEhZ TE £7,

Note QU2 IXEREEAHEMICTH L, BESNTVAHR— M E— FICERERL ., TXTHOA v Z—T =
A ADR—F F— KRBT 7+ /L @ force-authorized 1272V £9, 802.1X FRIFZ HNANIZT
HL. CiscoNX-OS V7 NI =T lIA v —T oA A LIZHELLER—F T— RE2ETLE
7,

Before you begin

Cisco NX-08 T /34 2 T 802.1X MéEZ AN L £ 7,

Procedure
Command or Action Purpose

R Fw 71 | configureterminal SH— L Ay T 4R L g
Example: EF—FEBBLET

802.1X D% E
|
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802.1X DR E

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

no dot1x system-auth-control

Example:

switch (config)# no dotlx
system-auth-control

Cisco NX-08 /34 & _Ed 802.1X i
BN LET, 774/ M TIEAERIC
o TWET,

Note Cisco NX-0O8 7 /34 & _ LoD
802.1X RAREZ AT DI
¥, dotlx system-auth-control
avy REHLET,

ATy 73| exit a7 4 X2l —var = REKT
Example: LETS
switch (config) # exit
switch#

A7 7 4| (Optional) show dot1x B02.IXHAED AT — X A% FKR LET,
Example:

switch# show dotlx

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FATHRER, AX— T v 7TREIC
v—LEd,

802.1X B4RED T 1 £ —

JILiE

Cisco NX-0OS T /34 A LD 802 1X #feH T 4 E—T N TEET,

8R2IXAT 4 =TT 5L, BETHTNTO
V7 =T, 802X EHEA X—TNMIZ LT

U

ixX AE

JIRA v M EERL L ET, BRI OV, SO T Ty F 7 4+ —25 D [Cisco NX-OS 3 A

TLEBBREN A N 22 L T EEN,

Before you begin

Cisco NX-0OS T /31 AT 802.IX BREZ A X —T NIz LET,

Procedure

MNHEBEICFEIR I E T, CiscoNX-0S
BREEBETHLAIEHCE B BEH T = v

Command or Action

Purpose

. 8021X

ATy T

]

axX &

configureterminal

Example:

Ja—nR_) a7 4 F¥al— g
E— FEBBLET
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8021X 1 28— T x4 RBEDF I+ L ME~D Uty + ]

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATv T2

no feature dot1x

Example:

switch (config)# no feature dotlx

802 IX x4 E—7 M LET,

Caution 802 1X #iEAL T + T —7 /LT
T5 &, 802.1X DT RTDOH

EDRHIFRS N ET,

ATvT3

exit
Example:

switch (config)# exit
switch#

REE— Rz T LET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FATRIEE. 25— N7 v T REIC =
I:O*‘ [_/ji—aﬂo

8021X A A — T x4 REBRFDT

A H =T x4 AD 802.1X

Before you begin

Cisco NX-0OS /34 2T 802.1X ¥REA BZNZ LE

Procedure

4L ME~AD) Y b+

RELZT 7NV MEC Y FTHZENRTEET,

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébij«o

ATvT2

interface ethernet dot/port

Example:

switch (config)# interface ethernet 2/1
switch (config-if)

BETAA L HA—T oA AT, A
VH—T 2 AR AT 4 Falb—a
v E—FREBBLET,

ATvT3

dot1x default

Example:
switch(config-if)# dotlx default

AR =T A 2D 8NRIX BRELT
74V MEICRELET,

802.1X MEXE .
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Command or Action

Purpose

ATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

a7 4 Fal— gy ET— REKT
l_/iﬁ‘@

ATy Th

(Optional) show dot1x all

Example:

switch (config)# show dotlx all

802X HEBEDT R TDHAT—F A F &
VR EEREFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FATREE, AX— T v 7TREICT
E—LE9,

AB—DTARTDA—toT45—3EHT)AYMEDO T L—

LDwRRBDKTE

Yol alNEAL LT T T BHETIZ, CiscoNX-OS FHRA AN, v H—T 24 A ETHFY
v MCEGEER Z B R ET ARKER AR ETEET, T 740 MI2ETT, BRI
X1~ 10 [FTT,

Before you begin

Cisco NX-0OS T /34 A2 T 802.1X #éfEA A 2 —T7 /W L ¥,

Procedure

Command or Action

Purpose

ATy T1

configure terminal

Example:

switch# configure terminal
switch (config) #

Jua—\)L a7 4 Xal—g
T—FzfmL£7,

ATy T2

interface ethernet dot/port

Example:

switch(config)# interface ethernet 2/1
switch(config-if) #

RETHDA LA —T oA AEERL, A
VH—Txf R ArT 4 Fal—va
v E— REBBLET,

ATvT3

. 802.1X MELE

dotlx max-reg count

Example:

switch(config-if)# dotlx max-req 3

RRGOREER Y b7 A AL T L%
o T 7 A ME2EITY, ARhefi
1~ 10 [ETY,
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8021X F2EEM RADIUS 7 H o VT «

vongx—7uite ||

Command or Action

Purpose

Note fBELIA LV E—T A AT
dot1x port-control A > % —
7 oA AE T~ RN auto
WICRE SN TWD Z & A
LTLIEENY,

AT 74 |exit A H—=TzAf AT 4 Fal—s
Example: YE=RERTLET,
switch (config)# exit
switch#

R T 75 | (Optional) show dot1x all 802.IX HFEDT R TD AT —HX AEB K
Example: OREFREFRLET,

switch# show dotlx all

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FITHRER, AX— T v TREIL=2
vE—LEd,

802.1X

FRELD RADIUS 7 h oo T4 2T DA R —

BO2IX FFEDT 77T 4 ET 11

Before you begin

Cisco NX-0S F /34 AT 802.1X #4#

Procedure

IRFTHRADIUS TH U T 4 T A R—

7Lt

T TEET,

B A R2—T NI LFET,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N)ary 7 4 FXal— g
T— F&ERHEKBLET,

ATvT2

dot1x radius-accounting

Example:

switch (config)# dotlx radius-accounting

802.1X (2% 5 RADIUS 7 W v T 4
VI EAR—T I LET, T4+
TIET 4 B—T > TWET,

ATvT3

exit
Example:

switch (config)# exit
switchi

REE— R T LET,

802.1X MEXE .
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Command or Action

Purpose

ATvT4

(Optional) show dot1x

Example:
switch# show dotlx

802.1X DX TEEF R LET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

KT R, AS— T v TR
B — [/ji—a«o

82IXDAAA 7 hooT 4T ARKD

SO2.IX HBEIZKIT D AAA T WO T 4 T HREA R—T NI TEET,

-
—

Before you begin

Cisco NX-08 T /34 AT 802.1X #éfEA A 2 —T7 /LI L ¥,

Procedure

=1 =]

axX AE

Command or Action

Purpose

ATy T

configureterminal

Jua—\)L a7 4 Xal— gy
FT—RFEBMLET

ATvT2

aaa accounting dot1x default group
group-list

021X KT DAAAT H O T 47
A X—=T NI LET, T 74/ FTIE
F 4 —T NI TWET,

group-list 518U ZIE, T —T 4 A A—
ATRY>72 YV A MERRELET, 7
N—T0E, RO LD ITHELET,

s radius : REFHDTXTD
RADIUS #H—/

« named-group : X E# A DALE D
RADIUS #—/\ 7 )L—7%,

ATvT3

exit

a7 4 Fal—gr E— REKT
Li‘j—o

ATv74

(Optional) show aaa accounting

AAA T BT T 4 v T OREEFETL
ij‘o

. 802.1X MELE
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Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:O‘_I_/i‘j—o

Example

WIZ, 802 IX MEREZ BT Al E R L ET,

switch# configure terminal
switch (config)# aaa accounting dotlx default group radius
switch(config)# exit

switch# show aaa accounting

switch# copy running-config startup-config

9 7I4Z'C0)ﬁn.unl_l:ﬁ%j( U F%’f@’ﬁﬂl

Byl alNEALLTYU RNTHETIC

{Z, Cisco NX-OS

A —

D ETE
TNAABRA B =T = ALTHTY

B MCHRGFERZFHBET AR KEEEZRETCEET, T 74/ MI2EITY, A&hZef
BEIZ 1 ~ 10 [B] T3,

Before you begin

Cisco NX-0S 7 /31 AT 802.1X BfE % A r—7 WM L E T,

Procedure
Command or Action Purpose

Z w71 |configureterminal Ja—r ) ar7 4 ¥al—i gy
Example: FT— FEBLET,
switch# configure terminal
switch (config) #

R T 72 |interface ethernet slot/port BRETHA L H—T oA A BN, A
Example: VH—=T AR a7 4 Fal—3
switch(config)# interface ethernet 2/1 v ' ]\%F’ﬁﬁé]‘/iﬁ—o
switch(config-if) #

R T 7 3| dotlx max-reauth-req retry-count RRKFRREERY b7 A [AE 2 L E
Example: T T 74V MI2EITT, b
switch (config-if)# dotlx max-reauth-req (T 1~10 [JTijO

3

ATy 74| exit A B —T2f AT 4 X2l — 37

Example: YE-RERTLET,

switch (config)# exit
switch#

802.1X MEXE .
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Command or Action Purpose
A7y 75 | (Optional) show dot1x all 802.IX HERED T R TDHAT —H A L
Example: OREFRERRLET,

switch# show dotlx all

R 7w 7 6 | (Optional) copy running-config FITRELR, AF— T v TRIEILA
startup-config v—L ¥,
Example:

switch (config)# copy running-config
startup-config

802.1X 5% & D HEFE

802.1X 2 T 2121, ROVTNILDIEEZITVET,

av Uk B#

show dot1x 802 IX HERED AT — X A FKm LET,

show dot1x all [details| statistics | SO2IXHERED T N THOAT — X AB LR EF ML E

summary] ~LET,

show dot1x interface ethernet slot/port | f —H %> b f v Z—7 = A 2D 021X KEEED X F —

[details| statistics | summary] 2 AR LOBEHRER R LET,

show running-config dot1x [all] FITa 7 4 X2 b— 3 VO 802 1X HERED IR E
ARRLET,

show startup-config dot1x AR =K T v a7 4 F¥Fal— 3 HND802.1X

EREDBREEZF R LET,

hboa<wry FOMHT7 4=V FOFEMICOWTR, SHEHAOTT v 7 3 —20 [Cisco
NX-OStxF 2T 4 avwr R U770 2] 28BRBLTLIEEN,

VXLAN EVPN O 802.1X H-7R— k

Z ZTl¥. VXLAN EVPN @ 802.1X #¥RE DR E FIEIZOW Tt L 3,

VXLAN EVPN ) 802.1X H-7/R— M ZBE9 43 EFI1E & HINEIR

VXLAN EVPN @ 802.1X ¥ — NMIBHT 2 EEFHEFNFEZRIRLET,

* Cisco NX-0OS U U — 2 9.3(7) LAF& TlL, VXLAN EVPN £&HE? 802.1X 74— k23 Cisco
Nexus 9300-GX 77 v N 7+ —L5b AA v FTHR— M EINFET,

. 802.1X MELE
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e R—hFr RN A H—T 2 ZAEIIHR— b F ¥ FDRA R —R— MIPFR— &
nEHA,

«VPC AR— MIPFR—F S EHA,

o ZOBEREDBAEDO Y AR — FTl, 802.1X ¥ 27 MAC BH D7~ HIZ BGP-EVPN =2 |
o—)L 7 L— 2 CTEMNE L OE /A2 EVPN B2 LET, FD-H, Fa—L
ARY 2 —» [dotlx mac-move deny] TH->TH, EVPN 2 F 72\ CTRENIT S Z L3 T F
A,

o ldotlx mac-move] RY T —NRNT7 77V v 7 RETRICICREINTWDL Z E2HRLE
T /= FHTEREDOHIEII TRV ), BERY =03 FH L THRWEEITTH
LZAWENER AT A AEEMERH Y 7,

ERE—REHAE— FOR—H 0B U E— h~O MAC BEIEEIZZF T EINET, L
7R T, EHEE— RBRER>TWNTH, MACBENTZH T ENET,

sdotlx AR — b X2 VT ¢ R—FBERQRD VLAN ZHEHA L TCWD Z E MR LET,
FIU VLAN 2 5 OR— MZEID B THZ LixTEEHA,

e Dotlx X VLAN (25t L T ZeW=, 2 5D H 7% VLAN TEI U MAC ZfEHA+T5 2 &
ITEEH A, BRENZ MAC BEIT— RIS U T, MAC IZH LW VLAN ICBEI S
D, HESNET,

« AXT 4 v MAC &L EF =27 MAC Z[AFFICRET D Z LIETE A,

¢RI A J1— N&##H L7~ Cisco Nexus 9504 33 J U8 Cisco Nexus 9508 75 » 7 +— .4
AA v FIiL, VXLAN TOSNLFRIEB LR~V F 2R — ML TWERA,

« RADIUS OB A ZHE L VXLANEVPN IC X W R—FERTWET,

o A — ViR E OHESEFFRAERFF RIBR X T 7 4L ME T, 3600 BT,

VXLAN EVPN @) 802.1X H 7 R— F DEE

ZOFNETIE. VXLAN EVPN @ 802.1X Z#&E L E,

FE
ARV FFERET7TIVa Y B#

AT w 71 | configureterminal JTa— )L a7 4 ¥Xalb—3a
Bl T REMBLET
switch# configure terminal

R T 72 |featuredotlx 802.1X t¥REZ A R —7 VI LET, T
Bl - T H N RTIET 4 =T TR o TVE
switch (config) # feature dotlx R

802.1X D% E
|
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ARV RFERFTIVaY =)

Z T 7 3 | dotlx mac-move {permit | deny} deny /35 A — %L MAC BEhZ 4 L
Bl - F9, pemit /3T A —H | IMACHHE) %

AL ET,

switch(config)# dotlx mac-move permit

ATw 74| ({£E) showrunning-configdotlx all |802.1X D% iE %K~ L £7,
fi

switch (config)# show running-config
dotlx all

!Command: show running-config dotlx
all

!No configuration change since last
restart

!Time: Thu Sep 20 10:22:58 2018

version 9.2 (2) Bios:version 07.64
feature dotlx

dotlx system-auth-control
dotlx mac-move deny

interface Ethernetl/1
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1
dotlx max-reauth-req 2
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period 0
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

interface Ethernetl/33
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1
dotlx max-reauth-req 2
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period 0
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

. 802.1X MELE
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)
ax ;&

VXLAN EVPNO®) 802.1X H7R— ~ DHEER

VXLAN O EBER TD 021X R — hZFRT DL, KOWTIhDa~wr RE A LE

B

VXLAN EVPNO 802.1X H7K— k DR .

avy kR

E[:0)

show running-config dot1x all

dotlx TR EEFRLET,

show dot1x all summary

A B —T 2 ADATF—F A TR LET,

show dot1x

T 7N MREERRLET,

show dot1x all

AL B —T A ZADFEMEF R LET,

show running-config dot1x all 3 < > KD

switch# show running-config dotlx all
!Command: show running-config dotlx all

INo configuration change since last restart
!Time: Thu Sep 20 10:22:58 2018

version 9.2(2) Bios:version 07.64
feature dotlx

dotlx system-auth-control
dotlx mac-move deny

interface Ethernetl/1
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1
dotlx max-reauth-req 2
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period O
dotlx timeout supp-timeout 30
dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

interface Ethernetl/33
dotlx host-mode multi-auth
dotlx pae authenticator
dotlx port-control auto
no dotlx re-authentication
dotlx max-req 1
dotlx max-reauth-req 2
dotlx timeout quiet-period 60
dotlx timeout re-authperiod 3600
dotlx timeout tx-period 1
dotlx timeout server-timeout 30
dotlx timeout ratelimit-period O
dotlx timeout supp-timeout 30

802.1X MEXE .
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dotlx timeout inactivity-period 0
dotlx mac-auth-bypass

show dot1x all summary 3<% > KDl

switch# show dotlx all summary

Interface PAE Client Status
Ethernetl/1 AUTH none UNAUTHORIZED
Interface PAE Client Status
Ethernetl/33 AUTH 00:16:5A:4C:00:07 AUTHORIZED
00:16:5A:4C:00:06 AUTHORIZED
00:16:5A:4C:00:05 AUTHORIZED
00:16:5A:4C:00:04 AUTHORIZED
switch#
switch# show mac address-table vlan 10
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— e it e it e it
* 10 0016.5a4c.0004 secure - T F Ethl/33
* 10 0016.5a4c.0005 secure - T F Ethl/33
* 10 0016.5a4c.0006 secure - T F Ethl/33
* 10 0016.5a4c.0007 secure - T F Ethl/33
switch#
switch# show mac address-table vlan 10 (VPC-PEER)
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— B it i e sl S e Rttt L
* 10 0016.5a4c.0004 secure - T F vPC Peer-Link
* 10 0016.5a4c.0005 secure - T F vPC Peer-Link
* 10 0016.5a4c.0006 secure - T F vPC Peer-Link
* 10 0016.5a4c.0007 secure - T F vPC Peer-Link
switch#
switch# show mac address-table vlan 10 (RVTEP)
Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan
VLAN MAC Address Type age Secure NTFY Ports
————————— B et et e st e
C 10 0016.5a4c.0004 dynamic O F F nvel (67.67.67.67)
C 10 0016.5a4c.0005 dynamic 0 F F nvel (67.67.67.67)
C 10 0016.5a4c.0006 dynamic O F F nvel (67.67.67.67)
C 10 0016.5a4c.0007 dynamic O F F nvel (67.67.67.67)

show dotlx 37 > KDl

switch# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Mac-Move Deny

. 802.1X MELE
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show dotlx all A< > KDl

switch# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Mac-Move Deny

Dotlx Info for Ethernetl/1
PAE = AUTHENTICATOR
PortControl = AUTO
HostMode = MULTI AUTH
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq =
TxPeriod =
RatelLimitPeriod =
InactivityPeriod =
Mac-Auth-Bypass = Enabled

o o - -

Dotlx Info for Ethernetl/33
PAE = AUTHENTICATOR
PortControl = AUTO
HostMode = MULTI AUTH
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2
MaxReq =
TxPeriod =
RatelLimitPeriod =
InactivityPeriod =
Mac-Auth-Bypass = Enabled

1
1
0
0

2T 4 HILREEDTERR

ROBNL, 7 VT 4 IAGRIAERED AN > TNDINE I e KR T 2 HEEZRLTOE
ﬁ—O

switch (config)# show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Mac-Move Permit
Server-Dead-Action-Authorize Enabled

Server-Dead-Action-Authorize /35 2 — &% OfE7S Enabled DA . 7 VT ¢ B IVEREHEREN A
M2 9,

802.1X D% E
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802IXNDE=_A2 Y Y

Cisco NX-0S T34 ZRMEFE L TWB 802X DT 7T 4 BT 4 ICHT A ERELFRTE
i—a—o

Before you begin

Cisco NX-0OS /34 A2 T 802.1X #éfEA A 2 — 7 /LI L ¥,

Procedure

Command or Action Purpose

R 7w 71 |show dotlx {all | interface ethernet 802.1X HEFtE @A F R L ET,
slot/port} statistics

Example:

switch# show dotlx all statistics

802.1X ) =% 7€ 5

WIZ, T7E8AZAR—FMI80IX ZHETHHZRLET,

feature dotlx

aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx pae-authenticator

dotlx port-control auto

WIZ, RS2 B—RMI8RIX ¥HETAHEZRLET,

feature dotlx

aaa authentication dotlx default group rad2
interface Ethernet2/1

dotlx pae-authenticator

dotlx port-control auto

dotlx host-mode multi-host

Note  802.1X FRFEMNMLE R TR TDA ¥ —7 = A A% LT, dotlx paeauthenticator =~ > R
X OV dot1x port-control auto =~ > RZ&#E D K L TL 72 &0,

. 802.1X MELE
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3—4%1 ANH71-Y O DACL D&% E

wOFNL, R—FrD1 DO THREENTZ2—F T LDDACLEZRLTWET, DACLAEHA S
HE, Tuay 7 UARN N7 4y 73RS ILET, DACL-Applied /37 A — & O true D
BE. V94T MIISEND ACLEZE L7 ay 7 VAN 75347 T,

switch# show dotlx all summary

Interface PAE Client Status

Ethernetl/1 AUTH 36:12:61:51:21:52 AUTHORIZED
36:12:61:51:21:53 AUTHORIZED

switch# show dotlx all details

Supplicant = 36:12:61:51:21:52
Domain = DATA

Auth SM State = AUTHENTICATED
DACL-Applied = False
Supplicant = 36:12:61:51:21:53
Domain = DATA

Auth SM State = AUTHENTICATED
DACL-Applied = True

WIZ, 7ay 7 VANSNE NI 7 4 v 7 2RR-TDHZERLET,

switch# show ip access-list dynamic

IP access list DOT1X Restricted base acl Ethernetl/l new statistics per-entry fragments
deny-all

10 permit udp any 3612.6151.2153 0000.0000.0000 any eg 5555 vlan 100 [match=0]

20 permit udp any 3612.6151.2153 0000.0000.0000 any eqg 6666 vlan 100 [match=0]

30 deny ip any 3612.6151.2153 0000.0000.0000 any vlan 100 [match=0]

802.1X [ZR89 5 EMNIE#R

Z T, 802.1X OEEIZET HBEIMERIZOWVWTIHIA L E7,

BEEER
BEEIEH TZaTFILEAL L

JU

Cisco NX-0S 7 A & A% ['Cisco NX-OSLicensing Guide]

il

il

a<w R U757 LA

VRFa 7 4 Fal—T g

802.1X D% E
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T4 24 ML

IEEE Std 802.1X- 2004 (IEEE Std [802.1X |EEE Standard for Local and Metropolitan Area
802.1X-2001 DEkETR) Networ ks Port-Based Network Access Control |

RFC 2284 ['PPP Extensible Authentication Protocol (EAP).]

RFC 3580 ['EEE 802.1X Remote Authentication Dial In User Service

(RADIUS) Usage Guidelines]

. 802.1X MELE
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