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ssiozz [

NS A—4H FI4I bk
SCP #—% F =7
SFTP #—/% FTAE—=T

SSH DEXTE

Z ZTiE, SSH OB EFIFEZOWTHHAL E7,

SSHH—/\ F—D ARk

TFX2 VT 4 BFICESWTSSHY =" =2 A TE LT, 774/ FDSSH Y —/3 F—
I%. 1024 £ FTHEREND RSA F—T7,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATy T2

no feature ssh

Example:

switch (config)# no feature ssh

SSH % iz LE 7,

ATvT3

ssh key {dsa [force] | rsa [bits[force]] |
ecdsa [bits[ force]]}

Example:
switch (config)# ssh key rsa 2048

SSH %r—/ N ®—% Ak LE9,

bits5 %1213, RSA F—D ARk 4
LYy MEEEELET, Aoh7EBEIX
768 ~ 2048 T9, T 7 AL MEIX 1024
<7,

DSA ¥ —DH A A EEETEIEHA,
ZHUXEIZ 1024 By MICRESNE
T,

PBFEOF—2EEHZ DA, force
F—U—RFEFHLET,

Note sshkeydsa 5 & D514,
R OB TE ZAT O LERH
D F£79 : sshkeytypesall 35 L
ssh kexalgos all
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Command or Action

Purpose

ATvT4

ssh rekey max-data max-data max-time
max-timei
Example:

switch(config)# ssh rekey max-data 1K
max-time 1M

F—HAEMNTA—F ZRELET,

ATy TH

feature ssh

Example:

switch (config)# feature ssh

SSH ZHc L £7

ATvT6

exit
Example:

switch(config)# exit
switch#

Ja—N_) a4 Xal— gy
E—RFE&TLET,

ATy T1

(Optional) show ssh key [dsa|rsa|ecdsa]
[md5]

Example:
switch# show ssh key

SSH Y —/N F—%F /R L £,

Zoawr Rk, 774 /v FTSHA256
X TT7 4 =TV bEFRLE
7T, SHA256 I%. LARTDT 7 4L D

MD5S XL Y b ERTT, 72KEL, 7+
VH—=TY v hEMDS ERTERT D
BN D5 O AL HHBNED T 9DIT,
md5 47> a3 UABEMERTWET,

ATvT8

show run security all

ATvT9

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

ETRE R, RH— b Ty TR S
B — Li?‘*o

A—H T7Hho U A SSH AT —DIETE

SSH ABA F —

%

RETDHE, RAUV—REHEREINDZ ML, SSHZ 94T v b EFHLT

a7 A4 TEET, SSHARFT—IX, ROWTNULOEXNTHEETEET,
+ OpenSSH

» Internet Engineering Task Force (IETF) SECSH fZ={

IETF SECSH 212 & % SSH A F*—NDiEFE
2—W 7 h v NHIZIETF SECSH 23U C SSH A F— 2 E T £,
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Before you begin

IETF SCHSH 2. SSH AR —Z1Epk L 9.

Procedure

OpenssH szt 0> ssH 2Ba%—nisE |

Command or Action

Purpose

ATy T

copy server-file bootflash:filename

Example:

switch# copy
tftp://10.10.1.1/secsh file.pub
bootflash:secsh file.pub

H— 375 IETF SECSH JE R0 SSH ¥ —
EHEL Ty ANEL T a— RLET,
#— 3L FTP, Secure Copy (SCP) .
Secure FTP (SFTP) . F 72X TFTP ®\»
TN EEHTEET,

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 Falb—g
E—RFZBBLET

ATvT3

user name username sshkey file
bootflash:filename
Example:

switch(config)# username Userl sshkey
file bootflash:secsh file.pub

IETF SECSH JEZ.0D SSH ZABH % — & 3% 7E
LE7,

ATv74

exit
Example:

switch (config)# exit
switch#

Jua—n)ar7Z 4 Xalb—rar
E—FEKTLET,

ATy Th

(Optional) show user-account

Example:

switch# show user-account

a—YPFTH Y NOREEFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

RTREE . A5 — b7 v RIS
B — Liﬁ_o

OpenSSH 12X SSH A B+ —DIEE
2—H 7 H D I OpenSSH FER D SSH ABF — A fEETX 7,

Before you begin

OpenSSH Z SSH AR —Z{E L £ 7,
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Procedure

Command or Action Purpose

A w 71 | configureterminal rsa—r )L a7 4 FX¥al—3a
Example: EF—RFEBLET

switch# configure terminal
switch (config) #

AT 72 |username username sshkey ssh-key OpenSSH 7. SSH AR — %% E L
Example: £7,

switch(config)# username Userl sshkey
ssh-rsa

prowiss\z Ol o2t SN O TR AR BS b TS WIS S sV ave 0
B K I T/ B el NP/ oS AOVREY/ G N BRI
XAHNB 7oV IAL MO QXY s SiHIUD MKy i FNS AT 8=

AT v 73| exit Ja—s )y ar7 4 Xal— g
Example: E—-FERTLES,

switch (config)# exit
switch#

Z 5w 7 4 | (Optional) show user-account =T HY L NOREEERFLET,
Example:

switch# show user-account

A7 75 | (Optional) copy running-config FITRERZ, AF— T v TREICLA
startup-config P LET,
Example:

switch# copy running-config
startup-config

SSHOJ A4 VEHITORKEIHDETE

N

SSHr 74 VRITORKEEEZHRETETET, FASNIRITORKEEEELS L, B
varntEnET,

Note

0 7 A UEATOEFHEEIZIE, ABF —FRRE, FEHESR—ZOFEIE, BLOVIAT — FR—2
DOBFEEFEA LIZRITREENE T, A =T M ENTWDHEHEAIL, A —f8FENEL X
NFET, FEHESR—R L ARZRYT — R R—2DOFGFEZ T NA F—T T éﬂfwéﬁA X, FEH
ER—AOFFENEIEINET, TNHTRTOHET, v/ A VlfTORESINT-HE B2
Ll REERMES AR LT LR T A v —UREREINET,
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Procedure

sshtveavoms [

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATy T2

ssh login-attempts number

Example:

switch (config)# ssh login-attempts 5

I—¥NSSHEY S g ~Da A
BT CE D AREEEZHELET, =
A LBRATOT 7 4V S OfeRBEEIL3
T, EOHEHMIX 1 ~ 10 T,

Note Zoa<wr RonolER A
FH L. oD 4 R
OERHIBRS AL, v 74 R
fTORKIEENT 7 4V ME
DIITRESNET,

ATvT3

(Optional) show running-config security
all
Example:

switch (config)# show running-config
security all

SSH 1 7' A L #liTORIE Sl Kl
BaFomLET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

=

(=B #T7ar 74 F¥al—ar%k
AR = T T ary7 4 Fal—g
NZar—LET,

SSHt v 3> nRim

CiscoNX-OS T /3A A5 IPv4 £7213IPv6 A L CSSHE v v a V&L, VE— T
NAREFEHLET,

Before you begin

VB N FALADBA NEREL, LERD, VE—k FAL AO2—PL B EE LT

D

UE— K 7/ 2D SSH b= E {2 L ET,
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Procedure

SSH & & U Telnet DFE |

Command or Action

Purpose

ATy T

ssh [username@] {ipv4-address | hosthame}
[vrf vrf-name]

Example:
switch# ssh 10.10.1.1

IPv4 AL TV E—F TARED
SSHIPV4 T v a v HIERLET, 7
7 /v b® VRF X5 7 #/V s VRF T
K

ATy T2

ssh6 [username@] {ipv6-address | hostname}
[vrf vrf-name]

Example:
switch# ssh6 HostA

IPv6 ZHFHLTYE—F F AL 2 LD
SSHIPv6 & a3 v HIERR LE T,

TJ—FE—FHMBDOSSHE Y a3 DS
SSHEZ v aid, VE—b T3] RZEEHET D Cisco NX-O8 T /3 ADT— k T— Kb
BIth Ccx £9,

Before you begin

VE—F TRALADKA MEREL, B L, VE—F T, AD2—VAHLEELE

‘j—o

YE—bh F4 2D SSH V' —"ZHRIZ LET,

Procedure

Command or Action

Purpose

ATy 1

ssh [username@]hostname

Example:
switch (boot)# ssh userl1@10.10.1.1

JE—b TS ANDSSHE Y V3 v
% . CiscoNX-0S 7 /54 ZAD T — |k F—
R2BIERR L ET, 77 4/1 b VRF 8
IR SET,

ATvT2

exit
Example:
switch (boot) # exit

T—bFEF-FERTLET,

ATvT3

copy scp://[username@]hostname/filepath
directory

Example:

switch# copy
scp://userl1@10.10.1.1/users abc

t¥a7 at— 7u hai (SCP) %
fE LT, 77 A /L% Cisco NX-OS 7
NA ALY FT— K TN, A~ —
LET, 774/~ VRF BRFEICHERS
ET,
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SSH

SSHD/IXXAT—FRRELI74A4J)LAE—D

Cisco NX-OS 7 /N1 A )26 Secure Copy (SCP) $—/NF 72i% Secure FTP (SFTP) H— 32, /X
AT—=RBRLTT 7 A NEIAE—FTHIENTEET, TNEITIICIE, SSHIZLHRFEHO
AR — LB — TR SN D RSA E2IEDSA DT A T T 4 T 4 ZERT D LENRH Y

ij—o

Procedure

0z 7—EpFELT7 L ab—n%E [

I

ax &

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET

ATy T2

[no] username username keypair generate
{rsa[bits[force]] | dsa[force]}
Example:

switch (config)# username userl keypair]
generate rsa 2048 force

SSH DA ¥ — & — 24k L,
HE L7 —H D Cisco NX-0S 7 /31
ADHR—LT 4 V7 R
($HOME/.ssh) (Z#&HH L £ 9, Cisco
NX-0S 7/31 ATlE, ThbHDF—%
L TCYE—h w22 ®SSH #—
LHiELET,

bits 514z 1%, F—OERKICEHAT S
ey MEERELET, ARh7ewHEIX
768 ~ 2048 T9, T 7 A /L ML 1024
<7,

BEfF O X — %z 5255 1%, force
F—U—REHEHLET, forcex—U—
RZ80E L7e%6 . SSH F+—239 TIc
FAELCTWOAUE, SSH F—34Em S
FH A,

ATvT3

(Optional) show username username
keypair
Example:

switch (config)# show username userl
keypair

HELIa—VORARF—2RRLE
—g—O

Note TX=2UT7 0 EOBEENS,
ZDhawy NTREX—IIR

RENEEA,

ATvT4

Required: username username keypair
export {bootflash:filename |
volatile:filename} {rsa|dsa} [force]

Example:

switch (config) # username userl keypair]
export bootflash:key rsa rsa

Cisco NX-OS T34 ZADHF—5 F 4 L
J MU, BBELIET— 7Ty va
TAVI MV ERIT—FRFT L7 MY
2 ABF— X —%2 =7 AR — |
LET,
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Command or Action

Purpose
BEfFOX—%E X2 5551%, force
F—U—RZEHLET, forceﬂE 7 —

K241 L2546 . SSH F—239 TlZ
FELTOUE, SSHF—F— 7 AR—
FELEEA,

AR LIZX— T 2T AR— 5
L&, WEX—ZIEE LT /AT L—
REASITBE TR BNET, FbE
—X BELEZ7AvEL T R
A—F S, ABFF—IX, A7 740
AT pub JLIEF AT T/ AR — |
INET, ZNT, ZOF— T %
E D CiscoNX-0S 7 /34 Az B— L,
SCP ¥ 721% SFTP #fEH L CTH— 3D
R—AT 47 FUIZARF— 774
b (pub) ZabE—T&EH XY
£7,

Note X2V T 4 LOBENG,
Zoawy RiEra—r a
V7 4FXal—varE—FK
TLOFEITTEERA,
R T w 75 |Required: usernameusernamekeypair |{5E LT — N7 T v a T4 LY R
import {bootflash:filename | UETE—RT 4 L2 FU b, Cisco

. SSH & & U Telnet D&%

volatile:filename} {rsa|dsa} [force]

Example:

switch(config) # username userl keypair
import bootflash:key rsa rsa

NX-0S T/ ZADF—LFT 4L 7 K~
I, =7 AR— b LTZABF— L g
X—A AR —FLET,

BEfFOx—%E Xz 53551%, force
F—U—RKEFHLET, forceF—7—
R&QIE L7846, SSH F—29 Tl
FEL TWUZE, SSH F—(3 A1 R —
FERER A,

AR LIz — T2 A R — 95 &
&, B —ZE ST 5 AT L—X
EANTDHEOIROONET, WE
—IIELE T ANE LTA vR—
FE., ABFF—IXRC 7 74 V41T
pub JEETZHTTA v AR—hShvE
R
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scp 4 —/i& SEP H—0EE |

Command or Action Purpose

Note X2V T 4 LOBEBENG,
ZThawy RiFZua—L o
V7 4Fal—ygrEF—FR
TLMWFEITTEERA,

Note INAT — R7g L TH =T
JEBATEHDIX, —T
F—NHEINTND 22—
DIHTT,

What to do next

SCP ¥ — SE /UL SFTP H— T, RO a~» REEH LT, *pub 7 7 A /v (& X,
key rsa.pub) (ZF&GHN S AU7-ABH ¥ —% authorized keys 7 7 A /MZBIL £,

$cat key_rsa.pub >>$HOME/.ssh/ authorized_keys

T, EYEDSSH 2~ FBLWSCP o~ REHEH LT RAT—REHEELRL TH,
Cisco NX-O8 T /34 ANV —NIZT7 7 A VB ar—CT&xE 1,

SCP H-—/\ & SFTP H—/ DR FE

VE—RTNARALDMTTZ 7 ANV Ea—T&% K 91T, CiscoNX-OS T /3A A TSCPH—
NEILSFTP P —REFRETEET, SCPH—/NFEZIISFTP V— % A F—T /MZ L7z,
CiscoNX-0OS /34 AL DB TT 7 A N abt—F 5012, VE—h T34 A TSCP £7-
IX SFTP 22~ > R&EFRITTE £,

Note

arcfour 33 X U blowfish cipher 47" 2 > (% SCP — X TixHHR— & FEHA,

Procedure
Command or Action Purpose

X w 71 | configureterminal Ja— )L a7 4 FX¥al—a
Example: E— NZBBLET,
switch# configure terminal
switch (confiqg) #

AT 72 |[no] feature scp-server Cisco NX-0S 7734 A T SCP #—
Example: EAF—TNERFT 4 B—T M LE
switch (config)# feature scp-server 7%0
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Command or Action

Purpose

ATvT3

Required: [no] feature sftp-server

Example:

switch (config)# feature sftp-server

Cisco NX-0OS T /34 A [T SFTP #—
EAX—TNERIEIT =TV LE
T,

ATvT4

Required: exit

Example:

switch (config)# exit
switch#

Ja—)L a7 4 Falb—g
£ F%%@T Li—a—o

ATvT5

(Optional) show running-config security

Example:

switch# show running-config security

SCP #—/ 3L SETP " — DR IEAT —
BAERRFLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

T
I:o*‘ Li‘?’*o

X.509v3 SEBHEAR—X D SSH
PR E A 45 SSH Z3REF AR ETX 3,

X.509v3

48 HHEIIZ

SR D EXTE

JE—h T/ AD SSH F— % A F—F /M LET,

FIE

ARV RFEEETI 3y

E:)

ATy T

configure terminal

1 :

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FERHBELET

ATvT2

. SSH & & U Telnet D&%

username user-id [password [0 | 5]
password]

51

switch (config)# username Jjsmith
password 4Tyl8Rnt

2= T N ERELET,

user-id 51 5iE, Fek 28 CFO T
T, KT ENLTFREBISLET,
FHETEDLLFIE, A~Z DHEKX
F.oa~z DF/NILT, 0~ 9 OFF,
ATy () BEUER (), TV
HF—2a7 () . T7A%/%5 (+) |
BXOEE (=) T, Ty bk ~v—7
(@) XV E'— b 2—VL4TIIHEHT




| SSH & & U Telnet DEEE

x 5003 sEB3E~—2 0 ssH @iEnEE [

ARV FFEREETIVa Yy

E:)

TETH, B a—PH T
TS EHEA,

2 —PH OSTHITITFT T E DL
NV ET,

T 7 F )N FRAT— RIZEZINL TV
F¥A, 7 a D0, NAT—
F2R327 U7 TFARNTHY, 51F/3&
T — RREBL SN TWD Z L& Ek
LET, 774V M0 (Z VT 7%
A R) TY,

GE) RRU—RERELRN-ST=
a2 —H1% Cisco NX-0S
FNRAL RS TEEY
Moo

GE) e = AV VA N a4

PHEALCa—HFTHho o b
PIERCT A5G, XihT 5
SNMP = —HIIERR S E
/\/o

ATvT3

username user-id ssh-cert-dn dn-name
{dsa|rsa}

&1

switch (config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU =

ABC1,

emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =
US, CN = jsmith" rsa

BEfFOa—% 7 7 v MRRBREICE T
% SSH X.509 FEIE DA% & DSA T
NI XLERELET, W4 TR
K512 7T, PlTRTIRITHE S &
ERHVET, EFA—NLT RLRE
PREENZ 1 emailAddress & ST 12
WESNTWAZ L 2R LET,

ATv74

[no] crypto ca trustpoint trustpoint
i

switch (config)# crypto ca trustpoint
winca
switch (config-trustpoint) #

FNTZARKA L FEERELET,
GE) ZDa<r RD no a2
HALTRIZARKRA Y NEH
b9 2HEC, £7 deetecrl
¥ LY delete ca-certificate =
<~ REMHHALT, CRLEBX
O CAGERAEZHIFRT 25 %2
NHYET,

ATvT5

crypto ca authenticate trustpoint

1

K2 RARA > N D CA FFHEZRIE
L/ij‘o

SSH & & U Telnet D& E .
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SSH & & U Telnet DFE |

ARV FFEREETIVa Yy

S

switch (config-trustpoint)# crypto ca
authenticate winca

GE) CAGEHEZHIFRT 2I12IE,
KZARRAL L b a7y
Fal—varE—FT
delete ca-certificate =~ > N
EANTTLET,

ATvT6

(f£&) cryptocacrl request trustpoint
bootflash: static-crl.crl

1 :

switch (config-trustpoint)# crypto ca
crl request winca
bootflash:crllist.crl

ZOWHEIIA T Y g T, iR HEE
ENFEd, FTARMKRA L FOFEHE
Kzh) A b (CRL) ##xELEJ, CRL
TrAME, FTARRAL Y MILo
TR LIZFEHED Y A hD RS v T
vay h T, TOARAHXT 427 CRL
YA ME, 8GR (CA) BT /31 R
WCFETavr—ahEd,

GE) AHXT 4 w7 CRLIE, VAR—
hERN TV BHE— D%

F v FRTT,

(G¥)  CRL #HIFRT 2121%. delete

cala~<> REANLET,

ATy T17

(f£&) show crypto ca certificates

51

switch (config-trustpoint)# show crypto
ca certificates

RESNTWHIEHEEITT =—
L BEMIT SN TWS BT A RARA
VEERRLET,

ATv78

(f£&) show crypto cacrl trustpoint
151

switch (config-trustpoint)# show crypto
ca crl winca

FBELEZRNTABMKRAL FOCRLY A
FOWEEFTLET,

ATvT9

(=)
1 :

switch (config-trustpoint)# show
user-account

show user-account

RESNT-a—FTH7 o FOEEME
ForLET,

ATy 710

(=)
1 -

switch (config-trustpoint)# show users|

show users

TARAL AR T A LT D =Y
FoRENET,

ATvIN

. SSH & & U Telnet D&%

(f£#&) copy running-config
startup-config
{1

FITREE, AX— b T v 7TREICT
E—LEd,
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LAiv—ssH7nTy xnst—rozz [

ARV FFEREETIVa Yy E]:g]
switch (config-trustpoint)# copy
running-config startup-config

=L

LAY —SSH 7 LT XL HR— FDEE
LA SSHER 2 YT 4 ALY Zh, A vb—VRAE—F (MAC) | ¥— 2 A7, B
FOWEDHH— P ERETE £,

¥l
ARV FERET7TIVa Y By

AT w 71 | configureterminal Jua—N)ary7 4 FXal—gy
% - ET— RZHBLET,
switch# configure terminal
switch (config) #?

ATwv 72| ({£E) sshkexalgosall ] P Z L OF —DERICER S5 F—
% - REFRTHD, PR — SN TnaT

' ~T D KexAlgorithms & H 2023 512

switch (config)# ssh kexalgos all ﬂi\ all F—1— f\%fﬁﬁﬁbij‘o

HAR— k &5 KexAlgorithmn (FIR D &
B TT,
* curve25519-sha256
« diffie-hellman-group-exchange-sha256
» diffie-hellman-group1-shal
G¥) ZoTNnaY XALF,
CiscoNX-0S UV U —2&
93(5) LI TlI AR — b &
NTWEH¥A, SSHZ 7
AT T T T L—
FLZET,
» diffie-hellman-group14-shal
» diffie-hellman-group1-shal
* ecdh-sha2-nistp256
* ecdh-sha2-nistp384

* ecdh-sha2-nistp521

SSH s & U Telnet DEE [
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SSH & & U Telnet DFE |

ARV RFERETIVa Y

B8

ATvT3

({£#) sshmacsall
1 -

switch(config)# ssh macs all

N7 4 v 7 ETRORHIEHRNIND
Ay—VHiEEa— R ThH5, BR—k
SNTWALTXTOMACEEINCLE
KR

PR—hrEND MACITKDERBY T
—g—O

* hmac-shal
* hmac-sha2-256
* hmac-sha2-512

ATvT4

(f£&) sshciphers[all ]
i :

switch (config)# ssh ciphers all

PR— F ENTODFTSTOE AL
Io LR A R RLT B icid, all $—
U= REEHLET,

PAR— FAGORE 5 T7
* aes128-cbe
* aes192-cbe
* aes256-cbe
* aes128-ctr
* aes192-ctr
* aes256-ctr
* aes256-gcm@openssh.com

* aes128-gcm@openssh.com

ATy TH

(f£%&) sshkeytypesall
f

switch(config)# ssh keytypes all

Y= NNTTA T MR L TES %R
FET AT OIEHTE 5% — 71
Y ALTHD, YR—FERTNDT
~T O PubkeyAcceptedKeyType % B ZhIZ
LET,

PR—FEINEH— FA S TRDOLE
D ‘/C:‘ﬁ—o

* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521
* ssh-dss

* ssh-rsa

. SSH & & U Telnet D&%



| SSH & & U Telnet D3
HHR— L ENBTLTYZL  HPE— FaEnoss |

HiR—rENB7ILTY XL IPE— FAENDIGEE
FIP E— RBERRBESICYR— &2 743 ) XA0Y 2 MIKROEBY TF,

R2:YR—FENET7ILTY XL APE— FAFEDDEE

7ILIYX | HR— bR HR— xRS
s
ciphers e aes128-ctr * aes192-ctr
* aes256-ctr * aes128-cbc
* aes256-gecm(@openssh.com * aes192-cbc
* aes128-gcm@openssh.com * aes256-cbc
hmac * hmac-sha2-256 * hmac-sha2-256-etm@openssh.com
* hmac-sha2-512 * hmac-sha?-512-etm(@openssh.com
* hmac-shal * hmac-shal-etm@openssh.com
kexalgo * ecdh-sha2-nistp256 * curve25519-sha256
* ecdh-sha2-nistp384 * curve25519-sha256(@libssh.org

* ecdh-sha2-nistp521

« diffie-hellman-group16-sha512
« diffie-hellman-group14-shal
+ diffie-hellman-group14-sha256

keytypes * rsa-sha2-256 ssh-rsa
* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521

T4 EDSSHY—/INKR—FDEE

Cisco NX-OS Cisco U U —% 9.2(1) A& Tl%, SSHV2 DR— +&EZEZF 7 4 /L hDR— hES
VWO EETEET, T 74/ D SSHAR— FOEERHMFEH SN D 5kIcL ., LviR
T TANR =Ly a VEBEEMEYR— T 58 NFEHR L £,

SSH s & U Telnet DEE [
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FIE

SSH & & U Telnet DFE |

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

no feature ssh

1

switch(config)# no feature ssh

SSH #F 4 E—7 NI LET,

ATvT3

show sockets local-port-range

1

switch (config) # show sockets local port

range (15001 - 58000)
switch (config) # local port range (58001
- 63535) and nat port range (63536 -
65535)

switch# show sockets local-port-range

(15001 - 22002)
(22003 -

Kstack local port range
Netstack local port range
65535)

I AIE 2 AN — MR 2 s L £,

ATvT4

. SSH & & U Telnet D&%

ssh port local-port

1

R hEBELET
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7o+ 0rossHy—nH—rozE [

AU RFERETOVa Y

B8

switch (config)# ssh port 58003

GB Dol UV —2xnH U Y —2R
93 LUED Y U —RIZT v
7 L— RT55451F, =—W
EFED SSH R — b &fMiHT 5
HERES R OHEFENICH D Z &
EHRL TSN,

s U U—293(1)BLWY
J—293(2) DEA -
Kstack @ —H /L AR— h D
#iPHIZ 15001 — 58000,
netstack 7 — 4 /L i"— b
DOFPHIL58001 — 63535,
nat AN — b O#EIFH X 63536
— 65535

.

U Y —2933) LI -
Kstack @ — /LR — kD
#FPHIE 15001 — 58000,
netstack 27— )L iR — bk
DO#IPHIL 58001 — 60535
. nat N— ~ OHFIPHIL
60536 — 65535

A 5w 75 |featuressh SSH A F—7 M LET,
1 -
switch (config)# feature ssh
AT w76 |exit Ta— ) ary 7 4 Xab—g
15“ : £ — ]\‘2&.}%37 Li—g«o
switch (config)# exit
switch#
AFw 1| (&) showrunning-configsecurityall | ¥ ¥ = U7 4 DR EEZFRLET,

1

switch# ssh port 58003

ATvT8

(f£&) copy running-config
startup-config
1 -

switch# copy running-config
startup-config

o=

FITHRTEE, AX— T v TREICD
[:0_ Lij—o

SSH s & U Telnet DEE [
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SSH RRA DT

SSH & & U Telnet DFE |

P—3025 SCP E7-IESFTP 2L CT7 7 AV E X T o n— NI 5846, £IEZ0T 31
AMBHYE—FFRANMISSHE Y a U ZGT 256121%, 2OV — LG TE 5 SSH
BRI SNE T, =2—F THo b, [FIHTESSSHY—"DY XA MNIZ VT35
ERTEET,

Procedure

Command or Action

Purpose

ATy T

clear ssh hosts

Example:

switch# clear ssh hosts

SSHARZA N v arBIOBEAOR
AN Tr7ANET T LET,

SSH H—/\DF7 1+ tE—7TJLiE

CiscoNX-OS CTld., T 7 4/ F CSSHY— "0 A 2 —T W7 > TCWWET, SSHY— 2T ¢
=TT B E, SSH CTAAL v FIZT 7B ATEHZ L &2IETEE£9,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT2

no feature ssh

Example:

switch (config)# no feature ssh

SSH #F 4 &—7 iz LET,

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 FXal—g
t— ]\\‘72%‘37 L/i—g—o

ATv74

(Optional) show ssh server

Example:

switch# show ssh server

SSH %+ — DR EEF R LET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EREE. 25— L7 v T REIC S
tob* Lij—o

. SSH & & U Telnet D&%
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ssh— 3 x—oti ]

SSH H—/\ X —DHIB&

SSH #— %7 1 B—7 /WIZ L7z, Cisco NX-OS 7 /31 A £ SSH #—/3 F— % HIfr T X

=7,

N

Note SSH # A r—7 /LT BI2iE, £, SSH YV — R F—%2 AR+ 20ERH Y £3,

Procedure
Command or Action Purpose

AT w 71 | configureterminal Ja—N)ary7 4 XFal—igy
switch# configure terminal
switch (config) #

AT 72 |nofeaturessh SSH %5 4 &—7 /L L%,
Example:
switch (config)# no feature ssh

R T 73| nosshkey[dsa|rsalecdsa] SSH #— /% F—ZHlR L £,
Example: 77 4L hTiE, $NTO SSH F—7%
switch (config)# no ssh key rsa ﬁu%éhiﬁ—o

ATy 74| exit ru—)ary7 4 ¥al—g
Example: ET—REKRTLET,
switch (config)# exit
switch#

R T 75 | (Optional) show ssh key SSH —/" F—DFEE KR LET,
Example:
switch# show ssh key

R T 7 6 | (Optional) copy running-config FITREE, A¥— N7 v T REIC=T
startup-config F—LET,
Example:
switch# copy running-config
startup-config

Related Topics
SSH %—/3 F—n Ak (5 ~—)

SSH s & U Telnet DEE [
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SSHty>a>mny7

Cisco NX-OS T34 26 SSHE v a v 27 V7 TE %1,

Procedure

SSH & & U Telnet DR E

Command or Action

Purpose

ATy T

show users

Example:

switch# show users

A=Yy U MEREETRLET,

ATy T2

clear linevty-line

Example:

switch (config)# clear line pts/12

a2—HSSHE v arvE 27 U7 LET,

Telnet M % E

Telnet H—/\D A *—

JILE

Z T, Cisco NX-0S 5 /34 2 T Telnet & ET HFEIEZFHA L F9,

Cisco NX-OS 7 /3A A LT Telnet — 3% 4 X—T M TE&ET, T 74/ FTiE, Telnet i%
FAB—=TNTT,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 Xal— gy
T—FzfmL£7,

ATy T2

featuretelnet

Example:

switch (config)# feature telnet

Telnet — % A4 X —7 /W LET, T
T H IV TIET 4 =TI > TWE
ﬁ—‘o

ATvT3

exit
Example:

switch (config)# exit
switch#

Jua—n)ar7 4 Xal—rvar
£ ]\v%}f%gT Li‘a—o

ATv74

(Optional) show telnet server

Example:

switch# show telnet server

Telnet 4 — NOFEEF R LET,

. SSH & & U Telnet D&%
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YE—k FALRED Temet 1y 3 0Bs ]

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FATHREE, AX— T v 7TREIC
E—L ¥,

JE—F TN R ED Telnet v < 3 VDRI

CiscoNX-OS T34 ZAB SSHE v a VEBIKBL T, VE—F TS AL TEET,
IPv4 £7213X IPv6 OWT N2 L T Telnet ¥ v > 3 VARG TE £17,

Before you begin

VE— K FTNRAZADFRARMELIZIP T LR E . BEREASITZY ET— F T4 2D 2—H
ZERELET,

Cisco NX-0S /31 A |- Telnet " — X FZZ LE T,

UE—h 731 A LT Telnet &—_ZHHZLET,

Procedure

Command or Action

Purpose

ATy T

telnet {ipv4-address| host-name}
[port-number] [vrf vrf-name]

Example:
switch# telnet 10.10.1.1

IPv4 2L T E—F T34 2 LD
Telnet® v a VBB LEST, T 72
U b DR— FEFIE 23 T, EOHPH
1L 1~ 65535 C¥, 7 74/Lh®D VRE
X7 7 # /v b VRF CT7,

ATvT2

telnet6 {ipv6-address | host-name}
[port-number] [vrf vrf-name]
Example:

switch# telnet6 2001:0DB8::ABCD:1 vrf
management

IPv6 ZEHLTCYE—F T84 2 LD
Telnetz > v a v #BtLET, 774
U b DR— FFEEIL 23 T, HOFH
£ 1~65535CT9, 7 74/ ~® VRF
X7 7 # /v k VRF CT7,

Related Topics

Telnet B-— 3D A % —7 LAk

(24 ~—2)

Telnety> 3 >nDo )7

Cisco NX-OS T34 A5 Telnet v > a7 V7 T&E£9,

Before you begin

Cisco NX-0OS 7 /34 A | C Telnet — & A X —7 W LET,

SSH s & U Telnet DEE [
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B sshssvTene oxEomR

SSH & & U Telnet DFE |

Procedure
Command or Action Purpose

ATy 71 |show users a—Y ey raEREFRRLET,
Example:
switch# show users

AT F2|clear linewty-line =W Telnett v a a7 V7 L%
Example: KR
switch(config)# clear line pts/12

&% TE DHEED

SSH 35 X U Telnet DR ENF ML TR T DIT1E, ROWVTNNDOIEEZITVE T,

avU kR

E:)

show ssh key [dsa | rsa] [md5]

SSH #—" F—%F/R L £,

CiscoNX-0S U U — 2 7.03)I4(6) 33 L OV 7.03)16(1) LAFED V) U —
AT, ZOa~<y RiET 74 /b FTSHA256 BT ¢
H—7V v haFRLET, SHA256 1L, LIRIDOT 7 /L b D
MD5FEA LY 22 TY, 72720, 74 H—7U v k% MDS5
A TERTDIMEND D56 O L AHEMEDOT=912, md5A4
Tra PEBNENTHNET,

show running-config security
[all]

HTar 74 X2l —ryarNOSSH Ea2—HF ThH T bD
REEXFRLET, al ¥—UV—KEZEETH L. SSHEB L)
=P THU DT T ) MEDRERSNET,

show ssh server

SSH — DR EEF R LET,

show telnet server

Telnet »— NOFREEF R LET,

show username username
keypair

fHELa—VOREF—2RRLET,

show user-account

RESNTc2—F T HU L FOFEMERTRLET,

show users

FNRA A T F L TnbHa—RERENET,

show crypto ca certificates

X.509v3FEB ER— X DOSSHFRFEIZE E S NZCAFEHEL L O
BdEd A T A MRS FEERRLET,

show crypto ca crl trustpoint

BELEFIARRA L FOCRLY 2 FORNEEFRLET,

. SSH & & U Telnet D&%
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ssnozen |

SSH O &% E
WOHE, OpenSSH F— %l LT SSH 2% €T 2% HiEzERr L TWVET,

Procedure

AFvF1 SSHY —%F 4 v—F 2 LET,

Example:

switch# configure terminal
switch(config)# no feature ssh

ATFw T2 SSHY— N F—%AKLET,

Example:

switch (config)# ssh key rsa
generating rsa key (1024 bits)......
generated rsa key

ATwF3 SSH YV — %A 2—TIZLET,

Example:

switch(config)# feature ssh

ATYv T4 SSH YV — R F—%2FRLFET,

Example:

switch (config)# show ssh key
could not retrieve dsa key information
R R R R R R R R R R R

rsa Keys generated:Tue Mar 14 13:13:47 2017

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGQDh4+DZboQJbJtl10nJhgKBYL5101hsFM20ZR19+JgEU
GA4419ej+ESNIRZ1x80hIt6Vx9Et5¢csO7Pw72rjUwR3UPMUAM79k71I/SyLGEP3WUL7sgbLvNE5GgKXph
ogMT075WUdbGWphorA2g0tTObRrFIQBIVQOSSBh30EaaALgYUQ==

bitcount:1024
fingerprint:
SHA256:V6KAeLA1IKRRUPBZM1Yg3rl16JW7E07vhLi6CXYxnD/+Y

R R R R R R R R R R R R ki

R R R R R R R R R e R R R

AT 75 OpenSSH JEAD SSH AR ¥ —Z2HE L £,

Example:

switch (config)# username Userl sshkey ssh-rsa

AAAAB3NzaClyc2EARAABIWAAAIEAY190F6QaZl9G+3£1XswK30iW4H7YyUyuA50r
v7gsEPjhOBYmsi6PAVKuilnIf/DQhum+1JINqJP/eLowb7ubO+1VKRXFY/G+1JINIQ
W3g9igG30c6k6+XVn+NjnI1B7ihvpVh7dLdAMOXwOnXHYshXmSiH3UD/vKyziEh5

SSH s & U Telnet DEE [



B ssio s zxo—knFBLT 7 4L 2E—DBEH

ATvT6

SSH D/IXRAT— FAFREL T 74 )L AE—DEX

ATy T

ATy T2

4Tplx8=

REZRIFLET,
Example:

switch (config)# copy running-config startup-config

SSH & & U Telnet @

7E 151

B

ax ;&

RIZ, CiscoNX-OS 7 /31 A )25 Secure Copy (SCP) H—/NF 721% Secure FTP  (SFTP) H#—/

2, WMAT—=FRRLTIZ7A NV Eat—TF250aR~RLET,

Procedure

SSH OARF— g —2 4 L, FBE L2 — D Cisco NX-OS T /31 ZADEHR—AL T 4

L7 R UKL 97

Example:

switch# configure terminal

switch (config) # username admin keypair generate rsa
generating rsa key (1024 bits)......

generated rsa key

HELa—VOREF—2RRLET,
Example:

switch(config) # show username admin keypair

RR R R Ik Ik Ik b b b b b b b b b b b b b b b b b b b b b b b b b b i

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAXWM]JIT+oQhIcvnrMbx2BmDOP8boZE1TEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1lzdkIxGNJbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

RR R R Ik Ik kb b b b b b b b b b b b b b b b b b b b b b b b b b b gk i

could not retrieve dsa key information
RR R R Ik kb kI kb b b b b b b b b b b b b b b b b b b b b b b b b ki

. SSH & & U Telnet D&%
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ATvT3

ATvT4

ATy TH

SSHD/S27— FpFEL 774 L aE—oxes |

CiscoNX-OS TA ZADH—AL T4 L7 MU, FBELIZT—b 7T 2T 4L 7 8
2, AP — LB —% 2 AKR—FLET,

Example:

switch (config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch (config)# dir

951 Jul 09 11:13:59 2013 key rsa
221 Jul 09 11:14:00 2013 key rsa.pub

INH 2207 7 A VEMOD CiscoNX-OS 7734 A~2'— L7=1%, copyscp % 7= 1% copy sftp
o< R&2MHA LT, CiscoNX-08S 7/ ZADFE—L T 4 L7 MJIZA VvR—FLET,

Example:

switch (config)# username admin keypair import bootflash:key rsa rsa
Enter Passphrase:

switch (config)# show username admin keypair
KAk hkhkhhkhkhkhkhkkhkhkhhhkhkhkkhkhkdhkhkhkhkhkhkkhkhkhhhkhhxkhhxkx*x

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM)JT+oQhIcvnrMbx2BmDOP8boZELITET
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DVYNvgsrUITBypYDPQkR/+Y6cKubyFW
VxSBG/NHztQc3+QClzdkIxGNIbEHYFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b0:44:95:36:d0:7d:£2:05:78:74:7d

R R IR I kI dh I kb b b b b b b b b b b b b b b b b b b b b b b b b b i

could not retrieve dsa key information
hhkkkhkkhkhkkhkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkkhk

switch (config) #

SCP $—/3F 721L SFTP H— 3T, key rsa.pub (24 S 41TV H A — % authorized keys
T A MTBEMLET,

Example:
$ cat key rsa.pub >> $HOME/.ssh/ authorized keys

IHT, EHED SSH 2> FRBEWSCP a~v 2 REAEAL T NAT—REZREELARLSTH,
Cisco NX-OS TA AN Y —RNCT7 7 A L Ea ™ —Tx£9,

AT w76 (Optional) DSA F—|ZOWTZDOFNEAMY KL £,
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wORFNL, X.509v3 SERAEZ 42 SSH SRGEOREHIEEZ TR L TWVET,

configure terminal

username jsmith password 4Tyl8Rnt

username Jjsmith ssh-cert-dn "/O = ABCcompany, OU = ABCI,

emailAddress = jsmith@ABCcompany.com, L = Metropolis, ST = New York, C = US, CN = jsmith"
rsa

crypto ca trustpoint tpl

crypto ca authenticate tpl

crypto ca crl request tpl bootflash:crll.crl

show crypto ca certificates

Trustpoint: tpl

CA certificate 0:

subject= /CN=SecDevCA

issuer= /CN=SecDevCA

serial=01AB02CDO3EF04GHO5IJ06KL0O7MN

notBefore=Jun 29 12:36:26 2016 GMT

notAfter=Jun 29 12:46:23 2021 GMT

SHA1l Fingerprint=47:29:E3:00:C1:C1:47:F2:56:8B:AC:B2:1C:64:48:FC:F4:8D:53:AF
purposes: sslserver sslclient

show crypto ca crl tpl
Trustpoint: tpl CRL: Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /CN=SecDevCA
Last Update: Aug 8 20:03:15 2016 GMT
Next Update: Aug 16 08:23:15 2016 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:30:43:AA:80:10:FE:72:00:DE:2F:A2:17:E4:61:61:44:CE:78:FF:2A

show user-account
user:userl

this user account has no expiry date

roles:network-operator

ssh cert DN : /C = US, ST = New York, L = Metropolis, O = cisco , OU = csg, CN
= userl; Algo: x509v3-sign-rsa

show users
NAME LINE TIME IDLE PID COMMENT
userl pts/1 Jul 27 18:43 00:03 18796 (10.10.10.1) session=ssh
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ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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