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Procedure

F>T4 99 X F—LFIEOEE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

interface {ethernet dot/port | port-channel
number }
Example:

switch# interface ethernet 1/1
switch (config-if)#

A B =T 2 AREET—
—é—o

FZBish L%

ATvT3

[no] storm-control {broadcast | multicast
| unicast} level { <level-value %> | pps<
pps-value> }

Example:

switch (config-if)# storm-control
unicast level 40

Example:

switch (config-if)# storm-control
broadcast level pps 8000

A B —T 2 A REBBTANT T 4>
I DRNTT 4y AD—LlEERE
LET, A= NERERIIBHEY O
Py NEROEIS & U CHIE L L %
RETHIEHLTEET, 7740150
AT — MIT 4 =TV TT,

ATvT4

[no] storm-control action trap

Example:

switch (config-if)# storm-control action
trap

N7 7 4 v 7 A b— AHIEIOF|FRIZE
5L, SNMP 7 v
(CISCO-PORT-STORM-CONTROL-MIB
TERR) ZAERLET,

ATvTh

[no] storm-control-cpu arp rate

Example:

switch (config-if)# storm-control-cpu
arp rate

A—F F ¥ FXWVIZAD ARP N7 b D
N7 4 w7 AR—LHliL— k&
TLET, ZOL—hriE, A—HF F+x
FIVD A L N—[TTHEIC B S E
7

ATvT6

exit
Example:

switch (config-if)# exit
switch (config) #

AU HE—T oA Aa T 4 Fal—3
vE—REETLET,

ATy T17

(Optional) show running-config interface
{ethernet dot/port | port-channel number}
Example:

switch (config)# show running-config
interface ethernet 1/1

cNF T 4T A N—LHEIHORTE R
ZT—\‘ L/jz—g—o
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Command or Action Purpose

R 7 8 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch (config) # copy running-config
startup-config

W—LARNILDOLEWMED T T4 v T X —LFHIEHDE

X

RO BT 7 4 v 703 —L~UL LEWEICHEATE 5. FIH ATREZR BRI %%
N T —VERETEET,

FIE
ARV RFEREET7TIVa Y B
R Fw 71 |system storm control multi-threshold Ja—r L CLLEZ AN LES, —a
i T REY =LV LEWEERZRET D

L ENZDHMETT,

switch# system storm control
multi-threshold

R T 7 2 | hardware access-list tcam region HHETCAM U — 3 3, V—1 L
ing-storm-control 512 LEVMERNTIZEEY A X512 Th—b
U YT ESNET,
switch# hardware access-list tcam oy }\iﬁf?"ﬁ\ 5‘1/\‘4’ A Jua— KL
region ing-storm-control 512 1?< ﬁféSb‘o

AT 73| configureterminal Jua—sYar7 4 Fal—ay
- T— FEBthLET

switch# configure terminal
switch (config) #

R Fw 7 4 |interface {ethernet dot/port| port-channel | ¢ » % —7 = f 23} EET— REZBE L F
number } +.
fi

switch(config)# interface ethernet 1/1
switch(config-if) #

R T 7§ |[no] storm-control multiunicast {levell |>— 1L~ )L X VMEDA X —T = A A
<level-value %> | level2 <level-value %>} | 2@+ 2 574w VDT T 4w Y
Bl A b= L ZBE L £
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ARV RFERETIVa Y

B8

switch(config-if)# storm-control multi
unicast levell 5 level2 10

R— FEBRD/A—F T — L L THE
B~V ERETHIELTEET, 7
THIVNDAT— NMIT 4 =TT
j‘o

ATvT6

[no] storm-control multi actionl {trap |
shutdown} action2 {trap | shutdown}

f
switch(config-if)# storm-control multi
actionl trap action2 shutdown

RPERR SN ET

*SNMP 7 v
(CISCO-PORT-STORM-CONTROL-MIB
THERH) TAh—Lfl#EZE=421
£

c NI T 4w A —IHIEDHIE
WCEET AL, v 2u S Avyk—
UNERRENET,

Z b — AL VEOR S LT
FIoTBIN Yy N T T I
VERETDHIELTEET, L.
R— DKL EVME (levell) Z3 ¥ v
D ATRET DA, A—FOEL
ZUME (level2) I2v v v WA %3
ETHULENHD £77,

ATy T1

exit
1

switch (config-if)# exit
switch (config) #

Ao HF—T a2 Aa T4 Fal—3
vE—REETLET,

ATvT8

(f£&) show running-config interface
{ethernet dot/port | port-channel number}
i) :

switch (config)# show running-config
interface ethernet 1/1

NF7 47 A M—LHIHOREE R
w~LET,

ATvT9

(f£&) copy running-config
startup-config
fi

switch (config)# copy running-config
startup-config

FTar74X¥al—arvk, AZ—
Ny a7 40 Xalb—a0la
I:O*‘[_/ji—aﬂo

kS0 v9 A M—LEIEHDOHRTEDHEER

N7 7 4 v 7 A= AHOREEHREFRTT HITI
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avw vk =]y

show running-config interface

NT7 747 A P—ALFHHIOREEFRRLET,

show access-list storm-control arp-stats
interface [ethernet | port-channel] number

AE—=TxAAXALEDARP X7 v DA F— LA
HlERE R 2 s L £,

S J74 v R h—LFHIEHADUZIDE=

2)2T

T 7 4y A h—AEIEEMEIZE L T Cisco NX-0OS T34 AT H T o ZEHE=XR

Vo7 cEFET,

avyU kR

EL:0)

WOITIE, Vb~ LEVEIZOLEA SN ET,

show interface [ether net slot/port | port-channel number] counters
storm-control
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show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold
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show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold
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show interface [ether net slot/port | port-channel number] counters
stor m-control multi-threshold unicast
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show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold broadcast
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show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold multicast
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switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# storm-control broadcast level 40
switch(config-if)# storm-control multicast level 40
switch(config-if)# storm-control unicast level 40
switch(config)# storm-control-cpu arp rate 150
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switch# system storm control multi-threshold

switch# hardware access-list tcam region ing-storm-control 512
switch# configure terminal

switch (config)# interface Ethernetl/1

switch (config-if)# storm-control multi broadcast levell 5 level2 10
switch (config-if)# storm-control multi multicast levell 5 level2 10
switch (config-if)# storm-control multi unicast levell 5 level2 10
switch (config-if)# storm-control multi actionl trap action2 shutdown
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switch(config)# sh access-list storm-control-cpu arp-stats

interface port-channel 132
slot 1
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® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured threshold , action - Trap

WIT, 2LV DLEVEZFFO T 7 4 v 7 A b —AflO AT ha 7O 2R LET,

d %ETHPORT—5—STORM_CONTROL_ABOVE_THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[10%], action - Trap

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[15%], action - Shutdown
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